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ABSTRACT
A zero-knowledge watermark detector allows an owner to
prove to a verifier that an image in question indeed contains
the owner’s watermark without revealing much information
about the actual watermark. In such a scenario, the owner
publishes a committed watermark before watermark detec-
tion so as to show that she knows the watermark before
the detection. However, this does not imply that the owner
can prove that she knows the watermark before the work ap-
peared in the public. One well known counter example is the
invertibility/ambiguity attacks where an adversary can cre-
ate an ambiguous situation by deriving a forged watermark
from a published work, and commits the forged watermark.
Furthermore, the adversary may derive a watermark from
existing non-watermarked images in the public domain and
later claim ownership of them. One solution is to enforce
certain constraints on the valid watermarks. In this paper
we propose a zero-knowledge watermark detector that pre-
vents the owner from cheating by ambiguity attacks. In
addition, it allows the owner to publish a large number of
works with different watermarks, while committing only one
secret.

Categories and Subject Descriptors
K.4.4 [Electronic Commerce]: Security and Intellectual
Property; K.6.m [Miscellaneous]: Security

General Terms
Security

Keywords
Zero-knowledge proof, ambiguity attack, watermark detec-
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1. INTRODUCTION
Digital watermarking schemes have been proposed as a

tool to achieve desired goals in Digital Rights Management.
One possible application of digital watermarking schemes is
the proof of ownership of digital works. Let us consider a
typical scenario. Alice, who is an artist, created a number of
works (such as digital images), and wishes to release them
to the public. For each work, Alice chooses a watermark
and embeds it into the work. To convince a verifier, Bob,
that a digital work I belongs to Alice (the prover), they can
jointly perform a watermark detection and Alice will claim
that I belongs to her if her watermark is detectable in I.

There are a number of security concerns in this scenario.
First of all, during watermark detection, Alice needs to be
sure that Bob would not be able to acquire sufficient infor-
mation that leads to successful removal of the hidden wa-
termark. Secondly, Bob needs to be sure that Alice did not
cheat by falsely claiming that her watermark is detectable
while it is not. For instance, Alice cannot just tell Bob
the result of the watermark detection without providing any
proof.

The third, and the most subtle concern is that, even if
Alice can prove that she knows a watermark Wa that is de-
tectable in I, it is still possible that she is cheating if the
watermarking scheme is vulnerable to invertibility attacks
[10] (or more generally, ambiguity attacks [1]). In such at-
tacks, for a work I that does not belong to Alice, she would
find a fake watermark Wa detectable in I, and claim the
ownership of I using the fake watermark Wa. Such an am-
biguous situation can be avoided if Alice can prove that she
knows the watermark Wa before she knows the work I.

There are several different approaches to address the first
two security concerns in the literature, including the use
of a Trusted Third Party (TTP), asymmetric watermark-
ing schemes, watermark detection using a group of proxies,
and zero-knowledge watermark detection protocols (Section
2 provides the details).

However, these approaches are not sufficient to address
the third security concern. That is, they cannot prevent
Alice from using invertibility/ambiguity attacks, if the un-
derlying watermarking scheme is vulnerable. Li and Chang
proposed a non-invertible watermarking scheme based on a
variant of spread-spectrum watermarking schemes [17], and
showed that it is secure if the false alarm is low. Their main
idea is to require the watermarks to be valid in the sense
that they must be the output of a one-way function, and
Alice proves that the watermarks are not derived from the



work by proving that she knows how to invert the one-way
function on the watermarks. However, their scheme does
not directly address the first two security concerns.

In addition, many watermarking schemes are vulnerable
to a form of removal attacks where an adversary removes
the watermark by observing many different works embedded
with the same watermark. One possible solution is to use a
different watermark for each work. However, it is inflexible
to require the owner to commit every watermark. Hence,
it is desirable that zero-knowledge proofs can be done for a
large number of works with only a small constant number
of committed secrets.

In this paper, we study a more general problem: How to
design a watermarking scheme that allows Alice to publish a
possibly large number of works, provides mechanisms for the
watermark detection in zero-knowledge, and prevents Alice
from cheating by invertibility/ambiguity attacks.

Our main idea is the following. To combat invertibility
attacks, we employ a method that is slightly different from
a known provably secure non-invertible scheme [17]. We use
the same cryptographically secure pseudo-random number
generator as in [17], and require that the watermarks are all
generated from the generator with the same seed but with
different indices associated with different works. In other
words, to prove ownership, Alice has to show that the image
contains a valid watermark generated from her committed
secret and an index. The scheme in [17] can be considered
as a special case when the index is always fixed. We also
observe that there are existing zero-knowledge proofs that
can be used to prove the correctness of computation in a
field, and inequalities of secrets. Based on that, we propose
a zero-knowledge proof for the non-invertible watermarking
scheme such that after the protocol is followed, Bob will be
convinced that the watermark detection is done correctly,
and Alice did not cheat.

In Section 2 we discuss related works on the problem. In
Section 3 we define our problem more formally, and intro-
duce some background on the secure pseudo-random num-
ber generator and zero-knowledge proofs. We analyze the
security requirements in Section 4, and propose our zero-
knowledge proof protocols in Section 5. The analysis of se-
curity follows in Section 6. We conclude our paper in Section
7.

2. RELATED WORKS
In an ideal situation, all the three security concerns men-

tioned in Section 1 can be addressed if a trusted third party
(TTP) is available. In particular, Alice can register all her
watermarks with the TTP before she publishes her works,
and the TTP performs the watermark detection on behalf
of Alice. However, it has been well understood that the de-
signer of a watermarking scheme should make as little trust
assumption as possible. For example, putting too much
trust in the sellers leads to the “customers rights problem”
[20, 18]. There are several ways to deal with the first two
security concerns without using a TTP. One way is to em-
ploy asymmetric watermarking schemes such as [22, 15, 13],
in which the key to embed a watermark into a work is differ-
ent from the key required during detection. Unfortunately,
known methods are not satisfactory and there are a number
of successful attacks [12]. An alternative is to replace the
TTP with a group of proxies [16] and employ a secret shar-
ing scheme, where the security is achieved if the majority

of the parties are honest. The scheme also allows the owner
to delegate watermark detection to third-parties without re-
vealing her secret watermark.

A different approach uses zero-knowledge proofs, which
are well studied primitives in cryptography. Recently, Adels-
bach et al. [3] and Craver [9] proposed the use of zero-
knowledge proofs in watermarking. Yu and Lu proposed
a similar method based on a specially designed robust wa-
termarking scheme [23]. In most cases, we can consider the
watermark as the secret, and the property to be proved is the
existence of the watermark. Hence, zero-knowledge proofs
allows Alice to prove the existence of a certain (hidden) wa-
termark in a given image without revealing anything else.

Craver et al. [10] first studied the invertibility attacks,
where an attacker derives a watermark that is detectable in
a given work, and reverse the watermark embedding process
to obtain a fake original. In that case, one cannot distinguish
an honest owner and an attacker without any additional
evidence. A generalized notion, called ambiguity attacks, is
given by Adelsbach et al. [1]. Craver et al. proposed a “non-
invertible” scheme where the watermarks are computed as
the hash values of the original [10]. The idea is that the
attacker would have to invert the hash function to obtain a
faked original.

This method was later proved insecure by Ramkumar et
al., who also gave an improved scheme [21]. It was pointed
out in [2, 1] that a watermarking scheme cannot be non-
invertible if the false alarm is high. Yu and Lu claimed that
their proposed zero-knowledge watermark detector [23] is
resistant to ambiguity attacks by incorporating a one-way
function based on the difficulty in finding Hamiltonian cy-
cles in graphs. However, it seems that their security proof
is not sufficient, since the difficulty of inverting the one-way
function does not imply the resistance against ambiguity at-
tacks. When the false alarm is very low, Li and Chang [17]
showed that a provably secure non-invertible watermarking
scheme is possible by requiring the watermarks to be gener-
ated from a cryptographically secure pseudo-random num-
ber generator.

3. NOTATIONS AND MODELS

3.1 The Watermarking Problem
Assume that there is a prover, Alice, who owns a database

of n images I1, ..., In. Each image Ii is associated with a
unique key Ki. For example, Ki could be the primary key
of the i-th tuple in the database. We will call Ki’s the
tuple keys. In fact, the use of the terms “database” and
“image” is just for convenience, since we can easily apply
the same results to any watermarking system where a unique
key is somehow associated with each of the digital work to
be watermarked1.

We assume that there exists a secret master key M that
is large enough so that it is not easily guessed (e.g., |M | =
1024). The tuple keys, however, are made public. Each
image Ii is watermarked by a secret watermark Wi, which
is computed by Wi = f(M, Ki) for some known function
f(·, ·). We also assume that good embedding and detection

1This key could be associated with the digital work in many
ways, e.g., it can be in the header of a digital image. It may
be easy for Bob to break this association, but he seem to
lack the incentive to do so.



algorithms are available such that general watermarking re-
quirements, such as robustness, false alarm and distortion
can be met (e.g., the scheme presented in Section 3.2). In
particular, we require that the false alarm of the scheme
should be negligible.

Note that the master key and the tuple keys are necessary
to facilitate the use of the scheme in [17]. These keys are only
used during the watermark generation process and are not
related directly to the embedding process of the watermarks.
Similarly, the requirement on false alarm is the prerequisite
for the scheme in [17] to be non-invertible.

We assume that there is a verifier, Bob, who can submit
any image J with key Kj to the prover for watermark de-
tection. Our goal is to find a suitable watermark generation
function f(·, ·), and derive a zero-knowledge protocol for wa-
termark detection such that both the prover and the verifier
cannot cheat, and the verifier cannot learn much informa-
tion about the secret watermarks, except the existence of
Wj in J . The detailed security requirements will be given
in Section 4.

3.2 Watermarking Model
To illustrate our idea, we employ a relatively simple vari-

ant of the well-known spread spectrum method [8] in our
discussion. Other types of watermarking schemes could be
adapted with minor modifications.

We assume that the images and watermarks are “dis-
cretized”. An image I can be represented by an integer
vector 〈x1, . . . , xl〉, and each element of the vector xi ∈ Ze,
where e is some sufficiently large integer determined by me-
dia representation. Let W = 〈w1, . . . , wl〉 be the watermark
to be embedded, where wi ∈ Zd, and d < e is a constant
determined by the desired energy of the watermark.

During embedding, given an image I and watermark W ,

the watermarked image eI is computed (by the owner) aseI = I + W mod e. (1)

During detection, given an image J , the correlation

c = J ·W (2)

is computed, where · is the vector inner product. If the
correlation exceeds certain threshold T , then the image is
declared as watermarked, otherwise it is declared as non-
watermarked.

3.3 A Secure PRNG
Similar to the scheme in [17], it is essential in our solution

to have a secure pseudo-random number generator (PRNG),
whose output cannot be predicted but can be verified by
some zero-knowledge proof protocols 2.

The generator we employ is a variant of the simple Blum-
Blum-Shub generator [5] based on the difficulty of factoring
a Blum number which is the product of two large primes,
each congruent to 3 (mod 4). More specifically, let N be a
Blum number, and s ∈ Z∗N be a secret seed to the pseudo-
random number generator Gs(·). We require that s is a
quadratic residue modulo N , i.e., s = s2

0 mod N for some
s0. The i-th number given by the generator is computed as

Gs(i) = (s2i

mod N) mod d (3)

2In fact, any one-way function that can be verified in zero-
knowledge would suffice.

where d = 2δ, and δ = O(log(log N)) is a small integer. In
other words, we square the number each time to get the next
number, and take a few least significant bits from each num-
ber as the output of the generator. When N is sufficiently
large, the scheme is secure3.

The security of the generator means that given any se-
quence of some outputs, it is infeasible to predict the out-
put either before or after this sequence. This also implies
that given any set of outputs, it is infeasible to compute the
seed, or the indices of the outputs (where it is in the entire
sequence).

3.4 Commitment Schemes
Commitment schemes are essential building blocks of zero-

knowledge proofs. Generally speaking, a commitment scheme
allows one party (say, Alice) to seal a piece of secret data
into an envelope to show that she would not change her mind
during some protocol.

More specifically, the commitment com(x) is a one-way
function on x, such that given com(x) it is difficult to guess
the value of x, and it is also difficult to find an y such that
com(x) = com(y). In this paper we do not restrict the type
of commitment schemes used for the proof, as long as they
can be used in the zero-knowledge proofs. For example, we
can use the commitment schemes in [19, 14, 11], and the
zero-knowledge proofs in [7, 6].

Note that the security of these commitment schemes and
zero-knowledge proofs reply on certain assumptions on the
difficulties of some computational problems (such as integer
factorization and discrete logarithm), which we will follow
implicitly for our schemes.

3.5 Zero-Knowledge Proofs
In our solution, we employ the interactive proof protocols

proposed in [7] and [6], the former provides generic methods
to prove arithmetic properties of committed values, and the
latter proposed an efficient protocol to prove that a commit-
ted number lies in a certain interval.

These protocols can be substituted by other protocols
as long as the desired properties can be proved in zero-
knowledge. In fact, since the properties need to be proved
in our solution are relatively simple, and some conditions
are relaxed (for example, we allow users to see the tuple
keys instead of committing them), it is possible to derive
more efficient protocols just for our solution. However, in
this paper we only present a general solution, in which we
are interested in how the problem can be solved rather than
building up an optimal construction in terms of computa-
tional efficiency.

In a zero-knowledge proof, a prover (Alice) proves some
properties of a secret to a verifier (Bob) without revealing
any other information. In particular, let com(x) be the com-
mitment value of x, and for x the proposition p(x) holds,
then we denote the protocol that proves this property by

PK{(x) : p(x)}.
We assume that the commitment com(x) and public values
(such as the tuple keys) are known by both parties and are
used implicitly in the protocol. For security reasons, some
of the parameters of the commitment scheme and the zero-
knowledge proofs should be chosen by the verifier or by both

3The security relies on the difficulty to factorize N .



parties cooperatively4.
Following the constructions in [7], the following arithmetic

properties can be proved in zero-knowledge.

Secret Modular Addition and Multiplication. Given com-
mitment values com(w), com(x), com(y), com(z), com(n),
the prover can prove the following

PK{(w, x, y, n) : w + x ≡ y mod n}
PK{(w, x, z, n) : wx ≡ z mod n}. (4)

Secret Modular Exponentiation. Given commitment val-
ues com(x), com(y), com(n) and constant α, the prover can
convince the verifier that xα ≡ y mod n by

PK{(x, y, n) : xα ≡ y mod n}. (5)

Note that this is a special case of the algorithm in [7], which
can be greatly simplified when α is known to the verifier.

Also, from [6] we have a efficient protocol to prove the
following inequalities.

Inequality of a Secret. Given commitment of x, we can
prove one of the following

PK{(x) : x ≥ 0}
PK{(x) : x ≤ 0}. (6)

4. SECURITY REQUIREMENTS
Following the discussions in Section 1, the security con-

siderations of the system consists of two categories. Firstly,
Alice should not be able to cheat. In particular, if Alice
claims that an image from Bob is indeed watermarked, she
has to show evidence that she knew the watermark before
she sees the image, as well as the detection has been per-
formed correctly.

On the other hand, it is also cheating when Alice claims
that the image is not watermarked when it is. However,
Alice lacks the incentive to do so in most practical applica-
tions. Therefore, it is only a secondary consideration and
we only give a zero-knowledge proof for Alice to prove that
a given image does not contain a certain watermark5.

Secondly, Bob should not be able to gain much useful in-
formation that leads to successful attacks during watermark
detection. In particular, we require that from the results of
one detection, Bob should not be able to compute Alice’s
master key, or any of the watermarks. We also require that
given some Alice’s watermarks, Bob should not be able to
compute the master key, or any other watermarks.

More formally, we consider the following security require-
ments.

S1. Prior Knowledge of Watermark. Given image I, it
should be infeasible for Alice to compute a master key M , a
tuple key K, and a watermark W such that W is generated
from M and K and is detectable in I. Since we assume
that the tuple key K is associated with each work I, it can

4The actual method to choose the parameters depends on
the commitment scheme and zero-knowledge proofs em-
ployed.
5Note that by iterating the procedure for all her watermarks
she can prove the non-ownership.

be provided by the verifier together with I. In this case we
only need a weaker requirement that it should be infeasible
to compute M and W given I and K. However, it can
be seen from Section 3.3 that these two requirements are
actually equivalent under our construction.

S2. Correctness of Claims. Given master key M , tuple
key K, and image I, Alice should be able to prove, in zero-
knowledge, that there exists a watermark W and a tuple key
K such that W is correctly computed from M and K, and
that W is (or is not) detectable in image I.

S3. Detection Should Be Secure. During the detection,
Bob should not obtain any information except the existence
of a certain watermark in a given image.

S4. Inferences Should Be Infeasible. Given watermarks
W1, . . . , Wn−1 from Alice, as well as the tuple keys K1, . . . ,
Kn−1, Kn, it should be infeasible for Bob to compute Wn,
or the master key M . 6

Note that the first two requirements belong to the first
category and the last two requirements belong to the second
category.

5. OUR SOLUTION
In our solution, Alice first decides on a secret master key

M , and for each image Ii, she derives the watermarked work
as the following.

1. Choose a tuple key Ki.

2. Compute the watermark Wi using a PRNG with M as
the seed and Ki as the index, (Section 5.1).

3. Embed Wi into Ii.

During detection, given image J (and optionally K), Alice
proves that there is a watermark W detectable in J , and that
she knows an M and a K (if it is not given) such that W
is correctly computed from G with M and K as inputs. In
the following, we give the detailed algorithm for the deriva-
tion of the watermarks, as well as the zero-knowledge proof
protocols used in the verification. The embedding and de-
tection of the watermark use the algorithms described in
Section 3.2.

5.1 Watermark Derivation
As described in Section 3.2, our watermarks are all vec-

tors, each of which consists of l integer elements. That is,
Wi = 〈wi,1, . . . , wi,l〉, where each wi,j ∈ Zd. We require that
the master key M also be a vector with l integer elements,
such that M = 〈m1, . . . , ml〉 and mj ∈ ZN .

The coefficients of the watermarks are derived by applying
the secure pseudo-random number generator (Section 3.3)
with the corresponding coefficients from the master key as
the seeds and the tuple keys as the indices. More formally,
we compute the j-th coefficient of the i-th watermark by

wi,j , Gmj (Ki) = (m2Ki

j mod N) mod d (7)

6This requirement is to prevent the attacker who happen to
know a few watermarks from deducing other watermarks.



where d ∈ O(log N) is determined by the desirable energy of

the watermark. For convenience, let w′i,j = m2Ki

j mod N ,
and denote W ′

i =


w′i,1, . . . , w

′
i,l

�
.

The owner then commits the vectors M , Wi and W ′
i by

computing the commitments of their elements com(mj),
com(wi,j), com(w′i,j) for all possible values of i and j. After
that the commitment com(M) is published such that anyone
who wishes to perform a watermark detection can access and
get a copy of the value beforehand. The values of N , d and
tuple keys Ki are made public. In case the parameter N is
chosen on-the-fly for each detection, the commitment of M
only needs to be given to the verifier at the beginning of each
detection, together with the commitment of the watermark.

When N and com(M) are fixed (e.g., when it is required
to be chosen and signed by a trusted third party), the owner
only needs to show that M is properly committed, and does
not need a third party to certify the validity of all the water-
marks. This is an advantage compared to the straight for-
ward solution where all the watermarks are signed by some
trusted third party before the works are distributed. Note
that when the false alarm of the underlying watermarking
scheme is negligible, having a trusted third party to choose
and sign N and M would be unnecessary.

5.2 Zero-Knowledge Proofs
The prover needs to prove the following: First, the water-

marks are computed correctly according to (7). Secondly,
the watermark detection is done correctly according to Sec-
tion 3.2. Hence, our zero-knowledge proofs consist of two
protocols. One protocol proves the correct computation of
each watermark Wi, and the other proves the correct water-
mark detection.

Let Correct(x) be the proposition “x is computed cor-
rectly”. To show that watermark Wi is computed correctly,
the prover can convince the verifier that each coefficient in
Wi is computed correctly. That is,

PK{(M, Wi, W
′
i ) : Correct(Wi)} =

PK{(mj , wi,j , w
′
i,j) : Correct(wi,j)}.

(8)

Next, the correct computation of wi,j can be confirmed by
verifying correct computation from mj to w′i,j

PK{(mj , w
′
i,j) : Correct(w′i,j)} =

PK{(mj , w
′
i,j) : w′i,j ≡ m2Ki

j mod N}
(9)

and from w′i,j to wi,j

PK{(w′i,j , wi,j) : Correct(wi,j)} =

PK{(wi,j , w
′
i,j) : wi,j ≡ w′i,j mod d}. (10)

For the second protocol, let Detect(·) denote the water-
mark detection. That is, when detection is correctly done,
Detect(W, J) = 1 if and only if the correlation of the im-
age and the watermark is greater than a certain threshold.
Hence, for detection threshold T , the second protocol can
be expressed as

PK{(Wi) : Correct(Detect(Wi, J))} =

((Detect(Wi, J) = 1) ∧ PK{(Wi) : (J ·Wi ≥ T + 1)})∨
((Detect(Wi, J) 6= 1) ∧ PK{(Wi) : (J ·Wi ≤ T )}).

(11)

To prove the relationship between the correlation c = J ·Wi

and T , the prover first computes the value of c = J ·Wi, then

the prover performs different actions based on the result. If
c > T , the prover replies with a 1 to indicate that the image
is watermarked, together with the commitment com(c−(T +
1)). If c ≤ T , the prover replies with a 0 together with the
commitment com(c− T ).

When c > T , the prover uses the following protocol

PK{(Wi) : (J ·Wi ≥ T + 1)} =

PK{(Wi, c− (T + 1)) :

lX
k=1

wi,kJk − (T + 1) = c− (T + 1)}

∧ PK{(c− (T + 1)) : c− (T + 1) ≥ 0}
(12)

and when c ≤ T , the prover uses another protocol

PK{(Wi) : (J ·Wi ≤ T )} =

PK{(Wi, c− T )) :

lX
k=1

wi,kJk − T = c− T}

∧ PK{(c− T ) : c− T ≤ 0}.

(13)

Conversion to Non-Interactive Protocols: In these
zero-knowledge interactive proofs, the interactive steps are
mainly used by the verifier to send a challenge to the prover,
which is a random number chosen from a pre-defined do-
main, so that the verifier can be convinced that the prover
is following the protocol honestly by the fact that the prover
can answer the challenge correctly.

In general, the challenge steps can be omitted by allowing
both the verifier and the prover to compute the random chal-
lenge from a public one-way function [4], such as a pseudo-
random number generator or a secure hash function, with
a random input that is known by both parties, e.g., some
input of the protocol, or the output of some previous steps
of the protocol.

6. SECURITY ANALYSIS
Recall that in Section 4, we categorize the security re-

quirements into two categories. First let us examine the
security requirements in the first category, which concerns
with possible cheating by the owner, Alice.

Suppose Bob sends an image I to Alice for detection.
Knowing that I does not contain any of her watermarks,
Alice can still try to cheat by finding a watermark W that
is detectable in I, through efficient filtering on I. However,
our scheme requires that W satisfies the constrain that it
must be computed from the master key M , the tuple key
K and the Blum secure PRNG, for which it is infeasible to
compute the seed given any sequence of the output. There-
fore, Alice cannot cheat in this way, and has to guess the
correct M , which has a low probability of success. As a
result, security requirement (S1) can be met. As for the
requirement of correctness of claims (S2), it is clearly met
during the process of the zero-knowledge proof protocols.

For the second category of requirements, the detection
is clearly secure (S3) under zero-knowledge proofs, and in-
ferences are hard (S4) because of the nature of the secure
PRNG.

7. CONCLUSIONS
In this paper, we investigate the use of cryptographic

primitives (such as secure PRNG and zero-knowledge proofs)



in digital watermarking schemes, and show that these well
studied primitives can be employed to meet sophisticated
security requirements.

Specifically, we study the problem of generating and man-
aging large number of watermarks, while allowing the owner
to prove that the detection is done honestly without leaking
other information about the secret watermarks. We show
that this can be achieved by incorporating a secure PRNG
and zero-knowledge proofs, without involving any trusted
third party.

We propose a zero-knowledge watermark detection proto-
col based on a slightly modified version of a known probably
secure non-invertible watermarking scheme, so that the user
does not learn anything other than the existence of the wa-
termark, but at the same time can be convinced that the
watermark detection was done honestly.
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