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ABSTRACT actual images that are to be watermarked. Based on this

h | of thi _ dv h ior knowled knowledge, the encoder tailor-makes an encoding routine (a
The goal of this paper is to study how a-prior knowledge o o \yatermarking keys) that is suitable for the database.
of th? image database COL,"d be exploited fgr better water- The watermarking keys are then stored in the server. To de-
marking performance. Unlike most formulations, where the yine whether an image is watermarked, the detector first
encoder and detector on!y know the dlstrlbyt|on of the im- obtains the watermarking keys from the server, which is in
ages, under our formulation, thectual set of images to be turn used in the detection (Fig. 1). Although our discussion

watermarked are known, either in a static or dynamic Set- .ontars on images, the main idea can be extended to other
ting. To achieve better performance, instead of choosing amultimedia source

randcl)m wattlermarkﬂg key (t)r: pred;aﬁned lc(;_ode—kbookfas |stthhe Unlike the model of informed watermarking [5], and
usual practice, we derive the watermarking xeys from ewatermarking as communication with side information [4]

q . tting. the | datab tarts f indle Svhere both the encoder and decoder know the distribution
ynamic setting, the image database starts from a Single im- ¢ , images, in the proposed model, we exploit the addi-

age and grows as more images arrive. Thus the Watermark'tional assumption that the encoder knowsdb&ial images
lied t licati here the detector h i theto be watermarked, and the decoder knows a compact but
appiied to applications where the getector has access to epartial description of the actual images (Fig. 1). Note the

Internet. To demonstrate the main idea, we extend avariant .- oo itterences between a-prior knowledge of the

of s_,pread-spectrum metho_d to a few sch_emes, and analyzaistribution and knowledge of the actual database. The ac-
their performance. Interestingly, the requirements on false- tual images are samples from the distribution, and can be
alarm, robustness and distortion can be traded-off with the 1+ " ctimate the distribution. On the other,hand KNOW-

iﬁebgzghﬁamar;elr:?nzk:ansg ;ﬁé’sé\;\lligggoég]u?gé e)gj:'z]r?;}t%ng the image distribution is not sufficient to determine the

ysis and experiment% show promising improve.ment in per_actyal !mages. Also note that in practi(_:e, the _image distri-

formance by exploiting the a-prior knowledge of the image bytlon is u.sually assumgd to be Gaussian, which is an over
- . simplification for natural images.

database, specifically for fixed robustness and false alarm

we achieve significant reduction of distortion. Similar idea

can be incorporated into other watermarking methods. Compact description of database. Given the databasg

a possible but inefficient scheme takes the whole database

as the keysyV = Z. Thus nothing is done during encoding

and zero distortion is achieved. To decide whether an image

is watermarked, the detector searches for the imagé#’.in

% itis within the proximity of a key in/V, then itis declared

1. INTRODUCTION

In the recent years, watermarking has emerged as an activ

research field. Many theoretical models, and appllcatlonsto be watermarked. Although this scheme achieves zero dis-

have been proposed. In several_watermarkmg models, the[ortion, the number of keys is too large and thus inefficient.
watermark detector can communicate with a server. Forex-—,_ . ~, . . . -
This brings forth the interesting issue of finding a trade-off

ample, the detector in Digimarc MedlaB_rldge Rgader [3] between efficiency (number of keys) and performance (dis-
makes use of the Internet to lookup more information based, .
tortion, false alarm, and robustness).

on the extracted message. Theoretical models like zero-
knowledge proof [2] and public watermarking also exploit
communication to enhance security. Static vs. Dynamic setting. We study two settings. In the

In this paper, we propose another way to exploit com- static setting, the database remains unchanged throughout
munication. In the proposed model, the encoder knows thethe encoding and detection process. Indiipamic setting,



to detectl;, for anys < t based onV,. Same as the static
setting, the detection should be robust under AWGN.

Performance measures. For completeness and clarity, we
give a formal description dhlse alarm robustnessnddis-
tortion. The encoder takes eaéte 7 and gives an encoded
I. We call the average distance

1 ~
= I—1]?
—> =113

Tez
Fig. 1. A schematic diagram of the proposed system in the e gistortion. The false alarm is the probability of a ran-
static setting with? keys. domly chosen sequence (from the image distribution) to be

declared as watermarked by the detector. The scheme is ro-
é)eust if, under the influence of AWGN, an encoded image is

i be added to the database. The database. L o
ggytslwggssac;g gI: i?n age e ;nd Zrojvs aassﬁ ew iriagaes a?_stlll declared to be watermarked with high probability (the

rive. The encoding must be done in a “on-line” manner, that actual probability is not a concern in this paper). We take
is, when a new imagé arrives, the encoder must immédi- the variance of the noise as the measure of robustness.

ately encodd before the arrival of the next image. This set- )

ting is practically applicable when a watermarking service Variant of spread-spectrum method. For the purpose of
provider has a dynamic database of images i.e., the databasg®mparison, we consider a variant oflthe vyell—known _spread—
can be updated with new images. The detector, having ac-SPectrum method [5]. However, our idea is not restricted to

cess to the Internet, can contact the server and retrieve théis method. Similar idea of exploiting the a-prior knowl-
updated keys. edge of image database can be extended to other methods.

This variant is parameterized by a watermark keya
constant threshold’ and a constank’. The encoding of
giving I is achieved by

LetZ = (I, I5,...,I,) be a database ef images. Each I=T1+ max(0, K — I - w)w. Q)
image is a sequence df coefficients which is generated
from an underlying source distribution. We study two set-
tings, staticanddynamic

2. FORMULATION

Thew is normalized so thafw||3 = 1. An I’ is declared to
be watermarked if

w-I'>T. (2)
Static Setting. Given the image databage the encoder
derives a set of keyBY = (wq, ws, ..., w,) and the set of
encoded image$ = (I1, I, ..., I,). The keys once de-
termined remains unchanged throughout the process. Given
an imagel’ and the key3V, the detector declares whether
it is watermarked (outpu¥es) or not watermarked (out-
put No). The detection should be robust under the additive
white Gaussian noise (AWGN).

The false alarm, robustness and distortion of this scheme
can be obtained analytically.

3. WATERMARKING SCHEMES

This section generalizes the spread-spectrum method to the
static and dynamic setting. Their performance is compared
with the spread-spectrum method, which can be viewed as
an equivalent scheme with no a-priori knowledge of the im-
Dynamic Setting. The database grows as new images are age database. The false alarm and robustness is fixed in all
added. Let; = (I;,I5,...,I;) be the database with the schemes, which amount to the paramet§rand 7' being
first t images, and; be the corresponding set of encoded fixed. Thus by comparing the distortion we can determine
image. The encoding is done in an online manner, that is,which scheme attains better performance.
the imagel; must be encoded beforg,; arrives. Once an
I, is obtained it cannot be recalled for modification. 3.1. Static with single key

Similar to the static setting, detection is done based on
a set of keys. However, because the database dynamically’ his section gives two schemestgtic andstatic iterative.
changes, the keys are updated once a new image arrives. Lethe encoder of the first schemstdfic), computes the nor-
W = (wh, wh, ..., wh) be the keys aftef, has arrived and ~ Malized sum of the database, that is,
encoded. An additional requirement is that the)dgthas w— ZI/” Z 1), ©)
to bebackward compatiblei.e., the detector must be able 1oz Ter



and takes this as the key i.®)] = (w).

Spread Sprectrum

) Fig. 3. Keys for the 2-key static setting, for the image

'g Dynamic database. Note that the 2 keys are almost complementary
5 Dynamic (2 Key) to each other.

a

which minimizes the average distortion. The minimiza-
tion is done in an iterative manner. In Fig. 2 (the curve la-
belled as “Static(iterative)”), noticeable but less significant
m/d improvement is achieved by the second encoder.

Fig. 2. Distortion versesi/d) for images from a Gaus- 3.2. Static with Multiple keys
sian distribution. The number of coefficients is fixed at

d = 1000, and K = 0.1414. For the 2-key setting, the In this scheme, instead of using a single key, the detector

size of the database is twice of that for the single key set-gselS a Zett og) key}s?[/ - <w1k, u(]f.’f‘ the we). A seﬂutﬁncd .'S
tings. For example, aiv/d = 0.2, the number of images is I)e(;a;e 0 be watermarked if there is iasuch tha(w; -

200 for the single key setting, ant)0 for the 2-key setting.

(For images from a Gaussian Distribution.) We now give two encoders f@r= 2. Other values of

can be easily generalized.

The encoding and detection is same as the spread spec- The first encoder randomly partitions the database into
trum method given in (1) and (2). Unlike the spread spec- two sub;ets of equal si;e. The key for each sgbset is gener-
trum method where the watermarking key is randomly cho- ated using (3), by treating each subset as a single database.

sen, in this schemey is computed from the image database. !t IS €asy to verify that the baseline will improve by a fac-
Note that if both parameteds andT are the same as in the tor of 1/1/2 and this implies that the distortion will also
spread spectrum method, then the false alarm and robust!TProve by approximately the same factor. On the other
ness of this scheme are the same as that of the spread spefand. the false alarm will increase by a factor of approxi-
trum method. By fixingk andT’, we want to know which mately 2. This is because in the 2-key situation, a sequence
scheme provides lower distortion. I is declared to be watermarked if eith@r- wy) > T or

To analyze the reduction in distortion, let us define the ({ - w2) = T However, constant factor growth of the false

baselineB as the average df- w among the images in the alarm is insignificant, because the false alarm decreases ex-
database ponentially as the thresholfl increases linearly. Thus, itis

1 desirable to allow more keys, if efficiency is not a consider-
B:EZI'“" ation.
Iez The second encoder searches for a good partition of the

tion. If w is randomly chosen (assuming Gaussian distribu- experimental results show that the 2-means algorithm gives
tion with unit variance), then the baseline is expected to be an improvement in distortion compared to the first encoder
0. In our scheme, the expected baseline /ig/m. Since  \hich randomly partitioned the database. In Fig. 2, the

the baseline is raised to/\/m, the distortion required to  graph for static 1-key setting can be treated as the perfor-

“push” the image over the threshald is reduced. mance of the first encoder. The distortion is higher than the
Fig. 2 shows the result of an experiment, confirming the graph labelled as “Static (2 key)”.

gain in performance of using obtained from (3) against

a randomly chosen key_. Thg ex_per_iment is d_one on i_mages3_3_ Dynamic with single key

generated from Gaussian distribution. In this experiment,

we fix the robustness and false-alarm (thatiandT’). The In the dynamic setting, the images arrive sequentially. Let

curve labelled as “Static” in Fig. 2. indicates the reduction w! be the key computed after the arrivallpf The encoding

in distortion from the spread spectrum method. The distor- and detection is similarly performed as in (1) and (2). The

tion is reduced byt /\/m, confirming the above analysis. key satisfies the additional backward compatibility require-
The second encodestétic iterativg in this section, fur- ment, i.e.,fs-w‘{ > K, foranys < t. There are two interest-

ther improves the performance by searching for thed&ey ing issues. The first issue is concerned with how backward
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Fig. 5. Three images in the database with the respective

. . . i encoded images below them.
Fig. 4. Evolving of keys in the dynamic 2-key case, for the

image database. First row depicts the evolving of the first
key for 10, 40, 125 and 500 images. The second row depicts ~ We also tested our database in the 2-key static and dy-
evolving of the second key. namic setting. The keys generated for the static 2-key and
dynamic 2-key setting are illustrated in Fig. 3 and Fig. 4
respectively. The keys in Fig. 3 are complementary in
compatibility is to be enforced. Itis also interesting to study the sense that both point towards the opposite direction if
the reduction in performance when information is available treated as vectors in the 128 by 128 dimensional space. This
in the on-line manner, as opposed to the static setting wherds characteristic of the 2-mean algorithm. The keys in the
full knowledge of the database is readily available. dynamic 2-key (Fig. 4) setting are updated as new images
On arrival of thet—th image, the following iterative  arrive.
method searches for the new key. It is important to
choose the weighting function &s/+/t) in §1. 5. CONCLUSION
§1. Letw!t = wi™ 4 (1/V1) 1.
§2. If there is a» < ¢ such thatl,. - w!{ < K, then update In this paper, we propose a watermarking formulation which
wi =wl + (K — I, - w})1,. exploits the a-prior knowledge of an image database. Such a
§3. Repeat step 2 until no suchs found. formulation is realistic because in some applications, the de-
tector has access to the Internet. We also give few schemes
for various settings and analyze their performance based
on the assumption that the image and noise are Gaussian.
In this setting, more keys are allowed as is in the static set-"V& alSO test our main idea on non-Gaussian images, which
ting (Section 3.2). The encoder employs a combination of 'S & set of _ngtur_al Images. Qur experiment and ar_1a|y5|s
the encoders in the dynamic setting and the 2-key static setSNOW promising improvement in performance by using a-
ting. Details are omitted here. The graph in Fig. 2 shows Prior knowledge of the image data_base. Similar idea can be
that this encoder performs better than a 2-key encoder whichincorporated into other watermarking methods.
partitions the database randomly.

3.4. Dynamic with multiple key
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