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Laboratory for Applied Software EngineeringResearch

at ETH Zürich
1 OVERVIEW

The Laboratory for Applied Software Engineering Research establishes at
ETH Zürich a center of excellence in software technology, intended to
improve the state of the art in this crucial field. The Laboratory benefits
research, teaching, and local industry.

The Laboratory’s mission is to explore and implement methods and
techniques for producing software of much higher quality than is the norm
today, hence addressing a key hindrance of modern societies. The work of the
Laboratory helps the IT industry cope with the ever increasing size and
sophistication of requested software applications, and the ever decreasing
tolerance of users for malfunctioning or otherwise unsatisfactory software.

The word “Applied” in the Laboratory’s name emphasizes the practical
nature of its work, focused on developing solutions that can be applied to
mission-critical projects. This includes theoretical work too, both to use existing
theories when applicable to software practice, and to further the state of software
engineering theory. The Laboratory relies on the most effective modern
approaches to quality software construction, such as object technology,
component-based development, formal software construction, proofs of
program correctness.

Specific initiatives associated with the Laboratory include:

• Component Certification Center: process, standards and tools for
producing high-quality reusable components and assessing the quality of
commercial components.

• Information Security Center: knowledge, education and research facility
devoted to the study and enforcement of IT security.

• Programming Resources Center: pooled development resources to support
quality software development in an academic environment.

The laboratory provides a common structure for these developments, and
remains open for future initiatives that may arise in connection with new
developments in software technology.
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The remaining sections of this report explore the various facets of the
Laboratory’s background and activity:

• State of the art in software engineering and need for a Laboratory of
Applied Software Engineering Research.

• The Component Certification Center.

• The Information Security Center.

• The Programming Resources Center.

• Practical setup for the Laboratory.

• Resources and contacts.

2 WHY APPLIED SOFTWARE ENGINEERING RESEARCH?

Keeping up

Software is at the center of most processes in modern societies. The
extraordinary development of computer hardware over the past 50 years has
made possible applications that no one would have imagined, such as detailed,
on-time weather prediction. “Moore’s Law” — the doubling of computer
power every 18 months, at constant or decreased price — has reigned supreme
until now, and will continue to apply in the near future, leading to an ever
growing appetite for new applications.

Software, for its part, is constrained by the human mind, which doesn’t
improve at the speed of electronic technology. So it’s not surprising that while
there have been great advances in software engineering, they haven’t kept up
with those of hardware. The result is not only a discrepancy between the set of
applications we would like to produce and those we complete; it’s a general
state of dissatisfaction with the quality of the software that does get produced.
Here we may just quote directly from a press report about a recent study by
NIST:

→ Section2, page 4.

→ 3, page 10.

→ 4, page 12.

→ 5, page 13.

→ 6, page 15.

→ 7, page 15.
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(Reuters, June 2002)
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Unless one assumes that the rest of the world uses techniques vastly superior
to the Americans’ (it doesn’t), the $60 billion figure transposes to at least $150
billion worldwide. An article about Swiss incidents, whose beginning is
reproduced on the next page, provides evidence that the situation described in
the Reuters article is by no means specific to the USA.

Taking judicial actions such as the one cited at the end of the Reuters
article may encourage suppliers to take a more systematic attitude towards
validating their software. But the technical problems remain enormous. The
report’s comments that “Better testing could remove the bugs at an early
stage”, while not totally incorrect (better testing can removesomebugs) is
naïve in its generality, since testing techniques can only address a small part
of the issue. Unlike hardware devices, software systems have such huge
numbers of possible input combinations that testing, even with the best
modern techniques, can do no more than increase confidence in the software
by a moderate amount — find a few more needles in the haystack. Testing is
just one in a battery of approaches of which others — better development
languages, formal (mathematical) software construction, formal proofs of
correctness, object technology, component-based development — hold
considerable promise.
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From software engineering to information security

One particular kind of non-quality has achieved global fame: security
violations, through viruses, worms, Denials of Service and other attacks.
Although security is a research field in itself, it is closely connected to the
work on other software quality issues and software engineering in general;
most attacks exploit a deficiency in some software product, due to poor
software engineering practice. The most striking example is thebuffer
overflowtechnique, present (usually along with other mechanisms) in most
recent viruses and attacks. Buffer overflow uses the typical memory layout of
applications to change the return address of some seemingly innocuous,
publicly available facility, such as the program that reads user input in a Web
browser:

The data entered into the program goes into the “BUFFER”. With a poorly
written program, a hostile user could artfully contrive such data c to overrun
the size normally attributed to the buffer, so as to change the “RETURN
ADDRESS” of the program and make it point to some “HARMFUL CODE”
that the attacker has deposited (as part of that very data), hence giving him full
access to the machine. No wonder a 20-year-old from the Philippines can, in
a few moments, disrupt the global IT infrastructure, and the global economy.

Buffer overflow fundamentally relies on bad software construction: a
well-written utility, especially one that is available to any user such as an
outside visitor to the Web site, should ensure that references to the buffer stay
within its official limit (the blue rectangle on the figure), and reject any input
that would extend beyond that limit. This close connection between IT
security issues and general software engineering issues explains why the
Laboratory addresses both aspects and includes an Information Security
Center as one of its constituent entities.
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The Laboratory and ETH

The Laboratory takes advantage of the unique situation of ETH Zürich:

• The techniques that can help address the most pressing issues of
software technology involve a delicate combination of theory and
practice. This benefits from the engineering tradition and spirit of ETH.

• This tradition is particularly strong in computer science, where ETH has
achieved worldwide fame through pioneering practical work on
languages, programming methodology and compilers.

• The financial industries, in particular banking and insurance, are in dire
need of better solutions, making them primary recipients for the results
of the Laboratory’s work.

• Existing collaborations, in particular with Germany, the UK, France and
the US, support the development of the Laboratory.

• Recent faculty recruitment has strengthened software engineering at
ETH, although more is needed.

Overall organization

As noted in the Overview, the Laboratory initially hosts three Centers:

The three Centers benefit from a common infrastructure and shared overall
goals, while pursuing specific projects. The Laboratory’s structure is designed
with enough flexibility to accommodate other such Centers in the future, as
long as their scope and spirit fit within those of the organization.

The next three sections describe the current Centers in turn.

COMPONENT
CERTIFICATION

CENTER

INFORMATION
SECURITY
CENTER

PROGRAMMING
RESOURCES

CENTER

LABORATORY FOR APPLIED SOFTWARE ENGINEERING RESEARCH
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3 COMPONENT CERTIFICATION CENTER

One of the most promising developments in the software engineering field,
viewed by some experts as the only hope for coping with the ever-increasing
sophistication of society’s demands, is “reuse”, or “component-based
development”: the reliance on pre-written software elements, or
“components”, covering patterns that systematically recur in applications. By
systematically reusing such components, each application development can
focus on its truly innovative and competitive contributions, relying on best-of-
breed existing solutions for all the rest.

The idea is similar to how the electronics and computer industry has
reengineered itself to take advantage of reusable solutions — VLSI chips.
Reuse is, however, far more difficult in software because of the higher degree
of variability of the basic components. It is not sufficient in software to reuse
components applying well-defined transformations to simple sets of inputs:
the reuser must be able toadaptthe components to more specific needs of the
application at hand. This need to combine reuse with adaptation is what makes
the reusability issue a major challenge of software engineering.

Important developments have occurred in this area. The spread ofobject
technologyhas established a strong technical basis for reusable components.
A number ofcomponent modelshave emerged, such as Borland’s Delphi,
Microsoft’s COM, Sun’s Enterprise Java Beans (EJB), CORBA, and
Microsoft’s most recent offering, .NET (pronounceddotnet). As a result, a
small industry of components is thriving, and a number of large companies see
the future of their software developments residing entirely in component
reuse; they expect major progress in quality and productivity through effects
of scale.

This development, however promising, has largely occurred without
much attention being paid to thequality of the components, in spite of the
potential dangers of reusing unsatisfactory components. The scaling effect
scales up everything, good and bad; in a mission-critical application built out
of components, the quality of the weakest link determines the quality of the
application as a whole. The component-based reengineering of the electronic
industry could only occur thanks to a fanatical approach to quality at every
stage of the process; the IT industry is still far from sharing this attitude. For
all its enthusiasm about reuse, it has been slow to realize that moving to
component-based development without a meticulous attention to component
quality could bring as many dangers as benefits.
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The Component Certification Center provides a central resource to
address component quality. It requires the combination of alow-road
approach, addressing immediate needs of component qualification, and a
high-roadrequiring more research and paving the way for the fully guaranteed
components of tomorrow:

• The “low road” is essential to help the industry assess the quality of
today’s EJB, COM or .NET components, of which, for the most part, no
one has any good grasp. One cannot expect to prove such components
correct, or otherwise guarantee them fully; but it is still possible to
perform credible assessments of some of their quality-relevant properties.
A Component Quality Model under development is the central effort
supporting this goal.

• The “high road” leads to future components developed with far more
rigorous techniques than today. In particular, considerable advances have
occurred in recent years in the area ofmathematical proofsof program
correctness, leading to the full proofs of systems such as the security
mechanism of the new driver-less metro line in Paris (Meteor). The
potential of applying such proofs to components, where the development
and proof effort is justified by the scaling-up effect of reuse, is
particularly attractive, leading to some of the central tasks of the
Component Certification Center.

To pursue both of these goals, the Center organizes its activities along three
main lines:normative, analytic andinnovative.

The normative work establishes the basis for component development
and assessment: methods, techniques, standards, best practices, assessment
rules for today’s and tomorrow’s components. The development of the
Component Quality Standard is at the center of this effort.

In its analytic work, the Component Certification Center is available for
evaluations of existing components, useful to both the producers of these
components, and to potential consumers (companies that may use these
components for their own developments), for which no independent agency is
available today to assess the quality of commercial or open-source
components.

This analytic effort, devoted to assessing practical components, may be
viewed as a service activity. As such it may ultimately outgrow its placement
in a university. When and if this happens, it will be a sign of success; the
component assessment task may then have to be outsourced to a new entity,
either non-profit or commercial. In the near term, however, there is no cause
for concern about possible incompatibilities with the usual goals of
university research: the goal of component assessment is so new as to require
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several years of research and experimentation before anyone is ready to turn
the effort into a routine service activity.

The innovative part of the Center’s work is research work to develop new
techniques for producing better components and evaluating their quality. A
key part of this effort is the application of proof techniques to components, a
possibility that after many years of research appears within reach but still
requires considerable effort, theoretical and practical. Since “do as I do” is a
welcome complement to “do as I say”, the Center also develops model
components of guaranteed quality, intended to serve as a reference for the
industry.

Surprisingly, although a considerable literature has already been devoted
to component quality, no Center of the kind described here has to our
knowledge been set up so far. Having such a Component Certification Center
in place at ETH is a way to achieve strategic leadership in software
engineering, with benefits not only through research and the worldwide IT
industry — it is not unrealistic to assume that the Center will help make at least
a small dent into the 150 billions’ waste cited above — but also on the local
industry and on the whole process of teaching software at ETH.

4 INFORMATION SECURITY CENTER

Security violations have become headline news around the world, and are
among the most serious obstacles to the development of Information
Technology. The ease with which individuals can bring down systems and
penetrate computer installations is a sword of Damocles hanging over every
move of the industry.

The most widely reported attacks, such as viruses, are only part of the
issue. Most of the computer infrastructure — including its critical component,
the Internet — has been built to maximize efficiency and convenience, not to
protect against hostile acts. Attackers with time and resources can defeat many
security measures; some of the techniques do not even require particular
intelligence, as they are readily found on Web sites. The resulting dangers
constantly hamper progress. As an example, it would technically be possible
today, thanks to wireless technology, to let anyone connect a laptop computer
or PDA to the Internet anywhere in an urban area such as Zürich without any
hassle. The infrastructure is either there or easy to install. What has prevented
such technology from becoming universally available is concern about
security risks.
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Universities have traditionally been a hotbed of security attacks. The
game of cat and mouse, the intellectual challenges, the taste of the forbidden
naturally attract some students, often among the most creative. The
Information Security Center deflects such curiosity towards beneficial goals
by providing a secure environment where students can be taught IT security,
and experiment in depth with attacks and counter-attacks, without causing any
harm, while being taught the ethics of computer use. In the protected setup of
the Information Security Center, students will learn about vulnerabilities of
operating systems and other products, about the anatomy of viruses and other
attacks, about software engineering techniques that avoid such problems,
about managerial and organizational responses to security threats, about the
security measures that an enterprise must take, and about the proper
professional attitudes towards computers and their security.

The Information Security Center is organized so that every computer
science student at ETH gets an introduction to security as part of the standard
curriculum, and that interested students can pursue more in-depth work for
semester projects, Diplom (Master’s) projects and advanced studies.

The Information Security Center provides a circumscribed environment
within which students can give free rein to their astuteness and creativity
without causing any risk to production systems, and learn to channel their
skills towards beneficial purposes.

The Center’s setup requires careful planning to ensure that it does not
have any harmful effect on the security of the ETH infrastructure, and a
precise definition of what is permissible. Cooperation with the
Informatikdienste and other units responsible for computers and networks is
an integral part of the Laboratory’s organization.

The focus of the Information Security Center as described here is
educational. The Center also offers a research potential, to be developed in
cooperation with the forthcoming Professor in Information Security.

5 PROGRAMMING RESOURCES CENTER

Computer science research has not traditionally had the benefit of professional
support for software development. The assumption has been that professors,
researchers and PhD students would be responsible for producing their own
software. This goes well with the tradition of computer science at ETH, which
has resulted in a number of widely used academic products, in particular
programming language implementations.
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This scheme has the advantage of making programming an integral part
of the research experience. Unlike some theory-only computer science
departments, ETH Computer Science recognizes the intellectual and scientific
value of software development.

Current developments in the software field limit, however, what this
approach can achieve. Expectations on the part of the “market” are very high,
even if this market is purely academic. It is no longer enough, for example, for
a university project to deliver to the world an excellent compiler: even novice
students have experienced modern GUI (graphical user interface)
environments with debuggers, browsers, project management tools and other
automated support, and expect that level of machinery as a minimum, whether
in a commercial product or in an academic tool. In addition, the computer
industry constantly brings in new operating system versions and new
platforms; the resulting tasks of software porting and maintenance, essential
to the practical success of tools, even those produced in an academic context,
are hard to carry out properly if the people in charge are researchers with other
priorities and PhD students who will go away once they have defended their
thesis.

The Programming Resources Center, similar to an small internal software
house, addresses this issue by providing a professional staff explicitly devoted
to programming support work that helps make research products practical and
usable: development of supporting software, quality assurance, maintenance,
professional documentation, porting to new platforms, customer support,
interfaces with other products. The presence of the Programming Resources
Center also helps instill the software engineering culture — the emphasis on
long-term viability and professional quality of the software being produced —
that is not always present in a university environment but is an essential part
of the teaching and research experience in computer science.

While the idea of the Programming Resources Center is new to computer
science departments, it is hardly revolutionary if we relate it to the long-
established practice of science and engineering departments in universities,
which routinely employ technicians to help researchers set up experiments and
develop devices. The members of the Programming Resources Center play a
similar role for computer science researchers. Researchers will still be writing
programs; the Programming Resources Center helps them by providing the
professional infrastructure that can make the difference between an interesting
prototype and a public-domain tool that is used worldwide and makes its mark
on the field.
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6 PRACTICAL SETUP OF THE LABORATORY

The Laboratory for Applied Software Engineering Research is managed by an
executive committee consisting of the Laboratory’s director and the heads of
each of the Centers.

Its supervision is ensured by a Board consisting of

• A representative of the Computer Science department, not himself a
member of the Laboratory.

• Two representatives of Swiss industry.

• Two representatives of non-Swiss industry.

• Four representatives of academic organizations devoted to software
engineering (for example laboratories devoted to software technology),
two in Europe and two outside of Europe.

• The director of the laboratory.

• A representative of the laboratory’s non-professorial academic personnel
(Mittelbau).

The Board meets yearly to assess progress, and remains in frequent contact
with the laboratory’s management through email.

The Laboratory works in close cooperation with the Computer Science
Department and provides its resources to researchers and students. It is closely
involved in the software part of the computer science curriculum.

Every year, the Component Certification Center organizes a Workshop on
Trusted Components, including the best international experts in the field.

7 RESOURCES AND CONTACTS

Resources: positions

The resources for the Laboratory, to be set up for five years, include the
following positions:

• 6 Postdocs.

• 8 assistants.

• 2 positions of administrative/editorial staff.

• 5 professional software developers (for the Programming Resources
Center).

• 1 software project manager (for the Programming Resources Center).

• 1 Web developer.
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• 3 new professor positions, described next.

Operating budget

• Equipment budget: CHF 200,000 / year.

• Operational budget including travel and conference organization:
CHF 100,000 / year.

Space

• Component Certification Center: 150 sq. m.

• Information Security Center: 150 sq. m.

• Programming Resources Center: 100 sq. m.

Professor positions

The following professor positions will be advertised in connection with the
Laboratory. Two of them are being funded through other means.

1. Trusted components

One of the most promising advances in software engineering is the use of
reusable components to build applications. Success in this area depends,
however, on strict processes and tools to guarantee that the components
are of unimpeachable quality. This position requires a thorough
understanding of software technology in industry and a mastery of a
variety of quality techniques, from formal approaches to testing and
software composition.

2. Practical applications of formal methods

Mathematically-based techniques of software development, also known
as “formal methods”, set out to build systems whose correctness can be
proved mathematically. In recent years these techniques have made great
practical advances and some of them have been successfully used to
significant industrial systems. The candidate for this position should have
not only a profound mastery of the theory of mathematically-proven
software but also a strong practical experience and good understanding of
the needs and constraints of software projects in industry.
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3. Software project management and economics

Software engineering success involves not only technical solutions but
also effective management and cost estimation. Software project
management and software economics have developed into a discipline of
their own, leading for example to the precise specification of process
models, to elaborate standards for assessing the maturity level of
organizations in software development, and to detailed software cost
estimation model. Expertise in this area is required at ETH to
complement the more strictly software- technical specialties.

4. Programming languages

The use of a programming language is an obligatory step along the path
to realizing any software goal. Programming language research is a
fascinating area of software engineering, with a rich history in which
ETH played a major role, and many future developments to be expected.
The candidate for this position should master several complementary
topics: the theory of programming languages, in particular formal
semantic specification techniques; the practical language needs of
software engineers in industry; compiling techniques. The candidate
should also have a demonstrated ability to come up with novel designs for
languages and language constructs.

5. Software engineering for parallel and distributed systems

Some of the most practically important needs for good software
engineering arise in distributed and concurrent system; these needs are
made ever more pressing by the development of the Internet and other
networks. This area of application also raises some of the most delicate
problems, having to do with maintaining consistency between remote
machines, handling many different computation speeds and resources,
providing replication when needed, cope with intermittent failure.
Scientific leadership in this area is part of any successful software
engineering program.

Contacts

The following persons serve as contacts. All can be reached via the Computer
Science Department.

• Component Certification Centerand coordination of the Laboratory as a
whole: Prof. Dr. Bertrand Meyer
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• Information Security Center: Prof. Dr. Jürg Nievergelt; Mr. Michael Näf;
Professor of Information Security (new faculty member, name not public
yet).

• Programming Resources Center: Prof. Dr. Hans Hinterberger.

8 SUMMARY

The Laboratory for Applied Software Engineering Research provides a
flexible yet focused structure for efforts to further the reputation of ETH in
software technology, and establish a strong basis for education and research in
this field. It combines long-term work on theoretical foundations with a major
practical component intended to produce quickly visible results, of direct
benefit to the university and to the IT world at large.
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