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Cybersecurity challenges today are very real and wide-ranging with significant implications 
across multiple domains and communities.  For cybersecurity research to be impactful, an 
experimentation infrastructure with shared and validated models, tools and testbeds will 
enable researchers to design meaningful experiments and test environments. Among the 
pillars of science, modelling and simulation is a mean of scientific discovery that employs 
computing to simulate a physical system according to laws derived from theory and 
experiment. This keynote discusses a national shared infrastructure, currently being 
developed, to provide computing resources, repeatable and controllable experimental 
environments, among others, for the cybersecurity R&D community in Singapore.  
 
This keynote, divided into three main parts, aims to share our experience in setting up a 
national infrastructure for modelling and simulation experimentation in cybersecurity. First, 
we review experimental cybersecurity infrastructures with different capabilities, namely, 
small stand-alone, localized, and large distributed. Next, we discuss the hardware 
infrastructure and software tools to support both user physical and/or virtual cybersecurity 
testbeds. The hardware is designed to support dynamic provisioning of computing nodes as 
bare metal or virtual machines, and network and storage allocation as dedicated physical 
hardware. To support the modelling and simulation experiment life cycle, software tools are 
required to model and construct experiments, emulate human and system activity and 
orchestrate network experiments among others. Cybersecurity experimentation must capture 
real world scale and human activity because it often involves analysis of large, complex, 
decentralized systems. To illustrate the use of the national infrastructure, we discuss the 
design of a simulation application for studying the effect of human behavior on cybersecurity 
and emergent behavior on new security vulnerabilities.          
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