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Abstract

Techniquedor modelingand simulating channelconditionsplay an
essentiatole in understandingetwork protocolandapplicationbehaior.
In [11], we demonstratethatinaccuratenodelingusingatraditionalana-
lytical modelyieldedsignificanterrorsin errorcontrolprotocolparameters
choices.n thispaperwe demonstratéhattime-varyingeffectsonwireless
channelsresultin wirelesstraceswhich exhibit non-stationarybehaior
over smallwindow sizes.We thenpresentanalgorithmthatdividestraces
into stationarycomponentsn orderto provide analyticalchannelmodels
that, relative to traditionalapproachesnoreaccuratelyrepresentharac-
teristicssuchasburstinessstatisticaldistribution of errors,andpaclet loss
processesOur algorithmalsogeneratestrtificial traceswith the samesta-
tistical characteristicss actualcollectednetwork traces. For validation,
we develop a channelmodelfor the circuit-switcheddataservicein GSM
andshaw thatit: (1) morecloselyapproximate$sSM channekharacteris-
tics thantraditionalMarkov modelsand(2) generatesutificial tracesthat
closelymatchcollectedtraces’statistics.Usingthesetracesin a simulator
ervironmentenablesutureprotocolandapplicationtestingunderdifferent
controlledandrepeatableonditions.

1 Intr oduction

As networks evolve, the designof communicationprotocols
increasesn complity. Evaluatingthe performanceof existing
networks providesinsightsinto techniquegfor optimizing future
protocols.The mostcommontechniquesncludesimulation,anal-
ysis of empiricaldata,andanalyticalmodels(e.g.,channelmod-
els). Accuratemodelingof network events, especiallythe error
behaior at link layer and above, is essentiako the understand-
ing of network behaior andto the designof communicatiorpro-
tocols. For example,a detailedunderstandingf the paclet loss
processaandburstinesf errorsis necessaryor the properdesign
andparametetuningof errorcontrolprotocols suchasAutomatic
RepeareQues(ARQ) protocols.

Streamingaudio and video multimediaapplicationscan also
benefitfrom a betterunderstandin@f the underlyingnetwork be-
havior. For example,video and audio codecscan performreal-
time predictive rate control by using a model of network traffic
characteristic$o estimateraffic conditionsin real-time.
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The traditional network modelingapproacho error modeling
is to createa Gilbert model[17] (i.e., atwo statediscreteMarkov
model) basedupon collectednetwork traffic traces. Using this
model,onecanthendynamicallygeneratertificial network traces
for the network understudy and usethe tracesto simulate,and
thus, betterunderstandhe performanceof existing andnew net-
work protocolsand applications. Thesetracesprovide network
protocolandapplicationdeveloperswith easeof useandrepeata-
bility, two critical characteristicdor developing and improving
network andapplicationperformance More importantly for new
networks underdevelopment(or for which thereareonly limited
prototypes)ijt is often difficult to collect a reasonabl@mountof
tracesor to run experiments.By generatingsynthetictracesthat
simulatethe network beingtested,multiple userscansimultane-
ouslygainnetwork accesandperformexperiments.

Unfortunately aswe will shav, Markov modelshave several
significantshortcomingdn the accurag of their error modeling,
whichdirectly affectsthevalidity of resultshasedipontracesgen-
eratedfrom thesemodels. ModelsbaseduponMarkov processes
requirethat the error statisticsremainconstantover time. Many
networksexperienceaimevaryingeffects,suchascongestion-related
lossesWirelesschannelsin particular experienceoversmalltime
periodseffectssuchasRaleighfading, multipathfading,shadev-
ing, etc. While previous work hasnot focusedon stationarityof
traces,we hypothesizehat wirelesstracesexhibit non-stationary
behaior over smallwindow sizes,andthatby isolatingandana-
lyzing stationantraceseggmentsmoreaccuratenodelscanbede-
veloped. Utilizing a previously published but not widely known
algorithm for testing stationarity[2], we tested215 minutesof
wirelesstracesand confirmedits non-stationaritywith a derived
window size. This implies that traditional stochasticanalysisof
wirelesstracesarelikely to belessaccuratehanideal.

Thus,we proposeandevaluatea novel algorithm,the Markov-
based Trace Analysis (MTA) algorithm,for the designof channel
errormodels.Our approachs to derive a statisticalconstanfrom
the wirelesstrace,and usethis constantto divide the previously
non-stationantrace into stationarysubtracegepresentindossy
anderrorfree sggmentsof transmission By analyzingthe length
distributionsof thesesegmentswe caneffectively characteriz¢he
transitionsbetweerthem,andcreatea modelthatmoreaccurately
representgheoriginal trace.

In practice this MTA algorithmallows a moreaccurateanaly-
sis of network traceswhich accountgor their non-stationarpbe-
havior. This characteristiomakes MTA a generalpurposealgo-
rithm, meaningthat it canbe appliedto network tracessuchas
wirelesstracesvhichexperiencdifferenterrorstatisticsovertime.
However, the purposeof thiswork is notto shav thatthe MTA al-
gorithmis generalpurpose put to arguethatthe MTA algorithm
generatesccurateanalyticalmodelsfor wirelesschannels.

We validatethe benefitsand accurag of the MTA algorithm
by applyingit to 215minutesof GSMdigital wirelesscellularnet-



work [15] datatracescollectedat the reliable link layer (Radio
Link Protocollayer [5, 7]) to generatea modelwe call the MTA
GSM channel model. We thenshaw that, unlike tracesgenerated
by Markov models,artificial MTA modelnetwork traceshave the
samestatisticalpropertiesastracescollectedfrom the actualnet-
work. Suchtraceswill provide moreaccuratesimulationsof the
network beingtestedyielding resultsthatmorecloselymatchthe
resultsobtainedon actualnetworks.

In particular we generatartificial tracesusingthe MTA, Gilbert,
and3rd orderMarkov models,and performretrace analysis [11]
on theseartificial traces. Retrace analysis emulatesan enhanced
RLP layerusinga fixed dataframesizeandfixed perframeover
head(e.g.,checksumssequencaeumbersegtc.),andcalculateghe
predictedthroughputover a rangeof fixed RLP framessizes. In
our enhanceRLP implementation frame sizesare multiples of
thephysicalradioblock sizeof 30 bytes . For a givenframesize,
thereis atrade-of betweerthe increasedhroughputfrom reduc-
ing overheadand the retransmissiordelay causedwhen a radio
block of anRLP frameis lostandtheentireframeis retransmitted.
In otherwords, a greaterframe sizeleadsto (1) lower overhead,
and(2) longerretransmissionlelay(moreradioblockshave to be
retransmittedyvhena radio block is corrupted. Thus,throughput
performanceesultsfor eachframesizearehighly correlatedwith
a collectedor synthetictraces error statistics. In [11], we used
retrace analysis to shaw thatfor bursty errortraces(whereerrors
tendto occurin clusters),larger framesyield higherthroughput.
Furthermorewe shaved that incorrectly assumingan even dis-
tribution of errorsin GSM leadsto the wrong choiceof optimal
framesize.

Theseresultsshav thatthe distribution of errorswithin traces
hasa significantinfluenceon models,analysis,and simulations
baseduponsuchtraces. This conclusionis especiallytrue when
thegoalis to artificially generatéracesor thedesign simulation,
andanalysisof new networking protocols.To replicateandfurther
exploretheresultsfrom our earlierwork, we generatenartificial
tracethatwe call even error distribution (EED) trace, which has
the sameerrorrateascollectedtraces but with an evenerrordis-
tribution (i.e., errorsare individual events, isolated,and have a
constantlistancebetweereachother).

Therestof this paperis organizedasfollows: We startby dis-
cussingrelatedwork in the next section.Section3 providesback-
groundinformation about GSM’s Circuit-SwitchedData (CSD)
serviceandan overview on DiscreteTime Markov Chains. Next,
in Sectiond, we describeour measuremenglatformfor collecting
framelevel errortraceson the GSM wirelesslink. ThenSection5
shaws the developmentof the MTA algorithm, followed by Sec-
tion 6, wherewe develop threeanalyticalmodelsfor GSM wire-
lesstraffic: the MTA model,the Gilbert model,andthe 3rd order
Markov model.In Section7, we presenburalgorithmfor generat-
ing artificial tracesandevaluatethe MTA algorithmby comparing
the traffic statisticsof the collectedandartificial traces.We con-
cludeanddiscussour plansfor futurework in Section8.

2 RelatedWork

Several researcherbave exploredways of characterizinghe
lossprocesf variouschannels Bolot et al. [3] usea characteri-
zationof thelossprocesof audiopacletsto determineanappro-
priateerror control schemefor streamingaudio. They modelthe
lossprocessasa two-stateMarkov chain,andshav thatthe loss

! Note thatthe existing GSM RLP implementatiorusesa framesizeof oneradio
block.

burst distribution is approximatelygeometric. Yajnik et al. [20]
characterizethe paclet lossin a multicastnetwork by examin-
ing the spatial(acrossecevers)andtemporal(acrossconsecutie
paclets) correlationin paclet loss. Of particularinterestis their
modelingof temporalloss as a third order Markov chain. Both
theseefforts analyzethe loss processof traceswith static error
statisticg(i.e., theerrorratesdo notvary overtime). However, our
work addresseshe additionalchallengeof modelingtraceswith
time-varyingerror statistics.

Thereis alsointerestingrelatedwork in wirelesstraffic model-
ing. Nguyenet al. [16] useatrace-base@pproachfor modeling
wirelesserrors. They presenta two-stateMarkov wirelesserror
model,anddevelopanimproved modelbasedon collectedWave-
LAN errortraces.Building onthis, BalakrishnarandKatz[1] also
collectederrortracesfrom a WaveLAN network anddevelopeda
two-stateMarkov chainerror model (i.e., Gilbert model). Zorzi
et al. [21] alsoinvestigateshe error characteristicén a wireless
channel.They compareanindependenandidentically distributed
(IID) modelto the Gilbertmodel,andclaimthathigherordermod-
els arenot necessary Their resultsaredravn by applyingthese
modelsto artificial tracesgeneratedy assigninga fixed-average
burstlengthanda constanbit errorrate.

While theseprevious works confirm that Markov modelsim-
prove uponthesimplellD model,we offer proofin this paperthat
thesemodelshave several significantshortcomingsn their error
modelingaccuray. Furthermorewe arguethatthereis a needto
develop a moreaccuratenodelbasedon realworld statisticsthat
betterdescribesand handlestime-varying wirelesschannelerror
characteristics Previous work suchasthat doneby Yajnik et al.
modeledossprocessessinghigherorderMarkov chainsfor im-
proved accurag, but waslimited to stationarytraces. We shav
thattraceson wirelesslinks arenon-stationaryandprovide anal-
gorithmthatsuccessfullymodelssuchbehaiour.

3 Background

In this sectionwe presentbrief backgroundnthetechnology
behindcircuit-switcheddatain GSM networks. We also define
DiscreteTime Markov Chains(DTMC) andsomeof their relevant
properties.

3.1 Circuit-Switched Data in GSM

The Global Systemfor Mobility (GSM) wirelessdigital cel-
lular network is a secondgeneratiorcellular network, providing
nearly700million subscribersvith globalroamingcapabilitiesin
several hundredcountries.GSM implementssereral error control
techniquesincludingadaptve power control, frequeny hopping,
Forward Error Correction(FEC), andinterleaving. The primary
usesof the GSM network arefor Circuit-SwitchedVoice service
(CSV) and ShortMessageService(SMS). However, an increas-
ing numberof subscriberareusingGSM'’s Circuit-SwitchedData
service(CSD),which providesan optionalreliablelink layer pro-
tocol,theRadioLink Protocol(RLP).We provide abrief summary
below; moredetailsaboutGSM,the CSDserviceandRLP canbe
foundin [15].

GSMisaTDMA-basedTime Division Multiple Accessircuit-
switchednetwork. At call-setuptime, a mobile terminalis as-
signheda userdatachanneldefinedasthetuple <carrierfrequeny
number slot number>. The slot cycle time is 5 millisecondson
average. This timing allows 114 bits to be transmittedin each
slot, yielding a grossdatarate of 22.8 Kbit/s. The fundamental



transmissiorunit in GSM is a radio data block. A Forward Er-
ror Correction(FEC)radiodatablock s 456 bits, representinghe
payloadof 4 time slots. In GSM-CSD, the size of an unencoded
datablockis 240bits, resultingin araw datarateof 12 Kbit/s (240
bits every 20 milliseconds)6].

Interleaving is a techniquethat is usedin combinationwith
FECto combatburstbit errors.Insteadof transmittingadatablock
in four consecutie slots, the block is divided into smallerfrag-
ments. Fragmentgrom differentdatablocksaretheninterleaved
beforetransmission.The interleaving schemechosenfor GSM-
CSDinterleavesa singledatablock over 22 TDMA slots[8]. A
few of thesesmallerfragmentscanbe completelycorruptedwhile
thecorrespondinglatablock canstill bereconstructethy the FEC
decoder The primary disadwantageof this deepinterleaving is
thatit introducesa significantone-way lateng of approximately
90 millisecond$. This high lateny canhave a significantadwerse
effecton interactive protocols[12].

RLP [5, 7] is afull-duplex logical link layerprotocolthatuses
selectve rejectand checkpointingfor error recovery. The RLP
framesizeis fixed at 240 bits alignedto the abose mentionedra-
dio datablock. RLP introducesan overheadof 48 bits per RLP
frame,yielding a userdatarate of 9.6 Kbit/s in theideal case(no
retransmissiond) RLP transportaiserdataasa transparenbyte
stream(i.e., RLP doesnot “know” aboutlP paclets). However,
RLP may losedataif alink resetoccurs(e.g.,aftera maximum
numberof retransmissionef a singleframehasbeenreached).

3.2 DiscreteTime Mark ov Chains

A DiscreteTime Markov Chain(DTMC) [17] is arandompro-
cess{X, | n > 0} thattakesvaluesin a discretespaceE. A
DTMC is definedby its memoryandits transition probabilities
andis characterize@sfollows,

Pr(Xn.H = ] | X() = io,X1 = ’i1, ...,Xn = ln) =
Pr(Xn+1 :] | Xn—z+1: 1<2< K): (1)

wherePr(X,r1 = j | Xn—z41,1 < z < K) arethe Kyep
transitionprobabilitiesand K deflneahememory

To calculatethe memoryof a DTMC, we find the order of the
Markov chainasfirst proposedn [14]. To aidin determiningthe
order of the Markov chain, we introducethe conceptof condi-
tional entropy. Theconditional entropy is anindicationof theran-
domnes®f thenext elementof atrace,giventhe pasthistory We
determinegthe amountof pasthistory necessaryy calculatingthe
it order entropy for 1 < i < M, whereM is anupperboundon
themaximumamountof historywe wantto record.We chooseM
to be6 becausenaintaininghistoryfor 26 or 64 stategieldsarea-
sonabldevel of implementatiorandprocessingompleity (more
statesmplieshighercomputationatime). An ** order entropy of
0 indicateghatknowing thelast: element®of thechaintotally pre-
dictsthenext elemenbnthechain.As theentropy valueincreases,
thereis morerandomnesg thenext elemenbnthechain.Wefol-
low the sameprocedurausedby Yajnik et al [20] to calculatethe
conditionalentroyy for eachvalueof i:
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2Notethatv0|ce|s treateddifferentlyin GSM. Unencoded/oicedatablockshave
asizeof 260bits andtheinterleaving depthis 8 slots.

3Notethatthetransparenwithout RLP) GSM-CSDserviceintroducesawasteful
overheador modemcontrolinformation,reducingthe userdatarateto 9.6 Kbit/s.

samples

In Equation2, Z representshe vector [z1...x;] which corre-
spondso oneof the2¢ differentpatternsof ¢ consecutie elements
in the chain; Tsompies representshe total numberof samplesof
lengthi in thechain;&(Z) indicateshenumberof timesthepattern
Z = [z1...z;] shaws up in the chain; andtheterm¢(y, ) corre-
spondgo thenumberof timesthepattern = [z;...z;] appearsn
thechainfollowedby y, wherey € {0, 1}.

Giventheimplicit tradeof betweerentrofy andcompleity of
the Markov model,we choosethe order of the Markov chain K,
suchthatwe gainthe minimumentrofy possibleat anacceptable
compleity level. As entropy decreasegthe order K increases,
meaningthe numberof stateqi.e., 2*) increasexponentialy

4 Data Collection

In this section,we first introducethe conceptof frame error
traces. Thenwe describehemeasuremenilatformwe developed
to collectthesetraces.

4.1 Frame Err or Traces

An accurateepresentationf awirelesschannek errorcharac-
teristicsfor agiventime periodcanbecapturedy abit errortrace.
A bit error tracecontainsinformation aboutwhethera particular
bit wastransmitteccorrectly(i.e.,a“1” represents corruptedbit,
while a“0” representa correctlytransmittecbit). TheaverageBit
Error Rate(BER) is the first-ordermetric commonlyusedto de-
scribesuchatrace.The sameapproactcanbe appliedon aframe
level insteadof on a bit level. A frame error traceconsistsof a
binary sequencevhereeachelementrepresentshe transmission
stateof a dataframe. Therearetwo framestatesa“1” represents
acorrupteddataframe,while a“0” representacorrectdataframe.
Corruptedframesaredetectedusingan error detectioncode(e.g.,
Cyclic Redundang Check).In this paperwe referto frameerror
tracessimply astraces.We alsousethe Frame Error Rate (FER)
of atraceto definethe averagerateof corrupteddataframes.For
atrace wedefineanerror burst to bearun of consecutie 1's,and
anerror-free burst asarun of consecutie 0's.

We have collectedtracesunderseveral differentscenarios As
shavn in Figure 1, we vary the movementof the mobile host
(fixed, walking, and driving) while keepingthe other endpoint
fixed. We collected215 minutesof tracesin afixed ernvironment,
wherethe mobile hosts signalstrengthwasbelowv 4 on a scaleof
1to 5. In thefollowing sectionswe referto this traceasthe GSM
trace. In Section6, we usethe GSM trace to develop an analyt-
ical traffic modelfor RLP. Note thatthe error characteristicsve
have measuredh theseracesareonly valid for theparticularFEC
andinterleavring schemeémplementedn GSM'’s Circuit Switched
Datanetwork (seeSection3.1). To analyzeothertypesof network
channelsthefirst stepis to collectframeor pacletlevel tracesand
thento applytheanalysisdescribedelow.

4.2 MeasurementPlatform

We depict our measuremenplatformin Figure1l. A single-
hop network runningthe Point-to-PointProtocol(PPP)[18] con-
nectsthe mobile hostto a fixed hostthat terminatesthe circuit-
switchedGSM connection We usedthe sock tool [19] to generate
traffic on thelink. To collecttraffic tracesat the RLP layer, we
portedthe RLP protocolimplementationof a commercialavail-
able GSM dataPC-Cardto BSDi3.0 UNIX. In addition, we de-
velopedRLPDUMPR a protocolmonitortool for RLP. RLPDUMP
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logswhetheror not areceved framecouldbe correctlyrecovered
by the FEC decoder This determinationis possiblebecausesv-

ery RLP frame correspondso an FEC encodedadio block (see
Section3.1). Thus,arecevedblock sufersanerrorwheneer the
correspondindRLP framehasa frame checksumerror We used
sockto generateébulk datatraffic andusedRLPDUMP to capture
frameerrortraces.

5 The MTA Algorithm

ThebasicconcepbehindtheMTA algorithmis theassumption
thatatracewith non-stationarpropertiescanbe decomposeihto
asetof piecavise stationarytracesconsistingof whatwe defineas
“lossy” and“error-free” states.The MTA algorithmdefinesthese
statesandparameterizesansitionsbetweerthemasafunctionof
apresetparameterthe change-of-state constant.

Error-freestatecontainonly correctlytransmittedrameswhile
lossystatesexhibit stationarity anda sequencef lossystatescan
be modeledby a traditional DTMC. The MTA algorithm com-
putesthedistribution of lengthsfor botherrorfreeandlossystates,
alongwith thememoryandparameter$or the DTMC usedon the
sequencef lossystates.

In this section,we first discussstationaritypropertiesandhow
to testatracefor stationarity We thenpresenthe MTA algorithm
andshav how it is appliedto atrace.

5.1 Stationarity

We considera network traffic traceto be a randomprocess
{X» | n > 0} with a discretespaceE = {0,1} whereal
denotesa corruptedframe,anda 0 denotesa correcttransmitted
frame.If X,, = i, thentheprocesss saidto have valuei attimen.
A processX,, thattakesvalueson thediscretespaceE = {0,1}
is alsocalleda binarytime serieg4]. Onemajor challengein the
analysisof time serieds theconcepbf stationarity. A processX,,
is strictly stationaryif thedistribution of (X1, ..., X,+%) is the
sameasthatof (X1, ..., X ) for eachp andk. X, is second-order
stationaryif themeanm, = E(X,) is constaniindependenbf
n), andtheautocwarianceonly depend®nthedifferencek for all
n (Cov(k,n) = Cov(X,, Xn — k) = Cov(k)). Givenabinary
time seriesX,, thatis second-ordestationarythe processanbe
modeledasa DTMC wherethevalueof thechainattime n is de-
terminedby thememoryof the procesg$10]. However, checkinga
tracefor stationarityis mathematicallychallenging.

We definea traceto be stationary wheneer the error statistics
remainrelatively constantover time. This definition dependon
thewindow sizewe areusingto examinethetrace.Figure3 shavs
that GSM trace consistof error and errorfree bursts, wherethe
lengthof errorfree burstsare significantlylongerthanthe length
of errorbursts.In otherwords,thetracesconsistof long errorfree
segmentsinterruptedby small error clusters[13]. Note that for
channelswith relatively small error clusters gxaminingtracesus-
ing alargewindow sizevaluenot only lowersthe perceved chan-



nel error rate, but alsodistortsthe statisticsneedecoy DTMC's,
resultingin lessaccuratemodels. As the window size decreases
towardsthelengthof the averageerror burst, the channelexhibits
significantlydifferenterrorcharacteristics.

We identify tracesectionghat exhibit stationarypropertiesby
findingerrorfreeburstsof lengthequalto or greatethanthechange-
of-state constantC'. Thevalueof C is a designdecisionthatwe
defineas the meanplus one standarddeviation of the length of
error burstsof a trace. By remaving tracesectionsconsistingof
errorfree burstsof lengthequalto or greaterthanC, we guaran-
teethattheresultingtracewill have stationarityor constanterror
statisticproperties. We explain the reasoningoehindour choice
in more detail in Section6.1. We next definea lossy state asa
sequencef zerosandones(alwaysstartedoy a one),whereeach
run of zerosis not greatetthanthe change-of-state constantC'. To
testfor stationarityin wirelesstraceswe needto chooseawindow
sizecloseto theaveragesizeof thelossystate.

We usethetestfor stationarityintroducedby BendatandPier
sol calledthe RunsTest[2], summarizedsfollows:

1. Definearunasanumberof consecutie ones(alsoreferred
to asanerrorburst).

2. Divide thetraceinto sggmentsof equallengths.
3. Computethelengthsof runsin eachsegment.

4. Countthe numberof runs of length abose and belov the
medianvaluefor runlengthsin thetrace.

5. Plotahistogramfor the numberof runs.

For a stationarytrace,the numberof runsdistribution between
the0.05and0.95cut-offs will becloseto 90 percen{2].

We applythe RunsTestto testGSM trace for stationarity We
first calculatethe meanandstandardeviation for the error burst
length. In this case the meanvaluewasfoundto be 6 framesand
the standarddeviation was 14 frames,yielding a state-of-change
constanvalueC of 20 (6 + 14) frames.Theaverageerrorcluster
sizewasfoundto be 26 framesandthe standarddeviation was54
frames.We choosehewindow sizefor the RunsTestto be50.

Figure4 shavs thatonly 17 percentof therunsdistribution lie
betweenthe 0.05 and 0.95 cut-offs, and 83 percentlays outside
theleft andright cut-of's. Thus,from the RunsTest,we conclude
that GSM trace is a hon-stationanprocesdor a window size of
50. In the following sectionswe usethe term stationarityto refer
to stationarityfor window sizeof 50.

5.2 Algorithm

The MTA algorithmviews atraceasa processwith two types
of states:lossy and error-free. The algorithm divides the trace
into a lossy trace consistingof a concatenatiotof lossy states (as
definedin Section5.1),anda error-free trace consistingof a con-
catenatiorof error-free states (seeFigure2).

We definetwo randomprocessesvith a discretespaceE =

{0,1,2,...}:

e Thelossy state length process{B, | n > 0}, whereB,,
representshe numberof elementsin the n* lossy state,
(i.e, thelengthof the state).

e Theerror-free state length process{G, | n > 0}, where
G, representghelengthof then'” errorfreestate.
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Figure 3. Burst length in GSM trace.

Thedistributionsof B,, andG,, arefound by plotting the cu-
mulative densityfunction (CDF) andfinding the “best” fitting dis-
tributions. We provide an exampleof how to determinethesedis-
tributionsin Section7.1.

Theerror-freetraceis adeterministigprocesswhereall values
arezero.Thelossy traceis anstationaryrandomprocesstherefore
it canbe modeledasa DTMC with a certainmemory The MTA
algorithmcalculateshememaoryof thelossy trace, anddetermines
its transitionprobabilities.

Theapplicationof the MTA algorithmto aninputtracecanbe
summarizedsfollows:

1. Calculatethe mean(m.) andstandarddeviation (sd.) val-
uesfor errorburstlengthsin thetrace.

2. SetC, thechange-of-state constantequalto (me + sd.).

3. Partition the traceinto lossy state and error-free state por-
tionsusingthefollowing definitions:

e Lossystate:runsof 1'sandQ’s, with thefirst element
beinga 1, andwith runsof 0’s that have lengthless
thanor equalto the C'.

e Errorfree state: runs of 0’s that have length greater
thanC.

4. Creatdossy traceanderror-freetrace stationarytracedrom
thelossyanderrorfree stateportionsof thetrace.

o Lossytrace:concatenatehelossystateportionsof the
trace.

e Errorfreetrace: concatenatehe errorfree statepor-
tionsof thetrace.

5. Model lossy trace asa DTMC, and calculateits orderand
transitionprobabilities.

6. Determinethe bestfitting distributions of the length pro-
cessed3, andG.,.

In summaryto take advantageof the Markov Procesgproper
tiesin non-stationaryraceswe have usedanovel approacho traf-
fic modeling: a Markov-based Trace Analysis (MTA) algorithm
thatdividesa traceinto subsetracesthat have stationaryproper
ties.
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6 Modeling GSM WirelessChannel

In this section,we demonstratéhe procesf extractingchar
actericstatisticsfrom a given trace usingthe MTA and Markov
modelg17]. We applyall threealgorithmsto GSM traceto gener
atethestatisticavhichwewill lateruseto generatartificial traces
basedn eachmodel.

6.1 MTA GSM Model

This sectionpresentsan applicationof the stepsof the MTA
algorithm(asdescribedn section5) to GSM trace.

First,theMTA algorithmanalyzesheerror-freeanderror bursti-
nessexperiencedy GSM trace (seeFigure 3), andcalculateghe
state-of-change constantvalue C. Section5.1 calculatedC' to be
20. Sinceour goalis to isolateand analyzesectionsthat expe-
riencestationarity we usethe MTA algorithmto createtwo new
traces,calledlossy trace anderror-free trace, eachconsistingof
stationarytracesections.The MTA algorithmcreateghesetraces
(asdescribedn Section5) by first identifying error-free andlossy
statesandthen concatenatingrror-free statesto form error-free
trace andlossy statego formlossy trace. Figure5 shavstheerror
freeburstsanderrorburstinessxperiencedy lossy trace. In this
plot, the averageerrorfree burstis 3.26 frames,with amaximum
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Figure 6. Comple xity versus Entropy in lossy
trace.
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Figure 7. The Runs Test applied to lossy trace.

valueof 20 frames(recallthatthe change-of-state constanC' was
definedto be 20). The errorfree burstmeanandmaximumvalues
in lossy trace aremuchsmallerthantheerrorburstmeanandmax-
imum valuein GSM trace. Thus,our choiceof C' guaranteeshat
lossy trace will experienceconstanterror statisticpropertiesand
thereforestationarity To prove thatlossy trace is an stationary
processve applythe RunsTest.Figure7 shavs that87 percenbf

therunsdistribution lie betweerthe0.05and0.95cut-offs. There-
fore, this resultprovesthatlossy trace is a stationaryprocessand
canthusbe modeledasaDTMC.

Next, the MTA algorithmmodelslossy trace asa DTMC with
memoryK. To determinghememoryK of theDTMC, the MTA
algorithmfirst calculateghe conditionalentropy values. Table 1
shaws the conditionalentropy calculatedfor different K values.
Figure6 illustrateshow thecomplity of the DTMC measuredh
numberof statesncreasesxponentiallyasentrofy decreased-or
thistracewe choseK to be4 (i.e., 16 numberof states)which cor
respondgo only 0.38percentincreasen entropy from thechosen
upperboundof K = 6. We couldhave chosenk to belargerthan
4, but we did not wantto significantlyincreasehe compleity of
theMarkov model.

Table2 shavs the probabilitiesof thetracebeingin eachstate
andthe associatedransitionprobabilities. The transitionproba-



bilities werealsocalculatecby frequeng counting.

[ Order K | Entropy |
0.5228
0.5240
0.5248
0.5290
0.5422
0.5585

N W] A 01 O

Table 1. Entropy for the lossy trace.

The last stepof the MTA algorithmis to determinethe best
fitting distribution for thelossystatelengthprocessB,, anderror
free statelength process,,. Figures8 and9 shav the CDF for
the processe®B, andG,,. Eachfigure shavs two plots, oneplot
is the CDF ascalculatedfrom the empirical data, (i.e, the distri-
bution of GSM trace), andthe otherplot correspondso the CDF
of an exponentialdistribution with parametere. We assumehat
thedistributionsof B,, andG,, areexponentialwith parametery,
(i.e.theCDF F(z) = 1 — e~ *®, wherex is theerrorfreeor lossy
statelength). For eachdistribution, B,, and G, the MTA algo-
rithm plotsthe CDF of theexponentialdistribution with o ranging
from 0 to 1 in stepsof 0.001,andthenchoosesa valueof o that
providesthe bestapproximatiorto the empiricaldatas CDF, (i.e.,
the distribution for GSM trace). We denoteZ asthe vectorwith
the CDF valuesbasedon the empiricaldata,and ¢ asthe vector
with the CDF valuesbasedon the predictedexponentialdistribu-
tion. We usethe standard error asa measuref the errorbetween
plots,andchoosehedistributionwith smallesstandarderror. The
equatiorfor the standarcerrorof the predictedy is

Serror (Y, &) = \/[ﬁ][f(y) B [n) zy ;(%x > y]2]
)

wheref(a) = nY_a” — (3 a)?, andn is the dimensionof
thevectorsy andZ.

The predicteddistributions for the lossy and errorfree state
lengthsareexponentialdistributionswith parametersy, = 0.037
andagy = 0.04, respectiely. The standarderror valuesfor the
predicteddistributionsof B,, andG,, are0.013and0.025respec-

[Statei | Pr()) | Pr(1[) | Pr(0[3)

0000 | 0.1254| 0.1699 0.8301
0001 | 0.0305| 0.6414 0.3586
0010 | 0.0172| 0.1832 0.8168
0011 | 0.0344| 0.8009 0.1991
0100 | 0.0166| 0.3073 0.6927
0101 | 0.0033| 0.8129 0.1871
0110 | 0.0087| 0.2683 0.7317
0111 | 0.0415| 0.8889 0.1111
1000 | 0.0305| 0.3022 0.6978
1001 | 0.0210| 0.7037 0.2963
1010 | 0.0027| 0.0547 0.9453
1011 | 0.0159| 0.8820 0.1180
1100 | 0.0350| 0.4556 0.5444
1101 | 0.0153| 0.8623 0.1377
1110 | 0.0415| 0.3118 0.6882
1111 | 0.5604| 0.9341 0.0659

Table 2. Four th order Markov model statistics.
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Figure 9. Error-free state length distrib ution.

tively. Note that a lower standarderror value indicatesa more
accurateprediction.

6.2 The Mark ov GSM Models

To studythe performanceandaccurag of the MTA algorithm,
we comparedhe MTA modelto two Markov-chain basedmod-
els, the traditional Gilbert modeland a 3rd orderMarkov model.
TheGilbert modelis aDTMC of order one(i.e., with two states).
In our traces the Gilbert modelstatescorrespondo the statusof
eachdataframe {0, 1}, wherea 1 denotesa corruptedframeand
a0 denotesa correctframe. The Gilbert modelpredictsthe state
of the next frame by just looking at the previous receved frame.
Figure 10 shavs the Gilbert model statetransitiondiagram. Ta-
ble 3 shaws the resultsof the Gilbert modeltransitionprobability
calculationdor GSM trace.

The 3rd orderMarkov modelis a DTMC of order three(i.e.,
with eight states). Comparedo Gilbert, this model keepstrack
of the statusof the previousthreeframes,increasingts prediction
accuray atthecostof additionalcompleity in the Markov chain.
Table 4 shaws the transitionprobability calculationsfor the 3rd
Markov modelfor GSM trace.



Pr(1]0)

Pr(0]0) Pr(1|1)

Figure 10. Gilbert model state transition dia-
gram.

[Statei [ Pr(i) [ Pr(1[4) [ Pr(0]3) ]

000 | 0.9299| 0.0056 | 0.9944
001 | 0.0068| 0.5488 | 0.4512
010 | 0.0034| 0.1140 | 0.8860
011 | 0.0048| 0.8087 | 0.1913
100 | 0.0068| 0.2360 | 0.7640
101 | 0.0014| 0.7654 | 0.2346
110 | 0.0048| 0.2139 | 0.7861
111 | 0.0421]| 0.9074 | 0.0925

Table 4. 3rd Markov model statistics.
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[State: [ Pr(i) | Pr(1]3) | Pr(0]3) |

0

0.9449

0.0087

0.9913

1

0.0551

0.8509

0.1491

Table 3. Gilber t model statistics.

7 Trace Generation and Evaluation

A key capabilityof theMTA algorithmis theability to generate
artificial traces(of ary duration)with the samestatisticalcharac-
teristicsastracescollectedfrom ary givennetwork. In thissection,
we demonstratbow to generatanartificial tracegivencharacter
istic statisticfrom theMTA model.We alsogeneratéwo artificial
tracesbasedon the Gilbert and3rd Markov models,andcompare
all threeatrtificial tracesagainsthe GSM trace. We shaw thatwith
respecto key characteristicsuchaserrorburstlengthdistribution
andthroughputvs framesize,the MTA artificial traceprovidesa
muchimproved approximatiorof the original GSM trace.

7.1 MTA Artificial Trace Generation

The algorithmfor tracegeneratiorfrom an MTA modelis as
follows:

1. Choosghenumberof frames,N, to generatén theartificial
trace.

2. Thealgorithmrepeatghefollowing stepsuntil all N frames
have beengenerated:

(a) Determineg;.,, the errorfree statelength from the
errorfreestatelengthdistribution G, .

(b) Determineb;e,, the lossystatelengthfrom the lossy
statelengthdistribution B,, .

(c) Generatey.,, errorfreeframed(i.e.,asequencef “0”
of lengthgie,,).

(d) Generaté,.,, framesthatareeitherlossyor errorfree
framesdependingnthetransitionprobabilitiescalcu-
latedfor thelossytracein the MTA model.

Recallthatin the MTA model,we obseredthatthelossyand
errorfree statedistributions, B,, and G, fit exponentialdistri-
butions. Thus, to calculateb;., and g;., We canusethe inverse
transformatiormethodfrom [9]. GivenarandomvariableX with
aCDF F'(x), thevariableu is uniformly distributedbetweerd and
1. We cangeneratea samplevalueof X by generating: andcal-
culatingz = F~'(u). In the exponentialcasewith parametery,
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Figure 11. Error burst length distrib ution.

u = F(z) =1—e **, z canbedeterminedromz = —In(u)/a.
In eachcasex correspondso eitherger, Of bier -

It shouldbeclearbyinspectiorthatanartificial tracecreatedy
theabove algorithmis guaranteedo have the samecharacteristics
asthoseextractedby the MTA algorithm.

7.2 Trace Comparison

Herewe evaluatethe MTA algorithmby comparingthe error
statisticsof the GSM trace againstthe threeartificial traces.Fig-
urell plotseachCDFfor theerrorburstlengthsof thefour traces.
The mean,standarddeviation, and maximumvaluesare summa-
rizedin Table5. NotethatGSM trace andthe MTA atrtificial trace
experiencesimilar burst characteristicsvith 95 percentof the er
ror burstlengthsbeingsmallerthan22 frameslong, while in the
Gilbert trace95% of the error burst lengthsare of size 1, andin
the 3rd Markov trace95areof size4. Theseresultsshav thatthe
errorburstdistribution of the MTA tracerepresents:muchcloser
approximatiorto the collectedtrace,GSM trace.

| Trace | Mean | StDeviation | Maximum |
GSM trace 6 14 126
MTA trace 7.0 8.1 82
Gilbert trace 1.8 0.4 4
3rd Markov trace | 2.35 0.02 8

Table 5. Error Length Statistics

To demonstratéheimportanceof anaccuratanodelfor setting
systemparametersye cite an examplewherea naive assumption
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Figure 12. Retrace analysis of four traces.

aboutthe channekstatisticscanleadto poorperformanceln [11],
we shavedhow aninaccuratehannemodelcanleadto poordeci-
sionontheoptimal RLP framesizeof anenhancednultiple radio
block implementation(seeSectionl). We repeatthis demonstra-
tion usingthe GSM trace, artificial tracesfrom MTA, Gilbert, 3rd
Markov, and an artificial trace basedon trivial assumptionsve
call even error distribution (EED) trace. We artificially generated
EED trace with the sameFER as GSM trace, but with an even
error distribution. We then performretraceanalysison the four
artificial tracesyielding the resultsshawvn in Figure12. Notethat
thethroughputor EED trace decreasedramaticallyasframesize
increasesyielding an optimal frame size of only 60 bytesor 2
radioblocks. TheGilberttraceexperiencesigherthroughputval-
uesfor smallframesizes but throughputdecreasesapidly asthe
framesizeincreaseslts optimal framesizeis 150 bytes(5 radio
blocks). The 3rd Markov tracehasan optimal frame size of 180
bytes,which improvesuponthe Gilbert estimate.In contrastthe
throughputplots for GSM trace andthe MTA tracefollow simi-
lar paths. Furthermorethey bothyield an optimal frame size of
210bytes(7 radio blocks). In this particularcase retraceanaly-
sis shaws thatthe improved accurag of the MTA artificial trace
over the Markov artificial tracesleadsto a more optimal design
decision.

We usedthe standarcerror equation(seeEquation3) to mea-
surehow closelyeachartificial traceapproximateshe GSM trace.
The standarderror for EED trace was 48, for Gilbert trace was
22,for 3rd Markov trace was10, andfor MTA trace was8. Small
standarcerrorvaluessignify thatthetracesexperiencemoresimi-
lar errorstatistics.

In summarywe usedthecharacteristiclomtheMTA, Gilbert,
and3rd Markov modelsto generatartificial tracesandusedthese

tracego measurdnow accuratelyhesealgorithmsmodelrealtraces.

Both CDF andretraceanalysisshaw thatthe artificial tracefrom
the MTA modelmoreaccuratelyportraysthe original GSM trace.
Thus,we concludethatthe MTA modelprovidesa moreaccurate
approximatiortechniquethanthetraditionalMarkov models.

8 Conclusion

In this paper we presenta novel algorithmfor modelingnet-
works channelghat experiencetime varying error statistics. The
time varying natureof wirelssandsomewired channelshasbeen
a limiting factorin the analysisor modelingusingDiscreteTime

Markov Chains.However, our Markov-basedlraceAnalysisalgo-
rithm andtechniquesillow usto separat@non-stationaryietwork
traceinto stationantracesandto accuratelymodelthetracesusing
DTMCs.

We comparethe applicationof the MTA model,thetraditional
Gilbert modelandthe 3rd Markov modelto tracescollectedin the
GSMwirelessdigital cellularnetworks,andshav thatMTA model
synthetictraceshave bursterrordistributionsthatarecloserto the
realdistributionsof collectedtracesthanthedistribution of traces
generatedrom the Gilbertand3rd Markov models.

We further shawv thatwhenusingretraceanalysisto calculate
thethroughpufor differentframesizesour MTA modelyieldsthe
correctoptimal framesizedecision whereadessaccuratenodels
including the Gilbert model, the 3rd Markov model,andan even
errordistributionmodelyield incorrectandnon-optimaframesizes.
Theresultsof the retraceanalysisgives an examplewherea less
accuratdraffic modelleadsto thewrongdesigndecision.

We arein the procesf applyingthe MTA modelto the prob-
lem of modeling next-generation2.5 generationand 3rd gener
ation GSM networks, including the GeneralPacket Radio Ser
vice (GPRS).Both networks currentlyhave limited prototypede-
ployment,makingexperimentatiordifficult. However, by creating
MTA modelsfor eachnetwork, we will enableeasy rapid experi-
mentationandprototyping.

9 Acknowledgments

We would like to thank JeanBolot, Michael Jordan,Michael
Konrad, Timothy Roscoe,lon Stoica, and Tina Wong for their
ideas,suggestionsandreadingsof earlierdraftsof this paper

References

[1] BALAKRISHNAN, H., AND KATZ, R. Explicit lossnotificationand
wirelessweb performance.In Proceedings of the IEEE Globecom
Internet Mini-Conference (November1998).

[2] BENDAT, J., AND PIERSOL, A. Random Data: Analysis and Mea-
surement Procedures. JohnWiley andSons,1986.

[3] BoLoT, J., FOSSE-PARISIS, S., AND D.TOWSLEY. Adaptve FEC-
basederrorcontrolfor internettelephor. Proc. Infocom’99 (March
1999).

[4] Box, G. Time Series Analysis. Forecasting and Control. Prentice
hall, 1994.

[5] ETSI GSM TECHNICAL SPECIFICATION 04.22. GSM Radio Link
Protocol for data and telematic services, Version 5, Decembefl995.

[6] ETSI GSM TECHNICAL SPECIFICATION 04.22. Digital cellu-
lar communications system (Phase 2+); Radio Link Protocol for
data and telematic services on the Mobile Station-Base Station
Systems(MSBSS) Interface and the Base Station System-Mobile
Switching Center (BSSMSC) interface Version 6.1.0, November
1998.

[7] ETSI GSM TECHNICAL SPECIFICATION 04.22. GSM Radio Link
Protocol for data and telematic services, Version 6.1, November
1998.

[8] ETSI GSM TECHNICAL SPECIFICATION 05.03. Digital cellular
communications system (GSM Radio Access Phase 3); Channel cod-
ing, Version 6.0.0, Januaryl998.

[9] JaIN, R. The Art of Computer Systems Performance Analysis. John
Wiley andSons,1991.

[10] KEDEM, B. Binary Time Series. New York andBasel,1980.



[11]

[12]

[13]

[14]

[15]
[16]
[17]

(18]
[19]

[20]

[21]

LUDWIG, R., KONRAD, A., AND JOSEPH, A. Optimizingtheend-
to-endperformancef reliableflows over wirelesslink. In Proceed-
ings of ACM/IEEE MobiCom (1999).

LubwiG, R., AND RATHONYI, B. Link layer enhancementfor
TCP/IPover GSM. In Proceedings of IEEE INFOCOM (1999).

MANDELBROT, B. Self-similarerrorclustersn communicatiorsys-
temsandthe conceptof conditionalstationarity |EEE Transactions
on Communication Technology COM-13 (1965),71-90.

MERHAV, N., GUTMAN, M., AND ZIv, J. Ontheestimationof the
orderof aMarkov chainanduniversaldatacompressionlEEE Trans.
on Information Technology 35, 5 (Septembef1989),1014-1019.

MouLy, M., AND PAUTET, M. B. The GSM System for Mobile
Communications. Cell andSys,France1992.

NGUYEN, G. T., KATZ, R., AND NOBLE, B. A trace-basedp-
proachfor modelingwirelesschannelbehaior. In Proceedings of
the Winter Smulation Conference (Decembefl996),pp.597-604.

Ross, S. M. Sochastic Processes. JohnWiley andSons,1996.
SIMPSON, W. Thepoint-to-pointprotocol. RFC 1661 (Jul 1994).

STEVENS, W. TCP/IP Illustrated, Volume | (The Protocols). Addi-
sonWesley, 1994.

YAINIK, M., KUROSE, J., AND TOWSLEY, D. Paclet losscorre-
lationin the MBone multicastnetwork: Experimentameasurements
andMarkov chainmodels.UMASS COMPSCI Technical Report 95-
115 (1996).

ZORzl, M., AND RAO, R. R. On the statisticsof block errorsin
burstychannelsln |IEEE Transactions on Communications (1997).



