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Abstract

The prevalent use of XML highlightsthe need for ageneric, exible
access-control mechanism for XML documents that supports ef -
cient and secure query access, without revealing sensitive informa-
tion to unauthorized users. This paper introduces a novel paradigm
for specifying XML security constraints and investigates the en-
forcement of such constraints during XML query evaluation. Our
approach is based on the novel concept of security views, which
provide for each user group (a) an XML view consisting of all and
only the information that the users are authorized to access, and
(b) aview DTD that the XML view conforms to. Security views
effectively protect sensitive data from access and potential infer-
ences by unauthorized users, and provide authorized users with
necessary schema information to facilitate effective query formu-
lation and optimization. We propose an ef cient algorithm for de-
riving security view de nitions from security policies (de ned on
the original document DTD) for different user groups. We also de-
velop novel agorithms for XPath query rewriting and optimization
such that queries over security views can be ef ciently answered
without materializing the views. Our algorithms transform a query
over a security view to an equivalent query over the origina docu-
ment, and effectively prune query nodes by exploiting the structural
properties of the document DTD in conjunction with approximate
XPath containment tests. Our work isthe rstto study a exible,
DTD-based access-control model for XML and itsimplications on
the XML query-execution engine. Furthermore, it is among the
rst efforts for query rewriting and optimization in the presence of
general DTDsfor arich class of XPath queries. An empirica study
based on real-life DTDsveri  esthe effectiveness of our approach.

1. Introduction

XML israpidly emerging as the new standard for data represen-
tation and exchange on the Internet. As large corporations and or-
ganizations increasingly exploit the Internet as a means of improv-
ing business-transaction ef ciency and productivity, it is increas-
ingly common to nd operational data and other business informa-
tionin XML format. Inlight of the sensitive nature of such business
information, this also raises the important issue of securing XML
content and ensuring the selective exposure of information to dif-
ferent classes of users based on their access privileges.

Speci caly, for an XML document T there may be multiple
user groups who want to query the same document. For these user
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groups different access policies may be imposed, specifying what
elements of T the users are granted access to. The problem of
secure XML querying isto enforce these access policies. More for-
mally, given auser query p, our goal isto ensure that the evaluation
of pover T returnsonly informationin T that the user isalowed to
access; in other words, we seek to protect sensitive data from direct
access or indirect inference through queries by unauthorized users.

Addressing such security concerns mandates the development
of generic, exible access-control mechanisms that can effectively
support multiple access policiesfor controlling accessto XML con-
tent at various levels of granularity (e.g., restricting accessto entire
subtrees or speci ¢ elements in the document tree based on their
content or location). Perhaps even more importantly, enforcing
such access-control models should not imply any drastic degrada-
tion in either performance or functionality for the underlying XML
query-execution engine. Furthermore, access control should not in-
hibit the availability of necessary schemainformation (i.e., DTDs)
specifying the structure of accessible data. Thisis a very impor-
tant requirement, given the crucia role of DTDsin XML data ex-
change and integration, and in XML query formulation and opti-
mization. In other words, XML security policies must be supported
by (a) novel query optimization and processing techniques that can
ensure ef cient and secure query access to large XML documents
for asuf ciently rich and powerful query language (i.e., asigni -
cant fragment of XPath [7]); and, (b) the ability to effectively derive
and publish anumber of different DTD-schemas characterizing ac-
cessible data based on different access policies.

A number of recent research efforts have considered access-
control models for XML data [3, 6, 8, 9, 19, 16, 22, 25]. These
models, however, suffer from various limitations. For instance,
they may reject proper queries and access [16, 25], incur costly run-
time security checks for queries[22], require expensive view mate-
rialization and maintenance [8, 9], or complicate integrity mainte-
nance by annotating the underlying data [6]. Perhaps a more subtle
problem is that none of these earlier models provides users with
aDTD characterizing the information that users are allowed to ac-
cess. Worse till, some models expose the full document DTD to all
users, and makeit possible to employ (seemingly secure) queriesto
infer information that the access control policy was meant to pro-
tect; such asituation isillustrated in the following example.

Example 1.1: Consider the DTD represented as agraph in Fig. 1.
A hospital document conforming to the DTD consists of alist of
departments (dept ), and each dept haschildren describing clin-
ical trias, patients, and medical staff (doctors and nurses) in the de-
partment. A st af f member can be either anur se or adoct or,
indicated by dashed edges; similarly for t r eat nent . The patient
data is organized into two separate groups depending on whether
or not the patients are involved in clinical trias.

Suppose that the hospital wants to impose a security policy that
authorizes nurses to access al patient data except for informa-
tion concerning whether a patient is involved in clinical trids. A
plausible solution to enforce this policy is allow nurses to access
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Figure 1. Example Document DTD.

pati ent | nf o, whiledenying their accesstocl i ni cal Tri al ,
regul ar, trial, and t est; moreover, the document DTD
is revealed to nurses so that they can formulate their queries,
like [6]. However, even though nurses can not explicitly refer to
theclini cal Tri al element in their queries, it is still possible
for them to circumvent this restriction and infer the identity of pa-
tientsin clinical trialsvia (multiple) queries by exploiting the DTD
structure. Indeed, the con dential information can be deduced
from the results of the following two permissible queries:

pi: [/ dept// patientlnfolpatient/name,

p2: [/ dept/patientl|nfo/patient/nane.
The difference between the results of p1 and p2 in conjunction
with the full DTD tells exactly which patients are in clinical trias.
Speci cally, whilep, ndsthe names of all patients not involved in
clinical trials (via the path hospi t al / dept/ pati ent | nf 0),
p1 actualy ndsthenamesof all patients(viahospi t al / dept /
( LclinicalTrial)/patientlnfo).

Our Contributions. Our rst contribution is a novel paradigm
for specifying XML security constraints and effectively enforcing
such constraints during query processing. Given an XML docu-
ment T accompanied by a document DTD, we alow multiple ac-
cess control policies to be declared over T by associating security
annotations with element typesin the document DTD. Our security-
speci cation model supports inheritance and overriding, as well as
content-based predicates (in the form of XPath quali ers). Our ap-
proach for enforcing these access control polices is based on the
novel notion of security views. Abstractly, a security view is a
restricted view of the original document and the underlying doc-
ument DTD that (a) is automatically derived based on a given se-
curity speci cation for users, (b) exposes all and only necessary
schema structure and document content to authorized users, and
(c) employs internal XPath query annotations in the view DTD to
describe the access paths to the relevant, accessible parts of the
document. While the security view DTD is exposed to authorized
users, neither the internal XPath annotations nor the full document
DTD isvisible. Authorized users can only pose queries over the
security view, making use of the exposed view DTD to formulate
their queries. Our security-view mechanism guarantees that queries
only return data that users are allowed to access, and thus protects
sensitive data from access by unauthorized users; furthermore, it
also provides inference control with respect to a given access pol-
icy/security speci cation, to an extent (inference using constraints
and external knowledge is beyond the scope of this paper).
Whileit is common to enforce secure access viaviews for tradi-
tional databases[5], XML security viewsintroduce new challenges.
For instance, it is non-trivial to construct a sound and complete se-
curity view (i.e., a view that exposes all and only accessible data
elements and schema structure) w.r.t. a given security policy. In
response to this, our second contribution is a novel quadratic-time
algorithm that, given the document DTD and an access-policy spec-
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Figure 2: Security view for nurses.

i cation, automatically derives a sound and compl ete security-view
de nition (i.e., view DTD plusinternal XPath annotations).

Another challenge is that in the presence of multiple access con-
trol policies, it is expensive to actually materialize and maintain
multiple security views of alarge XML document. To avoid the
overheads of view materialization and the complexities of view
maintenance, our third contribution isanovel XML query-rewriting
algorithm that transforms an input XPath query p posed over a se-
curity view to an equivalent, secure query pt over the original docu-
ment. Thisyields an effective querying mechanism that completely
bypasses view materialization. Our rewriting algorithm is based
on dynamic-programming and runs in low polynomial time in the
size of the query and the view DTD; in contrast, earlier rewriting
schemes (e.g., based on chasing/uni cation [26] or direct X Path se-
mantics [13]) require (worst-case) exponential time when dealing
with signi cant XPath fragments [15].

Our fourth contribution is a new query-optimization technique
that leverages the structural properties of DTDs to optimize the
evaluation of the transformed query p:. Given the inherent dif -
culty of the problem (simple query containment and equivalence
testing in the presence of DTDs ranges from coNP-hard to unde-
cidable [24]), our optimization algorithms are necessarily approxi-
mate. Our key technical idea here is to exploit the document DTD
in conjunction with an approximate X Path containment test by ex-
tending graph simulation [20] concepts to our setting. Note that the
XPath fragment studied in our work completely subsumes the class
of twig queries of [6] and the purely-conjunctive XPath queries
considered in earlier studies on XPath optimization [2, 27, 18].

Finally, we conduct an experimental study of our secure query
evaluation techniques using rea-life DTDs. Our results show that
our query rewriting and optimization techniques are effective.

Example 1.2: Given the document DTD and access policy of
Example 1.1, a security view for nurses can be derived. As de-
picted in Fig. 2, the view is de ned by a view DTD D, aong
with XPath annotations p1 to ps (to be elaborated in Exam-
ple 3.2). The view DTD hides con dentiad information, e.g.,
clinical Trial,trial, regular,test. The XPath an-
notations specify how to extract relevant accessible data from the
original document. While the view DTD is provided to the nurses,
the X Path annotations are hidden from them. In other words, nurses
only see the view DTD Dy and are not aware of the existence of
clinical Trial, etc., in the document. (Aswe discuss later in
the paper, the role of the dummy nodes in Fig. 2 is to ensure
that the semantics of the original DTD is preserved in the exposed
view.) The view is not materialized. The nurses may pose a query
p on the security view, and the query is ef ciently transformed to
an equivalent query pt over the original document via our query
rewriting algorithm. The query p¢ is further optimized and then
executed; the result of pt consists of only XML elements that the
nurses are granted access to. 2

In summary, the main contributions of our work include:



The rst XML security model based on security views sup-
porting both access control and DTD-schema availability;

A novel quadratic-time algorithm for deriving a sound and
complete security view from a given access control policy;
A new quadratic-time algorithm for rewriting XPath queries
over aview to equivalent queries over the original document;
Techniques for optimizing queries by taking advantage of
DTD constraints and approximate X Path containment; and,
An empirical study verifying thefeasibility and effectiveness
of our approach.

Our work is the rst to study a exible, DTD- and XPath-based
access-control model for XML and its implications on the XML
query-execution engine. Furthermore, it is among the rst efforts
for query rewriting and optimization in the presence of genera
DTDsfor arich class of XPath queries.

Related Work. XACML [25] and XACL [16] propose standards for
specifying access control policies for general actions not limited to
queries. The policies are enforced via a decision procedure that,
upon receiving an action request, either grants or denies access. In
particular, a user query is rejected if its result contains sensitive
data. This enforcement strategy is rather brute-force: in practice,
one often wantsthe query to return the part of the result that the user
is authorized to access, instead of being rejected. Instead, [22] pro-
poses to check each element in the result of a query, and return the
elementsthat the user isallowed to access. Also proposedin[22] is
astatic optimization algorithm for checking whether aquery issafe,
i.e.,, whether it returns only accessible elements. However, expen-
sive run-time security checks are still required for unsafe queries.

Issues like granularity of access, access-control inheritance,
overriding, and con ict resolution have been studied for XML in[3,
8, 9]. In particular, [8, 9] propose to express access policies with
XPeath queries. The semantics of access control to a user is a spe-
ci cview of the document determined by the X Path access-control
rules. An agorithm is also developed based on tree labeling for
computing a particular user view of the data. The enforcement
strategy is based on materializing and maintaining views, which
can be quite complex and computationally expensive.

A different approach has been explored in [6]. In a nutshell,
their access-control model assumes that access annotations are ex-
plicitly included in the actual element nodes in the data, whereas
nodes in the DTD graph specify coarse conditions on the exis-
tence of security annotations in corresponding data nodes. Only
elements with accessible annotations can appear in the result of
a query. Novel optimization algorithms are proposed for nding
minimal and safe rewritings of twig queries with DTD schema in-
formation, in order to minimize redundant security checks and lo-
cdlize the remaining checks at run-time. However, the rewriting
and optimization techniques are only applicable to twig queries,
which represent only asmall fragment of XPeth (e.g., no wildcards
or union). Furthermore, even though including access annotations
directly in the data nodes allows for arbitrarily ne-grained access-
control palicies, it can also make the de nition and maintenance
of such policies rather complicated and expensive. As an exam-
ple, de ning a new security policy (e.g., for a new class of users)
would mean having to go over the entire database and appropriately
annotating all relevant data nodes  this could become a problem,
e.g., for massive XML data collections, and worse when updates
are considered. Like other previous models, this mechanism does
not support schema availability, asillustrated in Example 1.1.

A cryptographic technique has recently been proposed in [19].
It assures that published data is visible to anyone but only under-
standable to authorized users via enciphering keys. The technique

isdevel oped particularly for access control to published XML data,
but is not applicable to securing (client) XML queries by a server.

Organization. The remainder of the paper is organized as follows.
Section 2 reviews DTDs and XPath. Our access control model and
security views are de ned in Section 3. Sections 4 and 5 present
our query rewriting and optimization agorithms, followed by our
experimental study in Section 6. Section 7 concludes the paper.

2. Preliminaries

In this section we brie y review Document Type De nitions
(DTDs) and the class of XPath queries considered in this paper.

DTDs. Without loss of generdity, we represent a DTD by
(Ele;Rg;r), where Eleisa nite set of element types; r isadis-
tinguished typein Ele, called theroot type; Rg de nesthe element
types. for any Ain Ele, Rg(A) isaregular expression of theform:
= strj jBi;:ii;BnjBi+:::+Bnj B:
where st r denotes PCDATA, isthe empty word, B; isatypein
Ele (referred to as a subelement type of A), and ‘+’, *;" and * ’
denote disjunction, concatenation and the Kleene star, respectively
(here we use ‘+’ instead of ‘j' to avoid confusion). We refer to
A T Rg(A) asthe production of A. Note that all DTDs can be
expressed in this form by introducing new element types (entities).

An XML document (tree) T conformsto a DTD D if (1) there
isaunique node, theroot, in T labeled with r; (2) each nodein T
islabeled either with an Ele type A, called an A element, or with
st r, caled atext node; (3) each A element has alist of children of
elements and text nodes such that they are ordered and their labels
are in the regular language de ned by Rg(A); and, (4) each text
node carries a string value (PCDATA) and is a leaf of the tree. We
cadl T aninstance of D if T conformsto D.

A DTD D can be represented as a graph, referred to asthe DTD
graph of D. The graph contains a node for each element type A in
D, referred to as the A node, and the edges depict the parent/child
relation. Speci cally, for each production A ¥ | thereisan edge
from the A node to the B node for each element type B in . If

= B ,thentheedge hasa‘ ' asalabel indicating that zero or
more B elements can be immediately nested within an A element.
If isadigunction, then the edges are indicated by dashed linesto
distinguish from the case of a concatenation. When it is clear from
the context, we shal use the DTD and its graph interchangeably,
both referred to as D; similarly for A element type and A node.

For example, Fig. 1 depicts a DTD graph of the hospital DTD.
Note that a DTD graph can be a DAG (directed acyclic graph); it
may even have cyclesif the DTD isrecursive, i.e.,, when some A is
de nedintermsof itself directly or indirectly. In contrast to [6], we
consider general DTDs with disjunction and recursion. Attributes
are not considered here, but they can be easily incorporated.

XPath queries. We consider aclass of XPath [7] queries, referred
toasC and de ned asfollows:

pou= jl] jop=p j ==p j pLp j plal
where , | and denote the empty path, alabel (in Ele) and a
wildcard, respectively; ‘[, ‘=" and ’==" stand for union, child-axis
and descendant-or-self-axis, respectively; and nally, g in p[q] is
cadledaquali er and de ned by:

g = pjp=cjqgngjdq_qj =g
where ¢ isa constant, p is as de ned above, and ‘', ‘" and ‘ =’
denote conjunction, disiunction and negation. For p = p1=p2, if p2
is ==p%, we write p as p1==p%. We also use ; to denote a special
query, which returns the empty set over al XML trees, with ; [ p
equivalent to p and p=;=p° equivalent to ;.
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Figure 3: Framework for querying XML via security views.

An XPath query p is evaluated at a context node v in an XML
tree T, and itsresult is the set of nodes (or st r data) of T reach-
able via p from v, denoted by v[p]. Quali ers are interpreted as
follows: at acontext node v, the atomic predicate [p] holds iff v[p]
is nonempty, i.e., there exists a node reachable via p from v; and
[p = c] istrue iff v[p] contains a text node whose string value
equals the constant ¢. The boolean operations are self-explanatory.

Our class C of XPath queries properly contains the twig queries
studiedin [6]: C supportswildcard, union, and richer quali erswith
digunction and negation. As observed by [18, 24], optimization of
XPath queries with these operators is far more intriguing than twig
queries; among other things, the complexity of XPath containment
with the addition of these operators goes up to coNP-hard from
quadratic time [27] for twig queries.

3. Access Control with Security Views

In this section we present our view-based security model. We
de ne the concepts of access speci cations and security views, and
propose an ef cient algorithm for automatically deriving a sound
and complete security view de nition from an access speci cation.

3.1 Overview of our Access Control Model

Consider an XML document T with adocument DTD D. Mul-
tiple access control policies are possibly declared over T at the
same time, each specifying, for a class of users, what elements in
T the users are granted, denied, or conditionally granted access
to. We de ne alanguage for specifying ne-grained access con-
trol policies. An access speci cation S expressed in the language
isasimple extension of the document DTD D associating element
types with security annotations (XPath quali ers), which specify
structure- and content-based accessibility of the corresponding el-
ements of these typesin T. Since we are primarily concerned with
querying XML data, i.e., we focus on query as the operation, our
speci cation language adopts a simple syntax instead of the con-
ventional (subject, object, operation) syntax [5, 16, 25].

An access speci cation S is enforced through an automatically-
derived security viewV = (Dy; ), whereDy isaviewDTD and
isafunction de ned viaXPath queries. Theview DTD Dy, exposes
only accessible dataw.r.t. S, and is provided to users authorized by
S so that they can formulate their queries over the view. The func-
tion istransparent to authorized users, and is used to extract ac-
cessible datafrom T. The only structural information about T that
the users are aware of is Dy, and no information beyond the view
can beinferred from user queries. Thus, our security views support
both access/inference control and schema availability. We provide
an ef cient algorithm that, given aspeci cation S, derives a sound
and complete security view de nitionV, i.e., V characterizing all
and only those accessible elements of T w.r.t. S.

In summary, we propose an access control model based on se-
curity views for XML, as depicted in Fig. 3. For each access con-
trol policy, a security administrator (or DBA) de nes a speci ca
tion S by annotating the document DTD D (e.g., through asimple
GUI tool). For each speci cation S, a sound and complete secu-
rity view de nitionV = (Dy; ) isautomatically derived by our
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Figure4: Security speci cation for nurse

view-derivation algorithm. The security-view DTD Dy, is exposed
to users authorized by S so that they can formulate and pose their
queries over V. The security view is virtual, and a query p over
V isef ciently rewritten to an eguivalent query pe over the origi-
nal document T by incorporating XPath queriesin ; furthermore,
our agorithms optimize p: by exploiting the document DTD D.
Finally, the optimized query p¢ is executed over T and its result
is returned to the users. Notethat S, , and D are invisible to
users. Security issues are handled at the query-rewriting level and
are completely hidden from users of the view. Thisyieldsa exi-
ble, secure framework for querying XML data that overcomes the
limitations of earlier proposals.

The remainder of this section focuses on access speci cations,
security views, and our view-derivation algorithm. We study query
rewriting and optimization in Sections 4 and 5.

3.2 Security Speci cations

An access speci cation S is an extension of a document DTD
D associating security annotations with productions of D. Specif-
ically, S isde ned to be (D; ann), where ann is a partial mapping
such that, for each production A ¥ and each element type B in

,ann(A; B), if explicitly de ned, isan annotation of the form:

ann(A;B) == Y j[q0 ] N;

where[q] isaquali erinour fragment C of XPath (Section 2). In-
tuitively, avalue of Y, [q], or N for ann(A; B) indicates that the B
children of A elementsin aninstantiation of D are accessible, con-
ditionally accessible, and inaccessible, respectively. If ann(A; B)
isnot explicitly de ned, then B inherits the accessibility of A. On
the other hand, if ann(A; B) is explicitly de ned it may override
the accessibility of A. Theroot of D isannotated Y by default.

Example 3.1: An access control policy for nurses over the hospital
document of Example 1.1 can be speci ed as follows:
hospital ¥ dept /* production */
ann( hospi tal , dept) = [*/patient/wardNo=$wardNo] [ *q1*/
dept ¥ clinicalTrial, patientlnfo, stafflnfo
ann(dept, clinical Trial) = N
clinical Trial ¥ patientlnfo
ann(clinical Trial, patientinfo) =Y
treatnment ¥ trial + regular
ann(treatment, trial) = N
ann(treatment, regular) = N
trial ¥ bill
ann(trial, bill) =Y
regular ¥ bill, medication
ann(regular, bill) =Y
ann(regul ar, nedication) =Y

Thisspeci cation is depicted in Fig. 4, where bold edges represent
‘Y’ or ‘[q]" annotations, while normal edges represent ‘N’ annota-
tions. Thus, nurses can only access the patient and staff informa-
tioninadept having acertain ward (restricted by thequali erq1),
and moreover, that they are not authorized to know which patients
areinvolved in clinical trids as well as the form of t r eat nent



except for bi | | and nedi cati on information. Observe that
$war dNo is treated as a constant parameter; i.e., when a concrete
value, e.g., 6, issubstituted for $war dNo, the speci cation de nes
the access control policy for nurses working in ward number 6.
Observe that ann(dept , pati ent | nf 0) is not explicitly de-
ned, which means that the pat i ent | nf o children of dept
nodes inherit the accessibility (Y) of dept; similaly for
st af f I nf o nodes and their descendants. On the other hand,
ann(dept, clinical Trial ) is de ned to be N, which over-
rides the accessibility (Y) of dept and indicates that the
clinical Trial children of dept nodes are not accessible;
similarly for ann(cl i ni cal Tri al , pati ent | nf 0), etc. We
omit annotations of productions in which the parent and all its chil-
dren have the same accessibility, e.g., theonefor st af f . 2

For an XML instance T of a DTD D, an access speci cation
S = (D;ann) can be easily de ned, e.g., using a ssmple GUI tool
over D’s DTD graph. Furthermore, S unambiguously de nes the
accessibility of document nodes in T. To see this, note that DTD
D must be unambiguous by the XML standard [4]. Since T isan
instance of D, thisimpliesthat each B element v of T hasaunique
parent A element and a unique production that parses the A sub-
tree; thus, we can de nev’s accessibility ann(v) to be exactly the
ann(A; B) associated with the production for A. We say that v is
accessiblew.r.t. S if and only if either (1) ann(v) isY or ann(v) is
[q] and [q] istrue at v, and, moreover, for all ancestors v° of v such
that ann(v®) = [¢°], the quali er [q°] istrue at v’; or, (2) ann(v) is
not explicitly de ned but the parent of v isaccessiblew.r.t. S. Note
that we require that for v to be accessible, the quali ers associated
with all ancestors of v must be true. Referring to Example 3.1,
for a nurse to access the information of a department d, the qual-
i er gy associated with dept must be true at d, so that the nurse
is prevented from unauthorized access to information of different
departments. The accessibility of document nodes iswell de ned:

Proposition 3.1: For any speci cation S = (D; ann) and any XML
instance T of D, the accessibility of each node in T wir.t. S is
uniquely de ned, i.e., it iseither accessible or inaccessible. 2

Observe the following. First, as shown by Example 3.1, our ac-
cess speci  cations support inheritance and overriding. Indeed, if a
node does not have an annotation but its parent is accessible (inac-
cessible), then the node is accessible (resp., inaccessible); that is,
the node's accessibility is inherited from that parent. On the other
hand, an explicit annotation at anode may override the accessibility
of itsparent. Second, content-based access privileges are supported
via XPath quali ers. Third, the accessibility of elementsin a doc-
ument is context-sengitive: it is determined by the paths from the
root to these elements in the document. For example, thebi | | in-
formation of a patient is accessible only if the patient isin adept
that satis esthequali er [g1]. Thus, elements of the sametypein a
document may have different accessibility. Compared to the access
control model of [6], our security-speci cation model aso alows
for ne-grained access-control, but is signi cantly more exible
and easier to specify/modify, since security constraints are de ned
over DTD-schemas rather than on XML documents.

3.3 Security Views
Syntax. Abstractly, a security view de nes a mapping from in-
stances of adocument DTD D to instances of aview DTD D, that
is, once again, automatically derived from agiven access speci ca
tion. Let S = (D; ann) be an access speci  cation. A security view
de nition (or simply a security view) V from S toaview DTD D,
denotedbyV : S ¥ Dy,isde nedasaparV = (Dy; ), where
de nes XPath query annotations used to extract accessible data

fromaninstance T of D. Speci cally, for each production A ¥

in Dy and each element type B in , (A;B) is an XPath query
(in our class C) de ned over document instances of D such that,
given an A element, (A;B) generates its B subelements in the
view by extracting data from the document. A special case is the
unary parameter usage with (ry) = r, where ry isthe root type
of Dy and r istheroot of D, i.e, mapstheroot of T to the root
of itsview. Theview issaid to be recursive if Dy isrecursive.

Example 3.2: Figure 2 depicts a security view V from the access
speci cation of Example 3.1 to aview DTD D, for nurses. The
view DTD removes information about cl i ni cal Tri al ,andin-
troduces dummy labels dummy 1, dummy2 to hide the label in-
formation of reqgul ar and tri al , while retaining the digunc-
tive semantics at the accessible t r eat ment node. Speci cally,
V = (Dy; ), where (computed by our view-derivation algo-
rithmin Fig. 5) is asfollows.

production: hospital ¥ dept

(hospi tal, dept) = dept [*/patient/wardNo=$wardNo] | *p1*/
production: dept ¥ patientlnfo

(dept, patientlnfo) = p2

where p2 = (clinicalTrial [ )/patientlinfo
production: treatment ¥ dummyl + dumy2

(treatnent, dummyl) = trial [ *p3*/

(treatment, dummy2) = regular [*pas*/
production: A ¥ /*for all other productions*/

(A;B) = B /*for all B2 */

/* e.g., (dummyl, bill) = bill */

Recall that denotes the empty path. Theview DTD is provided to
the nurses, while the XPath mapping isnot visibleto them. Since
the nurses can not see the document DTD, they have no knowledge
about what the dummies stand for. 2

Semantics. We give the semantics of a security view de nition
V : S T Dy by presenting a materialization strategy for V. We
should once again stress that security views are never materialized
in our access-control framework; the sole purpose of the material -
ization algorithm described below is to illustrate the semantics of
security views. Given an instance T of the document DTD, we
build aview of T, denoted by Ty, that conforms to the view DTD
Dy and consists of al and only accessible nodes of T w.r.t. S. The
computation is top-down:  rst extract the root of T and treat it as
the root of Ty, and then iteratively expand the partia tree by gen-
erating the children of current leaf nodes. Speci cally, in each iter-
ation, we inspect each leaf v. Assume that the element type of v is
A and that the A productionin Dy isP(A) = A & . Thechil-
dren of v are generated by extracting nodes from T via the XPath
annotation (A;B) for each child type B in . The computation
is based on the structure of production P (A) asfollows.

(1) Nothing needsto be donewhen P (A) isA 1

(2 P(A) = A T str. Then, thequery pde nedin (A,str)is
evaluated at context node v in T. If v[p] returns asingle text node
in T that is accessible w.r.t. S, then the text node is treated as the
only child of v; otherwise, the computation aborts.

B)P(A) = A I By;:::;Bn. Then, foreachi 2 [1;n], the
query pi = (A;B;) isevaluated at context nodev in T. If for al
i 2 [1;n], v[pi] returns asingle node v; accessiblew.r.t. S, then v;
istreated as the B child of v; otherwise, the computation aborts.
4@ PA)=A 1T By +:::+Bn. Then, foreachi 2 [1;n], the
XPath query pi = (A;Bi) isevaluated at context nodev inT. If
there exists one and only one i 2 [1; n] such that v[pi] returns a
single node accessiblew.r.t. S, then the node istreated asthe single
child of v; otherwise, the computation aborts.



(B)P(A) =A T B . Then, thequery p = (A;B) isevauated
at context nodev in T. All the nodes in v[p] accessiblew.r.t. S are
treated asthe B children of v, ordered by the document order of T .
Note that, if v[p] is empty, no children of v are created.

The construction proceeds until either no leaf node can be further
expanded (successful termination), or abortion takes place.

Example 3.3: Given adocument T of the hospital DTD shown in
Fig. 1, anurse view Ty of Fig. 2 can be materialized as follows.
Theroot hospi tal of Ty is rst created. Then, the annotation
p1 is executed over T, which extracts only the dept d that pos-
sesses the particular ward. The st af f | nf o subtree of d iscopied
from T to Ty, while both the pat i ent | nf o child of d and the
pati ent | nfounderclinical Trial of dareextracted from
T viapz a d (note that cl i ni cal Trial of T is not copied
to Ty). Similarly, the pat i ent children of pati ent | nf o are
generated, and so are the children of each patient. At the
t r eat ment child of each patient in Ty, queries ps and p4 areeval-
uated to extract either the bi | | child of atri al or both bi | |

and medi cat i on children of ar egul ar, whereastri al and
r egul ar aremapped to dunmy 1 and dunmy 2 respectively. Note
that the document DTD ensuresthat eithert ri al orregul ar is
under thet r eat nent in T, but not both. The construction termi-
nates successfully after each pat i ent subtreeiscompleted. 2

A security view V. = (Dy; ) issaid to be sound and complete
Ww.r.t. an access speci cation S = (D; ann) if for al instances T of
the document DTD D, Ty isan XML document that both conforms
to the view DTD Dy and consists of all and only those nodesin T
that are accessible w.r.t. S.

3.4 Security-View Derivation Algorithm

We now present a novel algorithm (termed derive) that, given
an access speci cation S = (D;ann), automatically computes a
security view de nitionV = (Dy; ) w.r.t. S such that, for any in-
stance T of thedocument DTD, if the computation of Ty terminates
(i.e., does not abort), it comprises all and only accessible elements
of T w.r.t. S. In particular, V issound and complete w.r.t. S if and
only if such aview de nition existsfor S.

Algorithm derive is shown in Fig. 5. In a nutshell, when build-
ingV = (Dy; ), the algorithm hides inaccessible nodes in the
document DTD D by either short-cutting them, or renaming them
using dummy labels. It uses two procedures, Proc_Acc(S; A) and
Proc_InAcc(S; A), to deal with accessible and inaccessible ele-
ment types A of D, respectively. It traverses the document DTD
D top-down by invoking Proc_Acc(S; r), where r is the root el-
ement type of D. For each accessible element type A encoun-
tered, Proc_Acc(S; A) constructs a production Py (A) = A I
in the view DTD Dy, and computes appropriate XPath queries

(A;B) = pg foreachtype B in , based on the A-production in
the document DTD D (cases1 4). More speci cdly, (a) if B is
accessible, then pg issimply ‘B’ (steps 6,7); (b) if B is condition-
ally accessible (i.e., ann(A; B) =[q]), then pg is‘B[q]’, i.e., qual-
i ersin S are preserved (steps 8,9); and, (¢) if B isinaccessible,
then derive either prunes the entire inaccessible subgraph below B
if B does not have any accessible descendants (step 11), or short-
cuts B by treating the accessible descendants of B as children
of A if this does not violate the DTD-schema form of Section 2
(steps 12 15), or renames B to a dummy |abel to hide the label
B while retaining the DTD structure and semantics (steps 16 20).
Children of the B node are then processed in the same manner.
Again, the key intuition behind the above process is that we want
the view DTD D, to preserve the structure and semantics of the
relevant and accessible parts of the origina document DTD.

Procedure Proc_Acc(S; A)

Input:  specifi cation S = (D; ann()) and an accessible type Ain D.
Output: security viewV = (Dy; ) for A and its descendants in D.
1. if visited[A, acc] thenreturn elsevisited[A, acc] :=tr ue;

2. casethe A-production A ¥ inthe document DTD D of

3 () AXBg;:::;Bn:

4. Pv(A) :=A T Bj;:::;Bn; /*production intheview DTD Dy, */
5. for i from1tondo

6. if ann(A;Bj)=Y

7. then (A;Bj) :=Bj; Proc_Acc(S; Bj);

8. dse if ann(A;Bi) =1[q]

9. then (A; Bj) =BJq]; Proc_Acc(S; Bj);

10. else Proc_InAcc(S; Bj);

11. if reg(Bi) =; thenremove B; from Py (A);

12. if reg(Bj)=Cy;:::;Ck

13. then replace B; with reg(B;) in Py (A);

14. for j from1tok do

15. (A; Cj) = Bj=path[Bj; Cj];

16. else replace B; with adistinct new label X in Py (A);
17. add production X ¥ reg(B;) to theview DTD Dy;
18. (A; X) :=B;j;

19. for j from1ltokdo

20. (X; Cj): = path[Bj; Cj1;

21. (2) A X By +:::+Bn:

22. [* similar to (1), except that for an inaccessible Bj, if reg(Bj)
23. isCq + ::: + Cy, then replace B; with reg(Bi) in Py(A) */
24. 3y A1 B :

25. [* similar to (1), except that for an inaccessible Bj, if reg(Bj)
26. isC or C , then replace B with reg(Bj) in Py (A) */

27. (4) A ¥ str:

28. /* similar to (1), except that if ann(A; str) = N, then

29. Pv(A) =A T ;*/

30. return;

Procedure Proc_InAcc(S; A)

Input:  specifi cation S = (D; ann()) and an inaccessible type A in D.
Output: regular expression reg(A) and path[A; C] for each C inreg(A).
1. if visited[A, inacc] thenreturn elsevisited[A, inacc] :=t r ue;

2. casethe A-production A ¥ inthe document DTD D of

4
5 for i from1tondo

6. if ann(A;Bj)=Y

7 then path[A; B;] := Bj; Proc_Acc(S; Bj);
8 dse if ann(A;Bj) =[q]

9 then path[A; Bij] = B[q]; Proc_Acc(S; Bi);

10. else Proc_InAcc(S; Bj);

11. if reg(Bi) =; thenremove B; fromreg(A);

12. if reg(Bj)=Cy1;:::;Ck

13. then replace B with reg(B;) inreg(A);

14. for j from1tokdo

15. path[A; C;] := Bi=path[Bj; C;];

16. else replace B with adistinct new label X inreg(A);
17. add production X ¥ reg(B;) totheview DTD Dy;
18. (A; X) :=B;j;

19. for j from1ltok do

20. (X; Cj): =path[Bj; Cj];

/* similar for productions of other forms*/

Figure5: Algorithm derive

The procedure Proc_InAcc(S; A) processes an inaccessible
node A in a similar manner. One difference is that it computes
(2) reg(A) instead of  in the A-production A ¥ in the view
DTD Dy, and (2) path[A; B] for each element type B in reg(A)
rather than (A;B). Intuitively, reg(B) is a regular expression
identifying all the closest accessible descendants of B in D, and
path[A; B] stores the XPath query that captures the paths from A
to B in the document DTD. Anocther difference concerns the treat-
ment of recursive node A. If aninaccessible A isencountered again
in the computation of Proc_InAcc(S; A), then A is renamed to a



dummylabelandretainedin the regular expressiorreturned.Re-
tainingtherecursve structureof thedocumenDTD is essentiato
simplifying queryrewriting. To simplify the discussionwe omit
from Fig. 5 this treatmenbf recursve inaccessibleodes.

To efciently computeV, Algorithm derive associategwo
boolean variables visited[A, acc] and visited[A, inacc] (initially
false ) with eachelementypeA in thedocumenDTD D. These
variablesindicatewhetherA hasalreadybeenprocessedsanac-
cessibleor inaccessibleode,respectiely, to ensurethateachele-
menttypeof D is processednly oncein eachcase.ln light of this,
thealgorithmtakesat mostO(jDj?) time, wherejDj is the sizeof
thedocumenDTD.! Moreover, onecanverify its correctness:

Theorem 3.2: Givenan accessspeci cationS = (D; ann), algo-
rithm derive computes soundand completesecurityview w.r.t. S
in quadiatic timeif andonlyif sud a view exists. 2

Example 3.4: Given the accessspeci cation S of Fig. 4, Algo-
rithm derive computeghe securityview (Dy; ) of Example3.2
asfollows. It startsby invoking Proc_Acc(S, hospital ), and
nds thatdept is accessiblev.r.t. S andis annotatedy,. Thusit
addsproductionhospital ! dept totheviewDTDD,,and
de nes (hospital , dept )tobedept] @] . It thenproceeds
to procesglept , andencountergnaccessiblelinicalTrial

Now it invokes Proc_InAcc(S, clinicalTrial ), which
yields reg(clinicalTrial ) = fpatientinfo g as well
aspath[clinicalTrial,patientinfo ] = patientinfo
Given these, it shortcuts the inaccessible node and de-
nes the view DTD production dept ! patientinfo 4
patientinfo 2 staffinfo , Where patientinfo 1 comes
from the inaccessiblelinicalTrial with XPath queryp? =
clinicalTrial/patientinfo , while patientinfo Z s
the accessiblechild of dept with query p? = patientinfo

A more compact form of this production is dept !
patientinfo , stafflnfo , Where patientinfo is an-
notatedby p1 = pi [ p? (seeExample3.2). The algorithm
then processestaffinfo and patientinfo The former
is simple: the productionsremainunchangedrom the document
DTD for eachelementtype involved. The latteris similar, until
the inaccessiblérial andregular  are encountered. Since
treatment  is de ned with a disjunction, while reg(trial )
andreg(regular ) areconcatenationgheinaccessibleodesare
renamedand productionsdummyl !  bill and dummy2 !
bill,medication areaddedto Dy. Thealgorithmyieldsthe
securityview of Example3.2 uponits termination. 2

4. Query Rewriting

We next studyqueryingXML via securityviews. Considera se-
curityviewV : S! Dy, whereS = (D;ann) andV = (Dy; ).
Recallthat usersof V are provided with the view DTD D, and
areallowedto posequeriesover V. A nave way to evaluatesuch
queriesis: givenaninstancel of thedocumenDTD D, compute
andstoreT,, andevaluatequeriesdirectly over Ty . However, this
introducesthe overheadof materializationand the dif culties of
view maintenanceTheseproblemsare moreevidentwhen multi-
ple views of alargedocumentirematerializedat the sametime.

Wetake adifferentapproachbasecdn queryrewriting: givenan
XPath queryp over the securityview, we automaticallytransform
p to anotherXPathqueryp; overthedocumentDTD D suchthat,
for ary instanceT of D, p over Ty andp; over T yield the same
answer In otherwords,p overtheview is equivalento p; overthe

Twe implicitly assumeherethat quali®ersin the speci®cationcanbe copiedto the
resultsecurityview in constantime.

originaldocumenti.e.,p:(T) = p(Ty)). Thiseliminatesthe need
for materializingviews andits associategiroblems.

We present query-revriting algorithmfor our classC of XPath
querieswhich, givenaqueryp, computeg in O(jpj jDvj?) time.
Our algorithmis not only usefulin the securitycontext, but is also
interestingin its own right. First, it is amongthe rst efforts for
XPath queryrewriting. Second basedon dynamicprogramming,
our algorithmcanbe generalizedo handleXPath queriesbeyond
C, without a signi cant increasan complexity.

Below we rst presentour query-revriting algorithm for non-
recursve views, i.e, views with a non-recursie (i.e., DAG) view
DTD; we thengeneralizeour algorithmto handlerecursve views.

4.1 Query Rewriting for Non-recursive Views

Givenaqueryp overtheview DTD D, ourrewriting algorithm
“evaluates”p over the DTD graphD,. For eachnodeA reached
via p from therootr of Dy, we rewrite every label pathleading
to A fromr by incorporatingthe security-viev XPath annotations

alongthepath. As  mapsview nodesto documentodes this
yieldsaqueryp: overthedocumenDTD D.

To implementthis idea,our algorithmworks over the hierarchi-
cal, parse-tregepresentatidnof the view queryp andusesthefol-
lowing setof variables For ary sub-quenp® of p andeachnodeA
in Dy, we userw(p® A) to denotethe local translationof p® at A,
i.e.,aqueryoverD thatis equivalentto p° whenp®is evaluatedata
context nodeA. Thus,iw(p;r) = pr iswhatouralgorithmneedgo
compute.We alsousereach(p® A) to denotethenodesin D, that
arereadablefrom A via p°. Finally, we useN to denotethe list
of all thenodesin Dy, andQ to denotethelist of all sub-queries
of p in “ascending”order suchthatall sub-querieof p° (i.e., its
descendanti® p's parsetree) precedeg®in Q.

Given these,we presentour rewrite algorithmin Fig. 6. The
algorithmis basedon dynamicprogramming for eachsub-query
p° of p andnodeA in Dy, rewrite computeshe local translation
mw(p® A). To do this, rewrite rst computesw(p;; B;) for each
(immediate)sub-queryp; of p° at eachpossibleview DTD node
Bi underA; then,it combinesheserw(pi; Bi)'sto getrw(p% A).
The detailsof this combinationare, of course,determinedbased
on the formation of p° from its immediatesub-queriesp, if ary
(cased-12). Thecomputatioris carriedoutbottom-upvia anested
iterationover the lists of sub-querie) andDTD nodesN . Each
stepof theiterationcomputesw(p% A) for somep® andA, starting
from the “smallest” sub-querie®f p. At the end of the iteration
pt = rw(p;r) is obtained.

For example,the algorithmrewrites™ ' (case3) ataview DTD
node A to the query rw( ; A) over the original document;the
rewritten queryis theunionof (A, |)'sfor all child nodel of A in
theview DTD. As anotherexample,it rewrites ‘p1=p,"' (case4) to
rw(pz1; A)=ad, whereqq is theunionof rw(pz; B)'sfor all nodeB
in theview DTD reachabldrom A viap; (i.e.,B 2 reach(pi; A)).

A specialcaseconcernghe x edquery’== (caseb). In orderto
reducethe overall processingosts,we assumehatreach(==;A)
andrw(==;A) have beenprecomputedtby aprocedureecProc (see
Fig. 6) for eachD, nodeA, onceandfor all, andaremadeavailable
to rewrite. Furthermorefor eachB in reach(==;A), procedure
recProc alsoreturnsan XPathqueryrecrw(A; B) thatcapturesll
thepathsfrom A to B, andtranslatest to anequivalentqueryover
thedocumenDTD D. Notethatsimply enumeratingll the paths
from A to adescendanB may leadto an exponentialexplosion;
to avoid this, our recProc procedureemploys symbolicvariables

2As an example,for the simplequeryp = ?//patient®ts parsetreeis a binary tree
with root noderepresenting; its left andright (single-nodesubtreesepresenthe
sub-queries= andpatient , respectiely.



