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CS4236—ComputerSecurity |l

Textbook: Introductionto Cryptograply with
CodingTheoryby WadeTrappeandLawrence
Washington.

Chapterd 8;11 13, 17orasmuchofthemaspossible.

Remaining:System& Network Security
Usefulif handywith Linux.

Of ce Hours: Tue5-6pmin S15#04-08.
Gradingpolicy:

Marksfor tutorials 10%.
Eachtutorial questiorwill have marks.

You mustattemptenoughquestiondo getatleast10 marks
duringthe semester
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Caveats

will notknow all theanswersl hopenot!

t'sunlikely thatmy lectureslideswill beready
neforethelecture.

Mutual discussions highly encouragedplind
copying is not.

(Cheating plagiarism)) Fin class.

Give meregularfeedbackaboutspeedandstrenuity
of theclass.

Startlooking for paperto present.
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Is Computer Security necessary?

Adaptedfrom [KanO]].

Becausea lot of money is handledoy computers.

Becausea lot of importantinformationis storedon
andhandledoy computers.

Would youwantanyoneto nd your GFA, SAT,
or GREscores?

How aboutyour credithistory, or your medical
history?

Thereneeddo bea mechanisno controlsharingof
iInformation.

Becausesocietyis increasinglydependenbonthe
correctoperationof computersSeezdnet
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Examplesof Security Problems

Adaptedfrom [KanO0]].

ThelnternetWorm c1988(buffer over ow).
Spreadover the Internetto mary sites.
Around6000siteswereshutdown to getrid of it.

Virus Attacks.

Denialof ServiceAttacks.

Floodingof web senerswith enormoust of
reguests.

Floodingnetworks enroutethetarget.

Exploiting target TCP statemachinesSee
ChristophSchubas synkill paper
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Examplesof Denial of Service

HEAVY SPOOFED TRAFFIC

YAHOO
WEB
SERVER

bottleneck link

ATTACKER TCP SYN TARGET
= .(allocates resources)

-

TCP SYN+ACK

|

|

I . . .
I Wait...wait...walt
|

1

v
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Traditional elementsof Information Security - goalsin [P 96 ]

Con dentiality [they wantyour data]. Assetofa
computingsystenare accessibleonly to authorizedparties.
Includesreading printing, or eventestingfor existenceof an
object

Breach:interception.

Integrity . Assetxanbemodi ed only by authorizedparties.
In security usuallydistinctfromstructuial integrity (well
formedness)

Breach:modi cation, fabrication.

Availability [they wantyour bandwidth,cpu,disk].
Assetsaare accessibléo authorizedparties
Breach:interruption.
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Why Is security hard?

Adaptedfrom [KanO0]].

Tradeof betweercorvenienceandsecurity or
performancendsecurity

Wily humanopponentseekto outwit us. Must

assumehatthe opponentill attackthe wealest
point.

Must geteverythingright — any mistale is an
opportunityfor the opponent.

Bug-freesoftware?
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DesignPrinciples for Secure Systems

From SaltzerandSchroedefSS73.

Economyof [protection] mechanism Keepthe
designassimpleandsmallaspossible.

Fail-safedefaults. Baseaccesslecisionon
permissiorratherthanexclusion.

Complete mediation. Every accesdo every object
mustbe checledfor authorization.

Opendesign Securitythroughobscurityis not.
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DesignPrinciples for Secure Systems: .

Separationof privileges Two locksarebetterthan
one!

Least privilege Operatausingtheleastprivileges
necessaryo completethejob.

| eastcommonmechanism Minimize theamount
of mechanisntommonto morethanoneuserand
dependean by all users.

Acceptability. Humaninterfaceshouldbe easyto
use.
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DesignPrinciples for Secure Systems: .

Lessons BlaineBurnham.Hearhis keynoteaddresst
Usenix2000here

Securityis notanaddon. Let's build it (getit to run) and
addsecuritylateron.

Assurancenatters.

It takesa secretto keepa secret.e.,goodkey
managemens really hard.

Thereareno silver bullets.

Securityis a systemproperty Composingcomponents
someof which purportto be securemaynotresultin asecure
system
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Buffer Over o w: Attack of the Decade

Adaptedfrom [Bon] and[CWP* 99].

Extremelycommonbug.
1997:16/28CERT advisories.
1998:9/13CERIT advisories.
1999:6/12 CERT advisories.

Oftenleadsto total compromiseof host.

Requiresxpertiseandpatiencguntil someone
postsanexploit).

Certstatisticscanbefound here
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Buffer Over ow Mechanism

Two steps:
Inject suitablecodein the programs addresspace.

Gettheprogramto jump to thatcode,with suitable
parametersadedinto registersandmemory

Overview of ComputerSecurity—p.1



Injecting codeon Activation Record

Supposawebsener containghefunction:
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Injecting codeon Activation Record

Whenthefunctionis invoked, the stacklookslik e:

Lower address Higheriaddress
a1
LL

buf[0..n]| frame ptr| retaddr| str

caller constructed
strcpy overflows ret addr
py L

%ebp= framepointer
%esp= stackpointer
%ebp+r4 =returnaddress.

%ebpt8 = rst amgumentto function.
Callerpushesargsin reverseorder
Calleecreatedramelinkage.
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Injecting codeon Activation Record

Whatif str iIs

lookslike:

136bytes?After strcpy, thestack

buf

:

frame ptr - Sstr

Thebasicproblemis thatstrcpy doesnt do rangecheck-

INg.
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Stack SmashingAttack

Whatif thebuffer over ow resultsin thefollowing stack

state:

frame ptr
buf (irrelev:fnt

_

P: execwe(“/bin/bash”,char**argv, char**envp) properly

constructed!

Seethe Aleph Onearticlefor step-by-ste

=

escription.
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Constructing call to exec\e

%eaxcontainghe syscallnumberll (for execwe).

%ebxcontainsghe 15 aig to the syscall,a pointerto the string

/bin/smO |.

%ecxcontainghe 2" arg to the syscall(argv) whichis a
pointerto the rst elementof anarrayof (char*)s. Thelast
elemenbf thearrayis NULL.

Obecx !

0

“Ibin/shnQ”

%edxcontainghe 37 arg to the syscall(ervp) pointsto an
arrayof ptrsthatendsin NULL. Sowhatif we had%edxpoint
to alocationthatcontainedhe NULL pointer(0).
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Constructing call to exec\e: : :

So, it lookslike

X X+ 7
/[ b1 n/ s h n0O x O
b
C
d
%ebx X

%ecx X+ 8(2elemarray)
%edx x+ 9(1elemarray)

We candeterminex dynamically

Overview of ComputerSecurity—p.1



Constructing over ow buffer

noop
noop

jmp offset-to-call

popl %esi

movl %esi,array-dset(%esi)
movb $0x0,nullbyteodfset(%oesi)
movl $0x0,null-ofset(%esi)
movl $0xb,%eax

movl %esi,%ebx

leal array-ofset,(%esi),%ecx
leal null-offset(%esi),%edx

int $0x80

movl $0x1,%eax

movl $0x0,%ebx

int $0x80

call offset-to-popl

“/bin/sh” stringgoeshere.

landanywherein here

%esinow containsaddrof /bin/sh

save addr| /bin/sh|| here
terminateébin/sh  with \O
/bin/sh\O  ,|addr|,| NULL
11 for execwe

regb! /bin/sh

regc! [addrof /bin/sh\0
regd! NULL

trapto kernel
exit(0) if execwe failed

save addrof /bin/shon stack

, NULL]

notNULL terminatecelsestrcpy maysto

rview o

R
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Stack SmashingAttack

Whenfunc() returns/bin/sh will readandwrite le
descriptor® andl. Oftenredirectedo readfrom
andwrite to asoclet.

Attack coderunsonthe stad.

Unsafelibc calls: strcpy, strcat, gets— norange
checking.

Overviewn of ComputerSecurity—p.2



Exploiting buffer over ows

If thewebsener callsfunq) with givenURL, then
anattacler cancreatea 200byte URL to obtainshell

onthewebsener!

Somecomplications:
ProgramP shouldnt containthe\O' character
Over ow shouldnt crashthe programbefore
funq) returns.

Recentouffer over ows of thistype:
Over ow in the MIME type eld in MS Outlook.

Over ow In ISAPIIN |IS.

Overview of ComputerSecurity—p.2



Java Crypto API

Basedon JDK1.5
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Somekey-relatedclassesn Java

java.security Key—top-level interfacefor all opaque
keys (symmetricandasymmetric).

StringgetAlgorithm()— nameof the algorithmof
thekey.

byte[] getEncoded(3— theraw bytesof thekey in
Its primary encodingformat.

String getFormat()— theformatof theencodedkey,
for e.qg.,PKCS#8,X.509.

Subsebf Java Crypto APl —p.2



Creating keysfor symmetric ciphers

javax.crypto.SecetKey is asub-interaceof Key
andrepresenta secret(symmetric)key.

ClassSecretKeySpeamplementsSecretKey.

To generatea DESkey for thebytesequence
0x0102030405060708se:

K K D

Subsebf Java CryptoAPIl —p.2



KeySpec 5

java.securityspec.keySpee—aninterfacethatdenotes
the“transparent’(uservisible) representatioof the key
materialthatconstitutesa key.

Containsno method<or constants.
ClassSecrtKeySpeamplementKeySpec&

SecrtKey (moredirectly relevantfor us).

Secretley Is aninterfacethatextendsKey. Soit
canbeusedwith Cipher

To generate DESkey for
0x0102030405060708se:

byte[] key = new byte[8] {0x01,...};
desKey = new SecretKeySpec(key, "DES");

Subsebf Java Crypto APl —p.2



Using IV' swith symmetric ciphers

javax.crypto.spec.lvRarameterSpee—a classthat
speci esanlV. ImplementsAlgorithmParameterSpec.

public IvParameterSpec(byte}y), for e.qg.,createan
eightbytearrayandinitialize it with thelV and
createanlvParameterSpec

Canbeusedin Cipherinit(...) becausat's an
AlgorithmRarameterSpec

Subsebf Java Crypto APl —p.2



The Cipherclass

javax.crypto.Cipher—aclassthatprovidesthe
functionality of encryptionanddecryption(both
symmetricandasymmetric).

public static Ciphergetinstance(Stringx). For e.g.,

Tx or transformation algorithm/mode/padding.

A ciphercanbeinitialized with

cipherinit(int CiphetENCR/YPT_MODE Key key,
AlgorithmRarameterSpetV).

cipherinit(int CiphetENCRYPT_MODE Key key). This
generateds own IV which canberetrievedwith
ciphergetlV().

Subsebf Java Crypto APl —p.2



Cipher: ::

To encrypta bytestreamyuse
byte[] encryptedBytes cipherupdate(bffer, 0, b_read);

length(returnedbytes)é length(agumentbytes)
No semanticspeci edin the Java API.
Must collectablock's worth of data.

To endencryption,use

byte[] encryptedBytes cipherdoFinal();
All outstandindytesarereturned.
Paddingis appliedif speci ed.

Subsebf Java Crypto APl —p.2



Using Hashes

To calculatethe MD5 checksunof a byte streamuse

Subsebf Java Crypto APl —p.3



X. 500 Names 5

Loosely an X.500 namels hierarchicalndconsistof
thefollowing attributes:

Country: SG

Stateor Province: Singapoe.

Locality: Clementl

Organization:National University of Singapoe.
Organizationaldnit: Sdool of Computing
CommonName:SandeeKumarr.

Email Address:skumar@comp.nus.edu.sg

Subsebf Java Crypto APl —p.3



Base64 encoding 5

Look herefor moreinformation. Theremustbe other
references.

Encodea sequencef octetsusingthecharacters
[A-Za-z0-9+/]to represené bits each.

Usethecharacter=' for trailing padding.

6 bits of iInputrepresentedsoneprintablecharacter
of 8 bits) 33%expansion.

Ex: Ox1Fis Hw==. IsIt?

Subsebf Java Crypto APl —p.3



ClassicalCiphers
Pre DES
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Shannon's model of a secrecysystem

Diagramasin [Sha49.

enemy cryptanalyst

Sender Receiver

. P C P o
plaintext source > encrypter > decrypter > destination

A A

K K

secure channe

key source)
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Shannon's model: ::

Encryptionencodes messagesoits meanings not
obvious.

~or symmetricencryptionP = D(K; E(K;P)).

~or asymmetrieencryptionP = D(Kp; E(Kg; P)).

Securityof acryptosystenshouldrestentirely in the
sececyof thekey, andnotin thesecreyg of the
algorithm(Kerckhofs).

ClassicalCiphers—p.3



Typesof attacks

Cryptographerslesigntheir algorithmsto resistthe

following increasinglyaggressie attackg Susan
Landaul].

Ciphertext-only: adwersaryhasacces$o encrypteccomms.
Known-plaintext: adwersaryhassome(plaintext, ciphertext).
Chosen-text theadwersarychooses

the plaintext to be encrypted.

the ciphertet to bedecryptedchoserciphertet).

the plaintext to beencrypteddependingn ciphertext

recevedfrom previousrequestgadaptve chosen
plaintext).

ClassicalCiphers-p.3



Monoalphabetic Substitution Cipher

Shift ciphet for e.g.,Caesass cipheris avery simplepermutation,
for e.g.,rotl3 An exampleis shift by 3.

abcdef ghi j kKImnopgr st uvwxyz
TR 17 1 S 3

def ghij kImnop grstuvwxyzabc

Sothesecreimessagéattack at dawn” is encryptedas

at t a c k a t d a w n
H # # H#H H# H H# H H#H H H H H OH

d ww af n d w g d z ¢

Keyspace25. Canbebrokenusingciphertext only.

ClassicalCiphers-p.3



Af ne Ciphers

A speci c way to constructa permutationChoosawo
Integers and , with gcd( ;26) = 1, andconsiderthe
cipheringfunction

y= x+

Keyspace= 11 26.
Easyto breakwith a ciphertet only attack.

ClassicalCiphers-p.3



Mono Dbetic substitution cipher

In generalthesecrekey is atable,apermutation that
mapseachsymbolof PT ontoasymbolof CT, for e.qg.,

abcdef ghi | kl mnopgr s tuvwxyz
AT # T T #HH

pandor sbxcef ghijklmqgtuvwyz

Keyspace26! (permutations).

At 1 decrypt/ s, requiresl0® yearsto cycle through.

Constructinganeasyto remembepermutations
simplewith a keyword, suchas“pandorasbox”

above.

ClassicalCiphers-p.3



Mono Dbetic substitution cipher: ::

Unfortunately onecanusefrequeny of Englishletters

e

12.5%

t

9.25%

8.04%

a
o

7.60%

7.26%

n

7.09%

andpairsto breakthis cipherusinga ciphertext only

attack.Most commondigram th, mostcommon

trigrant the.

ClassicalCiphers-p.4



Example of mono cryptanalysis

Examplefrom [Kip99.

ETNAN XFWN LYK Y RYETNA QFEBWKXF LTX KYQP ETOQK YPHQWN
QK RXA DXB KXF DXB PXFE LYKT DXBAKNMR LNMM KX DXBA
RNNE KCNMM MQUN TNMM QR QF VNP LOET Y ZQAM UNNI DXBA
KTXNK XF

| SetN = E asN is themostfrequentletter; now searchfor the, 3 times
N is precededy T, setT = H, 2timesTN is precededy E, setE = T.
NoticetheloneY, setY = A. The rst word couldbethere, sosetA = R.
If A= R,thenR 6 R, maybeR = F.

Try http://localhost/info/cgi-bin/mono.cdor ademo.

Unfortunately samdettersin plaintext encryptto
sameettersin ciphertext.

ClassicalCiphers-p.4



Vigenere Cipher

Inventedcircal520.Applied arithmeticto ciphers.
whatani cedaytoday

UsetheVigeneretableauo encryptor decryptmessages.
It' slike n Instance®f Caesais cipher Or, it' s addition

Keyspace26', n is thenumberof symbolsin the
Key.

t evensoutthefrequeny disparityin the plaintext
alphabet.

ClassicalCiphers-p.4



Vigenere Cipher: : .

Vigenerestableau(partof)

abcdefghi j k | mnopg st uvwxyz

o O T

abcdefghi j k | mnopg st uvwxyz
bcdefghi j k | mnopgrstuvwxyza
cdefghi jkl mnopgrstuvwxyzab
defghijkimno pqgrstuvwxy zabc

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher: :

Easyto break[Fri84, pg.17], [Sta99 pg.40], [P 96,
pg.35]:

Find key length.Kasiski: Identicalsequencesf
plaintext atintegral multiplesof keyword length
identicalciphertext sequenced.ook for common
factors.

Englishusessereralendingsandbeginnings
disproportionatelyften.

Wordssuchasof, and to etc. appeain high
frequeng.

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher: :

Divide theciphertext into key lengthsizedblocks.
All elementzorrespondingo thesamerelatve
positionwithin eachblock form amonoalphabetic
cipher. Breakeachfor every positionof theblock.

Ciphertext only attack.

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher:

Usethelndex of Coincidence It is de ned asthe
probabllitythattwo randomlyselectedettersin a
ciphertet areidentical.

2
zn(n 1)
wheren; Is the# of occurrencesf symboli, saya

| C =

A

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher: :

Seg TWO02, Section2.3] for details.To computgkey;.
Whatif we computed C from theciphertet

Ci.:.....:Cy Sampleby countingcoincidencesvith
theshiftedciphertext ¢ :::chCriiic 1 ?If
k = jkey], then

C1; G areshiftedby thesameamountasarec,; c.+1 etc.

Sowe should nd thel C to becloseto thatof English!

Becausea mono betictransformatiordoesnt changehe
| C.

ClassicalCiphers-p.4



Index of Coincidence ::

Anotherinterpretatiorof | C is thatit's a measuref
thevariationbetweerfrequenciesn adistribution
from theuniform] [P 96, SectionZ.S].P

f representaplaintext symbol,then P = 1.

_et's nd thevariationof agivendistributionfrom a
“at distributionP = 15 j.

P _ 2
varznglz 12%
— :aP T
p P

Now, P? i N 11 | C = var + const

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher: :

Example:Considertheciphertet

WSPGM HHEHM CMTGP NROVX
VESQT IMMKW BMTKW  CSTVL

JXTJI RIRVE XRTAX  WETUS
TWSGR HIRGK PVDNI  HWOHL
JX

CXHCX HSMGX WMNIA  XPLVY GROWX  LILNF

WISCQ TXHKR
TGOPZ XGTQM

BITIM CKMCO
DAIVX JVNUS

ClassicalCiphers-p.4



Cryptanalysis of Vigenere Cipher: :

Thecountsof thevariouslettersare:

a b c d e f gh 1+ jJ k I m n o p g r
3 2 7 2 4 1 8 9 10 5 5 5 11 5 5 5 3 8
s t uv w X Yy zZ
8 12 2 8 9 13 1 1

Thetotal # of lettersis 152 Thus

| C

I:)25

1)

Pn(n 1)
3 2+ 2 1+

10438
152151

10457

1 0O+1 O

ClassicalCiphers-p.5



Index of Coincidence ::

| C Is apredictorof key lengthwhenit is small. It
cannotdiscriminatewell for largekey lengths.

:038= 1=26, which is whatwe'd expect.

keylen 1 2 3 4 5 10 large
IC  .068 .052 .047 .044 .044 .041 .038

ClassicalCiphers—p.5



Permutation Cipher

ColumnartranspositionConsiderthe plain text
“*howareyoudoing”. Write this astwo blocksof seven
charactergach

hjojw|a|r|ely
ojujt|jojdjaly

Theciphertext is the plaintext readin columnorder So
theciphertext is “hoouwtaordeayy”.

Samedetterfrequenciessoriginal text.
Canbebrokenusingaform of frequeny analysis.
Canbebrokenwith a KPA.

ClassicalCiphers-p.5



Permutation Cipher:::

It' s a permutatioronthe positionof PT symbolsin the
correspondin@T. For e.g.,HELLOWORD mightbe
transformednto LWHOEROLD. An example
permutations

[
w HF
o #F= N
— & W
> H7H b
N H Ol
N H O
O #
o H 00
O # ©

ClassicalCiphers-p.5



Playfair cipher

1854by Sir Charleswheatstone.

5 5 matrix of lettersconstructedisinga keyword
[Sta99.

In generaljnserta ller lettersuchas”l” between
successke identicallettersto avoid needingio
encryptpairssuchas“tt”.

M|IO|N| AR
C|H|Y | B |D

ATTACKATDAWN
E|F| G |IJ]|K

RSSRDERSBRNY
L | P| Q T
U Vv W Z

ClassicalCiphers-p.5



Playfair Cipher: ::

Usedby the British Army in WW 1.

Freqgueng analysismoredif cult. But still susceptibldo
digramfrequeny analysis.

Flatterdistribution thanplaintext, neverthelesplenty of
structure.

Both digramsre ander common.Solif pairsiG & Gl are
common.g;li; r; g probablyform the cornersof asquare,

suchas

e | e
or | J
g r | T

Lastfew rows of the matrix predictable.

Eachplaintext letterencryptsto oneof ve ciphertet letters.
h | fc;y;b;d;fginthepreviousexample.

ClassicalCiphers—p.5



Hill Cipher

Inventedby LesterHill in 1929.A block ciphet
C=KP mod 26 0 kj < 26
A ciphertet letterdepend®n multiple plaintext

letters!

Strongagainstciphertet only attack,but easily
brokenunderknown plaintext attacki.e., givenaset

of (P; C) pairs,solvefor K.

det(K ) shouldberelatvely primeto n in orderfor
K to beinvertiblemodn.

For ablock sizeof 8, keyspace 264> 2 10

ClassicalCiphers-p.5



Perfect Substitution Cipher

Useanin nite nonrepeatingsequencaskey.
Confound9oth KasiskiandIndex of Coincidence.

One-timepad.However, therels
needfor synchronizatiormetweersendeand
recever.
needfor unlimitednumberof keys.

Long randomnumbersequencesCanbe usedat
bit level [Glilbert Vernam,1918]. However,
statisticalpseudorandomness unpredictable.

Long sequencefom books.
Digits from the phonebook. (might have some
non-uniformity

ClassicalCiphers-p.5



Linear Congruential Generator |5

A Linear Congruential Generator is of theform
ri+1 = (@ r;+ b modn

wherea, b, n areconstantslit' stotally linear! For e.g.,giventhe
randomsequenc®588334563966079042147285887or
n= 2% 1 wehavetheequations

396607904 = a 958833456 b mod2147483647

2147285887= a 396607904 b mod2147483647

396805664 = a 562225552 mod2147483647
a = 16807

ClassicalCiphers-p.5



Vernam Cipher

GilbertVernam,1918.

Choose&eyword aslong asplaintext with no statistical
relationshipto it [Sta99 pg. 40]. Workson bits.

G=p Kk

One Time Pad (JosephMaubogne): Usea randomkey
aslong asthe messagehut only once!

ClassicalCiphers-p.5



Rotor Machines

Threerotorsplusare ector.

After every letterwasencryptedtherotorturned
like anodometer

Eachletterencryptedby effectively anew mono
alphabeticsubstitutioncipher

ClassicalCiphers-p.6



Knapsack Encryption 5

Givenasetof integersa,; a,; : . :a,, hd whetherasubsebf them
addsupto agivenintegert. For example,for theset

A=14,7,331,1278 11,2919

|s therea subsethataddsupto 17? To 1297

To encrypttext, say“NUS IS GREAT,” usethe ASCII bit sequence
of eachcharacteto selectthe setof numberan the“knapsack™o

add.So
N =0x4E=01001110=7+ 12+ 78+ 11= 108

U=0x55=01010101=7+ 1+ 78+ 291= 377.

ClassicalCiphers—p.6



Knapsack Encryption: :: 5

Alternatwvely, theknapsaclcanhave 16 numbersandyou can
encrypttwo characteratatime. Supposédhat

A=14,7,331;12 78 11,291,101, 29, 1101, 561; 487, 9826 791, 893

Thenyou encryptthe messagas

NU | SI|SG|RE|AT
Thedif culty isthatsolvingthegeneraknapsacks asdif cult for
therecipientasit is for theenemy

ClassicalCiphers-p.6



Merkle-Hellman Knapsack Encryption 5

Make the problemdif cult for theenemybut easyfor therecipient!
A superincreasingknapsackis onein whichtheintegersin the
knapsacKorm a superincreasingequencerl hatis

W1
A > Q
=1

| Give a demoof superincreasingequenceausing printSuperincreasing-

Seq(superincreasingSeq(7)).
An exampleis theseqguence

A = 177,105192 392 801, 1662 3286 6539

ClassicalCiphers-p.6



Merkle-Hellman Knapsack Encryption: :: 5

Now supposingpnewereto askif theres asubsebDf #s
In theknapsackhataddupto 2967 theres aneasyway
to nd it!

But the problemis thatsolvinga superincreasing
knapsacks aseasyfor theenemyasit is for the
recipient!

Sowe try to confoundthe enemyby transforminga su-
perincreasingtnapsacknto a“random” one.

ClassicalCiphers-p.6



En/decryption with MH Knapsacks 5

P
Chooseaprimem > a;. Chooseaw rel. primeto m.
TransformA into B suchthath = w a modm.

Let'ssaythatm = 13917for theexampleabove andthat
w = 269 Then

B =16796411,989/80296714173471634911

To encodehecharacterN' whichis 01001110we mightdo
411+ 6714+ 1734+ 7163= 16022

To decodéehis numbeytherecipientdoes
269 1 16022mod13917= 3725 16022mod13917= 5854

Solvingthe superincreasingnapsackor 5854givesthe set
105+ 801+ 1662+ 3284

ClassicalCiphers—p.6



En/decryption with Knapsacks:: 5

Practicallmplementation
Generategandomnumber < r; < 2?90 andchoose

a = 2200+ 1,

ClassicalCiphers-p.6



Why is the Knapsack considered hard? 5

Thegeneraknapsackproblemis NP Complete!
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A primer on complexity theory |5

f (n) is saidto beO(g(n)) if 9 c;ng suchthat
f(n) dgg(n) 8n ng
Example:f (n) = 17/n + 10is O(n) because
1/n+ 10 18n

for no = 10.
| Demoplot[n=1:100]17*n+10,18*n.

Example:f (n) = aint+ a; n* 1+  + agisO(nY).

ClassicalCiphers-p.6



A little primer on complexity theory: :: 5

TheclassP: problemghatcanbesolvedin time boundedoy a
polynomialfunctionof the problemsize. For example,sorting,
nding themax of a setof numbersmultiplication
exponentiation

TheclassNP: problemsghatcanbeveri ed in polynomial
time. For example,Hamiltonian cycle, CNF satis ability.

TheclassNP Complete Probleman NP to which every other
problemin NP canbereducedn polynomialtime.

If anNP Completeproblemyieldsa polynomialtime solution,
thenP = NP . In somesensdhen,thesearethe hardest
problemso solve in theclassNP.

Weknow thatP NP , thatP 6 EXP . ButisP = NP ?
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Lessons

= Compresdeforeyou encrypt.
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Number Theory

Chapter3 of textbook
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Modular Arithmetic

If amodn = b,thena=c¢c n+ b. Whenyoureducea
numbera modulon youusuallywantO b< n.

Division Principle [Bar02 pg.61]: Let n beapositve
Integerandlet a beary integer Thenthereis exactly one
pairof integers(c;b);0 b < n suchthat

a=¢c n+>b

Examples:
17mod5 = 2.
5modl7= 5.

8 mod3 = 1.
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Modular Arithmetic :::

Someinterestingoropertienf modulararithmetic:

(a+ b) modn = (amodn + bmodn) modn
(a b) modn= (amodn bmodn) modn

a Ymodn = (amodn) 1

which impliesfor examplethat

(a (b+ c)) modn

(amodn (b+ ¢) modn) modn

(amodn (bmodn+ c¢modn) modn) modn
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Modular Arithmetic :::

Example:

(123403 (12342 + 10044%) mod7
2103 (232 + 3245)) mod 7

2102 9 (232 + 3245)) mod 7

2334 9 (232 + 3245)) mod 7

834 2 (2%2+ 3») mod7

134 2 (2324 3#) mod7

2 (4+ 5)mod7

2 2mod7

4
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Modular Arithmetic :::

Or, 1tis
676427237703960480800617805514490628463396578265560602366454873269138467F
463207919355956469397510085357406342926865506157985561680695328288374 182
8488038849558763634180303504832472507246314833258013960116373859886616799
1933095837785630560123826359207260539700679914567732449971041683690245503
3643899333412749847654642971626166584986296154744033730885173862668803321-
43880280868182620586591866807914549064740934594906378968122996240671 073830
170465374269971438771754620002236124722436864506245588251677296008955240D-
172037257055742380864415433040887992580892514085538198662824639893866896D
49972025379896072951585262587618464530445144792053819386834226%80385181 7B
07910339218128333083413197986892653126445847973635877862257245963943865%
787807559542444116942358643003465906749115689733174380263588238986809903%
474943100607903083886568549182736368333115158684387147293334729032864 1981
0347727796483110738685594792944199344858089699587734429853253842032891 1870
mod7

=4

NumberTheory—p.7



Modular Exponentiation

Sayyouwantto computes**® mod7. You couldcompute
6 6 6 469times
Or, obsene that
469= 111010104= 2°+ 2"+ 20+ 2%+ 224 2°
Thatis
6469 — 628 627 626 624 622 620

| Soinsteadcomputeeachtermindividually with onemultiply each. That
is, computeb?; 6*; 6°; 6%°; 632; 6%4; 6128; 62°° by repeatedsquaring.
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GCD

The GCD of two numbersa andbis thelargestinteger
thatdividesbotha andb.

GCD(a;b) = GCD(b;a modb)

If dja & dib(LHS) thendjb & dja modb (RHS).
|.e., all divisorsof LHS arealsodivisorsof RHS.

Similarly, if dib& dj(a modb) ) dja.

| Why doesn't GCD(a, b) = GCD(a, a mod b) work?

Becauseg/oucant goin thereversedirection,i.e.,dja & dj(a modb) ; that
djb. Thisis becausef dj(a mod b) thendj(a kb) but it may be thatdjk
Insteadof b.
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GCD: ::

NumberTheory—p.7



ax+ by=d

Theorem TWO02, Page64].

Let a andbbetwo integers,with atleastoneof a;b6 O,
andletd = gcd(a;b). Then9 integersx; y suchthat

ax+ by=d

In particular if a andbarerelatvely prime,then9
Integersx; y suchthat

ax+ by=1

Proof: By inductiononthe GCD procedure.
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Inverse

Theinverseof anelementx modn Is theelementy s.t.

Xy = 1 (modn)

Considerthe setof numberanodulo9.

Not every numberhasaninversemodulo9. In fact,
only numberscoprimeto 9 have inverses!
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Inversemod 9

0

0

NumberTheory—p.8



EGCD

The ExtendedeuclideanAlgorithm EGCD (f ; d)

permitsoneto nd d * (modf) andf ! (modd)
[providedthatGCD (f ; d) = 1] in additionto
GCD(f: d).

Startwith thevectors
(1;0;f) & (0;1;d)

andreduceonevectorwith anothery subtractinga
multiple of onefrom the seconduntil theresulthas
thethird componentl..
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EGCD:::

Both vectorsmaintainthe invariant

f X1+ dXo = X3

Eventually you getanequationof theform

fxXi;+dxo =1

Thisgivesx, = d ! (modf) andx; = f *(modd).
| Shav examplesof GCD & EGCDusingRSA.pmand™/bin/perl/eycd.
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Modular Division

Propositionf TWO02, Page68].

Let a; b;c;n beintegerswith n 6 0andwith
GCD(a;n) = 1. If ab ac(modn) then

b c(modn)

Example:2 1 2 4 (mod6), but
16 4 (modo6).

Solvingax c¢c(modn), GCD(a;n) = 1lisnow
easy
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Modular Division:::

In theequationax b (modn), whatif
GCD(a;n) = d> 17?

If d § b, thereis no solution.

Solve (2)x  (2) (mod?Y). Letthesolutionbexo.
Thenaxy b(modn).
Thesolutionsof ax b (modn) aretheunique

valuesmodn thatsatisfytheequationabove. The
equationhasd rootsmodn,

Eachis distinctmodn, but mod %
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Modular Division:::

n 2N
O—d T N

Theresasolution0 < xq < 3 for

(B)x () (mod3).

Butif Xo is asolution,thensois xo + k3.
But Xg andxo + kj are6 modn forO< k < d.
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Primes

An Integera > 1 whoseonly divisorsarethetrivial
divisorsl anda Is saidto bea primenumberf CLRSO01.
Example:2;3;5;7,11,13,17,19, 23,29, ::::::

If n Isacompgpsitanteger, thenn hasa primefactor
notexceeding n

Whatthis meands thatin orderto testa numbem
for prlmalbty It's sufcient to try dividing it by all

primes

Therearein nitely mary primes[R0s93 Theorem
1.17].
n! + 1 cannothave aprimedivisor n.
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Primes:::

(X), thenumbersof primes n! n=logn as
n! 1.
n=logn! 1 asn! 1.
Eventhoughthe# of primesis 1 , its density
getssparseandsparseasn! 1 .

Approximatelyspeakingpnewould needto
sampldogn numberdo nd aprimecloseton.

| Use Gnuplotto “plot [n=1:1000000]n/log(n),n” to shav how n/log(n)
varieswith n.
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Primes:::

Considernding all primes 25usingthesieve of

Eratosthenes.

O

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25
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Factorization

Find afactorBf n by successely dividing n by
primes2:::b nc.
To nd thefactorsofn, nd x 6 y (mod n) with

x? y? (mod n) [TWO02, Sec.6.3]. Then,
gcdx v, n) givesanontrivial factorof n.

Pollardsp 1 method.Findanumberx that'sa
multipleof p 1 wherep is anon-trvial factorof n.
Thenfor arel. primeton () alsorel. primeto p),

a* 1(modp)

ora® 1lisapossiblenon-trvial factorof n. See
[TWO02, Sec.6.4]for detalls.
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Fermat's Theorem

For prime p andintegerb notdivisible by p,
!t 1 (modp)

ConsideP =1b 20 3b (p 2)b (p b= (p 1)

1 b6 2 b6 3 b6 6 (p 1) bbecaus¢heresidue
systemmodpisa eld andbhasaninversein it.

Thuslb;2b;::: merelyenumeraté¢henumbersl:::(p 1)in
someorder

Cancelingout(p 1)! from bothsides[becausdp 1)!is
coprimeto p] of theequationwegetl® 1 = 1.
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Using Fermat's Theorem

Considertheprimel?. Then

216 = 65536= 1 mod17.
416 = 4294967296 1 mod17.
15'° = 65684083557128906251 mod 17.

Let'stry the sameexercisewith the prime 19.

218 = 262144= 1 mod10.
418 = 68719476736 1 mod19.
15 = 14778918800354003906251 mod 19.

| If xP 1 = 1 modp,thenx xP 2= 1 modp. ThismeanghatxP 2 is
theinverseof x modp.
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Euler' stheorem

It Is ageneralizatiorof Fermatstheorem.

De nition: (n) isthe# of positve integers< n that
arerelatvely primeto n.

Fore.g., 9) = 1,2,3,4,5,6,7,8= 6.
If pisprimethen (p)=(p 1).

Theorem:if GCD(x; n) = 1, then

x (M = 1 (modn)
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Fuler's function

(p") =p" p° ' Numbersnotrelatively primetop" are
p:2p;:::;p°  p. Thatisp” ! 1 numbersTherefore# of
Integersrelatively primeto p" are

PPl (Pt D=p (p 1)
If gcd(m; n) = 1then
(mn) = (m) (n)

Followsfrom CRT. Thepairs(x 2 f (m)g;y 2 f (n)g) are
relatively primeto bothm andn. ConsidelCRT 1! of (x;y) to
beamod (mn). If gcd(a;mn) 6 1, letgcd(a;m) = d6 1.
Thendjaandd) m, sodj (a mod m).
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Primiti ve Roots

g is aprimitiverootof n if ord(@) = (n).

Not all integershave primitive roots. Integerswith
primitive rootsareof theform: 2;4,p ;2p , podd
prime.

Whenp Is aprime,aprimitive rootmodp is a
numberwhosepowersyield every nonzeronumber
modp.
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Primiti ve Roots : ;
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Primiti ve Roots : ;

Let g bea primitive root for primep [TWO02, Sec.3.7].
If nis aninteger, theng" 1 (modp) iff

n O(modp 1)
If j andk areintegers,theng  g* (modp) iff
] k(modp 1)
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CRT

See[Knu98 Section4.3.2].

Alternatve for doingarithmeticon large numbers.

primein pairsandwork onresiduesl modm;
Insteadof with u.

Regard(uq; Us;:::;u,) asanew typeof internal
representatiofor u.

Disadantage:Cant testfor >, over ow, do
division.
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CRT:::

AdvantageParallelizesmultiplication.

(UgUz;iiiiur) + (Vas Vs iiive) =

((up + v¢) modmy;:::;(u + vi) modm;) (1)
(UiUg;iiiiur) (Vi Vg iiiive) =

((up  vy) modmg;:::;(u  Vv,) modm,) (2)
(UgsUz;iiiiur) (Vo Vo iiiivy) =

((up  vy) modmg;:::;(u  Vv,) modm,) (3)

You canseetheabove because

uv mod m; = (u mod m;)(v mod m;) mod m;

This meanghattherepresentationf u v in them; component
shouldbe(u mod m;) (v mod m;).
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CRT:::

Proof:Letm = mim>, m, andletu;;u,;::::u, be
Integers. Thentherelis exactly oneintegeru suchthat

O u<m”?u u (modm);1 |

Let My = m=my. ThenGCD(M; my) = 1. SoM, *
modmy exists. Let thisbeyy. yk Is small,with
0< yx < mg. Then

U= ull\/I1y1+ UZMZYZ"' + Ueryr
IS the solutionof the simultaneougongruences.
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CRT Example

Letm;= 9 my= 10m3= 11 Thenm = 990
Supposeg/ouwantedto nd 88%°° mod990Q

Find therepresentationf 889in the new system,
which (7;9;9).

Now 889% = (7;9; 9)8% =
(7°%? mod 9; 9°°° mod 10, 9°°° mod 11)

Thatis= (4, 9;5).
Corvertthis backto theinteger= 409.
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Squarerootsmod p

Theorem(Euler's criterion): a is aquadratiaesiduéan
Z, iff
p

a’z 1 (modp)
f aisaQR,thenleta= 2 Thenaz = P11 1.

f a1, leta= ¢g.Sog® Y2 1 Butgbeing
agenerato) itsordisp 1)
(p Dji(p 1)=2) iiseven) aisOR.
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Sguarerootsmod p::

Letp 3 (mod4) beprimeandlety beaninteger Let

x yP*D= (modp). Then,

If y hasap “modp, thenthey are  x.

Otherwise, vy hasaIo “modp, thenthey are x.

x* yPt o yHP by (modp)
This meangthatx? +y or x? y. So, at leastone
of yisaQR.Butby Euler'scriterion,only oneof them
canbe,becaus¢p 1)=2= (4dk+3 1)=2=2k+ 1is
odd.
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Sguarerootsmod p::

Example:Find P 26055modtheprime 34807
34807 3 (mod 4).

2605%34807+1)=% (mod 34807)= 33573

Example:Findall P 1522756m0d2325781
2325781= 523 4447
Both523and4447are 3 (mod4).
UseCRT to nd thefour solutions.
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Finite Fields

A eld F (sometimesienotediy F) Is asetof elements
with two operationst and satisfying:

F Is closedunder+ and , commutate w.r.t + and
~associatiew.r.t + and , and distributesover + .

O is theidentity for +, 1is theidentity for
8a2F,9 aja+( a)=0.

8a6 02 F; 9 amultiplicativeinversea 2 F
suchthata a = 1.

For every power p" of aprime,thereis exactly one nite
eld with p" elementsandthesearetheonly nite elds.
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The Ring of Polynomials Z,[X |

Thisis thesetof polynomialswhosecoefcients 2 Z,
l.e.,f0; 1g.

x°+ x3+ 1 01001001

0, 1.

+; ; sameaswith polynomialsexceptthat
coefcients areaddedandmultipliedin Z».

Division possiblewith aremainderFor e.g.,

P+ x3+ 1
X2+ x+ 1

(g x?°+Lr Xx)
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Irr educible polynomial

LetF bea eld. A nonconstanpolynomialf (x) 2 F[X]
IS saidto beirreducibleif f (x) cannotbeexpressedsa

productof two polynomialsof lower dep

Pg.295].

ree[Gal02

f (x) = 2x?+ 4isirreducibleover R but reducible

overC.

f (x) = x?+ lisirreducibleoverZ; but reducible

over Zs. Factorsinto (x + 2)(x + 3).
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Zp|X ] mod (irreducible polynomial)

Procedurdor constructinga nite eld with p" elements.

Zp| X ]Is thesetof polynomialswith coefcients
modp.

ChooseP (x) to beanirreduciblepolynomialmodp
of degreen.

Let GHp") beZy[X] modP (x). ThenGHp") isa
eld with p" elements.

Usingdifferentirreduciblepolynomialsgenerate
Isomorphic elds.
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GF(2°%) and AES

Corvenientto represenéi eld elementasabyte.
Irreduciblepolynomialis x8 + x*+ x3+ x + 1.
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Examples

Shav thatx* + x + lisirreduciblein Z5[x].

| Atleastonefactoris of degree 2. Possiblechoicesarex?+ x+ 1, X2+ 1,
X + 1. Noneof themdivide x* + x + 1.

Shav thatx'® x (modx*+ x + 1).
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Ints mod p vs Poly mod irreducible

Integers
Primenumberg
Zq

Field with g elements

Zp[X]

IrreducibleP (X) of degreen

Zp[X ] (modP (X))

Fieldwith p" elements
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Block & StreamCiphers

Chapter4 of textbook
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Block Ciphers

A block cipherof block sizebbits speci esa
nermutatioron b-bit valuesfor eachkey.

DESIs a64-bitblock cipherwhile AESis a 128-bit
nlock cipher

l b bits

. b bits

Block Ciphers& DES—p.11



Block Ciphers:::

A b-bit block has2® plaintext andciphertext blocks.

Thismeanghereare2® permutationsThus,a 64-bit
block cipherwith 80-bit key is notananomaly
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DES—History

Describedn FIPS46-3

Late'60s Feiselworkedon block ciphers.
1972— NBS (NIST) issuedRFP

1974— IBM developedandsubmitted . UCIFER
(64 bit block, 128bit key).

NSA“x ed’it (S-boyes).

1979— Adoptedasastandardacceptedy the
bankingcommunity

1999— Brokenin 22 hoursusingexhaustve key
search.
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DES—Properties

Block size= 64 bits; key size= 56 bits.

Softwarenightmarebecaus®f permutationand
tablelookups.

Greatfor pipeliningbecauseachroundcanwork
onadifferentkey.

Key sizetoo short—brutgorce searchpossible.
Exhibitsstrongavalancheeffect[Sta99 pg. 73].

DES(X) = DES(X).

Block Ciphers& DES—p.11



Block Ciphers — DES

Feed swapped from the bottom of the firs

LO RO R3 L3
| KO | K2
f/ F F
?ﬁ v
L1 R1 R2 L2
| K1 | K1
P, F F
L2 R2 R1 L1
| K2 | KO
T : ;/>F<$
L3 R3 RO LO
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Block Ciphers — DES: ::

~eistelStructure.
Decryptionessentiallylsameasencryption.
nvertsitself with areversedkey schedule.
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Block Ciphers — DES: ::

Theinitial permutationP.

58
60
62
64
57
59
61
63

50
52
54
56
49
51
53
55

42
44
46
48
41
43
45
47

34
36
38
40
33
35
37
39

26
28
30
32
25
27
29
31

18
20
22
24
17
19
21
23

10
12
14
16

11
13
15

~N O Wk, 000 BN

Input bit 58 goesto outputbit 1.

Bits arenumberedrom thetop-left (1) to the

bottom-right(64).

Tableshavs the sequencef connection®f output

bits afterIP.
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Block Ciphers — DES: ::

P listheinverseof IP.

f bit x goesto bity in IP, thenbit y goesto bit x In
P i
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Block Ciphers — DES: ::

TheE bit selectiontable.Convert32!

32
4
8

12

16

20

24

28

1
S
9
13
17
21
25
29

2
6
10
14
18
22
26
30

3
7
11
15
19
23
27
31

4
8
12
16
20
24
28
32

5
9
13
17
21
25
29
1

48 hits.

Divide inputinto groupsof four (eightsets).
Corverteachgroupinto six by borroving from

adjacenmembers.

Bit 32in theinputbecomeit 1 in the outputetc.
Bits arenumberedrom theleft (1) to the right{ed)ys-»



Block Ciphers — DES: ::

TheS boxes.
row 0 1 2 3 4 5 6 4 8 9 10 11 12 13 14 15
0 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 4
1 0 15 V4 4 14 2 13 1 10 6 12 11 9 5 3 8
2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
3 15 12 8 2 4 9 1 V4 5 11 3 14 10 0 6 13

Take the rst andlastbit of theinputasatwo bit
binarynumberto index therow.

Take themiddlefour bits asa binarynumberto
iIndex the column.

Bits arenumberedrom theleft (1) to theright (64).
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Block Ciphers — DES: ::

Thekey schedule.

PClmaps64bits! 56 bits.
Bits 8; 16, 24; 32, 40; 48, 56, 64 areparity bitsand

areskipped.
Bits arenumberedrom theleft (1) to theright
(64).
PC2mapsb6 bits! 48bits. It' sthesameateach
step.

Fixedleft shiftsat eachstep.
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Block Cipher Modes

Usedto encryptsomethingotherthanexactly a
block size.

Doesnt provide tamperresistancdy itself.
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Block Cipher Modes— ECB

Ci = Ex(M;). It'smalleablei.e.,anactve intrudercan
swap C; andC; or composevholemessagefsom parts
of separat®nes,asin for e.qg.,[P 96, Sectiord.4].

Depositor| Account# | Amount
24B 8B 8B

| Andit'spronetodictionaryattackd.e.,if C; = C; ) M; = M;. InDES,
thereare2®* CTs,soby the birthdayparadoxtheres a probability> :5 that

232 plocksof randomCTswill resultin a collision. Thisis= 8 232 =
32GB of text.
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Block Cipher Modes— CBC

C = Ex(Mi G q).

V Is secretbecausanitial partsof the messagenay

neknown, suchase-mailheader®tc.,which would
orovidea (M ; C) pair.

A transmissiorerroraffectsat mosttwo plain text

blocks,the block containingthe errorandthe
following one.

Decryption:M; = Dy(C;) GC;i 1.

Block Ciphers& DES—p.12



Block Cipher Modes— OFB

Ci=P E(V).
TurnsDESInto a streancipherlike mode.
Both IV andK aresecret.

Nobodyusest becauseéherearemuchfasterstream
ciphers.

Transmissiorbit errorsdo not propagte.

Block Ciphers& DES—p.12



Block Cipher Modes— CFB

Ci=P EGC J).
Also a streanmodeof operation.

Transmissiorerroraffectsat mosttwo plain text
blocks.

Decryption:P; = C; Dy (Ci 1).

| Soit seemghatatransmissiorerror affectsat mosttwo plaintext blocks
In this caseaswell becausen orderto decryptC;, oneonly needsC; and
Ci 1.

Block Ciphers& DES—p.12



DES—Properties : 5

9 keysk iIn DESsuchthat
DES(DESK(m)) = m

Or, 9 keysk suchthatDE Sy(m) = DES, (m).
Thesearecalledweakkeys. Thesearekeys that
generata key schedulan which

Ki = ko = = Kis

Block Ciphers& DES—p.12



DES—Properties : 5

9 keysk; k®in DESsuchthat
8m; c= DES((m) ™ m = DESk(C)

OrthatD ESo(DE Sc(m)) = m [x5c, Q. 67]. These
arecalledsemi-weakkeys. Thekey scheduldor Kk is
thereverseof thatof k°

| Shav my m4 diagramof propagtingLo; Ro toL1g; R16.

Block Ciphers& DES—p.13



DES—Properties : 5

Weakkeysin DESare[P 96, Table3-10]:

Left half | Right half WeakKey Value
Zeros Zeros 0101010101010101
ones ones | FEFEFEFEFEFEFEFE
Zeros ones 1F1F1F1FOEOEOEOR
ones Zeros EOEOEOEOF1F1F1F1]

Exampleof semi-wealkkeysin DESare[P 96,
Table3-11]:

(OIFEOIFEOIFEOIFE; FEOIFEOIFEOIFEOQ])

Block Ciphers& DES—p.13



AvalancheEffect 5

4 PTorKey) 4 incT

| ExtraCredit: Studyandpresentnotherlock cipherandsummarizat in
asinglepage.

Block Ciphers& DES—p.13



Block Cipher DesignPrinciples |5

# of rounds—the morethebetter
Designof theF function(provides“confusion”).
Key Scheduling.

Block CipherDesignPrinciples—p.13



Block Cipher DesignPrinciples: :: |5

Designof theF functionin the context of Feistelciphers.
As non-linearaspossible.

Strict avalanchecriterion: 8i; ] ary outputbit| of
an S-boxshouldchangewith probability 1=2 when
singleinputbit I is inverted.Or, aboolean
expressionnvolving any outputbit involvesall
iInput bits.

Bit independencecriterion: 8i; | ; k outputbits|; k
shouldchangandependentlyvhenany singleinput
bit | IS Inverted.

| Approximatelyspeaking,00;01;10;11 (1 ) bit ip, O ) no bit-1p)
shouldbe equiprobable.For all inputs, create2(™ 1) pairs,onein which

iInputbiti = 0 andtheotherin whichtheinputbiti = 1:::See[WT85] for
moredetails.

Block CipherDesignPrinciples—p.13



Attacks on Block Ciphers b Exhaustive Seaich

Try all possiblekeys. 2°° keys  10'° keys.

Cost Time
1 DESencryption/ s > 1000years
Wiener$100K machine 35hours

Wiener$l M machine | 3:5 hours=210mins
Wiener$10M machine 21 mins

Block CipherDesignPrinciples—p.13



Attacks on Block Ciphers b Differential Cryptanalysis 5

Biham& Shamirl989.
O(2*) time andO(24')(M ; C) pairson DES.

If the S-boeswererandomadifferential
cryptanalyticattackwould requireO(22°) time and

O(22%)(M ; C) pairs.

Block CipherDesignPrinciples—p.13



Attacks on Block Ciphers b Linear Cryptanalysis

BreaksDESin O(2%%) time andO(24%) randomly

chosen M ; C) pairs[Mat93].
Essentiallya known-plaintext attack.

Block CipherDesignPrinciples—p.13



Linear Cryptanalysis:: : 5

Find “effective” linear expressiongor DES of theform

Plig;ig;iiiial Clajoariinijnl = KK koo k]

thathold with probabilityp. jp  1=2] representshe
effectivenesf theequation.Guess of egn.if p> 1=2
andé otherwise.Canthendetermineonekey bit

randomsamplesLet T of themevaluateto O.
If p> 1=2, guesK [ky;Ks; 11 ke] = dT=Ne.
If p< 1=2, guesK [ky;ko; k] & dT=Ne.

Block CipherDesignPrinciples—p.13



Linear Cryptanalysis D Linear Approximation of S-boxes |5

Giventhatfor Ss (S box#5), the4™ inputbit is relatedto
thefour outputbits with probability 12=64, we can
propaatethis equatiorthroughathreeroundDES as
follows (roundsl and3) [Mat93:

PH PL
[22] K1

[7,18,24,29] |
F1 18] g
%< K2
F2 X2

K3

[7,18,24,29}

X3
CL
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Linear Cryptanalysis D Linear Approximation of S-boxes:: |5

Xo[7,18 24,29] Pnyl7,18 24,29] = K4[22]
Xo[7,18 24,29] Cnx[7;18 24,29] = K3[22]

CancelingX ,[7; 18; 24; 29]we get 2,
Pul7;18 24;29] Chl7,18 24,29] P_[15] C_[15]= K

Extra Credit: Break 5-round DES as describedin
[Mat93].

A ook atit thisway: X1[15] K1[22] = Py [7;:18;24;29] X[7;18;24;29] and
X3[15] K3[22]= X2[7;18;24;29] Cu|[7;18;24;29]

Block CipherDesignPrinciples— p.14



DES Variants—Double-DES

If Ex(M) Is asymmetricciphet thende ne

DEkl;kz — Ekl(Ekz(M ))

Pictorially, it isM

Ex

2

Ex

1

Block CipherDesignPrinciples— p.14



DES Variants—Double-DES :;

Susceptibleo meet-in-the-middlattack.Givenan
(M;C) pair:
Stepl: Build thefollowing table(sortedon
Ex(M)) for all keysk

Ki | Ex, (M)
k2 | Ek,(M)
ki | Ex, (M)

Step2: 8y, checkif E, (C) is in thetablefor
somekey x. Then(x;y) encryptsM ! C. Fora
k bit key, time 25+ 2% log2¢ k 2X.
Thatis, givenenoughspace DE Is only assecure
ask.

Block CipherDesignPrinciples— p.14



DES Variants—Triple-DES

If Ex(M) Is asymmetricciphet thende ne
2KTEk1;k2 — Ek1 Dk2 Ek1

Key length= 112bitsfor DES.

Dy, only for backwardcompatibility coulduseE
iInstead.

Block CipherDesignPrinciples— p.14



DES Variants—Triple-DES: : .

Effective key lengthis k bitsin a CCA/CFA.

P——— A +O —— B o C —eo—»
X Y Z
f f f
K1 K2 K1

| For all keys k computeDy, (0) in atableT. Now, for eachkey k, nd
P = Dk(0). DoaCFA onpto nd thecorresponding. Fromthis (z; k)
nd y. Seeif y occursin T. Thisis a possiblepair of keys for T-DES.

Exceptfor anuncommonattacknotedby Merkle, triple DES doesyield the
expectedstrengthof 2112 [P 96, Sectior4.5].

Block CipherDesignPrinciples— p.14



DES Variants—Triple-DES: : .

Betterto usethreeindependenkeys.

TEk1;k2;k3: Ekl Dkz Eks

Effective key length=112bitsin a KPA
(meet-in-the-middle).

Block CipherDesignPrinciples— p.14



DES Variants: DESX

DESX: Actually a genericconstruction.

Eklikz;ks = ki DESkz (M k3)

Inventedby RonRivestaround1984.

Intendedo protectDES acainstexhaustve key
search.

Key-sizefor DESX=2 64+ 56= 184bits.

Effectve key length=64+ 56 1= 119bits
[KR96].

DESXhashardlyany computationabverheadbver
ordinaryDES

Block CipherDesignPrinciples— p.14



DES Variants: DESX: ::

DESXIs securaagainst“generic” (blackbox)
attackssuchasexhaustve searcl{ KR96].

DES«(M kY andDES((M) kParenogood.

| To breakthe formerassumdhat you have two pairs(my;ci); (my; Cy).
Now, for eachk, (m1;c;) revealsa k® that canbe veri ed with (m»;c,).
So you just needto cycle throughthe spacefor k. The latter is simpler:

given(mg;ci); (M2;C2),¢c €2 = Ex(my) Ex(mz). Soyouagaincycle
throughthe spaceof k to satisfyoneor moresuchrelations.

DESXassume®ESto beanidealcipher i.e.,
1, 2:..1; ok areindependentandom
permutations.

ExtraCredit: Read[KR96] andsummarizen onepage.
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StreamCiphers

Let's approximateOTP with apseudo-randor@TP
key.
Thepseudo-randorgeneratoseeds the key.

Block CipherDesignPrinciples— p.14



StreamCiphers — LFSR

Goal: Choosdapsandinitial contentsothattheperiodis
aslongaspossible.Hopefor 2" 1 (excludeall 0's).

Block CipherDesignPrinciples— p.14



StreamCiphers — LFSR:::

Pro: Veryfastin hardware.

Con: Thelinearity of the LFSRIs its weaknesslt canbe
brokenwith only 2n bits of known (plaintext, ciphertext).

| Fromthis you canget2n bits of key, saykon;:::;kok;. Formandsolwe
thefollowing equationdor thetapvaluest; as

+ tn 1kn 1 + + tlkl

0) 0)
kn+1
E n+2 E t kn+1 + tn 1kn + + tlkz

t k2n 1+ tn 1kn + + tlkn

Block CipherDesignPrinciples— p.15



Stream Cipher—RC4

Streanxciphersdon't encryptPT blocksdirectly.

Inventedin 1987by Rivest. Reverseengineerecnd
postedonthe Cypherpunksnailing list in 1994.

Seed A permutationof thesequencgO: : : 255)andtwo
numberd I;] < 256 Derwvedfrom theinputkey.

Block CipherDesignPrinciples— p.15



Stream Cipher—RC4: ::

doforever:
| = (1+1) % 256
] =( + S[i])) % 256
swap(S[i], S[j]) — updateregisterstate
t = (S[i] + S[j]) % 256
outputS|t]

Is it secureTant proveit.

1997:Rungeneratofor 10'° iterations.LSb of
thesel0* byteshasslightly more1's thanO's.

Block CipherDesignPrinciples— p.15



Featuresof Rijndael

Pronouncecs“Rhine-doll”.

JoanDaemenof ProtonWorld International)and
VincentRijmen (of Katholieke UniversiteitLeuven).

Allowsonly 128,192,and256-bitkey sizes(unlike
the othercandidates).

Variableblocklengthof 128,192,0r 256 bits. All
nine combination®f key/block lengthpossible.

A blockis thesmallestdatasizethealgorithmwill
encrypt.

Vastspeedmprovementover DESin bothhardware
andsoftwareimplementations.

AES-p.15



AES Transformations

Theroundtransformatiorof Rijndaeldoesnot have a
Feistelstructure.

ByteSub is anon-linearbyte substitutionthe S-boxis
Invertible. You take the multiplicative inverseof the bytein
GF(2°) andthenapplyanaf ne transformatiorin GF(2).

ShiftRow Is simple.

In MixColumn, the columnsof the stateareconsidereas
polynomialsover GF(2%) andmultiplied with

f 03gx3 + f01gx? + f01gx + f 02g modulox* + 1. Theinverse
of MixColumn s similarto MixColumn.

RoundKey additionis a straightforward bitwise XOR with the

key.

AES-p.15



Inverting AES

1
| | | ARK 1

| | | ARK 0
%SRl BS! ARK ! McC !
, .

0 1
ass SR MC ARKE
BS SR MC ARK SR! Bs! ARK ! mMc !t
BS SR | AR K SR ! Bs!? | ARK 1

1
0 | ARK 1

EBSlsRlARKl MClE
BS! sSR! ARK ' mMcC !

BS ! SR ! | ARK 1

AES-p.15



Inverting AES: : .

Eachof BS,SR,MC, andARK is invertible.
BS andSRcommute.
(MC ARK) =

[(f 03gx3 + f0lgx? + f0lgx + f02Q)
(SoiX> + SgiX? + SyX + Sg)]
(koix® + kgix? + Kaix + Kgi)

fEs 4= My 4 S; 4+ Ky 4, thentoinvertE, we have
My% Esa+MyY Kys=S44

whichisthesamdormasM?® S+ K°%utwithM®= M 1
andK°= M K.

AES-p.15



RSA & DiscretelLogs

Chapters6,7 of textbook



RSA

By de nition (n) isthenumberof integersO < x < n
thatarerelatvely primeto n. Consider

n=p ¢
wherep andq aredistinctprimes.Then

(m=0h 1) (P 1) (@ Hh=E 1) (@ I

RSA-p.15



RSA: ::

Choosdarge primesp andq differing by afew digits. Sayone
of 75digits, theotherof 100digits. Both(p 1)and(g 1)
shouldcontainalarge primefactor

Computen = p @. It'shardto factorn.
Chooses to be,say65537

Computed e mod (n).

Publickey = (e;n).

Privatekey = (d; n). Infeasibleto getd given(e;n).

For agivenmessagen, its encryptionis c = m® modn. And
to decrypta ciphertext c, computem = ¢® modn.

meOl med m? mod (n) m.

RSA-p.15



An exampleof RSA

Letp=57748729314142811338dq=529575704474531631034:
Then,

n = 305823240090462151745038276856407/276791143

(n) = 305823240090462151739684771082347817669480
Chooses = 65537 thend= e 1 mod (n)

= 59944845540718629190350345138224820571313

EncodeamessagéNUS” asits binaryencodingfor example)to get
O0x4e5553= 5133651

RSA-p.16



An exampleof RSA: ::

To encrypt, nd

513365%>°3" mod 305823240090462151745038276856407276°
= 2176573937291415887/74828799917624500652607

To decrypt,computec® to gettheoriginal message.

2176573937291415887748287999176245006%526F7°°>407186291C
= runtimeerrorin bc
= 5133651

RSA-p.16



Breaking RSA

Bruteforce. Try all possiblevaluesof d. Givenan

(m; ¢) pair, nd ad suchthatc® = m. Fromthisyou
might beableto factorizen [TW02, Exponent
Factorization Section6.4].

Timing attacks.

Do we needfactorizationo solve the RSA problem

whichis nding thee" rootmodulon [MvOV96,
Section3.3]?

RSA-p.16



Breaking RSA: ::

Mathematicahttacks.

Factorn.

Find (n). Butknowing (n) is equivalentto
factoringn. Because

n=pg (n)=n (p+ g+ landwehave

p+q = pg+1 (n)
P 9= (ptg?> 4n

Thisgivesequationdor p+ gandp q.

| Show [Sta99 Fig. 6.9] on MIPS yearsneededo factorlargen.

RSA-p.16



Timing analysis

To computea®, usemodularexponentiation.Squareand
multiply (if thecorrespondindpit in X, is 1).

Suppose/ou have correctlyguessedhe rst (b 1) least
signi cant bits of theexponent.

Now you wantto guesghe " bit.

Assumethattheintermediateraluesfor somea's aresuchthat
themultiply attheb" bit takesexcessie time! Then

" bit 1) -correlationbetweertheb" bit multiplication
time andremainingtime needed.

b" bit 0) nosuchcorrelation.

RSA-p.16



Primes and Factoring

Goto thisslide.

RSA-p.1



Miller -Rabin Primality Test

Theorem: If pis anoddprime,thenx? 1 modp has
only two solutionshamelyx = 1andx = 1.

Proof: x> 1 modp meanghatpj (x? 1), or

pj] (x 1)(x+ 1). Because is prime,it divideseither
(x 1)or(x+ 1). It cannotdivide bothbecausé¢henit'd
dividetheirdifferencewhichis(x + 1) (x 1)= 2

Example: 52 mod6 = 1becaus&® 1= &2

RSA-p.16



Miller -Rabin Primality Test ::

By FermatstheoremxP ' 1 modpif pis prime.Soto testa
numbem for primality, try Fermatsfor x = 2; 3; 4.

Now, letn 1= 2° y. FindxY. We ultimatelywantto nd XY
So,repeatedl\squarex? but make surethatyou neverhavez? = 1
whenz 6 1.

Examples

Is 125prime?Let'stry the Miller-Rabintestwith base2.

(125 1)= 124= 2?2 31 Now 21 = 23,23 = 2929 = 91
So0125simplyfails the Fermattestandis not prime.

Is 561 prime?Let'stry again with base2.

(561 1) = 560= 2* 35 Now 2°° = 263 263 = 166

166 = 67, but67° = 1! So561failstheMiller-Rabin

primality testbecausave get67> = 1 (mod 561)) 561is not
aprime. RSA—p.16



Problemswith RSA

Problemswith textbook RSA
Existentialforgery
Blinding attack.

Timing attack.

StandardignaturesisePKCS#1 to avoid these
oroblems.

Prime Generationfor RSA
Usethe Miller-Rabinprobabilistictestfor primality
testing.Chooseprimesto be“strong” primes.

Thenumberof primes n = n=logn. Thusontheaver-
ageoneneedgo testonly logn=2 numbergo nd aprim

RSA—p.16



DiscretelLogs

LetZ,=f0;1,:::;p 1g, pisprimeand
Zp: f1,2,::.;p 19
For0 < g < plet'sstudythesequence

g, 0% 0%

We know from FermatsthatgP 1 1 (modp).

| Shawv [Sta99 Table7.6].

DiscreteLogs—p.16



DiscretelLogs: ::

Thesequencg'; g%; g3 ::: endsin 1.
If thesequencendsin 1, it clearlyrepeatstself
afterthat.

| If it doesnot,letg™ = g*,g 6 1,0< X. Theng™(g* ™ 1) O
which meanghateitherpj (g ™ 1),orpj g". Butp § g because
P 6g.Sog" ™ 1modpwhichis acontradiction.

Z, 1sacyclic group.Not everyelemenf Z ; isa
generatarFor e.g.,i2l mod7 =11, 2; 4q.
Logarithmsaretheinverseof exponentiation.

DiscreteLogs—p.17



DiscretelLogs::

log, (yz) = log, y + log, z
log, (y') = rlog, y

log,(yz) (modp)
logy(y") (modp)

log,y + logy z (mod (p))
rlogyy (mod (p))

Reals Z,
log, 1= 0 log, 1 (modp) O
log, x =1 log, g (modp) 1

DiscreteLogs—p.17



DiscretelLogs. ::

Seethe primitive rootstableto explain generators.
*=zymodp) dlogy= X

Discretelogscanbeusedto implement
bit commitmentandkey exchange

DiscreteLogs—p.17



El Gamal public key encryption

From[TWO02, Sec.7.4]. Givenp prime, generatoof
Z,,aprivatekey, = *“publickey, andk apseudo

randominteger To encryptamessagé® < m < p,
Computer = X (mod p).
Encryptionofm,c= r; ¥ m .

To decryptc, compute( ¥ m)=r2.

Given ¥; 2 canyou nd & withoutknowledgeof a?

Becauséf you can,thenyoucan nd r2d = 2

DiscreteLogs—p.17



Macs and Hashes



Hash Functions

A hashfunction acceptsa variable-sizemessagan as
Input andproducesa x ed-sizehashcodeh(m), called

Its messagaligest. It is a function of all the bits of the
message.

Insteadof signingandMAC'Ing messagesinecan
signandMAC hashof messages.

Much fasterfor signatures.
MACsno slowerthanhashes.

HashFunctions-p.17



Hash Functions: : :

A hashfunctionshouldbe[Sta99 Sec8.4]
Relatvely easyto compute.

Pre-imageesistantMeansa one-way hashi.e., given
y = h(x), cant [computationally] nd x.

Secondore-imageaesistantUsefulfor virus protection.Given
x; h(x), cant nd x%j h(x) = h(x9.

CollisionresistantCant nd arbitraryx; y | h(x) = h(y) by
just examiningh.

A simplehashfunctionis the XOR of x edsizedmessag®locks.
Uselesdor datasecurity Trivial to computepre-imageandsecond
pre-image.

By thebirthdayparadoxf thehashsizeis 64 bits, thentime for
collision 232 (small). Typical hashsize 160bits.

HashFunctions-p.17



Hash Functions: : :

ExamplesMD5, SHA-1.
Almost all real-life hashfunctionsare“iterative” —

the Merkle-Damgardconstruction.
CVy is x edandknown for the hashfunction.

YO

b

/

CVO

Y1

b

/

\

CV1i

Y2

b

/

\

CV2

\

HashFunctions-p.17



GeneralizedBirthday Attack

ProbabilityP (n; k) thattheres aduplicatein k randomselections
betweenl:::n [Sta99 Appendix8A].

P(n; k)

N

no duplicatean k selections
n(n 1) (n k+1)
nk

11 1 1 k1

en e 1 ;1 x er”
k(k 1)
e 2n

For k p2 In2 n, P(n; k) = :5. Ask increasesthe product

(k1)

en e - decreasebecaus@achproductterm< 1, hence
P(n;k) = 1 productincreasesvhich meanghatthe probability of

collisionincreases.
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MACSs

A MAC hi(m) takesasecrek andavariable-size
messagen asinputandproducesa x ed-sizecodesuch
that

An attacler capableof chosermmessagattack
cannotdo existentialforgeryi.e., constructh,(m)
for anunknavn m.

MACs—p.17



CBC-MAC

See[Sta99 pg. 252]. Tall neededo preventexistential
forgeryClassicconstructiorusedin the bankingindustry

Its secrekey is the pair (k; k9.

M

SP

M

Ek

XD

M

Ek

XD

Ek
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MACsfrom CRHFs suchasMD5 & SHA

How aboutMAC, (M) = h(kjjM )? Badideabecaus®f
Merkle-Damgardatonstruction.

Considerthemessag® = km. Thisis hashedas|kmjpad,.

Fromthis, constructhemessagé °= km|pad|. Thisis
hasheds kmjpa(@ pad || Without knowledgeof k, onecan
saythath(M 9 = f (h(M);|padding.

How aboutMAC (M) = h(M |jk)? Badidea.Youcandoa
birthdayattackto getm; m°®suchthatH;(m) = H;(m9. So,
collisionis independenof k.

How aboutMAC (M) = h(kjjM jjk)? Envelopemethod.No
seriousattacksbut no analysiseither

MACs—p.18



MACsfrom CRHFs suchasMD5 & SHA:::

HMAC [Sta99 pg. 294], [BCK964d and[BCK96h. Usedin
SSL,IPSec.0 is usedto padk to full compressiorfiunction
block sizefor h, usually512bits.

2b 128=160b
2} {7z —
HMAC(X) = h(Ok op ] h(fO k{z |p; Jj m))

512b

[0k Ip]and[0 k op] areof compressiorfiunctionblock
size.Block sizefor MD5 = SHA-1=512bits. Chaining
variablesizefor MD5 = 128bits, for SHA-1= 160bits.

Ona200MHzPentium HMAC-MD5 clocked28.5MB/swhile
HMAC-SHA-1clocked 15.25MB/s.CBC-MAC ontheotherhand,
clocked4.7MB/sandIDEA-MAC clocked SMB/s.

MACs—p.18



Protocols

Adaptedfrom [P 96, Chapted].
A protocolis anorderlysequencef stepstwo or more

partiestake to accomplislrsometask. A goodprotocol
shouldbe

Establishedn adwance.
Mutually subscribedo.
Unambiguous.
Complete.

| For example,the“hello” protocolon phoneconnections.

We areinterestedn protocolsby which mutually
suspiciougpartiescaninteractwith eachotherandbe
convincedof fairness.

SecurityProtocols-p.18



Typesof Protocols

Arbitrated—trustedthird partyinvolvedin the
Interaction.

Findinga mutuallytrustworthy third party?

Availability of thethird party (maybecomea
bottleneck).

Sharesecretsvith involvedparties.

Adjudicated—disinterestedhird party canjudge
fairnesdasedn evidence.
Detectfailure afterthefact.

Self-Enfocing—guaranteefairnesslf eitherparty
cheatsjt become®videntto the otherparty

SecurityProtocols-p.18



Key ExchangeProtocols—NS

SymmetricKkey ExchangdJsinga TrustedSener.
Authenticationwith key exchangeasside-efect.

SayPablowantsto communicataevith ReneeS is
thetrustedsener[NS7§.

PabloandReneesachsharea key with the
sener, sayK p andKg.

P! S:(P;R;lIp). P requestappropriate

credentialsto authenticatéimselfto R.
se§§<ey tlc}|<et

SI P: EKp(IP; : KPR EK (KPR P))

S returnsa sessiorkey encryptedor P anda

ticket encryptedor R.

P ! R : E K o (K PR ; P ) ] SecurityProtocols- p.18




Key ExchangeProtocols : :NS

Compromiseof the sessiorkey resultsin spoo ng
[DS81]].

Theprotocolfailsto provide key freshnes&rom the
viewpointof R [Seld, [Sma03 Section6.2.3].

Knowledgeof K pr allows messagéhreeto be
replayedthuspermittinganyoneto becomeP .

Subjectto attacksf passwrdssuchasK p areweak.

SecurityProtocols-p.18



Key ExchangeProtocols : :Kerberos

From[Sma03 Section6.2.5].

TTPR.

2
4

B ob 2 Alice

1. A; B. Nononce—eeryoneis looselytime synchronized.
2. fTs;L; Kap B; T Ts; L; Kapy Ak, OK .

3. TTs;L; Kab AQk s TA; TAOK

4. 1Ta + 10k,
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KerberosV4

Adpatedfrom [KPS95 Chapterl O] and[Sta99 Chapter
11].
Basedonwork by NeedhamandSchroedefNS79§.

KDC + library of subroutinesisedby distributed
applications.

Somemodi ed applicationstelnet,BSD rtools,
NFS.

KDC sharesnasterkey with eachprincipal (each
userandresourcdhatwill beusingKerberos).

Bob knows thatanyonewho knows K ag IS acting
on Alice's behalf.
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KerberosV4: ::

Alice registerswith Kerberosandgetsaticket from
the TGS.

Alice! WS.(Tx pwd! DESkey).
WS! AS.(AS REQtogetaTGT).
AS! WS.(AS REP KafSa; TGTQg).
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KerberosV4: ::

Alice wantsto talk to Boh.

Alice'sWS! TGS.

(TGS _REQ TGT+ Authenticatoy
Authenticator Saf T Sg (within 5 minsof
current)

TGT Kkpcf“Alice”; Sag.
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KerberosV4: ::

Alice establishesommunicatiorwith Boh.

Alice'sWS! Bob.
(AP_REQ Bob'sticket+ Authenticator)
Authenticator Kagf TSg

Bob'sticket Kgf“Alice”;Kagg.
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KerberosRealms

Hardfor everyoneto trusta singleKDC.

DiIvide network intoo realms . eachwith i1ts own
KDC database.

Principal  (NAME, INSTANCE, REALM) for e.g.,
(leserv, jailbreak,R1). For humans)NSTANCE
couldbearole.

Interr ealm Authentication

KDC in realmB is registeredasaprincipalin realm
A.
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Key ExchangeProtocols

It' s nota goodideato exchangeoo muchinformation
encryptedwith asinglekey.

SymmetricKey ExchangeaNithout Sener
SendEk (K new) to theotherparty!
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Key ExchangeProtocols ::

AsymmetricKey Exchanganithout Sener (P knows

R'spub
ReC

Reo

Ic key).
uceshe needfor individual keys.
uceghevulnerability of a centralrepository

P couldsendEr(K pRr) directlyto R.

No authentication.
No replayprevention.

P couldsendEr(Dp(Kpgr)) to R. Onemessage
passesinauthenticated;on dential key.

No replayprevention.Have P decryptanonce
with K pr to avoid that.
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Key ExchangeProtocols ::

AsymmetricKey ExchangeéNith Sener (P doesnt
know R's publkey)

Thesener providespublic keys for everyone.
Exchangeas asin the previouscase.

How doyou ensurghatthesener hastheright
public key for everyone?

In practicethesenerissuescerti catesencodedn
DER.

| Shawv “openssix509-inform der-in puhder-text”.
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Encrypted Key Exchange[BM92]

Pa Isarandomly
enerategbublic K ag (Pa

Eey. ® 1A g

Evenif KAB IS _ Kag (Pa(K)))

weak, nding K In 2:A°

messagéewo IS

hard. K(Ca)

3 A 'B
Messages3-5 pro-
vide mutual authen: K (CAiCs)
tication and fresh-| 4 A” B
nessof this run of
the protocol. 5 A K (Ce) B

B
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Key Exchangein SSL

Suppciphersuites,28B randomness
Choserciphersuite,28B randomness
Senercert

'S Eservpubk ey(Clientselectedi8B PMS)
Both partiescomputeMS  h(pmsijjrjjro)
Encryption& MAC keysdervedfrom MS

OO 0 0
nw unuwm

Doesthis protocolprovide clientauthentication?
Also seethe SSL protocol
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DH KeyExchange : :unauthenticated

ga
. L ——
Al |ceQ> Bob

Both Alice andBob computeg®.
g; p areknown in adwance.
In practicedothisin alargesubgroupof Z .

Subjectto person-in-the-middlattack.

Dif e-Hellman problem:Giveng?; g°, computeg?.
Certainlyno harderthanDLog. DoesDLog hard) DH
“secure”?Openproblem.(Strongevidence).
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DH: : :person-in-the-middle

g° g°
. - S
Alice] g Eve@ B ob

Alice believesshestalkingto Bob because
messagemake semanticsenseA simple
challenge-respongmotocolfrom Alice to verify

Bob succeeds(Shouldaskfor challenge DH
paramdor connection).

Eve establishesharedkey g2@ with Alice, andgP®
with Boh.

Eve deciphersvery messagbetweenAlice and
Boh.
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Dif e-Hellman In practice

p = 1024bit prime.
g2 Z,, anelemenf orderq.

g, aprimes.t.qj(p 1)andg 2%°°(160bits).
Nowa?2f0;1,:::;9 lgandb2 f0;1;:::;q 1g.

Sinceqis 160bits,g? (mod p) only needsl60
multipliesratherthan1024 A sevenfold improvement!
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Digital Signatures

Suppose/ou sende-mailto your bankto transfer$100to
Tim'saccount.

Why shouldthe bankbelieve the e-mailcamefrom
you [unaltered]?

Authentication() integrity).
If thebanktransferredhe money, maybeyou can
disaszow thee-mail.

Non-repudiation.
In caseof dispute canit besettledby a neutralthird
party?

Signaturedasicallyprovide non-repudiationthatshared
key systemslo not.
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Digital Signatureswith Symmetric Encryption

With theaid of atrustedthird party! A signaturas the
encryptionof themessageEy . is S's encryptionkey,

while Ek . IS R'sencryptionkey. A Is thetrustedthird
party (arbiter).

S! A: Ex.(M).

Al R: IEKR(M;%'ZEKS(M)%.
A saysthat S saidM'
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Digital SignaturesWith Public Key Encryption

S! R: Dg(M).
Authenticbut not private.
S! R: Er(Dg(M)).

But whatif R decryptstheouterlayerand
reencryptsheinnermessagé¢o createa new

messagé&(Ds(M))?
Thiswould make it appealasif S sentasigned
messagé¢o U!
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Digital SignaturesWith Public Key Encryption (El Gamal)

From[TWO02, Sec.8.2].

Primep,

Generator of Z,,1.e.,ord = (p 1).
Privatekeyl a (p 2),
Publickey = &,

Pseudaandomintegerk ? (p 1), r = K.

Signatureonm:|s= (m ar)k ‘mod(p 1)

Computings seemgo requireknowledgeof a (privatekey) & Kk,
which requireshe ablility to computediscretdogs. Signaturas the
pair (r;s). Precomputingf (k;r) pairsis possibleandsignature
generations thencheap! securtyProtoc0ls. .20



Digital SignaturesWith Public Key Encryption (EI Gamal): ::

Verication: ™= " r® (mod p).

Veri cation only requireq ;r) bothof whicharepublic.
Veri cation requiresexponentiation!To derive theveri cation
equationfrom rst principles,considerthat

s = (m arn)k *mod(p 1)
S — (m ar)k 1! (modp)
( S)k — (m ar)k 1 K modp
k S _ (m ar) modp
r = n "' modp
r> " = M™modp

| Look at [Sta99 pg. 229] for why we go from the rst equalitywhich is
mod(p 1)tothesecondcequalitywhichismodp. It'sbecaus® 1= {BJ>roo >



Digital SignaturesWith Public Key Encryption (EI Gamal): ::

For forgery, Eve need4o computes for messagen s.t.
theveri cation egn

M= " r%> (mod p)

is satis ed. Let's saysherandomlychooses = .
Then

m
s = log, —

So,shemustbeableto computediscretdogsfor base

K If shechooses = K of smallorder thenit's
unclearwhetherDL(s) would exist for It.
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Digital Sigwithout Encryption

Usea stronghashfunctionandatrustedthird party. S
usesa hashfunctionf ¢ (only S andA know it) andR
uses; (only R andA know it). Both sharethese
functionswith thearbiterA.

SsWdM{
S! A: (M;fs(M)).

N .(|{\ée'}’5’[£@"_?; (WS )

e A saysthat SsaidM'
e. Evidencean caseof futuredispute.
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Key Escrow

Provide strongsecurityfor communicationsvhile simul-
taneouslyallowing authorizeagovernmentaccesdo par
ticularcommunicationgor law enforcemenandnational
securitypurposesDS94.

The EESusesSKIPACK (64-bitblock, 80-bitkey)
anda Law EnforcemeniAccessField (128-bit
LEAF) transmittedwith every message.

EachClipperchip hasan80-bit Device Uniquekey
(K y) andan80-bitcommonFamily Key (K ).

Key Exchanganethodunspeci ed.A sessiorkey
K s IS somehw generated.
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Key Escrow: ::

Encryptioncouldbeusedto conceakriminaland
terroristactwvities.

By renderingcommunicationsmmunefrom lawful
iInterceptionencryptionthreatensaw enforcement
andpublic safety

Specialtamperresistanhardwareencryptiondevice
(Clipperanda Key Escrav System(KES).
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Key Escrow: ::

TheLEAF andlV aretransmittedor
synchronizatiomndLEAF validation.

Infeasibleto deploy the systemwithout transmitting
avalid LEAF [Bla94].

Sessiorkey (K ) Is encryptedwith thedevice K .
Unitid identies K.
ThewholeLEAF is encryptedunderK .

Thereceving chipis unableto extractK s from the
LEAF.

unitid (320 | cksum(16b)
LEAF =




Mental Poker

Al B:Ek,(Cp):::Ek,(Csp). C = “Jackof
Spades”.

B chooses ve andsenddo A:
Exgs (Exa(Ci)): it Ekg (Eka(Cm)).
A unlocksthe vethatB haschosen

andsendghembackto B.
B cannow getC; ::: Cy,.
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Mental Poker: ::

To realizethis schemepnecanuse

1

(Ci) = G

MichaelGoodrichhasa written descriptionof
mentalpoker here
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Who will pay for dinner? Flipping a Coin.

If it's headsPetewill pay If it'stails, Nang/ pays.So
Pete ips acoinin hisof ce andtells Nangy theresult
overthephone!

PeteoffersNangy a choiceof two.

Nang/ picksonebut blindsit. Sheis committedto her
choicewhenshesendderselectionto Pete.

Peteselectoneof the above two blindedchoices.
Petels committedto his choicewhenhe sendsis selectiornto

Nangy.

Tossoutcomedepend®n whetherbothmadethe
sameor differentselections.
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Who will pay for dinner?: ::

Peteselectdwo publickey pairs:(Ei; D); (Ej; Dj).

Nang/ chooseXK \ to asymmetricalgorithmS
known to both.

Pl N:(EiE).

N! P:EhWKy) pickedatrandomh=1]].

P “guesses’h andretrievesKp = Dro(En(KN)).
P 1 N:senddM = Eg, (“Petewill pay”).

f Nang/ canreadDg , (M ), Petepays,otherwise
Nang/ pays.
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Coin Flipping using Quadratic Residues

From|[Sch97 Section19.3].

A selectdwo largeprimesandcomputesr = p Q.
A sendsn toB. [Forp;g 3 (mod4) theresa
deterministionethodto nd squareoots.]

B picksarandomx < n andcomputes = x?
mod n. B sendsz to A.

A computeghefour squaraootsof z, x and .

| Considerthepair(a;b),a= x mod p;b= x mod g. By CRT, (a;b),
( a;b),(a; b),( a; b) aresquareootsof z.

A sendneof thesefour valuessay ,toB.

B veriesthat 2= x?modn. If p= X, A wins,
otherwiseB wins.
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Coin Flipping using Quadratic Residues: :

If B sayshe'swonwhy shouldA believe him?

Becausd8 cannow factorn with knowledgeof
andx. Because

GCD( +x;n)=1fpjag
If 2 x% modn,thennj( % x?).If

nj( X)( + X)thenfor 6 X, pdividesone
of ( X) or ( + Xx) andqgdividestheother
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Chaum's Blind Signature
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Dining Cryptographers—A Flavor




Zero Knowledge—AFlavor

Use Nasir's slides(nasirzk.pp}. [KPS02 Section6.8]
alsohasatreatmenbf ZK.
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Bit Commitment

Adaptedfrom [TWO02, Section’.3].

Alice wantsto make a privatestatementhatonce
made cannotbe changed.

If computingdiscretdogsis hard,thenAlice can
commitamessagen by makingpublicc= ™,
where Isageneratoof Z .

Thecommitmentc canbelaterveri ed because
m! cisal:1lontooperation.
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Winnowing & Chaf ng

SecurityProtocols- p.22



How to leak a secret?
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Operating SystemSecurity

SecurityProtocols- p.22



Protectionin General PurposeOS

Adaptedfrom [P 96, Chapter6].

Why protectthe OS?

OperatingSystemsupportimultiprogrammingso
they've developedwaysto protectthe computation
of oneuserfrom inadwertentor malicious
iInterferencdrom another
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Protectionin General PurposeOS: ::

Executves.Providedlinkersandloaders
Providedlinkersandloadersfor relocation.
Provided easyacces3o compilers,assemblers.

Provided automatidoadingof subprogram$om
ibraries.

Monitors.

Providesschedulingsharing,andparalleluseof
resources—memoYO devices,sharable
programsanddata.

Oversav all computing.
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Security Methods of OSes

Thebasisof protectionis sepaation.

Physical SeparationPoorresourcautilization.
TemporalSeparationPoorresourcautilization.
Logical Separation.
CryptographicSeparation.
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Security Methods of OSes:

Separations only half theanswer Theotherhalf is
controlledsharing.

All or Nothing.
Accesscontrolon objects.
Capabllities.

Partial useof objects.

E.qg.,theabillity to readbut not print asin Adobe
reader

CollectstatisticSfrom a databas®ut notthe
actualrecords.

Whatis the granularityof sharing?
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Protecting Memory

Usinga xed fencewith non-relocatabl@rograms
thatknow thefencevalueatcompiletime.

Protectionn only onedirection.You canshoot
“yourself’ in thefoot.

Cannotsubpartitionprogramsanto ner
granularityof protection.
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Protecting Memory: :

Usingvariable sizedfenceswith programs
compiledstartingat addres$.

Programsot relocatedratherindirectionused
with thefencevaluestoredin aregister

Provides“relocation” andprotectionatthe same
time.
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Protecting Memory: :

Baseboundsegisters.
Provide bothlower andupperbounds.
Changat for every programat context switch.

Useadditionalbaseboundsregistersfor ner
granularitypartition—saycodeanddata.
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Protecting Memory—Segmentation

Addressesreof theform hseg #, offset .

Sgmentscanbe separatelyelocatedandprotected.

Eachprocessvould normally have its own segment
tablefor addresgranslation.

Processethatwantto sharesggmentsmnapthemto
the samesggmentnumberan their segmenttable.
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Protecting MemorybSegmentation : :

ProsandCons:

Finegranularityof protection,onapersegment
basis.

Canleadto fragmentatiorof mainmemory
Requirescompaction.

Sharingrequiressamesegmentnumbersan all
sharingprocessebecaus®f inter segment
references.
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Paging

Addressesreof theform hpage#, offset .
All pagesareof thesamesize.
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Segmentation+Rging

= Breakasegmentinto pages.
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User Authentication

The processwvherebya systemis assuredf the identity
of the userinvolved in a protocolandthat the userhas
actuallyparticipated.

Messagauthenticationtself providesno timeliness
guaranteewv.r.t. whenthe messagevascreated.

Userauthentications areal-timeprocess.

Adaptedfrom [Den04 WeekA4].
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Basesof User Authentication

Somethingheuserknows e.g.,passverds,PINSs.

Somethingheuserpossesseg.g.,smartcard,
tokens.

Somethingheuseris (or how hebehaes),known
asbiometrics,or themeasuremerdf some
biological propertyof theuser e.g., ngerprints.

We areonly concernedvith passvord baseduser
authenticatiorhere.
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User Authentication: : :

Alice ! Bobh

Concems. EavesdroppingExposingsecreton
Sener.

Goal: No secretonthesener + foll earesdropping.

Methods. Passvords,One-Time Passvords,
Challenge-Respong®otocols.Zero-Knavledge
authentication.

In typical ervironments authenticatiornasto be
combinedwith sessiorkey exchangeprotocol(for
encryption/authenticatiornp foil sessiorhijacking.
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Passwords

Usedto authenticat@eople.
Have low entropy (  25bits).

| 22> = 33554432255 = 17878103347812890625

Susceptibleo eavesdroppingreplayto sener.

A

B

pwd;
pwd;

pwd,
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Passwords: : :

Never storepassvordsonthesener.

Storethepasswerd hashinstead.Don't needthe
ability to invert. If this le is exposedanadwersary
canmountadictionaryattack.

{
}

for(every

compute h(w)

lookup  h(w) In

this

word w In dictionary)

file.
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Passwords: : :

| Unix usesamodi ed DESalgorithmwith 12 bits of salt—atwo-charstring
from the set[a-zA-Z0-9./] . It is usedto perturbthe algorithmin one
of 4096differentways. Usuallyencrypt with thekey 25times. Thevalue
storedin the password le is a seriesof 13 printableASCII charactergthe
rst two charactersarethe 12-bit saltitself andthe remainingl1 characters
encodehe 64-bitencryptionof 0). Seecrypt(3).

SupposelOM wordsin dictionary 12 bit salt: thenwe have 10M 4K =

40G encryptedpassvords. Assuming averagelength of 8 bytes gives
320GB.

If oneencryptionis donein one s, thedictionarycanbeencryptedn 40
10° 10 ®=4 10*s 10hours.
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Passwords—Salting

Saltmalkesdictionaryattackharder An attacler

musthashevery word in thedictionary2'? times.
Logically, it lookslike

Alice | salt | h(Pgyjjsalt)
Bob | saly | h(Pyjjsalt)

Secet Salt StorehAlicejsaltjh(Py)jsalyjjsalto)i.

saltoe Is 4 bits. To verify ausers passvord, the

systentriesall 2* combination®f salte. Attacker's
work goesup by 16.

OS Security—p.24



Biometrics
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One-Time Passwords

Lamporthash(S/Key) basedon hash-chainKPS02
Sectionl2.2].

Alice remembers passverd p.

Bob (sener) rememberguser; n; h"(p)).
A! B:A (I amAlice)

B! A:n

Al B:x=h" (p)
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One-Time Passwords: : :

ProsandCons
Canonlylogin a nite # of times.
No mutualauthentication.

Smalln attack.Whatif Alice canbetrickedinto
revealingh>%(p).
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File Protection Mechanisms

Adaptedfrom [P 96, Section6.4].
All or NothingProtection:Trustandignorance.

May work in systemswith few userswho trusteach
other

No convenientway of limiting le accesgo subset
of users.
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File Protection Mechanisms::

DiscretionaryAccessControl

GroupProtection:Needto sharein a controlledway.
(owner, group, world). rwxrwxrwx
De ne accessightson le creation.For e.g.,the
open (path,mode)syscallwill use(defaults& umasR.

A useris identi ed by two identi ers (numbers)the
userid andthegroup-id.

OnLinux, /etc/passwd  containsarecordfor every
user(nonNIS).

user name:pwd:uid:gid:comment:home_dir:login_shell
rootandlroot

[etc/group de nesgroups.(nengrp)
group_name:pwd:gid:uid_list
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File Protection Mechanisms: :DAC

File andDirectorypermissiongthereareACLs In otherOSes).

Sticky bit ondirectories. Allows removal/renamingof les
thatyou own. /tmp Is drwxrwxrwt on my machine.

Turningonsticky bitsturnsonmodbits 111.

Extraattributesontheext2 FS.Isattr , chattr
1 word (include/linux/ext2_fs.h)={

A (don't updateatime)

a (openappendnly)

c (compress)

d (markfor dump)

| (immutable)

s (zeroblocksondelete)

S (write synchronously)

u (save contenton delete)
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File Protection Mechanisms: :DAC

Quota(# of blocks/inodes)ulimit (core le size,
maxdatasegmentsize,maxcputime, maxopen
les)

structrlimit rliim[RLIM__NLIMITS];
(linux/include/sched.h).

Setuid.Permitsa userto establisidata les to which
accesss allowedonly throughspeci ed procedures.

Say for example,the/etc/passwde being
manipulatedy /usr/bin/passwavhich is setuidroot.
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Network Security
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OSI| Network Protocol Stack

OS| TCP/IP

7 | Application | Application

6 | Presentation

5| Session

4 | Transport Transport | pemuxingwithin a machine,
In orderdelivery:.

3 | Network Internet End-to-end routing and ad-
dressing.

2 | Datalink Datalink Channelaccesskraming.

1 Physical Physical Bits, Encoding(Manchester),

Modulation.
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Port Scanning—Nmap

To nd serviceqexploitablecommunicatiorcthannels
runningonyour machine.

TCPheader

6|7

8

9

0|11|2

3

4

5

6|7

8

9

0

1

2

3

4

5

6

71819|0]|1|2

Sourceport

Destinationport

Sequencaumber

Acknowledgemennumber(1 + lastbyte# recvd)

Hdr len

Resered

Code

Window

Checksum

Urgentpointer

Optionsif ary

padding

DATA

CODEIs 6 hits, from left to right: URG, ACK, PSH,

RST, SYN, FIN.
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Port scanningb What ports are openon a machine?

Seenmapdocfor detalls.
TCP connectscanning Canresultin application-leel logging.

TCP SYN scanningakastealthmode.Leadsto denialof
servicein mary OSeq(“half open”conenctions)Couldbe
logged.

TCPFIN scanningOn*nix, thisgenerate®kSTonaclosed
portandis ignoredon openports.

Fragmentatiorscanning Split TCP heade(SYN) into multiple
pacletssointermediatelters cant lter it.

UDP portscanningoy receved ICMP portunreachable
messagedarallelismmaybelimited by the host's errorlimit
rate.

Xmastreescan:FINJURGPSHIn anattemptto let the re wall
passthepacletthrough. Network Security—p.25



RemoteOS detectionvia TCP/IP Stack Fingerprinting

Why?
Many securityholesdependenbon OSversion.

Scana network for (OS, svc) pairsandwait for next
exploit.

Socialengineering.
How?
Justtelnetto themachine.
Telnetto theftp port (telnetmirror.nusftp).

DNS hostinfo record.(nslookup settype=hinfo,
www.comp.nus.edu.gg

snmpwalk

Network Security—p.25



RemoteOS detectionvi

a TCP/IP Stack Fingerprinting : : :

Basically look for thingsthataredifferentamongOSesandwrite a
probefor thedifference . Examples:

FIN scanto knownopenport. Windows boxeswill sendRST
backwhile *nix boxeswill silently discardit.

BOGUS ag returnedon someLinuxes.(SYN+BOGUS)
returns(ACK+BOGUS).

ISN sampling.SomealwaysusethesameSN! Random
Incrementstrue“random”, time-dependennodel; :

Don't Fragmen

[bit In theIP header

TCPInitial window size(duringhandsha&or onRST
paclets).AlIX =16165!

ACK valueon RSTreturneacona FINJPSHURG sentto a

closedport?
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RemoteOS detectionvia TCP/IP Stack Fingerprinting : : :

ICMP errormessageate. SomesystemssuchasLinux will
ratelimit thereturnederrormessages.

ICMP messageguotingsize.How muchof the offending
pacletis returned.Only headef 64 bits returnedor moreor

thewholepaclet.

TOSonICMP portunreachableOverlappingfragmentdor
TCP

Fragmentatiomandling.
TCP options,which onessupportedorderof return; : :
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RemoteOS detectionvia TCP/IP Stack Fingerprinting : : :

Examplesof Nmapcon guration

T5 (DF=N%W=0%ACK=S++%Flags=AR%Ops=GYN to
aclosedport. T51s aprede nedtestwhoseresponsehould

matchthe specabove.
T6 (DF=N%W=0%ACK=0%Flags=R%Ops=ACK to a
closedport.

IP header

112|3/4|5|6|7|8(9|0[1|2|3|4|5|6|7(8|9(0(|1({2|3|4|5|6|7|8(9|0(1|2
vers hlen svctype totallen
ident ags frag offset
ttl protocol hdr checksum
sourceip addr
destip addr
ip optionsif any padding
DATA
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Passve Snif ng Attacks

Cancapturecleartext passverds,for e.g.,in telnet
Cancapturecookiesin HTTP traf c.
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Active Attacks

Kill actve TCP connection®y sendingRST.

ARP spoo ng) connectionganberedirected
throughanothermost. Seesecurityproness for an
exploit with EtterCap.

TCPspoo ng with sequencaumberguessing.
TCPconnectiomijacking.
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ARP Spoo ng

Adaptedfrom hackinthebox

A

B

C
If B will acceptagratuitousARP reply, then
Al B:mag=magandA! C: mag = mag.

Protocoloughtto acceptansweronly for
outstandingyueries.

In arny eventtheanswersareunauthenticated.
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Morris Sr.'s attack

2. SYN+ACK

1: SYN

3: ACK

E|
E sendsSYN to A with sourceB.

A respondwith SYN+ACK to B.

If E canguesghelSNin 2, it canrespondvith ACK+DATA
beforeB cansendRST.

E mightuseadisconnected , preventit from sendinghe
RST, or prevent2 from reachingB.

A cant tell thedifferencebetweerB ! A andE !  Auevorksecuriy-p.2s



TCP hijacking B oneway “desynchronization”

Thesener'swindow shouldintersecwith theclient's with its left
edgeto theright of theclient's left edge.
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TCP hijacking b oneway “desynchronization”: ::

Considersliding window protocolssuchasTCP Data
o w direction:C ! S.

ClientproposedSN.
Sener proposesvindow sizefor o w control.

Senerdiscardsany dataoutsidethewindow I1.e.,
< a, or> bandsendsanACK for a.

Sener cannotadvancewindow withoutreceving
dataatsegnuma. In adesynchronizedtate jt never
will.

Attacker canfeeddatastartingatato S. WhenS
respondsvith an ACK, it falls outsideC's window.
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TCP hijacking b “early” attack

Breaka legit connectiorbetweerC andS.
C! S:SYN(ISN = x)
S! C:ACK1;SYN(ISN = s)

X1 S:ACKg1:RST.S now thinksthatC has
brokenthe connectionBut C hasestablishedats
sendingwindow to be[x; x + w].

EstablishanotherconnectiorbetweerC andS.
X1 S:SYN(ISN = a)

S! C:ACKa1;SYN(ISN = sY. Ignoredby C
necausACK of a+ 1is outsideits window of
X; X + w] anda SYN of s’is probablyoutsideof

.S’ S + W] - Network Security—p.26




DNS basedattacks

SeeChristophSchubas MS thesisdefenseslides
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(Distrib uted) Denial of Service

Relatvely new development.

Feb2000sav attackson Yahoo,buy.com,ebay Amazon,
CNN.

Oneform of DDoSattacksimply saturateshe
network.

Preventslegitimateuseof resourcesuchasWebservices.

Anotherform exploits vulnerabilitiesto crash
machines.

Resultsn degradationof serviceson the network.
Lockedup accounts.
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A Simple DOS Attack

Attack er

Z ombie|

Victim |

Attacker usesndirectionto attackavictim.
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A DDQOS Attack

N

o,
! I Illl)
N

>
.
i

pe
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Distrib uted Denial of Serwice

Many morepathwaysutilized to attackthevictim.

Caninvolve hundredr thousand®f machinesall
overthelnternet.
Breakinto weakly-secure@omputersisingwell
known bugs.
Conceakhebreak-inandhidetracesof
subsequerdctwity.
Install softwareto “remotecontrol” the machine.

Launcha coordinatedattackon thevictim.
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Flooding Attacks

Smurfattack.
SendiICMP ECHOto broadcasaddressvith
sourceaddres®f victim.

TCPSYN attack.
SendSYN datagramso victim with forged,
non-istentsourceaddresses.

UDP ooding

SendUDP datagramat high volumeto portson
thevictim machine.
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Logic Attacks

Pingof Death

ConstrucitCMP ECHOdatagranasfragments
suchthattheassembledatagranmexceedshe
64K limit for IP datagrams.

An IP datagranmhasa 13-bit frag offsetspeci ed
in 8-byteunits.) Highestoffset= 2'¢ 8l
Problemis with IP reassembly

Land

Sendadatagranwith the samesourceanddestination
address.
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DefeatingDDOS

Egressltering.
Stopspoofedpaclketsfrom leaving your network.

Stopyour network from beingusedasan
ampli cation site.

DisablelP directedbroadcason all systems.
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Countering DOS

Simplecookies
Would needto remembethem.

start protocol

— challenge —
A B
ally start proto

TCPSYN cookies
Particularchoicesof ISN.

Selfverifying: e.g.,

MD5(secret; time; src_ip; src_pt; dest ip; dest pt)
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Countering DOS

Requireclientsto dowork in orderto connect
[Juel99].

m E.g.,what27-bitnumberhasa SHA checksunof x?
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Linux Net lter
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IPSec[Sta03 Chapter 16]

IPSecis communicatiorsecurityprovidedatthe
networklayer.

Communicatiorprotectedwvith a sessiorkey is calleda
securityassociationatriple

NSPI, destaddressAH | ESH

Providessecurityfor security-ignoranhetwork
applications.

Someavhattransparento theapplication.
Canbeimplementeaasbump-in-the-wire.

Flexible enoughto allow
Securedbranchof ce connectvity overtheInternet.

Securaemoteacces®verthelnternet.
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IPSecC ::

We will restrictoursehesto IPv4with IPSecin
tunnelmode

= Transportheoriginal datagramn its entirety
Insideanotherone.
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A Simple IPSecscenario

User system
with IPSec

1P IPSec Secure IP
Header | Header Payload PUbliC (Intern et)

or Private
Network

Networking device

with IPSec Networking device
(—] (—] .
““““““ — with IPSec
P P P P
Header Payload Header Payload

Figure 16.1 An IP Security Scenario

Network Securi

ty—p.27




SomelPSecTerminology: : :SA

SecurityAssociation
One-wvay relationshippetweersenderlandrecever.
An SA canbeusedwith AH or ESR but not both.

It is identi ed atahosth by thetriple
SPI(32 bits, local signi canceath).
IP destinatioraddresgunicastor multicast).
Securityprotocolidenti er.

SA relateddataincludesseg# anti-replaywindow,
AH/ESPparamsSA lifetime,: :
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SomelPSecTerminology: ::

SecurityPolicy Databas¢SPD)

Containntries,eachif whichde nesasubsedDf IP traf c
andpointsto an SA for thattraf c.

Eachentryis de ned by asetof IP andupperlayer
protocol eld values,calledselectos.

A selectorcanspecifymatchagainstsrc/destaddr/port
transport-layeprotocol

SPD SAD

Selector
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Authentication Header

Providessupportfor dataintegrity and
authentication.

Preventsaddresspoo ng attacks.
Guardsagainstreplayattacks.

Thecommunicatingpartiesmustsharea key.

Next hdr | Headelen| Resered
SPI
Sequence#

Authenticationdata/ICV(variable)
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Authentication Header: : :

Authenticatests payload+ immutablepartsof the
outer|P header

Must supportHMAC-MD5-96& HMAC-SHA-1-96.
Mutable elds setto O whencomputingICV.
AuthenticationData eld setto O whencalculatingICV.

Problemfor NAT.
Headelden headesizein 32-bitchunks 2.

Sequenc@aumberns usedto recognizeeplayed
paclets.

A new SAnitializesit to O.
Anti-replaydoesnot permitregycling past2’? 1.

Recever shouldimplementa window to checkfor replay
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Encapsulating Security Payload

Providescon dentiality of messageontentsand
limited trafc o w con dentiality.

Canprovide sameauthenticatiorservicesasAH.

SPI
Seqguence
IV (if SArequirest)

Payloaddata(variable)

Padding0 255bytes
Padlength | Next header
Authenticationdata(variable/optional)

etwork Security— p.28




Encapsulating Security Payload: : -

Next headendenti es payloadtype.

EncryptionlV rst partof payload(unencrypteaf
course).

Variablepaddinghidesreal payloadliength.
Tunnel-modenidesinnerpaclet addresses.

For encryption+ authentication,
authenticatiorappliesto encryptediata.

theIP headelis not protected.

Network Security— p.28



Somethoughtson IPSec

The ESPauthenticatesncryptedoayload.

|s thereneedfor separatédH whenESPcanprovide
the samefunctionality?

ShouldAH authenticatéP headerelds?
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VPNs—-oneway to do It

Homemachineneedsanaddres®ntheinside—
virtual interfacewith aninsideaddress.

Destinationn theinsideroutedvia this interface.
OnetunneledESPSA from home! GW.
Datagramdgor insidetunneledo GW.

GW de-tunnelsandforwardsit ontheinside
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VPNs—onewaytodoit:::

GW address- 137.132.1.1.

Homem/c publicaddress- 218.186.1.1.
Homem/cinsideaddress- 137.132.2.1.
Homem/ctrying toreachl37.132.3.1.

NUS

137.132.0.0/16

E

i home

218.186.0.0/16

137.132.1.1

218.186.1.1

137.132.3.1

137.132.2.1

etwork Se

curity—p.28



Simplied SSL protocol

Considerasimpli ed SSL protocolexchange.

S Suppciphersuites,28B randomness

C '* S Choserciphersuite,28B randomness

S Senercert

C ! S Eservpubkey(Clientselectedt8B PMS)
Both partiescomputeMS  h(pmsjjrjjr2)
Encryption& MAC keys dervedfrom MS
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Subsetof SSL Messages

—

[Protocol, Version, Length]

N\

ChangeCipherSpec (20)

Alert (21)

Handshake (22)

Application (23)

4
ChangeCipherSpec

l

HelloRequest(0)

CertificateRequest (13)

ClientHello (1)

ServerHelloDone (14)

ServerHello (2)

CertificateVerify (15)

Certificate (11)

ClientkeyExchange (16)

ServerKeyExchange (12)

Finished (20)
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A basicbut completeSSL protocol interaction

- ClientHello |
SenerHello -

Certicate ®

SenerHelloDone
> ClientkeyExchange |
+ ChangeCipherSpec |
2 Finished |

ChangeCipherSpec

Finished ~
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Client Hello

FromanEthereakrace(SSLv2).

Length(2 bytes).

ClientHello (1 byte)= 0x01.

Version(2 bytes)= 0x0301.SSL3.1.

CipherSpeclLength(2 bytes),say=

SessionD Length(2 bytes),probably= 0 for newv connection.
Challengd_ength(2 bytes),say= x.

Cipherspecsf 3 byteseach= =3.

Challengex bytes.

Network Security—p.29



Sewer Hello

Responseés SSLv3.Fromsener! client.

SSLV3 recordlayer: Handshak.

Type (1 byte)= Handshak (22).

Version(2 bytes)= 0x0301.

Length(2 bytes)

Payloadcancarry multiplemessges
Handshak Type (1 byte)= Sener Hello (2).
Length(3 bytes).Why 37 Canit besplit acrossarecord?
Version(2 bytes)= 0x0301.
Randomtime (4 bytes).
Randombytes(28 bytes).

Sessiond Length(1 byte).
Sessiond (32 bytes). Network Security- p.29



Certicate S | C

Responses SSLv3.1.Fromsener! client.

SSLV3 recordlayer: Handshak.

Type (1 byte)= Handshak (22).

Version(2 bytes)= 0x0301.

Length(2 bytes)

Payload
Handshak Type (1 byte)= Certi cate (11).
Length(3 bytes).Why 37 Canit besplit acrossarecord?
No \Version eld.

Certi cateslengthof thewholeblob (3 bytes).
Certi cate chain
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Sewer Hello Done

Responses SSLv3.1.Fromsener! client.

SSLV3 recordlayer: Sener Hello.
Type (1 byte)= Handshak (22).
Version(2 bytes)= 0x0301.
Length(2 bytes)

Payload

Handshak Type (1 byte)= SenerHello Done(14).
Length(3 bytes),value=0
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Client Key Exchange

Fromclient! sener.

SSLV3.1recordlayertype: Handshak.

Type (1 byte)= Handshak (22).

Version(2 bytes)= 0x0301.

Length(2 bytes),say= X.

Payloadis the Client Key Exdhange messge.
Type(1 byte)= ClientKey Exchangg16).
No \ersion eld.
Length(3 bytes),say=vy.
y bytesof datablob,x = y + 4.
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ChangeCipher SpecC ! S

Fromclient! sener.

SSLV3.1recordlayertype: ChangeCipherSpec.
Type (1 byte)= ChangeCipherSpec(20).
Version(2 bytes)= 0x0301.
Length(2 bytes),value= 1.
Payloadis 1 byteof valuel.
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Client Encrypted Handshake P Finished

Fromclient! sener.
SSLV3.1recordlayertype: Handshak.
Type (1 byte)= Handshak (22).
Version(2 bytes)= 0x0301.
Length(2 bytes),say= X.

X bytesof encrypteddatablob.
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ChangeCipher Spec

Fromsener! client.

SSLV3.1recordlayertype: ChangeCipherSpec.
Type (1 byte)= ChangeCipherSpec(20).
Version(2 bytes)= 0x0301.
Length(2 bytes),value= 1.
Payloadis 1 byteof valuel.
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Sewer Encrypted Handshake = Finished

Fromsener! client.
SSLV3.1recordlayertype: Handshak.
Type (1 byte)= Handshak (22).
Version(2 bytes)= 0x0301.
Length(2 bytes),say= X.

X bytesof encrypteddatablob.
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Application data

SSLV3.1recordlayer: Applicationdata.
Type (1 byte)= Applicationdata(23).
Version(2 bytes)= 0x0301.

Length(2 bytes),say= x.
Payloadis encrypteddataof x bytes
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Certl cates

A certi cate bindsanameto akey. From|[Tho0Q

AppendixA.1]:

Version

SerialNumber

Algorithm Id

Issuer

Validity

Subject

Subjects PublicKey

IssuerUniqueld (optional)

SubjectUniqueld (optional)

Extensiongoptional)

Signhature
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Certl cate Authority

Everyonehasroot's certi cate
andtrustsit.

Trust owsfromroot! leaf.

CAL CAD s trusttransitve?
/ L Getting a persons public key
In order to communicatewith

them, say scott.mcnealy@su-

o () (®
n.com? UselBE.
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JSSE— SSLContext

KeyManagler[..] TrusﬁManager[..]
¢t

)
|
|
|
||IIII
|
|
K3

ptt
SSLC ontext |

javax.net.ssl.SSLComté Usedto createbothclientandsener
SSL soclets.

SSL Contat.getSocktFactory().createSoeéit(hurli, M43 );
SSLContat.getSererSocletFactory();
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JSSE— SSLContext ::

SSLConta&t sc= SSLContet.getinstance(“TLS”);

sc.init(KeyManager[], TrustManager(],
SecureRandom);

KeyManagers areresponsibléor managingkey
material.For e.g.,SunXx509

TrustManajers managdhetrustmaterialthatis used
whenmakingtrustdecisionsFor e.g.,SunX509
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JSSE— Keystore

Representa storagdacility for cryptographidkeys and
certi cates. Canbethoughtof asa hashtableindexed by
alias (a String), with thevaluebeing

A [private ley, certi cate_chainjtupleof type
KeyStore.PwateKeyEntry.

A trustedcerti cate of type
KeyStore.TustedCerti cateEntry

Others::
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Secure Shell Tunneling (Reverse)

How to forwardremoteX-clients(on hostR) to thelocal X-sener
(L) overaprotectedSSHtunnel?

Why? Firewall protectingL mayonly permitoutbound
connectiongo remotehostsat port 22

Have remoteX-clientsbelieve the X seneris runningat port
6001[DISPLAY=localhost:1.0].

TunnelTCPconnectionsnadeto R: 6001 ! L :600Q In
“/.ssh/config:

Or, usessh -R 6001:localhost:6000 <R>.
TunnelsetupwhenyousshfromL ! R.
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Secure Shell Tunneling (Forward)

How to forwardlocal clients(on hostL) to services
runningon hostsreachabldrom R, sayto R°

Sayremoteservicerunsat portp.

TunnelTCPconnectionsnadetoL:p ! R%p. In
“/.ssh/config:

TunnelsetupwhenyousshfromL ! R.
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Tunnelsin Tandem

TunnelX clientsrunningon C to displayonA.
- Remotelerward17439localhost:6000.
- Remotelerward6001localhost:17439.
On C: typesetx DISPLAY=localhost:1.0.

A

|

B

C
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Viun — virtual tunnels

For moreinformation,seehere

Usesthetun driver.

Opening/dev/net/tuncreatesa new virtual
networking interface.

Writing raw IP datagramso FD will besentup
the P stackonlocalhost.

Readingrrom FD will retrieve every datagram
exiting thevirtual networking interface.
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Viun — virtual tunnels

10.0.0.1 10.0.0.2

137.132/16 i1
® virtual interface

virtual interface

NAT
real interface real interface
0.0.0.0/0 137.132/16
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Net Iter (hooks)

SeetheNet lter howto.
NF_IP_PRE RUTING [ip_input.c:ip_rcv()],
NF _IP_LOCAL_INJip_input.c:ip_local delier],
NF_IP_FORVARD [ip_forward.c:ip_forvard()],

NF_IP_LOCAL_OUT[ip_output.c:(\ariousfunctions)],and
NF_IP_POST RUTING [ip_output.c:(\ariousfunctions)].

Attach paclet Itering rules at NF_IP _LOCAL_IN (for input) &
NF_IP_LOCAL_ OUT(for output).
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Net lter callbacks

B RE |—rt_Ikup —fFWD | /o POST
rt_IEij
local_in local-put ‘
into box f rom box
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SafeProgramming

Borrowed heavilyfrom atalk by

Alec Muffettand CasperDik
in 1998
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General Remarks

Securityis notanadd-on.Addingcryptagraphyto a
houseof cardsdoesnt male it a castle

Securityis orthogonalko functionality Functional
testingwill notusuallyreveal securityproblems

Bettercodingis essentialSecue programmingis a
mindset

Detecttheunexpected.

Abort sensiblyif surprised.

Testall returncodes.

Never trustyour input.
Randommumbers— how randomarethey?
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On Commenting Code

Commentcomplicatedolockswith nonobviousside
effects.

Documentwhy certainprivilegesandpermissions
areneeded.

Why setuidroot, why setgidsy<’

Why ownedby bin, writable by groupmail?
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On Trusting Input

Commandine alguments?
Environmentvariables?

File descriptortable?
Umask?

Resourcaimits?
Signalstate(mask,pending)?
CWD?

Taint perl.
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Bounds Checking

Never usegets,strcat,strcpy, sprintfetc.
Be awareof how thesefunctionstreatNUL.

SafeProgramming-p.31



Using Randomness

Be carefulwhengeneratingessiorkeys, nonces,
etc.whoseimpacton securityis substantial.
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Avoiding RaceConditons

TOCTOU Time-Of-Check-to-Tme-Of-Use.

See"'man 2 access”’ Check-and-usarenotatomic.
Any consecutie referenceso a le by name.

find /tmp -mtime +7 -print | xargs rm -f. Attacker
createstmp/x/etc/passwadndquickly renamestmp/xto
[tmp/x2andsumlinks/tmp/xto /.
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Using powerful interpreters

Don't Invoke theshell. No popen systemexec*p.

Whatif theurl wassomethindik e http://iwww."/bin/rm
-rf / 2>/dev/null’comp...?
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Tamper Resistanceb A Cautionary Note

TamperResistance- The Old Fashioned/Nay.
Make codebooksheavy.

Printsensitve information
In watersolubleink,
on cellulosenitrate

for rapiddestruction.

Susceptibleo surpriseandsuddercapture.
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Levelsof Tamper Resistance

AgainstClever Outsiders.
Intelligentbut insufcient systemknowledge.
Take advantageof existing weakness.

AgainstKnowledgeabldnsiders.
Have specializedknowledgeandexperience.
Highly sophisticatedoolsandinstruments.

AgainstFundedOrganizations.
Canassembléeamof experts.

Sophisticatedttacksusingthe mostadwanced
analysigools.
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Smartcards and Micr ocontrollers

Assumethatattaclerscanobtainseveralexamplesof thetamet
equipment.

Preventprogrammingoy coveringthe programmingvoltage
contacton the cardwith tape.

Unusualvoltagesandtemperaturesanaffect EEPROM write
operations.

Internalmemorymay bereadout whenvoltageis low.

On boardrandom# generatorsnay generatéow entrofy
sequencewhenthevoltageis loweredslightly.

Circuitry to preventsinglesteppingattacksmay causdots of
falsepositves.

Power andclock transientanbe usedto affect decodingand
executionof instructions E.g.,reveal extra bytes(perhaps
kQ/S) . SafeProgramming- p.32



Smartcards and Micr ocontrollers

1 b =answer_address
2 a=answer_length
3if(a==0) goto8

4 transmit(*b)
5b=Db+1

ba=a-1

7/ goto3

8 ...
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Administri via
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April 1,2005

April 16thwill beconsidereasextraclassperiod.
Securityproblemswith DNS.
Ratsandwriting safercode.
SSHtunneling.
Vtuns.
IPtables.
Primesisin P.
Steganograply (Nasir'sslides).
Tampermrresistancef SmartCards.
PushbacKfor CongestiorControl).
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