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CS4236—ComputerSecurity II

Textbook: Introductionto Cryptography with
CodingTheoryby WadeTrappeandLawrence
Washington.

Chapters1 � 8; 11� 13; 17or asmuchof themaspossible.

Remaining:System& Network Security.
Usefulif handywith Linux.

Of�ce Hours:Tue5-6pmin S15#04-08.
Gradingpolicy:

Marksfor tutorials� 10%.
Eachtutorial questionwill havemarks.

Youmustattemptenoughquestionsto getat least10marks
duringthesemester.
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Caveats

I will not know all theanswers.I hopenot!
It' sunlikely thatmy lectureslideswill beready
beforethelecture.
Mutualdiscussionis highly encouraged,blind
copying is not.

(Cheatingj plagiarism)) F in class.

Givemeregularfeedbackaboutspeedandstrenuity
of theclass.
Startlooking for paperto present.
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Is Computer Security necessary?

Adaptedfrom [Kan01].

Becausea lot of money is handledby computers.
Becausea lot of importantinformationis storedon
andhandledby computers.

Wouldyouwantanyoneto �nd yourGPA, SAT,
or GREscores?
How aboutyourcredithistory, or yourmedical
history?

Thereneedsto beamechanismto controlsharingof
information.
Becausesocietyis increasinglydependenton the
correctoperationof computers.Seezdnet.
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Examplesof Security Problems

Adaptedfrom [Kan01].

TheInternetWormc1988(buffer over�ow).
Spreadover theInternetto many sites.
Around6000siteswereshutdown to getrid of it.

VirusAttacks.
Denialof ServiceAttacks.

Floodingof webserverswith enormous# of
requests.
Floodingnetworksenroutethetarget.
Exploiting targetTCPstatemachines.See
ChristophSchuba's synkill paper.
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Examplesof Denial of Service

YOU YAHOO
WEB
SERVER

bottleneck link

HEAVY SPOOFED TRAFFIC

TCP SYN

TCP SYN+ACK

ATTACKER TARGET
(allocates resources)

Wait...wait...wait
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Traditional elementsof Inf ormation Security - goalsin [P�96 ]

Con�dentiality [they wantyourdata].Assetsof a
computingsystemareaccessibleonly to authorizedparties.
Includesreading, printing, or eventestingfor existenceof an
object.
Breach:interception.
Integrity . Assetscanbemodi�ed onlybyauthorizedparties.
In security, usuallydistinctfromstructural integrity (well
formedness).
Breach:modi�cation, fabrication.
Availability [they wantyourbandwidth,cpu,disk].
Assetsareaccessibleto authorizedparties.
Breach:interruption.
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Why is security hard?

Adaptedfrom [Kan01].

Tradeoff betweenconvenienceandsecurity, or
performanceandsecurity.
Wily humanopponentsseekto outwit us.Must
assumethattheopponentwill attacktheweakest
point.
Mustgeteverythingright — any mistake is an
opportunityfor theopponent.
Bug-freesoftware?
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DesignPrinciples for SecureSystems

FromSaltzerandSchroeder[SS75].

Economyof [pr otection] mechanism. Keepthe
designassimpleandsmallaspossible.
Fail-safedefaults. Baseaccessdecisionson
permissionratherthanexclusion.
Completemediation. Everyaccessto everyobject
mustbecheckedfor authorization.
Opendesign. Securitythroughobscurityis not.

Overview of ComputerSecurity– p.9



DesignPrinciples for SecureSystems: : :

Separationof pri vileges. Two locksarebetterthan
one!
Leastpri vilege. Operateusingtheleastprivileges
necessaryto completethejob.
Leastcommonmechanism. Minimize theamount
of mechanismcommonto morethanoneuserand
dependedonby all users.
Acceptability. Humaninterfaceshouldbeeasyto
use.
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DesignPrinciples for SecureSystems: : :

Lessons: BlaineBurnham.Hearhiskeynoteaddressat
Usenix2000here.

Securityis notanaddon. Let's build it (getit to run)and
addsecuritylateron.

Assurancematters.
It takesasecretto keepasecreti.e.,goodkey
managementis reallyhard.
Therearenosilverbullets.
Securityis asystemproperty. Composingcomponents
someof whichpurportto besecuremaynot resultin asecure
system.
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Buffer Over�o w: Attack of the Decade

Adaptedfrom [Bon] and[CWP+ 99].

Extremelycommonbug.
1997:16/28CERT advisories.
1998:9/13CERT advisories.
1999:6/12CERT advisories.

Oftenleadsto total compromiseof host.
Requiresexpertiseandpatience(until someone
postsanexploit).

Certstatisticscanbefoundhere.
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Buffer Over¯ow Mechanism

Two steps:
Inject suitablecodein theprogram'saddressspace.
Gettheprogramto jump to thatcode,with suitable
parametersloadedinto registersandmemory.
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Injecting codeon Activation Record

Supposeawebservercontainsthefunction:
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Injecting codeon Activation Record

Whenthefunctionis invoked,thestacklookslike:

�
�

�
�

�

�
�

�
�

�

strret addrframe ptrbuf[0..n] F
P

Lower address Higher address

caller constructedcallee constructed

strcpy overflows ret addr

%ebp= framepointer.

%esp= stackpointer.

%ebp+4 = returnaddress.

%ebp+8 = �rst argumentto function.

Callerpushesargsin reverseorder.

Calleecreatesframelinkage.
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Injecting codeon Activation Record

Whatif � str is � 136bytes?After strcpy, thestack
lookslike:

frame ptr strret addrbuf

Thebasicproblemis thatstrcpy doesn't do rangecheck-

ing.
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StackSmashingAttack

Whatif thebuffer over�ow resultsin thefollowing stack
state:

buf P
frame ptr

(irrelevant) ret addr

P:execve(“/bin/bash”,char**argv, char**envp) properly
constructed!

SeetheAlephOnearticlefor step-by-stepdescription.
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Constructing call to execve

%eaxcontainsthesyscallnumber11 (for execve).

%ebxcontainsthe1st arg to thesyscall,apointerto thestring

/bin/shn0 .

%ecxcontainsthe2nd arg to thesyscall(argv) which is a
pointerto the�rst elementof anarrayof (char*)s. Thelast
elementof thearrayis NULL.

%ecx � ! � � ! “/bin/shn0”
0

%edxcontainsthe3r d arg to thesyscall(envp) pointsto an
arrayof ptrsthatendsin NULL. Sowhatif wehad%edxpoint
to a locationthatcontainedtheNULL pointer(0).
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Constructing call to execve: : :

So,it lookslike
x x + 7

/ b i n / s h n0 x 0

b

c

d

%ebx x

%ecx x + 8 (2 elemarray)

%edx x + 9 (1 elemarray)

Wecandeterminex dynamically
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Constructing over¯ow buffer

noop � � � � � � � � � � � � landanywherein here
noop
jmp offset-to-call
popl %esi %esinow containsaddrof /bin/sh

movl %esi,array-offset(%esi) saveaddr /bin/sh here
movb $0x0,nullbyteoffset(%esi) terminate/bin/sh with \0

movl $0x0,null-offset(%esi) /bin/sh\0 , addr , NULL
movl $0xb,%eax 11 for execve
movl %esi,%ebx reg b ! /bin/sh
leal array-offset,(%esi),%ecx reg c ! [addrof /bin/sh\0 , NULL]
leal null-offset(%esi),%edx reg d ! NULL
int $0x80 trapto kernel
movl $0x1,%eax exit(0) if execve failed
movl $0x0,%ebx
int $0x80
call offset-to-popl saveaddrof /bin/shonstack
“/bin/sh” stringgoeshere. notNULL terminatedelsestrcpy maystop
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StackSmashingAttack

Whenfunc() returns,/bin/sh will readandwrite �le
descriptors0 and1. Oftenredirectedto readfrom
andwrite to asocket.
Attackcoderunson thestack.
Unsafelibc calls: strcpy, strcat, gets— norange
checking.
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Exploiting buffer over¯ows

If thewebservercallsfunc() with givenURL, then
anattackercancreatea200byteURL to obtainshell
on thewebserver!
Somecomplications:

ProgramP shouldn't containthe'\0' character.
Over�ow shouldn't crashtheprogrambefore
func() returns.

Recentbuffer over�owsof this type:
Over�ow in theMIME type�eld in MS Outlook.
Over�ow in ISAPI in IIS.
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Java Crypto API
Basedon JDK1.5
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Somekey–relatedclassesin Java

java.security.Key—top-level interfacefor all opaque
keys (symmetricandasymmetric).

StringgetAlgorithm()— nameof thealgorithmof
thekey.
byte[] getEncoded()— theraw bytesof thekey in
its primaryencodingformat.
StringgetFormat()— theformatof theencodedkey,
for e.g.,PKCS#8,X.509.
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Creatingkeysfor symmetric ciphers

javax.crypto.SecretKey is asub-interfaceof Key
andrepresentsasecret(symmetric)key.
ClassSecretKeySpecimplementsSecretKey.
To generateaDESkey for thebytesequence
0x0102030405060708, use:
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KeySpec 5

java.security.spec.KeySpec—aninterfacethatdenotes
the“transparent”(user-visible) representationof thekey
materialthatconstitutesakey.

Containsnomethodsor constants.
ClassSecretKeySpecimplementsKeySpec&
SecretKey (moredirectly relevantfor us).

SecretKey is aninterfacethatextendsKey. Soit
canbeusedwith Cipher.
To generateaDESkey for
0x0102030405060708, use:

byte[] key = new byte[8] {0x01,...};
desKey = new SecretKeySpec(key, "DES");
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Using IV' swith symmetric ciphers

javax.crypto.spec.IvParameterSpec—aclassthat
speci�esanIV. ImplementsAlgorithmParameterSpec.

public IvParameterSpec(byte[]iv), for e.g.,createan
eightbytearrayandinitialize it with theIV and
createanIvParameterSpec.
Canbeusedin Cipher.init(...) becauseit' san
AlgorithmParameterSpec.
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The Cipherclass

javax.crypto.Cipher—aclassthatprovidesthe
functionalityof encryptionanddecryption(both
symmetricandasymmetric).

public staticCiphergetInstance(Stringtx). For e.g.,
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Tx or transformation� algorithm/mode/padding.

A ciphercanbeinitializedwith
cipher.init(int Cipher.ENCRYPT_MODE,Key key,
AlgorithmParameterSpecIV).
cipher.init(int Cipher.ENCRYPT_MODE,Key key). This
generatesits own IV whichcanberetrievedwith
cipher.getIV().
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Cipher: : :

To encryptabytestream,use
byte[] encryptedBytes= cipher.update(buffer, 0, b_read);

length(returnedbytes)6= length(argumentbytes)
No semanticsspeci�edin theJavaAPI.
Must collectablock'sworthof data.

To endencryption,use
byte[] encryptedBytes= cipher.doFinal();

All outstandingbytesarereturned.
Paddingis appliedif speci�ed.
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UsingHashes

To calculatetheMD5 checksumof abytestream,use
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X.500Names 5

Loosely, anX.500nameis hierarchicalandconsistsof
thefollowing attributes:

Country:SG.
Stateor Province:Singapore.
Locality: Clementi.
Organization:NationalUniversityof Singapore.
OrganizationalUnit: Schoolof Computing.
CommonName:SandeepKumar.
EmailAddress:skumar@comp.nus.edu.sg.

Subsetof JavaCryptoAPI – p.31



Base64encoding 5

Look herefor moreinformation.Theremustbeother
references.

Encodeasequenceof octetsusingthecharacters
[A-Za-z0-9+/] to represent6 bitseach.
Usethecharacter̀=' for trailing padding.
6 bitsof input representedasoneprintablecharacter
of 8 bits ) 33%expansion.

Ex: 0x1Fis Hw==. Is it?
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ClassicalCiphers
PreDES
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Shannon'smodelof a secrecysystem

Diagramasin [Sha49].

plaintext source encrypter decrypter destination

secure channel

key source

enemy cryptanalyst

P C P

Sender Receiver

K K
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Shannon'smodel: : :

Encryptionencodesamessagesoits meaningis not
obvious.
For symmetricencryptionP = D(K ; E(K ; P)).

For asymmetricencryptionP = D(K D ; E(K E ; P)).

Securityof acryptosystemshouldrestentirely in the
secrecyof thekey, andnot in thesecrecy of the
algorithm(Kerckhoffs).
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Typesof attacks

Cryptographersdesigntheiralgorithmsto resistthe
following increasinglyaggressiveattacks[Susan
Landau].

Ciphertext-only: adversaryhasaccessto encryptedcomms.

Known-plaintext: adversaryhassome(plaintext, ciphertext).

Chosen-text: theadversarychooses
theplaintext to beencrypted.
theciphertext to bedecrypted(chosenciphertext).
theplaintext to beencrypteddependingonciphertext
receivedfrom previousrequests(adaptivechosen
plaintext).
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MonoalphabeticSubstitution Cipher

Shift cipher, for e.g.,Caesar's cipheris averysimplepermutation,
for e.g.,rot13. An exampleis shift by 3.

abcdef ghi j k l mnopqr s t uvwxyz

########## ### #############

def gh i j k l mnop qr st uvwxy z abc

Sothesecretmessage“attack at dawn” is encryptedas

a t t a c k a t d a w n

# # # # # # # # # # # # # #

d w w a f n d w g d z q

Keyspace:25. Canbebrokenusingciphertext only.

I Might giveademousingvigenere-encrypt.cgiwith theaboveasexample.
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Af�ne Ciphers

A speci�c way to constructapermutation.Choosetwo
integers� and� , with gcd(� ; 26) = 1, andconsiderthe
cipheringfunction

y = � x + �

Keyspace= 11� 26.
Easyto breakwith aciphertext only attack.
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Mono� betic substitution cipher

In general,thesecretkey is a table,apermutation� that
mapseachsymbolof PT ontoasymbolof CT, for e.g.,

abcdef gh i j k l mnopqr s t uvwx yz
############ # ########## ###
pandor sbxcef ghi j k l mqt uvwyz

Keyspace:26!(permutations).

At 1 decrypt/� s, requires103 yearsto cycle through.
Constructinganeasyto rememberpermutationis
simplewith akeyword,suchas“pandorasbox”
above.
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Mono� betic substitution cipher: : :

Unfortunately, onecanusefrequency of Englishletters

e 12.5%

t 9.25%

a 8.04%

o 7.60%

i 7.26%

n 7.09%

andpairsto breakthiscipherusingaciphertext only
attack.Mostcommondigram: th, mostcommon
trigram: the.

ClassicalCiphers– p.40



Exampleof mono� cryptanalysis

Examplefrom [Kip99]:
ETNAN XFWN LYK Y RYETNA QFEBWKXF LTX KYQP ETQK YPHQWN
QK RXA DXB KXF DXB PXFE LYKT DXBAKNMR LNMM KX DXBA
RNNE KCNMM MQUN TNMM QR QF VNP LQET Y ZQAM UNNI DXBA
KTXNK XF

I SetN = E asN is themostfrequentletter; now searchfor the, 3 times
N is precededby T, setT = H , 2 timesTN is precededby E, setE = T.
NoticetheloneY , setY = A. The�rst word couldbethere, sosetA = R.
If A = R, thenR 6= R, maybeR = F .

Try http://localhost/info/cgi-bin/mono.cgifor ademo.

Unfortunately, samelettersin plaintext encryptto
samelettersin ciphertext.
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VigenèreCipher

Inventedcirca1520.Appliedarithmeticto ciphers.
whatani cedaytoday
c ryptocryptocrypt
yyy i tb. . . . . . . . . . .

UsetheVigenèretableauto encryptor decryptmessages.
It' s liken instancesof Cæsar's cipher. Or, it' saddition
modulo26wherea = 0; : : : ; z = 25.

Keyspace:26n, n is thenumberof symbolsin the
key.
It evensout thefrequency disparityin theplaintext
alphabet.
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VigenèreCipher: : :

Vigenère's tableau(partof)

abcdefghi j k l mnopqrs t u vwxyz

a abcdefghi j k l mnopqrs t u vwxyz

b bcdefghi j k l mnopqrst u vwxyza

c cdefghi j k l mn opqrstuvwx yzab

d defghi j k l mn o pqrstuvwx y zabc
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Cryptanalysis of VigenèreCipher: : :

Easyto break[Fri84, pg.17], [Sta99, pg.40], [P�96,
pg.35]:

Findkey length.Kasiski: Identicalsequencesof
plaintext at integralmultiplesof keyword length�
identicalciphertext sequences.Look for common
factors.

Englishusesseveralendingsandbeginnings
disproportionatelyoften.
Wordssuchasof, and, to etc.appearin high
frequency.
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Cryptanalysis of VigenèreCipher: : :

Divide theciphertext into key lengthsizedblocks.
All elementscorrespondingto thesamerelative
positionwithin eachblock form amonoalphabetic
cipher. Breakeachfor everypositionof theblock.
Cipher-text only attack.
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Cryptanalysis of VigenèreCipher: : :

UsetheIndex of Coincidence. It is de�ned asthe
probabilitythattwo randomlyselectedlettersin a
ciphertext areidentical.

I C =

P
i

�
ni

2

�

1
2n(n � 1)

whereni is the# of occurrencesof symboli , saya : : : z.
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Cryptanalysis of VigenèreCipher: : :

See[TW02, Section2.3] for details.To computejkeyj.

Whatif wecomputedI C from theciphertext
c1 : : : : : : cn sampleby countingcoincidenceswith
theshiftedciphertext ck : : : cnc1 : : : ck� 1 ? If
k = jkeyj, then

c1; ck areshiftedby thesameamount,asarec2; ck+1 etc.

Soweshould�nd theI C to becloseto thatof English!
Becauseamono� betictransformationdoesn't changethe
I C.
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Index of Coincidence: : :

Anotherinterpretationof I C is thatit' sameasureof
thevariationbetweenfrequenciesin adistribution
[from theuniform] [P�96, Section2.3].
If � representsaplaintext symbol,then

P
� P� = 1.

Let's �nd thevariationof agivendistribution from a
¯at distributionP � = 1=j� j.

var =
P � = z

� = a

�
P� � 1

26

� 2

=
P � = z

� = a P2
� � 1

26

Now,
P

P2
� �

P ni
n � ni � 1

n� 1 � I C = var + const!
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Cryptanalysis of VigenèreCipher: : :

Example:Considertheciphertext
WSPGM HHEHM CMTGP NROVX WISCQ TXHKR

VESQT IMMKW BMTKW CSTVL TGOPZ XGTQM

CXHCX HSMGX WMNIA XPLVY GROWX LILNF

JXTJI RIRVE XRTAX WETUS BITJM CKMCO

TWSGR HIRGK PVDNI HWOHL DAIVX JVNUS

JX
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Cryptanalysis of VigenèreCipher: : :

Thecountsof thevariouslettersare:
a b c d e f g h i j k l m n o p q r

3 2 7 2 4 1 8 9 10 5 5 5 11 5 5 5 3 8

s t u v w x y z

8 12 2 8 9 13 1 1

Thetotal# of lettersis 152. Thus

I C =
P 25

i =0 ni (ni � 1)
n(n� 1)

=
P

3 � 2 + 2 � 1 + � � � 1 � 0 + 1 � 0
= 1048

152�151
= :0457
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Index of Coincidence: : :

I C is apredictorof key lengthwhenit is small. It
cannotdiscriminatewell for largekey lengths.

:038= 1=26, which is whatwe'd expect.

keylen 1 2 3 4 5 10 large
IC .068 .052 .047 .044 .044 .041 .038
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Permutation Cipher

Columnartransposition.Considertheplain text
“howareyoudoing”.Write thisastwo blocksof seven
characterseach

h o w a r e y
o u t o d a y

Theciphertext is theplaintext readin columnorder. So
theciphertext is “hoouwtaordeayy”.

Sameletterfrequenciesasoriginal text.
Canbebrokenusinga form of frequency analysis.
Canbebrokenwith aKPA.
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Permutation Cipher: : :

It' sapermutationon thepositionof PTsymbolsin the
correspondingCT. For e.g.,HELLOWORD mightbe
transformedinto LWHOEROLD. An example
permutationis

� =
1 2 3 4 5 6 7 8 9
# # # # # # # # #
3 5 1 4 2 7 9 6 9

ClassicalCiphers– p.53



Playfair cipher

� 1854by Sir CharlesWheatstone.
5 � 5 matrixof lettersconstructedusingakeyword
[Sta99].
In general,inserta �ller lettersuchas“i” between
successive identicallettersto avoid needingto
encryptpairssuchas“tt”.

M O N A R

C H Y B D

E F G I/J K

L P Q S T

U V W X Z

ATTACKATDAWN

RSSRDERSBRNY

ClassicalCiphers– p.54



Playfair Cipher: : :

Usedby theBritish Army in WW I.

Frequency analysismoredif�cult. But still susceptibleto
digramfrequency analysis.

Flatterdistribution thanplaintext, neverthelessplentyof
structure.

Bothdigramsreander common.Soif pairsIG & GI are
common,e;i; r; g probablyform thecornersof asquare,
suchas

e i
g r

or
e g
i r

Lastfew rowsof thematrixpredictable.

Eachplaintext letterencryptsto oneof � veciphertext letters.
h � ! f c;y; b;d; f g in thepreviousexample.
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Hill Cipher

Inventedby LesterHill in 1929.A blockcipher.

C = K P mod 26; 0 � kij < 26

A ciphertext letterdependsonmultipleplaintext
letters!
Strongagainstciphertext only attack,but easily
brokenunderknown plaintext attacki.e.,givenaset
of (P; C) pairs,solve for K .

det(K ) shouldberelatively primeto n in orderfor
K to beinvertiblemodn.
For ablocksizeof 8, keyspace� 2664 > 2 � 1090.
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PerfectSubstitution Cipher

Useanin�nite nonrepeatingsequenceaskey.
ConfoundsbothKasiskiandIndex of Coincidence.

One-timepad.However, thereis
� needfor synchronizationbetweensenderand

receiver.
� needfor unlimitednumberof keys.
Long randomnumbersequences.Canbeusedat
bit level [Gilbert Vernam,1918].However,
statisticalpseudorandomness; unpredictable.
Longsequencesfrom books.
� Digits from thephonebook.(mighthavesome

non-uniformity)
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Linear Congruential Generator 5

A Linear Congruential Generator is of theform

r i+1 = (a � r i + b) modn

wherea, b, n areconstants.It' s totally linear! For e.g.,giventhe
randomsequence958833456, 396607904, 2147285887for
n = 231 � 1, wehave theequations

396607904 = a � 958833456+ b mod2147483647
2147285887 = a � 396607904+ b mod2147483647

396805664 = a � 562225552 mod2147483647
a = 16807
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Vernam Cipher

GilbertVernam,1918.

Choosekeywordaslongasplaintext with nostatistical
relationshipto it [Sta99, pg.40]. Worksonbits.

ci = pi � ki

One Time Pad (JosephMauborgne): Usea randomkey

aslongasthemessage,but only once!
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Rotor Machines

Threerotorsplusa re�ector.
After every letterwasencrypted,therotor turned
likeanodometer.
Eachletterencryptedby effectively anew mono
alphabeticsubstitutioncipher.
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KnapsackEncryption 5

Givenasetof integersa1; a2; : : : an, �nd whetherasubsetof them
addsup to agivenintegert. For example,for theset

A = f 4; 7; 33; 1; 12; 78; 11; 291g

Is thereasubsetthataddsup to 17? To 129?

To encrypttext, say“NUS IS GREAT,” usetheASCII bit sequence
of eachcharacterto selectthesetof numbersin the“knapsack”to
add.So

N = 0x4E= 01001110= 7 + 12+ 78+ 11 = 108.

U = 0x55= 01010101= 7 + 1 + 78+ 291= 377.

: : : : : :andsoon: : : : : :
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KnapsackEncryption: : : 5

Alternatively, theknapsackcanhave16numbersandyoucan
encrypttwo charactersata time. Supposethat

A = f 4; 7; 33; 1; 12; 78; 11; 291; 101; 29; 1101; 561; 487; 9826; 791; 893g

Thenyouencryptthemessageas
NU SI SG RE AT

Thedif�culty is thatsolvingthegeneralknapsackis asdif�cult for
therecipientasit is for theenemy.
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Merkle-Hellman KnapsackEncryption 5

Make theproblemdif�cult for theenemybut easyfor therecipient!
A superincreasingknapsackis onein which theintegersin the
knapsackform asuperincreasingsequence.Thatis

ak >
k� 1X

j =1

aj

I Give a demo of superincreasingsequenceusing printSuperIncreasing-
Seq(superIncreasingSeq(7)).

An exampleis thesequence

A = f 77; 105; 192; 392; 801; 1662; 3286; 6537g
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Merkle-Hellman KnapsackEncryption: : : 5

Now supposingonewereto askif there'sasubsetof #s
in theknapsackthataddup to 2967, there'saneasyway
to �nd it!

But theproblemis thatsolvingasuperincreasing
knapsackis aseasyfor theenemyasit is for the
recipient!

Sowe try to confoundtheenemyby transforminga su-
perincreasingknapsackinto a “random”one.
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En/decryption with MH Knapsacks 5

Chooseaprimem >
P

ai . Chooseaw rel. primeto m.
TransformA into B suchthatbi = w � ai modm.

Let's saythatm = 13917for theexampleaboveandthat
w = 269. Then

B = f 6796; 411; 9897; 8029; 6714; 1734; 7163; 4911g

To encodethecharacter̀N' which is 01001110, wemightdo
411+ 6714+ 1734+ 7163= 16022.

To decodethisnumber, therecipientdoes
269� 1� 16022mod13917= 3725� 16022mod13917= 5854.

Solvingthesuperincreasingknapsackfor 5854givestheset
105+ 801+ 1662+ 3286!
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En/decryption with Knapsacks: : : 5

PracticalImplementation

Generaterandomnumbers0 < r i < 2200 andchoose

ai = 2200+i � 1 + r i
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Why is the Knapsackconsideredhard? 5

Thegeneralknapsackproblemis NPComplete!
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A primer on complexity theory 5

f (n) is saidto beO(g(n)) if 9 c;n0 suchthat

f (n) � cjg(n)j 8n � n0

Example:f (n) = 17n + 10is O(n) because

17n + 10 � 18n

for n0 = 10.
I Demoplot [n=1:100]17*n+10,18*n.

Example:f (n) = atnt + at� 1nt� 1 + � � � + a0 is O(nt).

ClassicalCiphers– p.68



A little primer on complexity theory: : : 5

TheclassP: problemsthatcanbesolvedin timeboundedby a
polynomialfunctionof theproblemsize.For example,sorting,
�nding themax of asetof numbers,multiplication ,
exponentiation.

TheclassNP: problemsthatcanbeveri�ed in polynomial
time. For example,Hamiltonian cycle, CNF satis�ability.

TheclassNP Complete: Problemsin NP to whicheveryother
problemin NPcanbereducedin polynomialtime.

If anNPCompleteproblemyieldsapolynomialtimesolution,
thenP = NP . In somesensethen,thesearethehardest
problemsto solve in theclassNP.

Weknow thatP � NP , thatP 6= EXP . But is P = NP ?
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Lessons

Compressbeforeyouencrypt.
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Number Theory
Chapter3 of textbook
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Modular Arithmetic

If a modn = b, thena = c � n + b. Whenyou reducea
numbera modulon youusuallywant0 � b< n.

Division Principle [Bar02, pg.61]: Let n beapositive
integerandlet a beany integer. Thenthereis exactlyone
pairof integers(c;b); 0 � b< n suchthat

a = c � n + b

Examples:
17 mod5 = 2.
5 mod17 = 5.
� 8 mod3 = 1.
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Modular Arithmetic : : :

Someinterestingpropertiesof modulararithmetic:

(a + b) modn = (a modn + bmodn) modn
(a � b) modn = (a modn � bmodn) modn

a� 1 modn ?= (a modn)� 1

which impliesfor examplethat

(a � (b+ c)) modn

= (a modn � (b+ c) modn) modn

= (a modn � (bmodn + c modn) modn) modn
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Modular Arithmetic : : :

Example:

(1234103 � (123432 + 1004245)) mod7
= 2103 � (232 + 3245)) mod7
= 2102 � 2 � (232 + 3245)) mod7
= 23�34 � 2 � (232 + 3245)) mod7
= 834 � 2 � (232 + 3245)) mod7
= 134 � 2 � (232 + 3245)) mod7
= 2 � (4 + 5) mod7
= 2 � 2 mod7
= 4
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Modular Arithmetic : : :

Or, it is
676427237703960480800617805514490628463396578265560602366454373169767529513846767-
463207919355956469397510085357406342926865506157985561680695208896384623297418220-
848803884955876363418030350483247250724631483325801396011637588071639599806167994-
193309583778563056012382635920726053970067991456773244997104100369413491102455032-
364389933341274984765464297162616658498629615474403373088517597556976620658033217-
438802808681826205865918668079145490647409345949063789681229965740727240610788809-
170465374269971438771754620002236124722436864506245588251677886076929770205524007-
172037257055742380864415433040887992580892514085538198662824039695765741786689601-
499720253798960729515852625876184645304451447920538193868342217303926500545181287-
079103392181283330834131979868926531264458479736358778622572499449415763943865945-
787807559542444116942358643003465906749115689733174380263588454966723817890990398-
474943100607903083886568549182736368333115158684387147293334739082872093966419871-
0347727796483110738685594792944199344858089699587734429853257643035321271289118720
mod7
= 4
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Modular Exponentiation

Sayyouwantto compute6469 mod7. Youcouldcompute

6 � 6 � 6 � � � � � � � 469times

Or, observe that

469= 1110101012 = 28 + 27 + 26 + 24 + 22 + 20

Thatis

6469 = 628
� 627

� 626
� 624

� 622
� 620

I So insteadcomputeeachtermindividually with onemultiply each.That
is, compute62; 64; 68; 616; 632; 664; 6128; 6256 by repeatedsquaring.
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GCD

TheGCDof two numbersa andbis thelargestinteger
thatdividesbotha andb.

GCD(a;b) = GCD(b;a modb)

If dja & djb(LHS) thendjb& dja modb(RHS).
I.e.,all divisorsof LHS arealsodivisorsof RHS.
Similarly, if djb& dj(a modb) ) dja.

I Why doesn't GCD(a, b) = GCD(a, a mod b) work?

Becauseyoucan't go in thereversedirection,i.e.,dja & dj(a modb) ; that
djb. This is becauseif dj(a mod b) thendj(a � kb) but it may be thatdjk
insteadof b.
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GCD: : :

j a%b j kb j

j a j
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ax + by = d

Theorem[TW02, Page64].

Let a andbbetwo integers,with at leastoneof a;b6= 0,
andlet d = gcd(a;b). Then9 integersx; y suchthat

ax + by = d

In particular, if a andbarerelatively prime,then9
integersx; y suchthat

ax + by = 1

Proof:By inductionon theGCDprocedure.

NumberTheory– p.79



Inverse

Theinverseof anelementx modn is theelementy s.t.

xy = 1 (modn)

Considerthesetof numbersmodulo9.
Not everynumberhasaninversemodulo9. In fact,
only numberscoprimeto 9 have inverses!
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Inversemod 9

� 0 1 2 3 4 5 6 7 8

0 0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7 8

2 0 2 4 6 8 1 3 5 7

3 0 3 6 0 3 6 0 3 6

4 0 4 8 3 7 2 6 1 5

5 0 5 1 6 2 7 3 8 4

6 0 6 3 0 6 3 0 6 3

7 0 7 5 3 1 8 6 4 2

8 0 8 7 6 5 4 3 2 1
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EGCD

TheExtendedEuclideanAlgorithm EGCD(f ; d)
permitsoneto �nd d� 1 (modf ) andf � 1 (modd)
[providedthatGCD(f ; d) = 1] in additionto
GCD(f ; d).

Startwith thevectors

(1; 0; f ) & (0; 1; d)

andreduceonevectorwith anotherby subtractinga
multipleof onefrom theseconduntil theresulthas
thethird component1.
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EGCD: : :

Bothvectorsmaintaintheinvariant

f x1 + dx2 = x3

Eventually, yougetanequationof theform

f x1 + dx2 = 1

Thisgivesx2 = d� 1 (modf ) andx1 = f � 1 (modd).

I Show examplesof GCD& EGCDusingRSA.pmand˜/bin/perl/egcd.
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Modular Division

Proposition[TW02, Page68].

Let a;b;c;n beintegerswith n 6= 0 andwith
GCD(a;n) = 1. If ab� ac (modn) then

b � c (modn)

Example:2 � 1 � 2 � 4 (mod6), but
1 6= 4 (mod6).

Solvingax � c (modn), GCD(a;n) = 1 is now
easy.
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Modular Division: : :

In theequationax � b (modn), whatif
GCD(a;n) = d > 1?

If d 6j b, thereis nosolution.

Solve ( a
d)x � ( b

d) (mod n
d). Let thesolutionbex0.

Thenax0 � b (modn).

Thesolutionsof ax � b (modn) aretheunique
valuesmodn thatsatisfytheequationabove. The
equationhasd rootsmodn,

x0; [x0+ (n=d)]; [x0+ 2(n=d)]; : : : ; [x0+ (d� 1)(n=d)]

Eachis distinctmodn, but � mod n
d.
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Modular Division: : :

0 n
d

2n
d � � n

There'sasolution0 < x0 < n
d for

( a
d)x � ( b

d) (mod n
d).

But if x0 is asolution,thensois x0 + k n
d.

But x0 andx0 + k n
d are6� modn for 0 < k < d.
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Primes

An integera > 1 whoseonly divisorsarethetrivial
divisors1 anda is saidto beaprimenumber[CLRS01].
Example:2; 3; 5; 7; 11; 13; 17; 19; 23; 29; : : : : : :

If n is acompositeinteger, thenn hasaprimefactor
notexceeding

p
n.

Whatthismeansis thatin orderto testanumbern
for primality, it' s suf�cient to try dividing it by all
primes�

p
n.

Therearein�nitely many primes[Ros93, Theorem
1.17].
n! + 1 cannothaveaprimedivisor � n.
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Primes: : :

� (x), thenumbersof primes� n ! n=logn as
n ! 1 .

n=logn ! 1 asn ! 1 .
Eventhoughthe# of primesis 1 , its density
getssparserandsparserasn ! 1 .
Approximatelyspeaking,onewouldneedto
samplelogn numbersto �nd aprimecloseto n.

I Use Gnuplot to “plot [n=1:1000000]n/log(n),n” to show how n/log(n)
varieswith n.
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Primes: : :

Consider�nding all primes� 25usingthesieveof
Eratosthenes.

1 2 3 4 5
6 7 8 9 10
11 12 13 14 15
16 17 18 19 20
21 22 23 24 25
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Factorization

Finda factorof n by successively dividing n by
primes2: : : b

p
nc.

To �nd thefactorsof n, �nd x 6� y (mod n) with
x2 � y2 (mod n) [TW02, Sec.6.3]. Then,
gcd(x � y; n) givesanontrivial factorof n.

Pollard'sp � 1 method.Findanumberx that'sa
multipleof p � 1 wherep is anon-trivial factorof n.
Thenfor a rel. primeto n () alsorel. primeto p),

ax � 1 (modp)

or ax � 1 is apossiblenon-trivial factorof n. See
[TW02, Sec.6.4] for details.
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Fermat'sTheorem

For primep andintegerbnotdivisibleby p,

bp� 1 � 1 (modp)

ConsiderP = 1b� 2b� 3b� � � (p � 2)b� (p � 1)b= bp� 1(p � 1)!

1 � b6= 2 � b6= 3 � b6= � � � 6= (p � 1) � bbecausetheresidue
systemmodp is a �eld andbhasaninversein it.

Thus1b;2b;: : : merelyenumeratethenumbers1: : : (p � 1) in
someorder.

Cancelingout (p � 1)! from bothsides[because(p � 1)! is
coprimeto p] of theequationwegetbp� 1 = 1.
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UsingFermat'sTheorem

Considertheprime17. Then

216 = 65536= 1 mod17.
416 = 4294967296= 1 mod17.
1516 = 6568408355712890625= 1 mod17.

Let's try thesameexercisewith theprime19.

218 = 262144= 1 mod19.
418 = 68719476736= 1 mod19.
1518 = 1477891880035400390625= 1 mod19.

I If xp� 1 = 1 mod p, thenx � xp� 2 = 1 mod p. This meansthatxp� 2 is
theinverseof x modp.
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Euler' s theorem

It is ageneralizationof Fermat's theorem.

De�nition: � (n) is the# of positive integers< n that
arerelatively primeto n.

For e.g.,� (9) = 1; 2; 3; 4; 5; 6; 7; 8 = 6.

If p is primethen� (p) = (p � 1).

Theorem:If GCD(x; n) = 1, then

x� (n) = 1 (modn)
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Euler' s � function

� (pr ) = pr � pr � 1. Numbersnot relatively primeto pr are
p;2p;: : : ; pr � p. Thatis pr � 1 � 1 numbers.Therefore,# of
integersrelatively primeto pr are

pr � 1 � (pr � 1 � 1) = pr � 1(p � 1)

If gcd(m; n) = 1 then

� (mn) = � (m)� (n)

Follows from CRT. Thepairs(x 2 f � (m)g; y 2 f � (n)g) are
relatively primeto bothm andn. ConsiderCRT� 1 of (x; y) to
bea mod (mn). If gcd(a;mn) 6= 1, let gcd(a;m) = d 6= 1.
Thend j a andd j m, sod j (a mod m).
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Primiti veRoots

g is aprimitive rootof n if ord(g) = � (n).

Not all integershaveprimitive roots.Integerswith
primitive rootsareof theform: 2; 4; p� ; 2p� , p odd
prime.
Whenp is aprime,aprimitive rootmodp is a
numberwhosepowersyield everynonzeronumber
modp.
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Primiti veRoots: : :
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

2 1 2 4 8 16 13 7 14 9 18 17 15 11 3 6 12 5 10 1

3 1 3 9 8 5 15 7 2 6 18 16 10 11 14 4 12 17 13 1

4 1 4 16 7 9 17 11 6 5 1 4 16 7 9 17 11 6 5 1

5 1 5 6 11 17 9 7 16 4 1 5 6 11 17 9 7 16 4 1

6 1 6 17 7 4 5 11 9 16 1 6 17 7 4 5 11 9 16 1

7 1 7 11 1 7 11 1 7 11 1 7 11 1 7 11 1 7 11 1

8 1 8 7 18 11 12 1 8 7 18 11 12 1 8 7 18 11 12 1

9 1 9 5 7 6 16 11 4 17 1 9 5 7 6 16 11 4 17 1

10 1 10 5 12 6 3 11 15 17 18 9 14 7 13 16 8 4 2 1

11 1 11 7 1 11 7 1 11 7 1 11 7 1 11 7 1 11 7 1

12 1 12 11 18 7 8 1 12 11 18 7 8 1 12 11 18 7 8 1

13 1 13 17 12 4 14 11 10 16 18 6 2 7 15 5 8 9 3 1

14 1 14 6 8 17 10 7 3 4 18 5 13 11 2 9 12 16 15 1

15 1 15 16 12 9 2 11 13 5 18 4 3 7 10 17 8 6 14 1

16 1 16 9 11 5 4 7 17 6 1 16 9 11 5 4 7 17 6 1

17 1 17 4 11 16 6 7 5 9 1 17 4 11 16 6 7 5 9 1

18 1 18 1 18 1 18 1 18 1 18 1 18 1 18 1 18 1 18 1

If
� x = y mod p

then
dlog� y = x
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Primiti veRoots: : :

Let g beaprimitive root for primep [TW02, Sec.3.7].

If n is aninteger, thengn � 1 (modp) iff

n � 0 (modp � 1)

If j andk areintegers,thengj � gk (modp) iff

j � k (modp � 1)
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CRT

See[Knu98, Section4.3.2].

Alternative for doingarithmeticon largenumbers.
Haveseveralmodulim1; m2; : : : ; mr relatively
primein pairsandwork on residuesu modmi
insteadof with u.
Regard(u1; u2; : : : ; ur ) asanew typeof internal
representationfor u.
Disadvantage:Can't testfor > , over�ow, do
division.
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CRT: : :

Advantage:Parallelizesmultiplication.

(u1; u2; : : : ; ur ) + (v1; v2; : : : ; vr ) =

((u1 + v1) modm1; : : : ; (ur + vr ) modmr ) (1)

(u1; u2; : : : ; ur ) � (v1; v2; : : : ; vr ) =

((u1 � v1) modm1; : : : ; (ur � vr ) modmr ) (2)

(u1; u2; : : : ; ur ) � (v1; v2; : : : ; vr ) =

((u1 � v1) modm1; : : : ; (ur � vr ) modmr ) (3)

Youcanseetheabovebecause

uv mod mi = (u mod mi )(v mod mi ) mod mi

Thismeansthattherepresentationof u � v in themi component
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CRT: : :

Proof: Let m = m1m2 � � � mr andlet u1; u2; : : : ; ur be
integers.Thenthereis exactlyoneintegeru suchthat

0 � u < m ^ u � uj (modmj ); 1 � j � r

Let Mk = m=mk. ThenGCD(M k; mk) = 1. SoM � 1
k

modmk exists.Let thisbeyk. yk is small,with
0 < yk < mk. Then

u = u1M1y1 + u2M2y2 + � � � + ur Mr yr

is thesolutionof thesimultaneouscongruences.
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CRT Example

Let m1 = 9; m2 = 10; m3 = 11. Thenm = 990.
Supposeyouwantedto �nd 889899 mod990.

Find therepresentationof 889in thenew system,
which � (7; 9; 9).

Now 889899 = (7; 9; 9)899 =

(7899 mod9; 9899 mod10; 9899 mod11)

Thatis = (4; 9; 5).

Convert thisbackto theinteger= 49.
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Square rootsmod p

Theorem(Euler's criterion): a is aquadraticresiduein
Z �

p if f

a
p� 1

2 � 1 (modp)

If a is aQR,thenlet a = � 2. Thena
p� 1

2 = � p� 1 � 1.

If a
p� 1

2 � 1, let a = gi . Sogi(p� 1)=2 � 1. But g being
agenerator) its ord is p � 1 )
(p � 1) j i (p � 1)=2 ) i is even) a is QR.
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Square rootsmod p:: :

Let p � 3 (mod4) beprimeandlet y beaninteger. Let
x � y(p+1) =4 (modp). Then,

If y hasa
p

modp, thenthey are� x.

Otherwise,� y hasa
p

modp, thenthey are� x.

x4 � yp+1 � y2yp� 1 � y2 (modp)

This meansthat x2 � + y or x2 � � y. So,at leastone

of � y is a QR.But by Euler's criterion,only oneof them

canbe,because(p � 1)=2 = (4k + 3 � 1)=2 = 2k + 1 is

odd.
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Square rootsmod p:: :

Example:Find
p

26055modtheprime34807.

34807� 3 (mod 4).

26055(34807+1)=4 (mod 34807)= 33573.

Example:Findall
p

1522756mod2325781.
2325781= 523� 4447.
Both523and4447are� 3 (mod4).

UseCRT to �nd thefour solutions.
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Finite Fields

A �eld F (sometimesdenotedby Fq) is asetof elements
with two operations+ and� satisfying:

F is closedunder+ and� , commutativew.r.t + and
� , associativew.r.t + and� , and� distributesover+ .
0 is theidentity for + , 1 is theidentity for � .

8a 2 F; 9 � a j a + (� a) = 0.

8a 6= 0 2 F; 9 amultiplicative inversea� 1 2 F
suchthata � a� 1 = 1.

For everypowerpn of aprime,thereis exactlyone�nite
�eld with pn elements,andthesearetheonly �nite �elds.
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The Ring of PolynomialsZ2[X ]

This is thesetof polynomialswhosecoef�cients 2 Z2
i.e., f 0; 1g.

x6 + x3 + 1 � 01001001.
0, 1.
+ ; � ; � sameaswith polynomialsexceptthat
coef�cients areaddedandmultiplied in Z2.
Divisionpossiblewith a remainder. For e.g.,

x4 + x3 + 1
x2 + x + 1

= (q  x2 + 1; r  x)
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Irr educiblepolynomial

Let F bea �eld. A nonconstantpolynomialf (x) 2 F [x]
is saidto beirreducibleif f (x) cannotbeexpressedasa
productof two polynomialsof lowerdegree[Gal02,
Pg.295].

f (x) = 2x2 + 4 is irreducibleoverR but reducible
overC.
f (x) = x2 + 1 is irreducibleoverZ3 but reducible
overZ5. Factorsinto (x + 2)(x + 3).
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Zp[X ] mod (irreduciblepolynomial)

Procedurefor constructinga �nite �eld with pn elements.

Zp[X ] is thesetof polynomialswith coef�cients
modp.

ChooseP(x) to beanirreduciblepolynomialmodp
of degreen.

Let GF(pn) beZp[X ] modP(x). ThenGF(pn) is a
�eld with pn elements.
Usingdifferentirreduciblepolynomialsgenerate
isomorphic�elds.
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GF(28) and AES

Convenientto representa �eld elementasabyte.

Irreduciblepolynomialis x8 + x4 + x3 + x + 1.
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Examples

Show thatx4 + x + 1 is irreduciblein Z2[x].
I Atleastonefactoris of degree� 2. Possiblechoicesarex2 + x + 1, x2 + 1,
x + 1. Noneof themdividex4 + x + 1.

Show thatx16 � x (modx4 + x + 1).
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Ints mod p vsPoly mod irreducible

Integers  ! Zp[X ]

Primenumberq  ! IrreducibleP(X ) of degreen

Zq  ! Zp[X ] (modP(X ))

Fieldwith q elements  ! Fieldwith pn elements

NumberTheoreticTheorems– p.111



Block & StreamCiphers
Chapter4 of textbook
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Block Ciphers

A blockcipherof blocksizebbitsspeci�esa
permutationonb-bit valuesfor eachkey.
DESis a64-bit blockcipherwhile AES is a128-bit
blockcipher.

b 
bi

ts

k bits

b 
bi

ts
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Block Ciphers: : :

A b-bit blockhas2b plaintext andciphertext blocks.

Thismeansthereare2b! permutations.Thus,a64-bit
blockcipherwith 80-bit key is notananomaly.
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DES—History

Describedin FIPS46-3.

Late'60s Feiselworkedonblockciphers.
1972— NBS(NIST) issuedRFP.
1974— IBM developedandsubmittedLUCIFER
(64bit block,128bit key).
NSA “�x ed” it (S-boxes).
1979— Adoptedasastandard,acceptedby the
bankingcommunity.
1999— Brokenin 22hoursusingexhaustivekey
search.
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DES—Properties

Block size= 64bits; key size= 56bits.
Softwarenightmarebecauseof permutationsand
tablelookups.
Greatfor pipeliningbecauseeachroundcanwork
onadifferentkey.
Key sizetooshort—bruteforcesearchpossible.
Exhibitsstrongavalancheeffect [Sta99, pg.73].

DESk(X ) = DESk(X ).
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Block Ciphers — DES

F

F

F

F

F

F

L0 R0

L1 R1

L2 R2

K0

K1

K2

L3 R3

R3 L3

R2 L2

R1 L1

R0 L0

K2

K1

K0

Feed swapped from the bottom of the first
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Block Ciphers — DES: : :

FeistelStructure.
Decryptionessentiallysameasencryption.
Invertsitself with a reversedkey schedule.
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Block Ciphers — DES: : :

Theinitial permutationIP.
58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

Inputbit 58goesto outputbit 1.
Bits arenumberedfrom thetop-left (1) to the
bottom-right(64).
Tableshows thesequenceof connectionsof output
bitsafterIP. Block Ciphers& DES– p.119



Block Ciphers — DES: : :

IP� 1 is theinverseof IP.
If bit x goesto bit y in IP, thenbit y goesto bit x in
IP� 1.
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Block Ciphers — DES: : :

TheE bit selectiontable.Convert 32 ! 48bits.
32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Divide input into groupsof four (eightsets).
Converteachgroupinto six by borrowing from
adjacentmembers.
Bit 32 in theinputbecomesbit 1 in theoutputetc.
Bits arenumberedfrom theleft (1) to theright (64).Block Ciphers& DES– p.121



Block Ciphers — DES: : :

TheS boxes.

row 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
1 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
2 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
3 15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

Take the�rst andlastbit of theinputasa two bit
binarynumberto index therow.
Take themiddlefour bitsasabinarynumberto
index thecolumn.
Bits arenumberedfrom theleft (1) to theright (64).
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Block Ciphers — DES: : :

Thekey schedule.

PC1maps64bits ! 56bits.
Bits 8; 16; 24; 32; 40; 48; 56; 64areparitybitsand
areskipped.
Bits arenumberedfrom theleft (1) to theright
(64).

PC2maps56bits ! 48bits. It' s thesameateach
step.
Fixedleft shiftsateachstep.
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Block Cipher Modes

Usedto encryptsomethingotherthanexactlya
blocksize.
Doesn't provide tamperresistanceby itself.
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Block Cipher Modes— ECB

Ci = Ek(Mi ). It' smalleablei.e.,anactive intrudercan
swapCi andCj or composewholemessagesfrom parts
of separateones,asin for e.g.,[P�96, Section4.4].

Depositor Account# Amount
24B 8B 8B

I And it' sproneto dictionaryattacksi.e.,if Ci = Cj ) M i = M j . In DES,
thereare264 CTs,soby thebirthdayparadoxthere's a probability> :5 that
232 blocksof randomCTs will result in a collision. This is = 8 � 232 =
32GB of text.
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Block Cipher Modes— CBC

Ci = Ek(Mi � Ci � 1).

IV is secretbecauseinitial partsof themessagemay
beknown, suchase-mailheadersetc.,whichwould
providea (M ; C) pair.

A transmissionerroraffectsatmosttwo plain text
blocks,theblockcontainingtheerrorandthe
following one.

Decryption:M i = Dk(Ci ) � Ci � 1.
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Block Cipher Modes— OFB

Ci = Pi � E i
k(I V).

TurnsDESinto astreamcipher-likemode.
Both IV andK aresecret.
Nobodyusesit becausetherearemuchfasterstream
ciphers.
Transmissionbit errorsdonotpropagate.
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Block Cipher Modes— CFB

Ci = Pi � Ek(Ci � 1).

Also astreammodeof operation.
Transmissionerroraffectsatmosttwo plain text
blocks.
Decryption:Pi = Ci � Dk(Ci � 1).

I So it seemsthata transmissionerroraffectsat mosttwo plaintext blocks
in this caseaswell becausein orderto decryptCi , oneonly needsCi and
Ci � 1.
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DES—Properties: : : 5

9 keysk in DESsuchthat

DESk(DESk(m)) = m

Or, 9 keysk suchthatDESk(m) = DES� 1
k (m).

Thesearecalledweakkeys. Thesearekeys that
generateakey schedulein which

k1 = k2 = � � � = k16
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DES—Properties: : : 5

9 keysk; k0in DESsuchthat

8m; c = DESk(m) ^ m = DESk0(c)

Or thatDESk0(DESk(m)) = m [x5c, Q. 67]. These
arecalledsemi-weakkeys. Thekey schedulefor k is
thereverseof thatof k0.

I Show my m4diagramof propagatingL 0; R0 to L 16; R16.
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DES—Properties: : : 5

Weakkeys in DESare[P�96, Table3-10]:

Left half Righthalf WeakKey Value
zeros zeros 0101010101010101
ones ones FEFEFEFEFEFEFEFE
zeros ones 1F1F1F1F0E0E0E0E
ones zeros E0E0E0E0F1F1F1F1

Examplesof semi-weakkeys in DESare[P�96,
Table3-11]:

(01F E01F E01F E01F E; F E01F E01F E01F E01)
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AvalancheEffect 5

4 PTor Key ) 4 in CT.
I ExtraCredit: Studyandpresentanotherblock cipherandsummarizeit in
asinglepage.
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Block Cipher DesignPrinciples 5

# of rounds– themorethebetter.
Designof theF function(provides“confusion”).
Key Scheduling.
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Block Cipher DesignPrinciples: : : 5

Designof theF functionin thecontext of Feistelciphers.
As non-linearaspossible.
Strict avalanchecriterion : 8i; j any outputbit j of
anS-boxshouldchangewith probability1=2 when
singleinputbit i is inverted.Or, aboolean
expressioninvolving any outputbit involvesall
inputbits.
Bit independencecriterion : 8i; j ; k outputbits j ; k
shouldchangeindependentlywhenany singleinput
bit i is inverted.
I Approximatelyspeaking,00; 01; 10; 11 (1 ) bit �ip, 0 ) no bit-�ip)
shouldbe equiprobable.For all inputs,create2(m � 1) pairs,one in which
input bit i = 0 andtheotherin which theinput bit i = 1: : :See[WT85] for
moredetails.
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Attacks on Block Ciphers Ð ExhaustiveSearch

Try all possiblekeys. 256 keys � 1019 keys.

Cost Time
1 DESencryption/� s > 1000years

Wiener$100Kmachine 35hours
Wiener$1M machine 3:5 hours= 210mins
Wiener$10Mmachine 21mins
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Attacks on Block Ciphers Ð Differential Cryptanalysis 5

Biham& Shamir1989.
O(247) timeandO(247)(M ; C) pairsonDES.

If theS-boxeswererandom,adifferential
cryptanalyticattackwould requireO(220) timeand
O(220)(M ; C) pairs.
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Attacks on Block Ciphers Ð Linear Cryptanalysis 5

BreaksDESin O(243) timeandO(243) randomly
chosen(M ; C) pairs[Mat93].

Essentiallyaknown-plaintext attack.
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Linear Cryptanalysis: : : 5

Find “effective” linear expressionsfor DESof theform

P[i 1; i 2; : : : ; i a] � C[j 1; j 2; : : : ; j b] = K [k1; k2; : : : ; kc]

thatholdwith probabilityp. jp � 1=2j representsthe
effectivenessof theequation.Guess� of eqn.if p > 1=2
and6= otherwise.Canthendetermineonekey bit
K [k1; k2; : : : ; kc] asfollows:

EvaluateP[i 1; i 2; : : : ; i a] � C[j 1; j 2; : : : ; j b] with N
randomsamples.Let T of themevaluateto 0.

If p > 1=2, guessK [k1; k2; : : : ; kc] = dT=N e.

If p < 1=2, guessK [k1; k2; : : : ; kc] 6= dT=N e.
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Linear Cryptanalysis Ð Linear Approximation of S-boxes 5

Giventhatfor S5 (Sbox#5), the4th inputbit is relatedto
thefour outputbitswith probability12=64, wecan
propagatethisequationthrougha threeroundDESas
follows (rounds1 and3) [Mat93]:

[22]

[15][7,18,24,29]

[7,18,24,29] [15]

[22]

K1

K2

K3

PLPH

CH CL

X1

X2

X3F3

F2

F1
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Linear Cryptanalysis Ð Linear Approximation of S-boxes: : : 5

X 2[7; 18; 24; 29]� PH [7; 18; 24; 29] = K 1[22]
X 2[7; 18; 24; 29]� CH [7; 18; 24; 29] = K 3[22]

CancelingX 2[7; 18; 24; 29]weget a,

PH [7; 18; 24; 29]� CH [7; 18; 24; 29]� PL [15]� CL [15]= K 1[22]� K 3[22]

Extra Credit: Break 5-round DES as describedin

[Mat93].
aLook at it this way: X 1[15] � K 1[22] = PH [7; 18; 24; 29] � X 2[7; 18; 24; 29] and

X 3[15] � K 3[22] = X 2[7; 18; 24; 29] � CH [7; 18; 24; 29]
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DESVariants—Double-DES

If Ek(M ) is asymmetriccipher, thende�ne

DEk1;k2 = Ek1(Ek2(M ))

Pictorially, it is M � ! Ek2 � ! Ek1 � ! C.
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DESVariants—Double-DES: : :

Susceptibleto meet-in-the-middleattack.Givenan
(M ; C) pair:

Step1: Build thefollowing table(sortedon
Ek(M )) for all keysk

k1 Ek1 (M )

k2 Ek2 (M )

ki Eki (M )

Step2: 8y, checkif E � 1
y (C) is in thetablefor

somekey x. Then(x; y) encryptsM ! C. For a
k bit key, time � 2k + 2k � log2k � k � 2k.
Thatis, givenenoughspace, DE is only assecure
asE.
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DESVariants—Triple-DES

If Ek(M ) is asymmetriccipher, thende�ne

2KTEk1;k2 = Ek1 � Dk2 � Ek1

Key length= 112bits for DES.
Dk2 only for backwardcompatibility, coulduseE
instead.
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DESVariants—Triple-DES: : :

Effectivekey lengthis k bits in aCCA/CPA.

P
0

A B C

K1 K2 K1

X Y Z

I For all keys k computeDk2 (0) in a tableT. Now, for eachkey k, �nd
p = Dk (0). Do a CPA on p to �nd the correspondingz. From this (z; k)
�nd y. Seeif y occursin T. This is apossiblepairof keys for T-DES.

Exceptfor anuncommonattacknotedby Merkle, triple DESdoesyield the
expectedstrengthof 2112 [P�96, Section4.5].
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DESVariants—Triple-DES: : :

Betterto usethreeindependentkeys.

TEk1;k2;k3 = Ek1 � Dk2 � Ek3

Effectivekey length= 112bits in aKPA
(meet-in-the-middle).

Block CipherDesignPrinciples– p.145



DESVariants: DESX

DESX: Actually agenericconstruction.

Ek1;k2;k3 = k1 � DESk2 (M � k3)

Inventedby RonRivestaround1984.
Intendedto protectDESagainstexhaustivekey
search.
Key-sizefor DESX= 2 � 64+ 56 = 184bits.
Effectivekey length= 64+ 56� 1 = 119bits
[KR96].
DESXhashardlyany computationaloverheadover
ordinaryDES.
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DESVariants: DESX: : :

DESX is secureagainst“generic” (blackbox)
attackssuchasexhaustivesearch[KR96].
DESk(M � k0) andDESk(M ) � k0arenogood.

I To breakthe former assumethat you have two pairs(m1; c1); (m2; c2).
Now, for eachk, (m1; c1) revealsa k0 that canbe veri�ed with (m2; c2).
So you just needto cycle throughthe spacefor k. The latter is simpler:
given(m1; c1); (m2; c2), c1 � c2 = Ek (m1) � Ek (m2). Soyouagaincycle
throughthespaceof k to satisfyoneor moresuchrelations.

DESXassumesDESto beanidealcipher, i.e.,
� 1; � 2; : : : ; � 2jk j areindependentrandom
permutations.

ExtraCredit:Read[KR96] andsummarizein onepage.
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StreamCiphers

Let'sapproximateOTPwith apseudo-randomOTP
key.
Thepseudo-randomgeneratorseedis thekey.
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StreamCiphers — LFSR

rn r1

Goal: Choosetapsandinitial contentsothattheperiodis

aslongaspossible.Hopefor 2n � 1 (excludeall 0's).
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StreamCiphers — LFSR: : :

Pro: Very fastin hardware.

Con: Thelinearityof theLFSRis its weakness.It canbe
brokenwith only 2n bitsof known (plaintext, ciphertext).
I Fromthis you canget2n bits of key, sayk2n ; : : : ; k2k1. Form andsolve
thefollowing equationsfor thetapvaluest i as

0

B
B
B
B
B
B
@

kn +1

kn +2

...

k2n

1

C
C
C
C
C
C
A

=

0

B
B
B
B
B
B
@

tn kn + tn � 1kn � 1 + � � � + t1k1

tn kn +1 + tn � 1kn + � � � + t1k2

...

tn k2n � 1 + tn � 1kn + � � � + t1kn

1

C
C
C
C
C
C
A
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StreamCipher—RC4

Streamciphersdon't encryptPTblocksdirectly.
Inventedin 1987by Rivest.Reverseengineeredand
postedon theCypherpunksmailing list in 1994.

Seed: A permutationof thesequence(0 : : : 255)andtwo

numbers0 � i; j < 256. Derivedfrom theinputkey.
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StreamCipher—RC4: : :

do forever:
i = (i+1) % 256
j = (j + S[i]) % 256
swap(S[i],S[j]) — updateregisterstate
t = (S[i] + S[j]) % 256
outputS[t]

Is it secure?Can't prove it.

1997:Rungeneratorfor 1012 iterations.LSbof
these1012 byteshasslightly more1's than0's.

Block CipherDesignPrinciples– p.152



Featuresof Rijndael

Pronouncedas“Rhine-doll”.
JoanDaemen(of ProtonWorld International)and
VincentRijmen(of KatholiekeUniversiteitLeuven).
Allowsonly 128,192,and256-bitkey sizes(unlike
theothercandidates).
Variableblock lengthof 128,192,or 256bits. All
ninecombinationsof key/block lengthpossible.
A block is thesmallestdatasizethealgorithmwill
encrypt.
VastspeedimprovementoverDESin bothhardware
andsoftwareimplementations.
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AES Transformations

Theroundtransformationof Rijndaeldoesnot havea
Feistelstructure.

ByteSub is anon-linearbytesubstitution,theS-boxis
invertible.You take themultiplicative inverseof thebytein
GF(28) andthenapplyanaf�ne transformationin GF(2).

ShiftRow is simple.

In MixColumn, thecolumnsof thestateareconsideredas
polynomialsoverGF(28) andmultipliedwith
f 03gx3 + f 01gx2 + f 01gx + f 02g modulox4 + 1. Theinverse
of MixColumn is similar to MixColumn.

RoundKey additionis astraightforwardbitwiseXOR with the
key.
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Inverting AES

0

B
B
B
B
B
B
@

I I I AR K
B S SR M C AR K

...
B S SR M C AR K
B S SR I AR K

1

C
C
C
C
C
C
A

� !

0

B
B
B
B
B
B
@

I I I AR K � 1

SR� 1 B S� 1 AR K � 1 M C� 1

...
SR� 1 B S� 1 AR K � 1 M C� 1

SR� 1 B S� 1 I AR K � 1

1

C
C
C
C
C
C
A

� !

0

B
B
B
B
B
B
@

I I I AR K � 1

B S� 1 SR� 1 AR K � 1 M C� 1

...
B S� 1 SR� 1 AR K � 1 M C� 1

B S� 1 SR� 1 I AR K � 1

1

C
C
C
C
C
C
A
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Inverting AES: : :

Eachof BS,SR,MC, andARK is invertible.

BSandSRcommute.

(M C � ARK ) =

[(f 03gx3 + f 01gx2 + f 01gx + f 02g)

(s0i x3 + s1i x2 + s2i x + s3i )]�
(k0i x3 + k1i x2 + k2i x + k3i )

If E4� 4 = M4� 4 � S4� 4 + K 4� 4, thento invertE, wehave

M � 1
4� 4 � E4� 4 + M � 1

4� 4 � K 4� 4 = S4� 4

which is thesameform asM 0� S + K 0but with M 0 = M � 1

andK 0 = M � 1K .
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RSA & DiscreteLogs
Chapters6,7of textbook
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RSA

By de�nition � (n) is thenumberof integers0 < x < n
thatarerelatively primeto n. Consider

n = p � q

wherep andq aredistinctprimes.Then

� (n) = (n � 1) � (p � 1) � (q � 1) = (p � 1) � (q � 1)
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RSA: : :

Chooselargeprimesp andq differingby a few digits. Sayone
of 75digits, theotherof 100digits. Both (p � 1) and(q � 1)
shouldcontaina largeprimefactor.

Computen = p � q. It' s hardto factorn.

Choosee to be,say65537.

Computed � e� 1 mod � (n).

Publickey = (e;n).

Privatekey = (d;n). Infeasibleto getd given(e;n).

For agivenmessagem, its encryptionis c = me modn. And
to decryptaciphertext c, computem = cd modn.

med
� med � m1 mod� (n) � m.
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An exampleof RSA

Let p = 57748729314142811323andq = 5295757044745316310341.
Then,

n = 305823240090462151745038276856407276791143

� (n) = 305823240090462151739684771082347817669480.

Choosee = 65537, thend = e� 1 mod� (n)

= 59944845540718629190350345138224820571313

Encodeamessage“NUS” asits binaryencoding(for example)to get

0x4e5553= 5133651.
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An exampleof RSA: : :

To encrypt,�nd

513365165537 mod305823240090462151745038276856407276791143
= 217657393729141588774828799917624500652607

To decrypt,computecd to gettheoriginalmessage.

21765739372914158877482879991762450065260759944845540718629190350345138224820571313

= run timeerrorin bc
= 5133651
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BreakingRSA

Bruteforce.Try all possiblevaluesof d. Givenan
(m; c) pair, �nd ad suchthatcd = m. Fromthisyou
mightbeableto factorizen [TW02, Exponent
Factorization,Section6.4].
Timing attacks.
Do weneedfactorizationto solve theRSAproblem
which is �nding theeth rootmodulon [MvOV96,
Section3.3]?
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BreakingRSA: : :

Mathematicalattacks.
Factorn.
Find � (n). But knowing � (n) is equivalentto
factoringn. Because
n = pq; � (n) = n � (p + q) + 1 andwehave

p + q = n + 1 � � (n)
p � q =

p
(p + q)2 � 4n

Thisgivesequationsfor p + q andp � q.

I Show [Sta99, Fig. 6.9] onMIPSyearsneededto factorlargen.
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Timing analysis

To computeax , usemodularexponentiation.Squareand
multiply (if thecorrespondingbit in x2 is 1).

Supposeyouhavecorrectlyguessedthe�rst (b� 1) least
signi�cant bitsof theexponent.

Now youwantto guessthebth bit.

Assumethattheintermediatevaluesfor somea's aresuchthat
themultiply at thebth bit takesexcessive time! Then

bth bit � 1 ) correlationbetweenthebth bit multiplication
timeandremainingtimeneeded.
bth bit � 0 ) nosuchcorrelation.
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Primesand Factoring

Goto this slide.
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Miller -Rabin Primality Test

Theorem: If p is anoddprime,thenx2 � 1 modp has
only two solutions,namelyx = 1 andx = � 1.

Proof: x2 � 1 modp meansthatp j (x2 � 1), or
p j (x � 1)(x + 1). Becausep is prime,it divideseither
(x � 1) or (x + 1). It cannotdividebothbecausethenit' d
divide theirdifferencewhich is (x + 1) � (x � 1) = 2.

Example: 52 mod6 = 1 because52 � 1 = (5� 1)(5+1)
2� 3 .
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Miller -Rabin Primality Test: : :

By Fermat's theorem,xp� 1 � 1 modp if p is prime.Soto testa
numbern for primality, try Fermat's for x = 2; 3; 4.

Now, let n � 1 = 2e � y. Findxy. Weultimatelywantto �nd xy2e

.
So,repeatedlysquarexy but makesurethatyouneverhavez2 = 1
whenz 6= � 1.

Examples

Is 125prime?Let's try theMiller-Rabintestwith base2.
(125� 1) = 124= 22 � 31. Now 231 = 23; 232 = 29; 292 = 91.
So125simply fails theFermattestandis notprime.

Is 561prime?Let's try againwith base2.
(561� 1) = 560= 24 � 35. Now 235 = 263, 2632 = 166,
1662 = 67, but 672 = 1! So561fails theMiller-Rabin
primality testbecauseweget672 = 1 (mod 561)) 561is not
aprime. RSA– p.167



Problemswith RSA

Problemswith textbook RSA
Existentialforgery.
Blinding attack.
Timing attack.

StandardsignaturesusePKCS#1 to avoid these
problems.

Prime Generation for RSA
UsetheMiller-Rabinprobabilistictestfor primality
testing.Chooseprimesto be“strong” primes.

Thenumberof primes� n = n=logn. Thuson theaver-

ageoneneedsto testonly logn=2 numbersto �nd aprime

nearn.
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DiscreteLogs

Let Zp = f 0; 1; : : : ; p � 1g, p is primeand

Z �
p = f 1; 2; : : : ; p � 1g

For 0 < g < p let's studythesequence

g1; g2; g3; : : :

Weknow from Fermat's thatgp� 1 � 1 (modp).

I Show [Sta99, Table7.6].
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DiscreteLogs: : :

Thesequenceg1; g2; g3; : : : endsin 1.
If thesequenceendsin 1, it clearlyrepeatsitself
afterthat.
I If it doesnot, let gm = gx , g� 6= 1; 0 < � � x. Then,gm (gx � m � 1) � 0
which meansthateitherp j (gx � m � 1), or p j gm . But p 6j gm because
p 6j g. Sogx � m � 1 modp which is acontradiction.

Z �
p is acyclic group.Not everyelementof Z �

p is a
generator. For e.g.,h2i mod7 = f 1; 2; 4g.

Logarithmsaretheinverseof exponentiation.
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DiscreteLogs: : :

Reals Z�
p

logx 1 = 0 logg 1 (modp) � 0
logx x = 1 logg g (modp) � 1

logx (yz) = logx y + logx z logg(yz) (modp) � logg y + logg z (mod� (p))
logx (yr ) = r logx y logg(yr ) (modp) � r logg y (mod� (p))
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DiscreteLogs: : :

Seetheprimitive rootstableto explaingenerators.
� x = y mod p ) dlog� y = x

Discretelogscanbeusedto implement
bit commitmentandkey exchange.
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El Gamal public keyencryption

From[TW02, Sec.7.4]. Givenp prime,� generatorof
Z �

p, a privatekey, � = � a publickey, andk apseudo
randominteger. To encryptamessage0 < m < p,

Computer = � k (mod p).

Encryptionof m, c =
�
r; � k � m

�
.

To decryptc, compute(� k � m)=ra.

Given� k; � a, canyou �nd � ak withoutknowledgeof a?
Becauseif youcan,thenyoucan�nd r a = � ak.
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Macsand Hashes
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HashFunctions

A hashfunction acceptsa variable-sizemessagem as
input andproducesa �x ed-sizehashcodeh(m), called
its messagedigest. It is a functionof all thebits of the
message.

Insteadof signingandMAC'ing messages,onecan
signandMAC hashof messages.

Much fasterfor signatures.
MACsnoslower thanhashes.
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HashFunctions: : :

A hashfunctionshouldbe[Sta99, Sec8.4]

Relatively easyto compute.

Pre-imageresistant.Meansaone-wayhashi.e.,given
y = h(x), can't [computationally]�nd x.

Secondpre-imageresistant.Usefulfor virusprotection.Given
x; h(x), can't �nd x0 j h(x) = h(x0).

Collision resistant.Can't �nd arbitraryx; y j h(x) = h(y) by
justexaminingh.

A simplehashfunctionis theXOR of �x edsizedmessageblocks.
Uselessfor datasecurity. Trivial to computepre-imageandsecond
pre-image.
By thebirthdayparadox,if thehashsizeis 64bits, thentime for
collision � 232 (small).Typicalhashsize� 160bits.
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HashFunctions: : :

Examples:MD5, SHA-1.
Almostall real-lifehashfunctionsare“iterative” —
theMerkle-Damgårdconstruction.
CV0 is �x edandknown for thehashfunction.

b b b

Y0 Y1 Y2

CV1 CV2CV0
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GeneralizedBirthday Attack

ProbabilityP(n; k) thatthere's aduplicatein k randomselections
between1: : : n [Sta99, Appendix8A].

P(n; k) = 1 � noduplicatesin k selections
= 1 � n(n� 1)��� (n� k+1)

nk

= 1 � 1
�
1 � 1

n

�
� � �

�
1 � k� 1

n

�

� 1 � e
� 1
n � � � e

� ( k � 1)
n ; 1 � x � e� x

� 1 � e
� k ( k � 1)

2n

For k �
p

2 � ln 2 � n, P(n; k) = :5. As k increases,theproduct

e
� 1
n � � � e

� ( k � 1)
n decreasesbecauseeachproductterm< 1, hence

P(n; k) = 1 � productincreaseswhichmeansthattheprobabilityof
collision increases.
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MACs

A MAC hk(m) takesasecretk andavariable-size
messagem asinputandproducesa �x ed-sizecodesuch
that

An attackercapableof chosenmessageattack
cannotdoexistentialforgeryi.e.,constructhk(m)
for anunknown m.
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CBC-MAC

See[Sta99, pg.252]. Tail neededto preventexistential
forgery.Classicconstructionusedin thebankingindustry.
Its secretkey is thepair (k; k0).

M

Ek

M

Ek

M

Ek

Ek' Ek
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MACs fr om CRHFs suchasMD5 & SHA

How aboutMACk(M ) = h(kjjM )? Badideabecauseof
Merkle-Damgårdconstruction.

ConsiderthemessageM = km. This is hashedas kmjpad.

Fromthis,constructthemessageM 0 = km pad. This is

hashedas kmjpadpad2 . Without knowledgeof k, onecan

saythath(M 0) = f (h(M ); padding.

How aboutMACk(M ) = h(M jjk)? Badidea.Youcandoa
birthdayattackto getm; m0suchthatHi (m) = Hi (m0). So,
collision is independentof k.

How aboutMACk(M ) = h(kjjM jjk)? Envelopemethod.No
seriousattacksbut noanalysiseither.
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MACs fr om CRHFs suchasMD5 & SHA: : :

HMAC [Sta99, pg.294], [BCK96a] and[BCK96b]. Usedin
SSL,IPSec.0� is usedto padk to full compressionfunction
blocksizefor h, usually512bits.

HMACk(x) = h(

512bz }| {
0� k � op jj

128=160b
z }| {
h((0� k � ip)

| {z }
512b

jj m))

[0� k � ip] and[0� k � op] areof compressionfunctionblock
size.Block sizefor MD5 = SHA-1= 512bits. Chaining
variablesizefor MD5 = 128bits, for SHA-1= 160bits.

Ona200MHzPentium,HMAC-MD5 clocked28.5MB/swhile
HMAC-SHA-1clocked15.25MB/s.CBC-MAC on theotherhand,
clocked4.7MB/sandIDEA-MAC clocked3MB/s.
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Protocols

Adaptedfrom [P�96, Chapter4].
A protocolis anorderlysequenceof stepstwo or more
partiestake to accomplishsometask.A goodprotocol
shouldbe

Establishedin advance.
Mutually subscribedto.
Unambiguous.
Complete.

I For example,the“hello” protocolonphoneconnections.

Weareinterestedin protocolsby whichmutually
suspiciouspartiescaninteractwith eachotherandbe
convincedof fairness.

Protocolshelp verify correctnessof a processat a high

level (modelingtool).
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Typesof Protocols

Arbitrated—trustedthird partyinvolvedin the
interaction.

Findingamutuallytrustworthy third party?
Availability of thethird party(maybecomea
bottleneck).
Sharessecretswith involvedparties.

Adjudicated—disinterestedthird partycanjudge
fairnessbasedonevidence.

Detectfailureafterthefact.
Self-Enforcing—guaranteesfairness.If eitherparty
cheats,it becomesevidentto theotherparty.
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KeyExchangeProtocols—NS

SymmetricKey ExchangeUsingaTrustedServer.
Authenticationwith key exchangeasside-effect.

SayPablowantsto communicatewith Renee.S is
thetrustedserver [NS78].

PabloandReneeeachshareakey with the
server, sayK P andK R.
P ! S: (P; R; I P ). P requestsappropriate
credentialsto authenticatehimselfto R.

S ! P: EK P (I P ; R;

sesskey
z}| {
K P R ;

ticketz }| {
EK R (K P R; P)).

S returnsasessionkey encryptedfor P anda
ticket encryptedfor R.
P ! R: EK R (K PR; P). SecurityProtocols– p.185



KeyExchangeProtocols: : :NS

Compromiseof thesessionkey resultsin spoo�ng
[DS81].
Theprotocolfails to providekey freshnessfrom the
viewpointof R [Seb], [Sma03, Section6.2.3].
Knowledgeof K PR allowsmessagethreeto be
replayed,thuspermittinganyoneto becomeP.
Subjectto attacksif passwordssuchasK P areweak.
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KeyExchangeProtocols: : :Kerberos

From[Sma03, Section6.2.5].

TTP

2
""

Bob
4

++
Al ice

1

cc

3jj

1. A; B . No nonce—everyoneis looselytimesynchronized.

2. f TS; L; K ab; B ; f TS; L; K ab; AgK bsgK as

3. f TS; L; K ab; AgK bs; f A; TAgK ab

4. f TA + 1gK ab
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KerberosV4

Adpatedfrom [KPS95, Chapter10] and[Sta99, Chapter
11].

Basedonwork by NeedhamandSchroeder[NS78].
KDC + library of subroutinesusedby distributed
applications.
Somemodi�ed applications:telnet,BSDrtools,
NFS.
KDC sharesmasterkey with eachprincipal(each
userandresourcethatwill beusingKerberos).
Bobknows thatanyonewhoknowsK AB is acting
onAlice'sbehalf.

SecurityProtocols– p.188



KerberosV4: : :

Alice registerswith Kerberosandgetsa ticket from
theTGS.

Alice ! WS.(Tx pwd ! DESkey).
WS! AS. (AS_REQto getaTGT).
AS ! WS.(AS_REP� K Af SA; TGTg).
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KerberosV4: : :

Alice wantsto talk to Bob.
Alice'sWS! TGS.
(TGS_REQ� TGT + Authenticator)
Authenticator� SAf TSg (within 5 minsof
current)
TGT � K K DCf “Alice” ; SAg.
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KerberosV4: : :

Alice establishescommunicationwith Bob.
Alice'sWS! Bob.
(AP_REQ� Bob's ticket+ Authenticator)
Authenticator� K AB f TSg
Bob's ticket � K B f “Alice” ; K AB g.
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KerberosRealms

Hardfor everyoneto trustasingleKDC.
Dividenetwork intoo realms,eachwith its own
KDC database.
Principal� (NAME, INSTANCE, REALM) for e.g.,
(�leserv, jailbreak,R1). For humans,INSTANCE
couldbea role.

Interr ealmAuthentication

KDC in realmB is registeredasaprincipalin realm
A.
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KeyExchangeProtocols

It' snotagoodideato exchangetoomuchinformation
encryptedwith asinglekey.

SymmetricKey ExchangeWithoutServer

SendEK ol d(K new) to theotherparty!
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KeyExchangeProtocols: : :

AsymmetricKey ExchangeWithoutServer (P knows
R'spublickey).

Reducestheneedfor individual keys.
Reducesthevulnerabilityof acentralrepository.

P couldsendER(K PR) directly to R.
No authentication.
No replayprevention.

P couldsendER(DP(K PR)) to R. Onemessage
passesanauthenticated,con�dential key.

No replayprevention.HaveP decryptanonce
with K PR to avoid that.
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KeyExchangeProtocols: : :

AsymmetricKey ExchangeWith Server (P doesn't
know R'spubkey)

Theserverprovidespublickeys for everyone.
Exchangeis asin thepreviouscase.
How doyouensurethattheserverhastheright
publickey for everyone?

In practice,theserver issuescerti�catesencodedin
DER.
I Show “opensslx509-inform der-in pub.der-text”.
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Encrypted KeyExchange[BM92]

PA is a randomly
generatedpublic
key.
Evenif K AB is
weak,�nding K in
messagetwo is
hard.
Messages3–5 pro-
vide mutual authen-
tication and fresh-
nessof this run of
theprotocol.

1: A
K AB (PA ) //B

2: A B
K AB (PA (K )))oo

3: A
K (CA ) //B

4: A B
K (CA jCB )oo

5: A
K (CB ) //B
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KeyExchangein SSL

C r 1� ! S Suppciphersuites,28Brandomness
C r 2 � S Chosenciphersuite,28Brandomness
C  � S Servercert

C � ! S EservP ubK ey(Client selected48BPMS)

BothpartiescomputeMS � h(pmsjj r 1jj r 2)
Encryption& MAC keysderivedfrom MS

Doesthisprotocolprovideclientauthentication?
Also seetheSSLprotocol.
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DH KeyExchange: : :unauthenticated

Al ice

ga

++
Bobgbkk

BothAlice andBobcomputegab.
g; p areknown in advance.
In practice,do this in a largesubgroupof Z �

p.

Subjectto person-in-the-middleattack.

Dif�e-Hellman problem:Givenga; gb, computegab.
CertainlynoharderthanDLog. DoesDLog hard) DH
“secure”?Openproblem.(Strongevidence).
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DH: : :person-in-the-middle

Al ice

ga

))
Eve

gp

))
gqjj Bobgbii

Alice believesshe's talking to Bobbecause
messagesmakesemanticsense.A simple
challenge-responseprotocolfrom Alice to verify
Bobsucceeds.(Shouldaskfor challenge+ DH
paramsfor connection).

Eveestablishessharedkey gaq with Alice, andgpb

with Bob.
EvedecipherseverymessagebetweenAlice and
Bob.
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Dif�e-Hellman in practice

p = 1024bit prime.
g 2 Z �

p, anelementof orderq.

q, aprimes.t. q j (p � 1) andq � 2160 (160bits).

Now a 2 f 0; 1; : : : ; q � 1g andb2 f 0; 1; : : : ; q � 1g.
Sinceq is 160bits,ga (mod p) only needs160
multipliesratherthan1024. A sevenfold improvement!
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Digital Signatures

Supposeyousende-mailto yourbankto transfer$100to
Tim'saccount.

Why shouldthebankbelieve thee-mailcamefrom
you [unaltered]?

Authentication() integrity).
If thebanktransferredthemoney, maybeyoucan
disavow thee-mail.

Non-repudiation.
In caseof dispute,canit besettledby aneutralthird
party?

Signaturesbasicallyprovidenon-repudiationthatshared
key systemsdonot.
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Digital Signatureswith Symmetric Encryption

With theaidof a trustedthird party! A signatureis the
encryptionof themessage.EK S is S'sencryptionkey,
while EK R is R'sencryptionkey. A is thetrustedthird
party(arbiter).

S ! A : EK S (M ).

A ! R : EK R (M ; S; EK S (M ))
| {z }
A saysthat`SsaidM'

.
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Digital SignaturesWith Public KeyEncryption

S ! R : DS(M ).

Authenticbut notprivate.

S ! R : ER(DS(M )).
But whatif R decryptstheouterlayerand
reencryptstheinnermessageto createanew
messageEU(DS(M ))?
Thiswouldmake it appearasif S sentasigned
messageto U!
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Digital SignaturesWith Public KeyEncryption (El Gamal)

From[TW02, Sec.8.2].
Primep,

Generator� of Z �
p, i.e.,ord� = (p � 1).

Privatekey 1 � a � (p � 2),

Publickey � = � a,

Pseudorandomintegerk ? (p � 1), r = � k.

Signatureonm: s = (m � ar)k� 1 mod(p � 1)

Computings seemsto requireknowledgeof a (privatekey) & k,
which requirestheability to computediscretelogs.Signatureis the
pair (r; s). Precomputingof (k; r ) pairsis possibleandsignature
generationis thencheap! SecurityProtocols– p.204



Digital SignaturesWith Public KeyEncryption (El Gamal): : :

Veri�cation : � m = � r � r s (mod p).

Veri�cation only requires(� ; r ) bothof whicharepublic.
Veri�cation requiresexponentiation!To derive theveri�cation
equationfrom �rst principles,considerthat

s = (m � ar)k� 1 mod(p � 1)
� s = � (m� ar )k� 1

(modp)

(� s)k =
�

� (m� ar )k� 1
� k

modp
�
� k

� s
= � (m� ar ) modp

r s = � m � � � r modp
r s � � r = � m modp

I Look at [Sta99, pg. 229] for why we go from the �rst equalitywhich is
mod(p� 1) to thesecondequalitywhichis modp. It' sbecausep� 1 = � (p).SecurityProtocols– p.205



Digital SignaturesWith Public KeyEncryption (El Gamal): : :

For forgery, Eveneedsto computes for messagem s.t.
theveri�cation eqn

� m = � r � r s (mod p)

is satis�ed.Let's saysherandomlychoosesr = � k.
Then

s = logr
� m

� r

So,shemustbeableto computediscretelogsfor base
� k. If shechoosesr = � k of smallorder, thenit' s
unclearwhetherDL(s) wouldexist for it.
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Digital Sigwithout Encryption

Useastronghashfunctionanda trustedthird party. S
usesahashfunctionf s (only S andA know it) andR
usesf r (only R andA know it). Bothsharethese
functionswith thearbiterA.

S ! A :

SsaidMz }| {
(M ; f s(M )).

A ! R : ( M|{z}
e

; S; f s(M )
| {z }

e

; f r (M ; S)
| {z }

A saysthat`SsaidM'

).

e: Evidencein caseof futuredispute.
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KeyEscrow

Provide strongsecurityfor communicationswhile simul-
taneouslyallowing authorizedgovernmentaccessto par-
ticularcommunicationsfor law enforcementandnational
securitypurposes[DS94].

TheEESusesSKIPJACK (64-bit block,80-bit key)
andaLaw EnforcementAccessField (128-bit
LEAF) transmittedwith everymessage.
EachClipperchiphasan80-bitDeviceUniquekey
(K U) andan80-bit commonFamily Key (K F ).
Key Exchangemethodunspeci�ed.A sessionkey
K S is somehow generated.

SecurityProtocols– p.208



KeyEscrow: : :

Encryptioncouldbeusedto concealcriminaland
terroristactivities.
By renderingcommunicationsimmunefrom lawful
interception,encryptionthreatenslaw enforcement
andpublicsafety.
Specialtamper-resistanthardwareencryptiondevice
(ClipperandaKey Escrow System(KES).
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KeyEscrow: : :

TheLEAF andIV aretransmittedfor
synchronizationandLEAF validation.
Infeasibleto deploy thesystemwithout transmitting
avalid LEAF [Bla94].
Sessionkey (K S) is encryptedwith thedeviceK U.
Unit id identi�es K U.
ThewholeLEAF is encryptedunderK F .
Thereceiving chip is unableto extractK S from the
LEAF.

LEAF =
EK U (K S) (80b) unit id (32b) cksum(16b)

EK F (: : : : : :)
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Mental Poker

A ! B : EK A (C1) : : : EK A (C52). Ci = “Jackof
Spades”.
B chooses� veandsendsto A:
EK B (EK A (Ci )) ; : : : EK B (EK A (Cm)).

A unlocksthe� ve thatB haschosen

[DK A (EK B (EK A (Ci ))) ; : : : ; DK A (EK B (EK A (Cm)))]

to yield
[EK B (Ci ); : : : ; EK B (Cm)]

andsendsthembackto B.
B cannow getCi : : : Cm.
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Mental Poker: : :

To realizethisscheme,onecanuse
�

(C�
i )�

� � � 1

= C�
i

MichaelGoodrichhasawrittendescriptionof
mentalpoker here.
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Who will pay for dinner? Flipping a Coin.

If it' s heads,Petewill pay, if it' s tails,Nancy pays.So
Pete�ips acoin in hisof�ce andtellsNancy theresult
over thephone!

PeteoffersNancy achoiceof two.
Nancy picksonebut blindsit. Sheis committedto her
choicewhenshesendsherselectionto Pete.

Peteselectsoneof theabove two blindedchoices.
Peteis committedto hischoicewhenhesendshisselectionto
Nancy.

Tossoutcomedependsonwhetherbothmadethe
sameor differentselections.
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Who will pay for dinner?: : :

Peteselectstwo publickey pairs:(Ei ; Di ); (Ej ; Dj ).

Nancy choosesK N to asymmetricalgorithmS
known to both.
P ! N : (Ei ; Ej ).

N ! P: Eh(K N ) pickedat random,h = i j j .

P “guesses”h andretrievesK P = Dh0(Eh(K N )).

P ! N : sendsM = EK P (“Petewill pay”).

If Nancy canreadDK N (M ), Petepays,otherwise
Nancy pays.
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Coin Flipping usingQuadratic Residues

From[Sch97, Section19.3].
A selectstwo largeprimesandcomputesn = p � q.
A sendsn to B. [For p;q � 3 (mod4) there's a
deterministicmethodto �nd squareroots.]

B picksa randomx < n andcomputesz = x2

mod n. B sendsz to A.
A computesthefour squarerootsof z, � x and� y.
I Considerthepair (a;b), a = x mod p;b = x mod q. By CRT, (a;b),
(� a; b), (a; � b), (� a; � b) aresquarerootsof z.

A sendsoneof thesefour values,say� , to B .

B veri�es that� 2 = x2 modn. If p = � x, A wins,
otherwiseB wins.
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Coin Flipping usingQuadratic Residues: : :

If B sayshe'swonwhy shouldA believehim?

BecauseB cannow factorn with knowledgeof �
andx. Because

GCD(� + x; n) = f p j qg

If � 2 � x2 mod n, thenn j (� 2 � x2). If
n j (� � x)( � + x) thenfor � 6= � x, p dividesone
of (� � x) or (� + x) andq dividestheother.

SecurityProtocols– p.216



Chaum'sBlind Signature
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Dining Cryptographers—A Flavor
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Zero Knowledge—AFlavor

Use Nasir's slides(nasir-zk.ppt). [KPS02, Section6.8]

alsohasa treatmentof ZK.
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Bit Commitment

Adaptedfrom [TW02, Section7.3].
Alice wantsto makeaprivatestatementthatonce
made,cannotbechanged.
If computingdiscretelogsis hard,thenAlice can
commitamessagem by makingpublicc = � m,
where� is ageneratorof Z �

p.

Thecommitmentc canbelaterveri�ed because
m ! c is a1:1 ontooperation.
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Winnowing & Chaf�ng
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How to leak a secret?
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Operating SystemSecurity
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Protection in GeneralPurposeOS

Adaptedfrom [P�96, Chapter6].

Why protecttheOS?

OperatingSystemssupportmultiprogrammingso
they'vedevelopedwaysto protectthecomputation
of oneuserfrom inadvertentor malicious
interferencefrom another.
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Protection in GeneralPurposeOS: : :

Executives.Providedlinkersandloaders
Providedlinkersandloadersfor relocation.
Providedeasyaccessto compilers,assemblers.
Providedautomaticloadingof subprogramsfrom
libraries.

Monitors.
Providesscheduling,sharing,andparalleluseof
resources—memory, I/O devices,sharable
programsanddata.
Oversaw all computing.
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Security Methodsof OSes

Thebasisof protectionis separation.

PhysicalSeparation.Poorresourceutilization.
TemporalSeparation.Poorresourceutilization.
LogicalSeparation.
CryptographicSeparation.
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Security Methodsof OSes: : :

Separationis only half theanswer. Theotherhalf is
controlledsharing.

All or Nothing.
Accesscontrolonobjects.
Capabilities.
Partial useof objects.

E.g.,theability to readbut notprint asin Adobe
reader.
Collectstatisticsfrom adatabasebut not the
actualrecords.

Whatis thegranularityof sharing?
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ProtectingMemory

Usinga �xed fencewith non-relocatableprograms
thatknow thefencevalueat compiletime.

Protectionin only onedirection.Youcanshoot
“yourself” in thefoot.
Cannotsubpartitionprogramsinto �ner
granularityof protection.
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ProtectingMemory: : :

Usingvariable sizedfenceswith programs
compiledstartingataddress0.

Programsnot relocated,ratherindirectionused
with thefencevaluestoredin a register.
Provides“relocation”andprotectionat thesame
time.
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ProtectingMemory: : :

Baseboundsregisters.
Providebothlowerandupperbounds.
Changeit for everyprogramatcontext switch.
Useadditionalbaseboundsregistersfor �ner
granularitypartition–saycodeanddata.
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ProtectingMemory—Segmentation

Addressesareof theform hseg #, offseti .

Segmentscanbeseparatelyrelocatedandprotected.
Eachprocesswouldnormallyhave its own segment
tablefor addresstranslation.
Processesthatwantto sharesegmentsmapthemto
thesamesegmentnumbersin their segmenttable.
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ProtectingMemoryÐSegmentation: : :

ProsandCons:
Finegranularityof protection,onaper-segment
basis.
Canleadto fragmentationof mainmemory.
Requirescompaction.
Sharingrequiressamesegmentnumbersin all
sharingprocessesbecauseof inter segment
references.
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Paging

Addressesareof theform hpage#, offseti .

All pagesareof thesamesize.
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Segmentation+Paging

Breakasegmentinto pages.
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UserAuthentication

The processwherebya systemis assuredof the identity
of the userinvolved in a protocoland that the userhas
actuallyparticipated.

Messageauthenticationitself providesno timeliness
guaranteesw.r.t. whenthemessagewascreated.
Userauthenticationis a real-timeprocess.

Adaptedfrom [Den04, Week4].
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Basesof UserAuthentication

Somethingtheuserknows, e.g.,passwords,PINs.
Somethingtheuserpossesses, e.g.,smartcard,
tokens.
Somethingtheuseris (or how hebehaves),known
asbiometrics,or themeasurementof some
biologicalpropertyof theuser, e.g.,�ngerprints.
Weareonly concernedwith passwordbaseduser
authenticationhere.
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UserAuthentication: : :

Alice � ! Bob.

Concerns: Eavesdropping,Exposingsecretson
server.
Goal: No secretson theserver+ foil eavesdropping.
Methods: Passwords,One-TimePasswords,
Challenge-Responseprotocols,Zero-Knowledge
authentication.

In typicalenvironments,authenticationhasto be
combinedwith sessionkey exchangeprotocol(for
encryption/authentication)to foil sessionhijacking.
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Passwords

Usedto authenticatepeople.
Have low entropy (� 25bits).

I 225 = 33554432; 2558 = 17878103347812890625.

Susceptibleto eavesdropping,replayto server.

A � ! B pwd1

pwd2
...

pwdn
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Passwords: : :

Neverstorepasswordson theserver.
Storethepasswordhashinstead.Don't needthe
ability to invert. If this �le is exposed,anadversary
canmountadictionaryattack.

for(every word w in dictionary)
{

compute h(w)
}

lookup h(w) in this file.
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Passwords: : :

I Unix usesamodi�ed DESalgorithmwith 12bitsof salt–atwo-charstring
from the set[a-zA-Z0-9./] . It is usedto perturbthe algorithmin one
of 4096differentways.Usuallyencrypts0 with thekey 25 times.Thevalue
storedin thepassword �le is a seriesof 13 printableASCII characters(the
�rst two charactersarethe12-bit salt itself andtheremaining11 characters
encodethe64-bit encryptionof 0). Seecrypt(3).

Suppose10M wordsin dictionary, 12 bit salt: thenwe have 10M � 4K =
40G encryptedpasswords. Assuming averagelength of 8 bytes gives
320GB .

If oneencryptionis donein one� s, thedictionarycanbeencryptedin 40�
109 � 10� 6 = 4 � 104s � 10hours.
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Passwords—Salting

Saltmakesdictionaryattackharder. An attacker
musthasheveryword in thedictionary212 times.
Logically, it lookslike

Alice salta h(Pajjsalta)
Bob saltb h(Pbjjsaltb)

SecretSalt. StorehAlicejsaltajh(Pajjsaltajjsalta0)i .

salta0 is 4 bits. To verify auser'spassword, the
systemtriesall 24 combinationsof salta0. Attacker's
work goesupby 16.
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Biometrics
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One-Time Passwords

Lamporthash(S/Key) basedonhash-chain[KPS02,
Section12.2].

Alice remembersapasswordp.

Bob (server) remembers(user; n; hn(p)).

A ! B : A (I amAlice)
B ! A: n
A ! B : x = hn� 1(p)
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One-Time Passwords: : :

ProsandCons
Canonly log in a �nite # of times.
No mutualauthentication.
Smalln attack.Whatif Alice canbetrickedinto
revealingh50(p).
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File ProtectionMechanisms

Adaptedfrom [P�96, Section6.4].
All or NothingProtection:Trustandignorance.

May work in systemswith few userswho trusteach
other.
No convenientwayof limiting �le accessto subset
of users.
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File ProtectionMechanisms: : :

DiscretionaryAccessControl
GroupProtection:Needto sharein acontrolledway.

(owner, group, world). rwxrwxrwx
De�ne accessrightson �le creation.For e.g.,the
open (path,mode)syscallwill use(defaults& umask).
A useris identi�ed by two identi�ers (numbers),the
user-id andthegroup-id.
OnLinux, /etc/passwd containsa recordfor every
user(nonNIS).
user_name:pwd:uid:gid:comment:home_dir:login_shell
rootandlroot
/etc/group de�nesgroups.(newgrp)
group_name:pwd:gid:uid_list
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File ProtectionMechanisms: : :DAC

File andDirectorypermissions(thereareACLs in otherOSes).
Sticky bit ondirectories.Allows removal/renamingof �les
thatyouown. /tmp is drwxrwxrwt onmy machine.

Turningonsticky bits turnsonmodbits111.
Extraattributeson theext2 FS.lsattr , chattr .
1 word (include/linux/ext2_fs.h)= {

A (don't updateatime)
a (openappendonly)
c (compress)
d (markfor dump)
i (immutable)
s (zeroblocksondelete)
S (write synchronously)
u (savecontentsondelete)

}

Linux immutable�les: cannotchangeor delete�les (even
if youhavew on thedir.
� chattr+i foo, only root canset/unset.
� lsattrfoo, (--i----- foo )
� ls -l foo, (-rw-r-r- 1 s-kumar emp)
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File ProtectionMechanisms: : :DAC

Quota(# of blocks/inodes),ulimit (core�le size,
maxdatasegmentsize,maxcputime,maxopen
�les)
structrlimit rlim[RLIM_NLIMITS];
(linux/include/sched.h).
Setuid.Permitsauserto establishdata�les to which
accessis allowedonly throughspeci�edprocedures.

Say, for example,the/etc/passwd�le being
manipulatedby /usr/bin/passwdwhich is setuidroot.
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Network Security
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OSI Network ProtocolStack

OSI TCP/IP
7 Application Application
6 Presentation
5 Session
4 Transport Transport Demuxingwithin a machine,

in orderdelivery.

3 Network Internet End-to-end routing and ad-
dressing.

2 Datalink Datalink Channelaccess,Framing.

1 Physical Physical Bits, Encoding(Manchester),
Modulation.
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Port Scanning—Nmap

To �nd services(exploitablecommunicationchannels)
runningonyourmachine.

TCPheader
1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2

Sourceport Destinationport

Sequencenumber

Acknowledgementnumber(1 + lastbyte# recvd)

Hdr len Reserved Code Window

Checksum Urgentpointer

Optionsif any padding

DATA

CODEis 6 bits, from left to right: URG,ACK, PSH,
RST, SYN, FIN.
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Port scanningÐ What ports areopenon a machine?

Seenmapdocfor details.

TCPconnectscanning.Canresultin application-level logging.

TCPSYN scanningakastealthmode.Leadsto denialof
servicein many OSes(“half open”conenctions).Couldbe
logged.

TCPFIN scanning.On*nix, thisgeneratesRSTonaclosed
portandis ignoredonopenports.

Fragmentationscanning.Split TCPheader(SYN) into multiple
packetssointermediate�lters can't �lter it.

UDPport scanningby receivedICMP portunreachable
messages.Parallelismmaybelimited by thehost'serrorlimit
rate.

Xmastreescan:FINjURGjPSHin anattemptto let the�re wall
passthepacket through. Network Security– p.252



RemoteOSdetectionvia TCP/IP StackFingerprinting

Why?
Many securityholesdependentonOSversion.
Scananetwork for (OS,svc)pairsandwait for next
exploit.
Socialengineering.

How?
Justtelnetto themachine.
Telnetto theftp port (telnetmirror.nusftp).
DNShostinfo record.(nslookup,settype=hinfo,
www.comp.nus.edu.sg).
snmpwalk.
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RemoteOSdetectionvia TCP/IP StackFingerprinting : : :

Basically, look for thingsthataredifferentamongOSesandwrite a
probefor thedifference.Examples:

FIN scanto knownopenport. Windowsboxeswill sendRST
backwhile *nix boxeswill silentlydiscardit.

BOGUS�ag returnedonsomeLinuxes.(SYN+BOGUS)
returns(ACK+BOGUS).

ISN sampling.SomealwaysusethesameISN! Random
increments,true“random”, time-dependentmodel,: : :

Don't Fragmentbit in theIP header.

TCPInitial window size(duringhandshakeor onRST
packets).AIX = 16165!

ACK valueonRSTreturnedonaFINjPSHjURGsentto a
closedport?

Network Security– p.254



RemoteOSdetectionvia TCP/IP StackFingerprinting : : :

ICMP errormessagerate.SomesystemssuchasLinux will
ratelimit thereturnederrormessages.

ICMP messagequotingsize.How muchof theoffending
packet is returned.Only header+ 64bits returnedor moreor
thewholepacket.

TOSon ICMP portunreachables.Overlappingfragmentsfor
TCP.

Fragmentationhandling.

TCPoptions,whichonessupported,orderof return,: : :

Network Security– p.255



RemoteOSdetectionvia TCP/IP StackFingerprinting : : :

Examplesof Nmapcon�guration

T5 (DF=N%W=0%ACK=S++%Flags=AR%Ops=).SYN to
aclosedport. T5 is aprede�nedtestwhoseresponseshould
matchthespecabove.

T6 (DF=N%W=0%ACK=O%Flags=R%Ops=).ACK to a
closedport.

IP header
1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2

vers hlen svctype total len

ident �ags fragoffset

ttl protocol hdrchecksum

sourceip addr

destip addr

ip optionsif any padding

DATA
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PassiveSnif�ng Attacks

Cancapturecleartext passwords,for e.g.,in telnet.
Cancapturecookiesin HTTP traf�c.
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ActiveAttacks

Kill activeTCPconnectionsby sendingRST.
ARPspoo�ng ) connectionscanberedirected
throughanotherhost.Seesecuritypronews for an
exploit with EtterCap.
TCPspoo�ng with sequencenumberguessing.
TCPconnectionhijacking.
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ARP Spoo�ng

Adaptedfrom hackinthebox.

A B C

If B will acceptagratuitousARPreply, then
A ! B : macc = maca andA ! C: macb = maca.
Protocoloughtto acceptanswersonly for
outstandingqueries.
In any eventtheanswersareunauthenticated.
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Morris Sr.'sattack

A
2: SYN + AC K //B

E

1: SYN

dd

3: AC K

ZZ

E sendsSYN to A with sourceB.

A respondswith SYN+ACK to B.

If E canguesstheISN in 2, it canrespondwith ACK+DATA
beforeB cansendRST.

E mightuseadisconnectedB, preventit from sendingthe
RST, or prevent2 from reachingB.

A can't tell thedifferencebetweenB ! A andE ! A.Network Security– p.260



TCP hijacking Ð oneway “desynchronization”

C

x

y

S

a

b

Theserver's window shouldintersectwith theclient'swith its left
edgeto theright of theclient's left edge.
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TCP hijacking Ð oneway “desynchronization” : : :

Considerslidingwindow protocolssuchasTCP. Data
�o w direction:C ! S.

ClientproposesISN.
Serverproposeswindow sizefor �o w control.
Serverdiscardsany dataoutsidethewindow i.e.,
< a, or > bandsendsanACK for a.
Servercannotadvancewindow without receiving
dataatseqnuma. In adesynchronizedstate,it never
will.
Attackercanfeeddatastartingata to S. WhenS
respondswith anACK, it fallsoutsideC'swindow.

Network Security– p.262



TCP hijacking Ð “early” attack

Breaka legit connectionbetweenC andS.

C ! S : SYN(ISN = x)

S ! C : ACKx+1 ; SYN(ISN = s)

X ! S : ACKs+1 ; RST.S now thinksthatC has
brokentheconnection.But C hasestablishedits
sendingwindow to be[x; x + w].

EstablishanotherconnectionbetweenC andS.
X ! S : SYN(ISN = a)

S ! C : ACKa+1 ; SYN(ISN = s0). Ignoredby C
becauseACK of a + 1 is outsideits window of
[x; x + w] andaSYN of s0is probablyoutsideof
[s;s + w].

X ! S : ACKs0+1
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DNSbasedattacks

SeeChristophSchuba'sMS thesisdefenseslides.
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(Distrib uted) Denial of Service

Relatively new development.
Feb2000saw attacksonYahoo,buy.com,ebay, Amazon,
CNN.

Oneform of DDoSattacksimplysaturatesthe
network.

Preventslegitimateuseof resourcessuchasWebservices.

Anotherform exploitsvulnerabilitiesto crash
machines.
Resultsin degradationof serviceson thenetwork.

Lockedupaccounts.
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A SimpleDOSAttack

Attacker //Zombie //V ictim

Attackerusesindirectionto attackavictim.
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A DDOSAttack
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Distrib uted Denial of Service

Many morepathwaysutilized to attackthevictim.
Caninvolvehundredsor thousandsof machinesall
over theInternet.

Breakinto weakly-securedcomputersusingwell
known bugs.
Concealthebreak-inandhidetracesof
subsequentactivity.
Install softwareto “remotecontrol” themachine.

Launchacoordinatedattackon thevictim.
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Flooding Attacks

Smurfattack.
SendICMP ECHOto broadcastaddresswith
sourceaddressof victim.

TCPSYN attack.
SendSYN datagramsto victim with forged,
non-existentsourceaddresses.

UDP �ooding
SendUDPdatagramsathighvolumeto portson
thevictim machine.
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Logic Attacks

Pingof Death.
ConstructICMP ECHOdatagramasfragments
suchthattheassembleddatagramexceedsthe
64K limit for IP datagrams.
An IP datagramhasa13-bit fragoffsetspeci�ed
in 8-byteunits. ) Highestoffset= 216 � 8!
Problemis with IP reassembly.

Land.
Sendadatagramwith thesamesourceanddestination
address.
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DefeatingDDOS

Egress�ltering.
Stopspoofedpacketsfrom leaving yournetwork.

Stopyournetwork from beingusedasan
ampli�cation site.

DisableIP directedbroadcastonall systems.
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Countering DOS

Simplecookies
Wouldneedto rememberthem.

A

star t protocol

''

r eally star t protocol
77B

challengeoo

TCPSYN cookies
Particularchoicesof ISN.
Self verifying: e.g.,

MD5(secret; time; src_ip; src_pt; dest_ip; dest_pt)
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Countering DOS

Requireclientsto dowork in orderto connect
[Juel99].

E.g.,what27-bit numberhasaSHA checksumof x?

Network Security– p.273



Linux Net�lter
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IPSec[Sta03, Chapter 16]

IPSecis communicationsecurityprovidedat the
networklayer.

Communicationprotectedwith asessionkey is calleda
securityassociation,a triple

hSPI; destaddress; AH j ESPi

Providessecurityfor security-ignorantnetwork
applications.

Somewhattransparentto theapplication.

Canbeimplementedasbump-in-the-wire.

Flexible enoughto allow
Securebranchof�ce connectivity over theInternet.

Secureremoteaccessover theInternet.
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IPSec: : :

Wewill restrictourselvesto IPv4with IPSecin
tunnelmode.

Transporttheoriginaldatagramin its entirety
insideanotherone.
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A Simple IPSecscenario
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SomeIPSecTerminology: : :SA

SecurityAssociation
One-way relationshipbetweensenderandreceiver.
An SA canbeusedwith AH or ESP, but notboth.
It is identi�ed atahosth by thetriple
� SPI(32bits, local signi�canceath).
� IP destinationaddress(unicastor multicast).
� Securityprotocolidenti�er.

SA relateddataincludesseq#,anti-replaywindow,
AH/ESPparams,SA lifetime,: : :
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SomeIPSecTerminology: : :

SecurityPolicy Database(SPD)
Containsentries,eachif whichde�nesasubsetof IP traf�c
andpointsto anSA for thattraf�c.
Eachentryis de�ned by asetof IP andupper-layer
protocol�eld values,calledselectors.

A selectorcanspecifymatchagainstsrc/destaddr/port,
transport-layerprotocol.

SPD

Selector

IP

<dst=137.132.0.0/16>
SAD

<AES key=0x...., MAC=HMAC-MD5,....> Encrypted
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Authentication Header

Providessupportfor dataintegrity and
authentication.

Preventsaddressspoo�ng attacks.

Guardsagainstreplayattacks.

Thecommunicatingpartiesmustshareakey.

Next hdr Headerlen Reserved
SPI

Sequence#

Authenticationdata/ICV(variable)
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Authentication Header: : :

Authenticatesits payload+ immutablepartsof the
outerIP header.

Must supportHMAC-MD5-96& HMAC-SHA-1-96.
Mutable�elds setto 0 whencomputingICV.
AuthenticationData�eld setto 0 whencalculatingICV.

Problemfor NAT.

Headerlen � headersizein 32-bit chunks� 2.
Sequencenumberis usedto recognizereplayed
packets.

A new SA initializesit to 0.
Anti-replaydoesnotpermitrecycling past232 � 1.

Receivershouldimplementawindow to checkfor replay.
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EncapsulatingSecurity Payload

Providescon�dentiality of messagecontentsand
limited traf�c �o w con�dentiality.
CanprovidesameauthenticationservicesasAH.

SPI

Sequence#

IV (if SA requiresit)

Payloaddata(variable)

� � � � � � Padding0 � 255bytes

Padlength Next header

Authenticationdata(variable/optional)
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EncapsulatingSecurity Payload: : :

Next headeridenti�es payloadtype.
EncryptionIV �rst partof payload(unencryptedof
course).
Variablepaddinghidesrealpayloadlength.
Tunnel-modehidesinnerpacketaddresses.
For encryption+ authentication,

authenticationappliesto encrypteddata.

theIP headeris notprotected.

Network Security– p.283



Somethoughtson IPSec

TheESPauthenticatesencryptedpayload.
Is thereneedfor separateAH whenESPcanprovide
thesamefunctionality?
ShouldAH authenticateIP header�elds?
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VPNs– oneway to do it

Homemachineneedsanaddresson theinside–
virtual interfacewith aninsideaddress.
Destinationson theinsideroutedvia this interface.
OnetunneledESPSA from home! GW.
Datagramsfor insidetunneledto GW.
GW de-tunnelsandforwardsit on theinside.
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VPNs– oneway to do it : : :

GW address= 137.132.1.1.
Homem/cpublicaddress= 218.186.1.1.
Homem/c insideaddress= 137.132.2.1.
Homem/c trying to reach137.132.3.1.

NUS
137.132.0.0/16 home

218.186.0.0/16

VPN

137.132.1.1 218.186.1.1 137.132.3.1 137.132.2.1
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Simpli�ed SSLprotocol

Considerasimpli�ed SSLprotocolexchange.

C r 1� ! S Suppciphersuites,28Brandomness
C r 2 � S Chosenciphersuite,28Brandomness
C  � S Servercert

C � ! S EservP ubK ey(Client selected48BPMS)

BothpartiescomputeMS � h(pmsjj r 1jj r 2)
Encryption& MAC keysderivedfrom MS
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Subsetof SSLMessages

[Protocol, Version, Length]

ChangeCipherSpec (20) Alert (21) Handshake (22) Application (23)

ChangeCipherSpec

HelloRequest(0)

CertificateRequest (13)

ClientHello (1)

ServerHelloDone (14)

ServerHello (2)

CertificateVerify (15)

Certificate (11)

ClientKeyExchange (16)

ServerKeyExchange (12)

Finished (20)
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A basicbut completeSSLprotocol interaction

¬ ClientHello� � � � � � � � � � � � � � � � � !
 � � � � � � � � � � � � � � � � � ServerHello ­
 � � � � � � � � � � � � � � � � � � Certi�cate ®
 � � � � � � � � � � � � � ServerHelloDone ¯

° ClientKeyExchange� � � � � � � � � � � !
± ChangeCipherSpec� � � � � � � � � � � � !
² Finished�� � � � � � � � � � � � � � � � � � �!

 � � � � � � � � � � � � ChangeCipherSpec³
 � � � � � � � � � � � � � � � � � � �� Finished ´
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Client Hello

FromanEtherealtrace(SSLv2).

Length(2 bytes).

ClientHello (1 byte)= 0x01.

Version(2 bytes)= 0x0301.SSL3.1.

CipherSpecLength(2 bytes),say= � .

SessionID Length(2 bytes),probably= 0 for new connection.

ChallengeLength(2 bytes),say= x.

Cipherspecsof 3 byteseach,= � =3.

Challenge,x bytes.
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Server Hello

Responseis SSLv3.Fromserver ! client.

SSLV3 recordlayer:Handshake.
Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes)

Payloadcancarry multiplemessages.
HandshakeType(1 byte)= ServerHello (2).
Length(3 bytes).Why 3? Canit besplit acrossa record?
Version(2 bytes)= 0x0301.
Randomtime (4 bytes).
Randombytes(28bytes).
SessionId Length(1 byte).
SessionId (32bytes).
ChosenCipherSuite(2 bytes).
CompressionMethod(1 byte)= 0x0.
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Certi�cate S � ! C

Responseis SSLv3.1.Fromserver ! client.

SSLV3 recordlayer:Handshake.
Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes)

Payload.
HandshakeType(1 byte)= Certi�cate (11).
Length(3 bytes).Why 3? Canit besplit acrossa record?
NoVersion�eld .
Certi�cateslengthof thewholeblob (3 bytes).
Certi�cate chain
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Server Hello Done

Responseis SSLv3.1.Fromserver ! client.

SSLV3 recordlayer:ServerHello.
Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes)

Payload.
HandshakeType(1 byte)= ServerHello Done(14).
Length(3 bytes),value= 0
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Client KeyExchange

Fromclient ! server.
SSLV3.1 recordlayertype:Handshake.

Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes),say= x.

Payloadis theClientKey Exchangemessage.
Type(1 byte)= ClientKey Exchange(16).
NoVersion�eld .
Length(3 bytes),say= y.
y bytesof datablob,x = y + 4.
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ChangeCipher SpecC � ! S

Fromclient ! server.
SSLV3.1 recordlayertype:ChangeCipherSpec.

Type(1 byte)= ChangeCipherSpec(20).

Version(2 bytes)= 0x0301.

Length(2 bytes),value= 1.

Payloadis 1 byteof value1.
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Client Encrypted HandshakeÐ Finished

Fromclient ! server.
SSLV3.1 recordlayertype:Handshake.

Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes),say= x.

x bytesof encrypteddatablob.
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ChangeCipher Spec

Fromserver ! client.
SSLV3.1 recordlayertype:ChangeCipherSpec.

Type(1 byte)= ChangeCipherSpec(20).

Version(2 bytes)= 0x0301.

Length(2 bytes),value= 1.

Payloadis 1 byteof value1.
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Server Encrypted Handshake± Finished

Fromserver ! client.
SSLV3.1 recordlayertype:Handshake.

Type(1 byte)= Handshake (22).

Version(2 bytes)= 0x0301.

Length(2 bytes),say= x.

x bytesof encrypteddatablob.
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Application data

SSLV3.1 recordlayer: Applicationdata.
Type(1 byte)= Applicationdata(23).

Version(2 bytes)= 0x0301.

Length(2 bytes),say= x.

Payloadis encrypteddataof x bytes.
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Certi�cates

A certi�cate bindsanameto akey. From[Tho00,
AppendixA.1]:

Version

SerialNumber

Algorithm Id

Issuer

Validity

Subject

Subject's PublicKey

IssuerUniqueId (optional)

SubjectUniqueId (optional)

Extensions(optional)

Signature
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Certi�cate Authority

Root CA

CA1 CA2

CA3 B D

A C

Everyonehasroot's certi�cate
andtrustsit.

Trust�o ws from root ! leaf.

Is trusttransitive?

Getting a person's public key
in order to communicatewith
them, say scott.mcnealy@su-
n.com? UseIBE.
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JSSE— SSLContext

KeyManager[..] TrustManager[..]

zzt t t
t t t

t t t
t t t

t t t
t t t

t t

SSLC ontext
$$

I I I I I I I I I I I I I I I I I I I I

javax.net.ssl.SSLContext. Usedto createbothclientandserver
SSLsockets.

SSLContext.getSocketFactory().createSocket(hurli , h443i );

SSLContext.getServerSocketFactory();
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JSSE— SSLContext: : :

SSLContext sc= SSLContext.getInstance(“TLS”);
sc.init(KeyManager[],TrustManager[],
SecureRandom);
KeyManagersareresponsiblefor managingkey
material.For e.g.,SunX509.
TrustManagersmanagethetrustmaterialthatis used
whenmakingtrustdecisions.For e.g.,SunX509.
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JSSE— Keystore

Representsastoragefacility for cryptographickeysand
certi�cates.Canbethoughtof asahashtableindexedby
alias (aString), with thevaluebeing

A [private_key, certi�cate_chain]tupleof type
KeyStore.PrivateKeyEntry.
A trustedcerti�cate of type
KeyStore.TrustedCerti�cateEntry.
Others: : :
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SecureShellTunneling (Reverse)

How to forwardremoteX-clients(onhostR) to thelocalX-server
(L) overaprotectedSSHtunnel?

Why? Firewall protectingL mayonly permitoutbound
connectionsto remotehostsatport 22.

Have remoteX-clientsbelieve theX server is runningatport
6001[DISPLAY=localhost:1.0].

TunnelTCPconnectionsmadeto R :6001� ! L :6000. In
˜/.ssh/config:
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Or, usessh -R 6001:localhost:6000 <R>.

Tunnelsetupwhenyousshfrom L � ! R.
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SecureShellTunneling (Forward)

How to forwardlocal clients(onhostL) to services
runningonhostsreachablefrom R, sayto R0.

Sayremoteservicerunsatportp.

TunnelTCPconnectionsmadeto L :p � ! R0:p. In
˜/.ssh/config:
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Tunnelsetupwhenyousshfrom L � ! R.
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Tunnelsin Tandem

TunnelX clientsrunningonC to displayonA.

¬ RemoteForward17439localhost:6000.
­ RemoteForward6001localhost:17439.
OnC: typeset-x DISPLAY=localhost:1.0.

A ¬ B ­ C
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Vtun — virtual tunnels

For moreinformation,seehere.
Usesthetundriver.

Opening/dev/net/tuncreatesanew virtual
networking interface.
Writing raw IP datagramsto FD will besentup
theIP stackon localhost.
Readingfrom FD will retrieveeverydatagram
exiting thevirtual networking interface.
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Vtun — virtual tunnels

137.132/16
real interface

virtual interface

10.0.0.1 10.0.0.2

virtual interface

NAT

0.0.0.0/0

137.132/16

real interface
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Net�lter (hooks)

SeetheNet�lter howto.

NF_IP_PRE_ROUTING [ip_input.c:ip_rcv()],

NF_IP_LOCAL_IN[ip_input.c:ip_local_deliver],

NF_IP_FORWARD [ip_forward.c:ip_forward()],

NF_IP_LOCAL_OUT[ip_output.c:(variousfunctions)],and

NF_IP_POST_ROUTING [ip_output.c:(variousfunctions)].

Attach packet �ltering rules at NF_IP_LOCAL_IN (for input) &

NF_IP_LOCAL_OUT(for output).
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Net�lter callbacks

outside//PRE //r t_lkup //

��

F W D //� //POST

r t_lkup

OO

local_in

��

local_out

OO

into box f r om box

OO
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SafeProgramming
Borrowedheavilyfrom a talk by

AlecMuffett andCasperDik
in 1998
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GeneralRemarks

Securityis notanadd-on.Addingcryptographyto a
houseof cardsdoesn't make it a castle.
Securityis orthogonalto functionality. Functional
testingwill notusuallyrevealsecurityproblems.
Bettercodingis essential.Secureprogrammingis a
mindset.

Detecttheunexpected.
Abort sensiblyif surprised.
Testall returncodes.
Never trustyour input.
Randomnumbers— how randomarethey?

SafeProgramming– p.313



On CommentingCode

Commentcomplicatedblockswith nonobviousside
effects.
Documentwhy certainprivilegesandpermissions
areneeded.

Why setuidroot, why setgidsys?
Why ownedby bin, writableby groupmail?
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On Trusting Input

Commandline arguments?
Environmentvariables?
File descriptortable?
Umask?
Resourcelimits?
Signalstate(mask,pending)?
CWD?
Taintperl.
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BoundsChecking

Neverusegets,strcat,strcpy, sprintf etc.
Beawareof how thesefunctionstreatNUL.
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UsingRandomness

Becarefulwhengeneratingsessionkeys,nonces,
etc.whoseimpactonsecurityis substantial.
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Avoiding RaceConditons

TOCTOU � Time-Of-Check-to-Time-Of-Use.
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See“man2 access”.Check-and-usearenotatomic.
Any consecutive referencesto a �le by name.

find /tmp -mtime +7 -print | xargs rm -f. Attacker
creates/tmp/x/etc/passwdandquickly renames/tmp/x to
/tmp/x2andsumlinks/tmp/x to /.
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Usingpowerful interpreters

Don't invoke theshell.No popen,system,exec*p.
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Whatif theurl wassomethinglike http://www.`/bin/rm
-rf / 2>/dev/null`comp...?

SafeProgramming– p.319



Tamper ResistanceÐ A Cautionary Note

TamperResistance– TheOld FashionedWay.
Makecodebooksheavy.
Print sensitive information

in watersolubleink,
oncellulosenitrate

for rapiddestruction.
Susceptibleto surpriseandsuddencapture.
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Levelsof Tamper Resistance

AgainstCleverOutsiders.
Intelligentbut insuf�cient systemknowledge.
Takeadvantageof existingweakness.

AgainstKnowledgeableInsiders.
Havespecializedknowledgeandexperience.
Highly sophisticatedtoolsandinstruments.

AgainstFundedOrganizations.
Canassembleteamof experts.
Sophisticatedattacksusingthemostadvanced
analysistools.
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Smartcardsand Micr ocontrollers

Assumethatattackerscanobtainseveralexamplesof thetarget
equipment.

Preventprogrammingby coveringtheprogrammingvoltage
contacton thecardwith tape.

UnusualvoltagesandtemperaturescanaffectEEPROM write
operations.

Internalmemorymaybereadoutwhenvoltageis low.

Onboardrandom# generatorsmaygeneratelow entropy
sequenceswhenthevoltageis loweredslightly.

Circuitry to preventsinglesteppingattacksmaycauselotsof
falsepositives.

Powerandclock transientscanbeusedto affectdecodingand
executionof instructions.E.g.,revealextrabytes(perhaps
keys). SafeProgramming– p.322



Smartcardsand Micr ocontrollers

1 b = answer_address
2 a= answer_length
3 if(a == 0) goto8
4 transmit(*b)
5 b = b+1
6 a= a-1
7 goto3
8 ...
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Administri via
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April 1, 2005

April 16thwill beconsideredasextraclassperiod.
Securityproblemswith DNS.

Ratsandwriting safercode.

SSHtunneling.

Vtuns.

IPtables.

Primesis in P.

Steganography (Nasir's slides).

Tamperresistanceof SmartCards.

Pushback(for CongestionControl).
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A completelist of referencescanbefoundhere.
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