'+' denotes a point that adopted the secure system principle

'-'  denotes a point that did not adopt the principle

* Economy of [protection] Mechanism *

- Windows XP: 40 million of lines of code, thus making it relatively more complex
http://www.dwheeler.com/sloc/
- Linux: Kernel 2.6 has 5.7 million lines of code , thus making it relatively less complex

http://news.com.com/Security+research+suggests+Linux+has+fewer+flaws/2100-1002_3-5489804.html?tag=nl
* Fail-Safe Defaults *

- Windows XP: Network services are enabled by default. Risky services are shown below:
NetBIOS: File / printer sharing exploits
http://www.cit.cornell.edu/computer/security/scanning/windows/netbios.html
http://www.winguides.com/security/display.php/344/
Wireless Zero Configuration: Possible wireless exploits
Windows Messenger (not IM!) service enabled by default, buffer overflow attack

http://www.stanford.edu/services/securecomputing/alerts/win-messenger-22oct2003.html
Details of other services: http://www.blackviper.com/WinXP/service411.htm
- Windows 2000: IIS 5 runs by default and is composed of SMTP, HTTP and IIS administration services.
http://www.hsc.fr/ressources/breves/min_srv_res_win.en.html
+ Windows XP SP2: A pop-up ad blocker has been turned on by default.

http://techrepublic.com.com/5100-6264_11-5222856.html
+ Windows XP SP2: NX support is added to Windows XP by default. NX (no execute) will allow NX-enabled CPUs to mark certain areas of memory as non-executable; that is, any code pushed into those areas (perhaps by malware such as Blaster or other viruses) will just sit there, unable to run and therefore will be rendered harmless. This will harden the OS against the notorious buffer overrun threats. NX is currently only supported for AMD’s K8 and Intel’s Itanium processors, but 32- and 64-bit support for this important security feature is expected in most future processor releases. It is called Data Execution Protection (DEP).
http://techrepublic.com.com/5100-6264_11-5222856.html
http://support.microsoft.com/kb/875352
+ Linux: Most distributions like FC3 do not enable network services by default

+ Windows XP: Firewall is enabled by default in SP2
+ Windows: Upon unsuccessful boot up, the subsequent attempt will be defaulted to Safe Mode.
* Open Design *

- Windows XP: kernel & network apps (e.g. IE, Outlook Express, IIS) are close source

+ Linux: kernel & network apps (e.g. Mozilla, Apache, Sendmail) are open source

* Least Priviledges *

- Windows XP: Default users have full access privileges (Administrator)

+ Linux: Default users do not have root privileges. Need to do "su -" in order to reboot, shutdown, change network settings, load services, etc…
* Complete Mediation *

+ Linux: SELinux http://www.cs.purdue.edu/homes/ninghui/courses/Fall03/lectures/denny_6.pdf
*/- Windows XP: Unknown

* Acceptability *

+ Windows XP: Reasonably simple and friendly GUI support for configuration purposes
E.g.: Services.msc, Windows Firewall
+ Linux: Reasonably good UI and GUI (XFree/X.org) for configuration purposes
E.g.: Ntsysv (Ncurses UI), Firestarter (X, Gnome)
