3. If tamper resistance could be realized, what in your opinion would be its most impactful use? Why are claims of total tamper resistance usually greeted with polite disbelief? (1.5 marks)

PS2, Xbox – play original games only?

Given that a vital part of checking whether the game disk is original is stored in a temper resistance part of the machine, it could prevent attacks from modifying and duplicating another machine that can bypass the “originality” check.

PC – no more piracy of software and games (provided all manufacturers support)?

Same logic as per previous, but this is provided that major manufacturers such as Intel built in such checks and there is no way an attacker can create a similar chip. Not as easy to be realized compare to game boxes. 

No duplication of credit cards (which metallic strips offers no security at all)

This may not help at all as the attacker can always do online transaction where all the vital data is written on the card. However, if there is a tamper resistance system on the card, vital data may no longer be written on the card, as the entire scheme will be changed. For instance, a card reader plus some form of password authentication may be needed in the future for online transactions, say, if a tamper resistance system is realized.

Real secure cash cards, smart cards (includes SIM cards like GSM)

Quite straight forward

Total tamper resistance is usually greeted with polite disbelief because too many “tamper resistance” systems have been broken. It is highly likely that the attacker could disable any tampering detection before running the processor in the temper resistance hardware, through microprobing. Tamper resistance solutions, however, which cannot be tampered within a certain limit of time, is possible.

Tamper Resistance - a Cautionary Note

http://www.cl.cam.ac.uk/users/mgk25/tamper.pdf
5. What Netfilter callbacks are encountered by a packet that is part of a TCP connection between a process on your box and outside, say when you connect to www.yahoo.com from a browser running on your laptop. (1 mark)

NF_IP_LOCAL_OUT, NF_IP_FORWARD and NF_IP_POST_ROUTING

A Packet Traversing the Netfilter System: 

   --->[1]--->[ROUTE]--->[3]--->[4]--->

                 |            ^

                 |            |

                 |         [ROUTE]

                 v            |

                [2]          [5]

                 |            ^

                 |            |

                 v            |

Packets come in from the left. After verification of the IP checksum, the packets hit the NF_IP_PRE_ROUTING [1] hook. 

Next they enter the routing code, which decides if the packets are local or have to be passed to another interface. 

If the packets are considered to be local, they traverse th NF_IP_LOCAL_IN [2] hook and get passed to the process (if any) afterwards. 

If the packets are routed to another interface, they pass the NF_IP_FORWARD [3] hook. 

The packet passes a final netfilter hook, NF_IP_POST_ROUTING [4], before they get transmitted on the target interface. 

The NF_IP_LOCAL_OUT [5] hook is called for locally generated packets. Here You can see that routing occurs after this hook is called: in fact, the routing code is called first (to figure out the source IP address and some IP options), and called again if the packet is altered. 

Locally generated packets hit NF_IP_POST_ROUTING [4], too. 

