Q4. Study iptables (man iptables) on a Linux machine and write an iptables command line that will stop all traffic from being received by your Linux box (on which you execute the command line) except that coming from the set of machines 137.132.87.*. Given this choice of filtering, how would you access the Web from your Linux box? (1.5 marks)

1. iptables -P INPUT DROP

Set the default policy (-P) of the INPUT chain, to which all incoming data packets from the network adapter(s) are passed through, to DROP, i.e. all packets are discarded.
2. iptables -A INPUT -s 137.132.87.0/24 -j ACCEPT

Append a rule (-A) to the INPUT chain, to perform the action (-j) ACCEPT for packets originating from the source network (-s) 137.132.87.0/24. This network is expressed in CIDR form (http://public.pacbell.net/dedicated/cidr.html), essentially we are allowing traffic coming from the hosts 137.132.87.0 to 137.132.87.255.
3. iptables -A INPUT -p tcp --source-port 80 -j ACCEPT
To permit only access to the web, append a rule to the INPUT chain again, to accept packets of the protocol type (-p) TCP (HTTP is communicated in TCP), originating from –source-port 80, which is the HTTP port from which web servers send data. This allows web traffic from any source to reach our machine without being dropped by the default policy.
3.1 iptables -A INPUT -p udp --source-port 53 -j ACCEPT
In addition, we will want to permit DNS traffic (communicated in the UDP protocol) to and from our machine. This is required to resolve domain names properly, so that we are able to access the web correctly by typing in URLs (e.g. www.example.com). Without this rule, it means that we can only access the web by typing in the raw IP addresses of websites we wish to access.

Note: It is mentioned by a coursemate also that to access the web, we can also use a proxy in the 137.132.87.* network.

