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Abstract

In recent years, separation logic has emerged as a con-
tender for formal reasoning of heap-manipulating impera-
tive programs. Recent works have focused on specialised
provers that are mostly based on fixed sets of predicates. To
improve expressivity, we have proposed a prover that can
automatically handle user-defined predicates. These shape
predicates allow programmers to describe a wide range of
data structures with their associated size properties. In the
current work, we shall enhance this prover by providing
support for a new type of constraints, namely bag (multi-
set) constraints. With this extension, we can capture the
reachable nodes (or values) inside a heap predicate as a
bag constraint. Consequently, we are able to prove proper-
ties about the actual values stored inside a data structure.

1 Introduction

Separation logic supports reasoning about shared muta-
ble data structures. Therefore, specification of memory op-
erations with advanced pointer usage is enabled. While the
foundations of separation logic have been laid in seminal
papers by Reynolds [23] and Isthiaq and O’Hearn [11], new
automated reasoning tools based on separation logic, such
as [2, 9], are beginning to appear. Several recent works,
such as [1, 8], have developed specialised solvers that work
for a fixed set of predicates (e.g. 1seg). The level of expres-
sivity for an automated verification system was raised by
our previous work [20] where we support automated rea-
soning of user-defined predicates. The main goal of our
current paper is to enhance the prover proposed in [20] by
providing support for bag constraints. We make the follow-
ing technical contributions towards this overall goal :

e We provide a shape predicate specification mechanism
that can capture a wide range of data structures to-
gether with size and bag properties, such as various
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height-balanced trees, priority heap, sorted list, etc.
Moreover, we provide a mechanism to soundly ap-
proximate each shape predicate by a heap-independent
invariant which plays an important role in entailment
checking (Secs 2 and 4.1).

e We improve the expressiveness of our automatic ver-
ification tool by allowing it to capture both the size
properties and the bag of values from each shape
predicate. The numeric properties capture sophisti-
cated data structure invariants, such as orderedness (for
sorted list/trees) and also balanced height properties
(for AVL-trees). The bag constraints enable express-
ing reachability properties, such as the preservation of
the elements inside a list after sorting.

e We design a new procedure to check entailment of
separation heap constraints. This procedure uses un-
fold/ffold reasoning to deal with shape definitions.
‘While the unfold/fold mechanism is not new, we have
identified sufficient conditions for soundness and ter-
mination of the procedure in the presence of recursive
user-defined shape predicates. (Secs 3.1, 4 and 5)

e We have implemented a prototype verification system
with the above features and have also proven both its
soundness and termination (Secs 6 and 7).

2 User-Definable Shape Predicates

Separation logic [23, 11] extends Hoare logic to support
reasoning about shared mutable data structures. It adds two
more connectives to classical logic : separating conjunction
*, and separating implication —*. hy * ho asserts that two
heaps described by hq and hs are domain-disjoint. A1 —kho
asserts that if the current heap is extended with a disjoint
heap described by h1, then ho holds in the extended heap.
In this paper we use only separating conjunction.

We propose an intuitive mechanism based on induc-
tive predicates (or relations) to allow user specification of



shapely data structures with size and reachability proper-
ties. Our shape specification is based on separation logic
with support for disjunctive heap states. Furthermore, each
shape predicate may have pointer, integer or bag parame-
ters to capture relevant properties of data structures. We use
the following data node declarations for the examples in the
paper. They are recursive data declarations with different
number of fields.

data node { int val; node next }

data node2 { int val; node2 prev; node2 next }

data node3 { int val; node3 left; node3 right;
node3 parent }

We use p:c(v*) to denote two things in our system.
When c is a data name, p::c(v*) stands for singleton heap
p—[(£:v)*] where £* are fields of data declaration c. When
c is a predicate name, p::c{v*) stands for the formula
c(p, v*). The reason we distinguish the first parameter from
the rest is that each predicate has an implicit parameter
self as the first one. Effectively, self is a “root” pointer to
the specified data structure that guides data traversal and fa-
cilitates the definition of well-founded predicates (Sec 3.1).
As an example, a singly linked list with length n is described
by :

11(n)=(self=nullAn=0)V(3Ji,m, q- self:node(i,q)
*q::11(m)An=m+1) invn>0

Note that the parameter n captures a derived value. The
above definition asserts that an 11 list can be empty (the
base case self=null) or consists of a head data node
(specified by self:inode(i,q)) and a separate tail data
structure which is also an 11 list (q::11(m)). The * connec-
tor ensures that the head node and the tail reside in disjoint
heaps. We also specify a default invariant n>0 that holds
for all 11 lists. Our predicate uses existential quantifiers for
local values and pointers, such as i,m, q.

A more complex shape, doubly linked-list with length n,
is described by :

dl1(p,n)=(self=nullAn=0)V(self::node2(_,p,q)
*q::d11(self,n—1)) invn>0

The d11 shape predicate has a parameter p that represents
the prev field of the first node of the doubly linked-list. It
captures a chain of nodes that are to be traversed via the
next field starting from the current node self. The nodes
accessible via the prev field of the self node are not part
of the d11 list. This example also highlights some shortcuts
we may use to make shape specification shorter. We use un-
derscore _ to denote an anonymous variable. Non-parameter
variables in the RHS of the shape definition, such as q, are
considered existentially quantified. Furthermore, terms may
be directly written as arguments of shape predicate or data
node.

User-definable shape predicates provide us with more
flexibility than some recent automated reasoning systems
[1, 3] that are designed to work with only a small set of fixed
predicates. Furthermore, our shape predicates can describe
not only the shape of data structures, but also their size and
bag properties. This capability enables many applications,
especially to support data structures with sophisticated in-
variants. For example, we may define a non-empty sorted
list as below. The predicate also tracks the length, the mini-
mum and maximum elements of the list.

sortl(n,min, max) =
(self:node(min,null) A min=max A n=1)
V (self:node(min, q) * q::sortl(n—1,k, max) A min<k)
inv min<max A n>1

The constraint min<k guarantees that sortedness property
is adhered between any two adjacent nodes in the list. We
may now specify (and then verify) the following insertion
sort algorithm :

node insert(node x, node vn) where
x::sortl(n,mi,ma) * vn::node(v, ) #—
res:sortl(n+1,min(v,mi), max(v,ma))
{ if (vn.val<x.val) then { vn.next:=x; vn }
else if (x.next=null) then
{ x.next:=vn; vn.next:=null; x }
else { x.next:=insert(x.next,vn); x }}

node insertion_sort(node y) where
y::11{n) An>0 #— res:sortl(n, _, )
{ if (y.next=null) theny
else { y.next:=insertion_sort(y.next);
insert(y.next,y) }}

We use the notation ®,, = ®,, to capture a precondi-
tion ®,, and a postcondition ®,, of a method. Note that we
use an expression-oriented language where the last subex-
pression (e.g. e, from ej;ey) denotes the result of an ex-
pression. A special identifier res is used in the postcon-
dition to denote the result of a method. The postcondition
of insertion_sort shows that the output list is sorted and
has the same number of nodes as the input list.

2.1 Bag of Values/Addresses

The earlier specification of sorting captures neither the
in-situ reuse of memory cells nor the fact that all the ele-
ments of the list are preserved by sorting. The reason is
that the shape predicate captures only pointers and num-
bers but does not capture the set of reachable nodes in a
heap predicate. A possible solution to this problem is to
extend our specification mechanism to capture either a set
or a bag of values. For generality and simplicity, we pro-
pose to use only the bag (or multi-set) notation that permits



duplicates, though set notation could also be supported. In
the rest of the paper, we will use the following bag opera-
tors: bag union LI, bag intersection M, bag subsumption [,
and bag cardinality |B|. The shape specifications from the
previous section are revised as follows:

112(n,B) = (self=nullAn=0AB={})
V(self:node(., q)*q::112(n—1,B;)AB=B;LI{self})
inv n>0A|B|=n

sortl2(B,mi,ma) =
(self:node(mi,null)Ami=maAB={self})
V (self:node(mi, q)*q::sort12(Bs, k,ma)
AB=B;Li{self} A mi<k)
inv mi<ma A B#{}

Each predicate of the form 112(n,B) or
sortl2(B,mi,ma) now captures a bag of addresses
B for all the data nodes of its data structure (or heap
predicate). With this extension, we can provide a more
comprehensive specification for in-situ sorting, as follows :

node insert(node x, node vn) where
x::s0rt12(B,mi, ma) * vn::node(v, ) #—
res:sortl2(BU{vn}, min(v,mi), max(v,ma))

node insertion_sort(node y) where
y::112(n,B) AB#{} *— res:sortl2(B,_, )

We stress that the bag mechanism used to capture the reach-
able nodes in a shape predicate is quite general. Instead of
heap addresses, we may also revise our views to capture a
bag of reachable values, as well as the length. For example:

113(n,B) = (self=nullAn=0AB={})V
(self:node(a,q)*q::113(n—1,B;1)AB=B,LI{a})
inv n>0 A |B|=n

Capturing a bag of values allows us to reason about the
collection of values in a data structure, and permits rele-
vant properties to be automatically verified. Both universal
and existential properties over bags may be expressed and
proven, when implemented with an appropriate constraint

solver, as highlighted below :

data pair{node v1;node v2}

pair partition(node x, int p) where

x::113(n, A) *— res:pair(ry,rs) *ri::113(ng,By)x*

T5::113(ny, Bo) AA=B4LIBy A n=n; + n, A (Va€B;-a<p)

A(Va€By-a>p)

{ if (x=null) then new pair(null,null)

else { pair t; t:=partition(x.next,p);

if (x.val<p) then { x.next:=t.v1; t.vl:=x }
else { x.next:=t.v2; t.v2:=x };

t}}

bool allPos(node x) where
x::113(n, B) #—x::113(n,B) A ((Va€B-a>0)Ares
V (Ja€B-a<0)A—res)
{ if (x=null) then true
else if (x.val<0) then false
else allPos(x.next) }

The first example returns a pair of lists that have been
partitioned from a single input list according to an integer
pivot. This partition function and its pre/post specification
can be used to prove the total correctness of quicksort al-
gorithm. The second example uses existentially and univer-
sally quantified formulae to determine if at least one nega-
tive number is present in an input list, or not.

3 Automated Verification

In this section, we first introduce a core object-based im-
perative language and then propose a set of forward verifi-
cation rules to systematically check that preconditions are
satisfied at call sites, and that the declared postcondition is
successfully verified (assuming the precondition) for each
method definition.

3.1 Language

We provide a simple imperative language in Figure 1.
Our language is strongly typed and we assume programs
and constraints are well-typed. The language supports data
type declaration via datat, and shape predicate definition
via spred. For each shape definition spred, we also de-
clare a heap-independent invariant 7y over the parameters
{self,v*} that holds for each instance of the predicate.

Each method meth and while loop is declared with pre-
and post-conditions of the form ®,, +— ®,,. For simplicity,
we assume that variable names declared in each method are
all distinct and that parameters are passed by-value. Primed
notation is used to denote the latest value of variables and
may appear in the postcondition of loops. For example, a
simple loop with pre/post conditions is shown below:



























