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Summary of Previous Lectures

Scientist Programmer
Analyst

@ Problems;
@ Algorithms;

© Programs;
Q (Some) Algorithmic Methods

o Searches and traversals;
Greedy algorithm;
Divide and conquer;
Dynamic programming.
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Summary of Previous Lectures

Algorithmic (Design) Methods

@ Searches and traversals;

o Exhaustive search does not scale. Use data structures to
facilitate access (indices) and devise the corresponding access
methods.

o Greedy algorithm;
o Easy to devise but need a proof that it works.
@ Divide and conquer;
e Split into smaller problems and combine the results.
@ Dynamic programming.
e When the optimal solution to the problem contains optimal

solutions to sub-problems (optimal substructure) and when
sub-problems are repeated (overlapping sub-problems).
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What do we Want from a Program?

What do we Want from a Program?

We want that a program...

@ Does what it is supposed to do (correctness, computability,
decidability),

Does it fast (efficiency, tractability),

Works on challenging inputs (scalability),

Consumes few resources (memory, storage, communication),
Be easy to use (user-friendliness, Human-Computer Interface),
Be written fast and/or at low cost (development),

Be easy to maintain and modify if needed (maintenance),

And many other things (throughput, high availability, energy
consumption, etc.).
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Where could the Bug Be?
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Where could the Bug Be?

Program Compiler or Machine
omputer
Source Interpreter Code

Where could the Bug Be?

@ The program source written in a programming language is
compiled or interpreted by a compiler or interpreter,
respectively, and executed on the hardware with the mediation
of the operating system.
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Where could the Bug Be?

Program Compiler or Machine
omputer
Source Interpreter Code

e Compile-time error: Some errors are caught by the compiler.

@ Runtime error: Some errors are caught by the operating
system or interpreter or cause the application or system to
crash at runtime.

@ Some errors simply result in unwanted (and sometimes
undetected) behaviours.
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Where could the Bug Be?

[Application Software]

i)

[Operating System Software]

)

Hardware

Where could the Bug Be?

@ The operating system software (e.g. Android, iOS,
GNU/Linux, Mac OS X, Unix BSD, Microsoft Windows)
provides the interface to the computer hardware (central
processing unit(s) -CPU and main memory) and devices (e.g.
keyboard, screen, printer, hard drive, DVD, network cards etc.
by means of drivers) and generic services (such as memory
management, multitasking, multiprocessing and file and
directories management) for the application software.
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Where could the Bug Be?

Where could the Bug Be?

Errors in hardware, operating systems, compilers, interpreters and
commercial application software occur. They are well publicized
when discovered and fixed in the following versions (in particular
when they can be security threats: see “Top 25 Most Dangerous
Software Errors” http://cwe.mitre.org/top25).

Hardware errors are the rarest but occur: The Pentium FDIV bug
discovered by Professor Thomas R. Nicely in October 1994 - " An
error in a lookup table created the infamous bug in Intel’s latest
processor”, by Tom R. Halfhill, BYTE (March 1995).

Errors can be due to interactions between components, for
instance in operating systems, the interaction between drivers and
applications.
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Types of errors

Syntax Errors

The program must be written according to the rules of the
language (keywords, order etc.).

I{{for (i = 0;i < 5)
2 {document.write (" The number is: "+ i + "<
BR>") )}
There must be three parts in the “for” statement. J
I {for (i = 0;i < 5;i = i+1)
2 {document. write (" The number is: "4+ i + "<
BR>"):}}
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Types of errors

Typing Errors

Discrepancy between the types of variables and the expected types
of functions and operations.

1lvar i = " hello”;

2|i = Math.abs(i);

3|document. write (" The number is: "+ i + "<BR>")
i\

JavaScript is dynamically and weakly typed. Flexible but does not
help preventing typing errors. J




Introduction Errors and Bugs Correct Programs Efficient Programs Efficient Algorithms Conclusion
000 0000000000000 0000000000000 00000 000000000000000000000000000

Types of errors

Semantic Errors

A program with no error may not do what was intended.

I {for (i = 0;i = i+1;i < 5;)
{document. write (" The number is: "4+ i + "<
BR>"):}}

“i = i+1" returns the value assigned to i also as the value of a
condition. This value is interpreted as “true” if it is positive and as
“false” if it is 0. So "i = i+1" is a syntactical legal condition.
Furthermore, there are no constraints how the third condition
updates i, anything is permitted in Java Script.

Different programming languages are more or less permissive.
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Types of errors

Bad Style

Bad style does not help track bugs.

—

for (k=10;k=k—1;document.write((10—k)+" "));

The loop above outputs 123456789 J
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Types of errors

Infinite Loops

Program execution may not terminate! Sometimes by design.

W{for (i = 0;i >=0; i = i+1)

2 {document. write (" Wait for me!”);}}
1| {var something;

2l while (true)

3 {something = wait_for();

4 take_action (something);}}

Note: See JavaScript event handling. J
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Types of errors

Example: Prime Triple

A Prime Triple is a triple of three prime numbers, p, p 4+ 2 and
p+4.

[y

var p=4;

while (! (isprime(p) && isprime(p+2) &&
isprime(p+4)))

{p = p+1i}

document. write (" ("+p+", "H(p+2)+", "+(p+4)+")
is a prime triple. <BR>");

N

&~ W

(3, 5, 7) is the only prime triple. J
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Types of errors

Example: Fibonacci Numbers

The first two Fibonacci numbers are 0 and 1. Each subsequent
Fibonacci number is the sum of the previous two Fibonacci
numbers.

1| function fibonacci(z)

2 {var r;

3 r = fibonacci(z—1) % fibonacci(z-2);
4 return r;}

5/ for (i = 0; | > 10; i++)

6| {document. write(fibonacci(i) + "<BR>");}
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fun

for

O ~NO 1B W N -

ction fibonacci(z)

{var r;

if (z=0 || z=1) {r = 2z;}

else

{r = fibonacci(z—1) + fibonacci(z—-2);}
return r;}

(i =0; i < 11; i++4)

{document . write(fibonacci(i) + "<BR>");}
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How to Deal with the Bug?

Most likely, the bug is in your code... J

How to Deal with the Bug?

@ Prevent the bug: follow disciplined, rigorous software
engineering (design and development) approach (software
analysis, software verification, correctness proofs);

@ Track the potential bug: test the software;

e Find the bug: instrument the code (put print statements to
trace the execution; you may have used defensive
programming, design by contract or other software
engineering approaches; use debugging tools, analysis tools
and other software engineering tools);

@ Fix the bug: remove the bugs;
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Techniques for Analyzing Programs

Techniques for Analyzing Programs

Some techniques can be used by compilers, tools or programmers
to analyse programs and eliminate bugs, such as:

@ Syntax analysis
@ Type checking
@ Type inference
@ Abstract interpretation

@ Formal methods and code verification
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Specification

Problem Specification Algorithm
Correct Algorithms and Programs

An algorithm or a program is correct with respect to a
specification.

Specification

| \

A specification indicates the legal inputs and the relationship
between the inputs and the outputs.
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Specification

Example of Specification

Euclid’s algorithm computes the greatest common divisor of two
natural numbers.

@ Input: two natural numbers x and y;
@ Output a natural number z such that:
o z divides x and z divides y (i.e. z is a common divisor of x
and y);
e Any other natural number u greater than z does not divide x
or y (z is the greatest common divisor of x and y).
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Correctness and Termination

Correctness and Termination

@ Total correctness: an algorithm or a program is totally correct
if it always terminates and returns a correct answer;

@ Termination: the program terminates;

@ Partial correctness: an algorithm or a program is partially
correct if it returns the correct answer when it terminates.

There is no solution to the “Halting Problem”. |
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Floyd's Method

Floyd's Method

@ Annotate the program with assertions and convergents defined
from the specification and the code;

Prove these assertions and convergents;
Conclude partial correctness from assertions;

Conclude termination from convergents;

Conclude total correctness from assertions and convergents.
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Euclid’s Algorithm

Euclid's algorithm computes the greatest common divisor of two
natural numbers.

@ Input: two natural numbers x and y;
@ Output a natural number z such that:
o z divides x and z divides y (i.e. z is a common divisor of x
and y);
o Any other natural number u greater than z does not divide x
or y (z is the greatest common divisor of x and y).

1| function euclid(x, y)

2|{ var v = x; var w = vy,
3lwhile (v I= w)

4 {if (v. >w) {v=v-—-w}
5 {if W >v) {w=w-—v;}}
6l return(v);}
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function euclid(x, y)
{ var v = x; var w = vy;
while (v = w)
{if (v. >w) {v=v-—w}
{if W >v) {w=w-—v;}}
return(v);}

Assertions

Let z be the greatest common divisor of x and y

@ Assertion 1: v >0 and w > 0;

@ Assertion 2: z divides v and z divides w;

@ Assertion 3: There is no larger common divisor of v and w

than z.
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Floyd's Method

2| var v = x; var w =y;

@ The three assertions are true by definition of z since we have
copied x and y into v and w.
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Floyd's Method

{ (v. >w) {v=v-—w}
5 {if W >v) {w=w—v;}

@ The three assertion are true since it is a mathematical fact
that, for v > w, the common divisors of v and w are the
same as those of v — w and w and v — w > 0.
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Floyd's Method

3lwhile (v = w)
4 {if (v. >w) {v=v—w;
5 {if W >v) {w=w-—v;}}

Termination

@ At the beginning v+ w = v + w;

@ In the loop v + w decreases (as either v or w decreases) but
remains positive since v >z > 0and w > z > 0 and v # w;

Therefore there are less than x + y iterations; the loop terminates.
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Floyd's Method

6l return(v);}

Correctness

@ The three assertions are true because v and w are unchanged.

@ Since z is the greatest common divisor of v and w and v = w
after the loop then v = z; The program returns the greatest
common divisor of x and y;

The program is totally correct.
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Computer Proofs

@ Computers are used to prove the correctness of programs;
e But is the program that does the proof correct?
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Computer Proofs

Example of computer Proofs

@ Four Colour Theorem
e Francis Guthrie, in 1852, coloured a map of England with four
colours (adjacent counties have different colours);
o Kenneth Appel and Wolfgang Haken, in 1976, computed that
there are 1936 possible elementary patterns of adjacency and
computed a four-colouring for each of these patterns.

@ Fermat’s Last Theorem

o Pythagoras, around 500 BC, 32 4 42 = 52;

o Pierre de Fermat, in 1637, claimed that, for all n > 2,
a"+ b" #£ c";

o Leonard Euler, in 1769, claimed that a* 4+ b* + c* # d*,
a® + b° + c® + d° # €5, etc.

e A computer, in 1966, found that
275 + 845 + 110° + 1335 = 144°,

e Andrew Wiles, in 1993, proved, without computers, Fermat’'s
Last Theorem.
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“In almost every computation a great
variety of arrangements for the
succession of the processes is
possible, and various considerations
must influence the selections amongst
them for the purposes of a calculating
engine.”

attributed to

Ada Lovelace (10 December 1815 -
27 November 1852), wife of Charles
Babbage (26 December 1791 - 18
October 1871) .
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“One essential object is to choose
that arrangement which shall tend to
reduce to a minimum the time
necessary for completing the
calculation.”

attributed to

Ada Lovelace (10 December 1815 -
27 November 1852), wife of Charles
Babbage (26 December 1791 - 18
October 1871).

Efficient Algorithms Conclusion
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Example

Normalizing Scores

~N O 1B W N =

The following function normalizes a list of scores, for instance
grades, by dividing every score by the maximum score.

Efficient Algorithms Conclusion
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function normalize_score(A)

{var max = 0;

for (i=0;i <= A.length—1; i = i+1)
{if (A[ ] > max) {max = A[i]}}
r (i=0;i <= A.length —1; i = i+1)
{A[i] = A[i] * max / 100;}

return A;}
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Normalizing Scores

The following function is (sometimes) faster.
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function normalize_score (A)
{var max = 0;
var | = A.length —1;
for (i=0;i <= 1|; i++)
{if (A[i] > max) {max = A[i]}}
max /= 100;
for (i=0;i <= 1; i++)

{A[i] *= max;}
return A;}
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Example

How to Become a Good Programmer

Experience! Experience! Experience! (and Perseverance ...)
@ Choose your language(s);
Program;

o
@ Read manuals, guides, tutorials and other articles;
°

Follow and contribute to developers’ forum.
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Introduction

Running Time Complexity
@ Running time: anecdotal because it depends on the input;

@ Best-case running time: useless;
@ Average-case running time: difficult;

@ Worst-case running time.
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Introduction

Create an array of length 8 and initialize it with a value v.

1| function my8Array(v)

2| {var m; var A=new Array(8);
3| for (m=0;m<A.length ;m=m+1)
4
5

{Alm]=v:}
return(A);}

Constant Time

The algorithm always take the same time independently of the
input value v. The algorithm takes constant time: O(1). It is also
O(8), but we do not care about multiplicative constants.
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Introduction

Create and initialize an array of length n.

Il function myArray(n, v)

2| {var m; var A=new Array(n);
3| for (m=0;m<A.length ;m=m+1)
4 {Alm]=v;}

5/ return(A);}

When n doubles, the size of the array doubles. The running time
doubles. The algorithm takes linear time: O(n).
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Introduction

Reverse the elements of an array of size n.

1| function reverse (A)

2|{var B = newarray();

3| for (m=0;m<A.length ;m=m+1)

4 {B[m] = A[A.length — m —1]}
5/ return(B);}

When the size of the array doubles, the running time doubles. The
algorithm takes linear time: O(n). Each element of the list must
be considered. This cannot be improved.
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Introduction

Create and initialize an n x n two-dimensional array.

function my2DArray(n, v)
{var m; var k; var A=new Array(n);
for (m=0;m<A.length ;m=m+1)
{A[m] = newarray(n);
for (k=0;k<A[m].length ;k=k+1)
{Alm][K]=v:}}
return(A);}

~N O OB WN -

Quadratic (Polynomial) Time

When n doubles, the size of the array is multiplied by 4. The
running time is multiplied by 4. The algorithm is quadratic: O(n?).
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Bubble Sort

Bubble Sort

@ Sort the first two elements;

@ Insert every subsequent element at the right position in the
already sorted list of elements.

V.

o If the smallest element is last, it takes (n — 1) x (n — 1)
comparisons. That is (n? —2n 4+ 1).

o Bubble Sort is O(n?).
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Bubble Sort

Find an element e in a sorted array of size n. The following
algorithm is called “Binary Search”. |
1| function binSearch (A, e)
2| {var lower=0; var upper = A.length;
3lwhile (lower+2<=upper)
4 {var middlle = Math. floor ((lower+upper)/2)
5 if (A[middle]<=target)
6 {lower=middle;}
7 else {upper=middle;}}
glif (list[lower]==e)
9 {return(true);} else {return(false);}}
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Bubble Sort

Logarithmic Time

At each iteration, the size of the part of the array searched is
halved. The algorithm takes logarithmic time: O(log(n)).
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Merge Sort

@ Split the list in two halves;

@ Sort the two halves by recursively applying the algorithm;

@ Merge the two lists using at most one comparison per element.

Recurrence Relation

@ The number of comparisons is C(n) defined by the following
recurrence relation (equation).

If n<2 then C(n)=1
else C(n):n+2><C(g)

@ How to solve a recurrence equation?
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Merge Sort

Recurrence Equation

We consider the case where n is a power of 2 (i.e. n=27).

C(n) = ¢
2M 42 x C(2™)

= 2" 2x (2™ £ 2 x C(2™?))
= 2M 4 2™ 422 % C(2™?)

k x 2™ 4 2k C(2m7K)

= (m—1)x2m42m1x C(2h)

m x 2™ =log(n) x n

IA

A

Pseudo-linear
@ Merge Sort is O(n x log(n)).
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Merge Sort

Recurrence Relation

If n<2 then C(n)=1
else C(n):n+2><C(g)

v

Recursion Tree

n
/\

>w=

0(‘1) 0(‘1) 0(1) 0(1)
061) 061) 0(1) 0(1)
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Theory

X
x* log(x)
WD

2ery -




Introduction Errors and Bugs Correct Programs Efficient Programs Efficient Algorithms Conclusion
000 00000000000000 0000000000000 00000 000000000000 e00000000000000

Theory

50 T

X
x* log(x)
WD

2ery -

40

30 F

10




Introduction Errors and Bugs Correct Programs Efficient Programs Efficient Algorithms Conclusion
000 00000000000000 0000000000000 00000 000000000000 0e0000000000000

Theory

Order of Functions: Big O

Let g be a function on Real Numbers (g : R — R).
The set O(g) is the set of functions on Real Numbers defined as
follows.

O(g) ={f:R—=R| JceRVxeR
((c <x) = (f(x) < ¢ x g(x))}

f € O(g) is often written f = O(g);

f € O(g) reads “f is of the order of g";

f € O(g) reads “f is big O of g";

f € O(g) & O(f) € O(g);

(f € O(g) N g€ O(f)) & O(f) = O(g).
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Theory

o n’+n+5
o n’+n+5=0(n);
e O(n?) C O(nd).
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Theory

Important Sets

e Constant: O(1);

o Logarithmic: O(log(n));

e Linear O(n);

@ Pseudo-linear: O(n x log(n));

o Quadratic: O(n?);

@ Polynomial: O(n€), for any given c;
@ Exponential: O(2™), for any given c;
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Theory

O(1) € O(log(n));
O(log(n)) C O(n);
O(n) C O(n x log(n));
O(n x log(n)) C O(n?);
O(n?) C O(n®);

O(n®) c O(2M).




Introduction Errors and Bugs Correct Programs Efficient Programs Efficient Algorithms Conclusion
000 00000000000000 0000000000000 00000 00000000000000000e000000000

Theory

50 T

X
x* log(x)
WD

2ery -

40

30 F

10




Introduction Errors and Bugs Correct Programs Efficient Programs Efficient Algorithms Conclusion
000 00000000000000 OOOOO00000000 00000 000000000000000000®O0000000

Lower Bound

Sorting

Sorting: Given list (a;,--- ,an) (n elements) output a list
(aj, -+, a,) that is a permutation such that a} < a; whenever
i<

v

Many Algorithms!

@ Bubble sort

Heap sort
Insertion sort
Quick sort

Selection sort

o
o
@ Merge sort
o
o

etc.

N
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Lower Bound

What can we Expect?

@ A sorting algorithm can compare and copy and move
elements. No other information is available.

@ The running time of a sorting algorithm depends on the
number of comparisons.
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Lower Bound

Sorting Two Elements

There are two possible cases. One comparison allows sorting two
elements.

o If e; < ey then (e, &) is sorted.
o If e; > ey then (e, e1) is sorted.
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Lower Bound

Sorting Three Elements

There are six possible cases. Three comparisons allow sorting three

Errors and Bugs Correct Programs
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elements.

If e1 < & and e < e3
If e1 < & and e < e3
If et < e and e3 < &
If et < e and e3 < &
If & < €1 and & < e3
If & < 1 and & < e3
If & < e and e3 < &
If & < e and e3 < &

and
and
and
and
and
and
and

and

Efficient Programs Efficient Algorithms Conclusion
00000 000000000000000000000800000

e1 < e3 then (e, e, €3) is sorted.
e3 < e1 is impossible.

e1 < e3 then (er, €3, &) is sorted.
e3 < e then (es, €1, ) is sorted.
e1 < e3 then (e, €1, €3) is sorted.
e3 < €1 then (e, e3, 1) is sorted.

€1 < e3 is impossible

e3 < €1 then (e3, ez, €1) is sorted.
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Lower Bound

Sorting n Elements

@ There are n! possible cases (permutation of n elements).

e With m comparisons we can cater for 2™ cases (some
impossible).

We need m comparisons such that 2™ > n!.
What do we know about log(n!)?

Therefore m > Iog(gg) —nx %_

We cannot expect better than an O(nlog(n)) algorithm.
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Count Sort

Count Sort

The list contains all numbers between 0 and some known
maximum, possibly with some duplicates.

@ Count the number of occurrences of each number.

@ Insert each number as many times as it occurs in the list in
increasing order.

Linear

@ It takes n steps to count the occurrences (with an ancillary
array of size n).

o It takes n insertions to create the sorted list.
e Count Sort is O(n).
@ How is it possible? We were expecting O(nlog(n)) at best!
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Count Sort
Count Sort
1| function count_sort(A)
2|1{ var m; var n=A.length; var i; var j;
3|var count = new Array(100);
4/ for (i=0;i<100;i=i+1)
5 {count[i]=0;}
6| for (m=0;m<n;m=m+1)
7 {count [A[m]] = count[A[m]]+1;}
8|m=0;
9| for (i=0;i<100;i=i+1)
10 {for (j=0;j<count[i];j=j+1)
11 {A[m]=i; m=m+1;}}
12| return A;}
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Count Sort

Lower Bound of Tower of Hanoi

@ Having T(n), one can analyse the fastest algorithm for n+ 1.

e move n smaller rings;
e move the larger ring
e move n smaller rings;
@ Let T(n) be the minimal number of moves needed to move n
rings.
o T(n);
o T(1)=
T(n);
° T(n+1) =2x T(n)+1;

@ 2" — 1 is lower bound which matches known algorithm.

@ Four instead of three pegs, 8 rings: 33 instead of 255 moves,
improvement might be possible.

@ Five instead of three pegs, 10 rings: 31 instead of 1023 moves.
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Not a Panacea

Worst Case Big O is not all

e Simplicity: some algorithms are simpler to program : —);
e You can appreciate the relative simplicity of Bubble Sort versus
Merge Sort in assignments 7 and 8;
@ Hidden constant and smaller lower terms: Some algorithms
with the same complexity are faster than others;
o For instance, Bubble Sort makes approximately twice as many
comparisons as Insertion Sort;
@ Memory: Some algorithm use less memory;
e For instance, Insertion Sort does in-place sorting: sort with
non ancillary array;
@ On-line processing: some algorithm can sort the elements as
they arrive;
e For instance, Insertion Sort can process elements as they arrive;
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Not a Panacea

Worst Case Big O is not all (Cont.)

.@ Preferred Input: Some algorithms are fast on some input;
e For instance, Bubble sort is fast if the list is sorted;

@ Average (expected) complexity: Some algorithms are faster in
average;

e The expected value of the running time over all possible inputs.
Must understand the distribution of the possible inputs.

e For instance, half of the inputs have the minimum element in
the upper half of the list. Therefore half of the time, Bubble
sort needs at least 7 iterations. Bubble Sort has a quadratic
average case complexity.

e For instance, Quick Sort has a quadratic worst case complexity
but a pseudo-linear average complexity.

@ And more ...
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Summary

@ Correctness

e Sources and types of errors
o Correctness and termination

o Efficiency

o Efficiency of programs
o Complexity of algorithms
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Next Lecture

Next Lecture

@ Growth of functions;

e Computing versus verifying solutions;
@ NP-complete problems;

@ Is P equal NP?
o

Even worse problems.
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Next Lecture

Attribution

The images and media files used in this presentation are either in
the public domain or are licensed under the terms of the GNU Free
Documentation License, Version 1.2 or any later version published
by the Free Software Foundation, the Creative Commons
Attribution-Share Alike 3.0 Unported license or the Creative
Commons Attribution-Share Alike 2.5 Generic, 2.0 Generic and 1.0
Generic license.

The pocket watch photograph is by Isabelle Grosjean ZA (19
March, 1994).
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