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ABSTRACT 

This paper explores the techniques used in the protection of the 

Windows NT and UNIX-based operating systems. For each 

technique used, we will evaluate the methods used to implement 

them by their possible strengths and weaknesses. The specific 

operating system chosen for both types in this evaluation are 

Windows 7 and Ubuntu 12.04 Precise Pangolin respectively. 

Categories and Subject Descriptors 

D.4.0 [Operating Systems]: Security, Windows NT and Linux 

General Terms 

Security 

Keywords 

Security, Windows NT, Linux, Operating System Security 

1. INTRODUCTION 
Computers today are being used in an environment far different 

from decades ago when they were primarily available only inside 

relatively trusted environments such as academic institutions and 

businesses. As such, the design of some operating systems then 

such as DOS were primarily based on a single user philosophy, 

while the development of protocols and software did not place 

security as one of the top priorities.  

Today, computers are used more than ever by consumers and 

businesses, and hackers are always on the prowl for new 

loopholes to exploit in software and operating systems. 

An introduction to this paper cannot come about without at least a 

brief history and the roots of both operating system types. 

The roots of UNIX can be traced back to the AT&T laboratories 

in 1969. AT&T employees Ken Thompson and Dennis Ritchie 

wrote an operating system (OS) to allow them to run a game they 

wrote to run on a less powerful PDP-7 machine.  The OS then 

already implemented basic ideas such as a hierarchical file 

system, support for multiple processes, a shell and some basic 

utility programs [1]. 

It was in 1971 the first UNIX version was released that had 

support for multiple simultaneous users and supported more 

command line tools. The OS was subsequently rewritten in C in 

1972 to increase its portability over other hardware platforms. The 

original UNIX codebase is still proprietary till today. However, 

the design philosophy remains that UNIX remains modular 

through the usage of tiny components for ease of comprehension 

and improvement [2]. 

Despite its proprietary nature, there are many variants of UNIX in 

use today, the most notable being Mac OS X and Linux. The 

former is largely proprietary to Apple, while the latter 

spearheaded by Linus Torvalds in 1994 when he open-sourced the 

kernel he developed, which complemented Richard Stallman’s 

efforts to create a free UNIX operating system. 

The history of Windows NT was however much shorter as it 

began in 1989 when Microsoft conceived a business market need 

for an OS that DOS and early Windows versions could not cater 

for. The goals of Windows NT were portability, scalability and 

security through process isolation, for example.  The first version, 

NT 3.1, was released in 1993, and was the first 32bit OS from 

Microsoft [3]. 

The Windows NT line eventually supplanted the Window 9x 

consumer line with the introduction of Windows XP in 2001 due 

to its increased stability and security features.  

It is helpful to note that despite the issue being the security 

features of Windows NT and UNIX, there are many variants of 

both - especially UNIX - over their respective histories. There are 

also different specialized variants of each, for example: server 

oriented variants like Windows Server 2008 and Solaris, and 

consumer variants like Windows 7 and Ubuntu1. 

The security techniques and methods used not only vary between 

the two types, they have also changed with time as security 

features are added to improve robustness and cater to changing 

security concerns. Therefore, for a meaningful discussion and 

possible comparison, this paper will limit the scope to two 

desktop-class OSes: Microsoft’s Windows 7 and Canonical’s 

Ubuntu 12.04. Both currently are among the most popular 

Windows NT and Linux-based OS today. In addition, we also 

mention Fedora 17 as it incorporates some interesting security 

features not present in the other two. 

2. SECURITY TECHNIQUES 

2.1 Separation of Kernel and Userspace 

2.1.1 Concept of Privilege Rings: 
The most important aspect of security in today’s operating 

systems is for the OS to have control over user processes, and for 

                                                                 

1 Ubuntu uses the Linux kernel and thus is technically not a 

descendant of the AT&T UNIX. However, it is considered 

“UNIX-like”. 
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user processes to have no control of OS or hardware without 

permission. This is implemented through protection rings 

enforced by the CPU. Ring 0 is the most powerful as it means 

complete control of the machine’s hardware. Outer rings are less 

privileged than inner ones.  

 

 
Figure 1: x86 Privilege Rings [4] 

 

While 4 rings exist for x86, only 2 rings, Ring 0 and Ring 3, are 

used in today’s operating systems [5]. Ring 0 is used for the 

kernel while Ring 3 is used for user processes. 

An OS kernel is the bridge between the hardware and the 

software. For a process in the outer rings to request resources 

from the inner ring, it has to do so using system calls or inter-

process communication. Any process that normally tries to 

circumvent this limitation will be stopped by the x86 CPU. 

Attacks that deal with taking control of the machine often involve 

finding vulnerabilities in kernel processes to execute code in Ring 

0. 

2.1.2 Kernel Design Approaches 
With privilege rings, an operating system can be separated into at 

least two parts: kernel mode and user mode. Different kernel 

designs have emerged as a result – monolithic kernel where the 

entire operating system runs in kernel space, microkernel where 

only the bare minimum of OS services is in the kernel, and a  

hybrid of the two approaches. See Figure 3. 

2.1.2.1 Linux (Monolithic Kernel): 
Many UNIX-based OS kernels like Linux and BSD are 

considered to be monolithic. Under Linux, a large number2 of 

device and filesystems drivers, etc. are in the kernel. 

A monolithic kernel avoids message passing overheads between 

userspace and kernel space processes. The amount of source code 

required to achieve functionality is also reduced since there is no 

need to code for multiple programs and message passing, which 

could mean less code where vulnerabilities could reside. 

However, with a large amount of code executing in kernel space, 

security flaws in the code can adversely affect the system. 

Debugging kernel code is also more complex than user-space 

debugging, which can lengthen development time and effort 

                                                                 

2 OS kernels in mainstream use no longer strictly adhere to a 

monolithic or microkernel approach. For example, Ubuntu 

includes ntfs-3g which is a filesystem driver implemented in 

userspace. 

which could result in more bugs since it is more difficult to debug 

kernel code. 

Most Linux distributions come with a modular kernel [6] where 

only the required modules are loaded on startup or as specified by 

the user, which helps minimize possible attack vectors. 

The Linux kernel is open-source. This fulfills the open-design 

principle in that it allows for inspection of the source code so 

flaws can easily be detected and corrected. 

2.1.2.2 Windows NT (Hybrid Kernel): 
Windows NT is considered to be a hybrid kernel. In a hybrid 

kernel, less code is present in kernel space, which minimizes 

possible vulnerabilities present in kernel code. This is shown in 

Figure 4 where some OS services are run in userspace. It is also 

easier to debug userspace code, which could result in less 

undetected vulnerabilities. 

However, a hybrid kernel requires more inter-process 

communication, which increases the likelihood of bugs in 

message parsing and their exploitation. 

2.2 Memory Protection 

2.2.1 Write-or-execute only memory 
Stack-smashing attacks are a common problem with poorly 

written programs. When programs do not check the length of their 

inputs, one can input an argument beyond the length expected by 

the program, the extra bytes end up overwriting memory intended 

for other purposes, such as the program stack [7]. This would 

allow arbitrary execution of code with the permissions of the 

program under attack, which is undesirable. 

To mitigate this problem, modern processors allows programs and 

operating systems to mark memory locations as write-only or 

execute-only3, and thus attackers can only execute code in the 

original program’s own code memory, making exploits more 

difficult [8]. 

2.2.1.1 Windows 7 
Windows 7 calls its implementation of no-execute Data Execution 

Prevention (DEP). By default, it is an “Opt-in” system, whereby 

only programs that request to have DEP enabled will be protected 

with DEP. DEP is on for system processes and 64-bit software by 

default [9]. In addition, Microsoft has implemented a limited form 

of DEP in software for protecting system processes. 

2.2.1.2 Ubuntu 
Ubuntu also has implemented support for write-or-execute 

memory, and is enabled by default. In addition, Ubuntu also 

emulates write-or-execute for systems without the required 

hardware support by using memory segmentation.  

2.2.1.3 Strengths and Weaknesses 
Write-or-execute helps to make memory-based attacks harder as 

this means that attack code can only be run from where the 

victim’s code lies in memory (alternatively, the attack code can 

attempt to disable write-or-execute on the process prior to 

executing more attack code). However, write-or-execute does not 

prevent attacks that do not depend on their own code: for instance, 

“return-to-libc” attacks that attempt to call system() in the libc 

library to execute a command. Thus write-or-execute is often 

                                                                 

3 This functionality is often called NX bit. On Intel processors, it 

is marketed as eXecute Disable, while AMD uses the name 

Enhanced Virus Protection. 
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combined with ASLR to make an attack by calling the program’s 

own code or libraries more difficult. 

2.2.2 Address Space Layout Randomization 
Operating systems today also implement Address space layout 

randomization (ASLR), whereby the executable, libraries, heap 

and stack of a process are randomly positioned in memory, to 

mitigate attacks that target specific addresses. By randomizing the 

placement in memory, an attack would require guessing or 

scanning the possible memory space. 

2.2.2.1 Windows 7 
In Windows 7, ASLR is enabled by default, but only on 

executables and libraries specifically linked to be ASLR enabled 

[9]. 

2.2.2.2 Ubuntu 
ASLR is enabled by default, but programs need to be specifically 

compiled as Position independent executables (PIE). Many 

potentially problematic software are already compiled as PIE.  

2.2.2.3 Strengths and Weaknesses 
ASLR carries some overhead, especially on 32-bit systems. 

Ubuntu claims a 5-10% overhead for processes running with 

ASLR, and thus recommends its use only on selected security 

critical processes [10]. 

In addition, ASLR’s effectiveness depends on how “random” the 

program executable and libraries are distributed thoughout the 

memory. According to Shacham et al [8], 32-bit PaX’s ASLR 

offers 216 possible positions for executable code, which could be 

scanned by an automatic attack tool they developed in an average 

of 216 seconds. A weakness with ASLR has also been found on 

32-bit Windows Vista and 7 whereby memory locations are more 

predictable than they should be [11].  

Due to the significantly larger memory addressing space offered 

by 64-bit systems, it is far more difficult to use scanning or 

guessing techniques on 64-bit systems, and thus ASLR is more 

effective. 

2.3 Privilege Restriction 

2.3.1 Multilevel Integrity 
In 1975 Ken Bida introduced what is now known as the “Bida 

model”, and is commonly referred to as the “Bell-LaPadula upside 

down” [12]. While BLP addresses confidentiality (though no-

read-up and no-write-down), the Bida model addresses integrity 

with no-write-up and no-read-down. Operating Systems have 

started adopting the concepts of the Bida model in an effort to 

further enhance the security of their systems. 

2.3.1.1 Windows 7 
In Windows 7, objects (including files, directories, registry keys 

and processes) are marked with integrity levels of Low, Medium, 

High or System. The default integrity level is medium, critical 

system files are marked as System, while Internet Explorer’s 

renderer as well as downloaded files are marked as low [13].  

However, as the main goal of the multilevel integrity system in 

Windows 7 is aimed at preventing malware from infecting the 

system, only “no-write-up” is implemented. Therefore, the 

integrity levels in Windows 7 do not help if software at higher 

integrity levels contains vulnerabilities that can be exploited by 

malformed inputs. For instance, a malformed downloaded 

Microsoft Word document (at “low”) is opened in Microsoft 

Word (at “medium”) and exploits a software flaw. Another 

example: Windows explorer will read downloaded shortcut files 

of lower integrity levels, which have led to exploits by malformed 

shortcut icons [14].  

2.3.1.2 Ubuntu 
A direct equivalent (and precursor) to Windows 7’s integrity 

levels on Linux is LOMAC for the Linux kernel. LOMAC 

supports two security levels “Low” and “High” [15], of which 

“High” is applied to critical system files and processes to prevent 

tampering by malware, while everything else is “low”. However, 

it is not included by default, but can be compiled into the kernel or 

added on boot as a kernel module.  LOMAC avoids the no-read-

down issue by automatically downgrading the subject upon 

accessing a lower integrity level object. Another module 

MAC_BIDA is similar, but enforces both no-read-up and no-

write-down strictly.  

AppArmor included in Ubuntu can also be considered to be some 

form of integrity level enforcement. By restricting the files and 

folders that certain processes can access, it is similar to marking 

these restricted processes as low integrity. 

2.3.2 Application GUI Separation 
With the extensive use of graphical user interfaces (GUI) in 

computing today, attacks through the user interface have 

appeared. Unlike most console programs, GUI programs in 

Windows and UNIX use some form of an event/message loop to 

receive information like button presses and windows resize 

options from the operating system. 

2.3.2.1 Windows 7 
Prior to Windows NT 6.0 (Windows Vista), a lower-privileged 

process can send messages to higher-privileged processes. 

Through carefully crafted messages, the lower-privileged process 

can cause a buffer overflow or exploit known bugs in message 

handling in the higher-privileged application to elevate its 

privileges [16]. 

To combat this, Windows NT 6.0 (Vista) introduced User 

Interface Privilege Isolation (UIPI) to prevent higher-privileged 

processes from receiving messages from lower-privileged ones 

unless specifically allowed for (processes at medium or higher 

integrity levels can request to receive messages from lower-

privileged processes [17]). 

This is can be shown when a user attempts to drag a file from a 

user-launched Windows Explorer into a Notepad launched with 

administrator privileges. Windows does not allow Notepad to 

receive the drag-and-drop message. 

2.3.2.2 Linux 
The X server in Ubuntu does not feature GUI separation by 

default. This can be seen by using xinput without root permissions 

to detect keystrokes [18] and the dragging of files across 

processes of different privileges. 

However with the Security-Enhanced Linux (SELinux) module, it 

is possible to run a program in a sandbox with its own instance of 

an X server. This is accomplished by using the “-X” argument of 

the ‘sandbox’ command, thus preventing the program in the 

sandbox from receiving messages sent to the parent X session. 

Fedora 17 includes SELinux by default. SELinux is not installed 

by default in Ubuntu but can be added as a package. 

2.3.2.3 Strength 
As most users do execute system applications alongside user 

applications, GUI separation helps prevent attacks that take 

advantage of this fact. 
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2.3.3 Privilege Restriction/Sandbox 
Most programs running on an operating system do not require full 

access to the entire system. According to the principle of least 

privilege, they can and should be restricted to a minimum subset 

of actions for the program to operate, in order to minimize the 

impact of a vulnerability. For instance, a web browser should have 

its rendering engine having no read or write access to the 

filesystem except the browser cache folder. 

2.3.3.1 Windows 7 
Windows 7 does not provide a general-purpose restriction 

mechanism. Instead it is up to the program developer to obtain a 

restricted privilege token with the Windows API, and use it to 

open a process with the restricted token [19]. 

Applications using this technique include Windows Internet 

Explorer 7 and later, Microsoft Office 2010, Google Chrome and 

Adobe Reader X. 

Windows 7 also includes some form of registry and filesystem 

virtualization, whereby writes to the registry and filesystem are 

directed to a special folder instead of the actual one. However, 

this is intended for compatibility with old Windows applications 

which assumed that they had administrator privileges, rather than 

as a general purpose sandbox (for example, this does not work 

with any 64-bit applications). 

2.3.3.2 Ubuntu 
Other than the Unix practice of having specific users for specific 

purposes (such as a mail user for email), Ubuntu includes 

AppArmor by default in its installation. AppArmor uses profiles 

associated with a program’s file path to determine what files and 

permissions a program requires. By default, Ubuntu ships with a 

set of profiles to confine certain (mostly network-facing) 

programs shipped with the OS [20]. AppArmor profiles can also 

be executed in learning mode whereby violations of the profiles 

are logged but allowed, so that a user can further tweak the 

profile. 

In addition, Ubuntu has several sandboxing operations such as 

chroot, which allows the user to create a “chroot jail” with a 

virtual root folder [21]. A program executed inside the jail is thus 

limited to only accessing files inside the virtual root folder. 

Fedora’s SELinux is also similar to AppArmor but uses context 

tags associated with users, processes, files, network ports and 

hardware to restrict programs.  

2.3.3.3 Strengths and Weaknesses 
A sandbox, if properly implemented, helps reduce the impact of a 

vulnerability by limiting the damage to the attacked process, 

instead of spreading to the rest of the system. However, processes 

can still be attacked – for example, an attack on a web browser 

running in a sandbox can still likely access the browser’s 

password store (web browsers thus often run only the rendering 

engine in a sandbox, while a “broker process” outside the sandbox 

handles tasks such as a password store). 

2.4 User Account Security 

2.4.1 Password Storage 
To be able to properly authenticate local users, operating systems 

have to store some form of the password on disk to compare with 

the user input. 

2.4.1.1 Windows 7 
In Windows 7, password hashes are stored in the registry under 

HKEY_LOCAL_MACHINE\SAM, which is in turn stored in the 

file C:\Windows\System32\config. Both of these are not 

accessible when the system is booted with the native utilities in 

Windows 7, however there exists specialized tools such as 

fgdump to extract the password hashes when the system is booted. 

Administrator rights are needed to use fgdump [22].  

Windows 7 hashes passwords using the following operation: 

MD4(UTF-16LE(password)). 

2.4.1.2 Ubuntu 
As with most UNIX operating systems, Ubuntu 12.04’s password 

hashes are stored in the file /etc/shadow. The file is only 

accessible to root. A random salt is generated for each user. This 

salt is added to the passwords and the SHA512 algorithm is used 

for the hashing operation [23].  

owner:$6$thjTActQ$KlAqPPO9H3N8eJpPa8u4xb4ZoiylCopN

.CqTDn1Yy0KikeEmZWKOG0VM4Z7LbHlrWdWLUPSXwXOXaEL2CM

gUY.:15522:0:99999:7::: 

Figure 2: Example of entry in Ubuntu's shadow file. 

Green = Hashing algorithm (6 = SHA-512), Red = Salt,  

Blue = Hash 

2.4.1.3  Strengths and Weaknesses 
One form of attack against hashed passwords is through the use of 

rainbow tables. In short, rainbow tables are precomputed tables 

that allow for easy reversal of hash functions. 

Evidently, Ubuntu's salted SHA-512 hashes are better at 

preventing rainbow table attacks since it is impractical to generate 

rainbow tables for every salt and password combination. 

In the case of Windows 7, if weak passwords are used, its lack of 

salting makes it easy to perform rainbow table-based dictionary 

attacks on the passwords. Utilities such as Ophcrack are freely 

available to perform such attacks. On the other hand, it can be 

argued that anyone with the ability to obtain the password hashes 

already has physical and/or Administrator/root rights to the 

system, and thus can easily change any passwords. However, this 

has ramifications to the confidentiality of file encryption, as 

replacing the password as an administrator will not allow one to 

decrypt files, but attacking the password will (see 2.5.2 regarding 

encryption). 

2.4.2 User Privileges 

2.4.2.1 Windows 7 
In Windows 7, users are prompted to create a user account during 

the installation process. However, blank passwords are accepted. 

The user account created is placed in the “Administrators" group, 

but the user account does not execute applications with 

administrative rights unless the user opted to do so, or if Windows 

7 detects that an application requires administrative rights to run 

correctly. A dialog is then popped up requesting the user to 

confirm giving the application administrative rights. 

2.4.2.2 Ubuntu 
Ubuntu prompts the user to create a user account during 

installation. A password is required to continue the installation 

process. The first account created is also considered an 

"Administrator" as it is under the “wheel” group by default. To 

perform any privileged actions, the user is prompted for his 

password. To proactively let an application perform privileged 

actions, sudo has to be used. 

2.4.2.3 Strengths 
Interestingly, both operating systems here have chosen a largely 

similar approach to user privileges. Both create accounts with 

administrative rights by default, but applications running in the 

accounts are prohibited from performing actions requiring 
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administrative rights unless explicitly given permission to do so. 

By restricting the rights of processes executed even by 

administrators, this reduces the possible attack surface as fewer 

processes are running with administrative privileges. 

2.4.2.4 Weaknesses 
Legacy applications (especially on Windows) written for a single-

user environment may expect to have administrative privileges, 

and would thus have to be given the privileges to function 

correctly. However, these are the very applications that are more 

likely to contain vulnerabilities. Techniques such as sandboxing 

can be used to overcome such weaknesses. 

2.5 File System  

2.5.1 Permissions 

2.5.1.1 Ubuntu 
While some UNIXes have adopted more complex ACLs for the 

filesystem, Ubuntu still uses the standard POSIX Discretionary 

ACL system. Each file/folder has one owner and one group 

associated to it, and rwx (read/write/exexcute) attributes for the 

resource owner, group and the public. The Ubuntu GUI for 

permissions is shown in Figure 6. To change the owner or group 

of a file/folder, one needs root. One needs to be the owner to 

change the permissions of a file/folder. 

2.5.1.2 Windows 7 
Windows 7 uses NTFS Access Control Lists (ACL) for 

permissions. Each file/folder has certain groups and/or users 

associated with it, of which users with the correct permissions can 

add/remove these users and groups from. For each of these users 

and groups, one can explicitly allow or deny the user/group 

certain rights, such as: Full Control, Traverse folder/execute file, 

List folder/read data, Read attributes, Read extended attributes, 

Create files/write data, Create folders/append data, Write 

attributes, Write extended attributes, Delete, Read permissions, 

Change permissions and Take ownership. In addition, each 

file/folder has the option whether to inherit permissions from the 

parent folder (of which may be overridden with specific 

allow/deny rules on the file/folder itself). 

2.5.1.3 Strengths and Weaknesses 
Windows 7's NTFS ACL system allows for more granular 

controls of the filesystem than Ubuntu's owner/group/others 

system. However, it could be argued that while Windows 7 has 

the ACLs in place for enterprise usage, they are complex, and 

Ubuntu's simpler file permissions system is easier to understand 

and manipulate.  

Interestingly, Ubuntu's POSIX file permissions allow one to set a 

file to be executable but not be read (e.g. chmod 111). This is not 

possible on Windows, whereby turning on execute permissions 

will automatically enable read permissions on the file/folder. 

2.5.2 Encryption of user’s files (confidentiality) 

2.5.2.1 Windows 7 
Windows 7 Professional (and above) supports encryption of a 

user’s files through a system known as Encrypting File System 

(EFS). Files selected for encryption are encrypted using AES and 

a randomly-generated File Encryption Key, which is in turn 

encrypted with a public key belonging to the user. If the user is 

using EFS for the first time and has no public key, a public/private 

key pair is generated, and the private key secured by a series of 

encryptions derived from the user’s password [24]. 

2.5.2.2 Ubuntu 
Ubuntu offers users the option to encrypt their home folder when 

creating a user account. The underlying system uses eCryptFS 

[25]. A random passphrase is used to secure the user’s home 

folder, and the passphrase is encrypted with the user’s password 

[26]. 

2.5.2.3 Strengths and Weaknesses 
Both operating systems allow users to encrypt their files. The 

encrypted files are eventually secured by the user’s password. 

This makes sense as it allows for encryption to take place without 

having to request the user for a separate encryption key. 

Conversely, this means that the encryption is susceptible to 

attacks on the user’s password. As mentioned earlier, Windows 

7’s comparatively weaker password hashing could make attacks 

on encrypted files more workable. 

2.6 Software Installation 
Computers today are widespread and used by people with varying 

levels of understanding of their computers. One issue that has 

resulted is that users unknowingly allow malware into their 

machines, despite OS security measures. 

2.6.1 Central Software Repository 
Most Linux distributions install, update and remove software and 

operating system components through the use of package 

managers.  These package managers are usually associated with 

repositories dedicated to the installed Linux distribution. Ubuntu 

uses the Advanced Packaging Tool (APT) package manager. 

Packages, which are screened and then signed, are stored on 

Canonical-maintained servers and community mirrors. In 

addition, a user-friendly interface to install packages from the 

repository is present in the form of Ubuntu Software Center. 

2.6.1.1 Strengths and Weaknesses 
The existence of a centralized repository of applications which 

has been screened allows non-technical users to install software 

without the risk of accidentally installing software of malicious 

intent. However, a repository does not prevent users from 

installing software from outside the repository, which means users 

still have to be vigilant if they are looking for software outside the 

repository. In addition, an online repository can potentially be 

attacked, which would result in a large number of users being 

affected as all users refer to the repository for software (to protect 

the integrity of the repository, code signing can be used). 

2.6.2 Code Signing 

2.6.2.1 Ubuntu 
Packages stored on package servers are signed by a GnuPG (an 

open-source signing software) key once verified by the repository 

managers.  

Typically, Linux installations download GPG public keys from 

the key servers during updates by their package managers.  

Ubuntu’s gets its public keys from http://keyserver.ubuntu.com/.   

Ubuntu uses SecureApt to distribute its packages. The directory in 

the repository containing the package files carries a Release file 

that contains the checksums of all other files in the directory. The 

Release file is then signed by using the repository’s private key to 

obtain the Release.gpg signature. This signature is checked by the 

package manager during the download process. 

For packages not distributed via a repository, the packages can be 

individually signed with a GPG key as well [27]. 
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2.6.2.2 Windows 7 
Developers are encouraged to sign their software executables with 

the developer’s private key. The public key is included in the 

executable, which is signed by a CA to allow for verification.  

If a user attempts to install an unsigned software package, he is 

prompted with a prominent orange-banner warning asking the 

user to confirm proceeding, whereas signed packages result in a 

blue-green banner (Figure 7). 

Furthermore, updates to Windows 7 must be signed to ensure that 

the operating system is only patched with code from Microsoft. 

Device drivers on the 64-bit version of Windows 7 are also 

rejected if they are unsigned. 

2.6.2.3 Strengths 
Through signing, any tampering of software packages or attempts 

to masquerade as the author of the package can be detected. In 

Ubuntu’s case, a signed package implies that the package has 

been checked by the repository managers. In the case of Windows 

7 where developers sign their own packages, Microsoft believes 

this introduces accountability and thus discourages the 

distribution of harmful code [28]. 

2.6.2.4 Weaknesses 
Similar to SSL, any compromise of the Authority’s private key 

can be disastrous.  This indeed happened before when Redhat’s 

key signing servers for its enterprise distributions were hacked in 

2008 [29]. On Windows, the Flame malware made use of a 

fraudulent certificate to sign its components as being from 

Microsoft. The fraudulent certificate was generated by a collision 

attack on one of Microsoft’s weak certificates [30]. This single 

point of failure is typical of public key infrastructures. 

Signing also does not protect the user against a rogue developer. 

Package signing can only guard against unauthorised 

modification, it does not guard against malicious code unless 

signed by an authority that verifies the code is not malicious. As 

both Ubuntu and Windows 7 allow users to install software from 

any source, the user still has to be vigilant and install only 

packages from trusted sources. 

We also found that Windows 7 presents software with invalid 

signatures as unsigned software. Any modification or corruption 

of the executable can only be determined by an invalid signature 

message in the executable’s property page (Figure 8). 

On the Windows platform, many applications developed by 

smaller third parties still do not sign their software. This could 

cause users to be habituated into accepting unsigned applications. 

They would then likely to be less alert to a modified executable 

with an invalid signature. 

For instance, if the installer is corrupted during the download 

process, the result could be disastrous as the program logic will be 

undefined while running with administrative privileges. 

3. CONCLUSION 
We find that increasingly, OSes are converging in terms of 

security features. For example, Windows 7 has adopted 

Administrator accounts without default administrative privileges, 

similar to that adopted earlier by Mac OS X. The case is also 

similar with that of Ubuntu whereby “sudo” is required to execute 

programs with root permissions despite being an Administrator.  

Similarly, Linux has adopted write-or-execute memory and ASLR 

earlier but the same ideas have been adopted in Windows 7. 

Linux’s use of repositories has shown that a reliable source of 

software can be an effective means of preventing users from 

mistakenly installing malware on their computers. Windows 7’s 

successor is claimed to include a similar concept. 

We expect that, in the future, the various operating systems will 

continue to adopt security concepts from each other as the battle 

between malware authors and OS developers continues. 

Despite listing down several security techniques in this paper, 

these are no doubt just the tip of the iceberg. More security 

features will definitely be developed in the future to counter new 

threats. 
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5. APPENDIX 
 

 

Figure 3: Kernel Design Approaches  

Source: Wikipedia. Monolith-, Micro- and a "hybrid" kernel, a draft of new version.17 July 2008. http://en.wikipedia.org/wiki/File:OS-

structure2.svg 

 

 

Figure 4: Windows 2000 Architecture 

Source: Wikipedia. Windows 2000 architecture. 1 August 2008. 

http://en.wikipedia.org/wiki/File:Windows_2000_architecture.svg 

 

 

Figure 5: Folder permissions in Windows 7 
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Figure 6: Permissions dialog in Ubuntu for files (left) and folders (right) 

 

 

Figure 7: Installation of a signed Windows program 
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Figure 8: Invalid Signature of Windows executable 
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ABSTRACT 
In this paper, we describe the system requirements in different 
environment such as academics, military and home. We will then 
compare and contrast the security requirements in these aspects 
while linking to existing systems that is already in place and 
conclude whether these existing systems is adequate and proper. 

We will look into the advantages and disadvantages of the 
existing system and potentially look into solutions for the  
security loopholes. 

This paper describes the overview of a security system’s 
requirements and the security system and framework that is 
already used by various organizations to bring about protection 
for their respective purposes.     

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Categories and Subject Descriptors 
D.4.6, K.6.5 [Security and Protection]: Authentication   – User 
identification, access control, information flow control, 
verification, physical security, unauthorized access.  
 

General Terms 
Reliability, Security, Human Factors. 
 

Keywords 
Singapore Armed forces, security, access, information transfer 

1. INTRODUCTION 
In today’s society, security in information transfer had become an 
important issue that could have detrimental effects if these 
messages are misused or altered in a malicious attempt. There is 
significant need to make sure that the unaltered information was 
sent by a genuine sender and received by the intended recipient. 

Information stored on online database do have the need to be 
secured as well and database handlers have to make sure that only 
the authenticated user have the required permission to access 
these information, so that they do not became public information 
without the permission of the person involved. 

We will thus look at how information are being transfer and how 
private information are being handled in various environments 
such as academic, military and home. We would compare the 
different requirement and methods in information handling and 
transfer in these environment and also conclude whether they are 
adequate for modern day’s security needs.  

We would also touch on potential solutions to the security flaws 
in these environments briefly   
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2. Security systems 
2.1 Definition 
A secure system in a modern world consists of several aspect, 
several different mechanism that must work in harmony in order 
to bring about adequate protection for the end-users.1 This 
includes  

2.1.1 System Security factors 
Such as user access, authentication code, privileges, maintaining 
file and file system integrity, monitoring processes, log keeping 
and auditing. 

2.1.2 Network Security factors 
Such as protecting the network from being listened to, stopping 
unauthorized access, transmission altered and sender/ receiver’s 
identity being spoofed. 

2.1.3 Physical, Personal, Operation factors 
Such as protecting the physical transmission device from being 
tampered, educating the users to use the transmission device in a 
safe way and educating the end users to give access rights to only 
people who are clear to access the system. 

 

There is not a one size fit all security system that could be 
applicable to the various different environments.  Hence, there is 
often a need to customize a security system for each environment 
that offers it the best protection and yet allowing the users an easy 
and adequate access to the information they need and are allowed 
to handle. 

2.2 Academic 
Academics in modern days had evolved from teaching the young 
to researching and knowing more about a certain item or idea in 
life or to search for a potential solution to a grave existing 
problem. There is therefore a need to protect the materials and 
documents used in their studies so as to not allow others to claim 
credits for what they had done. A research paper could be worth 
millions if it shows evidence of a technology that has potential for 
bringing a huge change to human life or for a future market.  

Academic can also be extensively referred to as conferring of a 
title or a degree to a student. The conferring of a title in a major 
academic institution will depend greatly on examinations and 
tests which are used to understand how much a student had 
understood from that particular idea or topic of study. Hence, 
there is a need to ensure fairness, such that these examination 
materials will not be leaked out before the actual examination is 
concluded.  

Academic can also refer to the study environment of a student 
such as the institution itself. There is a need to protect the 
students’ academic records, account details and other private 
details from others so that the information would not be misused. 
The facilities provided by the institution must also be able to 
protect the school and the student from being misused, sniffed or 
spoofed by a third party. There is therefore a need to manage its 
network, emails, forums and other applications that the school 
provides for the student.  

As a base reference for the existing framework, we will look at 
how National University of Singapore (NUS) and British Council 
(BC) provide the secure environment for academics. 

 

All students in NUS are given an NUS netid2 that is derived from 
their matriculation number. This account grants them access to a 
few of the institution’s facilities such as email, internet access, 
student information in myisis.com, printing using the institution’s 
printers and access to certain laboratories. However, this account 
is limited to accessing this information only, the student has no 
means to write or edit any of this information. 

The internet access within the institution is limited to the 
institution’s own students only and requires the student to log in 
each time they use the internet. The whole internet traffic is 
monitored by the school’s IT security department of which access 
to potentially dangerous websites within the institution is 
prohibited.  

Emails used within the NUS domain are screened and filtered to 
only allow legitimate mails to be sent and received.  

 

British Council is mainly an examination department for English 
languages in Singapore. Hence, their primary concern is that their 
examination scripts are well protected.  

Each invigilator used in their examination are required to sign a 
contract in which they will suffer a penalty if they released the 
questions in the examination scripts. The scripts are also printed 
to the exact amount, and each script must be collected back 
regardless of whether it had been used. 3 

Each answering sheet such as ‘multiple choices’ answer scripts 
have a unique print code to them, which is tied to the student’s 
identity. This is a security measure to make sure that the 
candidate do not bring back and hence leaked any of the questions 
and materials.   

Information regarding the candidates such as their passport 
number, telephone number are strictly only to be revealed to the 
ushering staff for that day. This is to protect the candidates’ 
privacy. 

2.3 Military 
In a military environment, the secure transmission is critical as it 
could have dire impact on the country’s ability to protect itself 
against foreign invasions. Communication between different 
combat units and the command center is the key to move troops, 
vehicles and to issue commands and orders as well as report back 
on enemies’ military movement, location and any other 
information that would allow them to win the battle. 

In the modern day context, any breach in military information 
would create a ripple over a country’s economics and stability.  A 
breach in security reduces the confidence of investors and 
potential investors in the country which could result in lower 
confidence on holding business in the country or other worse 
impacts should they chose to withdraw from the country and 
invest elsewhere.  

Security systems in the military are generally divided into 2 
categories: Peace time and War time, each with its own desired 
level of security and security features.  

As a base reference for the existing framework that is currently in 
use, we will look at the Singapore Armed Forces (SAF), which is 

12



the government created citizen army in Singapore, set up after the 
2nd world war. 

2.3.1 Peace time protocol 
Peace time refers to periods in which the military is not at war, 
but conducting trainings, exercises so as to boost the military’s 
capability for war.  Security systems employed during this period 
of time have to make sure that data transmitted is secured and 
only accessed by its intended recipient(s) and that data remains 
unaltered throughout delivery.  

The secrecy of the information must be held at top most priority 
at all times as a leak in these information, even those seemingly 
unimportant ones such as the amount of meals indented per day 
would allow the enemy to gather and guess the military’s 
capabilities.  

Files and documents used must be properly secured and accessed 
only by users who had clearance for it.  This is important to make 
sure that the knowledge within these files are known only to its 
personnel who needs it and only certain authorized and privileged 
users can edit or write to it. 

 

Each SAF personnel are given a security clearance when they are 
first enlisted into military service, which can be updated only by 
G2 department in the general staff office overseeing the entire 
SAF. The basic clearance is a ‘class 3’ clearance, which allows 
the personnel to access up to ‘confidential’ documents. The 
clearance level range from class 3, 2a, 2 and finally class 1, which 
allows access to ‘top secret documents’. The clearance level of 
each personnel is dependent on a combination of their rank, 
vocation and the role they play in the unit they are serving in.  

Documents classified similar to the Bell LapaDula Model (BLP), 
but with one more classification known as ‘Restricted’. Access to 
these documents must be accompanied by the necessary clearance 
and appropriate reasons which will be vetted by the intelligence 
department within the unit itself.    

Personnel who require regular access to soft copy documents are 
given an ISAC4 card and an office admin (OA) account so that 
they are able to access the intranet within the Ministry of Defence 
(MINDEF) domain. The ISAC card would identify the user to the 
OA terminal and the user has to enter the correct password in 
order to gain access to the documents stored on the terminal.  

The terminal itself is connected to an intranet network and all 
outgoing emails are monitored by the Military Security 
Department (MSD) which is made up of military personnel, 
security experts and white hats. Moreover, each OA would only 
allow one single email account to be used per session and only 
allow these accounts to sent messages to authorized email 
addresses within the MINDEF domain e.g. 
cplBenTL@mindef.gov.sg .  Note that these OA terminals are not 
able to access the internet and is all connected via wired network 
to reduce sniffing or man in the middle attacks common to 
wireless devices. 

 

2.3.2 War time protocol 
War time refers to period where war is ragging and secure 
transmission is required to send commands and deploy logistic 
movement. Information exchanged during those periods are 

mainly for communication between active troops, reserve troops 
and headquarters on deployment or to send and receive 
commands and directions to attack or defend etc.  There is a 
strong need not only to make sure that the information comes 
from an authenticated sender, but also that the information is 
unaltered and the secrecy of the information had not been 
compromised. The location of the sender and receiver must also 
be masked so that attackers could not traced them and execute an 
assault on them.  

Short messages sent, such as attack commands can be very time 
critical. As long as the commands are interpreted and executed 
before the potential sniffer can interpret and act on it, then the 
transmission can be considered to have been a success, even if the 
command is later decrypted and understood. 

Identification protocols must be used in order to make sure that 
the messages comes from the intended sender, especially in 
analogue conversations because each command to act such as 
“Attack, Clear” could result in a drastic destruction. Unintended 
destruction would not only result in losses, but also the revealing 
of the unit’s location etc. 

 

In the SAF, each unit is given a specific channel to communicate 
with the command center. This is to say that each unit technically 
cannot communicate with another nearby unit without going 
through the command center. The usage of different channels 
makes it such that even if one channel is discovered and sniffed, it 
would not disable the entire military performance.  

Each digital message sent over the radio is encoded by either 
using either a ‘griddle’ key encryption algorithm or a matrix 
coding algorithm. 

The ‘griddle key’ key algorithm is similar to a mono-alphabetic 
substation using a specific key which is generated only for that 
specific mission.5  

For messages that require higher security, a matrix code is used 
instead. Matric coding6 is implemented on top of the griddle key, 
which means that each letter is represented by an alternative 
alphabet. The alphabet is then given a value based on the position 
of the alphabet. The value is further multiplied across a given 
matrix to become an alternative matrix.  

Most analogue messages sent during wartime will be through a 
signal set. As per the digital messages, each unit is given a 
specific channel to communicate with the command center.  

Each unit is also given a ‘call sign’ to identify themselves when 
communicating over the channel. Each sub unit is normally 
divided into sub units with different capabilities such as assault, 
anti-tank, clearing, bridging, etc. The use of a call sign as an 
identifier hides their capabilities from the supposed sniffer. 

When a conversation is initiated, a challenge is normally is 
normally by the receiver. Each unit will answer with a 
corresponding authentication code, which is given to them prior 
to the mission. If the authentication code is correct, then the 
receiver will continue the conversation. Else, he would end the 
whole conversation with a “wrong code” without further 
messages. 7 

When conversing over the signal set, specific keywords are also 
used to deter enemy from understanding the message. Keywords 
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like “Romeo Tango Uniform (RTU)” are to substitute “Returning 
to unit” which would be reveal their actions to the enemy.  

 

2.4 Conclusion 
In view of the security requirement set for each environment, 
there is clear evidence that each environment requires strong 
security for incoming and outgoing messages so as to protect the 
organization as a whole. Both outgoing messages and incoming 
messages must be encrypted and monitored so that potential 
secret revealing messages can be stopped and essential message 
transfers that requires high level of secrecy can be effectively 
transferred without being understood by a third party. 

We too noticed that non-electronic messages and documents are 
also well protected by means of classification, limiting access to 
the document and limiting printed copies. All this seeks to prevent 
the leak of the information in these materials so that they remain 
valid as well as unaltered and cleared for execution. These non-
electronic materials must be handled with extreme care as they 
cannot be encrypted or decrypted like electronic messages. The 
mean of transfer are also limited to how the user handles that 
document. 

All three organization studied shows signs that have a proper 
security system in place to monitor, deter and handle potential 
attackers. There is normally a specific department that monitors 
how this information is transferred from place to place and to 
detect suspicious or ambiguous actions that might reveal their 
actions or private information.  
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ABSTRACT 

This paper asserts that even though security features such as RSA 

encryption and password protection seems highly difficult to 

crack via a direct attack, they can be highly susceptible to indirect 

attacks (or side-channel attacks) such as timing and power attacks. 

Three most common types of side-channel attack which are 

investigated in this paper, which are Timing Analysis Attack, 

Power Analysis Attack and Keystroke Timing Analysis Attack. 

The paper seeks to investigate the theories and implementations of 

behind three types of the indirect attacks, and suggest measures 

that can be used to prevent such attacks.  

Keywords 

Indirect attack, Side-channel attack, Timing analysis, Power 

analysis, RSA, Simple Power Analysis, Differential Power 

Analysis, Keystroke Timing Analysis, Eavesdropping 

1. INTRODUCTION 
This paper asserts that seemingly highly secure features such as 

RSA encryption and password protection which are to some 

extent safe from a direct attack, are in fact highly susceptible to 

indirect attacks (or side-channel attacks) such as timing analysis, 

keystroke timing analysis, and power analysis attacks. Before Paul 

Kocher published his research results on side-channel attacks in 

1996, most programmers in the world only considered the 

mathematical aspect of algorithms for with regards to computer 

security. In the past few decades, computer scientists and software 

engineers have been researching heavily on better ways to 

improve computer and software security. Cryptographic 

algorithms such as RSA, DES, and AES mainly depend on the 

mathematical properties of algorithms to defend against the 

intrusions. Because of the fact that the inverse computation of the 

algorithms is way beyond the current capabilities of modern 

computers, directly cracking such algorithms is generally not 

achievable. For a long period of time people believed that a 

perfect algorithm is all it takes to ensure information security, but 

Kocher (1996) shocked everyone by showing how side-channel 

information can be analysed and made use of to crack what we 

used to consider unbreakable cryptosystems. 

Today we consider cryptographic primitives in two different ways, 

with one being a mathematical object and the other one being an 

actual program running on a processor inside a given 

environment. Classical cryptanalysis mainly focuses on the 

software aspect, while the side-channel cryptanalysis gives a 

better overall view of the system as a collection of both the 

software applications and the hardware environments in which 

they are running in. Side-channel information are signals such as 

timing, power, sound, etc. which can be easily collected and 

observed from the hardware. These signals often reveal important 

information inside the cryptographic operations, which is often 

enough for any attacker to discover the secret parameters and 

crack the system. Any form of attack using side-channel 

information is defined as an „Indirect Attack‟ or „Side-channel 

Attack‟.  

Indirect attacks do not seek to crack the algorithm itself, but rather 

seek to recover secret information from cryptographic operations 

without the system detecting anything. In this paper, we will 

discuss several of the most commonly used indirect attacks, 

experimental results, and possible defensive measures against 

such attacks. 

2. TIMING ANALYSIS 

2.1 Brief Introduction 
Initially asserted by American cryptographer Paul Carl Kocher in 

1996, the Timing Analysis Attack has now become one major 

threat towards the modern day computer systems and networks. 

The theory of Timing Analysis Attack is based on analysing the 

difference in the execution time of the program for different 

inputs. As timing information often reveals many details of the 

program‟s backend and the information which is transmitted, an 

attacker can often obtain crucial information by systematically 

measuring the execution time for a number of specially designed 

inputs, and attempt to intrude into the system using the 

information obtained. The amount of information which can be 

obtained through timing analysis depends on both the hardware 

(e.g. the CPU running the system) and software (e.g. the algorithm 

used for authentication). In this section we seek to provide a 

detailed explanation on how timing analysis can be implemented 

on both the plaintext and RSA algorithms. 

2.2 Timing Analysis on Plaintext 
Despite the fact that very few systems in the world today store 

passwords in plaintext format any more, timing analysis on 

plaintext is still able to provide a basic understanding of the 

concept behind this attack. 

2.2.1 Basic Theory and Techniques 
Let us look at a contrived example of how external timing can 

cause crucial information to leak from the system. First, we seek 

to investigate if the server we are trying to gain access to stores 

passwords in plaintext format. If such is the case, the 

authentication process will simply involve a simple string 

comparison algorithm that compares the string in the user input 

with the actual password stored inside the server‟s database. A 

traditional string comparison algorithm will look like following: 

i = 0 

Authenticate = True 

Do Until x[i] = NULL 

  If x[i] <> y[i] Then 

    Authenticate = False 

    Exit Do Loop 
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  Else 

    i = i + 1 

  End If 

Loop 

return Authenticate 

In the algorithm above, a user input password string (x) is 

compared with the correct password string (y) character by 

character. Once a wrong character is encountered, the 

Authenticate Boolean variable will be set to False, and the system 

will get out of the loop. Otherwise, once all the characters in 

String x are checked against y, Authenticate will remain as True 

by the end of the loop and the user will be logged in to the server. 

The attack makes use of the difference in code execution time 

between a correct character entry and an incorrect character entry. 

This is because, at any stage of the loop, if there is a match 

between the character in the user input string and the 

corresponding character in the stored password string, the loop 

will proceed to the next round for the checking of the next 

character. However, a failure in comparison will result in the loop 

to stop executing in the current round and will not enter the next 

iteration. Thus, a correctly entered character will cause the 

program to execute more commands, taking a longer time 

compared to the execution time for an incorrect character. With 

this loophole, the attacker is able to test the password character by 

character, until he or she gets the full password. Typically, there 

are 62 possible choices for each character (“A-Z”, “a-z” and “0-9” 

in a password, not including punctuations, in order to prevent a 

SQL Injection Attack. At any point of time during testing, we can 

determine the first B characters of the actual password string and 

use this to continue testing for the next character (B+1). The 

authentication time of all possible one character extensions of the 

first B number of characters will be recorded, the case in which 

the longest time is taken run will be the correct one, assuming all 

other factors (such as network delay or noise) are constant. 

2.2.2 Sample Implementation 
Below is a sample output of a program written in Python to 

demonstrate the timing analysis attack on plaintext. The full 

source code is attached in Appendix I. 

After a username is set, a random password is generated. 

 

 

 

 

 

 

 

During the analysis process, each letter is automatically picked 

based on the letter which took the longest time to process. 

 

 

 

The final choice of password is determined in the end after testing 

all the characters. 

 

However, during the course of our testing, we realized that other 

factors such as other running process one to computer might affect 

the results of the experiment. Thus, we made sure that would not 

affect our results by amplifying the actual time recorded. We also 

considered the possibility of running the program multiple times 

to obtain a large data set which will neutralize any possibility of 

anomalies in our results, in the event that our test did not work 

out. 

2.2.3 Preventive Measures 
There are many ways to defend against this type of attack. 

Firstly, the password can be protected using a Hash Function, 

which means that instead of comparing the original password 

strings, the program will compared the hashed user-entered 

password string and with the hashed password stored inside the 

server database. A well-designed hash function for this case 

should ensure that for any two strings g and p with a common 

prefix, the hashed strings H(g) and H(p) will not be similar in any 

way. 

Another effective way to defend against this type of attack is to 

include extra code in the program to ensure the run time is similar 

for both cases of comparing correct and wrong characters (e.g. 

making sure the program always run the same number of loops 

regardless of whether the password is correct or wrong). 

2.3 Timing Analysis on RSA 
The RSA Public Key Cryptosystem is a widely used cryptographic 

algorithm today to secure electronic data transfer. The idea behind 

it is a one-way function that is easy to compute in one direction 
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and difficult to compute in the other direction. The encryption and 

decryption uses two different keys which means that knowing the 

value of one key is not sufficient to deduce the value of the other 

key.  

The strength of the RSA algorithm comes from the fact that 

factorizing of large numbers is a difficult process. It has been 

proven that by significantly increasing the length of the key, the 

cryptosystem is practically impossible to crack using a direct 

attack considering current capabilities of modern computers. 

However, by using a side-channel attack, the attacker might be 

able to deduce the secret key used by the RSA decryption 

operation. This can be done by simply observing the running time 

of the cryptographic algorithm.  

2.3.1 RSA Algorithm 
Before going into the details of the attack, we need to first 

understand the mathematics behind the RSA Public Key 

Cryptosystem. The algorithm starts by generating two large prime 

numbers p and q and then compute for N, where N=pq. An 

encryption key e is chosen such that e is relatively prime to (p-

1)(q-1). Additionally, e and a newly selected decryption key d 

must satisfy the condition ed = 1 mod (p-1)(q-1). p and q are then 

discarded. The RSA pair now contains a public key set (e, N) and 

a private key d. To encrypt a message M to E, the equation E=Me 

mod N will be used, and for decryption, M = Ed mod N will be 

used.  

2.3.2 Basic Theory and Techniques 
For a long period of time the RSA public key cryptosystem has 

been thought to be very secure since a direct attack was practically 

near impossible. However, after Kocher presented his preliminary 

results on the Timing Attack on RSA during at the RSA Data 

Security and CRYPTO Conferences in 1996, the problem caught 

attention of cryptographers worldwide, including the inventors of 

the RSA cryptosystem. 

In an attack on the RSA cryptosystem, the attacker‟s primary 

objective is to find out the value of the decryption key d. The 

main idea is to make the program compute Ed mod N for some 

carefully selected E, then analyse the timing recorded for each 

value of E. Timing variations of certain operations might reveal 

information which may help the attacker recover the private key. 

In order for the modular exponentiation inside the RSA algorithm 

to be efficiently executed (generally large values are used inside 

the operation for security requirements), a Square and Multiply 

algorithm is usually used inside computer programs. The 

following is an example of what the code might look like: 

x = E 

Do Until i = Number of Bits of the Private Key d 

  x = mod(x2, N) 

  If d[i] = 1 Then 

    x = mod(xE, N) 

  End If 

Loop 

return x 

The modular operation is performed with a reduction method, 

which means the a%b operation is only executed if the 

intermediate result of the multiplication (either x2 or xE) is greater 

than the modulus N. The following algorithm shows how mod(x, 

N) is actually implemented: 

If x >= E Then 

  x = x % N 

Else 

  x = x 

End If 

return x 

By carefully observing the above two implementations we can 

derive a certain input data set which allows us observe the timing 

variations and find out the bit information in the private key. This 

because if the bit is 1, the program will perform an additional step 

of x = mod(xE, N) which will increase the run time for that 

particular loop, whereas, if the bit is 0, it will not run x = mod(xE, 

N), resulting in a shorter run time for that loop. Moreover, the 

reduction method done on the mod(x, N) function will reveal 

information of whether or not the intermediate result of the 

multiplication is greater than the modulus N, since if x is greater 

than N, it would take the program a longer time to compute 

x=x%N. 

2.3.3 Sample Implementation 
Below is an example of an actual implementation of the attack 

which seeks to find out the first bit of the private key d: 

The two selected values for the encrypted message E, which are 

denoted as A and B should satisfy the following conditions: A3<N 

and B2<N<B3. Next, we let the program decrypt the two messages 

A and B, and get the time is recorded (assuming we have a way to 

input intermediate data to the decryption process). The operations 

for A and B are very different depending on value of the bit we are 

trying to discover. If the first bit of the private key is 0, according 

to the Square and Multiply algorithm both of the operations will 

only perform x=mod(x2, N) and the running time for decryption of 

A and B should be identical. However, if the first bit of the private 

key is 1, for both A and B the program needs to compute 

x=mod(xE, N) which is equals to x=mod(x3, N). Moreover, 

because B3>N and A3<N, only B3%N will be computed using the 

reduction method in the mod() function, the running time for 

decrypting B will be longer than the running time for decrypting 

A. Based on the above information, the first bit of the private key 

will be successfully recovered. The rest of the bits can 

subsequently be recovered using exactly the same concept but 

different requirements for A and B (e.g. to recover the second bit, 

the requirements for A and B will be: A7<N, B6<N<B7 if the first 

bit is 1 and A5<N, B4<N<B5 if the first bit is 0). In a real 

implementation of the attack, multiple values for A and B are 

often selected, and the timings recorded from the data inputs with 

similar properties are averaged out to get more accurate results. 

2.3.4 Chinese Remainder Theorem 
Modular exponentiation is a costly operation; sometimes in a real 

implementation of the RSA cryptosystem, number-theoretic 

optimizations are employed to speed computation time. However, 

the implementation of these number-theoretic optimizations often 

result in vulnerabilities inside the program, giving the attacker 

opportunities to recover secret information. 

Chinese Remainder Theorem is one of the most commonly used 

number-theoretic optimizations. It tweaks the computation of r=be 

mod pq by splitting it into two small computations rp = bep mod p 

and rq = beq mod q. The requirements for ep and eq are also added 

to ensure e=ep mod p-1 and e = eq mod q-1. The desired result r 

can then be obtained through combining rp and  rq.  

The major vulnerability of this optimization is that p and q are 
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used decryption process. One of the major obstacles which 

protects against direct cracking of the RSA cryptosystem relies on 

the fact that it is very difficult to factorize p and q from N. 

However, in with Chinese Reminder Theorem optimization, p and 

q are directly used inside the operations, making them more easily 

obtainable by the attacker. Once p and q are recovered, the value 

of e and d will be found easily. 

One possible method to recover p and q from the mod() operation 

is by observing the timing characteristics revealed by the mod() 

reduction operation. For a typical mod() operation mod(y, p), a 

significant time increase can be observed when the value of y is 

changed from being smaller than p to being larger than p since an 

extra step of y-p is performed inside the modular operation when 

y>p. Using this knowledge, the attacker can discover the value of 

p and q by sending carefully selected y values to the operation and 

record the run time. Usage of other optimization methods such as 

the Montgomery Reduction and the Karatsuba Multiplication can 

also lead to vulnerabilities for timing analysis attacks on the 

algorithm. 

 

2.3.5 Preventive Measures 
There are a number of ways to defend against the attack. One of 

the most commonly used methods is the RSA Blinding. With the 

RSA blinding method, the encrypted message E is multiplied by re 

before going through the decryption process, where r is a 

randomly generated value and e is the public exponent. Based on 

Euler‟s Theorem the output of the modulus operation will become 

rEd mod N, then r-1 is multiplied to the output to get the actual 

message. The RSA blinding method can prevent the attacker from 

knowing the actual input that goes into the modular computation, 

and thus prevent the attacker from recovering the private key by 

observing timing characteristics. However, RSA blinding incurs a 

performance penalty of 2% to 10%. 

Other defense techniques include carrying out an extra y-p 

operation resulting in no significant time difference for each part 

of the RSA computation. The side effect of this would be that it 

will be less efficient in execution. 

It can be observed that most of the security measures and 

performance optimizations work against each other, and a right 

balance between the two is required to get the best results.  

 

3. POWER ANALYSIS 

3.1 Brief Introduction 
Recent research shows various methods on how information 

extraction can be performed on Smartcards through Power 

Analysis on the system hardware. Compared to timing analysis 

attack, power analysis is relatively hard to implement and also 

much more difficult to prevent. The amount of information that 

can be recovered depends on the capabilities of the attacker, and a 

powerful attack requires detailed knowledge of both the software 

aspect and the hardware aspect of the card. An explanation of the 

theory and implementation of power analysis attack is presented 

in the following section. 

3.2 Basic Theory and Techniques 
The two main types of power analysis attack are Simple Power 

Analysis (SPA) and Differential Power Analysis (DPA).  

3.2.1 Simple Power Analysis (SPA) 
The key for SPA lies within the difference in power consumption 

when manipulating a logical 1 compared to manipulating a logical 

0. An experienced attacker can observe and monitor such time 

variations inside the smartcard and obtain useful side-channel 

information. A common implementation of this is on the DES key 

schedule that generates sub-keys for Feistel function, where a 

Permuted Choice 1 (PC-1) takes place by selecting 56 bits out of 

the initial 64 bits key. The attacker can determine the Hamming 

Weight of each key byte through measuring the pulse height at the 

cycle of the instruction that accesses the data, and thus can 

significantly reduce the brute-force search space for the key. 

According to Messergers et al. (1999), “in an 8-bit 

microprocessor, knowing the Hamming Weight of all 8 bytes of 

the DES key reduces the brute-force search space from 256 to 

about 238 depending on whether or not the parity bits are used.” 

Also, a more powerful attack can be launched on the system if 

further information about the key bytes or shifted versions of them 

is known. (Messergers et al., 1999) 

3.2.2 Differential Power Analysis (DPA) 
Compared to SPA, DPA requires less knowledge of the 

encryption algorithm that is implemented; statistical analysis and 

error correction are applied in obtaining the side-channel 

information that might be helpful in recovering the secret key. 

DPA is generally more powerful and hard to prevent, but at the 

same time requires a detailed understanding of the DES algorithm. 

The attack starts by measuring power consumption on the last few 

rounds of 1000 DES operations. The data points recorded are 

stored inside a two-dimensional array S (first index is the 

operation number and the second index is the sample), together 

with the cipher-text, they are useful information to the attacker. 

Next, a selection function D(k, c) is decided, with the input 

variables k and c representing the key information and the cipher-

text respectively. Each time the inputs of D will go through the 

Feistel function containing a list of operations of permutation, 

expansion, XOR, and substitution box (S-box). From the S-box 

result a target bit is selected as input to another permutation 

operation. D(k, c)=0 is selected if the single-bit permutation result 

equals to the corresponding bit inside the L string produced by the 

initial permutation, otherwise D(k, c)=1is selected instead. 

(Kocher et al., 1998) 

Using the result of D and the two dimensional array S, a 

differential average trace T[i][j] can be constructed with this 

equation (Kocher, 1998): 

 

Now the correct key value can be obtained by examining power 

consumption characteristics of T[i][j]. Power consumption 

variations are generated during the DES operations when bit value 

is stored inside registers and manipulated in logic units. For any 

T[i=k], power consumption variations can be observed. The 

procedure above can then be repeated until all the sub-keys are 

found. 

3.3 Preventive Measures 
The possible methods for defending against power analysis attack 

are mainly hardware alterations. Methods such as using well-

filtered power supplies and physical shielding, introducing noise 

into measurements and de-correlating internal variables from 
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secret parameters can reduce the leakage of side-channel 

information to some extent. However, little can be done with these 

techniques if the attacker is able to gain possession of the devices 

performing cryptographic operations. 

More effective measures can be done on the software aspect by 

designing and implementing cryptosystems with information 

leakage assumptions. Additionally, using multiple masking 

techniques makes the system more likely to remain secure even 

though leakage of side-channel information may still take place.  

4. Keystroke Timing Analysis on SSH 

4.1 Brief Introduction 
Keystroke Timing Analysis is mainly done through 

Eavesdropping on the network traffic over an SSH secure 

channel. Since the data sent through the security channel is 

encrypted, simply observing the transmission of the data will not 

provide the attacker with the exact information about the data 

transmitted. Despite this, the attacker is able to obtain is side-

channel information like data types, password length information, 

inter-keystroke timing (also known as latency) and so on. With 

this information available, keystroke timing and pattern analysis 

can be done in order to recover the information being transmitted 

and use them to implement attacks. 

4.2 Basic Theory and Techniques 
Though the data transmission over Secure Shell is encrypted using 

strong cryptographic algorithms, there are still two ways that SSH 

could leak certain information about the transmitted data. 

Firstly, if a block cipher is in use, the transmitted packets are 

padded only into eight-byte boundary. This can make short 

passwords (less than 8 bytes) observable. (Song et al., 2001) 

Secondly, every individual keystroke that a user types is sent to 

the remote machine with a separate IP packet immediately after 

the key is pressed. Because of this, the inter-keystroke timing can 

be precisely recorded. Also, it is notable that the operation inside 

the system right after the key press is generally negligible 

compared to latency. (Song et al., 2001) 

Most of the time, the primary target of the attacker is to obtain the 

password that a particular user uses to log in to the server. The 

first thing the attacker needs to know is which packets of the 

transmitted data correspond to the password typing. In order to 

learn this we need to take a detailed look at the protocol of an 

SSH session. The SU command is a common example for this. 

Assume that the connection has already been established between 

the two hosts, the client will send three 20-byte packets that are 

“s”, “u” and “Return”. Next, the server will echo the “s” and “u” 

and send a 28-byte packet “Password: ” which is used for 

password prompt. After that, the 20-byte data packet which 

contains the password will be sent to the server from the client 

without an echo. Upon receiving the password, the server will 

either reply with the root prompt if the password is correct or a 

failure message if the password is not correct. What the attacker 

can do is to check the traffic and identify the SU command issued 

by the user, then find out which data packets correspond to 

password typing. An example of the SU command protocol is 

demonstrated in the picture below. 

 

Picture 1. SU Command in a Secure Shell Session (Song et al., 2001) 

After obtaining the data packets containing password information, 

the attacker just needs to compare the timing characteristics 

obtained from the network traffic with some inter-keystroke 

timing analysis result in order to recover the actual password. 

4.3 Preventive Measures 
The information important for the attacker to recognize the 

password data packets is whether or not there is an echo presented 

in the traffic. If the attacker observed a bunch of 20-byte packets 

transmitted to the server without any echo then it is quite likely 

that those packets are password data. Therefore, one way to 

prevent this type of attack is to make the server return dummy 

packets which will be ignored by the user side when no echo is 

supposed to be transmitted. In this way, the attacker will not be 

able to tell the password data packets depending on whether or 

not an echo is observed. However, this method cannot totally 

prevent keystroke attack since some experienced attackers can still 

recognize the password data packets using other techniques. 

A better way to prevent keystroke timing analysis is to add a 

random time delay to the system sending and receiving 

operations. This will effectively prevent the inter-keystroke timing 

characteristics from being leaked. Without proper latency 

information the attacker will not be able to make timing analysis 

and predict the typing possibilities. However, this random time 

delay can be reduced by taking the average of a large amount of 

recorded latency information, thus it might still be vulnerable. 

A more effective preventing method is to let both the server and 

the client send data at a constant rate of, say m packets per second. 

The keystrokes will first be stored inside a buffer and later sent 

out as scheduled; when there is no data to be sent for one side, 

dummy traffic will be sent and ignored by the other side. 

However, the selection of the value for m presents a tradeoff 

between usability and overhead, since a large m will generally 

reduce the dummy traffic but increase the latency. Thus a proper 

m must be selected to make sure that the network operates 

properly. (Song et al., 2001) 

5. CONCLUSION 
The three types of indirect attacks discussed above are common 

types of indirect attacks, with timing attack being the easiest to 

implement and the other two requiring more detailed knowledge 

of the cryptographic system. Most preventive measures toward 

these attacks increase the security but reduce the optimization of 

the system; a right balance between the two needs to be 

considered during the design of the system. 

We conclude that a mathematically strong cryptographic scheme 

might not be secure in actually implementation if other aspects of 

the system are not secure. Side-channel information can reveal 

crucial information about the system and this greatly helps the 
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attacker to launch attacks. When examining the security of the 

system, the cryptographic scheme should not be analysed in 

isolation, but instead, should be tested in both cryptographic and 

non-cryptographic aspects to cover every part of the system.  
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Appendix I

#this program is designed to stimulate for  timing attack on plaintext 
import random

command=""
key_chain=[]
dictionary="abcdefghijklmnopqrstuvwxyzABCDEFGHIGKLMNOPQRSTUVWXYZ1234567890!@#$%^&*()_+"

def generate_pwd(user):
length=len(user)
i=1
pwd=""
while(i<=length):
j=random.choice(dictionary)
pwd=pwd+j
i=i+1

return pwd

def time_response_error():
#ignore the network latency of server response

return '0' #assume network latency is 0  

def attack_process(account):
time_cost=0
total_time_cost=0

password=""
pass_len=len(account)

j=0

while(j<pass_len):

time_cost_table=[]

for i in dictionary: #brute-force every charcter inside 
the dictionray 
time_cost=sever_response(password+i,account) #sever get different time response 
in-terms of correct sub-string of password and wrong sub-string of password
time_cost_table.append(time_cost)

temp= max(time_cost_table)
max_index=time_cost_table.index(temp)

time_cost=time_cost+time_cost_table[max_index] #put all the sub-strings time 
response into a table(list)

#the maxium(only) response one 
should be the correct one; 

password=password+dictionary[max_index]

print "---------------------------------------------------------------------"
print "now password substring is: "+password
print "time cost is "+str(time_cost)+"s"
print ""

j=j+1

-1-
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print "---------------------------------------------------------------------"
print "The correct password should be:"+password
print "The total time cost is:"+str(time_cost)

def sever_response(string,account):
password=""
str_len=len(string)

for i in key_chain:
if (i[0]==account):
password=i[1]

pwd_sub=password[0:str_len]

if(string!=pwd_sub):
time_VALUE=str_len*0.5 # probility 

#when the wrong password string(input) compares real password 
string
#when compares with certain charcters which is different with 
real password charter in that position
#the string comparision loop will terminate, and return a 
false result 
#we can assume that comparision can stop at any postion with 
same pobility;
#so that as for bio-nomial distrubution, it will be much 
likely stopping at meddle of sub-string 
#so that we can derive time cost=each comparision time cost * 
input_string_length * 0.5(probility)

else: time_VALUE=str_len*1.0 #correct sub-string of pwd gets longer time response from sever;
#time response linear dependent with str_len 
#when the string comparision is conducted, the correct 
password(input) needs to compare 
#with every charcter of string of real password
#the time cost for correct password input= input_string length 
* every charcter time cost 

return time_VALUE

def time_attack():
print "\"Sever may take longer to respond to a valid password than an invalid password.\""
print "\"This can be handy for brute-forcing a list of valid password.\""
print"---------------------------------------------------------------------"

account=raw_input("Enter the account name you want to crack:")
account_chain=[]

for i in key_chain:
account_chain.append(i[0])

if (account not in account_chain):
print"---------------------------------------------------------------------"
print"Your attacking account does not exist!"

-2-
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print"---------------------------------------------------------------------"
return 1

attack_process(account)

return 0

while(command!='0'):
print "1.generate a new account"
print "2.view all acoounts details in the sever"
print "3.conduct a timing attack on existed sever"
print "0.exit the program"

command=raw_input()
if(command=='1'):

print"please enter the username:"

user=raw_input()
password=generate_pwd(user)
key=[user,password]
key_chain.append(key)

if(command=='2'):
print"username password"
print"------------------------------------------------"
for i in key_chain:

print (i[0] +"                              "+i[1])
print ""

if(command=='3'):
time_attack()

print"thanks for using our application!"

-3-
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ABSTRACT 
In this report, we discuss several methods used to reverse 
engineer, or crack software, as well as methods employed by 
software developers to protect their software. We see that reverse 
engineering and protection are two sides of an arms race. 

Categories and Subject Descriptors 
K.6.5 [Management of Computing and Information Systems]: 
Security and Protection – Unauthorized access (e.g., hacking, 
phreaking). 

D.2.0 [Software Engineering]: General – Protection Methods. 

D.2.7 [Software Engineering]: Distribution, Maintenance, and 
Enhancement – Restructuring, reverse engineering, and 
reengineering. 

General Terms 
Documentation, Reliability, Experimentation, Security, Human 
Factors. 

Keywords 
Protection, Reverse Engineering, Software Cracking, Debuggers, 
Static Analysis, Dynamic Analysis, Code Obfuscation. 

1. INTRODUCTION 
Typical commercial software are sold to consumers in the 
compiled form. This is usually in machine language, which only 
the computer, and not humans, can understand. The original 
language in which it is written, the source code, is not given to 
the consumers. This could be some language like C or C++. 
Reverse engineering is the process of discovering the workings 
of a software or system through the analysis of its (machine) code 
and/or observation of its actions. Reverse engineering merely 
involves the studying of the software without changing anything. 
If the software is changed in any way, then this is known as 
cracking. 
Reverse engineering is done for a number of reasons. The one 
most familiar to software users is probably piracy, where one 
gets fully working software without paying for it. Other reasons 
include discovering various vulnerabilities in the software so as 
to attack other users of the software, and stealing the algorithms 
or computations used in the software. 
It is for preventing reverse engineering that software developers 
now commonly protect their software before releasing it to the 
public. Software protection is the use of special techniques to 
dissuade or prevent a malicious user from modifying the software 
to his advantage. 
It is an arms race between software protection and reverse 
engineering. As techniques are discovered to reverse engineer 
software, newer methods are implemented to protect the 

software. Our paper will discuss several of the methods used by 
both sides. Just a brief introduction to all the methods currently 
available will be enough to fill a book, hence we will be focusing 
on software protection and reverse engineering methods targeted 
at software written for the Microsoft Windows operating system.. 

2. BASIC PROTECTION 
As people have to pay to obtain commercial software, it is 
necessary for the companies to convince the customers to 
purchase their software. This is normally done by releasing a 
demo (trial) version of the software. Some trial software come 
with only certain basic features available for using while other 
advanced features are not available. Other trial software come 
with all features available, but the software will only run for a 
limited number of days. Some older games would occasionally 
ask the player for some information that can be found in the 
manual, which would come with the purchase of the game, but 
not if it was obtained illegally. 
Often, in order to make it easy for the users to obtain the full 
featured software (registered version) when they have paid for it, 
the demo software can be upgraded to the registered version by 
merely inputting some form of password, serial or license key, 
and maybe a user name. This information is given to the users 
when they purchase the software. 
Typically, if all that is needed is a password, then it is a selected 
string. If there is a user name, then the password is a hash or an 
encryption of the username. The password or the 
encryption/hashing algorithm is stored locally in the program. 
When the user attempts to register the software, the details are 
verified and the program upgrades to the registered version if the 
details are correct. 

3. TYPES OF REVERSE ENGINEERING 
3.1 Static Analysis 
Most of the main code lies in the executable file, hence the first 
step of reverse engineering would be to convert that file from 
machine code into a higher level language that is easier for a 
human to read. The ideal case would be the original high level 
language. However, this is a very difficult problem to do. In fact, 
It is not possible to have a computer program automatically 
decompile any arbitrary program, which if possible, would be 
equivalent to solving the halting problem, a problem that has 
been mathematically proven to be impossible to solve. 
However, programs written in Java or .NET using Common 
Language Runtime can be easily decompiled. This is because the 
programs are in an intermediate level bytecode format, and not 
machine code. 
More likely, the program is disassembled into the low level 
assembly language, which is equivalent to machine code, but 
legible to humans. If one studies the disassembled file, it is 
known as static analysis. Static analysis is done for the purposes 
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of analyzing what the program is doing (determining its features 
and algorithms) and also for looking for text strings used in the 
program. 
 
If the program is being protected by a single unique password, 
then it would have to be located somewhere in the program, and 
used to compare against what the user had keyed in. Looking 
through the program and searching for the string, one can 
relatively easily determine what the password is. Alternatively, if 
it was a hashing/encryption algorithm, it would also be in the 
program, and one can copy the algorithm and use it to generate 
the correct hash for the username. 
Alternatively, and much easier, one can go after the part of the 
program that verifies the given password is correct, and branches 
the program according to whether it matches or not. By changing 
the instruction to do the opposite action, one can submit a wrong 
password and the program will behave as if the correct password 
has been submitted. This is known as cracking the software. 
Once a working password has been discovered or the program 
has been cracked, it is easy to disseminate this to the whole 
world through posting it on the Internet. 

3.2 Dynamic Analysis 
Understanding the program’s behaviour may not be easy with 
only static analysis. The assembly code produced by a 
disassembler may be long and complex and going through the 
whole code may be required before a point of attack is found. 
Furthermore, static analysis can be easily defeated with code 
obfuscation techniques which prevent the disassembler from 
producing the correct assembly code. Dynamic analysis involves 
analysing the program during runtime, and this is usually done 
by attaching a debugger to it. The debugger is able to stop and 
start the program, step through it and modify it at almost any 
point during runtime. Breakpoints also can be added to parts of 
the program’s code or memory, causing the program to pause 
when the code or memory is accessed. The attacker can then 
analyze the state of the program at the breakpoint.  This allows 
the attacker to easily observe and understand the behaviour of the 
sections of code he or she is interested in without going through 
the entire program.  

For example, the attacker can put a program on pause when it 
prompts for a password and plant various breakpoints at 
functions called after the point the program was paused to 
discover the password verification function. This would be much 
harder to with only static analysis as the attacker must find the 
location of code that causes the program to prompt for a 
password first. 

4. PROTECTION METHODS 
4.1 Code Obfuscation 
Since anyone can easily look at the code, one way to protect the 
program is to make it difficult for people to understand the code. 
This is known as Code obfuscation. The idea is that when the 
code is difficult to understand, the attacker will give up and try 
something else. Code packers compress the code and at the same 
time, do several things to obfuscate the code. The basic thing it 
does it to encrypt the program. The program will decrypt itself 
when it is run, however, when one looks at the disassembled 
code, it will be all gibberish. There will not be executable code 

nor text strings. Other obfuscation techniques include: adding 
useless branches and instructions that are never taken, inlining 
functions instead of calling it (makes it easier to study the code), 
checking conditions that always evaluate to true/false. Examples 
of code packers are UPX, Themida, Morpher. 

4.2 Anti-Debugger Techniques 
A program can detect the attachment of a debugger through a 
variety of techniques. This prevents dynamic analysis since the 
program can then choose to terminate, behave differently or even 
escape control of the debugger. When a debugger attaches to a 
program, Windows changes the environment of the program to 
enable the debugger to interact with it. This allows a program to 
detect a debuggers’ presence by checking for these changes. The 
changes to the environment depend on the method by which the 
debugger attaches; by running the program or by attaching to 
process during runtime. Thus, the multiple techniques may be 
used to prevent debuggers from attaching at any point during 
runtime. Due to the large amount of techniques available, only a 
few will be mentioned in this paper. 

4.2.1 NtGlobalFlag 
This method only works for processes that are created by the 
debugger. The NtGlobalFlag field exists within the Process 
Environment Block (PEB) in the program’s memory. The value 
of this field is zero by default. However, when a debugger 
created a process, this field is set to 112 or 0x70. The program 
can check this field when the process starts to determined if it 
was created by a debugger. This is easily done using a short 
piece of assembly code: 
 

mov eax, fs:[30h] ;PEB location 

mov al, [eax+68h] ;NtGlobalFlag field 

and al, 70h 

cmp al, 70h 

je debugger_attached 

 

4.2.2 Thread Local Storage 
When the program runs and a thread is created, the Thread Local 
Storage (TLS) initializes data specific to the thread. This 
initialization involves executing an array of callbacks that can be 
altered during runtime. When a debugger attaches to the process 
at runtime, Windows creates a new debugger thread under the 
process that utilizes the same callback array. This debugger 
thread is special as the entry point is in kernel32.dll instead of 
the program itself. Hence the debugger can be detected by adding 
a callback to the callback array of the TLS to query for the start 
address of any newly created threads. This allows the program to 
check for debuggers attaching to its process during runtime. 

4.2.3 Execution Timing 
When using a debugger to step through a program, the timing of 
the section of code being stepped through will be much slower 
than normal. Hence, measuring the time of a particular section of 
code to execute can determine if a debugger is present. This can 
be easily done by calling a Windows API called GetTickCount() 
or any other function that determines the current time, before and 
after a length of code and checking the time elapsed to be below 
a certain threshold. If it is not, a program is probably being 
stepped through by a debugger. 

26



4.3 Code Signing 
Cryptographic hashes can be produced from the original program 
and signed by the author’s private key to produce a digital 
signature which can used to guarantee the authenticity and the 
integrity of the program. After the software is distributed, this 
digital signature is then decrypted by a public key obtained from 
a certifying authority using a secure public key infrastructure and 
the resulting hash of the program is verified every time the user 
starts the program. Since only verified programs are allowed to 
run, this confirms the identity of the author and offers security 
against modification from third parties. In Windows, this is 
implemented through Microsoft Authenticode and the signature 
may also contain the signer’s name, the product name, a URL 
and a timestamp for further verification. 

5. CASE STUDY 
In order to illustrate the ease of such attacks on recent 
commercial programs available today and to suggest possible 
protection techniques in practice, a case study was done on a 
popular text editing software, Sublime Text 2. Sublime Text 2 
was created in 2011 and the most recent version 2.0 was updated 
on 26 June 2012. Evaluation copies of the software are available 
for free but for continued use, a paid license is required. A paid 
license can be bought from the website, after which a license key 
is issued, which can be entered into the evaluation copy to 
convert it into a licensed copy. In this case study, we seek to 
obtain a licensed copy from an evaluation copy without a license 
key through reverse engineering the software, using OllyDbg 
version 2.01a. 

5.1 Initial Evaluation of the Software 
After looking through the software, we found that the license key 
can be entered through the help menu to do the conversion. If the 
license key was incorrect, a message dialog will appear saying 
“That license key doesn’t appear valid”. This meant that between 
clicking “Use License” and the program converting into a 
licensed copy, a validation function for the license key must 
exist. A possible point of attack here would be to find this 
validation function and bypassing it. Should this fail, a possible 
license key could be generated by studying the validation 
function. 

 

 
Fig 1.1 Dialog for an invalid license key 

 

 

5.2 Locating the Validation Function 
The text on dialog for an invalid license key must be retrieved 
from the heap (dump) within the program. Hence using OllyDbg, 

we can locate this string in the heap and put a memory 
breakpoint on the address to bring us to the exact moment this 
string is used. 

 

 
Fig 1.2 Location of target string in heap 

 

After running the program, the breakpoint triggered at the code 
location where the software decides whether to produce a valid 
license or invalid license dialog. The validation function is 
probably located before the jump instruction to this region, so we 
used OllyDbg to find all references (CTRL-R) to the start of the 
invalid license dialog code. 

 

 
Fig 1.3 Start of the invalid license dialog code 

 

We found only one location that jumps to the invalid license 
dialog code. Immediately before this jump, a call instruction 
followed by the test instruction was present. We speculated that 
this call instruction was referencing the validation function. After 
going to the location of the function, we also spotted a reference 
to a hardcoded string of numbers, which we speculated to be a 
decryption key. 

 

 
Fig 1.4 Location of call to validation function 

 

 
Fig 1.5 Suspicious long string of numbers 

 

We tried to disable the speculated validation function by 
removing the call referencing it. The program produced the valid 
license dialog, confirming that this function was indeed the 
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validation function. However when the program was restarted, 
the program reverted to an evaluation copy. 

5.3 Attacking the Validation Process 
After tracing through the initialization code of the program, we 
realised that the program re-validated the license key upon 
starting, which was stored in plain-text in a file in the user’s 
directory. We added a breakpoint to the validation function and 
the program triggered the breakpoint during initialization. 

 

 
Fig 1.6 Breakpoint at validation function triggered 

 

We decided to locate the call to the validation function during 
initialization, using OllyDbg’s “find all references” feature 
again. We found two references, one of which we recognized to 
be the call instruction for the dialogs which we found earlier. We 
disabled the other reference and restarted the debugging session. 

 

 
Fig 1.7 Call to validation function during initialization 

 

 
Fig 1.8 Disabling the call with NOPs 

 

The result was a success. The copy of Sublime Text 2 started as 
a licensed version. 

 
Fig 1.9 A licensed version of Sublime Text 2, initialled 

by us as proof of our work 

6. EVALUATION 
The protection techniques available do not guarantee protection 
against reverse engineering. Code obfuscation can be easily 
defeated using dynamic analysis as the program has to be present 
in the memory in its unencrypted form while it is running. Also, 

the decryption function can be analyzed when the program starts, 
and used to obtain a permanent unencrypted version of the 
program. Anti-debugger techniques can be defeated by 
ensuring the program does not detect the changes in its execution 
environment when the debugger attaches or through static 
analysis by removing code that attempts to check for a debugger. 
Various methods also exist to defeat code signing, one of which 
involves exploiting vulnerability in the SignedData structure in 
the Windows Portable Executable format. Details of defeating 
these protection techniques however are not within the scope of 
our paper. 
In our case study, we have shown in-practice that reverse 
engineering and cracking software can be accomplished in a few 
steps. From our experience, this is true for a lot of existing 
software; there are no protection mechanisms and defeating trial 
version obtain the full version of these software usually involves 
only changing a few instructions in the program. The software in 
our case study would probably be much harder to crack if it were 
patched with some code to detect OllyDbg when it attached to 
the program and/or written the program to verify whether it has 
been registered with more than just the license key (i.e 
separation of privileges). 
However, not all software are easily cracked. Software of high 
commercial value that are produced by big corporations are 
generally harder to crack as they are protected by a mix of 
protection techniques. 

7. CONCLUSION 
Given enough time, any software can be cracked. Software 
protection is an arms race; as developers come up with more 
techniques to protect their software from reverse engineering and 
cracking, hackers are also constantly coming up with new ways 
to crack specific protection techniques. Thus utilizing protection 
techniques is not really about stopping attackers from reverse 
engineering software. Rather, these techniques are about 
delaying and deterring the attackers from attacking software long 
enough for the software retain its commercial value. 
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ABSTRACT 
In the bid to defend against spam, many website 

administrators have made solving CAPTCHA becoming a routine 

for the Internet users. It is becoming more costly to develop a 

good CAPTCHA to prevent spams. This paper plans to explore 

CAPTCHA, learning features of a good designed CAPTCHA. 
Different types of CAPTCHAs will be introduced. The paper will 

also look at different phases to breaking a text-based CAPTCHA, 

as well as other forms of attack. It will round off with learning 

points from CAPTCHA that are also applicable to our daily lives. 

Categories and Subject Descriptors 
B.6.m [Logic Design]: Miscellaneous; 

C.2.0 [Computer-Communication Networks]: General – 

Security and Protection; 

I.4.6 [Image Processing and Computer Vision]: Segmentation – 
Edge and feature detection, Pixel Classification; 

General Terms 
Algorithm, Design, Performance 

Keywords 
Attack, Bot, Break, CAPTCHA, Machine, OCR, Segmentation, 

Spam, Usability 

1. INTRODUCTION 
Today, web services have been bombarded by spams every 

second. Spams not only hoard precious resources like bandwidth 

and hard disk space, they also cause frustration to companies who 

want to differentiate genuine users from automated bots. There are 
many incentives to spam, which includes advertising, 

manipulating online voting systems, vandalizing or destroying the 

integrity of a website, creating unnatural links to boost search 

engine, accessing private information, as well as spreading 
malicious code [1]. Hence automating spam will speed up the 

process, which is otherwise dull for a human to do. The program 

used to accomplish this is termed as spam bot. 

Completely Automated Public Turing Test to Tell Computers 
and Humans Apart, which is also often known as CAPTCHA, is 

commonly adopted today to combat spam bots. It was first 

developed by Alta Vista in 1997 to filter out automated search in 

its search engine [2]. As the term suggests, CAPTCHA is a kind 
of challenge-response test [3] that generates and grades tests 

which most human can pass, but not current computer programs 

[4]. One of the greatest advantages that humans have over 
machines is the ability to visually recognize patterns [5]. Web 

services that use CAPTCHA include chat rooms, search engines, 

password systems, online polls, account registrations, messaging 

services, free content downloading services and detecting 
phishing attacks [6]. However, CAPTCHA is not foolproof and 

spammers have been on a constant race with developers to break 

their CAPTCHAs. Advances in research areas like computer 

vision, pattern recognition, machine learning, and enhancements 
in Optical Character Recognition (OCR) software have allowed 

increasingly sophisticated attacks to be developed and broke 

CAPTCHAs [1]. This renders CAPTCHA expensive to develop 

and maintain. Furthermore, CAPTCHA also increases load on 
servers and annoys genuine users. 

Hence, other anti-spam bot techniques are being proposed, 

but with varying successes. They use different kinds of concept as 

compare to CAPTCHA to combat spam bot. They are called 
Honeypot, Timestamp and 3rd Party Authentication, which will 

be briefly explored in the following section. The paper does not 

aim prove or disprove any ideas that are proposed by other 

researchers. It also does not intend to propose any ideas. Instead, 
this paper will be introducing different aspects of CAPTCHA and 

picking up learning points to help those who are new to 

CAPTCHA. 

2. OTHER TECHNIQUES 

2.1 Honeypot 
Honeypot is proposed by Phil Haack in 2007 [5]. The main 

feature in Honeypot is an additional dummy input text field that 

could either be visible or hidden to users. In the case that the text 

field is visible, it is usually accompanied by a hint beside it, 

telling user not to enter any text into the text field. Spam bots fill 
up every text field in a form. Like a honeypot, the dummy text 

field entices and tricks spam bots into filling it up too. Rather than 

rendering the source code, spam bots process and interact with 

raw source code [5]. Therefore they would not detect that the field 
is hidden or not supposed to input anything [5]. If the text field is 

filled with some text, the server can hence determine that the 

submission is automated and reject it. To further trick spam bots, 

the server will behave as if the submission is successfully through. 
This is so as not to alert spammers to tweak the algorithm in the 

spam bots and attempt to spam again. Honeypot can be made 

more sophisticated by using JavaScript and data hashing [5]. 

Similar to CAPTCHA, Honeypot can be a nuisance to 
genuine users too. The Auto-Fill Forms feature, which is available 

in most Internet browsers and provides convenience to users when 

filling up online application forms and, does not work with 

Honeypot. It is because Auto-Fill Forms works like a spam bot 
and attempts to fill up every text field. This causes many genuine 

users who use such feature to be classified as a spam bot. Worst 

still, unlike CAPTCHA, they may not be notified of fail 
submission immediately. A simple tweak in algorithm of the spam 

bot will allow the defense of Honeypot to be totally broken down. 
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Nonetheless, Honeypot is much easier and cheaper to develop, 

implement and maintain as compared to CAPTCHA. 

2.2 Timestamp 
Timestamp makes use of current server time to reduce spams. 

There are generally two methods to achieve this: one through the 

usage of cookie, and the other without. 

2.2.1 Cookie Method 
The cookie method involves the usage the jQuery library in 

JavaScript [7]. When the form, which is to be submitted, is loaded, 

the current time of server, called timestamp, will combine with a 
secret word to be generated as a hash [7]. It is then stored as a 

cookie on the user’s browser [7]. There is a hidden text field in the 

form which is used to store the same timestamp [7]. Upon 

submission, the timestamp in the hidden text field will be checked 
against the timestamp in cookie [7]. The form is deemed to be 

submitted by a genuine user if and only if both timestamp matches 

[7]. It is because a spam bot would either be using an old 

timestamp on the form from its previous spam, or it did not 
properly load the form for timestamp to be recorded. This method 

fails if the JavaScript for Internet browser is disabled. Internet 

browsers like Internet Explorer likes to cache the file containing 

timestamp code [7]. Therefore extra coding is needed to ensure 
the file is run every time the form is loaded for timestamp to work 

[7]. 

2.2.2 Non-Cookie Method 
Non-cookie method uses two different timestamps: one when 

the form is loaded, another when the form is submitted. The first 

timestamp is also stored in a hidden text field in the form [8]. It is 
then compared with the second timestamp, which is generated 

when the form is submitted, to ensure there is at least a certain 

pre-defined time difference between them [8]. This means that a 

user or a spam bot can only submit an entry in a certain amount of 
time. The method only aims to reduce spams but not prevent it. 

2.3 Third Party Authentication 
With the rise of social websites, Third Party Authentication 

is becoming a popular method to prevent spam on smaller 

websites. Essentially, the smaller websites push the trouble of 
spam to larger websites which provide such service. Examples of 

larger websites providing such service are Facebook, Google, 

Twitter, Microsoft and LinkedIn. Users are required to login to 

their respective accounts on these popular websites before they 
can submit an entry. This requires spam bot to register an account 

on these popular websites, which have better anti-spam measures, 

before they can spam on smaller websites. On the other hand, 

providing such service allows the larger website to increase their 
exposures to new users. 

However, the fate of these smaller websites is tied together 

with the larger websites. Any collapse in defense against spam bot 

at larger websites might cause smaller websites to be flooded with 
spam too. Also, a spam account could have caused sufficient 

damage before they are banned.  

3. GOOD DESIGN 
A good CAPTCHA has to satisfy three basic properties. The 

tests must be: Easy for humans to pass, easy for a server to 
generate and determine, and difficult for a machine to pass [10].  

This is similar to any good designed security system, which is 

both attack resistant and usable. 

3.1 Breaking Resistance 

Instead of using ‘attack’ term, another term more commonly 

used for CAPTCHA is ‘break’. It is impossible for any 

CAPTCHA to be 100% effective at rejecting spams. A decent 
algorithm will have a certain percentage at correctly solving 

challenge posed by a CAPTCHA. At the same time, it is difficult 

to develop an algorithm that is 100% effective at solving a decent 

designed CAPTCHA. Therefore a CAPTCHA is generally 
considered to be broken if there is an algorithm that has a 

significant percentage of solving it, usually in the region of 20% 

and above. On the other hand, a CAPTCHA is considered to be 

effective if the cost of using a machine to solve a challenge is 
above that of using a human [5]. This is due to the fact that a 

spammer usually spam for economic benefits. By raising the cost 

of breaking a CAPTCHA, it will decrease the motivation of the 

spammer to try to develop an algorithm to break it. Rather than 
concerning about the security system that accompanied 

CAPTCHA, a more serious issue for CAPTCHA is whether it is 

broken. It is because a CAPTCHA that is implemented together 

with a weak security system can be easily solved by improving the 
security, while still maintaining the integrity of the CAPTCHA. 

However the integrity of CAPTCHA is forever lost once it is 

broken, no matter the strength of security system. 

Several design techniques are deployed to make a text-based 
CAPTCHA more resilient to breaking. Different types of 

CAPTCHA will be introduced in Section 4. They are aimed at 

confusing the algorithm of a spam bot, causing it to make wrong 

deduction. This will be further discussed in Section 5. The first 
design technique is to introduce background noise. This includes 

having randomly shaped line joining different text, having dots 

randomly placed on a CAPTCHA, and colorful background and 

text. The second design technique is to distort the text. The 
characters undergo warping, blurring, scaling, rotation, spiraling 

and transparency. Other common design techniques being used 

are overlapping characters, crowding and degrading the pictorial 

quality of the CAPTCHA. Similar to text-based CAPTCHA, 
audio-based CAPTCHA can be made more difficult by 

introducing random background noise, as well as varying the tone 

and manner each word is being pronounced. There is no general 

design technique for an image-based CAPTCHA. 

3.2 Usability 
However, a CAPTCHA that is resilient to breaking usually 

comes at the cost of usability. Usability is a measure of the 

effectiveness, efficiency and satisfaction with which specified 

users can achieve specified goals in a particular environment [6]. 
In the case of CAPTCHA, usability corresponds to the accuracy, 

response time and perceived difficulty respectively [6]. Accuracy 

is a measure of correctness with which users can respond to a 

CAPTCHA challenge without making mistakes [6]. Response 
time is the time taken by a user to react to the CAPTCHA 

challenge [6]. Perceived difficulty is the difficulty observed by the 

users in solving CAPTCHA challenges [6]. Therefore high 

accuracy, low response time and low perceived difficultly are 
desired to make CAPTCHAs usable [6]. 

A CAPTCHA with low breaking resistance but high usability 

is generally favored over one that has high breaking resistance but 

low usability. As shown in Section 3.1, to make a CAPTCHA 
more resilient to breaking, background noise, distortion, 

overlapping, crowding and degradation design techniques are used. 

These will increase the perceived difficulty and confuse users. In 
the end, accuracy and response time are negatively affected. 

Sometimes, users are given multiple attempts to solve the same 

difficult CAPTCHA. But this weakens the design of CAPTCHA 

instead of strengthens it [6]. In view of this, a good CAPTCHA 
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requires a nice balance between breaking resistance and usability. 

At the moment, this can only be done through sampling and 

experimenting as there is no standard answer. 

4. TYPES OF CAPTCHA 
Due to the vagueness of the term CAPTCHA, several 

different types of CAPTCHA are proposed and developed, some 

using techniques significantly different from other. The texts 

being used can either be a dictionary word or a randomly 
generated word. All CAPTCHAs can be generally classified into 

three types: Text-based, image based, and audio based. 

4.1 Text-Based 
Since the introduction of text-based CAPTCHA by Alta 

Vista in 1997, it has undergone several redesigns. It is currently 
the most common type of CAPTCHA due to the numerous 

permutations between different alphabets and numbers into 

different length of text. There are generally three stages of 

development: Early stage, modern stage, and futuristic stage. 

4.1.1 Early Stage 

 
Figure 1: Early Text-Based CAPTCHAs 

Early CAPTCHAs use EZ-Gimpy program to generate and 

display challenges [10]. At the beginning, characters are not 

distorted. This makes it easy to break by first identifying the font 
used, and then compare each character with those of the same font. 

Later on, developers focused more on distorting each character, 

varying font between characters, as well as adding different colors 

to character and background [10]. However such CAPTCHAs 
were still easily broken. It will be further explained in Section 5. 

4.1.2 Modern Stage 

 
Figure 2: Modern Text-Based CAPTCHA 

Modern CAPTCHAs focused less on background noise and 

more on making the individual characters harder to separate [10]. 

This is because developing algorithms to correctly separate each 
character is much harder than developing one to correctly 

recognize characters [1]. Nowadays, one of the most popular 

modern CHAPTCHA used is called reCAPTCHA. It is currently 

owned by Google and is provided free to everyone [11]. The 
reasons for its popularity are due to its strong security and having 

an audio-based CAPTCHA for visually impaired users [11]. It 

proves hard to break due to the need to correctly solve either of 

the two texts, which is not known to user. The texts are taken from 
hardcopy books which even the OCR technology of Google failed 

to recognize. However, there are reports of reCAPTCHA being 

broken [12]. 

4.1.3 Futuristic Stage 
While a static text in CAPTCHA fails to do the job, there are 

developments on making the text animated. It is also sometimes 

called video-based CAPTCHA. Some animated CAPTCHAs 

display text in multiple frames that easily readable by humans 
[10]. They attempt to increase security by spreading the characters 

out over multiple frames, never displaying letters in the same 

frame [10]. Other has every character appearing on the same 

frame, but has individual characters moving about. The correct 
position can be easily recognized by human, but not machine. 

These design techniques make CAPTCHAs more difficult to 

break. However inappropriate usage of design techniques will still 

allow c to break these CAPTCHAs with relative ease. As a result, 
animated CAPTCHAs are rarely used [10]. The recent 

development of HELLOCAPTCHA has reignited interest in 

animated text-based CAPTCHA. It combines fun and appealing 

aesthetic appearance together with CAPTCHA, which is often not 
associated with it [13]. Furthermore, there are many different 

animations available for different challenges. Therefore it is tough 

to develop an algorithm to determine the specific animation and 

solve at the same time. 

4.2 Image-Based 
Instead of asking users to type out correct text, image-based 

CAPTCHA often requires users to choose the correct image out of 

the displayed images. Image-based CAPTCHA provides the best 

user experience among different types of CAPTCHA [10]. Image-
based CAPTCHA can also be implemented in many different 

ways. Some require users to solve image-based puzzles, while 

some may require user to correct the orientation of the image. Size 

of the image is often the main issue as there needs to be a balance 
between usability and security [6]. Large dimension reduces the 

chances of successful blind attacks and improves response time 

due to the visibility [6]. However it causes more strain on precious 

limited resources like bandwidth and server disk space. Image-
Based CAPTCHA can be easily broken if the spammer possesses 

same images, which can then do image comparison. 

4.2.1 2D Image 

 
Figure 3: 2D Image-Based CAPTCHA 

2D image-based CAPTCHA requires server to store a large 

number of pictures so that it can pose more variety of challenge 
for it to be more effective. However, this can be expensive for 

small websites to maintain. Thus usually such CAPTCHA are 

developed and maintained by large websites like Microsoft, which 

developed Assira. 2D image-based CAPTCHA may also face 
issues unrelated to its design. First of which is the legal issue. 

Images obtained might be copyrighted [14]. Such CAPTCHA is 

also prone to being an advertisement tool. Genuine users are often 

turned off by advertisement CAPTCHAs. 

4.2.2 3D Image 
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Recent development in CAPTCHA sees the rise of 3D 

image-based CAPTCHA. Such CAPTCHA is first used by 

Yunti.com, a social website [14]. Three objects are generated 
from a set of 3D object models, and users are to select the 

matching object from a list of objects for each of the three 

displayed objects [14]. A major problem for this CAPTCHA is 

that it is costly to generate a large number of 3D objects for a 
large scale application [14]. 

Juraj Rolko proposed to have 3D image-based CAPTCHA 

that make use of spatial perspective, human imagination and the 

ability to recognize real objects in the context of random graphical 
information [15]. The idea is to make use of 2D basic shapes to 

create a suitable 2D source picture in 3D space. Users are then 

required to turn the challenge close to correct orientation which 

reveals a picture in order to solve it. Machine might have 
difficulty solving it due to its lack of imagination. The main 

advantage of this over Yunti.com CAPTCHA is that new models 

are relatively easy created [15]. 

4.3 Audio-Based 
Audio-based CAPTCHA, which is an alternative CAPTCHA 

for visually impaired users, is seldom developed or used. This is 

due to the difficulty in developing an effective one, solving it, 

internationalize it and time consuming [6]. Attempts at breaking 

the CAPTCHA are usually targeted at the sound waves produced, 
using analysis techniques like Mel-Frequency Cepstral Coefficient, 

Perceptual Linear Prediction (PLP) and Relative Spectral 

Transform-PLP [16]. An audio-based CAPTCHA with more 

collection of words but less background noise is more easily 
broken than one with less collection of words but more 

background noise [16]. A lack of variation in sound at same 

pronunciation makes it easier for machine to analyze and deduce. 

Obviously, audio-based CAPTCHA fails when the user’s 
computer is unable to produce sound. 

5. BREAKING TEXT-BASED CAPTCHA 
There is no standard algorithm to break a text-based 

CAPTCHA. Usually, new algorithms are developed or old 

algorithms are slightly tweaked to solve different CAPTCHAs. It 
is impossible to cover all the algorithms available. In the 

following sections, only those that are more prominent and 

simpler to understand will be introduced. The general steps 

toward solving any problems involve understanding them, 
simplifying them, breaking them into several smaller problems 

and then tackling these smaller problems individually. These steps 

are also applicable to solving any CAPTCHAs. A set of 

algorithms for solving CAPTCHA involves three phases: Pre-
processing, segmentation and character recognition. 

5.1 Pre-Processing 
The main motive of pre-processing phase is to understand 

and simplify CAPTCHA. As seen on Figure 1 and Figure 2, a text 

challenge is usually accompanied by lots of other background 
noise. One such noise is the usage of different colors to generate a 

challenge. However it can be easily defeated by a technique called 

binarization [17]. The next step is to clean up other noises like 

dots and lines. There are different algorithms to remove the 
remaining noises. One such algorithm is called erosion and 

dilation [1]. There is another algorithm which removes a set of 

pixels through pixel counts [17]. 

5.1.1 Binarization 
The image of CAPTCHA is first converted into grayscale 

before undergoing binarization [6]. Then according to the 

intensity of grayscale, where black has a value of 0 and white has 

a value of 255, the pixel will be given a value of 0 or 1, 

representing black and white respectively [17]. This attempts 
separate text from background [17]. However, some background 

noise might still be in the mixture together with text. Due to this 

technique, reCAPTCHA, which uses only white and black color, 

is almost as effective as other CAPTCHAs, which use multiple 
colors. This technique will fail to work if the CAPTCHA uses 

color scheme that has roughly same intensity or has different 

characters in vastly different intensity when converted to 

grayscale. 

5.1.2 Erosion and Dilation 
In this algorithm, the image is enlarged before undergoing 

several rounds of erosion, and then dilation [1]. Erosion causes the 

border of a set of pixels to be irreversibly removed by one pixel at 

a time [1]. On the other hand, dilation will increase the border size 

by one pixel each time [1]. These techniques are not the reverse 
process of each other as small set of pixels that is removed 

completely in erosion will not appear again after dilation [1]. 

Hence small sets of pixels, which are deemed as noise, are 

removed. However such algorithm might not work on 
reCAPTCHA as punctuation marks are used in challenges too. It 

will also not work on CAPTCHAs that use overlapping or thick 

line to connect every character together. 

5.1.3 Pixel Count 
If a set of pixels is below a certain count, it is more likely to 

be small line or dot. Conversely, if a set of pixels is more than a 

certain height or width, it will be classified as a long line of noise. 

Similar to the erosion and dilation algorithm, it does not work on 

reCAPTCHA and can be easily defeated by overlapping or using a 

line to connect every character together. 

5.2 Segmentation 
The aim here is to break down image into several blocks, 

each containing exactly one character. As mentioned earlier in 

Section 4.1.2, segmentation constitutes a higher weightage than 

character recognition in breaking a CAPTCHA. It is because there 
are many ways to place characters in a challenge, while there are 

some fixed patterns in recognizing a character. The main 

technique to separate characters is to look for a break between 

each character. Although this may sounds easy, the problem here 
is to correctly draw that line for cleaving. Segmentation is 

considered to be failed if the line cleaves a character into parts, or 

different number of characters coexists together in one block. 

Segmentation can be made more challenging by crowding, 
overlapping, as well as having a line to join characters together. 

Many algorithms have been proposed and developed for 

segmentation. However, a good segmentation algorithm is usually 

complicated and time consuming. The following subsections will 
describe a few segmentation algorithms. 

5.2.1 Vertical Cuts 
This is the simplest segmentation and only works on early 

CAPTCHAs. It simply means drawing a perpendicular line across 

the text image. The machine has to first determine the position of 

each character. A simple CAPTCHA will have length of character 
fixed and the location of each character roughly fixed. For more 

advanced ones, it can be done by finding the points with highest 

differences in intensity [18]. Next, the mean and standard 
deviation of the changes in intensity are calculated [18]. A vertical 

cut is then made at places where standard deviation is higher than 

the mean or at the region’s median where there is a continuous 

high difference [18]. 
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5.2.2 Weighted k-means 
For each pixel, the distance to the centroid is defined as a 

weighted combination of the Euclidean distance between the 

respective colors, and the Euclidean distance between the 

geometric locations of the pixels within the text image [18]. By 
adjusting the weight of the two components, a balance could be 

struck and pixels that are of a similar color and location can then 

be clustered together [18]. 

5.2.3 Snake 
The algorithm behaves like the movement of a snake. Lines 

will then begin to draw downward from every topmost pixel [4]. 
The main rule is to avoid cut characters and reach the bottommost 

pixel as fast as possible [4]. The priority of direction at which the 

lines will be is down, right, left, and finally up [4]. This algorithm 

can effectively segment CAPTCHA that does not use overlapping 
or using line to join characters. However, it is very inefficient [4]. 

5.2.4 Middle-Axis Point Separation 

 
Figure 4: Middle-Axis Point Separation 

The main target is to break CAPTCHA that uses line to join 

characters together. The first step is to determine the number of 

characters in a challenge through getting the average number of 
characters in the CAPTCHA [19]. Next, an appropriate number of 

lines are drawn both from the bottom and the top [19]. These lines 

will move exactly into the middle of white spaces that exist either 

between or within characters [19], as shown as red lines in Figure 
4. An ideal cutting line is one in which the orientation of a top line 

and bottom are both vertical, and their x-axis positions are similar. 

5.3 Character Recognition 
The final step to breaking text-based CAPTCHA is to 

correctly deduce the characters. Due to advances in OCR 
technology, this task is made much simpler. There are four simple 

and common features used to identify a character. 

5.3.1 Pixel Count 
Other than pre-processing phase, pixel count technique can 

also be used in character recognition. First, the average number 

and standard deviation of pixel count for every character used in a 
CAPTCHA is calculated. It is then compared with the number of 

pixels in a block to roughly determine the character. This is 

because some characters have similar pixel count. However pixel 

count can be easily defeated if the same character is scaled. There 
is also an important assumption that there is no background noise 

in each block. 

5.3.2 Hole Count 
Characters like a, b, d, e, g, o, p and q has a hole, while other 

does not have. No matter how much a character is distorted, this 

feature will remain there. Despite this, the feature does not have 
much use as it does not narrow down the range of characters by 

much. Furthermore, a random background noise like a line cutting 

across the character can cause an extra hole to be created. 

5.3.3 Height 
When in small letters, characters like t, k and l are taller than 

characters like o, u and e. Similar to hole count, this does not 
narrow down the range of characters by much. Error to height can 

also be introduced due to distortion. 

5.3.4 X-Axis Projection 

Pixels of characters are horizontally projected onto x-axis 

and stack on top of one another. This forms a wave on the graph. 

Different characters will have different wave shape, which can 
then be compared to pre-collected data to roughly deduce the 

characters. Both background noise and character distortion can 

affect the shape of a wave. 

6. OTHER FORMS OF ATTACK 

6.1 Dictionary Attack 
Dictionary attack can be carried out if a text-based 

CAPTCHA uses dictionary words for its text. It is often used 

when some characters in a text are solved and the remaining ones 

are difficult to solve. The machine would then make an intelligent 

guess at the word. This means that the larger collection of words 
that a CAPTCHA use, the less it is successful to dictionary attack. 

It also means that a weakly designed CAPTCHA is more prone to 

dictionary attack because more characters would have been 

successful solved, making the chances of a correct guess higher. 

6.2 Averaging Attack 

 
Figure 5: Averaging Attack 

Averaging is a common technique used in physics to reduce 

noise in input data [3]. It can also be used in solving text-based 

CAPTCHA by reducing the amount distortion in each character to 
make it more recognizable by OCR technology [3]. This attack 

will fail if the text in a challenge is so severely distorted that OCR 

technology is unable to recognize. 

6.3 Replay Attack 
A CAPTCHA can be prone to replay attack if the system is 

carelessly implemented. Replay attack in CAPTCHA means that a 

challenge is allowed multiple attempts to solve. A new and unique 

session ID is often generated when the system poses a new 

challenge. Replay attack happens when a session ID is not 
destroyed every time a challenge is successfully solved [20]. The 

spammer could then obtain the session ID of a known challenge 

through a script [20]. Therefore before the session ID expires, 

spam bots can keep reusing the same session ID and enter the 
same correct answer to bypass the CAPTCHA. 

6.4 Relay Attack 
Relay attack is a type of man-in-the-middle attack. Here, a 

genuine user or spam bot will send the challenge that he needs to 

solve to another human living somewhere in the world. The 
human is paid very little to help the sender solve the challenge. 

One such service is called Death by CAPTCHA, which offers 

USD1.39 for every 1000 challenges solved [21]. At such a low 

price, richer spammers might engage these services. 

6.5 Insecure Hash Implementation 
Some servers pass an MD5 hash of the CAPTCHA solution 

to the user’s computer to validate the CAPTCHA entered [20]. 

However, the solution to a typical CAPTCHA is quite short. This 

means that spammers can easily brute force the MD5 hash to 
obtain the correct answer [20].  

7. LEARNING POINTS 
From the whole concept of CAPTCHA, there are a few 

lessons that one can learn. First of all, do not over-complicate a 

solution. As shown by reCAPTCHA, even though its design is 
simple, it is still recognized as one of the hardest CAPTCHAs to 
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break. Adding lots of color scheme only provide a little extra 

protection to the CAPTCHA, while causes a lot more frustration 

for a user. A simple solution of adding a line across characters 
renders the CAPTCHA to be much more difficult to break. 

Second, there is always another solution to solve a problem. 

Other than CAPTCHA, there are other techniques like Honeypot, 

Timestamp and Third Party Authentication to prevent spams. In 
the case of CAPTCHA, earlier versions focused on making 

characters unrecognizable by machine. Later versions focused on 

making individual characters harder to separate, which is much 

more effective. CAPTCHA is not only limited to be text-based. It 
can also be implemented as an image and audio base. 

Finally, every detail of a CAPTCHA system is important to 

prevent spams. A CAPTCHA can have a good design but is 

carelessly implemented. Therefore by using replay attack or 
targeting MD5 hashes, spams are still able to leak through. 

8. CONCLUSION 
With OCR technology constantly improving, developers for 

CAPTCHAs have to be on their toes to constantly coming out 

with better designed CAPTCHA. Text-based CAPTCHA seems to 
be reaching its full potential soon. The new direction for 

CAPTCHA is currently 3D image-based CAPTCHA. Although 

CAPTCHA is currently graded as the best defense against spams, 

it is hoped that future development to spam prevention can 
gradually move away from CAPTCHA, to one that minimizes 

inconveniences to genuine users. 
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ABSTRACT 

This paper will first discuss the different vulnerabilities faced by 

different components of a web application program. It will then 

explore ways in which testing can be done to detect these 

vulnerabilities. 
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1. INTRODUCTION 
Most programs, no matter how different, have vulnerabilities that 

could be exploited by hackers and use it for certain purposes that 

these hackers have in mind. Therefore, it is crucial to know more 

about these vulnerabilities that could be exploited by testing these 

programs. Since there might be many vulnerabilities with different 

types of program system in the world, this paper will focus only 

on introducing the current top vulnerabilities faced by web server 

applications and the database applications and also ways in which 

these vulnerabilities can be tested in a program system. 

2. Web Application Vulnerabilities 
This section will cover these top five attacks and also discusses 

about how to test programs for these vulnerabilities. 

2.1 Remote Code Execution 
This vulnerability is due to coding errors which allow the attacker 

to gain full access to a  website  and its resources on a vulnerable 

web server.  

 An example can be seen in Google Chrome browser that could be 

exploited outside Chrome Sandbox when it loads its library with a 

file called pkcs11.txt as follows: 

library=\\www.binaryplanting.com\demo\chrome_pkcs11Planting\

malicious.lib 

The path above belong to a remote shared folder and the .lib 

extension makes it harder to block in firewall. 

The Chrome Sandbox in this case does not provide protection 

since the entire process of loading the library from the file is done 

by Chrome.exe. 

Another example is XMLRPC vulnerabilities in PHP. XML-RPC 

is a specification and a set of implementations that allow software 

running on disparate operating systems and in different 

environments to make procedure calls over the Internet[2].   

XML-RPC uses HTTP for its transport protocol and XML for 

data encoding. several XML-RPC PHP implementations pass 

unsanitized user input to the eval() function within the XML-RPC 

server. An attacker with the ability to upload a crafted XML file 

could insert PHP code that would then be executed by the Web 

application that is using the vulnerable XML-RPC code as shown 

below[2]: 

 <?xml version="1.0"?> <methodCall> 

<methodName>test.method</methodName>  <params> 

  <param>   <value><name>','')); 

phpinfo(); exit;/*</name></value>   </param> 

 </params> </methodCall> 

where phpinfo() can be a malicious function. 

2.2 Session and Session ID 
When logging into an application, user will be issued with a 

session ID which will expire at the end of a session. The identifier 

is used for every request with the associated data made by the 

user. Often, inadequate protection of session IDs allows attackers 

to get hold of the information associated with the session IDs to 

bypass the authentication and assume the user identity.  

2.3 SQL Injection 
Without checking user input of unnecessary special characters or 

validate information in a web request, the program is prone to a 

SQL injection attack that will take advantage of these 

vulnerabilities to extract or alter information from the database. 

This will result in unauthorized access to data, bypassing 

authentication and the closing of a database. 

2.4 Cross Site Scripting(XSS) 
XSS consists of two types: stored XSS and reflected XSS. For 

stored XSS, the hacker is able to insert a script into the database 

of a web application. The script “hides” inside the database and 

will run on the website whenever the database is queried. For 

reflected XSS, the hacker is either able to send a script to the 

database and use that script to get what he wants or he/she is able 

to send email containing a script to a victim in which the victim 

clicks on it and the script is sent to the web application and 

anything that is executed by the script is reflected back to the 

victim. 

2.5 Authentication 
This concerns weak authentication systems such as allowing weak 

passwords or weak security test for lost passwords that fails to 

authenticate the acutal user and allows hacker to take advantage of 

it by impersonating the actual user. 

 

2.6 Denial of Service 
Denial of service attacks usually involve attacks that consume a 

large amount of network bandwidth and causing a slowdown in 

the web application performance or a collapse of the whole 

website. An example of this is constantly sending repeated 

requests to a single URL from one or more sources. 
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2.7 Error Handling 
By keying abnormal data to a server, a hacker is able to gather 

much information about the server. Information such as 

directories or hidden files in which errors are not properly 

handled, might be revealed to the attacker to advance a further 

attack. This can be seen in the example when an incorrect 

command is entered and the error message reveals information 

specific to the error generated like “username correct, password 

incorrect”. This will give hacker less time to hack a system.  

2.8 Storage 
Logs and other sensitive files that store sensitive information such 

as session IDs or hash/encrypted password on web server or back-

end database can enable hackers to retrieve these information and 

perform attacks on the user or the web site. 

3. Testing Vulnerabilities of Web Application 
In this section, this paper will look at the different types of testing 

techniques that can be done to the some vulnerabilities listed 

above. 

3.1 Black Box Testing 
Black-box testing tests the functions of an application in which 

the internal workings of the program being tested is not known to 

the tester. The tester only knows of that the program will be able 

to generate a certain output, but without knowing how the output 

is generated. This method of test can be applied to all levels of 

software testing: unit, integration, system and acceptance[5]. 

 

To construct the test cases, specifications and requirements are 

needed. These tests can be functional or non-functional, though 

usually functional. Valid and invalid inputs are selected and 

correct outputs are determined by the tester.  

There are several black-box test techniques as shown below: 

    Decision table testing 

    All-pairs testing 

    State transition tables 

    Equivalence partitioning 

    Boundary value analysis 

3.2 Fuzzy Testing 
Fuzz testing is a testing technique that involves providing invalid, 

unexpected, or random data to the inputs of a computer program. 

It is usually automated or semi-automated. Exceptions such as 

computer crashes, code errors or memory leaks are then 

monitored in the program. 

 

This testing technique can only identify programs that can handle 

exception without crashing and also detect which part of the 

program will get special attention, in the form of a code audit, 

application of static analysis, or partial rewrites. Assertion failures 

and memory leaks (when used with a memory debugger) are also 

detected by fuzzy test to prevent vulnerabilities associated with 

attacks concerning memory safety. Also, fuzzy testing is used for 

testing error-handling routines and can eliminate error handling 

vulnerabilities of web server application systems. 

 

Fuzzing can also find some types of "correctness" bugs. For 

example, it can be used to find incorrect-serialization bugs by 

complaining whenever a program's serializer emits something that 

the same program's parser rejects.[7] It can also find unintentional 

differences between two versions of a program[8] or between two 

implementations of the same specification.[9] 

Fuzzy Testing of programs has two types:. Mutation-based and 

generation-based. Mutation-based testing modify existing data 

samples to create test data while generation-based testing define 

new test data based on models of the input.[9] 

 

A powerful tool of fuzzy testing to detect vulnerabilities in 

command line applications, network protocols and applications 

with GUI is send random bits to the program in the form of 

randomly modified protocol packets, command line options or as 

events. Modifying existing input by randomly changing bits or 

moving files in blocks around is also another common way of  

easy fuzzy testing. However, detailed understanding of the format 

or protocol of the program being tested yields the most success 

with fuzzy testing. 

 

A specification can provide this kind of understanding. Fuzzy 

testing with specifications involves a tool into which the whole 

array of specifications is written, and walking through the 

specifications and adding anomalies in the data contents, 

structures, messages, and sequences by using model-based test 

generation techniques. By using a tool like Sequitur, test cases can 

be created or can be modified using test suits or real-life 

examples. This will allow fuzzy testing to focus on invalid or 

valid input, with the triggering of the deepest error cases with 

mostly valid input. 

 

Fuzz testing can be combined with other testing techniques. 

White-box fuzzing uses symbolic execution and constraint 

solving.[10] Evolutionary fuzzing leverages feedback from code 

coverage,[11] effectively automating the approach of exploratory 

testing. 

 

Fuzzy testing may find bugs that are exploitable and server 

vulnerabilities of the program. A major advantage over other 

testing techniques that often rely on artificial fault conditions that 

are difficult or impossible to exploit[12]. 

 

Fuzz testing enhances software security and software safety 

because it often finds odd oversights and defects which human 

testers would fail to find, and even careful human test designers 

would fail to create tests for[12]. 

3.3 Stress Testing 
Stress testing is a test that put a greater emphasis on robustness 

availability, and error handling under a heavy load instead of on 

appropriate behavior under normal circumstances[13]. In 

conditions of insufficient computational resources like disk space 

or memory, unusually high concurrency or denial of service 

attacks, Stress testing ensures that the software crashing does not 

take place. 
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3.4 Web Application Security Scanner 
A web application security scanner is program which 

communicates with a web application through the web front-end 

in order to identify potential security vulnerabilities in the web 

application and architectural weaknesses. By performing a black 

box test, web application scanners detect vulnerabilities by 

actually performing attacks. 

The range of automated functions in a web application security 

scanner that aims to discover vulnerabilities may include the 

detection of some if not all of the vulnerabilities discussed above. 

In a copyrighted report published in March 2012 by security 

vendor Cenzic, the most common application vulnerabilities in 

recently tested applications include[14]: 

Cross Site Scripting, 37% 

    SQL Injection, 16% 

    Path Disclosure, 5% 

    Denial of Service, 5% 

    Code Execution, 4% 

    Memory Corruption, 4% 

    Cross Site Request Forgery, 4% 

    Information Disclosure, 3% 

    Arbitrary File, 3% 

    Local File Include, 2% 

    Remote File Include, 1% 

    Overflow 1% 

    Other, 15% 

 

3.5 White Box Testing 
White Box testing, as opposed to black box testing, tests internal 

workings of a program. Test cases are designed by viewing the 

program system internally. It is assumed that an attacker has 

complete knowledge of the program. Although this method is able 

to detect many errors or problems, it might not be able to uncover 

missing requirements or unimplemented parts of the specification. 

 

White-box test design techniques include: 

    Control flow testing 

    Data flow testing 

    Branch testing 

    Path testing 

    Statement Coverage 

    Decision Coverage 

 

3.6 Grey Box Testing 
Gray Box testing or translucent testing, is a mixture of black box 

testing and white box testing. The aim of this testing is to search 

for defects due to improper structure or usage of applications.  

A gray box tester is partially aware of its internal working of a 

program such as access to internal structures or algorithms for 

defining the test cases. An detailed external description of the 

program is needed by gray box testers for defining test cases.  

Gray-box testing techniques are: 

    Matrix Testing: states the status report of the project. 

    Regression testing: it implies rerunning of the test cases if new 

changes are made. 

    Pattern Testing: verify the good application for its design or 

architecture and patterns. 

    Orthogonal array testing: used as subset of all possible 

combination[15]. 

    Intelligent Test Authoring: Gray-box tester handles intelligent 

test scenario, for example, data type handling, communication 

protocol, exception handling. 

    Unbiased Testing: In spite of all above advantages and 

functionalities, Gray-box testing maintains boundary for testing 

between tester and developer[16]. 

 

Gray box testing, which is available in Web Services Definition 

Language (WSDL), is more efficient to use than white-box or 

black box testing for web application as it does not need to have 

prior knowledge of the source code or binaries of the program and 

also black box testing is unavailable due to fair contract between 

customer and developer. 
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ABSTRACT 

In this paper, we introduce watermarking techniques used for 

copyright protection on images and discuss the motivation for 

image authentication strategies in the field of photography. An 

overview of the system involving these strategies, watermarked 

images, clients, the Internet and 3rd parties is provided. These 

strategies are explored and evaluated on their strengths and 

vulnerabilities to various attacks, and subsequently their fitness in 

the scope of copyright protection. These aspects are analyzed and 

some suggestions for improvements for watermarking strategies 

are provided. In addition, we wrote a program1 that utilizes these 

techniques. Finally, we conclude with possible suggestions for 

improvements.   

General Terms 

Algorithms, Security 

Keywords 

Copyright Protection, Robust Watermarking, Watermark Security. 

1. INTRODUCTION 
In this current age, digital information and data are easily 

transmitted over the Internet. In addition, availability and 

efficiency of modern computer systems have made digital media 

in demand. This spurred many individuals to rely on websites to 

publish their photographs digitally, whether for commercial or 

personal purposes. There have been copyright laws erected to 

prevent such works from being stolen. However, easy access to 

Internet means opportunities to pirate copyrighted photographs. 

Ever since the inception of watermark technologies, there has 

been an increase in application of digital watermarking in 

                                                                 

1 http://comp.nus.edu.sg/~ljydavid/water_app 

photographs to give proof of ownership. 

2. MOTIVATION 
Inevitably, cutting edge watermark attacks have been developed 

over the years. Hence, research for stronger and more robust 

watermarking techniques are constantly in demand to maintain 

authenticity and preserve ownership of copyrighted photographs. 

3. DEFINITIONS 

3.1 Robustness 
Robustness is a property of watermarks.  A robust watermark 

withstands a wide variety of attacks.  An attack tries to make the 

watermark disappear. 

3.2 Imperceptibility 
Imperceptibility is a property of watermarks.  Imperceptible 

watermarks are invisible to the human visual system. 

3.3 Domain 

 

Figure 1: Domains 

Signals can be represented in different domains.  Signals can be 

converted from the time or space domain to the frequency domain 

through transforms.  The discrete cosine transform is one such 

transform. 

3.4 Discrete Cosine Transform 

 

Figure 2: Domain transform via DCT 

 

Permission to make digital or hard copies of all or part of this work for 

personal or classroom use is granted without fee provided that copies are 

not made or distributed for profit or commercial advantage and that 

copies bear this notice and the full citation on the first page. To copy 

otherwise, or republish, to post on servers or to redistribute to lists, 

requires prior specific permission and/or a fee. 
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There are eight types of discrete cosine transform.  Only the type-

II discrete cosine transform is used in this paper.  Other types will 

not be used. 

An image is converted to its frequency domain representation by 

passing it through the discrete cosine transform (DCT). 

We will not delve into the mathematics behind the discrete cosine 

transform.  The mathematics is shown below. 

 

 

 

 

3.5 Embedding and Extracting 
Embedding is the process of merging a watermark with an image.  

Extracting involves the processes of detecting, identifying and 

removing the watermark from a watermarked image. 

3.6 Symbols and Acronyms 
K: Key.  Used in embedding and extracting a watermark. 

W: Watermark 

I: Host image.  Figure 3 in section 4 shows how the host image 

gets turned into a watermarked image. 

I’: Watermarked image 

DCT: Discrete cosine transform (type II) 

dct{I}: The discrete cosine transform of the host image, I. 

dct-1{I}: The inverse discrete cosine transform of the host image, I. 

LSB: Least Significant Bit 

4. AUTHENTICATION STRATEGIES 

USED FOR IMAGES 

 

Figure 3: General Watermarking Structure 

Figure 3 shows a general watermarking strategy, where W is 

embedded in I to produce I’ based on a private K. Information in 

the form of a W is being embedded in I to preserve the 

authenticity of I’. There are various watermarking strategies and 

can be classified under robust and fragile. In the context of 

copyright protection, the watermarking strategy should be robust. 

I’ should be able to sustain a reasonable amount of attacks but 

still retain sufficient information to identify W upon extraction on 

an attacked I’. 

Table 1: Classification of watermarking strategies 

Spatial Domain Watermarking 

Strategies 

Frequency Domain 

Watermarking Strategies 

LSB Watermarking DCT Watermarking 

 DWT Watermarking 

 DFT Watermarking 

Table 1 shows robust watermarking strategies involving spatial 

and frequency domains. We shall explore LSB Watermarking and 

DCT Watermarking in Section 5 and 6. 

5. LSB WATERMARKING 
An image is made up of pixels.  The color of each pixel is 

governed by bits.  LSB watermarking embeds the bits of a 

watermark in the LSB of the pixels in a host image.   

Observe how little information the LSB of pixels contributes to an 

image in Figure 4 (bit plane 0 is the LSB plane).  Altering the 

LSB of pixels will not change the image perceptibly. 

 

Figure 4: Bit planes in a grayscale image 

Section 5.1 outlines the steps involved in LSB watermarking. 

5.1 Algorithms 
Embedding a Watermark 

Step 1. Read in the watermark and host image. 

Step 2. Convert the watermark into a stream of bits. 

Step 3. Ensure that the host image is large enough to store the 

stream of bits. 

Step 4. Traverse the pixels of the host image pseudo-randomly.  

For each pixel, set its LSB to that of the watermark’s.  Stop when 

all the bits of the watermark have been embedded in the host 

image. 

Step 5. Generate key. The key holds knowledge of which pixels 

have watermark information. Since the coordinates of the pixel 

were generated pseudo-randomly, it follows that the key has also 

been generated pseudo-randomly.  The key is secret.  

Extracting a Watermark 

Step 1. Read in the key and the watermarked image. 
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Step 2. Traverse the pixels in the watermarked image in an order 

dictated by the key. For each pixel, read its LSB. Gather the 

LSB’s to form a stream of bits. 

Step 3. Obtain the watermark from this stream of bits. 

6. DCT WATERMARKING 
DCT watermarking embeds a watermark in the frequency domain 

of a host image.  This is unlike LSB watermarking (Section 5) 

which embeds a watermark in the spatial domain of a host image.  

Section 6.1 explains DCT watermarking by running through the 

steps involved in DCT watermarking. 

Section 6.1 is based on an algorithm proposed by Koch and Zhao 

in 1995 [2-3]. 

6.1 Algorithms 
Embedding a Watermark 

 

Figure 5: Embedding of DCT Watermark 

Step 1. Read in the watermark.  Read in the host image, I. 

Step 2. Apply DCT on I to obtain dct{I}.  dct{I} is an r x c matrix.  

r and c are the number of rows and columns of pixels in the host 

image respectively.  Note that the elements in dct{I} do not 

correspond with I’s pixels.  Rather, the elements in dct{I} carry 

the frequency information of the entire host image. 

Step 3. Convert the watermark into a stream of bits. 

Step 4. Ensure that the host image is large enough to store the 

stream of bits. 

Step 5. Designate blocks in the host image.  A block is a b x b 

matrix.  Conventionally, b = 8.  The number of blocks to 

designate is equal to the number of bits in the watermark’s bit 

stream.  Blocks in the host image must not overlap each other.  

Blocks are designated pseudo-randomly. 

Step 6. Traverse the blocks.  For each block, embed one bit from 

the watermark’s bit stream.   

To do this in a block, pick two elements in that block, A and B.  

To embed a bit of 1, make A > B.  If it turns out that B > A, then 

swap A with B.  In the event that B = A, increase A.  In the event 

that A > B, do nothing.  To embed a bit of 0, just do the 

“opposite”.  That is, make A < B. 

Stop when all the bits of the watermark have been embedded.  We 

now have dct{I’}. 

Step 7. Apply inverse DCT on dct{I’} to obtain the watermarked 

image, I’. 

Step 8. Generate key.  The key holds the knowledge of the blocks’ 

positions.  Also, the key holds the knowledge of the order in 

which to read the blocks during extraction.  Since the blocks’ 

positions and order were generated pseudo-randomly, it follows 

that the key has also been generated pseudo-randomly.  The key is 

secret. 

 

Extracting a Watermark 

 

Figure 6: Extraction of DCT Watermark 

Step 1. Read in the watermarked image, I’. 

Step 2. Apply DCT on I’ to obtain dct{I’}. 

Step 3. Locate blocks in I’ in the order dictated by the key.  For 

each block, extract the watermark bit that is encoded.  Gather 

these bits to form a stream of bits. 

Step 4. Obtain the watermark from this stream of bits. 

7. EXAMPLES OF SYSTEMS 
Figure 7 (below) depicts how a watermark might function in a 

system made up of different parties. 

 

Figure 7: Multiple parties in a watermarking system 

Benchmarking is required to access the appropriateness of a given 

watermarking strategy according to its purpose. StirMark serves 

as an excellent tool for measuring the robustness of watermarking 

algorithms. CERTIMARK [4] aims to provide an international 

certification for certified watermarking algorithms. 

8. ASSESS STRATEGIES FOR FITNESS 
Our thanks to ACM SIGCHI for allowing us to modify templates 

they had developed. 
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8.1 Attacks 
Robust watermarking strategies in the field of copyright 

protection are susceptible to certain types of attacks. Such attacks 

come in the form of unauthorized removal of watermarks as well 

as avoiding detection and extraction of watermarks. These attacks 

can come in the form of rotation, scaling, translation and 

reflection. It should be noted that the possible suggestions against 

such attacks are discussed in Section 9. 

8.1.1 Ambiguity Attacks 
Ambiguity attacks create an appearance that a watermark has been 

embedded in a distributed watermarked work I’. Given a 

distributed work, an attacker can try to find a fake original If and a 

fake watermark Wf such that Wf is detectable in I’. It is unclear 

who owns I’. Craver et. al. [5] first introduced an ambiguity 

attack, called an inversion attack. Such an attack is possible 

because the watermarking scheme is considered invertible. 

8.1.2 Mosïac Attack 
A mosïac attack breaks up an image into multiple small images in 

the form of html to render it undetectable by software searching 

the Internet for unauthorised work. The image can be 

reconstructed by the browser. The watermark is unreadable when 

the dimensions of an image is small (typically below 100 x 100 

pixels). This is due to the difficulties of watermarking strategies 

for embedding strong watermarks in images of low dimensions. 

 

Figure 8: Mosïac attack 

8.1.3 Synchronization Attacks 
Many watermarking strategies are sensitive to a synchronization 

attack. The watermark signal is masked by disturbing the 

synchronization. As a result, a synchronization attack prevents 

extraction of watermark within a still watermarked image. Figure 

8 [7] shows an exaggerated graphic representation of the effects 

on an image after distortion applied to still images. The first grid 

represents the watermarked image; the other grids show the effect 

of bending and randomization. The black image refers to the 

watermark image. 

 

Figure 9: Synchronization Attack 

Some examples of a simple synchronization attack include 

rotation, scaling and translation. Complex distortions include 

horizontal reflection, column or line removal. 

8.1.4 Compression 
Compression reduces redundancy and irrelevance in an image 

with the aim of storing or transmitting the image efficiently 

JPEG lossy compression is a common example of image 

compression.  This compression removes the imperceptible, 

higher frequency components. [8].  This reduces image size while 

keeping the visual outlook of the image closely intact.  Figure 10 

shows that the difference between an uncompressed image 

(100%), a partially compressed image (20%), and a fully 

compressed image (0%). 

 

Figure 10: Compression attack 

8.1.5 Filtering 
Filtering is an umbrella term for techniques that apply an effect on 

an image. Examples of filtering include sharpening, blurring, 

adjusting the brightness, adjusting the contrast, and embossing. 

Both spatial domain and frequency domain water marking 

techniques are vulnerable to filtering. 

Let us see how blurring can destroy a watermark embedded using 

LSB watermarking. In blurring, each pixel has its value(s) 

changed according to the value(s) of its neighbours.  See the 

equation below for an example of a blurring function. When a 

pixel’s value changes, its LSB may change (see Figure 11). 

 

 

Figure 11: Blurring attack 

8.1.6 Scaling 
Scaling is the process of resizing an image.  There are different 

scaling algorithms (AdvMAME, Sal, Eagle, etc.). Different 

scaling algorithms have different effects on watermarks. 

Recall that keys store information that is used in the extraction 

process. When an image is scaled, its dimensions change. 

However, the key and extraction process are not aware of this 

change in dimensions. That is, the key is still stores information 

that tallies with the original image.  Similarly, the extraction 

algorithm is not adjusted. Thus, the wrong areas will be targeted 

during extraction. A remapping of the key to account for the 

scaling can salvage the watermark in an image that has been 

scaled. 
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Scaling can also damage a watermark through the deleting of 

pixels. When an image is scaled down, pixels have to be deleted. 

Deleted pixels cannot be restored merely by scaling up.  Thus, the 

information contained within these pixels is lost. 

Watermarks embedded in the spatial domain are more vulnerable 

to scaling attacks than watermarks embedded in the frequency 

domain. 

8.1.7 Cropping 
Cropping is the process of removing the areas of an image (see 

Figure 12). 

 

Figure 12: Cropping 

Cropping a watermarked image can remove areas that carry 

watermark information. Watermarks embedded in the spatial 

domain are more vulnerable to cropping attacks than watermarks 

embedded in the frequency domain. Figure 13 shows how 

watermark information in the spatial domain can be destroyed. 

 

Figure 13: Effect of cropping 

8.2 Strengths of LSB Watermarking 
LSB watermarking is relatively fast and simple. 

LSB watermarking is able to embed a large volume of 

information.  A pixel in a color JPEG image has a depth of 3.  

Each depth corresponds to one primary color (R, G, B).  Each 

depth value of a pixel has a LSB. Thus, there are 3 LSB planes to 

embed information into (see Figure 14)  If one LSB can carry one 

bit of information, then a R×C color JPEG image can carry 3*R*C 

bits of information using all its LSB’s. 

 

Figure 14: Bit planes in a colored image 

8.3 Vulnerabilities of LSB Watermarking 
LSB watermarking is a spatial domain watermarking technique. 

Watermarks embedded in the spatial domain are less robust than 

watermarks embedded in the frequency domain. [9-10] 

A huge variety of attacks alter values in the spatial domain. JPEG 

lossy compression is one such attack. There are variants of JPEG 

lossy compression that overwrite a large proportion of LSBs with 

0. It is unfortunate that many applications demand that JPEG 

images be lossy compressed before processing them (e.g. 

MSPaint, Windows Photo Viewer).  LSB watermarking should 

not be performed on JPEG images. 

Since altering LSB’s do not change an image perceptibly, an 

attacker may be able remove an LSB watermark without 

diminishing the image quality by zeroing the entire LSB plane. 

 LSB watermarking changes the host image imperceptibly. 

8.4 Strengths of DCT Watermarking 

 

Figure 15: 2D graphs of dct{I} 

 

Figure 16: 3D graphs of dct{I} 

Each square in figure 15 represents an element of dct{I}. Recall 

that dct{I} is a 2-dimensional matrix (Section 6.1, Step 2).  The 

colors indicate the magnitude of each element.  Red elements have 

the greatest magnitude, followed by orange, then yellow, then 

green, and lastly blue. In figure 16, the magnitudes are also 

depicted by the contour of the field.  The taller a peak, the greater 

the magnitude of the corresponding element. 

Observe that the distribution of peaks in figure 16 is 

unpredictable.  This unpredictability helps camouflage the 

changes caused by DCT watermarking.  If the landscape were 

predictable (imagine a gently sloping hill), then the changes 

caused by DCT watermarking would stick out like a sore thumb.  

Thus, the presence of a DCT watermark is hard to detect. 
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DCT watermarking embeds a watermark in the frequency domain.  

Compared to spatial domain watermarks, frequency domain 

watermarks are more robust.  [9-10] 

8.5 Vulnerabilities of DCT Watermarking 
When modifying values in the frequency domain, one has to keep 

in mind the points stated in the next two paragraphs: 

Most of the image’s energy is concentrated in the lower frequency 

components.  Embedding a watermark in the low frequency 

components is likely to cause perceptible changes in the host 

image.  This is especially undesirable in the field of photography. 

[14] 

High frequency components contain little or no energy.  

Embedding a watermark in the high frequency is not robust 

because the difference between these components is minute.  If A 

= 0.000005 and B = 0.00001, then the difference, B-A = 

0.000005.  Recall that it is the difference in components that help 

determine whether a watermark bit is a 1 or 0 during extraction 

(Section 6.1).  The smaller the difference between components, 

the higher the risk of an attack destroying this difference.  Recall 

that compression attacks remove high frequency components 

(Section 8.4) 

These vulnerabilities imply that a compromise is to be sought 

when deciding on the frequency to embed the watermark in. 

DCT watermarking algorithms that do not care about points 1 and 

2 can generate visible artifacts on the host image.  Also, these 

algorithms can create watermarks that are not robust (fragile).  

Artifacts and fragility are undesirable in copyright protection. 

9. SUGGESTIONS FOR IMPROVEMENTS 
There are counter attack measures that can be taken against the 

aforementioned attacks. These suggestions could be further 

developed to help strengthen robust watermarking strategies. 

To prevent the extraction of falsified watermarks from a 

distributed work, [12] mentions the use of non-invertible 

watermark embedding systems. To overcome ambiguity attacks, 

Craver et. al. [13] proposes a protocol that employs a secure hash, 

and claim that it is non-invertible. However, a non-invertible 

scheme is difficult to construct. It is noted by [14-15] that most 

proposed non-invertible schemes either lack satisfactory proof of 

security or contain flawed proofs. [15] proposed the usage of a 

trusted third party (TTP) to issue valid watermarks.  

It is difficult to embed strong watermarks in images of low 

dimensions. [16] highlights these constraints and provides 

algorithms for such purposes. If the minimum size required for 

robust watermarking embedding could be decreased, it would 

mean resistance to attacks that exploit on this vulnerability, for 

example, the mosïac attack. 

Due to the ease of implementation of some attacks like rotation, 

scaling and translation, this poses a significant threat towards 

robust watermarking. [17] describes a method used to resist such 

attacks. The method is independent of image contents and 

features. This means that it would be advantageous for images 

without distinctive features. Alternatively, on images with distinct 

features, image registration [18] could be employed to prevent 

content misalignment. These methods could be used against any 

attempts to prevent watermark detection. 

Another theoretical suggestion is to complement a robust 

watermark with a fragile watermark. Since fragile watermarks are 

sensitive to attacks of any kind, they leave trails of evidence to 

show that a watermarked image has been tampered with. This 

includes any attack attempting to extract a watermark data with an 

incorrect key. When the host image after an incorrect robust 

watermark extraction is compared with a host image after the 

correct robust watermark extraction, we will see that the fragile 

watermark is damaged in the former. This counteracts 

sophisticated attacks such as ambiguity attacks. However, the 

fragile watermark should span most of the host image so as to 

accurately capture all incorrect extraction attempts. This idea 

relates to Cocktail Watermarking proposed in [19] by Chun-Shien 

Lu and Hong-Yuan Mark Liao. 

In addition, we suggest methods to improve the security of the 

watermarking strategies and the algorithms involved. 

There are methods which aim to embed high volume data while 

minimizing image distortion. [20] describes a watermarking 

strategy of combining frequency domain techniques and spatial 

domain techniques. Essentially, the watermark image is split into 

two parts to be embedded in each domain. This increases the 

amount of information surviving possible attacks. Similarly, in 

our example, a possible room for improvement would be to 

enforce a minimum length of message that should be used as a 

watermark. This would increase the amount of information 

embedded and consequentially increasing the amount of 

information surviving possible attacks. 

Making full use of possible “rooms” when tiling watermarks all 

over the host image is called redundancy embedding. This 

increases robustness in a few ways. Firstly, it reduces space for an 

attacker to potentially add his own watermark. Secondly, we can 

have full confidence that at least one watermark will survive in the 

event of a serious attack. Thirdly, [21] extraction time is reduced 

since a watermark can be recovered easily from a small fraction of 

the watermarked data. 

An improvement on LSB watermarking would be to set the 

pseudo-random number generator, which determines the pixels 

during embedding process, based on a given seed or key. Security 

of the watermark would be improved as the watermark is more 

resistant to intermediate parties.  

The DCT watermarking technique described involves a pseudo-

random method for choosing the blocks. Depending on the 

method of choosing the blocks, arguments can be made against 

the randomness of the algorithm. In our example, we used the 

randi(n) function to seed a random number n. There can be room 

for improvement for choosing n. One suggestion would be to seed 

the random number according to the system time. 

Another practical approach in optimizing robustness in DCT 

watermarking is to embed the watermark information in elements 

of known robustness. Recall that dct{I} is a 2-dimensional matrix 

(Section 6.1, Step 2). In this matrix there are numerous elements 

(i.e. Matrix coefficients) that have different values. By empirically 

identifying elements (Usually the larger elements) whose values 

do not fluctuate after an attack OR using a threshold scheme, we 

can select these resistant elements for embedding of watermark 

information [22]. 

In order to maximize both embedding capacity to allow 

redundancy embedding and robustness, we suggest to have the 

watermark information be embedded in the upper section of the 
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dct{I} where all the low-mid frequency components are. This is 

because redundancy embedding in low frequency components will 

decrease imperceptibility whilst embedding in high frequency 

components results in low robustness. 

10. CONCLUSION 
Table 2: Digital watermarking publications versus year 

Year 1992 1993 1994 1995 1996 1997 1998 

Publications 2 2 4 13 29 64 103 

 

The field of watermarking is a relatively new concept. The first 

publications of watermarking of digital images were published by 

Tanaka et. al. [23] in 1990. Table 2 [21] indicates that there were 

few publications on digital watermarking over the years. Out of 

these publications, those that focused on watermarking images for 

copyright protection would be limited. This results in challenges 

faced on the availability of research materials. 

We have explored different robust watermarking strategies, their 

strengths and vulnerabilities to certain attacks. Finally, based on 

the vulnerabilities, we provided suggestions for improvements 

that can be further researched. 

11. REFERENCES 
[1] Tirkel, A., et. al.,”Electronic Water Mark, “ in Proceedings 

DICTA 1993, Dec. 1993, pp. 666-672 

 
[2] Koch, E., and J. Zhao, "Towards Robust and Hidden Image 

Copyright Labeling," in IEEE Workshop on Nonlinear Signal and 

Image Processing,Thessaloniki, Greece, Oct. 1995, pp. 452–455. 

 
[3] Zhao, J., "A WWW Service to Embed and Prove Digital 

Copyright Watermarks," in Proceedings of the European 

Conference on Multimedia Applications, Services and 

Techniques,1996, pp. 695–709. 

 
[4] Information Society Technologies. Centimark. DOI = 

http://www.certimark.org/ 
 
[5] S. Craver, N. Memon, B.L. Yeo, and M.M. Yeung. Resolving 

rightful ownerships with invisible watermarking techniques: 

Limitations, attacks, and implications. IEEE Journal on Selected 

Areas in Communications, 16(4):573–586, 1998. 

 
[6] Fabien A.P. Petitcolas. Mosaïc Attack. DOI = 

http://www.petitcolas.net/fabien/watermarking/2mosaic/index.htm

l 
 
[7] Fabien A. P. Petitcolas, Ross J. Anderson, Markus G. Kuhn. 

Attacks on copyright marking systems, in David Aucsmith (Ed), 

Information Hiding, Second International Workshop, IH’98, 

Portland, Oregon, U.S.A., April 15-17, 1998, Proceedings, LNCS 

1525, Springer-Verlag, ISBN 3-540-65386-4, pp. 219-239. DOI = 

http://www.petitcolas.net/fabien/publications/ih98-attacks.pdf 

 
[8] Scott Craver, Adrian Perrig, Fabien A.P. Petitcolas. 2000. 

Robustness of copyright marking systems. In Information Hiding 

Techniques for Steganography and Digital Watermarking. p. 152. 

 
[9] Jean-Luc Dugelay and Stephane Roche. 2000. A survey of 

current watermarking techniques. In Information Hiding 

Techniques for Steganography and Digital Watermarking. p. 126. 

 
[10] Neil F. Johnson and Stefan C. Katzenbeisser. 2000. A survey 

of steganographic techniques. In Information Hiding Techniques 

for Steganography and Digital Watermarking. p. 56. 

 
[11] Liu Ping Feng, Liang Bin Zheng, Peng Cao, A DWT-DCT 

Based Blind Watermarking Algorithm for Copyright Protection. 

Vol 7. pp. 455-458.     DOI= 

http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5565101&

url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp

%3Farnumber%3D5565101 
 
[12]Qiming Li and Ee-Chien Chang .On the Possibility of Non-

Invertible Watermarking Schemes. DOI = 

http://www.comp.nus.edu.sg/~changec/publications/invertible.pdf 

 
[13] S. Craver, N. Memon, B.L. Yeo, and M.M. Yeung. 

Resolving rightful ownerships with invisible watermarking 

techniques: Limitations, attacks, and implications. IEEE Journal 

on Selected Areas in Communications, 16(4):573–586, 1998. 

 
[14] A. Adelsbach, S. Katzenbeisser, and A.-R. Sadeghi. On the 

insecurity of non- invertible watermarking schemes for dispute 

resolving. International Workshop on Digital Watermarking 

(IWDW), pages 374–388, 2003. 

 
[15] A. Adelsbach, S. Katzenbeisser, and H. Veith. Watermarking 

schemes provably secure against copy and ambiguity attacks. 

DRM, pages 111–119, 2003. 

 
     Mihai B  adoiu Erik D. Demaine, MohammadTaghi 

Hajiaghayi, Piotr Indyk. Low-Dimensional Embedding with Extra 

Information.  
DOI = 

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.116.65 
 
[17] Chaw-Seng Woo, Jiang Du, Binh Pham. 2006. Geometric 

Invariant Domain for Image Watermarking. DOI = 

http://eprints.qut.edu.au/5620/1/5620.pdf 

 
[18] Mathworks. Overview of Image Registration Techniques. 

DOI = http://www.mathworks.com/help/toolbox/images/f20-

14791.html 
 

47

http://www.certimark.org/
http://www.petitcolas.net/fabien/watermarking/2mosaic/index.html
http://www.petitcolas.net/fabien/watermarking/2mosaic/index.html
http://www.petitcolas.net/fabien/publications/ih98-attacks.pdf
http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5565101&url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D5565101
http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5565101&url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D5565101
http://ieeexplore.ieee.org/xpl/login.jsp?tp=&arnumber=5565101&url=http%3A%2F%2Fieeexplore.ieee.org%2Fxpls%2Fabs_all.jsp%3Farnumber%3D5565101
http://www.comp.nus.edu.sg/~changec/publications/invertible.pdf
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.116.65
http://eprints.qut.edu.au/5620/1/5620.pdf
http://www.mathworks.com/help/toolbox/images/f20-14791.html
http://www.mathworks.com/help/toolbox/images/f20-14791.html


[19] Chun-Shien Lu, Shih-Kun Huang, Chwen-Jye Sze & Hong-

Yuan Mark Liao. 2000. Cocktail Watermarking for Digital Image 

Protection. Institute of Information Science, Academia Sinica, 

Taipei, Taiwan. 

 
[20] Shih, Frank Y. 2008. Digital watermarking and 

steganography: Fundamentals and techniques. pp.65-74 

 
[21] Martin Kutter and Frank Hartung. 2000. Introduction to 

watermarking techniques. In Information Hiding Techniques for 

Steganography and Digital Watermarking. p. 100-102. 

 

[22] Corina Nafornita. 2007. Robustness Evaluation of 

Perceptual Watermarks. Politegnica University Of Timisoara. 

DOI = http://www.tc.etc.upt.ro/corina/Naf07a.pdf 
 
[23] Tanaka, K., Y. Nakamura and K. Matsui. Embedding Secret 

Information Into a Dithered Multilevel Image, in Proceedings of 

the 1990 IEEE Military Communications Conference, 1990, pp. 

216-220 

 
[24] Wikipedia. Kerckhoff’s Principle. 

http://en.wikipedia.org/wiki/Kerckhoffs's_principle 

 

48

http://www.tc.etc.upt.ro/corina/Naf07a.pdf
http://en.wikipedia.org/wiki/Kerckhoffs's_principle


AN ASSESSMENT ON PUBLIC KEY INFRASTRUCTURE’S SECURITY CONCERNS 
Chia Ren Hong, Randall, Nigel Choy, Doan Viet Tiep, Daryl Mcintyre   

 

ABSTRACT 

This paper aims to examine a few of the current security concerns in Public Key Infrastructure (PKI), and their impact on PKI in general. 

Topics include key forgery, shared factors, and security vulnerabilities in Certificate Authorities (CA). 

 

1.INTRODUCTION 

Public Key Infrastructure (PKI) is currently a widely-recognised 

security framework for secure communications around the 

world. Through the use of digital signatures, it can verify the 

identity of a user and thus provide an acceptable level of end-to-

end trust to carry out day to day online activities. However 

secure it might be as a cryptographic technique, security issues 

have been plaguing the system ever since its inception into the 

mainstream more than a decade ago.  

 

PKI consists of a number of elements that are potential sources 

of vulnerability, including… 

 Certificate Authorities (CA) who issue and sign 

certificates, regarded as ―trusted‖ third parties. 

 Registration Authority (RA) who verifies the user 

identity when communicating with the CA. 

 Mathematical principles like hashing and random 

number generation. 

 

PKI depends heavily on the CA who can create and verify 

digital signatures, the breach of CA will cause PKI as a whole to 

be broken. We can recognise that a major weakness of PKI 

comes from the CA. In addition, since PKI is so commonplace 

and is well recognised as a trustworthy and secure system, the 

hack on the Certificate Authorities Comodo and DigiNotar has 

thrust PKI into a negative limelight.  

 

In this paper we will not only cover the security issues relating 

to CAs(Certificate authority breach) but also delve into more 

technical security aspects like policies(key forgery) and 

cryptographic systems(duplicate/factorizable keys, hash 

collision), and examine how these security issues have impacted 

the infrastructure as a result. 

 

2. SHARED FACTORS 

2.1 Overview 

This security concern with PKI deals with the methods to 

generate the key, and uses a case study with RSA. In the RSA 

algorithm, keys are generated using two random prime numbers 

p and q, and their product is computed to achieve a modulus N. 

 

The concern arises when the algorithm to select the primes is not 

completely random (as it should be), leading to several parties 

having keys that are related in one of two ways: 

 

 

1. The keys are duplicates, meaning 

that they both have the exact same 

primes and are virtually identical, 

which would also cause them to 

have the same private key. 

 

 

2. The keys are factorisable, 

meaning that they share one 

common prime factor. A simple way 

to find out if two numbers share a 

factor (not necessarily prime) would 

be to check if their GCD is greater 

than 1. 

 

 

 

2.2 Security Implications 

Intuitively, if a random mechanism is ―not completely random‖, 

then it could be ―predictable‖ to some extent. A key generating 

algorithm that is not completely random (for instance due to low 

entropy in the seeding for the random number generator) would 

potentially generate duplicate or factorisable keys. 

 

The RSA approach to generate keys from two prime numbers is 

widely used in many systems, most notably secure socket layer 

(SSL) and transport layer security (TSL) applications for 

internet communication. Since RSA depends on random number 

generators to create the large primes, it follows that a weak 

random number generator with low entropy could result in 

generating keys with repeated factors. 

 

Lenstra et al (2012) describes a sanity check of public keys on 

the web, where about the frequency of key sharing (as a result of 

having the same moduli) in RSA was higher than that of 

ElGamal and DSA. 

 

In the case of duplicate keys, exploitation of a key is only 

possible for the party who possesses the duplicate (and it’s 

duplicate private key). 

In the case of factorisable keys however, the potential security 

concern would seem greater. If two moduli share a common 

prime factor, they can be factored using a GCD computation to 

obtain the shared prime, and this can be extended to a set of 
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moduli. This could allow a potential hacker to circumvent the 

traditional problem of the difficulty in factoring a number into 

integers. One of the common known algorithms is described 

below: 

Given a set of numbers       Compute the product of all the 

numbers, P. Then, for each key K, compute    (  
        

 
) 

 

2.3 Impact 

The main impact of this vulnerability applies to embedded 

systems (Hedinger, 2012) in routers, VPN devices, etc. and not 

to everything that uses RSA. The reason being that the key to 

the problem lies in random number generators that are not 

seeded with enough entropy to avoid the shared factor problem. 

In most cases involving security for e-commerce, etc. the shared 

factor problem was not found. 

 

In the embedded systems market, this would of course result in 

devices that could be compromised (say, if a class of router 

devices happened to all share one common factor as a result of 

weak PRNG seeding). A solution then, would be for such device 

manufacturers (and possibly administrators of systems that may 

have the same entropy vulnerability) to reassess their key 

generation practices and hopefully enforce stronger random 

number generation with more secure seeding practices (eg. 

mixing seed sources, hardware security modules (HSM), etc.) 

 

This raises the issue of why the embedded systems industry 

seems to be more vulnerable in this regard. We believe it might 

stem from a lack of emphasis on the security measures, 

compared to areas like e-commerce and banking, where security 

levels are presumably higher because of the monetary stakes.  

 

In terms of money, embedded systems are often highly cost 

sensitive and cutting corners on security to reduce hardware 

costs can give a competitor a market advantage (Koopman, 

2004). This could explain the less stricter security measures 

leading to flaws like weak PRNG seeding which can cause 

shared factors in a batch of manufactured devices. Investments 

in devices like HSMs could be viewed as unnecessarily costly 

by device manufacturers, who might use (potentially weaker) in-

house solutions. 

 

Another possible factor affecting the security emphasis would be 

the environment where the system is developed. Many 

embedded systems are created by small development teams or 

even lone engineers (Koopman, 2004). In contrast to the 

development teams for large enterprise applications, these 

smaller teams might lack security knowledge, for instance by 

not having security specialists involved in the development 

process. 

 

However, it also illustrates a more significant concern about 

security implementation: that even a strong security mechanism 

can be compromised through weaknesses in the implementation. 

In this c 

 

3. CERTIFICATE AUTHORITY BREACH 

3.1 Overview 

Certificate authorities are a key element in PKI as they are the 

parties responsible for generating and issuing the certificates. In 

this manner CAs are a source of risk as a compromise of the CA 

could result in a breach of trust, usually thorough the issuing of 

fraudulent certificates. 

 

3.2 Internal Weaknesses 

While effort is made to prevent security breaches, past incidents 

have illustrated that CAs can, and have been compromised.In 

2011, a hacker going by the name of ComodoHacker was able to 

compromise a number of CAs, two of which are described 

below: 

 

Incident Impact of Breach Contributing Factors 

DigiNotar, 

Aug 2011 

Over 500 counterfeit 

certificates created for 
websites including 

Google.com. 

 

Severity of incident caused 

company to file for 
bankruptcy. 

 

Severely inadequate in-house 

security measures. 
Investigations revealed lack of 

anti-virus software, easily 
brute-forced passwords, etc. 

(Kaplan, 2011). 

They also failed to follow PKI 
procedures like publicly 

announce the attack (Lankamp, 

2011). 

 

Comodo, 

Mar 2011 

 

Mistakenly disclosed 

fraudulent certificates for 

communications providers 
like skype and google. 

Attack appeared to be 

state-sponsored (suspected 
Iran). 

The attacker obtained the 

―username and password of an 

employee at one of the 
company's European resellers‖ 

(Moscaritolo, 2011).  

Comodo’s policy was also 
regarded as being somewhat 

too liberal, as its resellers and 

affiliates were allowed to issue 
certificates, so the trust ended 

up spread out more. 

 

The vulnerability of CAs to intrusions is a prevalent problem in 

PKI. The infrastructure itself is dependent on the presence of a 

trusted third party to prevent fraud. However, if this third party 

is compromised, fraud is still possible. 

 

In any line of security, there is always the possibility for 

compromise in any factor, from the trusted parties, to even the 

audit parties that check on them. The Comodo and DigiNotar 

incidents are just some reminders of the need for CAs to strictly 

adhere to policies and practices, using standards as guidelines 

(eg. RFC 3647). 

I'm writing this to all the world, so you'll know more 

about us.. 
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At first I want to give some points, so you'll be sure 

I'm the hacker: 

  

I hacked Comodo from InstantSSL.it, their CEO's e-mail 

address mfpenco@mfpenco.com 

Their Comodo username/password was: user: gtadmin 

password: globaltrust 

Their DB name was: globaltrust and instantsslcms 

Excerpt from public post by ComodoHacker 

http://pastebin.com/74KXCaEZ 

 

 

4. KEY FORGERY 

4.1 Overview 

Forgery of keys refers to obtaining a duplicated key for 

malicious intent. This is performed by having an attacker pose 

as a key older and request for a key revoke from the Certificate 

Authority. 

 

A digitally signed certificate can be classified into different 

security classes depending on the CA that is used. Generally, the 

CAs have 3 to 4 levels of assurance, where class 1 is the lowest 

and class 4 is the highest level of assurance provided. The 

lowest level, Class 1 is the least secure, and Class 1 Certificates 

can be easily obtained by supplying an e-mail address. 

 

Another factor behind this security concern is the way CAs 

allow users to search for their certificates, and the way most 

common e-commerce-grade keys merely use the user’s email to 

validate identity, and  a password/challenge phrase for 

protection (Knight, 2000). 

 

4.2 How Forgery is Done 

1. A hacker is able to compromise an SMTP server, obtaining 

the email addresses of users, along with other information, 

allowing the hacker to assume their identities. 

 

2. The hacker then exploits the certificate search function 

provided by most CAs. All CA websites provide a feature for 

users to search for certificates issued by them just by entering an 

email address or exact name. This means that an attacker, 

wielding his list of compromised email address information, can 

now look for specific user digital certificates. 

 

3. When a certificate is found, the hacker sends a revoke request 

to the CA. The revoke function is commonly used when a user’s 

certificate is deemed as compromised or lost. 

 

4. By revoking the private key, the attacker can then 

renew/replace the certificate by allowing the CA to generate a 

new key from scratch but this is not usually the case. The work 

of completely generating a new key from scratch requires 

tedious reconfirmation of user identity. In most cases the CA 

creates a duplicate key and recognises it as if it was the original 

key. 

 

5. The hacker has now received the key duplicate, completing 

the forging process. Verification by email is easily taken care of 

as the hacker would have already secured the compromised e-

mail address tied to the certificate. 

 

4.3 Preventive Measures 

Steps that could be taken to increase the difficulty of this forged 

key attack could be include: 

 Not allowing the public to 

randomly search for the 

existence of certificates, or 

removing sensitive search 

keys like email (most CAs 

now use order number or 

common name as search 

fields) 

 Forcing users to select a 

more complex/secure 

password(mnemonic or 

random) 

 Email to not be the only 

way for user identification 

for class 1 certificates 

(Knight, 2000) 

 

In practice, various measures have been taken to try and reduce 

the ease of which keys may be forged, for example by having 

public key fingerprints. However in this case, it is a weakness of 

the CAs in identity proofing that causes them to not be able to 

distinguish a key holder from a malicious party posing as the 

key holder. 

 

 

Thawte’s Certificate Search Form, Jul 2012. 

https://ssl-certificate-

center.thawte.com/process/retail/out_console_search.do 
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Verisign’s Certificate Search Form, Jul 2012. 

https://securitycenter.verisign.com.sg/celp/enroll/outsideSearch?

application_locale=VRSN_SG&originator=sg 

5. HASH COLLISIONS 

5.1 Overview 

Certificate Authorities rely on certain mechanisms that may or 

may not end up being compromised as new techniques for 

security breaches are discovered. Hash algorithms are one main 

example, as they are an integral part of public keys—hashing is 

used to create public key fingerprints and digital signatures 

 

In this case, we shall examine the MD5 collision attacks incident 

in 2007. This was a key moment in PKI history as it was a time 

when a technique was discovered to compromise the hashing 

technique that CAs used to sign their certificates. 

 

Sotirov, et al (2008) published a paper on using collision attacks 

to generate bogus CA certificates which bear a legitimate 

signature from a trusted CA. The implication would be that a 

malicious party using a rogue certificate could sign the public 

keys of any site (including rogue sites). 

 

Currently, most CAs have long-since switched over from MD5 

to SHA-1. Still, the policy changes are limited by scale, as 

quoted in a news article from Wired.com in 2008:  

 

"The RapidSSL certificates are currently using the MD5 hash 

function today," he concedes. "And the reason for that is 

because when you’re dealing with widespread technology and 

[public key infrastructure] technology, you have phase-in and 

phase-out processes that can take significant periods of time to 

implement." 

-Tim Callan, vice president of product marketing for Verisign, 

2008. 

 

5.2 Implications 

The MD5 case study raises the issue of CAs needing to be 

proactive. Although theoretical attacks were already carried out 

as far back as 4 years prior to the practical attack scenario in 

2008 involving 200 Playstation 3s and carried out by Sotirov’s 

team, his paper highlights that ―even after years of warnings 

about the lack of security of MD5, some root CAs are still using 

this broken hash function.‖ It was only after the team’s 

presentation at the 25th Chaos Communication Congress that 

MD5 made headlines as a security vulnerability in PKI, 

prompting action by CAs worldwide. 

 

A transition from MD5 to SHA-1 does not end the potential 

threat forever. Successful collision attacks on SHA-1 were 

achieved in 2005 by a Chinese cryptographic team , with an 

efficiency in the order of     operations, roughly 2000 times 

faster than the brute-force approach (     (Schneier, 2005).  

 

However, the security environment is adapting. The National 

Institute of Standards and Technology (NIST), in response to the 

SHA-1 vulnerabilities uncovered in 2005, began steps to prepare 

a replacement for SHA, through a competition, starting in 2009 

and ending in 2012 to develop a new hash function. It goes 

without saying that CAs would also need to be similarly 

adaptive and anticipate the need to change their practices and 

policies as new security developments unfold.  

 

The more pressing issue of course is what can result from a 

security mechanism being ―potentially‖ compromised? The 

knowledge of security experts is one thing, the knowledge (or 

lack thereof) of everyone else poses another issue entirely. 

 

A notable case of the latter is the ―MD5 Defence‖ incident. In 

2005, a motorist caught on camera in a traffic infringement case 

in Australia was able to escape conviction on the argument that 

the photographs caught on camera were ―insecure from 

tampering‖, due to the fact that MD5 was the hashing algorithm 

used on the information stored in the cameras. The case ended 

with the prosecution (the traffic authorities) not being able to 

find an expert to provide admissible evidence that the camera’s 

images were ―not doctored‖. Although this incident deals with 

MD5 specifically and not PKI, one could imagine how 

theoretical security issues could lead to legal issues and perhaps 

other forms of controversy in PKI. 

 

To put things into realistic perspective however, the discovery of 

a theoretical security issue is not something that will 

permanently undermine PKI forever. The infrastructure has 

weathered MD5’s collision attacks in the past by adapting 

accordingly to new hashing algorithms. Furthermore, obtaining 

a hash collision is not always equivalent to obtaining something 

that a hacker may find useful (assuming the hacker could even 

invest the time and effort to obtain a single hash collision). 

However, as mentioned earlier, people can exaggerate or even 

exploit the notion of theoretical security, such as in cases like 

the speed cameras using MD5. 

 

6. CONCLUSION 
PKI in itself is a strong security measure for authentication and 

verification, but it is severely limited in its efficacy by security 

design principles that prioritise psychological acceptability. 

Features aimed at user convenience, or cutting costs end up 

compromising security.  
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Over the years, numerous incidents like CA breaches and hash 

collisions have raised the issue of how secure exactly is PKI? 

Some feel that the need for a trusted third party may incur too 

much risk, and that CAs might be more vulnerable than 

previously assumed, as the ComodoHacker incidents in 2011 

have illustrated. 

 

It is likely that CAs in the future will have to be more strictly re-

evaluated so as to mitigate risks. Others have called for CAs to 

be replaced entirely. One notable proposed solution is 

Convergence (http://convergence.io/) by security researcher 

Moxie Marlinspike. Convergence uses the concept of ―notary 

servers‖ to authenticate communications in lieu of a rigid list of 

CAs, and placing trust decisions in the hands of users. The 

rough idea is that if a user checks with a group of notaries and 

they all vouch for the same certificate, the likelihood of the 

certificate being compromised is much slimmer than a certificate 

vouched for by a single factor of one CA, as it is harder to 

compromise a whole group of notaries all over the globe. Of 

course the idea itself has its own issues (which notary do you 

pick to trust?) 

 

Still, whether or not PKI will see a shift from CAs to a different 

system (not necessarily foolproof in itself) or a shift to more 

strictly-regulated CA environment  is something that is still too 

early to tell. The IT security landscape is one where the notion 

of security ―improving over the years‖ is debatable, because 

both sides (the malicious parties and the security firms) have 

access to the same technology and often the same knowledge. 

For most elements of system security, including PKI, ―secure 

until proven otherwise‖ is an idea that most have to live with. At 

the same time however, ―sensible security design‖ is an idea that 

most should adopt, such that problems that can be avoided will 

not show up in a security solution to pose a threat. 
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ABSTRACT
In this paper, we would introduce an interesting algorithm and a 
protocol  in  the  field  of  Cryptography  that  is  possible  due  to 
Quantum Information Science.  In  particular, Shor's Algorithms 
and the Quantum Key Exchange Protocol.

Categories and Subject Descriptors
A.1 [Introductory and Survey]

E.3  [Data  Encryption]:  Code  Breaking,  Public  Key 
Cryptosystems.: Shor's Algorithm,Quantum Key Exchange 

General Terms
Algorithms, Performance, Security, Theory, Verification.

Keywords
Quantum Information Science.

1. INTRODUCTION
Quantum Information Science have come into increasing scrutiny 
from many organizations and in particular  the banking industry 
and the military have been suspected[1]. This is because it has the 
potential to both break and make classical system's security. In the 
following sections. I plan to illustrate the danger it poses to the 
Public Key Infrastructure as well as how it could offer a level of 
security virtually impossible for classical systems. 

2. Public Key Infrastructure 
Most  communications  between  two  computer  systems  are 
encrypted based on the works of Rivest, Shamir, and Aldeman. 
They developed a algorithm(RSA algorithm) that changed how we 
make  information  exchange  more  secure1.  The  basis  for  the 
security is due to the known hard problem of factoring a large 
number. However, through the use of Shor's Algorithm, it offers 
two ways to decrypt the message. 

1 For more details on the algorithm, please refer to [2]

3. Shor's Algorithm
First formulated by Peter Shor in 1994, this algorithm makes use 
of  both  classical  as  well  as  quantum computation  to  solve  the 
following problem: Given an odd integer N strictly greater than 1, 
find an integer d, strictly between 1 and N that divides N. While 
classical  algorithms  take  exponential  time  to  factorize,  this 
algorithm  theoretically  could  achieve  the  same  in  polynomial 
time[3].  Before  moving  on  to  the  algorithm,  it  is  important  to 
understand some technical terms that is going to be used:

1. Periodic  Function:   A Mathematical  function,  f,   that  
satisfies  the  following:  for  some  distinct  x  and  y,  
f(x)=f(y).  A period of  such function,P,  is the smallest  
non-zero constant such that for any value of x, f(x) = f(x  
+ P).  Examples sine function, modulo function.

2. Euclidean Algorithm: An algorithm to find the greatest  
common divisor between two integers2. 

3. Primality  Testing:  A Test  to  find  out  if  a  particular  
number is indeed prime. 

4. Order-finding  Problem:  Equivalent  to  finding  the  
period of  a particular problem

3.1 Details of Algorithm
Shor's Algorithm can be divided into two main parts, a reduction 
of factoring problem to order finding problem which is performed 
on  a  classical  computer  and  a  quantum algorithm to  solve  the 
order-finding problem. 

3.1.1  Classical Computation
Given an odd integer N greater than 1,

Table 1: Shor's Algorithm 

Step Description

1 Pick a random number, a, strictly less than N

2 Compute the greatest common divisor between  a and  N, 
gcd(a, N).  

If  gcd(a,N)  ≠ 1, we have found a number greater than 1 
that divides N, and the algorithm has achieved its purpose.

3 Otherwise, use Quantum period finding algorithm(will be 
further  elaborated in  3.1.2)  to  find  the period,  r,  of the 
following function: f(x)= ax mod N. 

4 If r is odd or ar/2 = -1 mod N, go to step 1.

5 gcd( ar/2 ±  1 , N) would be a factor of N .

2 For more details on the algorithm, please refer to [4]
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3.1.2 Quantum Computation 
Here, as it is not within the scope for the paper to cover in depth  
how quantum mechanics work, only a simplistic description of the 
quantum computation  would  be shown here.3 Given  function  : 
f(x)= ax mod N, Q = 2q where N2 ≤ Q < 2N2.

Table 2: Period finding Algorithm 

Step Description

1 Initialize all input and output registers made up of q qbits 
each to the initial  state of which is superposition of  Q 
states. (equal probability of each state)

2 Construct   f(x)= ax mod N  as a quantum function and 
apply it to above state.

3 Apply quantum Fourier transform4 to the input register.

4 Perform a measurement, obtaining some outcome, y,  in 
the input register and some output f(x0). 

5 Perform  Continued  Fraction  Expansion5 to  obtain  a 
appropriate period r' with high probability

6 Check if r is period of f(x). If true, exit, else repeat Steps 
4 - 6 with values near y or multiples of r'.

7 If no other values exist, repeat from Step 1.

3.2 How it Cracks RSA Algorithm
Given  the  communication  between two  parities  (say Alice  and 
Bob) and a hacker Harry.
Alice's Knowledge:

1. Two large prime numbers, p and q
2. A encoding number, e < (p-1)(q-1)
3. A decoding number, d ,where de =  1 (mod  (p-1)(q-1))
4. N = pq , M = (p-1)(q-1)

Note: Public and Private Key of Alice is < N,  e > and < M,  d > 
respectively.
Bob's Knowledge : 

1. His message to Alice, B
2. Alice's Public Key < N , e >
3. The encrypted message A = Be (mod N)

Harry's Knowledge :
1. Bob's encrypted message, A
2. Alice's Public Key < N , e >

Normally, Alice decrypts the message by using the mathematical 
function :  B  =  Ad (mod  N).  Since Harry does not have  d,  using 
classical  means,  it  would  be  hard  for  Harry  to  decrypt  the 
message. However, using the quantum period finding component 
of Shor's algorithm, he can find the period r of the function f(x):= 
Ax =  1(mod  N).  Then  find  d'  by  solving  cd'  =  1  (mod  r). 
Afterwards, Harry could decrypt the message using B = Ad' (mod 
N).

3 For more details, refer to [5]
4 Linear  Transformation  of  qbits  that  can  be  processed  by 

hardware. 
5 For more details, refer to [6]

Another way in which Harry could decrypt the message is simply 
by  applying  the  entire  Shor's  Algorithm  to  find  p and  q by 
factoring N. 

3.3 The Danger So Near yet So Far
As illustrated  above,  given  sufficient  memory and computation 
power, Harry the Hacker could decrypt the message in polynomial 
time. Nevertheless,  it  has been proven so far to factor a N bit  
number  efficiently,  Shor's  Algorithm  would  generally  require 
memory in the order of 2N to work[7, 8]. Given the most recently 
sold (as of writing of this paper) commercially available Quantum 
Computer has 128 qbits [9] while the commonly used key-size for 
public  keys  are  of  the  order  of  2048-4096  bits.  For  Windows 
Vista and above in particular, web pages with public keys size of 
1024 bits or lesser are blocked[10].   Thus, for now,  the Public  
Key  Infrastructure  is  still  secure.  Nevertheless,  alternative 
methods of encryption are still being explored to further secure 
communications.

4. Quantum Key Exchange
As illustrated above, while its still safe, the threat still exist. Since 
keys are possibly under threat, there is a need to establish new 
keys  in  place  of  those  that  are  suspected  to  have  been 
compromised  or  otherwise  unusable.  In  1984,  Bennett  and 
Brassard  suggested  the  first  protocol  called  “BB84”,  for 
establishing a secret key using quantum transmissions[11] . This 
protocol makes use of polarized photons(light) to send messages. 

4.1 How it Works
4.1.1 Concepts of Photon Polarization
For  this  particular  Key Exchange  protocol,  how the  photon  is 
polarized  forms  the  foundation.  The  three  standard  ways  of 
polarization:  rectilinear(horizontal  and  vertical),  circular(left 
circular  and  right  circular)  and  diagonal  (45  and  135)[12].  
Although there are three bases,  protocols  usually makes use of 
only  two  ways.  Since  Photons  are  quantum  objects,  they 
technically  have  no  particular  polarization  until  they  are 
measured.  Once measured in  a particular  base,  the photon  lose 
whatever other base-polarizations it might have previously.

Table 3: Summary of Behavior of Photon on Measurement

Photon Measurement Result

Photon(not 
measured)

Rectilinear Vertical  or 
Horizontal  with 
equal probability

Polarized Photon in 
particular 
base(measured)

Instrument  of  same 
Base

Original 
Polarization 
returned.

Vertically/Horizonta
lly Polarized 

Circular Base Left circular or right 
circular  with  equal 
probability

Circularly Polarized Rectilinear Analogous  results 
(unpredictable)

4.1.2 Protocol
Below is a simple representation of the “BB84” Protocol.[12]
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Using Standard Conventions for communications where Alice is 
the client and Bob is the Server and Eve is the eavesdropper6:
 

Table 4: Summary of  “BB84” Protocol 

Step Person Action

1 Alice Prepares Photons Randomly using Rectilinear or 
Circular Polarization. (random mix)

2 Alice Records  polarization  then  sends  measured 
photons to Bob

3 Bob Receives  each  photon  and  measures  its 
polarization  using  randomly  chosen 
bases(Rectilinear  or Circular).  He records both 
bases  used  as  well  as  resulting  polarization 
measured. ( Bob is not aware of the bases used 
by Alice)

4 Bob Sends  Alice  only  what  bases  were  used  to 
measure her photons. (Not his measurements) 

5 Alice Checks  against  her  own  Bases  and  tells  Bob 
which of the bases he used is correct.

6 Alice 
and Bob

Throws away results which Bob uses the wrong 
bases  and  convert  the  remaining  data  to  bits 
using some previously agreed upon conventions, 
for  example,  horizontal  polarized  →  0  and 
vertically polarized → 1. 

Then the bits are used as the shared symmetric 
key between Alice and Bob.

4.2 Basis for Security
Based  on  the  no-cloning  theorem[14],  you  cannot  clone  a 
quantum,  in  this  case,  a  photon  ,  without  knowing  its  exact 
polarity beforehand. This implies that for the eavesdropper Eve, 
she  cannot  measure the  photons  sent  by Alice  to  Bob without 
resulting in the photon losing some information. In fact, it would  
occur on average once every four times7 that the choice of base 
made by Alice, Bob, Eve would be exactly the same. By making a 
different  choice  from  Alice,  Eve  would  have  inadvertently 
changed the polarization of the photon through her measurement 
and either the particular bit  would be discarded or Alice could  
send  Bob  a  simple  encrypted  test  message  using  their  newly 
established  key,  it  would  be  obvious  that  there  had  been  a 
compromise in the secrecy of the key and hence the key would be 
discarded. 
As such,  confidentiality of the key is being ensured by the fact 
that should there be a possible leak of key, the client and server 
would  be  aware  of  it  and  hence  render  the  key  unusable. 
Otherwise, without anyone else listening in to the key exchange, it 
is trivial that no third party would have any information about the 
keys being used. 

6 For a demo of the protocol, please refer to [13]
7 Given bases R and C, Alice, Bob, Eve choices can be expressed 

as <A, B, E> where A, B, E represent the choices made by Alice 
Bob and Eve respectively. Only useful combinations are: <C, C, 
C>, <R, R, R>.

4.3 Vulnerabilities
4.3.1 Environment Noise
Given that communications is usually exchanged between parties 
of varying geographical location, it is common for some photons 
to undergo unexpected changes in transit to its destination. In this 
case, we classify the deviation from the ideal state as noise. It is 
not uncommon for some modifications to the protocol to accept a 
certain  probability  of  error.  For  example,  if  the  acceptable 
probability is below 20% error, and number of bits Bob got wrong 
was 20.01% of the total, it would be deemed that there had been 
artificial changes made to the photons. The key would be deemed 
as compromised and discarded.

4.3.1.1 Complications
While the deviation from the ideal state could be possibly due to 
noise, it could also be due to eavesdropping from a third party. 
There is no way for the receiver to tell if the message has deviated 
from the ideal due to noise or due to interception.  As such, an 
acceptable probability that is too high could possibly result in a 
third  party's  eavesdropping  and  successfully  stealing  the  key 
without being detected[15]. 

4.3.1.2 Possible Solution: Quantum Teleportation
As stated in the problem, it is the transmission that resulted in the 
noise. As such, by using a means of transmission that has a lesser 
error margin, one would be able to ensure less noise present in 
data sent and hence reduce the acceptable probability which was 
the  main  loophole  that  third  parties  could  use  to  eavesdrop 
without  being  detected.  One  such  protocol  used  is  Quantum 
Teleportation. A recent experiment conducted has shown that it is 
possible  to  transmit  photons  with  only  approximately  15% 
deviation from ideal state on average, far below the classical limit  
of 22.3% deviation over a distance of 143km[16].  This implies 
that it is not much harder for eavesdropping to take place without 
detection, increasing the secrecy of the key exchanged.

4.3.1.3 Possible Solution: Measurement Device 
Independent QKD
As the problem arises from being unable to trust the data from the 
measurement,  an alternative  solution  would  be not  to  trust  the 
data at all. Explored by professor Lo and his team, their method, 
“Measurement  Device  Independent  QKD”  would  verify  the 
measurement results' trustworthiness by measuring and comparing 
their own results[17].

4.3.2 Storing the key
Given that after the key exchange both parties would need to store 
the key somewhere to facilitate further communication,  it is not 
uncommon to store the keys using classical means, for example in 
databases or servers in the network. 

4.3.2.1 Complications
This exposes the key to possible theft.  While current systems is 
relatively secure, no system is completely fool-proof. It just takes 
a  small  loophole  that  is  overlooked  by developers  and  system 
administrators to result in possible hacking from third parties. For 
example,  the  Windows  2000  SQL  server  has  a  loophole  that 
allows hackers complete control over the server[18], therefore any 
information which possibly includes the key established held by 
the server would be made available to the hacker. 

4.3.2.2 Possible Solutions - EPR Pair
In  Quantum  Information  Science,  there  is  a  property  which 
quantum particles have linked states. This particular property is 
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called  “Entanglement”.  First  explored  by  Einstein  and  his 
colleagues[19]  ,  this  property allows  two  quantum particles  to 
have exactly opposite states and any measurement of one would 
fix the other. By this, instead of measuring and transmitting the 
measured  photon  as  in  Step  2  of  Table  4,  Alice  generates  an 
entangled pair of photons in a particular base and sends Bob one 
while keeping the other. Both parties continue with the protocol 
without any measurement.(i.e Bob sends Alice the bases he used 
to accept the photons and Alice tells Bob which ones are correct)  
and their shared key would be the entangled photons which both 
have in possession. This way, the key would not be exposed to 
risks of theft until the exact time they are used. In addition, should 
there be any tampering, it would be obvious to  Alice or Bob since 
by the measurement of one of the entangled pair, the other loses 
its superposition of state and decays into the complementary state. 

4.3.3 Lack of Authentication
Suppose  rather  than  eavesdropping,  a  third  party,  Harry  the 
Hacker,  intercepts  the  messages  sent  by  Alice  to  Bob  and 
impersonates Alice to send messages to Bob,  the EPR Man-in-
the-Middle  attack[20].  Since  the  key  exchange  between  two 
parties  have  not  been  changed,  there  technically  is  no 
eavesdropping involved, so the photons would not show any signs 
of tampering other than from environmental factors. 

4.3.3.1  Complications
While  the  key  is  kept  secret,  the  parties  involved  would  be 
unknowingly leaking out information to a third party which they 
are not aware they are speaking to. This renders the key, hence the 
key exchange protocol  useless as it fails its primary purpose of 
ensuring  communications  between  the  parties  concerned 
confidential. 

4.3.3.2 Possible Solutions: Position-Based 
Authentication.
As  the  name  suggest,  using  the  Geographical  location  of  the 
recipient  to  authenticate.  This  method  has  been  proven  to  be 
impossible under classical assumptions. However, with Quantum 
Computing,  it  is  possible  under  some  conditions.  Under  the 
assumption that the hacker does not have any entangled photons 
at  the  start  of  each  communication  and  cannot  maintain  the 
entangled state after each round to use it in the next, it is possible  
to generate a unique identifier that can be used to authenticate the  
recipient[21].

4.4 Other Improvements
4.4.1 Key hidden among random bits.

 Table 5: Summary of  modified “BB84” Protocol 8

Step Person Action

1 Alice Prepares Photons Randomly using Rectilinear or 
Circular Polarization. (random mix)

2 Alice Records  polarization  then  sends  measured 
photons to Bob

3 Bob Receives  each  photon  and  measures  its 
polarization  using  randomly  chosen 
bases(Rectilinear  or Circular).  He records both 
bases  used  as  well  as  resulting  polarization 
measured. ( Bob is not aware of the bases used 

8 Bold Steps refer to deviation from original “BB84” protocol.

by Alice)

4 Bob Randomly  choose  a  previously  agreed  upon 
number  of  bits(from  evenly  distributed 
positions  in the received data) and send only 
what  bases  were  used  to  measure  those 
photons. (Not his measurements) 

5 Alice Checks  against  her  own  Bases  and  tells  Bob 
which of the bases he used is correct.

6 Alice 
and Bob

Throws away results which Bob uses the wrong 
bases  and  convert  the  remaining  data  to  bits 
using some previously agreed upon conventions, 
for  example,  horizontal  polarized  →  0  and 
vertically polarized → 1. 

Then the bits are used as the shared symmetric 
key between Alice and Bob.

4.4.1.1 Basis for Additional Security 
Given  that  the  probability that  a  eavesdropper  manages  to  get 
exactly all  n-bits  of the bases the same as Bob is (0.5)2n ,  The 
probability for  the  eavesdropper  to  get  exactly  all  n  randomly 
chosen bits would be (0.5)2n*n/m, where m is the number of bits 
in the original message. From this, we can see that using more bits 
would ensure a larger key on average and hence a more secure 
encryption. 

5. Conclusion
In  conclusion,  this  paper  merely  touches  the  tip  of  the  what 
Quantum  Information  Science  offers  not  just  to  the  field  of 
cryptography and  also  computing  in  general.  Hopefully,  it  has 
illustrated  the  vast  potential  waiting  to  be  explored  in  this 
emerging field and generated some interest in the reader.
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ABSTRACT 

This paper explores the protocols used for the election of 

Windows Browse Master. The paper outlines the basic structure 

of the protocols and mechanisms used in Windows. It also 

provides details on the current security mechanisms used to 

prevent intruders and other malicious activities. With sufficient 

insight on the vulnerabilities and securities of the system, 

potential countermeasures are also mentioned in this paper.  

Categories and Subject Descriptors 

D.2.2 [Microsoft Windows]: Microsoft Windows Browser 

Service – overview, functions, existing security, vulnerability 

General Terms 

Announcement – A message that is broadcasted throughout the 

network. 

 

Backup Browser - The backup browser receives a copy of the 

network resource browse list from the master browser and 

distributes the list to clients upon request.  

 

Browse Master/Master Browser – It has the same functionality as 

the Domain Master browser, except that it maintains the list for its 

own subnet, and relays that information back to the Domain 

Master Browser. 

 

Browse list – A list containing computers/browsers which are 

connected to the network and the shared resources. 

 

Browser Request – A request sent by a computer that needs to 

access a particular shared resource. 

 

Domain Master Browser - A computer/server responsible for the 

collection of information from other master browsers. This 

information is used for creating and maintaining the browsing list. 

The browse list includes all servers in the domain or workgroup of 

the master browser and the list of domains on the network. 

 

Election – The protocol that is used to determine which browser 

will become the master browser. 

 

Jamming – The act of interfering with communications between 

browsers. 

 

Multihomed – A host/computer that has multiple network 

interface adapters to support many Internet Protocol addresses. 

 

NetDB – Network Tracking Database is a system which is used to 

monitor the various devices connected to the network. 

Non-Browser - A computer that does not have a browse list or 

resources to share with the network. 

 

Potential Browser - A potential browser has the ability to 

maintain a list of the resources in the network and can be elected 

as a master browser. The potential browser computer can also act 

as a backup browser if the master browser instructs it to do so. 

 

WINS – Windows Internet Name Service is to resolve NetBIOS 

names to IP addresses. 

1. OVERVIEW – What is Computer Browser 

Service 
Computer Browser Service is a feature found in operating systems 

which allows users to easily browse for available domains, 

workgroups, servers and shared resources provided by the 

computers within the network. This is done by compiling the 

information into a single computer known as the “Master 

Browser”. It maintains the list of the computers and shared 

resources in the network. 

 

 
Figure 1: A typical computer browser service network 

 

In a networked environment, computers can play a variety of roles 

as browse servers and browse clients. Both servers and clients in a 

network are called the browser system. Any computer that can 

collect, maintain and distribute a browse list can be a browse 

server. In a typical network environment, there will be one master 

browser, backup browsers and potential browsers for each 

network subnets. The master browser server collects the necessary 
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information needed to create and maintain the browse list. Backup 

browse server keeps a copy of browse list and distributes to 

computers upon request. Potential browser capable of maintaining 

browse list and can be elected as master browser. Browse clients 

will not be able to maintain and distribute browse list as the 

master browser in control of the distribution of browse list. 

 

With the computer browser service, it reduces the CPU cycles and 

the network load needed to build and maintain the browse list. 

Without it, computers will have difficulty communicating with 

each other. 

2. FUNCTIONS 

2.1 Computer Browser Service Architecture 

A complete architecture of Computer Browser service enables 

efficient sharing of network resources. There are five browse 

service roles taken up by the computers in the browse system. 

They are: 

a) Domain master browser- Collects browse list from the 

master browsers on other subnets as well as serves as 

the master browser for its subnet. 

b) Master browser - Collects the necessary information 

needed to create and maintain the browse list.  

c) Backup browser - Keeps a copy of browse list and 

distributes to computers in domain upon request. 

d) Potential browser - Capable of maintaining browse list 

and can be elected as master browser. 

e) Non-browser - Not configured to maintain browse list. 

 

2.2 Browser elections service 

2.2.1 Registration 
As the server starts, Host Announcement message will be 

broadcasted to make master browser know its presence. Host 

Announcement messages are sent again after 4, 8 and 12 minutes, 

and then it repeats every 12 minutes. The new server is added to 

the browse list by the master browser through unicast sessions 

within 12 minutes. 

 

 
Figure 2: Election request message propagation 

 

 

 

 

 

2.2.2 Host Announcement Propagation 
Master Browser waits for three announcement periods (36 

minutes) before removing a server from its list. 

If the server is shutdown properly, it forces an election and next 

master browser is selected immediately. A host announcement 

message is sent to the master browser to indicate that it is not the 

server any longer. On an ideal network, the removal of a server’s 

name takes 36 minutes or less to inform all master browsers in the 

domain. 

 

If the server is shutdown abruptly or lost network connectivity, 

the server remains in the master browse list for 36 minutes. Then 

master browser notifies domain master browser to remove the 

server from the list. After 12 minutes, a master browser on a 

remote subnet obtains the domain-wide list from the domain 

master browser. In the next 12 minutes, each backup browser on 

the remote subnet is informed to remove the server from its list. 

As a result, it takes up to 72 minutes to remove a server from the 

browse list. 

 

 
Figure 3: Propagation of announcement 

 

The whole process is even faster if the there is a backup browser 

with fully populated list wins the browse election. 

 

2.2.3 Browser request 
Computer Browser service creates a browse list of workgroups, 

domains and other computers and made available to browse 

clients. The browse client selects a computer by broadcasting Get 

Backup List Request message. The master browser acknowledges 

with a unicast message that contains a list with a maximum of 

three backup browsers. The client chooses one and request for its 

browse list. The selected browse server replies with its browse 

list. The browse client attempts three times to find master 

browser. If all three fails, then the re-election is done to find a 

new master browser in the domain.  
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2.2.4 Computer browser service announcements 
Computers operating in Windows have file sharing services 

installed and enabled on a network interface broadcasts a periodic 

Host Announcement message on the local subnet. Master 

browsers get announcements from, and replies with a list of 

backup browsers to computers operating on Windows 98, 

Windows Millennium Edition, Windows 2000, Windows XP, or 

Windows Server 2003. When a computer wins an election to 

become the master browse server, its browse list is empty. Thus, it 

broadcasts an Announcement Request message to all the 

computers in the domain. If a master browser receives an 

announcement from another master browser, it will demote itself 

and forces an election. 

 

2.2.5 Browser election 
Browser elections occur to select a new master browser when a 

master browser cannot be located, preferred master browser 

comes back online, windows-based domain controller starts 

or/and back-up browse server cannot communicate with the 

master browser to get browse list’s updates. A computer initiates 

an election by broadcasting a Request Election message. As a 

browser receives the Request Election message, it checks the 

election criteria. If its ranking is higher than the sender, then it 

sends its own Request Election message to enter election. Else, it 

finds out the new master browser. 

 

The following rules are used to determine which browser won the 

election: 

a) If the election version of the browser is greater than the 

election version of the sender. 

b) If the election criteria value is higher than sender. 

c) If the browser running longer than the sender. 

d) The server with the lexically lowest name wins. 

3. EXISTING SECURITY 

3.1 Browser Election 
When a browser election occurs, it uses a set of election criterion 

in order to determine the legibility of each browser connected to 

the network. They are:  

 If the version running on the browser is greater than the 

other versions that are running on the rest of the 

browsers. For example, if browser “S” is running on 

Windows XP and the rest are running on Windows 95, 

then browser “S” will win the election. If there is no 

single browser that fulfills this criterion, then it will 

consider the next criteria. 

 If the any of the other hierarchy of criteria is greater 

than that of the remaining browsers. An example would 

be if browser “D” is set as a running backup server 

while the rest of the candidates are not, then browser 

“D” will become the next master browser. If no browser 

can be singled out yet again, then it moves on to the 

next criteria. 

 If the runtime of an existing browser is greater than that 

of the remaining browsers. If not, the last criteria will 

determine the election result. 

 If the above criteria cannot be fulfilled, then the server 

with the lowest name will win the election. For 

example, server “A” will be chosen over server “Z”.  

With these criteria, we can be assured that the current master 

browser is of a later version than compared to the other browsers 

in the network. This will ensure that the master browser has all the 

latest updates and is therefore much more secure as compared to 

the older versions. Also, in the event that the master browser is 

temporarily unavailable on the network, when the preferred 

master browser rejoins the network it will be selected to once 

again be the master browser. 

3.2 Firewalls 
The master browser will have a firewall installed into their 

systems in order to prevent intruders from hacking into the 

browser and perform detrimental changes to other browsers, or 

edit permissions to give themselves unlimited access to other 

browsers. Depending on the type of firewall, the strength and 

location of it varies depending on the requirement for protection 

and management of the domain.  

 

 
Figure 4: Example of a firewall 

3.3 Master Browser permissions 
The master browser holds a list of all the browsers in the domain, 

and let users easily browse and locate shared resources in 

neighboring computers. The shared resource on each browser is 

determined by marking the intended folder or file as shared, or by 

changing the access properties of the file or folder. Therefore, 

each browser has the ability to choose what to share and what not 

to by changing the permissions on the files and folders on their 

computer. 

3.4 Folder/files permissions and privileges 
Every browser has the ability to change the permissions and 

privileges for their folder or files. The permissions are: 

 Read  

 Write 

 Full Control 

 

Users can decide what kind of permission to give others by simply 

editing the permissions on the file/folder. However, the defaults 

on some folders have already been set by the system, such as the 

windows directory set to be accessible only to the administrator of 

that computer. 

63



4. VULNERABILITIES 

4.1 Remote Code Execution  
When a malformed browser message is sent to the Master 

Browser, it would trigger a vulnerable code in memcpy (memory 

copy) operation. This happens due to an integer underflow within 

the operation where 32-bit length value (WCHAR) becomes 

negative.  

 

memcpy operation: 

if ( Length > 0 ) {  

RtlCopyMemory(StringOffset, InsertionString, 

Length*sizeof(WCHAR)); 

 

The result of the operation will lead to a kernel pool buffer 

overrun in a thread running at Passive Interrupt request level or 

Dispatch Interrupt request level on Windows. The effect of the 

buffer overrun will cause a fatal system error as there is a 

mismatch between the source and the destination address. The 

fatal system error will guaranteed to happen as approximately 4 

Gigabytes of system memory will be referenced during the copy 

operation on 32-bit systems or 8 Gigabytes on 64-bit systems. On 

32-bit systems, the maximum memory supported less than 4 

Gigabytes. On 64-bit systems, if the system has sufficient system 

memory, there will be a possibility of fatal system error. This will 

cause the Master Browser to restart, leading to Denial-Of-Service. 

In theory, it is possible for this kind of attack to occur. However, 

there is no known record of any system that has been attacked in 

this manner. 
 

4.2 Jamming the network domain 
Windows Browser service provides information about the other 

browsers in bulk, including their valid hostnames. This can be 

prone to attacks such as denial of service or network flooding, and 

if the NetDB name service gets affected by this, it can cause 

connections to start failing. This would result in the network 

being constantly flooded with requests by the browsers that are 

trying to connect to the network. This would slow down the 

network, leading to slower connections.  
 

4.3 Shared resource liability 
The shared resources between browsers could also pose a 

potential hazard and vulnerable point of attack. In Windows, there 

are some folders that are set automatically to be shared by default. 

A devious attacker can easily access these resources and insert a 

computer virus known as a worm and wait for it to spread through 

the network. The damage can quickly propagate through the 

network, causing multiple failures in systems that are connected to 

the network. The default option is in violation of the fail-safe 

default principle which states that the default should be no access, 

and therefore the folders should not be shared unless the user 

changes the permission. 

 

Another route of attack that could be taken is to gain illegal access 

to other files and folders through the shared resources. An attacker 

could do this via changing the permissions on the other folders 

thereby gaining access to it. They can then either steal valuable 

information or corrupt the data in the computer. 
 

4.4 Force election 
The master browser receives an announcement message from 

another computer that it is the master browser. This stops the 

current master browser from broadcasting, and making it seem 

like the master browser is offline. This forces an election to begin 

the process of selecting a new master browser for the subnet. 

Force election can caused due to following problems: 

a) Multihomed Windows machines 

b) Configured routers to forward UDP broadcasts 

c) Inconsistent IP subnet masks being set across all the 

systems on the subnet/network. 

d) Wrong static WINS entries.  

e) Switching configuration matters. 
 

5. PROPOSED COUNTERMEASURES  
From the vulnerabilities that we have looked at previously, we 

have explored the potential countermeasures that users can 

employ in order to safeguard their computers and thus storing the 

data safely. 
 

5.1 Changing the default sharing permissions 
For all files and folders that you do not want people to have 

access to, ensure that the sharing permission is set such that only 

that user is able to view the file/folder. Also, for other files or 

folders that you want to be shared, but not modifiable by others, 

set the permission to read only. These preventive measures can 

help ensure that others trying to access your computer will have 

limited access to it, thus limiting the damage that attackers can 

deal. 
 

5.2 Microsoft Active Directory 
The browser service uses WINS to resolve Master Browser Server 

names. WINS allows incremental reproduction of data, implies 

that servers will update between themselves periodically. 

Incremental updating of servers may seem alright for small scale 

networks, but when introduced to a very large network, it might 

get complicated. The introduction of Microsoft Active Directory 

resolves the problem of incremental reproduction of data. Instead, 

it will copy the entire data from server whenever a change is 

made. Computer browser service is still found in newer operating 

system, but is disabled by default. It can be enabled to support 

clients that are running on older operating systems. The Active 

Directory provides a central network administration and security 

in a Server-Client environment.  

 

 
Figure 5: Microsoft Active Directory example  
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6. CONCLUSION 
From our findings, we can see that there are a number of faults 

within the Windows Browser Service. Most of these faults can be 

easily exploited by attackers internally, which can cause serious 

problem for the network. We have in turn, explored possible 

solutions to some of the vulnerabilities that were mentioned, 

which could possibly help to reduce the number of different 

attacks and limit the damage done. 

 

The Windows Browser Service is an old system that was designed 

to be used by Windows 2000 and below. As with all systems, it 

has its flaws, but as the computer becomes more up-to-date, this 

system was eventually left behind in favor of newer and more 

secure systems. However, it can be said that the newer systems 

have been built are based on the flaws present in the Windows 

Browser Service, to create a more secure system that is more 

resistant to attacks. 
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ABSTRACT 
In this paper, we describe single sign on (SSO) and focuses on the 
architectures used for single sign on solutions that operating 
systems and products make when designing an authentication 
solution for a large IT infrastructure and on the security 
technology. For each of the architecture, we describe and outline 
the strengths and weaknesses of underlying methods used. 

Categories and Subject Descriptors 
C.2.0 [INTRODUCTORY AND SURVEY] 
C.2.0 [COMPUTER-COMMUNICATION NETWORKS]: 
General - Security and protection. 
C.2.2 [COMPUTER-COMMUNICATION NETWORKS]: 
Network Protocols – Applications, Protocol architecture 

General Terms 
Security, Theory. 

Keywords 
Single sign-on (SSO) solution, SSO Architectures, credentials. 

1. INTRODUCTION 
Single Sign-On (SSO) is a process that allows network users 
authenticate once to a single authentication authority and then 
access all authorized network resources without having to log in 
separately to each resource. A good SSO solution can hide the 
authentication implementation details on different operating 
system platforms from the SSO user and can provide support to 
outsource the application-level authentication logic to a 
centralized SSO authentication authority. 

Without SSO services, there will have an increase in the risk for 
compromise of an authentication service's security. When the 
number of passwords increases, there will have higher chances 
users misplace or forget credentials. This will indirectly affect the 
availability of an authentication service.  

2. BASIC KNOWLEDGE 

2.1 Advantages and Disadvantages 
The advantage of SSO enables both users and administrators deal 

only with a single set of credentials. With the use of SSO, the 
administration such as the authentication infrastructure, its 
administrators, and helpdesk support will only need to keep track 
of the changes to a single entry for every user in the credential 
database. Therefore all authentication data are centralized and can 
be accessed and manipulated using the same tools and procedures.  

However if any third party obtains the SSO credentials can bypass 
its security system and obtains access to different resources under 
the credentials. This is because single sign-on provides access to 
all resources once the user is initially authenticated. Therefore, 
this risk may be reduced when choosing SSO credentials that are 
not knowledge-based such as password but rather combined with 
a strong authentication methods like biometrics-based 
(fingerprints) or possession-based (one-time tokens or smart 
cards). The use of multifactor authentication solutions for SSO 
will further increased focus on the protection of the user 
credentials.  

SSO also brings important security advantages. Centralization 
eases the enforcement of a consistent authentication policy 
throughout the enterprise. Obviously, it is also much easier to 
secure a centralized than a distributed infrastructure. 

2.2 Web versus Enterprise SSO 
Web SSO solutions is a Web-based single sign-on experience for 
users who access applications which must be Web-enabled using 
a Web interface and the HTTP protocol. When user wants to join 
an application to a Web SSO infrastructure, your application must 
be Web-enabled. In many cases, this comes down to having a 
multi-tiered Web front-ended application architecture.   

While Enterprise SSO solutions can provide a much broader SSO 
experience. Enterprise SSO solutions not only cover SSO to Web-
enabled applications, but also to applications that use terminal 
emulator-based user front-ends, terminal service-based 
applications that are accessed from thin clients, and all kinds of 
other non-Web enabled applications (e.g., mainframe, legacy 
client-server applications, etc.). However enterprise SSO solutions 
are more difficult to set up and maintain. This is mainly due to the 
fact that they are dealing with SSO in much more heterogeneous 
environments than Web SSO solutions do. 

3. Simple SSO Architectures 
SSO is relatively easy to implement in authentication 
infrastructures that are using a single authentication authority. In 
this Single SSO environment, users have a single set of 
credentials. The concept of users must be interpreted in a large 
sense: it covers all security principals accessing the resources 
under the control of the authentication authority. Figure 1 shows 
the same authentication authority used by a user and a resource 
server which is linked to a credential database. The authentication 
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server is the primary source for account and credential 
management.

 
Single SSO solution is also bundled in operating system. 
Examples of Operating System offering SSO Solution are 
Microsoft Windows NT, Windows 2000, Windows Server 2003, 
R2 and Novell Netware. Finally CA (Netegrity) and RSA 
(Securant) are examples of SSO Solutions bundle with Web 
Access Management System (WAMS) software. (As listed in 
Table 1) Not only just Operating system but others like HP  
(Baltimore Select Access), Entrust, and many others have proven 
the used of Homogeneous Web portal environments. 

Table 1 Simple SSO Solutions 

SSO Solutions Bundled with 
Operating System Software 

SSO Bundled with Web 
Access Management System 

(WAMS) Software 
Microsoft Windows NT, 

Windows 2000, Windows 
Server 2003, R2 

CA eTrust SiteMinder (formerly 
Netegrity) 

Novell Netware RSA ClearTrust (formerly 
Securant) 

SSO Using Centralized 
Network Access Security 

Software 

HP OpenView Select Access 
(formerly Baltimore) 

Cisco (TACACS, TACACS+ 
solutions) 

Oracle CorelD Access and 
Identity (formerly Oblix 

Netpoint) 
Microsoft (Internet 

Authentication Services [IAS] 
RADIUS solution) 

IBM Tivoli Access Manager for 
e-business 

 
Using a single authentication authority doesn't necessarily mean 
that only one authentication server and a single credential 
database are available. 

 

For scalability, performance, and high availability reasons, a 
single authentication authority may consist of multiple 
authentication servers and a set of replicated credentials 
databases. Figure 2 illustrates SSO in an environment with a 
single Authentication Authority and multiple Authentication 
Servers. Note that the credential database is replicated to all 
authentication servers. 

4. Complex SSO Architectures 
Figure 3 illustrates how authentication works in an environment 
with multiple authentication authorities but without SSO support. 
The domain that the user uses most often is called the users 
primary authentication domain while domains that users use less 
often are called secondary authentication domains.  

From this setup there is no SSO is available between the primary 
and the secondary authentication domains. This will cause the 
user to authenticate to the trusted third parties (TTPs) of those 
domains, using credentials as defined in that particular secondary 
authentication domain whenever user wants to access resources in 
the secondary domains.  

However when the number of secondary authentication domains 
increases, it creates a burden for an enormous credential-
safeguarding as each secondary authentication domain has its 
proper credential database. In this setup the user used different 
authentication tokens which are one for each authentication 
domain. 

Complex SSO architectures for authentication infrastructure is 
needed to extend the SSO scope to implement on different 
platforms and governed by different organizations. In most 
scenarios, these complex SSO architectures also have to deal with 
many different authentication protocols and multiple credentials 
per user. 

4.1 SSO Architectures Dealing with a Single 
Set of Credentials 
There are two types of complex SSO architectures that use a 
single set of credentials which are token-based and public key 
infrastructure (PKI)-based SSO systems that are recognized by 
many different authentication authorities. 

Both token-based and public key infrastructure (PKI)-based SSO 
systems architectures provide SSO in a single account naming 
format and authentication protocol that are supported by each 
entity, application, and service participating in the SSO 
environment.  

 
Figure 2: SSO in an environment with a single authentication 

authority and multiple authentication servers. 

 
Figure 1: SSO in an environment with a single 

authentication authority. 

 
Figure 3: Authentication in an environment with multiple 

authentication authorities. 
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4.1.1 Token-Based SSO Systems 

In Figure 4 illustrated how a token-based SSO architecture works. 
When users have been successfully authenticated to the TTP, they 
will be issue with temporary software token. This token can be 
reused to determine if a user is authenticated to other secondary 
authentication domain TTPs which are cached on the user's 
machine.  

Secret keys are used by TTPs to connect between the primary 
authentication domain TTP and secondary authentication domain 
TTPs to validate the user token. This cryptographic key represents 
a trust relationship between primary and secondary authentication 
domains. These tokens used in token-based SSO architectures are 
valid for more than a single authentication authority. 

While it is true that in some token-based setups (for example, 
Kerberos) users do have more than a single token, in that case the 
authentication protocols support the automatic and transparent 
exchange of the token of one authentication authority for a token 
issued by another authentication authority. 

Kerberos authentication protocol is a classic example of an 
authentication protocol used for token-based SSO. Kerberos is an 
open standard defined by the IETF that has been implemented on 
many different platforms. When using a Kerberos token-based 
SSO solution, users authenticate to a central authentication 
service, called the Kerberos key distribution center (KDC) (the 
authentication TTP). If their authentication credentials are valid, 
they receive a ticket (the software token), which enables the user 
to request other tickets from the KDC in order to access other 
resources in the primary and secondary authentication domains. 
The tickets prove to the resource servers that the user has been 
authenticated before by a trusted authentication service—the 
Kerberos KDC. 

There are two types of token-based SSO Solution which are 
Kerbero based and cookie based. Examples Kerbero based 
soluion are Microsoft Windows 2000, Windows Server 2003, R2 
and Cybersafe ActiveTrust. Kerberos is the default authentication 
protocol of Windows 2000 and later versions of its enterprise OS 
while CyberSafe used plug-in to enable an operating system 
platform to generate, understand, and validate Kerberos 
credentials which is known as Kerberizing. 

Finally, cookie-based token is used when dealing with multiple 
authentication authorities in HTTP-based environments. CA 
eTrust SiteMinder, Oracle CorelD Access and Identity and RSA 
ClearTrust are examples of cookie based solution. Microsoft uses 
a similar cookie-based token system to extend the SSO 
functionality of its Windows Live ID Web authentication solution 
across different Web sites. (As listed in Table 2) 

Table 2: Token-Based SSO Solutions 

Kerberos Based Cookie Based 

Cybersafe ActiveTrust CA eTrust SiteMinder 

Microsoft Windows 2000, Windows 
Server 2003, R2 

Oracle CorelD Access 
and Identity 

RSA ClearTrust 
 
Table 3 below shows the summary of strength and weakness in 
token-based SSO Solution. 

Table 3: Advantages and Disadvantages of Token-based 

Pros Cons 
Single set of credentials 

simplifies life of user and 
administrator 

Requires a homogeneous 
authentication infrastructure 

environment 
Software usually comes 

bundled with OS software 
Relies on symmetric 

cryptography 

4.1.2 Public Key Infrastructure-Based SSO 
User will need to register themselves with either certification 
authority (CA) or registration authorities (RAs) which can be 
done by authentication authority or its registration agents. In this 
registration process, the users identify themselves with a set of 
credentials, follow by a piece of client-side software generates an 
asymmetric key pair, the public key of this key pair is offered to 
the CA (or RA) for certification. Upon receive the public key and 
user's credentials, the CA (or RA) will verify the user's 
credentials.  

If the user's credentials is verify, it will generate a public key 
certificate and send it back to the user. The user’s machine will 
cached both the user's public key certificate and the user's private 
key for subsequent authentication. The process is part of the 
public key infrastructure-based (PKI-based) SSO architecture 
(illustrated in Figure 5) Both CA and RA are used to generate a 
kind of software token similar to the ones used in token-based 
SSO systems. These tokens are used to prove the user's identity to 
other secondary authentication authorities in subsequent 
authentication request. 

 
There are similarities and differences for token-based SSO 
architectures and PKI-based SSO architectures. The similarities 
are both are valid for more than a single authentication authority. 
However on the other hand, the difference between a PKI-based 
and a token-based SSO architecture is that in the PKI case, the 
cryptographic methods used to validate the user token are 
asymmetric cryptography-based (using public and private keys). 

 
Figure 4: Authentication in a token-based SSO 

environment. 

 
Figure 5: Authentication in a PKI-based SSO 

environment. 
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In PKI-based SSO architecture, the result of this validation 
process also largely depends on the trust relationship between the 
primary authentication authority and the secondary authentication 
authorities. This is represented by a secondary authentication 
authority's certificate which is issued by the primary 
authentication authority.  

There are two types of PKI-based SSO Solution functionality 
which are in-house PKI and external PKI. Examples of in-house 
PKI-based SSO Solution functionality are Entrust Authority PKI 
and Microsoft PKI (Windows 2000, Windows Server 2003, R2). 
Finally, Verisign and Thawte are examples of external PKI-based 
SSO Solution functionality. (As listed in Table 4) 

Table 4: PKI-Based SSO Solutions 

In-house PKI Products External PKI 
Products 

Entrust Authority PKI Verisign 
Microsoft PKI (Windows 2000, Windows 

Server 2003, R2) Thawte 

 
Table 5 below shows the summary of strength and weakness in 
PKI based SSO Solution. 

Table 5: Advantages and Disadvantages of PKI based 

Pros Cons 
Single set of credentials 

simplifies life of user and 
administrator 

Can only deal with a single set of 
credentials 

Software usually comes 
bundled with OS software 

(a good example is the 
Windows OS) 

Complex certificate validation 
logic; requires a lot of processing 

on the client side 

Relies on asymmetric 
cryptography 

Requires a homogeneous 
authentication infrastructure 

environment (all services  and 
applications must be PKI enabled) 

4.2 SSO Architectures Dealing with Different 
Sets of Credentials 
In order to deal with different sets of credentials, there are three 
different types of SSO architectures which are credential 
synchronization architectures, secure client-side cache 
architectures, and secure server-side cache architectures. Not only 
provide different credential types, these three SSO architectures 
can also support different account formats and multiple 
authentication protocols which allow SSO in a more 
heterogeneous environment. 

4.2.1 Credential Synchronization 
Credential synchronization SSO architecture synchronizes user 
passwords between the credential databases of different 
authentication authorities. This is illustrated in Figure 6.  

Credential synchronization systems typically use a single master 
credential database, which can be used by administrators to 
update the user credentials. Although credential synchronization 
system supports multiple credentials for every user, these systems 
are not true SSO systems. This is because credentials are kept 
identical using the credential synchronization mechanism however 
the user is still prompted to enter his or her credentials by every 
single authentication authority. 

 
Credential synchronization solutions are considered less secure 
when synchronize credentials between the databases of different 
authentication authorities. The fact that the requirement for 
synchronize is to use the least common denominator with respect 
to the authentication authorities. For instance, password polices 
(complexity) and account names (replicated). 

One of the problems with credential synchronization(Figure 6) 
software technology is that most providers use a different types of 
hash format for storing their credentials therefore we cannot just 
synchronize the credentials between databases as it is not possible 
to derive the original password from it. 

The solution for credential synchronization is to be done only 
when the credentials (password) are created or updated. This is 
illustrated in Figure 7.  

 
Advanced enterprise password management products (Passgo 
InSync, Proginet SecurPass and others) offer advanced self-
service and delegated password management features. For 
example, it allow users to reset their passwords using an 
intelligent Question and Answer (Q&A) system that users can 
start from a Web, Windows logon, or phone (voice) interface. 
Password synchronization functionality is also included in 
provisioning and platform integration solutions. Examples of 
provisioning solutions offering password synchronization 
functionality are HP OpenViews Select Identity, Suns Java 
System Identity Manager, and Microsoft's Identity Integration 
Server (MIIS). Finally, Microsoft Services for Unix 3.5 (SFU) 
and Windows Server 2003 R2 are examples of platform 
integration solutions offering password synchronization. (As 
listed in Table 6) 

 

 

 
Figure 6: Password synchronization-based SSO. 

Figure 7: Password synchronization-based SSO. 
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Table 6: Credential Synchronization-Based SSO Products 
Advanced Enterprise 

Password Management 
Solutions 

Provisioning Solutions Offering 
Password Synchronization 

Passgo InSync HP Open View Select Identity 

Proginet SecurPass Sun Java System Identity 
Manager 

Courion PasswordCourier Microsoft Identity Integration 
Server 

M-Tech P-Synch 
Platform Integration Solutions 

Offering Password 
Synchronization 

 
Microsoft Services for Unix 3.5 

(SFU) and Windows Server 2003 
R2 

 
Table 7 below shows the summary of strength and weakness in 
Credential synchronization SSO Solution. 

Table 7: Advantages and Disadvantages of Credential 
synchronization 

Pros Cons 
Can deal with many 
different credentials 

Credentials are kept identical on 
different platforms 

Does not impact the 
client-side (no extra 

software needed) 

Requirement to use the least common 
denominator with respect to credential 

policies that the different systems 
support (for example, password length, 

complexity, etc.) 

Does not require a 
homogeneous 
authentication 
infrastructure 
environment 

Multiple sets of credentials complicate 
life of user and administrator " 

Does not provide true SSO 

Key to the kingdom" argument 
Requires extra software on server 

infrastructure side 

4.2.2 Secure Client-Side Credential Caching 

 
A set of primary credentials is used in order to unlock a user 
credential cache in a secure client-side credential caching 
mechanism (Figure 8 illustrates). Whenever the user needs to 
access resources, the other credentials are automatically retrieved 
from the local credential cache and presented to the authentication 
authority. Once the credentials is successful, the user will be 
logged on transparently to the other resource servers. Due to this 

authentication to the secondary authentication domains relies on 
the credentials for the primary domain to unlock access to the 
credentials of secondary domains. Nevertheless the secondary 
domains must trust the primary domain. 

Client-side credential caching functionality is also bundled in 
operating system. Examples of Operating System offering client-
side credential caching functionality are Microsoft Windows XP, 
Windows Server 2003, R2 (Credential Manager). Finally, Entrust 
Entelligence (PKI client) and Identix BioLogon (Client-side 
biometrics software using fingerprint identification) are examples 
of Client-side credential bundle with other software product. (As 
listed in Table 8) 

Table 8: Secure Client-Side Cache SSO Products 

Bundled with OS Software Bundled with Other Software 
Products 

Microsoft Windows XP, 
Windows Server 2003, R2 

(Credential Manager) 

Identix BioLogon (Client-side 
biometrics software using 
fingerprint identification) 

 Entrust Entelligence (PKI client) 
 
However in the SSO architecture secure storage of cached 
credentials is critical. This is because cached credentials provide 
access to resources therefore it is not advisable to use SSO 
architecture on portable devices or on operating system platforms 
that are not sufficiently secure. These portable devices are such as 
laptops or PDAs. 

A secure client-side cache SSO can be implemented without the 
use of an integrated authentication infrastructure. The primary 
credentials unlocking the cache would be done in the local 
machine's security database and only valid for accessing local 
machine resources. In the context of an authentication 
infrastructure, the user's primary credentials are generally not 
local credentials but domain credentials. 

Table 9 below shows the summary of strength and weakness in 
secure client-side credential caching SSO Solution. 

Table 9: Advantages and Disadvantages of Secure client-side 
credential caching 

Pros Cons 
Can deal with many different 

credentials 
Requires a secure client-side 

credential cache 
Does not require a homogeneous 

authentication infrastructure 
environment 

Multiple sets of credentials 
complicate life of user and 

administrator 
Has impact on client side 
(requires extra software or 

special OS version) 
 

 
4.2.3 Secure Server-Side Credential Caching 
Figure 9 illustrates a secure server-side credential caching SSO 
architecture that store credentials in a master credential database 
on a server. These credentials are not necessarily the same for 
every authentication authority in a secure server-side credential 
caching SSO architecture. The primary authentication authority is 
also known as the authentication gateway. This is because the 
master credential database contains the reference between user's 
primary and secondary credentials. The secondary authentication 
authority kept in its own domain databases.  

 
Figure 8: Authentication in an SSO environment using a 

client-side secure cache. 
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When setup a secure server-side credential caching SSO, user will 
first logon to the primary authentication authority using the 
primary credentials and a predefined authentication protocol. If 
the credentials are valid, SSO software will either provides a list 
of available applications for user or transfers a secure wallet 
containing the user’s secondary credentials to the user’s machine.  

In first case, the client-side SSO software will communicate with 
the primary authentication authority to retrieve the appropriate 
user credentials. These are then forwarded to the user in a secure 
way.  In latter case, it provides a cached on the client for the 
duration of the logon session, and the specific application 
credentials are automatically retrieved on an as-needed basis. 

Finally user-side SSO software will use the secondary domain 
credentials to transparently log the user on to the secondary 
domains. In the context of security, credentials may be 
temporarily downloaded to the client but it will be deleted from 
the client once session expired therefore server-side caching gives 
a better security as the credentials are not permanently stored on 
the client side. 

Different types of products use different approaches to solve the 
problem on how to keep the copies of the credentials in the 
primary credential database and the ones in the secondary 
credential databases synchronized. Some approaches are to 
contain password synchronization services, while some depend on 
password synchronization services of specific software products 
(Passgo, Proginet, and so forth) or the password synchronization 
services built into the systems management software (BMC 
Patrol, CA Unicenter, IBM Tivoli). However some approaches do 
not use any password synchronization but rely on administrators 
or users (self-administration) to perform the credential updates. 

Finally, IBM's Tivoli Access Manager for Enterprise Single Sign-
On and Computer Associates eTrust Single Sign-On are some 
example of secure server-side credential caching SSO systems. 
(As listed in Table 10) 

Table 10: Secure Server-Side Credential Caching SSO 

IBM Tivoli Access Manager for Enterprise Single Sign-On 

Computer Associates eTrust SSO Single Sign-On 

Citrix Password Manager 

Table 11 below shows the summary of strength and weakness in 
secure server-side credential caching SSO Solution. 

Table 11: Advantages and Disadvantages of Secure server-side 
credential caching 

Pros Cons 

Can deal with many 
different credentials 

Requires a credential synchronization 
mechanism (may be part of the SSO 

product) 
Does not require a 

homogeneous 
authentication 
infrastructure 
environment 

Multiple sets of credentials 
complicate life of user and 

administrator 

Has impact on client side 
(requires extra software) 

Requires extra software on server 
infrastructure side 

5. Conclusion 
This paper illustrated the mechanism whereby a single action from 
user can authenticate and authorize to access all computers and 
systems. There are many different systems setting up an SSO 
infrastructure in integrating and sharing information across these 
systems. Therefore in any security solution, it is recommended to 
keep an SSO solution simple and to build it on open standards.  
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ABSTRACT 
This paper briefs the background and mechanism of NFC. After 
gaining an insight of NFC technology, this paper discusses the 
different kinds of threats on NFC applications and some suggested 
solutions against these attack. In all the suggestions, the level of 
cryptography and protocols used in the NFC applications are 
critically explored. The author would like to clear up the 
misconception about the security of NFC and hope for further 
NFC development and uses in the future. 

General Terms 
Security, verification. 
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1. INTRODUCTION 
1.1 Near Field Communication(NFC) 
NFC is short for Near Field Communication, which is "based on 
inductive coupling, where loosely coupled inductive circuits share 
power and data over a distance of a few centimeters"[1]. 
Established as an international standard(ISO/IEC 18092) NFC 
creates a 13.56MHz radio signal which share the basic technology 
with those RFID tags and contactless smartcards.[2] 

 

1.2 Comparison with other technologies 

 
 

Compare to other long-range and short-range technologies, NFC 
has the shortest range(Figure 1). The table below shows the 
benefits of NFC comparing to Bluetooth and IrDa, which are 
commonly using in our life. 
 

 
Table 1. NFC compared with Bluetooth and IrDa[3] 

 NFC Benefits of 
NFC 

Bluetoo
th IrDa 

Network 
Type 

Point-to-
Point 

Easy set-up, 
pairing = 

bringing close 

Point-to-
multipoin

t 

Point-
to-point 

Range <0.1m Safe, suitable for 
crowded areas 10m 1m 

Speed 106/212/424
kbps  721kbps 115kbps 

Set-up 
time <0.1s 

Fast transactions 
e.g. For public 

transport 
6s 0.5s 

Modes 
Active-active 

active-
passive 

Reader mode 
and card-like 

mode 

Active-
active 

Active-
active 

Compati
ble with 
RFID 

Yes 
Can work with 

existing 
infrastructure 

No No 

Costs Low Affordable for 
most devices Moderate Low 

 
Due to NFC technology's characteristics of short range, fast 
transactions and various modes, it brings a lot of convenience to 
users by applying it on the mobile devices and innovates many 
new applications based on NFC. 

1.3 NFC applications 
Based on NFC technology, there are mainly two categories of 
applications: information exchange and personal access and 
transaction. 
Information exchange mainly includes device pairing, information 
sharing, tags for information, etc. Personal access and transaction 
mainly includes paying bills or tickets, ID identification, access 
control. 

1.4 Importance of NFC security 
NFC technology can be applied to different aspects in our life. It 
may change the life style such as replace the physical wallet to 
"electrical wallet". It is critical to make sure these changes do not 
have any potential dangers. Moreover, NFC applications includes 
the access to personal and financial information, both the users 
and service providers will demand a high level protection against 
fraud loss or unauthorized use of a credential. Therefore, it is very 
significant to improve the NFC security level. The next section 

Figure 1 
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will introduce some potential dangers involved in NFC 
applications. 
 

2. Threats 
2.1 Concept of different threats 
2.1.1 Eavesdropping 
Eavesdropping was the most likely to happen because there is no 
protection against it several years ago. As NFC is a wireless 
communication interface, RF waves are used to transfer data. This 
allows the attacker have chances to use an antenna and analysis 
equipment to have the signals, although in practice it is not likely 
to happen due to limitation of signal range in NFCIP-1 standard.  

2.1.2 Data Destruction 
A attacker who only wants to destruct or corrupt the data can 
transmit some valid frequency of the data spectrum at a correct 
time. This will make the NFC service denial or the receiver cannot 
understand the data received. 

2.1.3 Data Modification 
The data modification is possible as it depends on the strength of 
the amplitude modulation. In different percentage of modulation, 
the attacker has different chances to decode some of the signals. 
This allows attacker to modify those signals in order to modify the 
transmitted data. 

2.1.4 Data Insertion 
This attack is only applicable to the attacker who has enough time 
to send an inserted message in the time interval of real device 
starting to send message.  

 
2.1.5 Man-in-the-middle-attack 
In the M-I-M attack, the attacker actually combines the 
eavesdropping and data insertion technology and play in the 
middle of two NFC users if the NFC users are using 
unauthenticated key agreement protocols. If the attacker is close 
enough, he can eavesdrop the message which is sended from A to 
B. Then he has to disturb the transmission from A to B and insert 
his message and send it to B.  

2.2 Real case of NFC threats 
In 2008, collin mulliner wrote a python NDEF library which can 
construct NDEF records and messages. This allows people to 
read, write or dump the tags. He also gives a demonstration about 
SmartPoster URL Spoofing.[4] 
 

3. Solutions and suggestions 
In practice, some of the conceptual threats are not likely to happen 
because difficulties of such attack is very high or some attack is 
very easy to be noticed. However, as mobile devices are 

ubiquitous and NFC applications are rapidly developed, the 
importance of NFC security are emphasized critically.  

3.1 Basic solution and recommendation 
As mentioned in 2.1, some threats are not likely to happen in 
practice. This is because the characteristics of NFC increase the 
difficulties of intruding.    
For eavesdropping, NFC cannot protect against by itself. This can 
be solved by using a cryptographic component to set up a protocol 
which will be introduced on 3.2 
For data destruction, it can be detected as NFC devices can 
receive and transmit data at the same time. They can check the RF 
field to see whether there is collision. 
For Data modification, the suggested way is to use 106 kbit/s 
transfer rate defined by the NFCIP-1 standard in the active mode 
and 100% Amplitude Shift Keying (ASK) in combination with 
modified Miller coding. With this suggestion, attacker is relatively 
easy to change a pause into a signal but impossible on the other 
way. 
For Data insertion, it is only possible when the attacker can send 
this data earlier than the real device. However, the set-up time is 
usually very short and the transmitted speed is very high, so this is 
not likely to happen. 
For M-I-M attack, it is practically impossible. What users need to 
do is just make sure the active party should listen to the RF field 
while transmitting data and detect any disturbances. 

3.2 NFC cryptography and protocol 
As NFC is used in the payment application, the security of 
transfer of value, especially in offline system is very critical. 
While in the offline system, the server cannot control and audit. 
Therefore a highly secure system should be implemented into the 
NFC mobile service, and the backbone is a Secure Element(SE) 
which is a small chip contains security implementation. 

3.2.1 Cryptography 
Based on the white paper "NFCIP-1 Security  Services and 
Protocol - Cryptography Standard using ECDH and AES" 
published by Ecma[5], it states that "the cryptographic 
mechanisms are using Elliptic Curves Diffie-Hellman(ECDH) 
protocol for key agreement and Advanced Encryption 
Standard(AES) for encryption and integrity". 
The Shared Secret Service(SSE) establishes a shared secret 
between two users and then the Secure Channel Service is built 
before communication to protect the communication later. 

3.2.2 Protocol 
As shown in Figure 2, there are four steps in this protocol 
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3.2.3 A phone-to-phone protocol 
A Public Key Infrastructure(PKI) is used to create safe channels 
for activities such as payments or transactions, based on the 
cryptographic algorithms in SE mentioned in 3.2.1. As shown in 
appendix A, a phone-to-phone protocol is built.[6] 

3.3 Case study: Infineon Technologies[7] 
Infineon Technologies AG is a German semiconductor 
manufacturer. It publishes a white paper "Security on NFC-
enabled platforms", which elaborates how to achieve wide market 
success for NFC. One of the important points is to build a robust 
security architecture to "protect users from danger of fraud, theft 
and breaches of personal privacy". 
 
As the paper mentioned, NFC applications are categorized into 
two based on the security level: Open Applications and Secure 
Element Applications(Figure 3). The minimum compliance 
requirements include "dynamic data authentication", "m-wallet 
contactless functionality" and "a secure element(SE)". The 
security architecture relies most on a Standalone SE. 

 
 
 
Infineon provides four kinds of SE(Figure 4), which are able to 
suit different requirements for handset manufacturers. They are 
SWP sim card, embedded SE, removable SE with flexible antenna 
and active SD-card. Within the SE, high security level 
cryptography is implemented and make them highly secure 
controller. 
 

 

 
 
 

4. Conclusion 
The NFC technology is increasing exponentially with this larger 
and larger mobile devices market. Its efficiency and simplicity of 
transferring data bring people a lot of convenience. Also the 
security technology is very flexible and is able to win the trust to 
store personal and financial data into these mobile devices. NFC 
is able to provide confidentiality, integrity and authenticity. 

Figure 2 

Figure 3 

Figure 4 

75



 

 

REFERENCES 
1.[1]NFC forum: www.nfc-forum.org 
2.[2]"Information technology - Telecommunications and 
information exchange between systems — Near Field 
Communication — Interface and Protocol (NFCIP-1)", ISO/IEC 
18092, First Edition, 01-04-2004. 
3."Information technology - Telecommunications and information 
exchange between systems - Near Field Communication Interface 
and Protocol - 2 (NFCIP-2)", ISO/IEC 18092, Second Edition, 01-
07-2012. 
4.[3]Annika Paus."Near Field Communication in Cell Phones". 

24-07-2007 
5.[4]collin mulliner: www.mulliner.org/nfc/ 
6.[5]Ecma International. "NFCIP-1 Security  Services and 
Protocol - Cryptography Standard using ECDH and AES". 09-12-
2008 
7.[6]Gauthier Van Damme, Karel Wouters. "practical Experiences 
with NFC Security on mobile phones". 
8.[7]Infineon Technologies. "Security on NFC-Enabled Platfroms 
- Building Trust in the New Mobile Applications Ecosystem". 
9.Smart Card Alliance. "The Mobile Payments and NFC 
Landscape:A U.S. Perspective". 09-2011 

 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 

76

http://www.nfc-forum.org/�
http://www.mulliner.org/nfc/�


Appendix A 
 
 
 

 
 

 

77


	CS2107%20Project%20Paper_Latest
	AppendixI
	1. INTRODUCTION
	2. BASIC PROTECTION
	3. TYPES OF REVERSE ENGINEERING
	3.1 Static Analysis
	3.2 Dynamic Analysis

	4. PROTECTION METHODS
	4.1 Code Obfuscation
	4.2 Anti-Debugger Techniques
	4.2.1 NtGlobalFlag
	4.2.2 Thread Local Storage
	4.2.3 Execution Timing

	4.3 Code Signing

	5. CASE STUDY
	5.1 Initial Evaluation of the Software
	5.2 Locating the Validation Function
	5.3 Attacking the Validation Process

	6. EVALUATION
	7. CONCLUSION
	8. REFERENCES
	1. INTRODUCTION
	2. Public Key Infrastructure
	3. Shor's Algorithm
	3.1 Details of Algorithm
	3.1.1 Classical Computation
	3.1.2 Quantum Computation

	3.2 How it Cracks RSA Algorithm
	3.3 The Danger So Near yet So Far

	4. Quantum Key Exchange
	4.1 How it Works
	4.1.1 Concepts of Photon Polarization
	4.1.2 Protocol

	4.2 Basis for Security
	4.3 Vulnerabilities
	4.3.1 Environment Noise
	4.3.1.1 Complications
	4.3.1.2 Possible Solution: Quantum Teleportation
	4.3.1.3 Possible Solution: Measurement Device Independent QKD

	4.3.2 Storing the key
	4.3.2.1 Complications
	4.3.2.2 Possible Solutions - EPR Pair

	4.3.3 Lack of Authentication
	4.3.3.1 Complications
	4.3.3.2 Possible Solutions: Position-Based Authentication.


	4.4 Other Improvements
	4.4.1 Key hidden among random bits.
	4.4.1.1 Basis for Additional Security



	5. Conclusion
	6. ACKNOWLEDGMENTS
	7. REFERENCES
	1. INTRODUCTION
	2. BASIC KNOWLEDGE
	2.1 Advantages and Disadvantages
	2.2 Web versus Enterprise SSO

	3. Simple SSO Architectures
	4. Complex SSO Architectures
	4.1 SSO Architectures Dealing with a Single Set of Credentials
	4.1.1 Token-Based SSO Systems
	4.1.2 Public Key Infrastructure-Based SSO

	4.2 SSO Architectures Dealing with Different Sets of Credentials
	4.2.1 Credential Synchronization
	4.2.2 Secure Client-Side Credential Caching
	4.2.3 Secure Server-Side Credential Caching


	5. Conclusion
	6. ACKNOWLEDGMENTS
	7. REFERENCES
	1. INTRODUCTION
	1.1 Near Field Communication(NFC)
	1.2 Comparison with other technologies
	1.3 NFC applications
	1.4 Importance of NFC security

	2. Threats
	2.1 Concept of different threats
	2.1.1 Eavesdropping
	2.1.2 Data Destruction
	2.1.3 Data Modification
	2.1.4 Data Insertion
	2.1.5 Man-in-the-middle-attack

	2.2 Real case of NFC threats

	3. Solutions and suggestions
	3.1 Basic solution and recommendation
	3.2 NFC cryptography and protocol
	3.2.1 Cryptography
	3.2.2 Protocol
	3.2.3 A phone-to-phone protocol

	3.3 Case study: Infineon Technologies[7]

	4. Conclusion
	REFERENCES

