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Abstract. This paper will discuss about the underlying layers of NFC 
implementation, existing flaws and possible solutions to the exposed 
vulnerabilities. Our investigation will be focused on the ISO 14443 standard. 
This paper also aims to provide users of NFC technology sufficient knowledge 
to understand the attacks and how they can avoid being victims of such attacks. 

 

1. Introduction 
Near Field Communication (NFC) is a rapid growing technology which has dominant 
market in Europe and Asia. Its application on mobile devices is emerging in the 
United States as well. The distinguishing factor for the technology is that it allows 
compatible devices to send information with one another in close proximity, usually 
several centimetres.  

NFC technology gained popularity over Radio-Frequency Identification Cards (RFID) 
due to its ease of authentication, and improvement in card security through encryption 
of data stored in the card. With the increasing hype of NFC’s application on e-Wallet 
technology and other payment systems involving sensitive data, we are concerned 
about the security aspects of these implementations. Our purpose of scrutinizing these 
implementations is to understand and analyze its potential security flaws. At the same 
time, we hope to propose probable or alternative solutions. 

Furthermore, as NFC technology is rapidly gaining popularity, we see the potential in 
it becoming a main stream technology that is utilized by the mass market. As a result, 
it will naturally be the primary target for attacks. Hence, we also hope to use this 
opportunity to raise awareness about the related security issues, instead of trusting 
information that is relayed by the mass media which might be misleading at times. 

2. Report Objective 
The report would address several security issues surrounding the usage of NFC 
technology and how one could better prevent malicious attacks on their NFC cards. In 
addition, existing flaws will also be highlighted. To ensure the research is done 
accurately and effectively, structured methodology is used to aid investigation and 
research process. The first step of the research is to discover existing security 
techniques and flaws of NFC. At the second stage, exploits will be replicated and 
tested. 

Next, flaws will be analysed with the concern of the following three security goals: 

 Protection of data confidentiality. 
 Preservation of data integrity 
 Promotion of data availability for authorized use 

Lastly, countermeasures will be suggested. 
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2. Background of NFC 

2.1 What is NFC? 
NFC is an acronym for Near Field Communication. It is a wireless technology based 
on the technology of Radio Frequency Identification (RFID). It operates at a 
frequency of 13.56 MHz, which is a globally unlicensed and unregulated portion in 
the radio spectrum. Data transfer rate is relatively slow, which is up to 424 Kb per 
second. NFC allows contactless and secure dual-way communication between two 
electronic devices within close proximity. As no set-up is needed, mutual 
communication can be established quickly and easily. 

Theoretically, the distance allowing for communication between NFC devices is 
between three to ten centimeters. In practice, we observed the range to be about four 
centimeters or less in general. The close communication range provided a layer of 
security, because when the two devices are in such close proximity, it is usually 
intended by the user. The chances of an attacker interrupting a radio signal over such 
a short distance are unlikely [1]. 

2.2 How NFC Works 
NFC generally works in two modes of communication: the active and passive mode. 

For the passive mode of communication, one of the devices is the initiator and the 
other is known as the target. One example of an initiator is a mobile phone. The target, 
which is a passive object, can be an NFC tag. The NFC tag is powered by the Radio 
Frequency (RF) field which is generated by the mobile phone. It responds to the 
initiator by modulating the RF field. This means that no batteries or any other power 
supply is needed for the NFC tag. When communication is established, the initiator is 
able to read and write information to the tag, but not vice versa. 

The active mode of NFC communication is peer-to-peer (P2P). One example is to 
involve two smartphones both with NFC chips integrated. In this case, both devices 
must be powered, and generate RF fields in order to communicate with each other. 
Unless one of them is running in passive mode, both devices are able to read and 
write information from/to one another [2]. 

Unlike RFID technology, NFC improves data secrecy through utilizing encryption in 
data stored on the NFC tags and during the exchange of information between devices.  

2.3 Common NFC Standards 
To ensure interoperability, NFC communication protocols and data format must be 
specified. The process of creating these standards is facilitated by the International 
Organization for Standardization (ISO) which can be seen as a neutral party. These 
standards are the results of countless proposals made by active organizations and 
groups in the field, in order to maintain interoperability across cards, readers, 
networks and proprietary systems. Through global consensus of standards, it is widely 
accepted and used [3]. The following are the 2 most common standards used 
worldwide. 

ISO/IEC 7816-4. ISO/IEC 7816 is a multi-part international standard. It is divided 
into fourteen parts. ISO/IEC 7816-4 Part 1, 2 and 3 deal only with contact smart cards. 
They define the various aspects of the card and its interfaces, including the card’s 
physical dimensions, the electrical interface and the communication protocols. 
ISO/IEC 7816-4 Part 4 to 9, 11, 13 and 15 are relevant to all types of smart cards – 
both contact and contactless. They define the card’s logical structure (files and data 
elements), various commands used by the application programming interface for basic 
use, application management, biometric verification, cryptographic services and 
application naming. ISO/IEC 7816 Part 10 is used by memory cards for applications 
such as pre-paid telephone cards or vending machines. ISO/IEC 7816 Part 7 defines a 
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secure relational database approach for smart cards based on the SQL interfaces. 
(SCQL).[7] 

ISO/IEC 14443. ISO/IEC 14443 is an international standard that defines the 
interfaces to a "close proximity" contactless smart card, including the RF interface, 
the electrical interface, and the communications and anti-collision protocols. ISO/IEC 
14443 compliant cards operate at 13.56 MHz and have an operational range of up to 
10 centimetres (3.94 inches). ISO/IEC 14443 is the primary contactless smart card 
standard being used for transit and access control applications. It is also used in 
electronic passports and in the FIPS 201 PIV card. [7] 

2.4 Our Focus 
Our investigation will focus on MIFARE Classic cards - an NFC tag implemented 
with ISO 14443 standards. MIFARE card is produced by NXP Semiconductors and it 
is recognized as one of the most commonly used NFC card for transportation fare 
payment, institutions and companies in the world. Hence, the impact of this card will 
reach a wider audience as compared to cards based on other standards. 

2.5 NFC Protocols 

 

Figure 1. NFC Protocol Layer 

Physical and RF layer. This is the lowest level of the protocol. Communication 
follows the standard of ISO 14443 A-2. There are two different coding employed on 
the radio frequency signal to transfer data. Manchester coding format with 10% 
modulation is commonly used for most cases. Data is transmitted at the rate of 212 
Kbps or 424 Kbps. However, for data rate of 106 kbps, a modified Miller coding 
format is employed with 10% modulation. 
 

Data 
Rate (KBPS) 

Active Device Passive Device 

106 Modified Miller, 100% ASK Manchester, 10%, ASK 
212 Manchester, 10% ASK Manchester, 10% ASK 
424 Manchester, 10% ASK Manchester, 10% ASK 
Table 1. Coding schemes of RF layer 
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Initialization, Anti-Collision, and Protocol Activation layer. This is the layer 
where the two NFC devices initialize communications. 

Protocol layer (types of NFC tags) 

Type 1 Tag. Type 1 Tag is based on the standard ISO14443A. It can be read and re-
written. The tag could also be set to be read-only. Its memory size is 96 bytes which is 
enough for the storage of small amount of data such as web address. The memory can 
be increased to up to 2 kb. The data transmission rate of this Type 1 tag is 106 kbps. 
This type of tag is simple and low cost [4]. 

Type 2 Tag. Type 2 Tags are similar to Type 1 tags. However, they have only 48 
bytes available in the memory. Again the data transmission rate is 106 kbps [4]. 

Type 3 Tag. Type 3 Tags are based on the Sony FeliCa system. Its memory size is 2 
kb and the data transmission rate is 212 kbps. As compared to Type 1 and 2 tags, 
Type 3 tags are more costly and can be applied to more complicated applications [4] 
[5]. 

Type 4 Tag. Type 4 Tags are compliant with ISO14443A and ISO14443B standards. 
They are pre-configured by the manufacturer and they can be both read and re-
writable, or read-only. The memory space is equal or less than 32 kb. The data 
transmission rate is between 106 kbps and 424 kbps [4] [5]. 

Application layer. NFC devices generally exchange data in a common data format - 
NFC Data Exchange Format (NDEF). NDEF is designed to be a light-weight binary 
message format. Multiple application-defined payloads can be encapsulated into one 
single message construct – the NDEF Message.  
 

 

Figure 2. NFC NDEF data exchange format message structure 

As shown in the figure above, an NDEF message contains one or more records. Each 
NDEF record consists of two parts, the header and the payload. The header contains a 
payload identifier, payload length, and payload type. The payload identifier serves 
identification purpose. It is optional. The payload length can be one octet for short 
records, or four octets for the longer ones. The payload type contains information on 
what type of data is contained in the payload. The payload portion of the record can 
be of many different types and formats. Usually the payload contents can be defined 
in an NFC Record Type Definition (RTD) file [6].  
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3. MIFARE Memory Layout 
Data are stored on MIFARE NFC tags with a memory structure divided into several 
sectors. Every sector contains either 4 or 16 blocks. The first block of each sector is 
called a Sector Trailer, which contains the key to authenticate the access to data 
stored in the sector. The sectors that contain the application directories are called 
MIFARE Application Directory (MAD) Sectors. Those containing NFC Data 
Exchange Format (NDEF) data are called NFC Sectors [7].  

Each sector is encrypted by two keys. Each key will have a different set of 
permissions for reading and writing to sectors of the NFC card’s data. 

4. MIFARE Cryptography Function 
MIFARE Classic uses a proprietary cipher called CRYPTO-1 for authentication and 
encryption of data stored in the card. The cipher was developed by the same company 
which manufactures all MIFARE cards. It has been widely debated for its lack of data 
confidentiality protection and has been successfully reverse-engineered by many 
security researchers [8].  

In summary, the cipher consists of the following components: 

 48-bit feedback shift register(LFSR) 
 two-layer 20-to-1 non-linear function 
 one linear function 
 16-bit LFSR used for authentication phase 

5. Flaws and Vulnerability of MIFARE Cards 
MIFARE cards are widely used in the market due to its affordable price and simple 
implementation. The wide spread of MIFARE cards is the reason for the choice of our 
study focus. 

MIFARE’s security is based on the closed source system where the secrecy of the 
cipher’s working algorithm is the key for safeguarding the system security. The 
14443-communication protocol standard used in the MIFARE classic relies on a 
proprietary encryption algorithm created by NXP Semiconductors. It is specifically 
designed for RFID cards to provide security to data stored in the card. However, since 
2007, many security researchers have demonstrated that MIFARE’s security is flawed 
and vulnerable to various attacks through the use of reverse engineering. 

In summary, researchers have discovered critical weaknesses which could be 
classified under the following categories: 

1. Poor cipher algorithm 
2. Poor communication protocol 
3. Poor security by default 
4. Poor pseudo-random number generator 

5.1 MIFARE’s Cipher 
The cryptographic cipher algorithm of MIFARE clearly violates the Open Design 
principle of developing a secure system, by making the algorithm proprietary and 
unknown to public. Hence, many weaknesses were discovered by researchers after 
reverse engineering. The cipher algorithm is publicly known as CRYPTO-1. The 
weaknesses include relaying solemnly from the odd 9th to 47th bits in the 48 bit key of 
each state in a filter function to generate the key-stream, exploiting the unused bits in 
the key and statistical biasness in cipher. These vulnerabilities could be regarded as 
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the most critical weaknesses discovered on MIFARE cards. Most attacks are based on 
either one or a combination of these weaknesses. [9].  

5.2 Underlying Communication Protocol 
A 4-bit error code (0x5) is displayed when the challenge-response protocol fails. This 
error code is sent encrypted even though the reader has not authenticated the 
MIFARE card. By combining the error code 0x5 with its encrypted version, it is 
possible to recover 4 key-stream bits [9]. 

5.3 Default Security 
Default keys are shipped from chip manufacturers to allow companies to do system 
integration easily. These default keys are known publicly and well documented. Many 
system developers deploy products with default keys by disregarding the notices on 
documentation [9]. 

5.4 Pseudo-Random Number Generator 
The generator uses only 16 bits of value, which results in a key space of 216 = 65,536. 
With the fast computational speed that we can achieve currently, this size of the key 
space is considered too small to be secure. The permutation of nonce words can be 
generated within a second. In addition, the generator would reset to a known state 
each time the tag starts to operate. Hence, an attacker could wait for a fixed number of 
cycles to pass and obtain the same nonce again [9]. 

6. Exploiting MIFARE Classic Card 
With the information we have obtained from the previous section as well as tools 
available on the web, we will replicate and analyze the efficiency and practicality of  
the exploits. 

6.1 Tools Used 

6.1.1 Hardware 
ACR 122T USB Token NFC Reader. The device used to communicate with NFC cards 
is ACR122T USB Token. As compared to Proxmark 3, the token is relatively 
inexpensive and easily obtainable from Professor Anderson. As such, no extra cost is 
required to purchase a reader for the research. The reader supports ISO 18092 tags, 
and ISO 14443 Type A and Type B cards. It is also fully compatible with many other 
applications and analysis tools [10]. 

Raspberry Pi. The Raspberry Pi is a low power, ARM-based, credit card sized 
computer developed by Raspberry Pi Foundation with the intention of promoting 
teaching of basic computer science in school. It is capable of running many Linux 
operating systems and open source application. Hence, many open source tools can be 
compiled to work with the board. It is useful in the research particularly due to the 
cost and portability, as the tool can be shared among the team members without 
having everyone to recompile the tools used on their computers [11]. A 12000Mah 
battery is used to power the board for better portability. As Raspberry Pi board 
consumes only 700Mah, the battery will be able to supply power to the setup for 17 
hours. 
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Figure 3. Experiment Setup. ACR 122T USB Reader (white), 
WIFI adapter (below ACR 122T), Raspberry Pi board, 12000mah battery 

6.1.2 Software 
Kali Linux.Kali is a rebuild of the popular penetration testing operating system named 
BackTrack Linux that has been launched recently. It follows Debian development 
standards and is equipped with over 300 different penetration testing. Unlike the 
previous version of BackTrack Linux, Kali supports ARM-based system, which 
allows it to be operated on Raspberry Pi computer [12]. 

6.2 Reading NFC Content 
We will be using a tool in Kali Linux called mfoc (MIFARE Classic Offline Cracker) 
which automates the cracking process of the encryption inside a MIFARE classic tag 
and creates an output file (*.mfd, MIFARE Dump File) containing all the keys 
uncovered and contents of the tag in plaintext. 

6.2.1 Why It Works 
This attack is based on the weaknesses found in CRYPTO-1 algorithm and poor 
implementation of the tags by the developer.  

As long as one sector of the key is known to the attacker, the attack will allow 
adversary to recover all the remaining keys in other sectors and enable one to read and 
write the contents of the card. As many MIFARE cards often only change the key of 
used sectors and leave the unused sectors with the default manufacturer key, it is 
fairly quick to crack the encryption by brute force with all the known manufacturer 
keys on all the sectors first [13].  

6.2.2 Result of Attack 
The tool successfully recovered the decrypted contents of the card. MIFARE cards 
from different organizations and companies are used in the attack and cracked 
successfully. The attack is performed by us on 10 NUS matriculation cards, 2 Zone-X 
amusement center member’s card and 6 Banquet food court card. We have observed 
that it takes an average of 2 minutes 70 seconds to obtain the cipher keys as well as to 
decrypt the contents stored in the cards.  
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Table 2 shows a summary of the attack duration taken. 

MIFARE Cards Time taken to dump out 
content of card 

(in minutes and seconds) 

Average time 
(in minutes and seconds) 

10 NUS Matriculation 
cards 

2.30, 2.50, 2.34, 2.20, 2.26, 
2.78, 3.03, 2.73, 2.83, 2.91 

2.58 

2 Zone-X member 
cards 

2.90, 3.04 2.97 

6 Banquet cards 2.53, 2.41, 2.55, 2.78, 2.40, 
2.51 

2.53 

Table 2. Average time taken to break each card 

6.3 Reading Contents of Different NFC cards 
After retrieving the decrypted contents of the cards, we studied the contents and 
figured how these cards are used in their own contexts. 

6.3.1 NUS Student/Staff Card 
Every student and staff in NUS has their own card which identifies them. With this 
card, it allows the user to gain access to buildings which have restricted access to only 
certain group of people. The contents we found on this card are: 

1. An ID unique to every card which has only read permission. 
2. The Student’s matriculation number or Staff’s ID 
3. The key used to modify the Student’s matriculation number or Staff’s ID  

Initial prediction by us was that the Student or Staff ID on the card could be used for 
authentication when the users attempt to enter a building with restricted access. Hence, 
data modification was made to the matriculation number to an invalid number through 
a tool called nfc-mfclassic. The tool allows read/write process on 14443 standard NFC 
cards. The modified card is tested. However, the reader still successfully 
authenticated the card to be valid and permitted the entry to the building. 

Our conclusion is that instead of using the student ID or staff ID stored in the card for 
authentication, the ID unique to every card is used for that purpose. This is considered 
to be the optimal way as the unique ID on the card could not be modified. 
Furthermore, in the case when a card is misplaced, that card can be ‘deactivated’ by 
removing the access privilege tagged to the card’s unique ID. Refer to Figure 5 in 
appendix for screenshot of content. 

4.3.1.1 Other Possible Implications. Although a card’s unique ID could not be 
modified, an attacker can get hold of a card’s unique ID and input the ID into a 
different type of MIFARE card that allows the card’s unique ID to be modified. In 
this way, one can possibly gain access to all buildings in NUS which employ similar 
access control.  

As the card is also used for controlling meal intake at students’ hall of residence, the 
attacker can simply change the student ID in the card to another student ID and thus 
having more than one serving of food per meal-time. This is possible as the reader 
used for this purpose only read the student ID off the card without validating it with 
the card’s unique ID. 

6.3.2 ZONE-X Amusement Center Member’s Card 
ZONE-X is an established amusement center in Singapore which uses MIFARE NFC 
cards as a medium to store membership information such as member’s personal 
details, credit stored in card and points accumulated. The contents found to be stored 
in this card are: 

1. A read-only ID unique to every card.  
2. Personal details of card holder. (NRIC no., address, phone numbers, date of birth, 
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membership sign-up date) 
3. The keys used to modify the personal details of card holder. 

Contents of the newer card released by ZONE-X was investigated and we realized 
that the personal details are no longer found in the cards. Therefore it is concluded 
that all details tagged to the card’s unique ID are stored in a database. The contents in 
the cards are no longer used by the center. This security model is better as the attacker 
could not modify personal details to masquerade as another person. Refer to Figure 6 
in appendix for details of content. 

4.3.2.1 Other Possible Implications. Similar to NUS Student/Staff Card, the card 
could be cloned using a card which allows the card’s unique ID to be modified. This 
could result in loss of credits purchased by the victim as the attacker can spend the 
victim’s credits without physically getting the victim’s card.  

6.3 NFC Card Cloning 
A tool in Kali Linux called nfc-mfclassic (MIFARE Classic writer tool) is used. It 
automates the writing of the dump of a NFC card into another card. 

6.3.1 Why It Works 
This attack is based on the weaknesses found in CRYPTO-1 algorithm and poor 
implementation of the tags by the developer. From the attack demonstrated in the 
previous example, content of the card can be dumped and decrypted. Hence, it allows 
the content to be written on an empty card through the usage of nfc-mfclassic. 

6.3.2 Efficiency of Attack 
In order to clone a card, time taken for the key to be broken, decryption of contents 
and dumping of all contents into a file must be considered first. In this portion, the 
focus is on the time taken for the contents to be written into a blank card. On average, 
it took 20 seconds for the contents to be written. Table 3 shows the time taken. 

MIFARE Cards Time taken to write on a blank MIFARE card 
(in seconds) 

NUS Matriculation 
cards 

21 

Zone-X member cards 18 
Banquet cards 20 

Table 3. Time taken to write data onto a blank card 

6.3.3 Result of Attack 
Although the contents of the cards can be written to another writable card, the ‘cloned’ 
card does not have the same unique id (UUID) as the original card. For access 
controls used in buildings in NUS, cards are authenticated by the UUID instead of the 
stored student/staff ID written in the card. As a result, our cloned card could not be 
authenticated by the system in NUS. By default, the UUID is not meant to be 
modified, but there exists cards in the market which has the UUID’s sector unlocked 
for modification. This will enable a NFC card to be fully cloned and useable in place 
of the original card. 

7. Securing MIFARE Cards 
The following suggestions are made to improve the security of MIFARE cards. 

When brand new cards are first manufactured, all the cards probably share the same 
default keys. Hence, it is important to change all default keys upon or before issuing 
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the card to the customers. This should be done even if the keys are unused. 
Additionally, no two cards are supposed to use the same key.  

Data should not be stored in the form of plain text inside the card. Instead, we should 
hash all the information. If the data gets changed, the hash would change, too. In this 
way, unauthorized modifications can be detected by comparing the hashes.  

Every card has its own unique ID that identifies its manufacturer and other 
information about the card. A whitelist of all the trusted cards could be stored inside 
the server that links to the NFC reader. When a card is attempting to establish 
communication with the reader, the reader would first check the card’s unique ID 
through the whitelist before granting the access. This would prevent an unauthorized 
cloned card from getting access. 

Instead of directly reading data off from the card which can be modified, it is 
recommended to use the card’s unique ID (read-only) to identify the user, and 
subsequently read information off the server’s database.  

Usage log of the card could be sent to the user on a regular basis. This allows users to 
identify any fraudulent activities. By allowing the users to check through the usage 
log regularly, users have the chance to spot any suspicious activities shown in the log. 
This helps in early detection of any possible security breach. 

Secure shielding sleeve could also be used on the NFC cards to prevent fuzzing attack. 
An example of such shielding sleeve is shown in Figure 4. 

 

Figure 4 Secure shielding sleeve 

8. Conclusion 
In this paper, we have discussed about the different layers used in NFC, explored 
some of the vulnerabilities of MIFARE cards as well as analyzing the contents of 
several MIFARE cards circulating in the market.  

We have concluded that MIFARE, with the use of 14443 standards is flawed since the 
design phase as it has clearly violated the security principles of Saltzer and Schroeder. 
Open design states that the security of a system should not be based solely on a secret 
design. However, in 14443, CRYPTO-1 cipher was made proprietary and cipher 
algorithm is kept as a secret. Hence, it has led to the downfall of the standard and 
many loopholes have been discovered since 2008.     

MIFARE card has a very low confidentiality level for data stored in the card. With a 
low power Raspberry Pi running the attack tool, content of a card can be read easily in 
just a few minutes. Hence, the cipher is practically non-existent.  

With such a weak cipher, integrity of the data is low. As demonstrated, content of the 
card can be changed quickly with tool that is widely available to anyone.  
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Lastly, availability of the data on the card is low. This is because unauthorized 
modification can be made to the card easily. This makes it possible to render the card 
useless by formatting the card with known keys. 

As MIFARE is flawed by its implementation of the CRYPTO-1 cipher, it is not 
recommended to be used as a medium for financial transactions. Instead, ISO 7816-4 
standard for the applicative protocol layer is recommended for financial as it provides 
an extra layer of security. 

However, many organizations continue to favor the use of MIFARE cards despite all 
the security loopholes. This is likely due to the low cost and the ease of 
implementation of the NFC cards. In contrast, better secured NFC standards such as 
7618-4 are hard for developers to get their hands on.  

Organization could prevent cloning or modification of MIFARE cards by 
authenticating the UUID of MIFARE cards instead of relying on the encrypted 
content on the card. However, this still does not guarantee security as many tools 
existed in the market that allows UUID to be cloned. PN533 controller is one example 
[14]. 

For most of the NFC cards distributed to the end users, the implemented card standard 
is not stated on the card itself. However, it is recommended that the user be aware of 
the standards used and some of the main vulnerabilities of each standard. With this 
knowledge, the end user can protect the cards that are more vulnerable to attacks by 
using a shielding sleeve to store the cards. The companies issuing the cards can also 
play their parts by changing all default keys that came with the card and ensuring that 
personal information are stored on the card. 

In conclusion, the system is only as secure as its weakest link and therefore, every 
party involved must make an effort to make the system more secure as a whole. 

9. Current Trends and Problems 
In recent years, android smartphone begin to integrate NFC technology for mobile 
payment requiring no password or signature. Many corporations started to explore the 
new ground and developed different payment methods with NFC technology. 
However, many consumers are not interested in the use of NFC payment through 
smartphone.  In 2012, a Forrester survey showed that only 30% of respondents were 
interested in this technology. [15] 

Although availability and ease of payment increases, many consumers are skeptical 
on the payment confidentiality. One reason for the fear could be the lack of 
authentication while payment is made. In addition, attack surface of smartphone is 
broadening with the integration of NFC chip into smartphones. Some consumers may 
not even know that NFC technology existed on their smartphone and simply leaves it 
enable. Research was made by security researcher, Charlie Miller, on Android NFC 
attack surface in 2012. It was found that through fuzzing, android phones can be 
remotely controlled or download malware automatically through the internet by 
sending malicious NFC NDEF to the phone [16]. Hence, it is to be believe that more 
vulnerabilities would be uncovered in coming years, which would further discredit 
NFC payment technology. 
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11. Appendix 

 
Figure 5. Contents of NUS Matriculation Card. Admin number is highlighted 

 

Figure 6. Contents of Zone-X MIFARE card. Personal information is highlighted 
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Digital Image Authentication Techniques for Copyright 
Protection 

Le Beier, Lim Zhi Wei. Lim Wei Cheng, Lin Jiawei  

Abstract. This paper explores digital image authentication techniques used – robust 
embedded watermarks, in copyright protection. The security of digital image 
authentication techniques is discussed using Ross Anderson’s framework – Policy, 
Mechanism, Incentive and Assurance. Policies mentioned in this report are the Digital 
Millennium Copyright Act and fair use laws. Mechanisms discussed include a 
description of a generic watermarking framework followed by the illustration of 2 
examples of different watermarking schemes and their fitness of use. Incentives 
discussed include the motives of hackers who illegally copy digital images. Assurance 
includes both the reliability of some digital watermarking schemes and different types 
of attacks against them. 

Keywords: image authentication, copyright protection, digital watermarking, policy, 
mechanism, incentive, assurance, DMCA 
 

1 Introduction 

The great advancement of digital technology and Internet has made illegal reproduction, 
transmission and distribution of digital images easy without much quality degradation. The 
Internet is a good medium for distribution of images as it is inexpensive and efficient. 
Encrypting digital images is a possible solution but the chance of hackers decrypting the 
digital images and reproducing them is likely. Intellectual property of digital image owners 
is at risk. As such, there is a demand for digital image authentication techniques for 
copyright protection. Digital watermarking is an effective solution to claim ownership of 
digital images and to prevent unauthorized use and manipulation of digital images. Digital 
watermarking is a technique that embeds or hides additional information into digital 
images, video or audio, which provides evidence of authenticity. Digital watermarks can 
said to be hidden signals added to images that can be detected or extracted later for 
copyright assertion. 
 

1.1 Definitions 

Digital images are electronic representations of images stored on a computer. Digital 
images in the past (before colour) appeared in black and white elements. Black and white 
colours corresponded to 1 and 0 bits or also called binary digits. Early digital images are 
referred to as bit-maps because they are maps (patterns) made up of 1s and 0s. Digital 
images today are made up of elements called pixels. Currently, bit-map files are BMP files 
(Windows bit-map) or TIFF (Tag Image File Format). 
 
Copyright of digital images means that the owner or creator of the digital images has the 
exclusive right to copy and sell that image. Some exemptions are fair use laws, which will 
be discussed in this report. The owner can also set agreements with companies to legally 
reproduce the digital images for its own use or sale.  
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2 Applying Ross Anderson’s security framework 

We apply Ross Anderson’s security framework in the topic of digital image authentication 
for copyright protection. Ross Anderson’s security framework consists of policies, 
mechanisms, incentives and assurance. 
 
According to Ross Anderson, 
 
Policies are rules to guide decisions and achieve desired outcomes. For example in the case 
of NUS Wi-Fi, there is a policy that states only NUS students, staff and other authorized 
users are allowed to use NUS Wi-Fi. 
 
Mechanisms are placed to enforce policies. For example, the login system of NUS Wi-Fi 
using a staff ID or matriculation number with a password, is a mechanism to make sure 
only NUS staff, students and other authorized users are allowed to use the Wi-Fi. 

 
Incentives include motives and rationale of people who are safeguarding the system as well 
as people who tries to hack into the system i.e. without authorized access. For example, the 
incentive of people safeguarding NUS Wi-Fi is to prevent non-NUS staff, students and 
unauthorized users from accessing NUS Wi-Fi. Too many unauthorized people using NUS 
Wi-Fi reduces available bandwidth, which is meant for used for authorized personnel. 

 
Assurance is how much reliance you place on each mechanism to ensure it effectiveness. 
For example, the NUS Wi-Fi is a secured network, which means that it is difficult for 
hackers to illegally access NUS Wi-Fi by stealing cookies in NUS campus containing NUS 
user-ids and passwords. However, students and staff can just share their ID and password 
with non-NUS friends in order to let them use the Wi-Fi, reducing its effectiveness. 
 

2.1 Applying Ross Anderson’s security framework on digital image authentication 
techniques for copyright protection 

 
In digital image authentication techniques for copyright protection, this framework can also 
be applied. 

 
 
Policies include Digital Millennium Copyright Act (DMCA), fair use and derivative use. 
DMCA implemented rules prohibiting the bypass of technological protection measures for 
copyrighted digital images. In the case of fair use, allowance is made for specific uses of 
copyrighted digital images without requiring permission from owner, and the owner cannot 
sue for unauthorized use of the digital image. A derivative digital image is based on one or 
more existing digital images, for example, creating a digital image based on other digital 
images. A derivative is only copyrightable if it was created with the permission of the 
owner.  

 
 
Mechanisms or digital image authentication techniques involve spatial domain 
watermarking - least significant bit coding, predictive coding schemes, correlation-based 
techniques, patchwork techniques and frequency domain techniques - discrete cosine 
transform-based techniques and discrete wavelet transform-based technique. 

 
 
Incentives The exponential rise of the Internet and its success allows for effortless 
distribution and transmission of data. Content providers are faced with the challenge of 
how to protect their data. The unauthorized usage of the images by stealers can be looked at 
from 2 views - non-profit usage and profit usage. Non-profit usage refers to the usage of the 
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images on some public platform without the permission and/or reference back to the 
original owner for purposes that excludes profiteering. In the case of profit usage, the 
images are used for profit, which includes monetary gain.  
 
 
Assurances Despite the strength of digital image watermarking techniques, there are 
several watermarking attacks that exist out in the field. These countermeasures aim to break 
the cryptographic mechanism without damaging the host data. The attacks on the digital 
image watermarking can be categorized into the following, removal attacks, geometric 
attacks, protocol attacks, cryptographic attacks, and lastly estimation-based attacks. 
 
   

3 Background of Mechanisms 

3.1 Background of Digital Watermarking 

Information hiding can be categorized in 3 processes – cryptography, steganography and 
watermarks. Cryptography is the method of converting readable information into 
nonsensical output, where only authorized people having the decryption key can decipher 
the output. Cryptography methods became vulnerable to hackers in recent times, which led 
to the creation of steganography and watermarking - offering more security than 
cryptography [1]. Steganography is the method of writing hidden messages such that only 
the sender and recipient are aware of the existence of the hidden messages [2]. 
 
 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
The term “digital watermark” was first coined in 1992 by Andrew Tirkel and Charles 
Osborne  in their paper: A.Z.Tirkel, G.A. Rankin, R.M. Van Schyndel, W.J.Ho, 
N.R.A.Mee, C.F.Osborne. “Electronic Water Mark”. DICTA 93, Macquarie University. 
p.666-673 [4]. 
 
 

3.2 Digital Watermarking Framework 

 

Figure 1: Types of Steganography [3] 
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Digital watermarking algorithms are made up of 3 parts – embedding algorithm, extraction 
algorithm and detection algorithm. In the embedding process, the content of the digital 
image is manipulated to generate a watermark signal. The watermarked signal is then 
transmitted or stored. An attack occurs when anyone attempts to modify the digital image. 
The detection algorithm is executed on the suspected attacked signal to try to extract the 
digital watermark from it. If the signal was not attacked by anyone, the watermark still 
exists and is able to be extracted. The focus of this paper is on robust digital watermarking 
methods because they are used for copyright applications. In robust watermarking methods, 
the watermark can still be extracted even if the digital image has been modified to a large 
extent. 
 
 
To extract the watermark, the resultant watermark image is passed through a decoder that is 
the reverse process of the embedding process. The different robust watermarking 
techniques discussed in this paper later, differ in the embedding process. As shown in Fig 2 
below, a secret key is used in both the embedding and extraction process to prevent 
unauthorized extraction of the digital watermark. 
 
 

 

3.3 Criteria to evaluate digital watermarking algorithms 

3 important factors to evaluate a digital watermarking algorithm are capacity, robustness 
and visibility [5].  
 
Capacity: Maximum amount of data that can be put inside the digital watermark and 
extracted without errors. Higher capacity is usually obtained at the expense of robustness or 
imperceptibility, or both. 
 
Robustness: Ability of the watermark to resist intentional or unintentional attacks(for 
example cropping, compression, scaling and filtering). 
 
Non-visibility/Imperceptibility: Ease of watermark being seen by user. Digital watermark 
should not be too visible because it will degrade the quality of the digital image as well as 
arousing suspicion to potential hackers. 
 
 
 
 

Figure 2: Embedding and extraction process [3] Figure 3: Digital watermark framework [5] 
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There are also other factors to 
evaluate a digital watermarking 
algorithm [6]. For example, the 
digital watermark should only be 
discovered by authorized people and 
undetectable without previously 
knowing the embedding algorithm. 
The detection process should be done 
without analyzing the original image. 
Lastly, the digital watermark should 
be embedded in the signals, not in the 
header of the signals. 
 

                     
The desired properties of an excellent digital watermark are high capacity, high robustness  
and low visibility. Some properties often conflict with each other, making it challenging to 
design digital watermarks. For instance, increasing capacity will decrease robustness of the 
digital watermark as well as increased visibility of the digital watermarking resulting in 
quality degradation. 
 

3.4 Types of digital watermarking 

To cater to varying document categories, digital watermarking techniques can be divided 
into 4 different types – image watermarking, video watermarking, audio watermarking and 
text watermarking [6]. This paper focuses on image watermarking techniques. 
 
Digital watermarking techniques can be classified into 3 different types according to its 
robustness – robust, fragile and semi-fragile. 
 
Robust watermark: Robust watermarks are not easily damaged by unintentional attacks. 
 
Fragile watermark: Fragile watermarks are easily damaged by image alterations. 
 
Semi-fragile watermark: Semi-fragile watermarks can be damaged by a few kinds of 
alterations while immune to minimal modifications [7]. 
Digital watermarking techniques can also be split into 3 different types according to its 
visibility – visible watermark, invisible watermark and dual watermark. 
 
Visible watermark: Visible watermarks alter the image signal such that the watermarked 
signal is not the same as the original image signal. An example of a visible watermark is 
adding an image on top of another image. Visible watermarking can be used for copyright 
protection, in this case, image owners adds a visible watermark on his original image to 
prevent unauthorized distribution of the image without paying royalties. Visible 
watermarking can also be used to indicate ownership, where in such situations, the owner 
of the image places a watermark containing visible information about the owner. An 
example of ownership watermarks can be seen in library manuscripts. 
 
Invisible watermark: Invisible watermarks do not change make significant changes to the 
pixel values of the original image. An example of an invisible watermark is adding some 
bits to an image changing only its least significant bits. Invisible watermarks that the user is 
unaware of are steganographic. Invisible watermarks are used to prove ownership of 
images and to find out whether the image is illegally distributed. 
 
Dual watermark: Dual watermarks merge both visible and invisible watermarks, where 
the invisible watermark is used as reinforcement for the visible watermark [6]. 
 

Figure 4: 3 important criteria to evaluate digital  
watermark [12] 
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4 Types of Mechanisms 

Watermarking techniques can be categorized into 2 different domains – spatial domain and 
frequency domain. 

4.1 Spatial domain watermarking 

Spatial domain watermarking makes minor changes to the pixels of one or two randomly 
selected subsets of an image. One example is flipping the low-order bit of each pixel. 
However, this technique is not dependable because filtering or lossy compression can 
damage the watermark [8]. 

4.1.1 Least Significant Bit Coding 

Least significant bit coding (LSB) is one of the pioneer methods of spatial domain 
watermarking. LSB coding can be used on any type of watermarking. In LSB coding, the 
LSB of the carrier signal is replaced by the watermark. The bits are inserted in a sequence, 
forming a key. This sequence should be known if the watermark is to be retrieved. The 
watermark encoder would first select a subset of pixel values on which the watermark 
would be embedded. The watermark encoder then embeds the watermark information on 
the LSBs of the pixels selected. One advantage of LSB coding is that it is simple. One 
disadvantage is its low robustness – a noise component is often retrieved with the 
watermark [1]. 

4.1.2 Predictive Coding Schemes 

Predictive coding scheme was suggested for grey scale images [9]. In predictive coding 
scheme, the correlation between adjacent pixels is manipulated. A decision is made on 
which group of pixels to embed the watermark. Alternate pixels are replaced by the 
difference between the adjacent pixels. A constant can be added to all the differences to 
improve the scheme. A cipher key is created so as to allow the receiver of the digital image 
to retrieve the embedded watermark. Compared to LSB coding, the predictive coding 
scheme is much more robust. 

4.1.3 Correlation-Based Techniques 

In correlation-based technique, a pseudo random noise with a pattern W(x,y) is added to an 
image, as shown in the equation below, 
 
Iw(x,y) = I(x,y) + k*W(x,y) where, 
 
Iw(x,y): Watermarked image 
I(x,y): Original image 
k: gain factor 
 
Increasing the value of k would lead to an increase in the robustness of the watermark, but 
would also lead to the decrease of quality of the watermarked image. When the receiver of 
the image decodes the watermarked image, the correlation between the random noise and 
the image is determined. If the correlation exceeds a threshold, the watermark is present. If 
the correlation is less than the threshold, the watermark is not present. 

4.1.4 Patchwork techniques 

In patchwork watermarking, the original image is split into two subsets, A and B. An 
operation is decided and applied to each subset, in opposite directions. For example, if one 
subset is increased by N, then the other subset is decreased by N. Let a[i] be the value of 
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subset A which is increased. Then b[i] be the value of subset B which is decreased. 
Therefore, 
 
a[i] – b[i] = 2N, if the image is watermarked. 0 otherwise.  
 
Note: N is between 1 and positive infinity, inclusive. 

4.2 Frequency domain watermarking 

4.2.1 Discrete cosine transform-based technique  

Discrete cosine transform (DCT) is a process that converts a sequence of data points in the 
spatial domain to a sum of sine and cosine waveforms with different amplitudes in the 
frequency domain. DCT is a linear transform, mapping an n-dimensional vector to a set of 
n coefficients. A linear combination of n known based vectors weighted with the n 
coefficients will result in the original vector.  The known basis vectors of transforms from 
this class are “sinusoidal” which means they can be displayed as sinus shaped waves – they 
are strongly localized in the frequency spectrum. The most popular discrete transform is the 
Discrete Fourier Transformation (DFT). 
 
DFT involves complex numbers while DCT involves real numbers. If the input data 
consists of real numbers with even symmetry, DCT and DFT are equivalent. There are 8 
different types of DCT, but the differences between them are slight [1]. 

4.2.1.1 DCT-I and DCT-II 

The input data in JPEG compression are two-dimensional, made up of 8x8 blocks. 
Therefore, two-dimensional DCT is needed. Two-dimensional DCT can be computed by 
applying one-dimensional transforms separately to the rows and columns [10]. To optimize 
the calculation processes below, hardware is usually used. 

 
 
The formula used for one-dimensional DCT is, 
 

 

 
 
 
 
 
 

 
 
The formula used for two-dimensional DCT is, 
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An example of an 8x8 block before and after DCT is shown below. 
 

 

 
As seen from the frequency map below, higher values of transform coefficients are 
concentrated on the top left corner. In the frequency domain, it does seem that low 
frequency has advantage over high frequency. Low frequency decreases data in subsequent 
phases of JPEG compression. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
DCT is a preferred method in watermarking because it is able to compact energy – DCT 
splits the image into unique frequency bands which makes it simple to embed the 
watermark anywhere in the image. As seen in the frequency map above, much of the 
energy in the DCT domain is focused in the low frequencies. A tradeoff has to be made 
between using low frequencies or high frequencies. For low frequencies, the watermark is 
highly visible/perceptible, which may attract hackers to formulate ways to remove the 
watermark. High frequencies are susceptible to attacks such as compression and scaling [1]. 

4.2.1.2 Steps to execute Discrete Cosine Transformation 

 
Step 1: The image is segmented into non-overlapping 8x8 blocks. 
 

Figure 4: 8x8 block before DCT [11] Figure 5: 8x8 block after 2D-DCT [11] 

Figure 6: Frequency map [11] 
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Step 2: Forward DCT is applied to each of the block. 
 
Step 3: Selection criteria are then applied. 
 
Step 4: Coefficient selection criteria are then applied. 
 
Step 5: Embed watermark by modifying the selected coefficients. 
 
Step 6: Inverse DCT is applied to produce the final watermarked image. 
 

4.2.2 Assessing fitness of spatial and frequency domain watermarking 

 
 
 
 
 
 
 
 
 
 
 
 

4.3 Discrete wavelet transform-based watermarking 

 
Discrete wavelet transform (DWT) is a multi-scale signal analysis method, overcoming the 
weakness of Discrete Fourier Transform (DFT). In the wavelet transform domain, the 
general features and the signal details can be examined. DWT is a hierarchical sub-band 
system. Wavelet transform decomposes an image into a set of band-limited components 
that can be reassembled to reconstruct the image without error [14]. Since the bandwidth of 
the resulting coefficient sets is smaller than that of the original image, the coefficient sets 
can be sampled without loss of information [15].  
 
Reconstruction of the original signal is done by up sampling, filtering and summing the 
individual sub bands. For 2-D images, applying DWT corresponds to processing the image 
by 2-D filters in each dimension. The filters divide the input image into four non-
overlapping multi-resolution coefficient sets, a lower resolution approximation image (LL) 
as well as horizontal (HL), vertical (LH) and diagonal (HH) detail components. The sub-
band LL represents the coarse-scale DWT coefficients while the coefficient sets LH, HL 
and HH represent the fine-scale of DWT coefficients. To obtain the next scale of wavelet 
coefficients, the sub-bands are further processed until some final scale N is reached, as 
shown in the figure below. 
 
 
 
 
 
 
 
 
 
 
 
 

Table 1: Fitness of spatial and frequency domain watermarking [12] 

Figure 7: Wavelet based transforms [13] 
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The DWT is an excellent choice to identify the areas in the host image where a watermark 
can be embedded successfully, due to its excellent spatial-frequency localization properties 
[16,17]. This property of DWT allows the exploitation of the masking effect of the human 
visual system such that if a DWT coefficient is modified, only the region corresponding to 
that coefficient will be modified.  
 
Much research has been carried out to increase the robustness and the data hiding capacity 
of watermarking techniques based on perceptual properties of the Human Visual System 
(HVS) [5]. The development of accurate human vision models helps in the design and 
growth of perceptual masks that can be used to increase imperceptibility of the 
watermark, so as to increase security. 
 
Most of the image energy is generally concentrated at the lower frequency coefficient sets 
LL and therefore embedding watermarks in these coefficient sets may degrade the image 
significantly. Embedding in the low frequency coefficient sets, however, could increase 
robustness significantly [4,16].  
 
On the other hand, the high frequency coefficient sets HH include the edges and textures of 
the image and the human eye is not generally sensitive to changes in such coefficient sets. 
This allows the watermark to be embedded with high imperceptibility [18]. Many DWT-
based watermarking methods generally embed the watermark in the middle frequency 
coefficient sets HL and LH to increase imperceptibility and robustness. 
 

5 Policies 

5.1 Digital Millennium Copyright Act 

 
There are some policies in place for copyright protection of digital images. Before 
elaborating on the policies, we would briefly describe the copyright law. The Digital 
Millennium Copyright Act (DMCA) was passed in USA in 1998 and is an amendment to 
the Copyright Act. The DMCA implemented rules prohibiting the bypass of technological 
protection measures for copyrighted digital images. Copyright management information 
(CMI), such as details of ownership and licensing, that is bundled with digital images such 
as digital watermarks cannot be altered under DMCA [19]. 
 
Under the revised copyright law, a photographer owns all the rights to his images that are 
photographed by him. Only the owner has the right to sell, use, distribute, copy, publish, 
alter and destroy his work. The ownership continues throughout the life of the owner and 
50 years after his death. The owner is recommended to place a copyright notice on all his 
published works (for example on Internet websites, books, magazines, gallery) to ensure 
the copyright law protects him.   
 
When a photographer or artist signs a contract with a client to produce work for him, all 
rights of the images belonging to the photographer or artist would be given to the client. 
The photographer or artist no longer has any rights to his images. Transferring of rights has 
been controversial and resulted in many legal lawsuits. Copyrights for work for hire 
continue for 100 years past the publication date of the image. One example of a copyright 
notice is “Copyright © Jiawei, 2013”. By putting this notice, the owner of the image 
declares that the work is copyrighted and is not available for public use. The phrase “All 
Rights Reserved” should be placed after the notice. The owner should attach this phrase 
and copyright notice to all his images. By doing this, the owner also has copyright 
protection internationally. 
 
The owner should register his copyright with his country’s Copyright Office such as US 
Copyright Office, if the owner is in US. If the owner is in Singapore, he should register his 
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copyright with the Intellectual Property Office of Singapore. Owners of digital images 
should register their copyright of the digital images so that they can take legal action and 
seek compensation from people who violates their copyright. Legal experts approve the act 
of registering the copyright even after the digital image was found to be used without 
owner’s authorization, but compensation will not be given to the owner after the court case 
is settled. 
 
Photographers who take hundreds or thousands of photos a year are not required to register 
copyright for each image individually. However, the group of images must be thematically 
related such as having the album title “London”. The title “Photographs by Jiawei, taken in 
2013” is adequate as well [20]. 
 

5.2 Fair Use, Derivative Use and Public Domain 

 
In the case of fair use, allowance is made for specific uses of copyrighted digital images 
without requiring permission from owner, and the owner cannot sue for unauthorized use of 
the digital image. Fair use applies to teaching, criticism, review, news, parody and satire. 
Fair use has been abused to become “as long as you don’t sell it, you can copy it”, which is 
false. 
 
The copyright law states that the creator of a derivative digital image can apply for 
copyright protection. A derivative digital image is based on one or more existing digital 
images, for example, creating a digital image based on other digital images. A derivative is 
only copyrightable if it was created with the permission of the owner. Without permission, 
reproduction may be a copyright violation. The “man on the street” test can be used to 
differentiate between legal reproduction and copyright violation. If the new work is placed 
beside the old one, and the average man in the street without art background says that the 
two works are highly similar, then a copyright violation has occurred. 50 years after the 
death of the owner of the digital image, the work goes into the public domain. It is 
generally acceptable to copy the image freely. 
 
CD-ROM packages that contain royalty-free images (public domain works) must be 
ascertained whether the CD makers have the right to distribute the images. If the CD 
makers do have the right, then permission must be sought from them to use the images 
freely. If not, then both the CD maker and image distributor could be liable for copyright 
violation. If these images from the CD-ROM must be used for commercial purposes, the 
user must notify the CD maker and document rights in writing [20]. 
 

5.3 Evaluation 

 
It is difficult to enforce the copyright law for digital images given the global reach of the 
Internet, email, and faxes. There is also no “international” copyright that guarantees 
protection of a work throughout the world. The closest “international” copyright treaty that 
is extensively accepted is the Berne Convention. The Berne Convention states that once a 
work has been filed for copyright in one of the Convention member countries, that work is 
automatically protected in all countries belonging to the Convention. The Berne 
Convention states that the extent of the copyright law is based upon the law of the country 
where the copyright violation occurs. For example, if an image is digitized in the US, then 
the copyright laws of the US take effect. 
 
However, there are some grey areas in online use of copyrighted material. Take for 
example an image uploaded online in US, later viewed in UK and subsequently copied. For 
this case, it is debatable as to where the copyright infringement occurred. Courts in the US 
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and around the world have not reached an agreement on which country’s laws should 
uphold online copyright infringement. A rule of thumb of “when in doubt, obtain 
permission” has been established to avoid legal cases with owners of digital images [21]. 
 

6 Incentives 

6.1 Motives of people safeguarding digital images 

 
The exponential rise of the Internet and its success allows for effortless distribution and 
transmission of data. Content providers are faced with the challenge of how to protect their 
data [22]. Digital data can be duplicated easily, and this presents a dilemma of 
distinguishing the original from copies. It also encourages copyright violations and 
unauthorised usage. One can easily google a picture, for example, “nice scenery”, select 
one picture you like and use it without the owner’s permission, such as using it as a cover 
photo for your own blog. These problems have generated a big focus in the area of digital 
watermarking of electronic content for copyright protection [22]. 
 

6.2 Motives and examples of hacker/stealer who obtain or transfer digital image 
without authorization  

     
The unauthorized usage of the images by stealers can be looked at from 2 views - non-
profit usage and profit usage. 
 
Non-profit usage refers to the usage of the images on some public platform without the 
permission and/or reference back to the original owner for purposes that excludes 
profiteering, usually monetary, from it. An example of such a usage is the case of the UK 
police department using a photograph by a private photographer on a bicycle theft 
information brochure without her seeking her prior permission. Under such circumstances, 
the unauthorized party may have damaged or manipulated, directly or indirectly, the 
reputation (if applicable) or individual rights of the owner of the images but the purpose 
was not of profiting by leveraging on the works of others. 
 
In the case of profit usage, the images are used for profit, which includes monetary gain. 
Common cases include selling of T-shirts with prints stemmed from unauthorized images 
and using the unauthorized images on book covers. Less common cases includes using the 
unauthorized images for advertising, like the case where a graphic designer's work was 
used on a billboard to promote an art exhibition in China without the designer’s permission. 
Such usages allow the unauthorized party to profit indirectly from the works of the owners. 
 
A more serious variation of the profit usage cases includes the unauthorized party directly 
profiting from the works of the owner. An example of such a usage involves the 
unauthorized party profiteering from selling of her photography services by misleading 
others with a fake portfolio built from a collection of photographs gained via unauthorised 
methods. 
 

6.3 Evaluation 

 
Copyright laws are established to encourage image creation rather than denying the 
author’s work to other people, since if authors are not compensated or credited for their 
work, they would be less willing to produce more work. The fear of their work being 
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copied illegally or being claimed ownership by someone else discourages authors to create 
more images, unless something is done to protect their work. 
 
Digital watermarking can contain copyright information for authentication, thereby 
protecting digital data from unauthorised use and distribution. By protecting their work 
through watermarking/copywriting, authors, especially those that produce digital images 
for commercial reasons, do not have to worry about theft or unauthorised usage of their 
images. For example, you can find many professional and amateur photographers 
watermarking their photos with their name or group name, like “Natasha Photography”. 

 
By embedding copyright information within the digital data, information of the creator can 
be disseminated with every copy of the data, even when the data is uploaded to an arbitrary 
website. It can be use to authenticate the ownership of the data as well as whether the data 
has been tampered with. A watermark is fixed in the host data, enabling the preservation of 
the digital data value, namely the copyright information [23]. 

 
Therefore, the many properties of digital media that encourages copyright violations, is the 
main motivation behind the use of watermarking techniques [23]. Nobody wants to be a 
victim of stolen work ultimately. 
 

7 Assurances 

Despite the strength of digital image watermarking techniques, there are several 
watermarking attacks that exist out in the field. These countermeasures aim to break the 
cryptographic mechanism without damaging the host data. The definition of an 
watermarking attack is defined as any processing that may cripple the presence of 
watermark or communication of the information conveyed by the embedded data, which is 
the watermark. The resultant of this process is called the attacked data. 

 
One important aspect of watermarking technique is its robustness against attacks. A 
watermark is considered robust if it is not damaged when removed. The impairment of the 
watermark can be determined by parameters such as miss probability, probability of bit 
error, or channel capacity. In the area of digital image watermarking, it is often measured 
by the perceptual quality or distortion of the original data. By considering watermark 
impairment and the distortion of the data, the robustness of a watermarking technique can 
be evaluated. In addition, an attack is considered successful if it cripples the digital 
watermark beyond acceptable level while retaining the visual quality of the target. 

 
The attacks on the digital image watermarking can be categorized into the following, 
removal attacks,  
geometric attacks, protocol attacks, cryptographic attacks, and lastly estimation-based 
attacks. We will briefly evaluate each of the above-mentioned attacks below. 
 
 

 
Figure 8: Different attacks on digital image watermarking 
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7.1 Removal Attacks 
 
Removal attack aims for the complete removal of the digital watermark from that target 
source without figuring out the actual cryptographic algorithm that is used to embed the 
watermark. This is usually achieved by treating the watermark as noise inserted into the 
original data. By using a statistical method, one is able to estimate the original data from 
the attacked data. There are several known attacks under this category. They are denoising 
and lossy compression attack, remodulation attack, and collusion attack. 

 
With the use of optimized operations like denoising and quantization, it is possible to 
remove the embedded watermark and maintain the visual perception of the attacked data. 
These operations are usually aided by the statistical models so that the optimization process 
can be exploited from within. Collusion attacks on the other hand makes use of multiple 
copies of the attacked data with different watermarks embedded. By taking the average of 
the data from all the copies, the attacker will be able to remove the watermark embedded. 

 

7.1.1 Signal Diminishment 
 
One interesting way of removing the digital watermark is to add a second watermark into 
the watermarked data. Even though the process will slightly degrade the image, it is still 
visually acceptable. Some watermarking software recognized this problem, thus disable the 
user from inserting a second watermark into the image. However, this method is easily 
circumvented hacking the mechanism of software [24]. 

 
Another way of removal is through image compression. JPEG compression is one of the 
most popular compression algorithms that are being widely used in today’s society. By 
compressing the data, only the lower frequency components are kept while the less 
prominent high-frequency components are removed from the data. Thereby rendering the 
digital watermark embedded irretrievable. Such technique can be easily employed by 
anyone. Therefore the robustness of the algorithm is crucial in this case as we do not want 
users to remove the watermark with easy means. 

 
The third method of removal is through averaging, which is commonly known as collusion 
attack. This can be achieved with multiple copies of the original data source, each with a 
different watermark embedded. This method can be applied on fingerprinting where each 
data has a unique watermark embedded. Therefore, it is possible to reverse-engineer the 
attacked data to obtain the original data without the watermark [24]. Over the years, 
researchers have developed collusion-secure algorithms to mitigate such attack [25].  

7.2 Geometric Attacks 

Although most of the watermarking algorithms are resistant towards basic manipulation 
using consumer software, it does not resist geometric attacks. Geometric attack aims to 
distort the watermark embedded in the image. The distortion can be done at global or local 
area of the data. This is usually done by detector synchronization with the embedded data. 
However, due to the complexity in synchronization, it is not really that practical. 
Sophisticated geometric attacks can be demonstrated using StirMark, one of the well-
known image watermarking algorithm benchmark tool.  
 

7.2.1 Distortion Attack 
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A well-known attack under this category is 
called the “Distortion Attack”. The distortion 
is achieved by transforming the corners of the 
image by a random amount. When combined 
with JPEG compression, it prevents the 
detector from retrieving the watermark. This 
is called desynchronization. One way to 
overcome this form of attack is to used a 
block-based detection scheme. The reason is 
because the transformation is linear in small 
areas. Figure 9 shows the result of distortion 
from StirMark. 
 

7.2.2 Mosaic Attack 
Mosaic Attack is another form of geometric 
attack. As we know that the larger the image, 
the easier it is to embed information. The 
converse is also true. The smaller the size of 
the image implies that it is harder to embed 

information. Given an image size of 1x1 pixel, it is impossible to embed anything useful. 
This is exactly what the Mosaic Attack does. It simply splits a large image into smaller 
ones and then renders these images one by one. This will cause the detectors unable to 
recognize the embedded watermark [26]. 
 

7.3 Protocol Attacks 

 
Two types of protocol attacks are using invertible watermarks and copy attacks. In the 
former type, the attacker having access to the hidden data, can assert that the data also 
contains his watermark by subtracting his own watermark. This creates a scenario of 
uncertainty as to the real ownership of the digital image. A proposed solution to this attack 
is to make watermarks signal-dependent by using one-way functions. A copy attack aims to 
predict the watermark in the digital image, then copies the predicted watermark on the 
target data, which is an imitated digital image with no watermark. The copied watermark is 
then adjusted to fit the digital image, to maintain original imperceptibility of the watermark 
such that the watermark would seem to be unmodified in the imitated digital image. 
 

7.4 Cryptographic Attacks 
Cryptographic attack aims to crack the watermarking algorithm. This will then allow the 
attacker to remove the watermark or embed additional watermark. There are 2 known 
attacks under this category. One of them employs the brute-force search on the attacked 
data to find the information embedded. The other one is called the Oracle Attack.  

7.4.1 Oracle Attack 

 
Oracle attack aims to alter sufficient amount of data to confuse the detector. Detectors can 
be in the form of software that comes with a image processing software or in the form of 
integrated chip that comes with the electronic such as the Blu-ray. To use this technique, 
the attacker does not need to know the actual algorithm that is used for watermarking. He 
just needs to alter the data till the detector is unable to find the embedded watermark [27]. 

Figure 9: Result of distortion attack 
from StirMark 
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As this technique is fairly complicated, the analysis of this technique will not be covered in 
this report. Due to the computational complexity of this attack, it is usually not practical to 
be used. 

7.5 Estimation-based Attacks 

 
As most of the attacks mentioned above are outdated, the current watermarking algorithms 
has incorporated techniques as countermeasures to prevent such attacks. This has led the 
attackers to come up with new ways to attack the watermarking schemes. The second 
generation of watermarking attacks is called estimation-based attacks. An estimation-based 
attack aims to produce a watermark based on prior knowledge of hidden data in the digital 
image, as well as watermark statistics. This attack is more successful if the embedding rule 
of the watermark is known. More details of the technique can be found in the report written 
by Voloshynovskiy et al [28]. 
 

8 Conclusion 

In this paper we explored the different techniques in digital image authentication as well as 
a number of common attacks and threats to digital image copyright protection. And in 
today’s world, digital watermarking is a very common tool to establish copyright 
ownership. Even though these digital image authentication techniques cannot completely 
enforce copyright protection due to the fact that hackers are continuously devising ways to 
counter those techniques, it is still strongly advised for organizations and individuals to 
make use of this tool to prevent others from claiming the legal ownership of the copyright 
materials. However from a non-technical point-of-view, the different techniques only serve 
to identify the original owner but does not prevent theft. Given the advancement of the 
Internet today, an image can be “stolen” in a flash, in any number. Therefore, depending on 
the situation of individual cases, these techniques often serve no purpose to the original 
owners. 

 
It is in our personal opinion that the establishment of laws of digital image copyright 
protection such as DMCA has done little to stop widespread illegal transferring and stealing 
of copyrighted digital images. Due to the lack of international governance over the DMCA, 
there are discrepancies in enforcing the copyright policy across borders. There is no “one-
size-fits-all” solution in the context of digital image authentication for copyright protection. 
The feasibility of a technique depends on several variables, including robustness, 
perceptibility and capacity. The improvement of technology leads to new problems such as 
increased innovative attacks and threats.(example, second generation digital watermarking 
attacks are currently being developed to compromised various digital watermarking 
techniques) Thus, developers and content publishers will have to adapt and come up with 
new solutions to mitigate these problems. 
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Abstract. This paper will first discuss the motivations behind exploits in video 
games and explore how various security exploits such as reverse engineering, 
packet editing and botting can be used to cheat in video games today. In 
addition, demonstrations will be conducted to show how some of the above 
mentioned exploits could be applied in real video games. The paper will 
conclude with an evaluation of the possible ways to mitigate the adverse effects 
of such exploits from an information and systems security perspective. 
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1   Introduction 

1.1   Why do players exploit video games? 

The question that should be asked is, “Why not?” – The most candid reason why 
players would exploit video games is simply because they can [1]. To illustrate, for 
the average user, there are no perceived consequences of using “free” pirated 
software; in most cases, it is simply not worth the effort of software companies to 
pursue legal action against individuals. Similarly in games where level and 
achievement are the perceived rewards, the players that exploit video games often do 
so for fun, curiosity and to impress friends. In some role-playing games, the special 
items are unlocked when a certain level is achieved. However, players with the 
technical know-how could bypass the achievement system via certain exploits, and 
thus, receive end-game items with minimal effort. 

From a security standpoint, these exploits are trivial because they are local to the 
user and do not affect the real world in any way. On the other hand, these exploits can 
lead to a greater problem when such games are made online. While security – 
especially in the protection of game assets – has traditionally been one of the utmost 
concerns in game development, the perceived rewards in online games are no longer 
just level or achievement. The exploits in these games could have security 
implications in the real world – for instance, the exploitation of virtual currencies 
could potentially be used as a money-making tool. This paper explores the various 
security exploits in games and how such exploits can be mitigated. 

1.2   Hacks, Exploits & Cheats 

There are three different terms used in relation to security in video games. Hacking is 
a general term which encapsulates exploits, direct attacks on the server, 

33



compromising of user accounts and so on. On the other hand, exploits are specific and 
would refer to reverse engineering, fuzzing, packet editing, botting and other 
techniques that take advantage of security vulnerabilities [1]. Cheats are the end result 
of these exploits that will ultimately give an unfair advantage to the cheating player. 
The scope of this paper will only include the exploits and cheats that make use of 
common vulnerabilities found in video games. 

2   Reverse Engineering & Bypass Techniques 

This chapter focuses on the mechanism behind content authentication exploits in 
video games that uses copy protection middleware and reverse engineering techniques 
that pirates used to bypass copy protections. 

2.1   The Significance of Software Duplication 

With the release of optical disc writers to the general public in late 90s, duplicates or 
commonly known as pirated software became a rising phenomenon due to the high 
cost of popular games such as Test Drive Unlimited and Grand Theft Auto. As 
consumer demands for good games increases, pirates seek this opportunity to leech 
off revenue from the developers by manufacturing duplicates and selling them at less 
than half the original price. As a result, the sales of each game title drops drastically 
over time [2][3]. 

2.2   Middleware Copy Protection: Alpha-Rom 

Alpha-Rom is a robust and versatile copy protection technology produced SETTEC, 
INC that protects data file contents delivered in the format of optical mediums 
(CD/DVDROM). It is popular among many Japanese dating simulation games due to 
its low cost and ease of use. Its core technology lies in two different aspects, the 
hardware and software. 

Hardware 

Alpha-Rom protected discs can only be produced by SETTEC, INC’s authorized M/R 
Facilities. Each disc possesses a “digital signature” imbedded within the physical 
layers of the disc that only libraries of Alpha-Rom can decrypt [4]. These discs are 
protected against common disc duplication tools such as Alcohol 120% using a 
variety of techniques [5][6]. 
 
Techniques used in Alpha-Rom Disc creation are as follows: 
 
1. Weak Sectors 

This technique is originally used by SafeDisc2 by exploiting a hardware flaw 
common in the early disc writers drives. These weak sectors cause 
synchronization problems for those drives and thus rendering the duplicated 
image unreadable due to excessive XOR of uniform bytes [7]. 
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2. Sector Overlapping 
This is technique is achieved by deliberately overwriting sectors backwards. 
These overlapped sectors cause duplicated images to be corrupted and thus 
prevented most duplication tools from successfully extracting a working image 
until late 2004 [8]. 

 
3. Twining 

Twining is originally used by Thales Group. It works by having multiple sectors 
with the same sector number. The guard module reads the one sector from a non-
twin sector and then one sector from the twin sector. If both sectors are identical, 
the disc is deemed as a copy. This happens because most duplication software 
reads discs progressively from sector 1 to N and would not be able to create twin 
sectors from 2003 to 2004 [5]. 

Software 

Alpha-Rom protected software is built using SETTEC’s Alpha-Rom Application 
Layer Interface (API) that initiates physical disc signature verification upon execution 
of the software. An invalid signature would cease execution of the program, an 
example of an execution failure is shown in Fig. 1. 
 

 
Fig. 1. Error Message 1503: Please insert game disc. 

 

Common error codes ranges from 1200 to 2600, each signifies the version of 
Alpha-Rom protection used in the software [5]. Most Japanese games that make use 
of Alpha-Rom protection require only disc verification on the first execution of the 
software. Thereafter a signature key is generated using the player’s computer 
information and stored as alsign.sig. The signature would be used for 
verification on further execution of the program and would no longer require a disc to 
operate. The signature file grows on every execution of the program by approximately 
44 bytes of data. If the software is uninstalled, as long as the signature remains, 
reinstallation would not require a disc verification check [9]. 

2.3   Bypass: Generation of Alpha Signature 

This section discusses the use of signature generators for Alpha-Rom protected 
programs. The use of signature generators largely resembles the use of standard key 
generators. However, the key used for exploiting Alpha-Rom protected software 
unexpectedly comes from the AlphaDiscLog.txt generated when the software 
fails to execute due to the absence of the original disc mentioned in section 2.2. An 
example of the log file can be found in Fig. 2. 
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[OS_VERSION] 

Os=Professional Service Pack 1 (Build 7601) 

 

[DRIVE_NAME] 

DriveCount=2 

0=HL-DT-STDVDRAM GH22NS50 TN02 

1=DTSOFT  BDROM           1.05 

CurrentId=0 

CurrentName=HL-DT-STDVDRAM GH22NS50 TN02 

 

[ERROR_CODE] 

Code=1200 

 

[USER_ACCOUNT] 

Account=Admin 

 

[CODE] 

Code01=722163092 

Code02=DCOCC1216H565762XYHD 

Code03=6003V05H020000 

Code04=1f70e2a843b4702d362e17b468e6c109ca8b14c03 

Fig. 2. AlphaDiscLog.txt 
 

Although there is nothing really special about the error log to an average Joe, 

pirates have found some important information with the log’s [CODE]. This can be 

seen by attaching the API monitor program with the generator at runtime. The log of 

the generator can be found in Fig. 3. 
 

 
Fig. 3. API Monitor Log of Generator 

 

It can be seen in Fig. 3 that the pirates have caught attension to 3 codes within the 

logfile, Code01, 02 and 03. It seems apparent that through the execution of different 

games on the same computer, only Code02 changes its value while the other codes 

remained unchanged. As such, it is concluded that Code02 is probably the product 

identification of the software [9]. Afterwhich, these three codes are used in a series of 

cryptography operations and the computed hash data is written out to alsign.sig. 

A dissembly of the generator can be found in appendix. 

2.4   Bypass: External Launchers 

This section discusses the use of external launcher for Alpha-Rom protected 

programs. In contrast with the use of signature generation mentioned in section 2.3, 

external launchers do not require any additional files other than the original 
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executable to be present in the same folder. This external launcher also needs to be in 

the same name as the original executable prefixed with a ‘_’. 

Mechanism 

To further study on how external launchers work, the launcher would be attached to 

the API monitor for logging the main operation it performs on the actual executable. 
 

 
Fig. 4. API Monitor Log of Launcher 

 

Fig. 4 shows the CALL log of the external launcher. It can be observed that it is 

most probably using a series of injection attacks into the active address space of the 

original executable by suspending its thread. It allocates additional virtual memory 

and injects the data in Fig. 5 into the newly allocated virtual memory: 
 
0000  ba 09 00 26 00 eb 06 ff 22 89 51 d2 74 8b c5 8b cd 2b c4 83 f8 

20 74 0a 3d 9c 

001a  00 00 00 75 e8 8b 4d 00 8d 41 38 3b 01 75 de 8b 41 08 3b 41 e8 

75 d6 8b 41 14 

0034  3b 41 f4 75 ce 8d 61 04 8b 29 c6 42 fd 00 33 c0 40 c2 0c 00   

Fig. 5. 72 Bytes of injected data 
 

This data remains constant for all other games that used Alpha-Rom. It is assumed 

that the data is generated using memory data from the the first 4096 bytes of the 

original executable. Finally, the launcher resets the virtual memory access 

permissions and resumes the original process. It ends off by exiting while the actual 

program sucessfully executes. The success of this attack implies the presence of 

identifiable components of the software which is the opposite of the open design 

principle. 

2.5   Bypass: Reverse Engineering – Hex Editing 

This section explains the use of reverse engineering techniques for bypassing disc 

verifications using a scaled model. The aim of this demonstration is to show the 

possibility of security exploits in video games through the use of a hex editor and 

disassembler. A video demonstration is available in the appendix. 
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Foreknowledge: Portable Executable (PE) 

Portable Executable (PE) format is a file format that executes codes on Windows 
machines. 
 

 
Fig. 6. PE file format 

 

From Fig. 6, it can be seen that assembly codes are placed intact within the “Code” 

section of the PE files [10]. This signifies the area of interest towards pirates. 

Furthermore, the data section and data directories may show information on String 

data used in the program. For example: “「2100」ゲームヂィスを入れてくださ

い。” (Please insert the game disc). This string can be easily found in Alpha-Rom 

protected software PE file. 

Exploit Technique: Changing CALL / JMP Address 

The first step in exploiting game software involves dissembling the PE file using 
dissemblers available on the web such as disam.exe or WDA Professional. 
Thereafter, the pirate would need to analyze the assembly generated and find an 
appropriate instruction to attack. 

In most x86 applications, the most common target of attack is usually the CALL 

instruction where it is responsible for invoking functions. Unlike other instructions 

such as Jump (JMP) and Jump Exit (JE), the CALL instruction does not involve a lot 

of calculation of address spaces. As most programs are compiled using “Link 

Dynamic DLL” libraries to keep the PE file small, most disassemblers are able to 

recognize some of the commonly used functions such as printf, CreateFileEx, 

CreateWindowEx. Thus these function calls are marked within the disassembled 

PE file shown in Fig. 7. 
 
:004012EC FF2504104000 

 jmp dword[00401004 ->0000140E CreateFileA] # instruction 
 ;;call kernel32.CreateFileA                # name and origin 

Fig. 7. Dissembled Code 
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As such, pirates make use of these identifier statements to navigate through the 

assembly to find an address to attack. A Hex editor would be used to search for the 

address of the CALL / JMP instruction and re-direct its destination to the main 

program execution. The lesser functions a program possess, the easier it is to find an 

appropriate address to attack. As such, programs with simple technical design are 

very prone to CALL address modification attacks. 

Exploit Technique: Modification of Instruction 

There are a variety of attacks for bypassing the disc verification; the most common 
technique is to replace every instruction that performs the disc check to NOP or 
redundant instructions such as mov and eax. This instruction is the same as a=a; in 
C code. A table of commonly used replacement instructions can be found in Fig. 8. 
 

 Instruction Hex Code Comments 

1 mov eax, eax 8B C0 
Move register eax to eax 
Basically, A=A; in C code 

2 NOP 90 No operation 

3 
JMP[rel 

16/32] 

JMP[rel 8] 

E9 XX 

EB XX 

Jump instruction to specified relative 

address.  
The address is determined by the 
hexadecimal following its OP code. 

4 CALL [rel 8] 
E8 XX XX 

XX XX 

Call instruction to specified address. The 
address is determined by the hexadecimal 
following its OP code. 

Fig. 8. X86 Assembly Codes 
 

 
Fig. 9. Overwriting Existing Instructions 

 

Fig. 9 shows an example of replacing instruction codes to a series of 8BC0 redundant 
instructions to bypass verification checks. 
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Exploit Technique: Adding / Removing Instructions 

Some pirates bypass verification checks with the addition new instructions and 
removal of existing instructions. As assembly code stored in the PE file is aligned by 
address, adding or removal of instructions would cause a leap in address space and 
would sometimes cause programs to function incorrectly. After adding or removing 
an instruction, the pirate would need to recalculate offsets for each JMP and CALL 
instructions to maintain functionality of the program. The amount of time spent on 
recalculating address may take as long as a day depending on the size of the program. 
As such, techniques involving the removal or addition of instruction are highly 
uncommon. 

3   Online Games & Security 

This chapter will begin by explaining the significance of security in online games that 
use the client-server architecture. The chapter will clarify how the offline exploits 
such as reverse engineering discussed in chapter two is related to online games. The 
main focus of this chapter is the discussion on online exploits and botting found in 
online games. 

3.1   The Significance of Security in Online Games 

It is important to emphasize that the reverse engineering techniques does not always 
work when dealing with online games. The main difficulty of reverse engineering in 
online games is the inclusion of the “server factor” that provides hard rules for the 
game [11]. Despite that, there is a greater incentive in the exploitation of online 
games due to the multiplayer characteristics of most online games. 
 

 
Fig. 10. Exploitation of virtual currencies 

 
For instance, a common incentive found in many Massively Multiplayer Online 

Games (MMOGs) today is the exploitation of virtual currencies [11][12], which can 
often be sold in exchange for real world currency (Fig. 10). While such exploitations 
could provide opportunities for capable hackers to profit in real life, the greater 
concern lies with the difficulty of imposing legislation in the virtual world; video 
game hackers are seldom caught and consequently, the security issues pertaining to 
online games are more complex [13][14]. In particular, a minor lapse in security could 
not only provide an unfair advantage to the attacker but cause player information to 
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be disclosed to a malicious third-party (e.g. the Sony PlayStation Network outage in 
April 2011) [12]. 

3.2   Offline Exploits 

There are many exploits in online games which include the modification of game 
data, memory manipulation, artificial lag, packet editing and botting [11]. In general, 
these exploits can be classified into two categories: actual exploits that take advantage 
of security vulnerabilities, and automated bots [15]. This paper further classifies 
actual exploits into their offline and online versions. Offline exploits such as memory 
manipulation, injection, bypassing and modification of game data have already been 
discussed in chapter two of this paper. While these reverse engineering exploits apply 
to online games as well, it is limited to a certain extent because online games connect 
to servers that enforce the game rules [11]. Moreover, many online games these days 
use anti-cheat engines such as GameGuard and Warden to prevent offline exploits 
that deal with client-side manipulation [1][12]. 

Conversely, it is challenging for online game developers to completely prevent 
these offline exploits. Virtual worlds in today’s online games are so large that 
development is extremely error-prone to accidental glitches, for instance, a lone 
developer could overlook the checking of a single game map bounds. These offline 
exploits often linger on for a long time until the vulnerability is discovered and 
patched. Likewise, the enforcement of server-side game rules dealing with offline 
exploits are often a subjective area; the developer has to measure the likelihood of 
legit players generating higher-than-average damage on a good day versus the use of a 
damage hack by a cheating player. In essence, game rules must not inconvenience the 
average player yet detect the use of offline exploits [16]. 

3.3   Online Exploits 

Online exploitation techniques inherently attempt to intercept the communication 
channel between the game client and server [17]. These techniques include artificial 
lag and packet editing. 

Artificial Lag 

In online games, artificial lag is used to disrupt the cheating player’s update packets to 
the game server and subsequently to other players. The significance of this is that it 
allows the cheater to outwit other players as the cheater’s update packets would be 
received slowly or at a burst [14]. For example, the cheater, Ted could tap the 
network cable to create artificial lag during an in-game transaction with Alice. When 
Alice accepts the transaction, Ted delays his transaction packet until Alice’s packet is 
received and then, disconnects. A game server that does not check these transactions 
could be vulnerable to such an attack as Alice’s items could be “stolen” by Ted [17]. 
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Packet Editing 

Moving on to packet editing exploits, these exploits work on the basis of replaying 
and editing packets between the client and the server. While packet editing exploits 
often work temporary because many online games encrypt their network 
communications and patch their games constantly, they still exist and are not 
impossible to achieve [1][17]. Unlike secure communications used by SSL/TLS 
which runs on top of TCP/IP, online games are real-time and require constant 
updates; it is too expensive to use standard cryptography protocols in a game server 
that already deals with a high number of simultaneous players [17]. For that reason, 
game developers often implement their own version of SSL/TLS on top of UDP. As a 
result, many of these packet editing exploits exist because they are not well-tested or 
fully understood by the game developers. 

Before any packet editing can be accomplished, the attacker must first record, 
analyze and decipher the packet data of the game, this is done via packet sniffing. 
There are network analyzing programs like Wireshark that help to record, analyze and 
produce verbose information about network packets. Winsock Packet Editor (WPE 
Pro), a relatively old program which can perform packet sniffing and editing is 
demonstrated in the example below [1]. 
 

 
Fig. 11. WPE Pro being used to intercept packets. 

 
In this illustration, WPE Pro first hooks to a target program, “royclient.exe” and 

starts sniffing for packets sent and received by the target program. Fig. 11 shows that 
two packets were captured (they have the values 53 and 57). Upon analysis, it is 
known that the number in the packet updates a client’s health on the server and can 
range between 0 and 100 in ASCII value. In addition, the packet is always 8 bytes and 
NULL-terminated. From this, the attacker can use the filters in WPE Pro to replace 
packets based on search parameters, for example, if a packet contains NULL at 0x8, 
replace it with 0x31, 0x30 and 0x30 which is the ASCII value for 100. 
Accordingly, all health packets sent by the client would become 100. 

To further exemplify the key idea of packet editing, a video demonstration is 
available in the appendix section of this paper. It is important to note that this 
example is rudimentary considering online games are more complex and would 
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require more analysis. Despite that, most online games would have a TYPE_ID at the 
start of the packet to identify the packet type [15]. The search function in WPE Pro 
can leverage this and modify different packets in the game concurrently. 

3.4   Automated Bots 

The last exploit this paper covers is botting. The intent of botting is usually to skip the 
boring levels of the game or to farm for rare in-game items and monetary rewards 
[13]. Fundamentally, an automated bot is a script or program performing actions that 
should be executed by a human player; it is not an actual exploit because it does not 
prey on the game’s security vulnerabilities per se, rather it takes advantage of the 
operating system’s input mechanisms [15]. It is included in this paper since it is 
prevalent in many online games today and extremely easy to implement [12]. 

The chief idea behind botting is the stimulation of input, which is done using 
system calls found in an operating system library. While there are many types of bots 
that exist in games today including aim-bots, auto-clickers, and macro programs (e.g. 
AutoHotkey), the example below will discuss how an automated bot could be 
implemented in the Windows operating system environment. 
 
PostMessage(inputWindow, WM_KEYDOWN, key, 

  (MapVirtualKey(key, MAPVK_VK_TO_VSC) << 16) + 1); 

INPUT input; 

input.ki.wVk = key; 

input.ki.wScan = MapVirtualKey(key, MAPVK_VK_TO_VSC); 

input.type = INPUT_KEYBOARD; 

SendInput(1, &input, sizeof(INPUT)); 

Fig. 12. Two different ways of sending key events to a target program using the 
Windows API. Some parameters are left out for brevity. 

 
In Fig. 12, the former method, PostMessage(), does not require the caller code 

to be injected as a dynamic link library (DLL); on the other hand, it might not work 
on many games due to the use of anti-cheat engines that filter out input from external 
applications. Hence, the proper method to stimulate input is via the SendInput() 
function. This technique only works when the caller code is part of the actual 
program, in other words, the caller code must be injected as a DLL. DLL injection is 
similar to the injection and bypass techniques described in chapter two and thus will 
not be discussed. 
 
HDC hDC = GetDC(hWnd); 

HDC hCDC = CreateCompatibleDC(hDC); 

 

HBITMAP hBitmap = (HBITMAP)SelectObject(hCDC,  

  CreateCompatibleBitmap(hDC, w, h)); 

BitBlt(hCDC, 0, 0, w, h, hDC, x, y, SRCCOPY); 

SelectObject(hCDC, hBitmap); 

 

if(GetRValue(GetPixel(hCDC, HPBAR_X, HPBAR_Y)) < 0xcc) { 

  PostMessage(inputWindow, WM_KEYDOWN, key, 

    (MapVirtualKey(key, MAPVK_VK_TO_VSC) << 16) + 1); 

} 
Fig. 13. Reading onscreen values to perform auto repot functionality. 
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Many automated bots in today’s games are very sophisticated and could provide 

additional functionality such as auto healing. There are two methods that can be 
implemented, the first is reading memory values using a memory manipulation 
program such as Cheat Engine, while the second is simply taking a screenshot and 
checking the RGB values in the picture. Fig. 13 uses the latter simpler method which 
reads onscreen color every second to check if the character requires healing – the 
PostMessage() or SendInput() methods are used if it does. This method 
scales well across many games. 

A video demonstration on botting using the techniques described is included in the 
appendix. 

4   Preventive Measures 

This chapter evaluates some of the techniques that can be used to prevent the 
discussed exploits. 

4.1   Preventing Reverse Engineering 

The security of offline games becomes an impending pitfall as the availability of the 
Internet has enabled the average Joe to be equipped with the basic skills of reverse 
engineering. With given patience and entry level assembly language knowledge, 
anybody would be able to bypass verification checks on their software. 

The failures of Alpha-Rom protection have emphasized the importance of output 

sanitization and open design principle. Even though a detailed error log allows 

developers to solve problems quickly on their consumer’s computer, it can also act as 

a key to pirates for obtaining full games for free. Software should not display 

sensitive information such as the product id of the game itself. The more information 

accessible, the lesser time a pirate takes to exploit the security. 

There are various methods to prevent reverse engineering. One of the method 

would be the use of special API calls such as IsDebuggerPresent() in 

Windows to detect if a debugger is present and allows the program to exit 

immediately if somebody attempts to attach a debugger. Another method would be to 

perform a timestamp on various portions of the program; if the process takes too long 

to complete, there would be a high possibility that it is hooked to a debugger for 

malicious purpose. 

The simplest method to prevent reverse engineering of disc verifications is to host 

the game online. For example, Guild Wars 2 and SimCity 2013 both require the 

player to login to the internet with their accounts to play. Each copy of the game 

would only contain one key for one player; as such duplicate products would not be 

able to play the game even if they share their account key. At the worst situation, 

pirates would have to share a single account to play the game one at a time as only 

one instance of the account can be logged in. 
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4.2   Mitigating the Effects of Online Exploits 

In accordance to the principles of Confidentiality, Integrity and Availability, one of 
the most effective methods used by a wide spectrum of secure applications – both 
online and offline – is input validation, which verifies the integrity of input [12]. 
Aside from the standard input and output, a typical game application has many other 
forms of input such as data files and dynamic link libraries. These input data should 
be verified perhaps through hashing or checksums, before it is used by the 
application. 

Although input validation can be done to prevent online and offline exploits, 
automated bots are difficult to detect as they emulate human input and are sometimes 
transparent to other players [18]. One solution that is viable in current online games is 
the use of CAPTCHA tests, where players are queried at random intervals to perform 
a human verification test [11][16]. Another solution is the detection of routes that bots 
would follow repeatedly, in such cases; the game server has a certain threshold that 
must be reached before a human verification test appears [18]. 

Authoritative Game Servers 

In addition, online games are network applications that usually have two separate 
domains of security, the untrusted client and the trusted server data. Game servers 
must be built on the grounds that input from the client is potentially malicious and 
must always be verified and validated before being manipulated – such game servers 
are called authoritative game servers [19]. Whilst checking the integrity of input is 
extremely important in game servers, two important considerations that are present in 
online games is the speed versus confidentiality and usability versus availability 
issues [19]. It is likely that not all input verification can be done on the game server 
and there is always a trade-off involved when choosing speed or usability over 
security. 

Game physics is a good example of input validation that cannot be done wholly on 
the game server due to high cost (i.e. performing physics operations on every object 
in the game are extremely taxing on the server). The game developer must measure 
the speed versus confidentiality trade-offs between performing game physics in the 
server and allowing the client to perform some physics operations [19]. Unless the 
game physics is completely done on the server, it is possible for speed hacks and 
other related hacks to exist. 

Usability versus availability is the second issue a game developer has to consider. 
For instance, the game developer has to balance the offset between storing game data 
such as script and animation files on the client, or loading them just-in-time via the 
network. Most online games prefer the former method as it is cheaper and easier to 
implement. Conversely, the storing of game data on the client allows exploits to 
manipulate the game data [19]. It highlights an important point that hashing should be 
used to validate game data. 
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5   Summary and Future Work 

In a nutshell, security exploits in video games occur due to ignorance or assumptions 

made by the game developer. These can include the leakage of authentication codes in 

error log files and the incomplete validation of incoming client input in online games. 

Furthermore, the relation between the game developer and cheating player can be 

described as a cat and mouse game. While security exploits are being patched as 

quickly as possible, new vulnerabilities surface frequently as well. 

In consequence, the game developer should learn to understand the information 

security model through proper policy and mechanism. Once the problem domain of 

the game is fully understood, the game developer can then weigh the benefits and 

maintain a careful balance between security and efficiency. As Bruce Schneier, a 

primer in security once said, “You can’t defend. You can’t prevent. The only thing 

you can do is detect and respond.” – Indeed. Although there is no foolproof solution 

in preventing security exploits, the game developer should apply a security-first 

approach when developing and designing games. 

Nonetheless, there is much room for further research as this paper covers only the 

tip of the iceberg in the topic of security in video games. For instance, the well-known 

denial-of-service attacks on web servers could be applied to game servers as well. In 

fact, game servers are more vulnerable to these types of attacks due to its high load 

and capacity. The denial-of-service attack and other related direct attacks on the game 

server could be considered in future research as well. 
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Appendix 

Video Demonstrations 

1. Quick Demo of Hex Editing Security Bypass: http://youtu.be/53ugHndalH4  
2. Quick Demo of Packet Editing: http://youtu.be/E7ykZHj7dWM 
3. Quick Demo of Botting: http://youtu.be/8W-1Rg0D_Eg 
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Abstract. The Public key infrastructure is a system for distributing,
using and verifying ownership and authenticity of cryptographic public
keys through a hierarchy of trust. This system is very important in todays
digital world, and is used and relied upon by banks, governments and
private entities. The system involves many entities: people, software and
organizations to ensure authenticity and privacy in a digital world.
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1 Introduction

In this paper we will explore the architecture of Public Key Infrastructure(PKI)
and show some of the current systems and implementations that are used today.
We will also take a brief look at the history of PKI and see where it came from
and why it is needed. Finally we will have a look at key management and security
issues with PKI.

1.1 Public Key Cryptography

Public key cryptography relies upon the idea and application of asymmetric key
algorithms. Asymmetric key algorithms opens for a cryptographic system with
two different keys, one for encryption and one for decryption, where knowing one
key does not reveal any information about the other. The algorithm makes use
of a trapdoor function, a one-way function with a secret way out. This is a very
unique and useful property, giving the receiver the option to freely distribute
one of the keys (a publicly known key) and let the sender use this to encrypt his
messages to the receiver. The messages can then be decrypted fast by using the
secret known only to the receiver, yet is incredibly difficult to find for others.
Unlike symmetric key algorithms, PKC do not require a secure initial exchange
of keys. The public keys can be exchanged using an insecure channel.

More specifically, the algorithm being used is called RSA. RSA takes advan-
tage of the modular multiplicative inverse. This makes it possible for one number
satisfying certain conditions, to reverse the effects of the modulo operation. The
modulo operation is a easy one way, hard the other way operation which is why
it’s such a good fit for cryptography in general. The property of one number’s
ability to reverse the modulo operation of another is why it is used in public key
cryptography specifically.

Encryption algorithms continue to evolve, driven by a need for secure com-
munication and authentication in an open, digital environment.
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1.2 History

The idea of asymmetric key cryptography was first publicly presented in 1975
in a paper by Whitfield Diffie and Martie Hellman, called New Directions in
Cryptography. This work gave birth to the Diffie-Hellman key exchange algorithm
in 1976, and is still a very important part of shared key exchange.

One year later, in 1977, an MIT paper published by Rivest, Shamir and
Adleman (RSA) made it possible to implement the ideas of Diffie and Hellman,
creating public key cryptography. The solutions proposed by Rivest, Shamir
and Adleman had actually been discovered in 1973 by a British mathematician
Cocks, but his work remained classified until 1997.

With the rapid spread of the World Wide Web and new commercial sites
there came a need for authentication and secure communication. To meet this
demand the SSL protocol was developed. It included key establishment and
authentication but this does not give assurance that the public key is the real
one. Therefore PKI structure was created.

In 1988 the X.509 standard was initialised which specifies a standard format
for public key certificates, and it assumes a strict hierarchical system of CAs.
This was in contrast to the earlier web of trust model where anyone can act as
a CA, and sign certificates.

1.3 Why PKI?

As mentioned in PKC, since we have a public key that can be transmitted over
an insecure channel we avoid many attacks but not man in the middle. This is
one reason why we need a trusted third party.

Alice wants to send a message M to Bob. If Alice just sends M to Bob, anyone
can read this message. Now if Alice wants to send a secret to Bob, that only
Bob can see, Alice can use some form of encryption to hide the content. In a
world of asymmetric cryptography, Alice could use Bob’s public key to encrypt
M, E(Bobpub, M), send the encrypted message to Bob, and be sure that only
Bob can read it. But is this scheme safe? How does the key exchange happen?
If Alice is to ask Bob for his public key, this request can be intercepted by a
third party Harry, which sends a fake public key to Alice. Harry then intercepts
Alice’s messages to Bob, decrypts them, and reads the content. If Harry also
encrypts again using Bob’s key and forward the messages to Bob, there is no
way of knowing that someone is intercepting and reading all the messages.

So we need a system for knowing and verifying that the public key Alice
receives is indeed Bob’s. This is the problem that PKI is set to solve, authenticity,
validity and identity binding of public keys. In the PKI model, Alice can verify
the authenticity of the key she receives from Bob by comparing the key with an
attached signature of the key. This signature is generated by a third party both
Alice and Bob knows, and guarantees for the validity of the key as Bob’s.
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2 Public Key Infrastructure

As mentioned, the Public Key Infrastructure is a system for distributing, using
and verifying ownership and authenticity of cryptographic public keys through a
hierarchy of trust, distributed in the form of certificates. It also defines and em-
ploys routines for revoking outdated and compromised keys. To make all of this
possible, the system makes use of different entities which each have designated
tasks. We will now look into the components that encompasses the process of
verifying and signing public keys to make certificates.

2.1 Entities involved

The entities involved in PKI is typically a Registration Authority(RA), a Cer-
tification Authority(CA), a Validation Authority(VA), developers and the end
users. Here the RA is responsible to verify the identity of the developer request-
ing a certificate. The CA is responsible for signing the certificate and maintaining
existing certificates. The VA is responsible for validating certificates.

Certification Authority A Certification Authority is often called a trusted
third party. The Certificate Authority is the entity that issues certificates and
is responsible for the trust people put in the certificates issued. They are the
central entity in PKI as they establish the trust anchor which needs to start
somewhere. They create this by signing their root CA with its own key.

The main security job of the CA is to keep its private key safe. If this key is
compromised, there is no way back other than starting over. To be recognised
as a CA, being it a company or person, one has to be included in a certificate
directory as a safe CA, to be of any use. Directories it would be important to
be recognised in include Google, Microsoft, Apple and Mozilla.

Registration Authority Whenever an organization requests a certificate they
have to provide some information about themselves to prove their identity. It
is the Registration Authority’s job to ensure that this information is correct, to
prevent an impersonator from gaining access to a certificate he is not entitled
to. This process can both be automated which is normal for domain validation
or involve manual investigation. The latter is usually regarded as more secure.
If a request is deemed valid by the RA, then it will be handed over to the CA
for signing.

Validation Authority You as a receiver of a certificate are called a relying
party. This is because you rely on the certificate to be real and trustworthy.
This is what a VA will help you decide. It can be any person or organization
who needs to decide whether or not you can rely on a certificate. Things the VA
might look at when making a decision is the content of the certificate, quality
of the content, trustworthiness of the issuing CA, liabilities taken by the issuing
CA and historical verifications.
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A VA usually accepts certificates from many different CAs. It challenges
the PKI statement that only a CA may act as an anchor of trust. It must be
independant from CAs, have good availability, handle each CA individually and
on equal terms. In PKI VAs are very underused and there should be a competitive
market for VA services as certificates can in fact not always be trusted.

2.2 Certificates and signatures

A digital certificate is a document that links a public key to an identity using a
digital signature. In PKI this signature is usually the one of a trusted CA.

One common way of signing documents is to use a hash function to compute a
digest of the document and then encrypt this digest with the private key. Then
this digest is sent along with the message over the insecure link. To verify a
signature the user decrypts the digest received with the public key of the sender,
and computes his own digest using the same hash function. If the two digests
match, then we can be reasonably sure that the sender is who he claims to be.

The format of a certificate is formally specified in the X.509 standard. It re-
quires a valid certificate to include certain information. It has to specify version,
serial number, issuer and validity, along with information on which algorithms
that has been used for the public key and the signature. The signature has to
be made by a trusted Certificate Authority.

2.3 Distribution of root certificates

The root certificate identifies the CA and is used to verify certificates offered
to users. To ensure the integrity of these certificates they must be delivered
to the user in a secure manner. This is done in various ways. It is possible to
download bundles of root certificates from the webpage of some of the large CAs.
In addition these certificates will usually get distributed with your favorite web
browser or through updates for your operating system. Both Windows and OS X
have their own root certificate program which ensures that all certificates stored
on the computer is up to date.

2.4 Key management

The whole PKI relies on keeping the private keys safe. If a CA’s key is compro-
mised, all certificates signed by that key must be invalidated. For this reason
protecting the keys are very important. One way to provide extra protection is
to use tamper-proof hardware for storing the keys.

If a company’s certificate is believed to be compromised, the CA needs a way
to revoke it. A certificate revocation list is kept which includes the serial number
of all certificates that has been revoked. This list is published by the CA usually
at a given interval and are usually only valid for a short time. This list can also
be check by PKI-enabled application prior to using a certificate.

A certificate can be in two different states while revoked. Either revoked
or on hold. A revoked certificate is permanently invalidated. Usually because
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a private key is compromised. A certificate put on hold can be reinstated if
problem putting it on the revoked list is solved.

2.5 Generating a Certificate

When a user wants to use PKI, he would first need to create a pair of public/pri-
vate keys. The user would then generate a certificate signing request (CSR) and
sign this with his own private key. This request is usually of the format specified
in the standard PKCS#10 containing information about the developer. Usually
specifying domain name, contact information and the location of the company.

The RA would then use the developers public key to verify the integrity of
the csr, and if it is intact, verify the information specified in the request.

If everything checks out the CA will generate the requested certificate and
sign it using the CA’s private key and send it back to the developer. Now the
developer has a brand new verified certificate.

Whenever the developer now wants to distribute an object, he signs it with
his private key and supplements his approved certificate. The user who wants to
verify the identity of the sender can now verify the CA’s signature against the
one that has been shared with him before. And in turn verify that the certificate
is intact. If the certificate is intact, then the CA guarantees that the information
in the certificate is correct and that the public key in the certificate indeed is
from the developer. The user can then use the public key of the developer to
verify the integrity of the message using the attached digest.

2.6 Domain Validation

When requesting a certificate for a normal email or HTTPS server a technique
named domain validation is often used. This enables the CA to use automated
systems to verify the identity of the user requesting a certificate. Using domain
validation a CA sends an email containing an authentication token or link to an
email address that is known to be responsible for the domain in question. This
email address could be the one listed in the domains WHOIS entry, or something
known to be connected to the domain like admin- or postmaster@ the domain.
The reasoning behind this is that only the one responsible for the domain would
be able to read these emails.

Domain validation in vulnerable to attacks where the adversary is able to
monitor the emails between the CA and the user. Because of this some CA’s
offer Extended validation which involves extensive verification of the identity of
the user.

3 Examples of use

The PKI is today used by several applications. If a user has requirements regard-
ing the authenticity, the integrity or the confidentiality of an email, PKI can be
used to sign or encrypt the message. In secure shell the public key of the host is
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saved locally, so if it changes at later time the user will be notified. Secure Socket
Layer(SSL) / Secure Transport Layer(STL) which is used to make an insecure
channel secure, uses the PKI during setup to exchange keys and agree on a com-
mon key for the session. In Virtual Private Networks certificates is commonly
being used to authenticate to automate the connection between networks.

On the world wide web, the STL is used to encrypt the communications
between a web server and the user. If a website uses this technology, a green
padlock(or something similar) will be shown to the left in the address field in
your browser. If a user clicks this padlock he can see information about the
certificate used.

Fig. 1. This shows us that Verisign signed this certificate and its expiration date. You
can also look at details which hold the public key obviously but also other useful
information like version and which hash algorithm was used(also very essential). On
the certification path you can watch how the hierarchy is set up but more on this later.

4 Security Issues

With public key cryptography the risks are not many, but assuming that you
have not lost your private key there is basicly just man in the middle attack.
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This is the thing PKI is supposed to shield you from by introducing a trusted
third party. This is safer but as everyone starts trusting this green bar or padlock
on our address field we might think this is safe and become blind to the fact
that no system is perfect and also PKI has some issues.

The main security issue is the private key and how to protect it. This is very
important because if someone finds it they can issue their own certificates to
their own domain which can be a copy of your bank or any website they might
want to imitate. This is easy to discover as the CA should always be on guard,
find these domains quickly and revoke all certificates they issued from that CA.
They can also do a man in the middle attack by issuing a certificate to an existing
domain! Now suddenly what you think is encrypted safely is actually encrypted
with the hackers public key which he decrypts and modifies or just sends on to
the bank or whatever he might want to do. This is much harder to discover as
no one will necessarily ever notice them in the middle gathering information.

But assuming a CA is capable and manages to keep its private key secret,
there are still the issues of trust establishment, CRL availability, legal framework
and key generation.

4.1 Trust establishment

Even though PKIs aim is to establish trust between two parties by pointing out
that a third party which one party trusts also trusts the other party, there are
ways in which we might start to question the trust we put in our CA. Either by
a bad configuration on the users system or if a CA has issued a certificate to a
fraudulent party by not properly checking the identity of the one requesting the
certficate.

In truth there is no way to be certain that we can trust a given CA. We
can never be sure that the CA has good enough procedures to verify companies
requesting certificates. Someone might be trying to trick the CA into making
them a certificate based on fake information, or a website might have its private
key stolen, but this is never reported to the CA and the CA never discovers it
on its own so it has certified a compromised website! There is also the issue of
trusting the actual CA and the people working there. If anyone can walk into
their office and access their private information or its easy for insiders to leak
information out if they are not trustworthy.

4.2 CRL availability

Once a private key of some website or other entity is discovered, the CA’s way
of dealing with this is to add this entity to its revoked list. This list must then
be distributed to everyone who trusts the CA that issued the certificate. The
problem here is if the CRL or certification revocation list is not available. Either
if the CA responsible is a bad CA or someone might actively try to deny its
distribution. For example if someone finds an entity’s private key and starts
using this maliciously this will probably be discovered at some point and the
entity will then inform the CA to revoke its certificate. Now if the malicious
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party starts a denial of service attack aimed at the CA this information will not
get through and people will still trust the entity even though it has asked to not
be trusted any more.

4.3 Legal framework

The legal issue is that some places there is no laws. There might not even be
a set of guidelines. The problem with laws is that it’s defined by each country
individually. If there is no consequence to faking a certificate, using fake certifi-
cates or if for example a transaction using a certificate does not hold any legal
responsibility then how can we trust for example a transaction? If one party can
deny that it happened afterwards (when it in fact happened) without any legal
action then it does not matter whether or not it was ”safe” according to the
certificate.

4.4 Key generation

The generation of public private key pairs are done with an algorithm using a
mathematical relationship as described earlier. A hashing algorithm is used when
signing something mainly for efficiency. Examples of key generation algorithms
include RSA and Diffie-Hellman. Example hash algorithms are MD2, MD4, MD5
and SHA.

The issue with key generation is the key length. If a too short key is chosen
you expose yourself to easy brute force attacks. This is becoming more of a
problem as computer power increase and cost decrease at a higher rate every
year. These days breaking a 512 bit length key is doable in a couple of months
with the right amount of motivation, time and money. Right now for example
facebook.com uses a 1024 bit public key. VeriSign uses a 1024 bit key as well
for their primary CA. This should be sufficient and by the time we can crack a
key of this length there should be a new algorithm or we will have started using
2048 bit keys instead.

4.5 Breaches

On July 10, 2011 a false certificate was issued by DigiNotar for Google by an
attacker which had gotten inside their systems. This was used to perform a man
in the middle attack on some of Google services. It was later found that over 531
fake certificates had been made in DigiNotar’s name, including domains such
as Yahoo and Mozilla. In reaction to this many certificate directories removed
DigiNotar as a trusted CA, including Microsoft, Firefox, Google Chrome.

5 Hierachies in PKI

A PKI is built up of a hierarchy of CAs. There are two kinds of CAs in the
hierarchy, root CA and intermediate CA. The hierarchy is sometimes called
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chained certificates. When you receive a certificate and wonder if you can trust
this you have to see who issued it. If the CA who issued it is an intermediate
CA and you don’t trust this intermediate CA you have to see who issued the
intermediate CA’s certificate and then repeat the process until you find a root
CA. A root CA is usually called a primary CA but the sure way to know a root is
that it signed its own certificate! If you still do not trust the certificate then you
should not trust the webpage or whatever end user certificate you are looking
at.

In the design of a PKI an important choice is how many tiers the hierarchy
should have. In most cases 1,2 or 3 is used.

5.1 One tier hierarchy

The single CA acts as a root CA and issuing CA. There are no intermediate
CAs. Its called a root CA because it is on top of the trust chain and issuing
CA because it is the CA which issues certificates to the end user. For security
reasons these two tasks are usually separated because with this model we have
a single point of failure. The root must be online which gives unnecessarily big
risk to the private key. If the private key is discovered we have to take the whole
system down, revoke all certificates ever signed by our system and start from
scratch with a new root and distribute the root public key to all users in the
system in a safe way.

5.2 Two tier hierarchy

The two tier hierarchy is by far the most popular choice. It has one root CA on
the top of the hierarchy and one or more intermediate issuing CAs. This model
has clearly separated the root and issuing tasks. The advantage of doing so is
that now once the root CA have signed the issuing CAs certificates we can take
it offline and put it in a safe. In this way its private key which is essential to the
whole infrastructure is safer from the outside world.

Other advantages include flexibility and scalability as well as much greater
damage control. The reason is that once an issuing CA’s private key is com-
promised we only need to revoke the certificates issued by this CA and not the
whole system. The system does not need to go offline while we fix the problem
either.

Once we get our root CA from the safe, put it back online and certify a new
CA to replace the compromised one we do not need to distribute a new key since
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everyone already trust the root and the root is higher on the chain of trust than
the issuing CA. Of course the new CA will need to give out new certificates to
all the end users it previously had but more on this later.

5.3 Three tier hierarchy

The main difference between a three tier hierarchy and a two tier hierarchy
is that a new tier of intermediate CAs are put in between the root CA and the
issuing CAs. We call the CAs in this new tier policy CAs. Now the root issues
certificates to the policy CAs which in turn issue certificates to the issuing CAs,
creating a proper tree structure. The advantages of this extra layer is mainly
administrative but as in two tier hierarchy it also adds flexibility and scalability.

The reason it is called the policy tier is because it is used for restricting which
types of certificates the policy CA’s subordinates can issue. It can also be used
for separating issuing CAs with different security requirements etc.

It also of course creates an extra layer of private key protection because if
an issuing CA’s private key is compromised we can create a new one from the
second tier and we don’t have to put the root online again. Leaving the other
branches of the tree intact. This second tier can also be offline like the root.
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5.4 Higher tier hierarchy

The advantages of adding more tiers to the hierarchy is added security, flexibility
and scalability as with the other increases. However it stops becoming practical
at this point because that is the only advantages, while maintaining bigger and
bigger hierarchies becomes increasingly expensive and hard to manage as we
have more and more CAs which are offline and not really doing anything except
keeping its secret.

5.5 Cross certification

Cross certification is when two nodes from different hierarchies certify each other.
This creates trust across networks.

Fig. 2. *.facebook.com chain of trust in a hierarchy structure. We can see that this is
a two tier hierarchy created by VeriSign.

6 Alternatives to PKI

We will here briefly look into some uses of PKC that does not fall under the PKI
umbrella.

6.1 Private certificates

The algorithms involved in public key cryptography and the ecosystem we know
today, are all open. This has opened for tools, such as the OpenSSL software
package, which lets you generate a set of public/private keys and make a cer-
tificate of your own! This can e.g. be used to setup your own webserver/VPN
with the same cryptographic strength as your internet bank. You can then sign
this certificate yourself, creating a self-signed certificate. This obviously removes
the important part of having a trusted CA sign it as described above, but it
does allow for very good private security. With OpenSSL, you can generate a
certificate and key pair like this:

opens s l req −new −x509 −days 365 −sha1 −newkey r sa :1024
−nodes −out my. c r t −keyout my. key

Which will give you a self-signed certificate, my.crt that can e.g. be handed
out by an apache web server for encrypted communication.
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6.2 Web of Trust

Now, the ease with which you can create such a public/private key pair set is
why the CA framework of trust is so important. This possibility leads us to an
alternative architecture for establishing trust. The traditional model described
in this paper, the PKI, is a centralised system relying on a hierarchy of trusted
certificate authorities. One can instead imagine a distributed trust model, called
a web of trust, where the participants sign public keys they know and trust. E.g.
if Alice knows and trusts Bob, Alice can sign Bobs public key. The public key is
now distributed with Alices signature. Now say Charles already knows and trusts
Alice, he can also trust Bob because Alice does, and sign Bobs key, creating a
web of trust. The distributed nature of the system makes it very robust, but
leaves decisions of trust up to the local user. It also requires each entity in the
chain of trust to act responsibly with his key signings. The system also has issues
of dealing with compromised keys and loss of private keys, as there is no way to
successfully revoke a public key in this architecture.

7 Summary

In this paper we have looked at why we need a form of PKI, ie. what purpose
it fulfills. We have looked at how the PKI architecture implements and estab-
lishes trust and authenticity of exchanged certificates on unsecure channels. We
have also looked briefly at problems with the current system and an alternative
architecture.
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Denial of Service Attacks:  
Past, Present and Future 

 

Anselm Nicholas Foong, Darren Foong, Lee Yuan Guang, Nguyen Quy Hoang 

Abstract. Denial of Service (DoS) attacks have become more prevalent than 
typical intrusion-type attacks in recent years. Used in tandem with cyber-
vandalism, DoS is experiencing a heightened spotlight in the wake of SOPA and 
PIPA. The ease of executing a DoS attack, as compared to attacks that involve 
deconstruction of OS and applications, is one of the reasons for its prevalence. 
This report takes a summative look into some fundamental types of DoS attacks, 
the motivations that drive attackers to compromise systems, as well as the past, 
present and future of DoS in general. Included in this report is a small scale DoS 
experiment that aims to highlight the ease of reproducing a DoS attack. 
 

1 Introduction 

1.1 History of DoS 

The history of denial of service (DoS) attacks dates back to the introduction of 
various network protocols that were developed in the late 1960s and early 1970s. These 
protocols eventually led to the creation of what is currently known as the Internet. 

The first well-known attack was credited to Robert Tappan Morris, a graduate 
student at Cornell University in 1988. Morris created the Morris Worm 1  which, 
according to him, was never intended to be used as a means to perform a DoS attack. 
Its purpose was experimental in nature, and was intended to measure the size of the 
internet by exploiting Linux’s services such as sendmail and finger, allowing the 
program to self-propagate. 

Unfortunately, the design in which prompts the program to propagate was ill-
conceived. The program, before propagating, would first query the desired destination 
to determine if there was another copy of the program running and if the host replied 
with a "yes", the program would not propagate, and vice-versa. In Morris's appeal, he 
was concerned of other programmers manufacturing their own programs that responded 
to Morris's own with a "yes", evidently preventing the worm from self-propagating, and 
skewing the results of his experiment. His concern led to him designing a logic in the 
program that caused it to propagate anyway on the seventh "yes" response. 

However, Morris did not anticipate the rate in which the worm queries another 
computer. This resulted in the program spreading too quickly and eventually starved all 
affected systems and networks' resources. Morris was subsequently put under probation 

                                                           
1 Source codes can be found at http://www.foo.be/docs-free/morris-worm/worm/. 
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and tried and convicted under the Computer Fraud and Abuse Act, the United States 
equivalent to Singapore's Computer Misuse Act (United States Court of Appeals, 
1991). 

1.2 Motivations of an Attacker 

Like Morris, his decision was backed by an intention, albeit poorly executed. This 
report aims to contextualize the common reasons as to why an individual would attempt 
to disrupt service availability of, and compromise the confidentiality and integrity of, 
the data that a system or service is providing. These motivations include satisfying a 
thirst for knowledge or desire for challenge or using the attacks as a form of expression. 
In a book by Chantler, the author surveyed various groups of hackers and further 
concludes other motivations, namely recognition, friendship, vengeance, self-
gratification, sabotage and espionage. 

Knowledge. 
There exists a subset of attackers that are self-motivated and are driven on a quest 

for self-improvement. They seek to learn more about computer systems; their 
architecture and extremes – their strengths and weaknesses. Their curiosity and 
eagerness to learn propels them to poke around networks to learn of its architecture, 
layout and potential vulnerabilities. Often times, these individuals would exercise their 
knowledge of these newly discovered vulnerabilities which results in damages to 
compromised networks. 

In Chantler’s book, he provided several characteristics of attackers – one of which 
includes whether the attacker is a “self-starter”, a person who leads the frontier of 
discovering exploits to systems, or a “follower”, a person who uses the techniques and 
tools developed by the self-starters. Self-starters want to better themselves by finding 
new techniques or develop new tools to exploit systems and followers exercise those 
tools and techniques on other computer systems to learn. In some cases, self-starters 
find a sense of empowerment and privilege in their discoveries as the newly found 
exploit is privileged knowledge and only known to a select few. 

Thrill and Melancholy. 
There are attackers who compromise systems as a means to fill time – be it to relieve 

boredom or as an avenue for thrill and excitement; a challenge of profiling the 
unknown. Curiosity and the thirst for knowledge goes in tandem with this quality. 

While the curiosity and the desire for a challenge is positive and harmless on its own, 
the execution towards their end can often be ill-considered. Their eagerness to learn 
prompts them to overestimate their abilities or over-extend their reach. This leads to 
situations whereby probes become attacks, which leaves the system in a crippled state 
and thus culminating in an unintentional denial of service attack. Other times, it may 
lead to unwanted attention when the intrusion detection system (IDS) alerts the system 
administrator, which then cascades into a series of events that involves tracing the 
source of the attack, to having the attacker tried. 
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However, there are those who intentionally breach systems with the intent of 
stripping availability of service and/or the integrity and confidentiality of data. These 
include people who do it for fun or do it “just because they can”. There are also those 
who use attacks for the attention as a form of expression. 

Expression. 
A subset of hackers compromise systems to prove a point or to deliver a message. 

In the media, these people have been labelled as “hacktivist”, an amalgamation of 
“activist” and “hacker”. Such individuals are often backed by motivations that are 
political in nature, though there are outliers such as Lulz Security (LulzSec), who do it 
for sheer fun and to prove that the security of multi-national corporations and 
government websites are inadequate for their size and critical nature. When the Stop 
Online Piracy Act (SOPA) was drafted by US legislation, Anonymous, another group 
of “hacktivists”, lashed against it by performing denial of service attacks against 
websites of various pro-SOPA organizations (TV-Novosti, 2012). 

Ill Intent. 
Certain groups and individuals aligned themselves with government bodies or 

corporate organizations who, as part of their occupation, compromise systems for 
monetary or political gain. In the context of national security, the gain leans closer to a 
tactical leverage. These attacks encompasses espionage and sabotage and are often 
backed by expensive equipment and training. However, aside from a few circumstances 
of disgruntled, recently-terminated, employees lashing back against their former 
employer, most of the motivation that drives these attacks come from higher 
management in the organization. The motivation of the hackers themselves are mostly 
occupationally driven and, in some cases, by an aforementioned thrill of a challenge. 

1.3 Recent Notable Attacks & Trends 

Spamhaus. 
There are some recent DoS attacks that are rather noteworthy. In March 2013, a DoS 

attack was performed against spamhaus.org. This attack was reported as being the 
largest known Distributed DoS (DDoS) attack in history, with the attack consuming 
bandwidth rated at 300 Gbps, which is regarded as the "attack bandwidth" (Markoff & 
Perlroth, 2013). Generally, DoS attacks against major banks averages to an attack 
bandwidth of 50 Gbps. The largest attack prior to this was in 2010, reported at 100 
Gbps (Lee, 2013). 

The attack was targeted at Spamhaus, a non-profit organization dedicated to fighting 
spam by providing a blacklist of domains that distribute spam for other organizations 
to utilize. They recently updated their blacklist to include Cyberbunker, a web hosting 
company that is utilized by spammers and criminal organizations. Blocking 
Cyberbunker naturally left its users unhappy, which prompted the DoS attack. 

Fortunately, the attackers failed to take down the website as Spamhaus relied on 
CloudFlare, a distributed content delivery network (CDN) that optimizes page load 
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times and protects against spam and attacks by distributing a website's load across their 
global data centers and delivery networks. Nevertheless, the attack caused sluggishness 
in internet access, particularly in the European regions, when the attackers targeted 
specific network providers and exchanges that hosts bandwidth to CloudFlare, rather 
than the Spamhaus website or CloudFlare service itself. 

Intriguingly, the aforementioned attack bandwidth generated did not originate from 
traditional sources of compromised PCs in botnets residing in the homes of unknowing 
and innocent users with modest bandwidth. The attacks mainly exploited large amounts 
of open DNS resolvers that are typically servers. The servers carried huge amount of 
bandwidth and these DNS resolvers were not configured to verify the source of DNS 
requests (which originate from bots sending out the initial attack traffic) and simply 
responded to the DNS request by sending it back to the source indicated in the request 
(which was spoofed to be the target of the DDoS attack). (NetMediaEurope, 2013) 

A Form of Expression. 
DoS is currently gaining in popularity as a form of protest and expression used by 

activists and groups alike. In January 2013, a petition was drafted on the White House 
website to get the US government to recognize DDoS as a valid form of protest 
(Jauregui, 2013). Unfortunately, the petition did not gather enough signatures required 
for the administration to respond. 

Examples of recent notable use of DoS as a form of expression includes: 
─ Mar 2013, Spammers vs Spamhaus (Infoworld, Inc, 2013). 
─ Jan 2013, Anonymous cuts MIT campus Internet access for 3 hours 

(Massachusetts Institute of Technology, 2013).  
─ Nov 2012, Anonymous attacking Israeli Websites during Gaza conflict (Smith, 

2012). 
─ Jan 2012, Department of Justice, FBI, MPAA sites bombarded after Megaupload 

shutdown (Kelion, 2012).  

2 Types of Dos Attacks 

Listed below are some fundamental types of DoS attacks. Though most are legacy 
in nature and are unlikely to work on modern and patched systems, they are still useful 
in understanding the concept of resource starvation. 

2.1 ICMP 

Internet Control Message Protocol (ICMP) is a set of agreed upon rules for nodes to 
communicate with each other that is necessary for error handling and remote queries. 
It operates under the Internet layer in the Internet Protocol model. Utilities that reflect 
this implementation include the Ping and Traceroute commands. 

A common DoS attack involving ICMP are ping floods. Most hosts would reply to 
any ICMP ping packets directed at them. A simple attack involves repeatedly sending 
ping packets to the same destination, thereby causing the victim to reply to every ping 
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packet and hampering network performance. However, such an attack is limited by the 
ability of the attacker’s host to send data to his victim and consumes as much resource 
on the attacker as on the victim. This can be amplified to the nth degree through a Smurf 
Attack. 

2.2 Smurf Attack 

A Smurf Attack exploits the use of ICMP echo broadcasts. An ICMP echo broadcast 
packet first is crafted with the source destination being the victim host. The attacker 
then identifies networks that process and forward broadcasts and sends the malformed 
packet to the vulnerable networks. Those networks, in turn, would relay the broadcast 
to every node connected to the network and each of them will reply to the broadcast 
back to its source (in this case, the spoofed source that addresses the victim). 

 
Fig. 1. Replies of ICMP echo broadcasts sent to spoofed source IP 

This causes immediate network congestion and degradation and resource starvation 
on the victim’s network. This is also similar to a SYN attack, in which an attacker 
floods the victim’s network with multiple SYN packets, often with varying spoofed 
source addresses. 

2.3 SYN Flood 

This method of attack exploits the process of initiating a TCP connection between 2 
hosts via a 3-way handshake, which is necessary for the connection-oriented and 
reliable nature of TCP. To initiate a TCP connection, a service provider (the server) 
would open a port on the host machine and listen for incoming requests for connections. 
Another host (typically a client) would send a SYN packet to that server, indicating it 
wishes to establish a connection. In a normal situation, the server would reply with a 
SYN-ACK packet to indicate to the client that it has complied and is ready to receive 
data. The client finally acknowledges with an ACK packet before transmitting data to 
the server and, in certain protocols, the requests for data can be piggybacked onto the 
ACK packet. 

A DoS attack therefore revolves around instantiating numerous requests for 
connections with multiple SYN packets, often with spoofed source addresses to 
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locations that may not exist or be contactable on the network. The effect amounts to the 
victimized server sending a SYN-ACK packet and waiting for an ACK reply from a 
node that may never respond. The server would have reserved some amount of resource 
in anticipation for the incoming connection. This act of waiting, coupled with the 
innumerable amount of new incoming connections, overwhelms the victim’s resource 
pool and leads to resource starvation. 

2.4 ICMP Router Discovery Protocol (IRDP) 

While not classified as a DoS attack, another dangerous attack that exploits ICMP is 
an attack on IRDP. A typical use of IRDP allows users to be redirected to other 
gateways when the gateway their attempting to route packets to does not have the 
desired host on its subnet. An attacker can therefore inject a spoofed IRDP redirect to 
point to his or her machine, thereby reproducing a man-in-the-middle attack. 

2.5 Distributed Denial of Service (DDoS) 

A DDoS can be any form of DoS attack with the criteria of utilizing multiple systems 
to simultaneously launch DoS attacks against a target. Majority of the DDoS attacks 
are carried out with the concept of having multiple system to generate a sizeable traffic 
comprised of numerous smaller traffics from smaller networks or individual hosts, 
which may or may not be willing participants. The multi-pronged nature of this attack 
makes it harder to block or defend against as the source of attacks are from different 
origins.  

Unwilling participants are generally referred to as zombies or bots in a Botnet. 
Botnets are collections of compromised systems that perform DoS without the owner’s 
consent. The tool that launches the DoS could be loaded onto the systems via exploits, 
trojain, virus and worms without the owner realizing that his system is compromised, 
and is configured to allow backdoor remote access. On the other hand, willing 
participants comprises of users who use DoS attacks for purposes such as protest, 
extortion or to cripple competitors. 

3 Experiment on DoS 

To further highlight the payload of DoS attacks and the ease of reproducibility, 
included in the appendix is a small python script that performs a DoS attack on a small 
controlled environment. The script is an application-level DoS attack that automates 
repeated requests for a web page to a web server. This webpage lists the first two million 
numbers in the Fibonacci sequence to simulate server side processing. 

As a form of control, normal access to the website, typical to that of users loading 
the webpage from their browsers, was recorded. As illustrated in the screenshots below, 
each request took less than one second to be returned. Thereafter, a simple and naïve 
DoS attack was simulated by calling on the python script, which sends as many requests 
as possible to the web server. The processing time for each request increased rapidly.  
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Fig. 2. Simulation of sending a normal amount of http request. 

Fig. 3. Simulation of sending many http request. 

 
Fig. 4. Chart of sending 200 requests normally and burst and the time taken for the reply. 

4 Defensive Measures against DoS 

There are numerous ways to defend against a DoS attack that involves various 
blacklists techniques and specific gateway configurations. This report takes a look at 
recent implementations of DoS protection involving the use of a third-party. CloudFlare 
is such a company that provides a service to improve website performance, speed, and 
security at the same time. 

4.1 CloudFlare 

The main concept behind CloudFlare is that when a website signs up for their 
service, CloudFlare will act as a middleman between the website and its user. In doing 
so, it acts as a load balancer, having access to the network layer of the web traffic and 
thus is able to perform filtering and optimizations bi-directionally for faster page 
response times and reducing server resource wastage.  
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Fig. 5. Overview of how encryption can still be carried out when using CloudFlare. 

CloudFlare advertises itself as being easy to setup and only requiring the website 
owner to change their domain’s DNS settings without requiring any change of the site’s 
existing code. For websites that uses SSL encryption via certificates, CloudFlare will 
serve the website visitors their (CloudFlare’s) certificate and use the desired domain’s 
certificates as communication between CloudFlare and the website. 

DOS Protection, Security. 
As CloudFlare has access to Layer2 3 and upwards of the traffic between the visitors 

and the website, Layer 3 & 4 DOS attacks such as TCP, SYN, UDP, ICMP attacks can 
be detected and filtered by CloudFlare automatically before it reaches the website. 
Moreover, CloudFlare offers Layer 7 protection such as stopping DoS attacks that 
utilize HTTP POST floods and DNS reflection, as seen recently in the Spamhaus attack. 

Since CloudFlare also filters traffic at Layer 7, it can also detect attacks such as cross 
site scripting, SQL injection, comment spam, excessive bot crawling and email 
harvesters. 

Availability. 
When CloudFlare performs filtering and inspection of traffic in the manner above, 

one would expect it to introduce significant amounts of latency, rather than improving 
page response times. However, this is not the case as CloudFlare minimizes the number 
of network connections to the actual site and provides a CDN service. This is the also 
the reason why both Spamhaus & CloudFlare (which handles Spamhaus traffic) did not 
become unavailable during the recent DDoS attack.  

A CDN works by deploying various resources over multiple geographical locations 
such that whenever requests are made to a resource on a website, the CDN will 
automatically route the request to the nearest location in proximity, reducing the 
number of nodes the request has to go through, thereby improving a website’s response 
time to its visitors. 

 

                                                           
2 Open Systems Interconnection (OSI) model: Layer 3(Network), 4(Transport) & 7(Application) 
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Fig. 6. Overview of how CloudFlare spreads a website load across regions via its CDN. 

When a DDoS strikes, the attack traffic usually comes from a large number of hosts 
all around the world. This where a CDN excels in handling traffic from different 
geographical locations. In a nutshell, CloudFlare is effectively able to offer clients 
protection against DDoS attacks because the attack traffic coming from botnets are 
handled by its multiple datacenters across the world, with more than sufficient 
bandwidth to handle the DDoS traffic. 

It is also worth noting that in the case of the Spamhaus attack, despite CloudFlare 
itself being able to handle the combined attack traffic, it still resulted in disruptions to 
some users as when the attacker modified their strategy upon realizing that CloudFlare 
could handle their traffic. The attackers shifted their target towards specific nodes and 
infrastructure belonging to CloudFlare’s network providers, which do not have the 
same amount of worldwide distributed redundancy as compared to CloudFlare 
themselves. This resulted in the delays in traffic which the network provider handles, 
particularly network traffic in the European region (Prince, 2013). 

4.2 Preventing Attacks Similar to Spamhaus’s Case. 

One could argue between the benefits of having open DNS resolvers, such as Google 
Public DNS, versus the possible risk of exploitation by attackers, as was the case with 
the attack on Spamhaus. However, it is worth noting that the root cause of the large 
amount of traffic was due to public servers, with large amounts of bandwidth, 
responding to requests with spoofed IPs.  

Even if there are no open DNS resolvers, attackers can still utilize other services 
such as mail servers and methods such as providing an invalid destination address when 
spoofing a return address. This amounts to the mail server trying to open SMTP 
connections to return a non-delivery receipt of the email (Frei, Silvestri, & Ollmann, 
2004). 

Thus it would be more effective if the source of the problem, that is the spoofed IPs, 
are dealt with. As such, network providers should implement application level filters 
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which scan for commonly used application traffic for spoofed source IPs that does not 
belong to them and drop those packets. Nevertheless performing such filtering will 
ultimately introduce additional latency to the clients in the network. The challenge 
thusly becomes balancing the amount of security features to add, as higher levels of 
security abstraction can adversely affect performance (availability) and usability of 
systems. 

5 The Future of DDoS 

Internet enabled mobile devices are becoming more and more prevalent in today's 
society. With the introduction of the iPhone, more and more users are moving towards 
a connected society. Recent studies have shown that more people are accessing the 
internet through their mobile devices than through a computer. Moreover, in many 
developing countries, the availability prevalence of mobile devices lowers the barrier 
of entry for internet access as compared to a desktop computer. As explained by Meeker 
(2012) in the 2012 Internet Trends report, even though only 4% of the Indian population 
is a smartphone subscriber, it is already 5th in the world with 44 million subscribers. 
Moreover, she explained that India's desktop internet traffic has been steadily 
decreasing to only 40% of the total traffic in 2012 whereas mobile traffic has risen to a 
staggering 60%. 

Beside smartphones, many other mobile devices such as tablets and e-readers have 
also become a mainstay product in today's society. In USA, the number of adults 
owning a tablet or e-reader has grown from 2% in 2009 to 29% in 2012. Adults are not 
the only group of people wanting mobile devices though. Reports has shown that the 
iPad and other tablets are one of the top "toys" that children from age 6-12 want to own 
(Meeker, 2012). These devices themselves are becoming more advanced and has 
processing power that can rival a computer with an Intel Core2 Duo processor (Pollice, 
2011). Mobile devices are not the only internet enabled product that is owned by 
consumers these days. The smart home concept is an ever-growing trend and 
manufacturers are incorporating internet access into many appliances such as 
televisions, refrigerators and even lighting (Sutter, 2011). 

The key feature that is linking these mobile devices and household appliances into 
networks is an internet-enabled operating system. Additionally, their numbers 
overpower the amount of computers in the world and is predicted to grow exponentially 
(Cisco, 2012; IMS Research, 2012; Vaughan-Nichols, 2013). What this means is that 
these devices can also be used as a platform for launching DoS attacks against servers. 
The one key difference between these devices and computers is that many of the devices 
do not have much security. Even though a typical computer is equally vulnerable, users 
are able to install third party security programs such as an antivirus and firewall. That 
is not the case for many mobile devices and internet-enabled appliances. There may not 
be attacks or malware targeting them now but many computer security experts agree 
that it is only a matter of time. 

Pascual (2012) explains that mobile devices are potentially more dangerous 
platforms of attack than computers, for 70% of such devices are not secured. As these 
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devices are usually never turned off and always connected to the internet, it gives 
attackers more clients to exploit for DDoS attacks. The Andriod variant of DDoS 
malware was detected in December 2012 and security experts predict that it would only 
get worse (Dr.Web, 2012; Gonsalves, 2013; Goodchild, 2010). 

6 Conclusion 

In summary, DoS attacks revolve around a simple concept of resource starvation. 
Although it is easy to understand how such attacks are executed, there exists no solution 
which eliminates or trivialises the effects of DoS attacks. It is not possible to prevent a 
DoS attack from occurring as their vectors of attack mimic natural day-to-day usage 
too closely. One is only able to mitigate the payload of DoS attacks through adoption 
of proper fail-safes such as the load balancing techniques employed by CloudFlare. 
However, as seen in the Spamhaus incident, CloudFlare’s solution is not foolproof. 

 At a glance, it is easy to claim that employing more fail-safes and mitigation 
techniques can soften the impact of a DoS attack. However, deploying additional 
checks and balances would only impede the user’s access and experience. In addition, 
the implementation of more mitigation techniques incur additional costs and 
bandwidth, which some organizations are not willing to partake in (Pascual, 2012). All 
these illustrate that security is about compromise between functionality, usability and 
security. 

Even if new protocols are designed to be resilient or resistant to DoS attacks, it would 
not be efficient, practical, or easily assimilated into existing infrastructure. An example 
includes IPSec, an Internet Layer security protocol that aimed to provide a 
cryptographic solution comparable to SSL, but is not favoured for its limitations on 
everyday practical use. DoS attacks will continue to evolve to circumvent defences 
against it and its effects will only continue to grow more disastrous. A recent DDoS 
attack by Izz ad-Din al-Qassam, an Iranian “hacktivist” group, disrupted service 
availability of several banks, with downtimes doubling that of the previous year’s 
(Ragan, 2013). DoS invariably shifts the focus of security from a proactive to a reactive 
stance. It is up to the industry to be swift and vigilant to respond to varying vectors of 
attack and ensure that such DoS attacks only occur, at most, once. 
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8 Appendix 

8.1 Python Script to DoS a Web Server 

import threading 

import urllib2 

import time 

 

numthread = raw_input("Number of thread <200>: ") 

if numthread == "": 

    numthread = 200 

url = raw_input("url: ") 

if url == "": 

    url = "http://127.0.0.1/test/" 

 

print "Starting dos with "+ str(numthread) +" threads 

on "+url+"\n" 

 

class ThreadClass(threading.Thread): 

    def run(self): 

        start = time.time() 

75



 

        content = urllib2.urlopen(url).read() 

        end = time.time() 

        ttime = "%.4f" %(end-start) 

        print self.getName() + " done: request took " + 

ttime+ " seconds. " + content + "" 

         

for i in range(int(numthread)): 

    t = ThreadClass() 

    t.start() 
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Abstract. Classical cryptography is a starting point for learning about 
cryptosystems, and is an interesting topic in its own right. Visualizations can 
help students understand important concepts in classical cryptography in an 
interactive way. This paper presents an overview and cryptanalysis of classical 
ciphers, and our work on interactive visualizations to aid students’ learning. 
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1   Introduction 

A good foundation in classical cryptography is helpful towards understanding the 
modern cryptosystems that underlie many of our communications and transactions in 
today’s world. 

However, it may be dry topic for some students. As students ourselves, we have 
found interactive demos to be great way to make learning more engaging. Being 
available from any browser, JavaScript demos on webpages offer an easily accessible 
means of presenting such demos. Indeed, there are a number of websites with such 
demos, but most of them were built many years back, with older techniques. They 
generally require users to click an “Encrypt” or “Decrypt” button, and simply run the 
plaintext or ciphertext through an algorithm and present the result. This is rather 
unappealing, and we feel there is much room for improvement. 

1.1 Our Work on Interactive Visualizations 

 
Hence, we have performed an overview and analysis of most significant classical 
ciphers, divided among substitution ciphers – consisting of mono-alphabetic and poly-
alphabetic ciphers, transposition ciphers, and other ciphers. Based on our 
understanding of these ciphers, we have selected 7 ciphers from across these 
categories to present as interactive demos – namely ADFGVX, Caesar, One Time 
Pad, Playfair, Row Transposition and Vigenère ciphers. Using modern JavaScript 
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techniques, our demos offer significant user experience improvements in comparison 
to previous efforts – typing or otherwise changing the contents of any field results in 
“live” updating of the plaintext, ciphertext and visualizations. These visualizations 
illustrate important aspects of the cipher, thus aiding learning. This effect is further 
enhanced by their live nature – for example, the “rail fence” grows visibly right as the 
user is typing, showing exactly where each new letter would be placed. 
 

 
Fig. 1. Interactive visualization for Rail Fence Cipher.  

 

Fig. 2. Interactive visualization for ADFGVX Cipher.  
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2   Mono-Alphabetic Ciphers  

Mono-alphabetic ciphers use the same substitutions for the entire message. The 
common weakness of mono-alphabetic cipher is they will not change the frequency of 
the symbol units. As a result, it is not safe under frequency analysis. 

2.1 Caesar Cipher 

Caesar cipher is one of the simplest ciphers. It replaces each letter in the plain text 
with a letter at some fixed number of positions down the alphabet. Based on alphabets 
A-Z, the encryption formula for Caesar cipher is E(k,p) = (p+k) mod 26 and 
decryption formula is D(k,c) = (c-k) mod 26, where k is the key and x is the position 
of the letter in plain text. Caesar cipher is also called Additive cipher because the 
formula is based on the addition of key and plain text. For example, if the number of 
shifting is 3, then we replace A with D, B with E, etc. 

Obviously, based on the 26 alphabets, the keyspace of Caesar cipher is 26 while 
key “26” is useless since it replace the letter with itself. Therefore, the effective 
keyspace is 25. 

Caesar cipher is so simple that even brute force method can crack it easily. We can 
try all 25 possible keys to find the correct one. Although Caesar cipher itself is not 
very useful, it is often used as part of more complex ciphers such as Vigenère cipher. 

2.2 Multiplicative Ciphers 

Similar to Caesar cipher (Additive cipher), Multiplicative cipher is based on the 
multiplication of key and plaintext. The encryption formula is E(k,p) = (p×k) mod 26 
based on alphabets A-Z. Decryption formula is D(k,c) = (c×k’) mod 26, where k’ is 
the multiplicative inverse of k. 

The effective keyspace of Multiplicative Cipher is actually only 12. The key must 
have a unique inverse of operation (mod26). Therefore it can only be chosen from 
coprimes of 26, which is {1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23, 25}. The multiplicative 
inverse of the keys are {1, 9, 21, 15, 3, 19, 7, 23, 11, 5, 17, 25} [1]. 

As a result, the security level of Multiplicative cipher is very limited. 

2.3 Affine Cipher 

Affine Cipher is like a mix of Additive and Multiplicative ciphers. The formula for 
encryption is 𝐸(𝑎, 𝑏, 𝑝)   =    (𝑎𝑥 + 𝑏)  𝑚𝑜𝑑  26 based on A-Z where a is the key for 
multiplication and b is the key for addition. The decryption formula is 𝐷(𝑎, 𝑏, 𝑐) =
𝑎’(𝑐 − 𝑏)  𝑚𝑜𝑑  26 where a’ is the multiplicative inverse of a. Actually, Caesar cipher 
is the Affine cipher with a = 1 and Multiplicative cipher is the Affine cipher with b = 
0.  
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In Affine cipher, keyspace for a is 12 as stated in Multiplicative cipher and the 
keyspace of b is 26 as stated in Caesar cipher. Therefore the keyspace is only 26*12 = 
312 [2]. Obviously, the keyspace is still too small against brute force attack. 

2.4 Mixed Alphabets 

Mixed alphabets is a technique for simple substitution. Given an alphabet sets, e.g. A-
Z and a key, say TIGER, we remove the letters same with the key from the alphabet 
sets and append the derived set to the key. The derived substitution therefore is 
TIGERABCDFHKLMNOPQST. 

The key space of mixed alphabets is 26!. However, as a mono-alphabetic cipher, it 
inherits the vulnerability under frequency analysis. 

3 Poly-Alphabetic ciphers 

3.1 Vigenère Cipher 

Vigenère cipher is a polyalphabetic cipher using a sequence of different Caesar 
ciphers based on the letters of a keyword. 

Encryption formula of a Vigenère cipher is E(Ki,Pi) = (Ki + Pi) mod 26, where Ki 
is the ith letter of the keyword and Pi is the ith letter of the plain text. The keyword is 
repeatedly used. The decryption formula is 𝐷(𝐾! ,𝐶!)   =    (𝐶! − 𝐾!)  𝑚𝑜𝑑  26  where Ci 
is the ith letter of the cipher text.  

An example of Vigenère cipher is shown below 

A T T A C K M E P L E A S E 

T I G E R T I G E R T I G E 

T B Z E T D U K T C X I Y I 

 
In Vigenère cipher, same characters in plain text are encrypted into different cipher 

text. This makes the cipher safe under frequency analysis. However, the main 
weakness of Vigenère cipher is the repeating nature of the key. If the adversary get 
the length of the key, then Vigenère cipher becomes simply a fix sequence of Caesar 
ciphers, which is easy to break. For example, if we have a key of length 3, then the 
encryption of characters at 3n+1 is from the same Caesar cipher and easy to be 
cracked [3]. 
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3.2 Autokey Cipher 

Autokey Cipher is an enhancement of Vigenère cipher. Instead of repeatedly use a 
key, Autokey Cipher append the plain text into the key as the new key used in 
Vigenère cipher [4]. Take the same example as Vigenère cipher. 

A T T A C K M E P L E A S E 

T I G E R A T T A C K M E P 

T B Z E T K F X P N O M W T 

The key weakness of Autokey cipher is the existing of plaintext in the key. We 
take an example "hack the website today" encrypted with the keyword "DOG". 
 
plaintext:  HACKTHEWEBSITETODAY (unknown) 
key:        DOGHACKTHEWEBSITETO (unknown) 
ciphertext: KOIRTJOPLFOMUWBHHTM (known) 
 

We try common words in all possible positions in the key as the plaintext is part of 
the key. Here we use "THE": 
ciphertext: KOI RTJ OPL FOM UWB HHT M  
key:        THE THE THE THE THE THE . 
plaintext:  RHE YMF VIH MHI BPX OAP . 
 
ciphertext: K OIR TJO PLF OMU WBH HTM 
key:        . THE THE THE THE THE THE 
plaintext:  . VBN ACK WEB VFQ DUD OMI 
 
ciphertext: KO IRT JOP LFO MUW BHH TM 
key:        .. THE THE THE THE THE .. 
plaintext:  .. PKP QHL SYK TNS IAD .. 

We know that the plaintext fragment will be used as the key, shifted right by the 
length of the key. On the other hand, the guessed key fragment ("THE") is also in the 
plaintext shifted left by the length of the key. Therefore, by guessing the length of the 
key, we can reveal more of plaintext and key. 

From the above, we find “WEB” is most likely in the plaintext. So we put it in the 
key shifted by the length guessed. 
 
shift by 3: 
ciphertext: KOIRTJOPLFOMUWBHHTM 
key:        ....ACKTHEWEB...... 
plaintext:  ....THEWEBSIT...... 
 
shift by 4: 
ciphertext: KOIRTJOPLFOMUWBHHTM 
key:        ...YMF.THE.WEB..... 
plaintext:  ...THE.WEB.QQV....O 
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shift by 5: 
ciphertext: KOIRTJOPLFOMUWBHHTM 
key:        ..PKP..THE..WEB.... 
plaintext:  ..THE..WEB..YSA.... 
 

We see that a shift of 3 is good, so we shift "ACK" back by 3 into the plaintext: 
 
ciphertext: KOIRTJOPLFOMUWBHHTM 
key:        ....ACKTHEWEB...... 
plaintext:  .ACKTHEWEBSIT...... 
 

We can finally decode the message continuing the process above 

3.3 Hill Cipher 

The Hill Cipher is a polyalphabetic substitution cipher based on linear algebra. It is a 
block cipher as the plaintext is divided into equal-size blocks. When a block is 
encrypted, each character in the block contributes to the encryption of other characters 
in that block. 
 
Key. In a Hill cipher, the key is a square matrix of size 𝑚×𝑚 where 𝑚  is the size of 
the block. For example, let 𝐾  be the key matrix, each element of the matrix is 𝑘𝑖𝑗. 

𝐾 =
𝑘!! ⋯ 𝑘!!
⋮ ⋱ ⋮

𝑘!! ⋯ 𝑘!!
 

 
Algorithm. For one block, let 𝑃1, 𝑃2,⋯ , 𝑃𝑚  be the m characters in the plaintext 
block and 𝐶1, 𝐶2,⋯ , 𝐶𝑚 be the corresponding characters in the ciphertext block. 
 
Encryption. To generate the ciphertext characters, the plaintext characters are 
multiplied by the key matrix 𝐾  : 𝐶1, 𝐶2,⋯ , 𝐶𝑚 = (𝑃1, 𝑃2,⋯ , 𝑃𝑚)  ×  𝐾. Then, 
 

𝐶1 = 𝑃1𝑘11 + 𝑃2𝑘21 + ⋯+   𝑃𝑚𝑘𝑚1
𝐶2 = 𝑃1𝑘12 + 𝑃2𝑘22 + ⋯+   𝑃𝑚𝑘𝑚2

⋮
𝐶𝑚 = 𝑃1𝑘1𝑚 + 𝑃2𝑘2𝑚 + ⋯+   𝑃𝑚𝑘𝑚1

 

 
Therefore, each ciphertext character such as 𝐶1  depends on all plaintext 

characters in the block (𝑃1, 𝑃2,⋯ , 𝑃𝑚). 
 
Decryption. To obtain the plaintext characters, the ciphertext characters are 
multiplied by the inverse of the key matrix: 

𝐾−1: (𝑃1, 𝑃2,⋯ , 𝑃𝑚) = 𝐶1, 𝐶2,⋯ , 𝐶𝑚   ×  𝐾−1 
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Therefore, it is essential that the key matrix used in the Hill cipher is an invertiable 
matrix. Otherwise, the receiver will not be able to decrypt the ciphertext. 
 

(Example available in the Appendix A.1) 

3.3.1 Cryptanalysis of Hill Cipher 

Keyspace. Ciphertext-only cryptoanalysis of Hill ciphers is difficult. The key is an 
𝑚×𝑚 matrix. Each entry in the matrix has one of the 26 values, so there are 26𝑚×𝑚 
certain matrices. Because not all of the matrices are invertible, the effective keyspace 
is smaller than 26𝑚×𝑚, but still huge. 
 
Frequency Analysis. As Hill ciphers is a block cipher and does not preserve the 
plaintext statistics, the attacker cannot run frequency analysis on single letters, 
digrams1, or trigrams. Although a frequeny analysis of words of size m might work, it 
is very rare to have many strings of size m that are the same in a plaintext [5]. 
 
Vulnerability. The basic Hill Cipher is vulnerable to known-plaintext attack. If the 
attacker knows the block size 𝑚 and the plaintext/ciphertext pairs for at least 𝑚 
block, he can create two 𝑚×𝑚 matrices, P and C in which the corresponding rows 
represent the coresponding known plaintext/ciphertext pairs.  Then the key can be 
found by 𝐶 = 𝑃𝐾 → 𝐾 = 𝐶𝑃!!  if P is invertible. If P is not invertible, he need to use 
another set of 𝑚 blocks of plaintext/ciphertext pairs [5]. If the attacker does not 
know the block size 𝑚, he can try different values provided that 𝑚 is not very large. 
Once the key is known, the attacker can break any ciphertext encrypted with  the 
key. 

3.4 One-Time Pad/Vernam Cipher 

The one-time pad2, also called Vernam cipher, is a type of encryption that has been 
proven to have perfect secrecy  if used correcly.  In this cipher, each plaintext 
symbol is encrypted with a symbol randomly chosen from a key domain.  
 
Key. The key is at least as long  as the plaintext, chosen completely in random and 
used only once. 

(Example available in the Appendix A.2.) 

                                                             
1 A sequence of two letters 
2 The “pad” part of the name comes from early implementations where the key material was 

distrbuted as a pad of paper, so the top sheet could be easily torn off and destroyed after use. 
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3.4.1 Cryptanalysis of One-Time Pad/Vernam Cipher 

With a truly random key which is as large as or greater than the plaintext, never 
resued before, and kept secret, it is impossible to break the cipher without knowing 
the key[6]. However, some issues on practical implementation have prevented one-
time pads from being widely used. 
 
Perfect Secrecy. One-time pads are “information-theoretically secure” as the 
ciphertext provides no information about the original plaintext. Since a ciphertext can 
equally likely to be translated into any plaintext of the same length if a truly random 
key is given and is used only once[6].  
For example, QJKES can be encrypt by the correct key XVHEU to the word 
TODAY. If an attacker go through a brute force attack, he would find out that using 
key FJRAB would produce the word LATER, and the key DFPAB would produce the 
word NEVER. They all seem to be the correct solution, and the attacker would have 
no idea which key is the right one. 
 
Drawbacks in Practice. The perfect security of the one-time pad only applies in a 
theoretically perfect setting, as the practical implementation always introduce 
potential vulnerbilities to the cryptosystem.  
To use One-time Pad properly, it requires perfectly random one-time key which is a 
non-trivial software requirement, secure generation and exchange of the one-time 
key3, and careful treatment to make sure that the pads continue to remain secret and 
are disposed correctly to prevent any reuse in whole part. These requirements 
introduced the implementation difficulties which would possibly lead to one-time pad 
systems being broken. 

4   Transposition Ciphers 

4.1 Scytale cipher 

It is one of the oldest ways to do encryption. This was created by the ancient 
Egyptians and Greeks. It uses a stick called scytale[7]. 
 
Encryption. A strip of paper is wound round a scytale, and then the message is 
written along the length of the scytale. The cipher is obtained by unwrapping the 
paper from the scytale and reading out the letters left on the paper [7]. 
 

                                                             
3 The security of the one-time pad is only as secure as the security of the one-time pad key-

exchange. 
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Cryptanalysis. This technique is not very secure as the key is decided by the width of 
the paper and the scytale. In addition, the scytale is an old and simple version of 
another class of ciphers called matrix transposition ciphers, which is equivalent to 
writing the message in a fixed size matrix by following the columns. To crack the 
simple version of matrix transposition ciphers [8]: 
 

• Count the length of the ciphertext and factorize it. 
• Make two copies of matrices that fit such the length of the ciphertext.  
• For each matrix, write down the ciphertext over the rows in one matrix. On 

the other one, write the ciphertext along the columns. 
• Do the permutation at each step, and find if there is anything legible. 

4.2 Rail Fence Cipher 

Encryption. The plaintext is written downwards column by column. The length of 
the column is predefined by a key, which is an integer. The cipher text is generated by 
read off in rows. The example is given in Appendix A.3. 
 
Cryptanalysis. The Rail Fence cypher can be easily recognized, as the letter 
frequencies of the cipher text is exactly same as that of the plain text. If the message 
is suspected to be encrypted with a Rail Fence Cipher, it can be deciphered by brute 
force—keep trying the value of the key starting from 1, and arrange the cipher text 
accordingly until the correct plain text is generated. For example, if the key is 2, then 
the 1st, 3rd, 5th… letters of the plain text are in row one; the 2nd, 4th, 6th ... letters are in 
row two. If the key is 3, then the 1st, 5th, 9th...letters are in row one, the 2nd, 4th, 6th... 
letters are in row two, and the 3rd, 7th, 11th... letters are in row three. As a result, we 
can conclude that the Rail Fence Cipher is not a cipher which has strong security [9]. 

4.3 Row Transposition 

Encryption 1. Two integer keys are specified in the row transposition—Key (R) and 
Key (W), which must consist of same digits but different order. The plain text is 
written in rows over Key (R), and then the text is reordered based on the digit 
sequence of Key (W). The cipher text is produced by writing the reordered text row 
by row. The example is given in Appendix A.4. 
 
Encryption 2. A word is used as the key and each letter is labeled in alphabetical 
order. The plain text is written in rows over the key, and each column is reordered in 
ascending order according to the label of each key character. Lastly, the cipher text 
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can be obtained by writing the text row by row. The example is given in Appendix 
A.5. 
 
Cryptanalysis. As discussed above, the transposition cipher does not affect the letter 
frequencies, so it can be cracked by the cryptanalyst of plotting a frequency diagram. 
This can be further attacked by finding anagrams: slice the cipher text into pieces of 
different size, then look for sections looking like anagrams of meaningful words and 
solve the anagrams found. Once a few anagrams have been discovered, the 
transposition pattern is revealed by checking the location of the anagrams letters in 
the cipher text.  The complexity of this cipher can be determined by calculating its 
unicity distance. For example, if the key has the length of d, there are d! keys, then the 

unicity distance 𝑈 = !(!)
!

= !" ! !!
!

=
!∗!" ! ∗(!!)

!.!
, where D is the plaintext redundancy 

in bits per character [7]. 
 
Vulnerability. Simple transposition ciphers always suffer from the proper the 
property that the cipher text has the same frequency distributions as the plain text, 
which will reveal a lot of legible plaintext. As a result, such ciphers may be 
vulnerable to optimum seeking algorithms such as genetic algorithms [7].  
 

4.4 Block (Columnar) Transposition Ciphers 

 
Encryption. It’s similar to the row transposition cipher, in which the plain text is also 
written out in rows over of a fixed length of a predefined keyword. The difference is 
that the cipher text is produced by writing out column-by-column, where the columns 
are chosen in some order. For example, the word WORLD is 5 letters long. Therefore, 
there are 5 columns that will be read of in the following order: 5 3 4 2 1. The order to 
produce the cipher text can be chosen by the alphabetical order of the letters in the 
keyword or in scrambled order. 
 
Regular Case. If the length of the plain text is not a multiple number of the length of 
the keyword, then the empty spaces of the text will be filled with some random letters. 
The example is given in Appendix A.6. 
 
Irregular Case. In the same situation of the regular case, the empty letters are not 
filled in with random letters. The example is given in Appendix A.7. To decipher the 
irregular case, the recipient has to calculate the number of row by dividing the length 
of ciphertext by the length of the keyword, which is slightly more difficult than doing 
that in the regular case. After determining the number of rows, the cipher text can be 
written in columns and rearranged back into the plaintext message [7]. 
 
Cryptanalysis. After determining the cipher is one of the transposition ciphers using 
frequency analysis and guessing it is perhaps a block transposition cipher, the same 
method for the matrix transposition can be used here [8]: 
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• Count how many letters are in the cipher text and factorize that number (eg. 

The cipher text has length of 75 =5*5*3). 
• Create matrices that can fit this ciphertext with all possibilities. (75 

characters can fit in the matrices of 3x25, 5x15, 15x5, 25x3). 
• Write the ciphertext into these matrices that are created in the previous steps. 
• For each matrix, generate all the possible permutations of the ciphertext.  
• Rearrange each matrix to find if there is any information legible. Finally, 

read the message row by row.  

4.5 Product Cipher 

In general, it’s is not secure if the ciphertext is generated merely based on 
substitutions or just transpositions. Product cipher combines two or more 
transformations so that the ciphertext generated is more secure than using only one 
encryption method and make it more resistant to cryptanalysis. Product Cipher is also 
a bridge from classical to modern ciphers. 
 

One famous product cipher is ‘ADFGVX’ cipher. It is named since only letters 
ADFGVX are used which are chosen because these six letters have very distinct 
Morse codes. 
 
Encryption. Firstly, build a substitution table, in which the rows and columns is 
labeled by “ADFGVX”. Fill up the table content with 26 alphabets and 10 digits, 
which can be generated randomly. 
 

 A D F G V X 
A 5 C L 0 3 U 
D W X Y J P 4 
F M R 9 O 1 Z 
G E N H 6 Q G 
V D A K I S B 
X 8 V T 7 F 2 

 
Secondly, find the location of each letter of plain text and substitute it with the 

letter on the far left side on the same row, followed by the letter at the top in the same 
column [10]. For example, Plaintext 'hello' -> Intermediate Text: 'GF GA AF AF FG'. 
So far, the transformation is just the substitution with pairs of letters. 

Thirdly, use the block transposition to define a keyword and write down the 
intermediate text in rows over the keyword. For example, if the keyword is “CHINA”, 
the following arrangement is obtained: 
 

C H I N A 
G F G A A 
F A F F G 
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Lastly, sort the keyword alphabetically, and move the columns together in the same 
sequence. The cipher text can be obtained by writing out the transformed text column 
by column. In this step, the letter pairs that substitutes each letter of plain text are split 
apart, which is called fractionating. 
 
Cryptanalysis. There are several difficulties to do the cryptanalyst. In the 
cryptanalysis of column transposition cipher, we introduced the idea of using 
anagrams of English to find the pattern. However, after substitution it becomes very 
difficult to attack. In addition, the letter frequencies are also modified due to the 
fractionating nature of this cipher [10]. 
 

Painvin, the French cryptanalyst, is the first one who broke the ADFGVX cipher.  
However, his method cannot be used as the general solution, which has not been 
discovered so far.  

5   Other Ciphers 

5.1 Playfair Cipher 

The Playfair cipher is the most common digraphic system and was the first digraph4 
substitution cipher [10]. It make use of a 5×5 table to encrypt pairs of letters. A 
keyword is used to generate the key table. By following four simple rules, Playfair 
cipher can be used to encrypt and decrypt messages. 
 
Key. The key in this cipher is made of 25 alphabet letters arranged in a 5×5 table. 
Different keywords or phrases can create many different keys. To start, first fill in the 
keyword letters in the table and drop any duplicate letters. Then, fill the remaining 
spaces with the rest of the alphabet letters5 not used in order. For example, the 
following is the key when keyword is “MONARCHY”: 
 

	  
(Algorithm and Example available in the Appendix A.8.) 

                                                             
4 Pairs of letters 
5 Letters J and I are considered the same here when encrypting here. 

M O N A R 
C H Y B D 
E F G I K 
L P Q S T 
U V W X Z  

M O N A R 
C H Y . . 
. . . . . 
. . . . . 
. . . . .  

Key = 
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5.1.1 Cryptanalysis of Playfair Cipher 

Playfair cipher encrypts pairs of letters instead of single letters as in the simple 
substitution cipher. It is thus significantly harder to break than simple substitution 
cipher since the frequency analysis of Playfair is more difficult. 
 
Keyspace. The keyspace of Playfair cipher is 25!. The first entry of the table can have 
one of the 25 letters. The letter cannot be repeated, so the next entry can only have 
one of the 24 letters…and the next 23…, and so on. Thus, there are 25×24×…×2×1 
ways to filling the 5×5 table with 25 letters. However, the number of effective unique 
keys are about 24!. The rules of Playfair are such that any rotation of the lines in the 
square, lead to an equivalent key. Therefore, Playfair has 25! 5! = 24! distinct keys. 
 
Digraphic System. For digraphic systems, they suppress individual letter frequencies, 
but they still shows normal frequency patterns for pairs of letters; that is, the 
repeatance of plaintext digraphs may result a ciphertext to be repeated, but the 
repeatance of single letters does not make ciphertext to be repeated.  
 
Frequency Analysis. Although the Digraphic System obliterates any monograph 
frequency statistics, the digraph statistics can be used. However, there are 600  (25×
24) digraphs and only 26 monographs, and the digraphs have a much ‘flatter’ 
distribution than monograph frequencies which raise the difficulty in frequency 
analysis but it still can be undertaken by collecting more ciphertext for the digraphic 
system to make reliable key choices. 
 
Vulnerability. By knowing both the plaintext and ciphertext, the key can be easily 
determined. When only the ciphertext is known, brute force can be used to search 
through the keyspace for matches between the frequency of occurrence of digrams 
and the known frequency of occurrence of digrams in the assumed language of the 
original message. 

The following trick can be used to crytanalysis Playfair cipher. If both occurrences 
of a plaintext repeat begin in the odd position or both begin in the even position, the 
ciphertext repeats by the Digraphic system characteristics [13]. Besides, a Playfair 
digraph and its reverse like AB and BA will be decrypt to the same letter pattern in 
the plaintext like RE and ER6. To construct the key table, we need some plaintext. An 
easy way to gain possible plaintext is to identify nearby repeated and reversed 
digraphs and match the pattern to some known plaintext words containing the pattern. 

5.2 Four-Square Cipher 

The technique encrypts pairs of letters (like Playfair), and thus falls into a category of 
ciphers known as polygraphic substitution ciphers. The four-square cipher uses four 
5×5 matrices arranged in a square. In general, the upper-left and lower-right matrices 
                                                             
6 In English, there are many words that contain these reversed digraphs such as REceivER and 

DEpartED. 
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are the "plaintext squares" and each contain a standard alphabet. The upper-right and 
lower-left squares are the "ciphertext squares" and contain a mixed alphabetic 
sequence. 
 
Key. The ciphertext table can be generated using keywords, like Playfair’s, then the 
remaining spaces are filled by the rest alphabet letters in order. The key can be written 
any pattern and any portion in the table. The four-square algorithm allows for two 
separate keys, one for each of the two ciphertext matrices.  
 

(Example available in the Appendix A.9.) 

5.2.1 Cryptanalysis of Four-Square Cipher 

Vulnerability. By knowing both the plaintext and ciphertext, the key can be easily 
determined. When only ciphertext is know, similar to Playfair, an effective way to 
crack this cipher is to obtain possible plaintext. If a portion of the plaintext is known 
or can be guessed, then more guessing can be applied. Word like MI LI TA RY will 
always produce a repeated ciphertext letter in the 1st and 3rd position as the plaintext 
locations are fixed. Possible plaintext can then be used to construct the ciphertext 
matrices. 
 
Compare to the Playfair cipher. Unlike Playfair cipher, if the two keywords are 
different, a four-square cipher will not show reversed ciphertext digraphs for reversed 
plaintext digraphs7. Moreover, by allowing double letter digraph in four-square 
ciphertext, it has more keyspace than Playfair cipher, and thus stronger. 
 

However, having two keys and time consuming in preprarion of table make the 
four-square cipher more cumbersome. Given that both schemes are easily defeated if 
sufficient ciphertext is available and the increase in encryption strength afforded by 
four-square over Playfair is not that much, Playfair was much more common [10]. 

5.3 Bifid Cipher 

Bifid cipher uses fractionation to achieve diffusion and combines the Polybius square 
with transposition. It has never been used by a military or government organisation, 
only ever by amateur cryptographers [10]. 
 
Key. Keys for the Bifid cipher consist of a 25 letter ‘key square’ and a period. 
 
Algorithm. To encrypt the plaintext: 
 

                                                             
7 E.g. the digraphs AB BA would encrypt to some pattern XY YX in Playfair, but not in four-

square 
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• Step 1:  Each plaintext letter is replaced by its row number and  column 
number with row number written on top and column number written in the 
second line.  

• Step 2:  The numbers are then grouped into blocks of a certain size (called 
the period, usually a number between 5 ~ 20, and belongs to part of the key) 

• Step 3:  For each group, read from left to right, first the top row of the 
group followed by the bottom row. 

• Step 4:  Re-encrypt the entire string using the original keysquare. 
 

To decrypt, use the inverse of the four steps [10]. 
 

(Example available in the Appendix A.10.) 

Cryptanalysis of Bifid Cipher 

The ‘fractionating’ nature of the Bifid Cipher make it much stronger than a normal 
substition cipher or a transposition cipher. Cryptanalysis by hand is actually fairly 
difficult, but with the help of computers, bifid may not be that secure. It can be 
quickly broken by first determining the period and then finding the key-square using a 
simulated annealing algorithm. A paper written by Machiavelo and Reis gived a good 
description of cracking the bifid cipher [14].  

5.4 Trifid Cipher 

The Trifid cipher extends the concept of the bifid cipher to a third dimension. It 
allows each symbol to be fractionated into three elements instead of two. Trifid is 
very similar to Bifid, except that instead of a 5×5 keysquare, it uses a 3×3×3 key 
cube. The fractionating is then combined with transposition to achieve diffusion. 
However, a higher degree of diffusion is achieved because the output symbols depend 
on three input symbols instead of two[10].  
 
Key. The key is in the form of 3 3×3 squares with 26 alphabetics and one full-stop as 
an entry. 
 
Algorithm. To encrypt the plaintext: 
 

• Step 1: locate the plaintext letters in the squares above. Write down the 
numbers corresponding to each letter vertically in the order of square number, 
row number and column number. 

• Step 2: Use a “period”, usually a number 5 ~ 20, which is part of the key 
material agreed on by both sender and receiver. Group the letters according 
to the period. 
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• Step 3: Read off the numbers in the group horizontally. Do this repeatedly 
for each group. 

• Step 4: Substitute the numbers back to letters using the original keysquares. 
 

To decrypt, use the inverse of the four steps. 
 

(Example available in the Appendix A.11.) 

5.4.1 Cryptanalysis of Trifid Cipher 

Higher Dimensions. As the bifid concept is extended to higher dimensions, the 
choice of parameters is much less free. The square needs to have a side length of at 
least three in order to fit in the 26 letters of the alphabet. If the side length goes into 4, 
then there will be 4! = 64 symbols, which is probably too much for classical 
cryptography. Therefore, the trifid is only ever implemented with a 3×3×3 cube. As 
it gives one extra space, the full-stop is used. 
 
Letters into bits. If the dimension is increased to four, a side length of 3 is still 
needed as 2! = 16 < 26 <   3! = 81. If the dimension goes to five, then only side 
length of 2 is needed, since 2! = 32 > 26. Such a 5 bits binary encoding is what 
occurs in Baugot code8 for telegraphic purpose. “Breaking letters into bits and 
manipulating the bits individually is the hallmark of modern cryptography. Thus, in a 
sense, the trifid cipher can be thought to stand on the border between classical 
cryptography's ancient Polybius square, and the binary manipulations of the modern 
world.” [10] 

6   Conclusion and Further Work 

We have reviewed a number of classical ciphers, and implemented 7 of them in the 
form of interactive JavaScript visualizations. These could already have significant 
pedagogical value, but to improve on them, instead of merely visualizing the 
encryption and decryptions, they could have step-by-step visualizations of the 
cryptanalysis of them, e.g. frequency analysis and Kasiski examinations, and thereby 
offer a complete resource for aiding in the learning of classical ciphers.  

 

 

                                                             
8 In digital telegraphy (teletype, telex) a standard 5-bit code is commonly used to represent a 

character (letter, number or punctuation mark). 
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Appendix 

A.1 Hill Cipher Example 

Using matrices allows sender to encrypt the whole plaintext. For example, the 
plaintext “HELLO WORLD” can make 3×4 matrix when adding two extra bogus 
character ‘Z’ to the last block and removing the spaces. Each letter is represented by a 
number modulo 26. The simple scheme A=0, B=1,…, Z=25 is used here. The 
plaintext matrix is as follows: 

𝑃 =   
07 04 11 11
14 22 14 17
11 03 25 25

 

As the size of the block is 4, a 4×4 key matrix is needed. Let it be as follows: 

𝐾 =   

09 07 11 13
04 07 05 06
02 21 14 09
03 23 21 08

 →     𝐾!! =   

02 15 22 03
15 00 19 03
09 09 03 11
17 00 04 07

(𝑚𝑜𝑑  26) 

Encryption process: 

𝐶 =   
07 04 11 11
14 22 14 17
11 03 25 25

  

09 07 11 13
04 07 05 06
02 21 14 09
03 23 21 08

=   
134 561 482 302
293 937 817 576
236 1198 1011 586

≡   
4 15 14 16
7 1 11 4
2 2 23 14

  (𝑚𝑜𝑑  26) 

The plaintext is encrypted to ciphertext “EPOQHBLECCXO”. 
Decryption process: 

𝑃 =   
4 15 14 16
7 1 11 4
2 2 23 14

  

02 15 22 03
15 00 19 03
09 09 03 11
17 00 04 07

=   
631 186 479 323
196 204 222 173
479 237 207 363

≡   
7 4 11 11
14 22 14 17
11 3 25 25

  (𝑚𝑜𝑑  26) 

“HELLOWORLDZZ” is decrypted from the ciphertext. This gives back the original 
plaintext after discarding the letter ‘Z’ at the end. 

 

94



A.2 One-Time Pad Example 

Let the plaintext be “HELLO WORLD”.  Assume two pads containing identical 
random sequences of keys were somehow previously produced and securely issued to 
both. The sender and receiver have the same key “XMCKLDHSJA”.  

Encryption procedure. In this example, the technique is to combine the key and the 
message using modular addition.  

 H E L L O W O R L D Plaintext 

 7 4 11 11 14 22 14 17 11 3  

 X M C K L D H S J A Key 

+ 23 12 2 10 11 3 7 18 9 0  

= 30 16 13 21 25 25 21 35 20 3 Plaintext  +  Key 

= 4 16 13 21 25 25 21 9 20 3 Plaintext  +  Key (mod 26) 

→ E Q N V Z Z V J U D Ciphertext 

Decryption procedure. The plaintext is obtained by subtracting the key from the 
ciphertext, again using modular arithmetic.	  

 E Q N V Z Z V J U D Ciphertext 

 4 16 13 21 25 25 21 9 20 3  

 X M C K L D H S J A Key 

− 23 12 2 10 11 3 7 18 9 0  

= -19 4 11 11 14 22 14 -9 11 3 Ciphertext  −  key 

= 7 4 11 11 14 22 14 17 11 3 Ciphertext −  Key (mod 26) 

→ H E L L O W O R L D Plaintext 
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Note that both the sender and receiver need to destroy the key sheet immediately after 
use, thus preventing reuse and an attack against the cipher.	  

A.3 Rail Fence Cipher Example 

If we have 3 rails and a message of "This is a secret message", the plain text will be 
transformed to: 

T S A C T S G 
H I S R M S E 
I S E E E A J 

 
The last J is just a random letter to fill in the space. The plain text is then 

condensed and regrouped to cipher text: TSACT SGHIS RMSEI SEEEA JGURL 

A.4 Row Transposition Example 

Plain text: THESIMPLESTPOSSIBLETRANSPOSITIONSXX 
 
Key (R): 2 5 4 1 3  4 1 5 3 2 
 
Key (W): T H E S I  S T I E H   
            M P L E S  E M S L P   
            T P O S S  S T S O P   
            I B L E T  E I T L B   
            R A N S P  S R P N A   
            O S I T I  T O I I S   
            O N S X X  X O X S N  
 
Cipher text: STIEH EMSLP STSOP EITLB SRPNA TOIIS XOXSN 

A.5 Row Transposition Example 

Plain text: ACONVENIENTWAYTOEXPRESSTHEPERMUTATION 
 
Key (W):  C O M P U T E R 
 
Key (W):  1 4 3 5 8 7 2 6  
              A N O V I N C E 
                E W T A O T N Y 
                 H E P R T U E M 
                 A O I N Z Z T Z 
 
Ciphertext: ANOVI NCEEW TAOTN YHEPR TUEMA OINZZ TZ 
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A.6 Block (Columnar) Transposition Cipher Regular Case Example 

Plain text: WE ARE DISCOVERED FLEE AT ONCE.  
Key:        Z E B R A S   

6 3 2 4 1 5 
W E A R E D  
I S C O V E  
R E D F L E  
E A T O N C  
E Q K J E U  

 
Cipher text: EVLNE ACDTK ESEAQ ROFOJ DEECU WIREE 
 
A.7 Block (Columnar) Transposition Cipher Regular Case Example 
 
Plain text and key: same as Appendix A.6 
 
Z E B R A S 
6 3 2 4 1 5 
W E A R E D  
I S C O V E  
R E D F L E  
E A T O N C  
E 
 
Cipher text: EVLNA CDTES EAROF ODEEC WIREE 

A.8 PlayFair Cipher Example 

Algorithm. To encrypt the plaintext, first the plaintext should first be broken to pairs 
of two letters, and then, apply the following four rules in order to each pair of letters 
in the plaintext: 

1. If two letters in a pair are the same, a bogus letter ‘ X’ is inserted to separate 
them. If needed, append a ‘Z’ to complete the final pair. 

2. If the two letters in a pair are located in the same row of the table, the 
corresponding  encrypted character for each letter is the next letter to the 
right in the same row (with wrapping to the beginning of the row if the 
plaintext letter is the last character in the row). 

3. If the two letters in a pair are located in the same column of the table, the 
corresponding  encrypted character for each letter is the letter beneath it in 
the same column (with wrapping to the beginning of the column if the 
plaintext letter is the last character in the column). 

4. If the two letters in a pair are not in the same row or column of the table, the 
corresponding encrypted character for each letter is a letter that is in its own 
row but in the same column as the other letter. 

To decrypt, use the inverse of the last 3 rules, and drop any extra ‘X’s that do not 
make sense in the final message when finished. 
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Example. Using “MONARCHY” as a keyword 
Plaintext: HE LX LO WO RL DZ  (Rule 1) 
 

Thus, the ciphertext “CFSUPMVNMTKR” is obtained. 

1. HE 

→ 𝐶𝐹 

(Rule 4) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

2. LX 

→ 𝑆𝑈 

(Rule 4) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

3. LO → 𝑃𝑀 

(Rule 4) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

	  

4. WO 

→ 𝑉𝑁 

(Rule 4) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

5. RL → 𝑀𝑇 

(Rule 4) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 

6. DZ → 𝐾𝑅 

(Rule 3) 

M O N A R 

C H Y B D 

E F G I/J K 

L P Q S T 

U V W X Z 
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A.9 Four Square Algorithm and Example 

Let the two keywords are “example” and “keyword”9. 
The plaintext matrices are in lowercase and the ciphertext matrices are in uppercase.  

 
  Algorithm. To encrypt the plaintext: 

• Step 1: Split the plaintext into digraphs. An 'X'10 need to be appended if the 
plaintext is of odd length. 

• Step 2: Find the first letter in the digraph in the upper-left plaintext matrix. 
Find the second letter in the digraph in the lower-right plaintext matrix 
accordingly. The rule is similar to Playfair Cipher. 

• Step 3: Repeat Step 1 – 2 for all the digraphs. 
 

To decrypt, split the ciphertext digraph with the first character going into the 
upper-right matrix and the second character going into the lower-left matrix. The 
other corners of the rectangle are then located. These represent the plaintext digraph 
with the upper-left matrix component coming first. 
 
  Example. Using the above key to encrypt plaintext: “HELLO WORLD”. 
 
Plaintext: HE LL OW OR LD 
 

HE→ 𝐹𝑌 , LL→ 𝐻𝐺 , OW→ 𝐻𝑍 , OR→ 𝐻𝑆 , LD→ 𝐽𝐸 
 

Ciphertext: FYHGHZHSJE 
 

A.10 Brifid Cipher Example 

Encrypt the plaintext “defend the east wall of the castle” using the key square11 below 

and a period of 5. 

                                                             
9 Usually the letter 'j' is merged with 'i', and here, ‘q’ is omitted. it is not very important since 

both q and j are rather rare letters. 
10 Can be ‘X’,‘Z’ or some other character 

a b c d e   E X A M P 
f g h i j   L B C D F 
k l m n o   G H I J K 
p r s t u   N O R S T 
v w x y z   U V W Y Z 
  
K E Y W O   a b c d e 
R D A B C   f g h i j 
F G H I J   k l m n o 
L M N P S   p r s t u 
T U V X Z   v w x y z 

 1 2 3 4 5 

1 P H Q G M 

2 E A Y L N 

3 O F D X K 

4 R C V S Z 

5 W B U T I 
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Plaintext:  defend the east wall of the castle 

Step 1: 
ROW 323223 512 2245 5222 33 512 424522 

COL 312153 421 1244 1244 12 421 224441 

Step 2: 
 32322 35122 24552 22335 12424 522 

 31215 34211 24412 44124 21224 441 

Step 3:  
3232231215 3512234211 2455224412 2233544124 

1242421224 522441 

Step 4: cyphertext→ ffyhm khycp liash adtrl hcchl blr 

Thus “defendtheeastwallofthecastle” becomes “ffyhmkhycpliashadtrlhcchlblr” using 

Bifid cipher. 

A.11 Trifid Cipher Example 

Encrypt the plaintext: “DEFEND THE EAST WALL OF THE CASTLE” using: 

Key = EPSDUCVWYM.ZLKXNBTFGORIJHAQ 

Square 1  Square 2  Square 3 

 1 2 3   1 2 3   1 2 3 

1 E P S  1 M . Z  1 F G O 

2 D U C  2 L K X  2 R I J 

3 V W Y  3 N B T  3 H A Q 

Step 1: Write down the corresponding numbers. 

                                                                                                                                                  
11 There is no ‘J’ in the key-square, it is merged with the letter 'I'. 
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D E F E N D T H E E A S T W A L L O F T H E C A S T L E . 

1 1 3 1 2 1 2 3 1 3 1 1 2 1 3 2 2 3 3 2 3 1 1 3 1 2 2 1 2 

2 1 1 1 3 2 3 3 1 3 1 1 3 3 3 2 2 1 1 3 3 1 2 3 1 3 2 1 1 

1 1 1 1 1 1 3 1 1 2 3 3 3 2 2 1 1 3 1 3 1 1 3 2 3 3 1 1 2 

Step 2:  Take a period of 5: 

D E F E N D T H E E A S T W A L L O F T H E C A S T L E . 

1 1 3 1 2 1 2 3 1 3 1 1 2 1 3 2 2 3 3 2 3 1 1 3 1 2 2 1 2 

2 1 1 1 3 2 3 3 1 3 1 1 3 3 3 2 2 1 1 3 3 1 2 3 1 3 2 1 1 

1 1 1 1 1 1 3 1 1 2 3 3 3 2 2 1 1 3 1 3 1 1 3 2 3 3 1 1 2 

Step 3: Read off the numbers in each group. 

113122111311111 123112331113111 312133133323322 223322211311313 
311313123111323 221232113112 

Step 4: Substitute back according to the original keysquares to get the ciphertext. 

113 122 111 311 111 123 112 331 113 111 312 133 133 323 322 223 322 211 311 
313 311 313 123 111 323 221 232 113 112 

Ciphertext: SUEFECPHSEGYYJIXIMFOFOCEJLBSP 
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• Md Farhan Bin Ismail A0086103N 
 
Abstract: 

This report aims to explore the trends in Distributed Denial of Service Attacks (DDoS), 
the methods of launching a DDoS Attack, its impacts and future outlook. We’re also exploring 
the possibility of launching DDoS Attacks using mobile devices, specifically those running 
Android, which could possibly shape the way of how attacks are launched, given the 
prevalence of smartphones now. 

1 Introduction 
 

A      Defining DDoS 
 

A Denial of Service (DoS) attack is a type of attack on network servers that aims to 
consume a server’s available resources to such an extent that legitimate requests cannot be 
met with a response entirely, or partially (by delaying). With the rapid expansion of the 
internet and growth of technology in recent years however, it has become impossible for any 
single computer to disable the standard server with its increased resources. Today, a modern 
version of DoS attacks, Distributed Denial of Service (DDoS) attacks, is used. Malicious entities 
would “acquire” access and control over multiple computers, and instruct them to perform 
DoS attacks on the target server. 
 

There are several ways that such an attack can be executed. While some of these 
methods already have countermeasures proposed against them, others do not. We will be 
covering these in detail in a later portion of this report. 
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B      Brief History 
 

DDoS attacks were first seen in late June of 1999. The first well-documented attack 
occurred in August 1999, when a DDoS tool called Trinoo was deployed in at least 227 systems, 
to flood a single University of Minnesota computer. The system was offline for more than two 
days. 

 
The first DDoS attack reported in the press was in February 2000. On February 7, 

Yahoo! was the victim of a DDoS, where its portal was inaccessible for three hours. The next 
day, Amazon, Buy.com, and eBay were all hit by DDoS attacks that caused them to either stop 
functioning completely or slowed them down significantly. The following day, E*Trade and 
ZDNet both suffered DDoS attacks. Analysts estimated Yahoo! suffered a loss in revenue that 
amounted to about $500,000. The attack on Amazon.com attack resulted in a loss of $600,000 
during the 10 hours it was down. 

 

C Brief Overview of the Stages of a DDoS Attack 
 

 When a DDOS attack is performed, the perpetrator usually does not own all the 
attacking machines. Instead, they “borrow” resources from other computers on the internet. 
The way they gain access to use these other terminals can be broadly classified into two 
categories, those acquired with permission and those acquired without permission. Since 
those that were accessed and used without permission would be the prevalent type, we will 
be going through that first. 
 

About 3 years ago, a BBC documentary caused some controversy when they 
demonstrated how easy it was to acquire a botnet by purchasing it (alternatively, one could 
rent it) from a black market. They subsequently showed how they used it to warn victims that 
their machines were compromised. This first method of purchasing a network of slaves is 
naturally one valid and convenient way of acquiring attacking machines if one does not mind 
paying for it. However, you could consider this method as secondary, since you do not directly 
obtain the machines yourself. We will now answer how people create and amass their own 
botnets for personal use or as products to be sold. 

 
The method to do so would be to employ Trojans and other viruses. They typically 

infect computers whose user click on links or accept files haphazardly, or even deposited 
themselves from compromised websites. Common examples would be accepting an exe file 
when you were expecting a picture, from javascripts that run when you click on links or the 
virus could slip in through a loophole in a system thought to be secure. The system could also 
possibly be outdated. Some viruses even propagate themselves by sending a copy of itself to 
all the contacts it finds on the machine or to other machines on the same network (similar to 
the Worm). The Botherder (the one with control over the botnet) can instruct the infected 
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computers to install a program (such as Low Orbit Ion Cannon) which will launch the DoS 
attack and run it at a given time, directed at a certain target. 
 

In addition there are several tools available online that allows you to create programs 
that when distributed, will infect computers and turn them into zombies at your disposal. 
Such tools include Zeus and SpyEye. One may think that the greatest difficulty in acquiring a 
botnet is to finding unsuspecting, uninformed and unprotected users and systems to infect. 
Judging by the availability of tutorials online on how to get your own botnet, it does not seem 
to be an insurmountable task, one that reaps massive financial gain if the botnet was sold. The 
situation is mainly catalysed by the lack of awareness of users. There is an abundance of 
computer users who do not secure their systems. Hence, finding targets is not difficult at all. 

 
Finally, we have the consented form of “loaning” machines from others. Rare 

occurrences like these include the incident where Anonymous called on internet users to 
protest against the actions taken against WikiLeaks (MasterCard and Paypal were attacked as 
they stopped handling donations for WikiLeaks, which required funds to continue). Another 
noteworthy incident would be Operation Payback, a move against pro-copyright bodies who 
were pushing for SOPA and PIPA. Anonymous provided a link to the Low Orbit Ion Cannon 
software which was hosted on github (meaning it was with consent since it was downloaded 
voluntarily, it was not hidden or snuck in) and requested supporters to be running it at a 
certain time.  
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2   Issues and Impacts 

        A      Reasons for DDoS Attacks 
 
There are a variety of motivations for such attacks. Administrators may perform DDoS on their 
own servers as a stress test.  Other attacks may be motivated by the possibility of easy 
financial gain. Attackers would launch attacks on high profile websites and demand a ransom 
to stop the attack. Others do so out of mischief or curiosity. Recently, it has even evolved into 
a form of protest, known widely as Hacktivism.  

Choice of DDoS as a protest medium 
It is now the age of the internet. With its huge stores of information and the 

connectivity and convenience it provides, it has become part and parcel of life for many. It 
also has become a notable method of performing business transactions such as purchases, 
transferring of funds and even selling of services. 
 

The benefits of using DDoS attacks as a form of protest are immense. The internet, 
with its pervasiveness, has given rise to the concept of a global village. With the advent of 
social media, this idea is pushed even further. Thoughts and ideas, events and emotions can 
be uploaded and broadcasted to a huge audience within seconds. This is unlike a normal, 
traditional physical protest, where you would have to invest a huge amount of time just to get 
the attention of people and organize the event. Even then, it may not be sufficient to effect 
change. However, by using the internet like-minded individuals can be gathered quickly; plans 
can be made and executed in quick succession. This makes gathering supporters easy, and 
getting them in much larger numbers. 
 

In addition, the supporters need not to do anything unpleasant or uncomfortable like 
marching in the hot sun or shouting themselves hoarse. All they need to do is run a program 
at a given time and they would have officially taken part in the protest. This dangles a carrot in 
front of them, of having to do little effort yet being able to be part of a ‘revolution’ or being a 
part of some form of activism. 
 

Furthermore, DDoS attacks have an economic impact on organisations. This is 
supported by the statistics mentioned earlier in part B) Brief History. Many companies utilise 
the internet to provide information or services to their clients. To do this, they invest in 
necessary technologies by purchasing relevant hardware and software, and training or hiring 
staff to maintain them. By disabling these services through DDoS, companies incur huge losses 
from the downtime of their services and suffer a loss of reputation - customer confidence and 
bad press. With such stakes in the balance, where once huge organisations would dismiss the 
protest of the common man, organisations are now forced to come to the table to prevent 
further losses.  
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Some other common reasons are summarised as follows: 
-      Sabotage – Political / Business Rivals 
- To silence their opponents by making their resources unavailable for viewing 
-       Gain the attention of a particular group of people/organisation/world to their cause  
-           Bring down critical infrastructure of a country or economy, and cause chaos 
-           Extortion or Blackmail (using of DDoS to demand ransom money) 
 

In instances high profile websites are hit, like MasterCard, PayPal, US government 
agencies, there is no doubt that there is a loss of reputation and credibility. The effect is even 
greater on security agencies. A DDoS attack disrupts economic activity greatly, as compared to 
normal street protests which might not affect businesses that adversely or have only localized 
effect. But at the same time, its large impact is also the very same reason for its employment. 
Depending on the type of DDoS attack used, there might also be a back-flow of packets from 
the server, sending them to the randomly generated IP address sent on the packets attacking 
the servers. All in all, an attack may consume a lot of bandwidth for ISPs, depending on its 
ferocity. 

 
 

        B      Impacts 
The general impacts of DDoS Attacks are summarised as follows: 

- Consumption of computational resources, such as bandwidth, disk space, or CPU 
time. 
- Disruption of configuration information, such as routing information. 
- Disruption of state information, such as unsolicited resetting of TCP sessions. 
- Disruption of physical network components. 
- Obstructing communication (media) between the intended users and the victim so 
that they can no longer communicate adequately. 
DDoS attacks are costly, which can cost an organisation between USD$1.5m-50m a 

year, depending on the duration and extent of damage. DDoS attacks can bring critical 
systems to a halt, such as banking systems or other public infrastructure. This can potentially 
cause widespread panic due to the absence of information (as the networks are down). 
 

DDoS attacks are on the rise, with more cases appearing every year. The scale of DDoS 
attacks is increasing, with more and more attacks generating traffic above 60GBps. This will 
lead to a major outage for most service providers, as they are not able to cope with such a 
large influx of traffic within a short period of time. A prominent example would be the DDoS 
attack on SpamHaus (an anti-spam organisation), where a whopping 300GBps traffic was 
recorded at the peak of the attack. Such large attacks can potentially cripple Tier 2 and even 
Tier 1 Service Providers. 

 
 
 

107



        C       Types of DDoS Attacks 
It can be classified broadly into three main types of attacks. They are: 
 

1.                  Volume-Based Attacks 
The attacker’s goal is to saturate the bandwidth of the attacked site (victim) using a 

large volume of illegitimate bandwidth. Its magnitude is measured in bits per second. This is 
the most common type of attack, as it simple to launch and very effective. The method of 
attacks includes UDP floods, ICMP floods, and other spoofed-packet floods. 
 

IMPACT 
This type of attack consumes host resources, leading to significant overall system 

slowdown as system gets overwhelmed by the requests, and may eventually result in its 
inaccessibility. 
 

2.                  Protocol Attacks 
This type of attack consumes actual server resources, or those of intermediate 

communication equipment, such as firewalls and load balancers. Attacker can exploit existing 
vulnerability on target server or weakness in a communication protocol, so as to occupy the 
server with illegitimate requests instead of legitimate ones. Its magnitude is measured in 
packets per second. The method of attacks includes SYN floods, fragmented packet attacks, 
ping of death, and smurf DDoS. 
 

IMPACT 
New connections cannot be established as resources get used up, memory buffers 

overload, which eventually leads to denial of service. 
 
3.                  Application Layer Attacks 

Comprising of seemingly legitimate and innocent requests, the goal of these attacks is 
to crash the web server. Attackers exploit vulnerabilities of application protocols and the 
system before patches are available. Its magnitude is measured in requests per second. 
 

IMPACT 
False connections that are open builds up, it soon overflows the maximum concurrent 

connection pool, leading to denial of subsequent connections from legitimate clients. Server 
may eventually crash. 
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        D      Method of Attacks 
This section briefly contains the various type of attacks that attackers use: 
 

1.      ICMP Flood (Smurf Attack, Ping Flood, Ping Of Death) 
- Smurf Attack 
Involves using misconfigured networks which act as smurf amplifiers to inundate the 
victim by sending a lot of packets using fake IP addresses 

       - Ping Flood 
          Send overwhelming number of ping requests, taking up the victim’s bandwidth 
       - Ping Of Death 
          Sending the victim a malformed ping packet, leading to a system crash 
2.      (S)SYN Flood 

- Sending the victim a flood of TCP/SYN packets, server opens a half-connection, but 
response never comes back from sender, which uses up the available connections of a 
server 

3.      Teardrop Attacks 
- Involves using mangled IP fragments with overlapping, over-sized payloads to target 
machines. Older OS have a bug in their TCP/IP fragmentation re-assembly code, 
causing a crash 

4.      P2P Attacks 
- Different from botnet attacks, it makes use of slave computers acting under the 
‘puppet master’, which is the attacker, to inundate the server with many requests in a 
short period of time, causing a server crash 

5.      Asymmetry of resource utilisation in starvation attacks 
- Making use of a computer with high bandwidth, OR controlling a large number of 
computers to attack as a group (DDoS) 

6.      Application-level floods 
- Various exploit method such as buffer-overflows can cause the software in a server 
to get confused, and fill up the disk space, or consume all available memory or CPU 
time 

7.    Reflected / Spoof Attack 
- Redirecting traffic using spoofed IP Addresses to a target, which will flood the server 
in no time. 

  

109



        E       Recent Prominent DDoS Attacks 
In 2012 alone, more than 120 million attacks were recorded by the various security 

firms. While the exact financial impacts of such attacks may go into the billions, just one or 
two major attacks is enough to cause panic, or even bring the Internet to a crawl. Some of the 
major DDoS Attacks in the past five years are: 

 
1.                  2009 Iranian Government Websites DDoS-ed 
- A case of hacktivism, opponents of the government launched a DDoS attack as a show of 
displeasure. 
- While the exact impacts aren’t clear, it shows that people are willing to take matters into 
their own hands when they do not get what they want. 
 
2.      2011 DDoS Attack by Anonymous due to WikiLeaks Censorship 
- Various banks and online payments like Visa and Paypal suffered Anonymous’ wrath when 
they decided to withdraw support to WikiLeaks, in a move seen as restricting freedom of 
speech. 
 
3.      2012 DDoS Attack by Anonymous due to MegaUpload Takedown 
- Probably the most infamous attack in recent history. Many website such as the DOJ, RIAA, 
MPAA were affected 
 
4.      2013 DDoS Attack on SpamHaus 
- The perpetrators haven’t been caught yet, but the peak traffic recorded was 300GBps. This 
much traffic was enough to bring down a Tier 2, or even a Tier 1 ISP if it was not managed 
properly. 
 
  

110



3   Mitigation and Prevention 

        A      Current Mitigation Methods 
There are currently many methods out there, with varying degrees of success in 

preventing or mitigating DDoS attacks. Here, we will discuss three common methods: 
1. Blackholing 

- Sending unwanted traffic (filtering) to a non-existent IP address. Sometimes, 
legitimate traffic is filtered away instead. 

2. DDoS Mitigation Appliances 
- Install devices dedicated to sanitising traffic or are built into load balancers/firewalls. 

3. Traffic Analyser 
- Includes cloud-based solutions like CloudFlare that analyse the traffic patterns, and 
attempt to dilute traffic by routing it to various data centres. 

        B      Prevention and Effectiveness 
Current solutions make use of identifying different types of attacks based on their 

patterns, and are not 100% fool proof i.e. analysis on volume / size of packets sent, 
comparisons to past attacks. Security components are often not implemented and / or 
managed correctly. There exists a trade-off between practicality and security. Having too 
secure a system might prevent users from using it, if it becomes too cumbersome. 
 

Attacks are also getting more and more sophisticated, with the rise in bandwidth that 
attackers have access to. As can be seen, large scale attacks are becoming the trend, with the 
potential to slow down Internet speeds. Lastly, the exploits or loopholes in OS or Systems take 
a long time to get reported or get patched. This results in more zero-day attacks. 
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4   Further Exploration 

        A      Launching Attacks using Android (Side Project) 
In this day and age, technological advancements has increasingly allowed for powerful 

processing in small packages. Many mobile devices of today are as powerful as, if not more so 
than, desktops produced some years ago. Given this, along with continuous improvement to 
mobile operating systems, it is conceivable that they can be used as slave machines for a 
DDoS. For this, it is necessary that the slave machine runs an application has perpetual 
internet access to listen for attack commands. 
 

Android’s framework is both complicated and simple at the same time. All the 
applications are modular and sandboxed, preventing outside interference. It also has a feature 
which states the permissions that an app requires, such as using the internet connection, 
before installation, seeking the user’s content. This means one cannot simply force install a 
malicious application or service. However, we could obtain consent for such a permission 
“legitimately”. With the rise of social media and the integration of games into the platform, as 
well as the popularity of mobile devices, game companies have taken to producing mobile 
versions of these online games. Could we not produce an app that provides a legitimate 
function requiring network access, but hides the ability to listen for the attack command and 
send attacking packets? It would be possible to make the app send, apart from sending what 
it is supposed to, packets to other destinations with the same 3G / WiFi connection. We plan 
to test our theory on the Android platform. 
 

The main thing to test we will perform is, given sufficient permissions, would we be 
able to send a packet with data of the target server to the “infected” android device and have 
it perform a DoS on the stated server. If we are able to do this, then it would prove that this 
kind of malicious intents could be hidden within seemingly legitimate applications of your 
favourite social media game. From there, this idea can then be extended to multiple devices, 
which will then form a basis for a DDoS attack. 

        B      Issues and Effectiveness of using Android 
One of the main considerations to take note of is people’s reliance on such devices. In 

other words, the DDoS program cannot result in too much instability in the device’s normal 
performance. At the same time, it cannot have too much of a footprint on the battery as well 
as any increase in temperature. Hence, these factors are important to keep in mind when 
considering a device as a potential attacking machine. It must keep within these boundaries to 
avoid detection. 
 

In terms of a long period of usage, battery will be siphoned at a high rate and will 
generate heat as with other applications (the host program hiding the DDoS program within) 
requiring internet access.  
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However, the host program itself needs to be taken into consideration. Since it will 
have graphics and its own logic processing, it will not be surprising if it were to have multiple 
threads. This point will come in later. 
 

C Procedure of Experiment 
For our experiment, we decided to keep things simple and somewhat pessimistic. For 

simplicity, we have decided to simulate a SYN-flood attack. We used an old android phone 
(Motorola Milestone 2) which had a processor capable of up to 1GHz, among the lower end 
smartphones of today. We will be using small packets to minimize load and hopefully, 
maximize traffic. As such, we would have a set-up where we have the worst hardware with 
‘better’ software. 
 

First we ran Dummy (name of the ‘DDOS’ program) on the android phone and pressed 
the start button to start listening for commands. Then we started the ‘victim’ server 
‘DDOSTarget’ which would help keep track and generate useful information. Finally we run 
DDoSCmd (the program to send the commands) and provide it with the IP address and port 
number of the “infected” phone and the target. DDoSCmd will then send the signal (via a 
packet) to Dummy to attack DDOSTarget. 
 

D Results 
Our results were quite conclusive and are detailed below. 

  
First we ran Dummy with only 1 attack thread (default). The stabilised value of the 

maximum output of the number of packets is around 229 packets per second. This is not really 
appealing. Running it with 2 attack threads (which can be set at the right hand side of 
Dummy’s main screen before pressing the start button) was slightly more rewarding with 308 
packets per second. 
 
 

However, running it with 4 attack threads resulted in it being cut off after sending 
6135 packets, with an average of 226 packets per second. Dummy was still active but was not 
sending packets to DDOSTarget. It caused the phone to lag and eventually froze it (which 
required us to remove the battery to reset it). Hence, 4 threads would be impossible on such a 
humble device. Since we could not get it to work optimally in a lower end device of 2013 
standards, more capable devices were not tested. Still, the information we have gathered is 
useful. 
 

The first thing to take note of is that in our experiment, we had no host program which 
would also be competing with Dummy for resources. To avoid detection, the host program 
must have a higher priority. This reduces the amount of resources that Dummy can utilize. 
From our findings, we realise that 4 threads might just be the breaking point. With a host 
program, Dummy may only have resources for 1 or 2 threads to attack with. Referring to the 
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results stated above, they had an average of 229 and 308 packets per second respectively. It is 
obvious that a true computer fares much better. 
 

        E       Conclusion 
Even though it is possible to use a smart device as an attacking machine for a DDoS, it is 

currently not practical to do so. Due to their multi-tasking nature and their design, they usually 
have little free resources. Occupying too much results in higher probability of detection, using too 
little yields poor results. The owner of the phone also needs not know the exact problem, he only 
needs to identify the app causing the issue and remove it. In other words, it is harder to hide the 
DDoS program as well. Therefore, it would not be rewarding to use a smart device as an attacking 
machine. However, given their still growing popularity and increasing hardware specifications, it 
would not be surprising for them to become targets in future. Smaller processing power 
compared to computers, but their numbers will make up for it. 
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5   Assessment of Trends and Opinions 
The most recent attack on SpamHaus peaked at 300GBps. That’s almost enough traffic 

to cripple the internet. Most DDoS traffic results from unpopular decisions by the government, 
most notably the DDoS Attacks by Anonymous in response to the MegaUpload takedown. It is 
fast becoming a cat and mouse game, with perpetrators mostly getting off scot free. The 
general trend of DDoS attacks is shifting towards application-based attacks. Applications to 
launch DDoS attacks are freely available in the internet, which may encourage more 
individuals to try out and cause more devastation. 

6   Conclusion 
All in all, DDoS attacks, while it may not affect our daily lives, still can cause a 

significant impact(s). Not only are the impacts in terms of financial, but it can also cause 
someone or organisation to lose secrets or their privacy. 
 

Countermeasures become antiquated easily, as changes on the internet happen at 
break-neck speeds.  This requires constant monitoring and proactive countermeasures as 
attacks become more sophisticated. Security organisations need to come together and share 
their best practices, in order to stay ahead. Organisations should never take their security for 
granted, and should constantly revise their security policies. Hacktivism, is also set to be on 
the rise, with more and more governments and organisations seen as crossing the line 
between what is deemed as good and bad. 
 

DDoS attacks require continued diligence at properly securing all of the hosts 
connected to the Internet. As that is not likely to happen anytime soon, the disappearance of 
DDoS attacks is equally unlikely. 
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Appendix  
  
 

  
Dummy’s main screen Dummy performing a mock DoS attack on a 

target : 172.28.178.101 at port 300 

 
DDOSTarget recording packet in-flow from  single thread from Dummy 
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DDOSTarget recording packet in-flow from 2 attacking threads from a single Dummy app. 

 
DDOSTarget recording packet in-flow from 4 attacking threads from a single Dummy app. 

Dummy stopped sending packets after 6135 packets were received. Our test device subsequently lagged 
when we exited dummy and froze up. We had to remove the battery to reset it. 
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XSS: Advanced Techniques to Protect Against XSS

Aswin Anil, Dinh Hoang Phuong Thao, Quek Pei Xian Samantha

Abstract. Security  has  become  one  of  the  major  concerns  for  web-based
applications.  Defending  web-based  applications  from  Cross  Site  Scripting
proves to be an uphill battle and XSS has been responsible for a large number
of security breaches in recent years. This paper goes in-depth into the various
techniques used in defense against such attacks. We present a study of XSS
attacks, their preventions and limitations, utilizing a multitude of examples to
illustrate each point. In addition, some recent case studies have been included
for further support. 

1 Introduction

Cross site scripting (XSS) is an attack on security vulnerabilities found in Web
applications.  It  is  one  of  the  most  common  web  application  layer  attack  and  is
becoming more popular with hackers. Between Q2 and Q3 of 2012, XSS attacks have
increased by an estimated 69% according to secure cloud hosting company Firehost.
[1] 

The name “Cross site scripting” actually originated in a technique which involved
the use of frames, one that is rarely used today. One was able to include content from
other domains and Javascript within a frame was able to cross site boundaries, hence
“cross site”, to access content from another frame.[2]

Today,  the  most  common  technique  most  often  used  by  attackers  is  to  inject
JavaScript, VBScript, ActiveX, HTML, or Flash for execution on a victim's system
with the victim's privileges.[3] Once executed, account hijacking, gaining sensitive
data such as passwords and credit card numbers are all possible.

There are three distinct types of XSS attacks, the non-persistent, persistent and 
DOM-based attack.

1.1 Non-persistent/reflected XSS

Vulnerabilities to reflected XSS appear when data provided by a web client is used 
by server-side scripts to parse and display a page to the user without properly 
sanitizing the request.[4]

Injected code is ‘reflected’ off the web server in the form of an error message or
search result, which essentially is any response that includes some or all of the input
sent to the server as part of the request.
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Reflected XSS attacks a user by tricking him into clicking on a malicious link or
submitting a specially crafted form. Then, the injected code travels to the vulnerable
web server, which reflects the attack back to the user’s browser. The browser then
executes the code because it came from a "trusted" server.[5] This is illustrated in the
scenario below.

Scenario  In this scenario, the attacker uses “social engineering” to trick a potential
victim.  He  crafts  an  email  to  the  victim,  convincing  him  to  click  on  a  link.
Unbeknownst to the user, the link contains malicious code. For example:

<a href=http://legitimateSite.com/registration.cgi?
clientprofile=<script>malicious code</script>>Click 
here</a>

When the user clicks on the link, the URL is sent to legitimateSite.com, including
the malicious code. The malicious code will then be executed when the legitimate
server sends a page back to the user including the value of clientprofile as shown in
Fig 1.[2] 

Fig. 1. Demonstration of a reflected XSS attack. 
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1.2 Persistent/stored XSS

Persistent attacks occur when the injected code is permanently stored (typically in a
database) and is  executed every time a user  visits  the page. In contrast  to  a non-
persistent XSS attack where malicious code is embedded in the page that is returned
to the browser immediately following the request, a persistent XSS attack is when the
malicious  data  is  returned  at  a  later  time.  A  common  example  of  this  sort  of
vulnerability  is  content  management  software  such  as  forums and bulletin  boards
where users are allowed to use raw HTML and XHTML to format their posts.[6]

Scenario In this scenario, the attacker attacks a vulnerable site by injecting malicious
code into the legitimate server through forms on the web page, for example. When a
user  accesses  the  site,  the  code  is  run  and  collects  the  user’s  cookies  using
document.cookie which is then sent to the attacker’s server (Fig 2).

Fig. 2. Demonstration of a stored XSS attack.

Cookies identify the user to the website. It stores just about any information that is
needed to customize the web page for the user, including the user’s username and
password. With cookies, the attacker can steal your identity and possibly credit card
details.[7]
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Local  Example:  NUS ATAP/SIP Website.  The  NUS ATAP/SIP  website  allows
students to apply for internships.[8] The resume submission page for NUS ATAP/SIP
accepts HTML tags in the input fields and <script> tags are not filtered out when
passed  to  the  database  server.  There  is  no  input  validation  as  well  as  no  output
sanitization  at  this  application.  Thus,  an  attacker  might  take  advantage  of  that
vulnerability to perform stored XSS attack by embedding malicious Javascript code
into one of the input fields.

Fig. 3. NUS SIP student resume page with Javascript inserted into the form.

Fig 3 shows an injection of Javascript into the form on the web page. The script is
then stored on a server. When a user enters this page again, a button saying ‘Click
me’ will be seen in place of the code as seen in Fig 4.
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Fig. 4. Result of Javascript being inserted into the NUS ATAP/SIP student resume
page 

This example demonstrates how an attacker could inject malicious code into the web
page and possibly convince unsuspecting users to provide personal information since
this prompt (Fig 4) looks like it has come from the legitimate site. The attacker can
write code to ensure the password (in this case) is sent to his own server.

1.3 Local/DOM-based XSS

Document  object  model  (DOM)  based  cross-site  scripting  targets  vulnerabilities
which affects the script code in the client’s browser. Unlike the above mentioned two
types of XSS, DOM-based XSS does not rely on sending data to the server at all.[9]
DOM is a way scripts can access the structure of a page they reside on and is used to
alter page content in web applications. Client side scripts can also accept user input
containing  malicious  code.  If  such  inputs  are  not  sanitized,  they  are  prone  to
vulnerabilities. 

We will not touch on the prevention techniques against DOM-based XSS attacks in
this paper.

2 Techniques against XSS

Cross Site Scripting (XSS) attacks are amongst the most common types of attacks
against web applications. Therefore, it is essential to for web developers to employ
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XSS prevention measures when developing any web-based services to ensure their
security. 

This section introduces the most useful XSS prevention mechanisms.

2.1 Input Validation

Input validation’s underlying principle with regards to XSS prevention is that you
should only admit data that is clearly data.[10] This can be approached through black
list techniques and white list techniques, which are preferred over the former. Below
are some steps that should be undertaken on received data before it is used.

Regular  Expressions. Regular  expressions  are  an  effective  and  robust  tool  of
matching text against a pattern; thus, it would be a great approach to define a whitelist
for input validation. A typical regular expression is composed of a combination of
symbols, metacharacters and quantifiers appearing in a certain order to form a pattern.
[11]
When the user input does not conform to the pattern, it must be rejected.
The table below introduces some complex Regular expressions that can be used to
validate several different types of values.

Table 1. Regular Expressions

Value Regular expressions Example
Email ^[\w\.-]

{1,}\@([\da-zA-Z-]
{1,}\.){1,}[\da-
zA-Z-]+$

username@servername.com

Password ^[a-zA-
Z]\w{4,13}\d+$

password1 (6-15 characters,  must begin
with
letter and end with a digit)

NUS
matric id 

(A[0-9]{7}|U[0-9]
{6})[A-Z]

A0045467T or U090845B

Internet
URL

http://([\w-]+\.)+
[\w-]*(/[\w-  ./?
%=]*)?

http://www.domain.com

Length restrictions. Set a limit to the number of bytes allowed for the input data,
lowering  attackers’  prospects  of  running  successful  exploits  which  often  require
lengthy strings.[12]

Character-set  checking.  Filter  out  any characters  from the data  that  you  are  not
anticipating or allow the execution of script [12] such as
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< > ‘‘ ‘ % ; ) ( & + -

One disadvantage of this technique occurs when we receive data without knowing its
end  point.  This  is  because  we  do  not  know the  characters  that  will  have  useful
semantics in the eventual interpreter[13] and subsequently upon performing character-
set  checking,  we may wrongly filter  out  characters  that  are  data,  while  including
malicious characters.

Secondly, it is not practical to exclude all possibly malicious characters, as it would
limit the functionalities of the web application in question.[13] For example, a person
called O’Neal who wants to sign up for a particular web service that considers the
character  ‘  to  be  a  threat,  would  not  be  able  to  register  his  name  into  that  web
service’s database.

Normalizing.  Hackers  can  skirt  around  input  validation  by  prefixing  malicious
sequences  with  duplicate  characters,  which  some  filters  may  not  be  adept  at
identifying. Suppose we type an additional < character in front of a script command,
certain filters would not detect the existence of a script tag. Subsequently the hacker
can  proceed  as  usual  with  a  XSS  attack.  This  vulnerability  is  overcome  by
normalizing  the  input,  which  can  be  done  so  using  Libraries  and  templates  that
minimizes unfiltered input.[14]

The java library for normalizing is demonstrated below.[15]

    Import java.text.Normalizer;
  
  String s = “malicious code”;
  s = Normalizer.normalize(s, Form.NFKC);

Case Study: cPanel

One software that possesses such an XSS vulnerability is cPanel - a hosting 
automation tool, as reported on 23/03/2008 [16]. On its WHM interface, which 
provides access to cPanel and WHM package, there is a simple pattern to defend 
against XSS attacks but it can be easily bypassed using repeated, improperly-ordered 
"<" and ">", such as:

>><<<<<<<<<<<<script 
src="http://XSSattack.site/exploit.js" a=>>>>>>>><

This way, the function fails to perform input sanitization so the attacker can inject an 
arbitrary malicious code.
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2.2 Output Encoding

    Output Encoding aims to change possibly malicious input into a non-malicious
form where it is shown as data to the user and not run as code in his/her browser.[17]

    Primarily, XSS occurs during output, that is when malicious data interacts with the
user  through  his/her  web  browser.  Additionally  untrusted  data,  crops  up  from  a
multitude of sources.[12] For these reasons, Output Encoding (Escaping) is a more
preferred technique compared to input validation.

    This technique’s underlying principle is that you should only admit code and data
that are distinct from one another.[10] Below, are some rules to implement for this
method.

HTML Entity Encoding. Certain characters have relevance in the HTML syntax and
should be escaped to deny exchanges to execution context by an attacker.[17] HTML
encoding is this process of substituting ASC11 characters with their corresponding
‘Entity’ counterparts. Seen below are reserved characters that must be replaced.

Table 2. HTML Escape Characters

Initial Final

& &amp

< &lt

> &gt

“ &quot

‘ &#x27

/ &#x2F

Unfortunately, using HTML entity encoding everywhere will not fully safeguard you
against XSS attacks, for example, when unsafe data is placed inside a script tag or in a
URL. Thus, it is important that you use the matching escape syntax for the segment of
the  HTML  document  that  data  is  being  inserted  into.[17]  The  following  3  rules
demonstrate how output encoding can be done in some different and useful contexts.
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HTML Escape before Inserting Untrusted Data into HTML Element Content. In
this context, escape the characters (mentioned in HTML Entity encoding), which 
allow switching into execution context, such as script, style, or event handlers.

We escape the characters when placing untrusted data into HTML body which consist
of normal tags like div, p, d, td, etc.

ESAPI reference implementation for escaping characters:

String safe = 
ESAPI.encoder().encodeForHTML( request.getParameter( "i
nput" ) );

Attribute  Escape  Before  Inserting  Untrusted  Data  into  HTML  Common
Attributes. Inside unquoted attributes, which is in Dangerous Space as shown below,
perform HTML entity encoding.

  <div attr= Dangerous Space >content</div>

In the above example, only trusted data should be inserted into Dangerous Space. This
holds whether there is an unquoted attribute, single quoted attribute or double quoted
attribute in Dangerous Space.

Not including alphanumeric characters, all other characters with ASCII values below
256 should be escaped in the &#xHH format. 
The ESAPI reference implementation below is useful for this purpose.

String safe = 
ESAPI.encoder().encodeForHTMLAttribute( request.getPara
meter( "input" ) );

Case Study: Twitter (2010)

In 2010, Magnus Holm, a Norwegian programmer, found an XSS vulnerability that
could make tweets turn into different colours. He then had an idea to extend the code
such that  it  would retweet  itself  using the account  of  anyone signed into Twitter
whenever they moused over the link.  Within minutes,  he saw that  the worm was
spreading virally!

Others began to follow suit and mutations started to appear. Some were used by a
Japanese hardcore  pornography site.  A fresh mutation did not require  the  user  to
mouse  over  the  link,  instead  the  whole  twitter.com page  became a  “link”.  Now,
anyone  who  signed  into  twitter  would  automatically  retweet  the  link  to  their
followers.
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The vulnerability can be explained as follows:
Suppose the user writes a tweet: “http://www.lookslegit.com/click is
the best!”
When we view the Twitter web page, the text becomes a link as follows:

<a href="http://www.lookslegit.com/click" class="tweet-
url web" rel="nofollow">http://www.lookslegit.com</a> 
is the best!

The raw text of the exploit tweet would read something like this:

http://a.no/@";onmouseover=";$
('textarea:first').val(this.innerHTML);$('.status-
update-form').submit();"class="modal-overlay"/

Twitter did not protect against this properly,  probably because their HTML parser
could  not  handle  the  @" character  combination.  That  link  would  generate  the
following page source:

<a href="http://a.no/@";onmouseover=";$
('textarea:first').val(this.innerHTML);$('.status-
update-form').submit();"class="modal-overlay"/ 
class="tweet-url web" rel="nofollow">

This means that the executable portion (onmouseover) has ended up in the page
source  code  and  the  browser  unknowingly  runs  the  code.  Some  users  used  the
vulnerability for malicious actions like pornography site redirects or pop-ups to alarm
users that their password was stolen.

Twitter fixed the problem by properly sanitizing the input. The " marks in these
tweets are now turned into &quot – the HTML-escaped form.[18] This is a second-
order injection attack where the attack string is handled correctly for output to the
content  of  a  HTML  element,  but  then  the  attack  takes  place  in  HTML  element
attributes instead as the string is read back out from the database.

URL Encoding. Web browsers use URLs to request pages from web servers. URLs
can  only  be  sent  over  the  Internet  using  the  ASCII  character-set.  Because  URLs
usually include non-ASCII characters,  these characters must be replaced by a “%”
followed by two hexadecimal digits in order for the URL to be in a valid ASCII
format. That is called URL encoding.[19]

When inserting data into the parameter field of HTTP GET, such as:

<a href="http://www.somesite.com?test=...Dangerous 
Space ...">link</a > 

All characters (excluding those that are alphanumeric) with ASCII values less than 
256, must be substituted by their corresponding %HH escaping format. For example:
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http://www.somesite.com?test=Hello%20World

Nevertheless,  it  is  strongly  advisable  to  disallow input  into  URL-based  attributes
since there is currently no good way to preclude the switching out of URL.[17]

2.3 Use Libraries and Frameworks.

The use of libraries and frameworks make it easier to avoid introducing weaknesses
and make sure rules are properly implemented. They are relatively robust, well-tested
and quite extensible.

Examples of the usage of several libraries are demonstrated below.

HTML Purifier:
http://htmlpurifier.org which restricts all input and output to be purely
standard HTML.[20]

$goodhtml = HTMLPurifier($badhtml);

For .NET platform: 
Microsoft Anti-Cross Site Scripting Library
Use AntiXSS.GetSafeHtmlFragment() while outputting the page

For ASP.NET Framework: 
ValidateRequest function that provides limited sanitization

For Java: 
OWASP ESAPI project has created an escaping library

String safe = 
ESAPI.encoder().encodeForHTML( request.getParameter( "i
nput" ) );

String safe = 
ESAPI.encoder().encodeForHTMLAttribute( request.getPara
meter( "input" ) );

OWASP Java HTML Sanitizer:

import org.owasp.html.Sanitizers;
import org.owasp.html.PolicyFactory;
PolicyFactory sanitizer = 
Sanitizers.FORMATTING.and(Sanitizers.BLOCKS);
String cleanResults = sanitizer.sanitize("<p>Hello, 
<b>World!</b>");
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OWASP AntiSamy:

import org.owasp.validator.html.*;
Policy policy = 
Policy.getInstance(POLICY_FILE_LOCATION);
AntiSamy as = new AntiSamy();
CleanResults cr = as.scan(dirtyInput, policy);
MyUserDAO.storeUserProfile(cr.getCleanHTML()); // some 
custom function

2.4 Use HTTPOnly Cookie Flag

Set the HTTPOnly Cookie Flag on your session cookie and any custom cookies that
you have that are not accessed by any Javascript you wrote. This signifies that the
cookie should not be accessed by the client. Then, any client side code that tries to
read the cookie receives an empty string returned by the browser instead [21]. Thus,
the attack is foiled by inhibiting the malicious code from sending the data to the
hacker’s site.

In Java it can be set as such:

Cookie cookie = getMyCookie("myCookieName");
cookie.setHttpOnly(true);

In .NET 2.0 it can be set using C# code:

httpCookie myCookie = new HttpCookie("myCookie");
myCookie.HttpOnly = true;
Response.AppendCookie(myCookie);

In PHP, the flag is set permanently in php.ini via the parameter:

session.cookie_httponly = True

However,  from  the  following  example,  we  will  understand  that  this  flag  is  not
foolproof. 

Case study: Facebook (July 2010). Traditionally most XSS exploits involve sending
session  cookies  to  the  attacker  through  Javascript.  The  attacker  would  write  a
dynamic script (see below) which sends the cookie to the attacker’s web server.

<script>

document.write("<img src='http://attackersite/a.gif?x="
+ escape(document.cookie + "'>")
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</script>

Facebook makes use of the HTTPOnly cookie flag to handle authentication in order
to prevent against XSS attacks. This flag was introduced in order to prevent cookies
from  being  accessible  through  Javascript’s  document.cookie.  However,  such
protection is limited.

Stealing cookies is one of the many ways of accessing a victim’s data. An attacker
need not rely on cookies and can inject Javascript code on the victim’s website.This
will  allow the attacker access to the victim’s  data which includes reading private
messages and viewing private pictures. Furthermore, he is able to send messages to
the victim’s contacts pretending to be the victim. 

Facebook  uses  PHP  scripts.  This  script  takes  in  parameters  which  include
controller_id.  This  writes user  input  directly  inside the  <script> tag.  An
example:
http://www.facebook.com/ads/create/photos/creative_upload
er.php?
controller_id=c4c288b438ed080&path=whatever&src=whatever&
vol=90&w=60&h=80&post_upload=1

Relevant HTML code:

<script>

...

onloadRegister(function ()
{window.parent.__UIControllerRegistry["c4c288b438ed080"
].saveUploadedImage("whatever", "whatever", 90, 60, 
80);});

...

</script>

We can see that the value of controller_id is written directly into the script of
the  web  page.  This  means  that  an  attacker  can  insert  malicious  Javascript  code
directly  into  the  page  of  facebook.com!  For  example,  if  we  assign  the  value  of
controller_id as shown below:

controller_id=test”]}; alert(“XSS facebook”); //

The resulting script would look like this:

<script>
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...

onloadRegister(function ()
{window.parent.__UIControllerRegistry["test"]}; 
alert("XSS 
facebook"); //"].saveUploadedImage("whatever", 
"whatever", 90, 60, 80);});

...

</script>

This will result in the page having an alert box appearing which demonstrates that
attackers can perform malicious actions like accessing user data without the use of
cookies.[22] This example shows that you cannot solely use HTTPOnly cookie flag
but must use it in combination with other techniques to make it an overall effective
solution.

2.5  Policy-based  enforcement  of  Web  browsers  using  XAMCL  and  X.509
certificates [23]

The  basic  idea  of  this  solution  is  to  enforce  the  same  origin  policy  currently
implemented in Mozilla’s Firefox web browser which prohibits a document or script
downloaded from a site X from reading or altering those browser’s resources which is
located in another site; i.e, the access control rules indicated by the developers of web
site X and distributed from the web server to compliant web browsers are enforced to
protect the browser’s resources owned by X. The proposal can be summarized into
three key points:

Choice  of  policy  language:  XACML  (eXtensible  access  control  mark-up
language). The XACML language is an OASIS standard which enables the definition
of  various  security  policies  as  well  as  a  request/response  message format  for  the
communication between both server and applications. With the use of XACML as the
policy language, the client-side security requirements connected with the elements of
a  given  web  application  can  be  specified  and  can  be  reinforced  by  requiring
appropriate enforcement on a compliant web browser. Session identifiers, cookies and
other common targeted resources in XSS attacks can be clearly labeled in XACML by
using uniform resource identifiers (URIs). 

Mechanism to exchange the policy rules: X.509 certificates.  Apart from defining
the  format  for  request  and  response,  XACML does  not  offer  a  specific  transport
mechanism  for  the  exchange  of  the  messages.  Thus,  the  embedding  of  policy
references within X.509 certificates is introduced to aid in the distribution of XACML
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policies via secure communication protocols such as HTTPS. One reference joins a
set of access control rules to one browser’s resource that belongs to web application’s
site.  After  that,  the  extension  in  the browser  loads  for  each  given reference,  and
through http-redirect calls, the corresponding policy for each element. There are three
advantages in this scheme. First of all, it makes use of an already deployed client-
server communication method which guarantees efficiency. Secondly, messages are
exchanged in a protected manner,  their authenticity and integrity are also ensured.
Thirdly, although the browser locally stores the policy reference of each associated
resource  in  its  certificate  repository,  the  associated  set  of  rules  is  remotely
downloaded when the application executes; hence, the maintenance of the policies is
guaranteed.

Browser’s framework on which the proposed extension is implemented: Mozilla
development’s framework.
    
The main advantage of this approach lies within its flexibility. It is designed not only
to counter attacks based on embedded Javascript in HTML, but also to prevent attacks
against other web application’s technologies: Java, Flash, etc.

The above scheme was proposed due to limitations of filtering and analysis based
proposals,  which  introduced  high  complexity  (Applications  with  high  client  side
processing. E.g. Ajax applications). In the case of server side filtering and analysis
proxies, there were restrains with regards to scalability and performance of a specific
web  application.  Another  limitation  is  that  some  harmful  scripts  could  still  be
ingrained  within  a  document  in  a  greatly  concealed  manner  (E.g.  Hexadecimal
encoding). Lastly, there is a high complexity in applying filtering to any language as
opposed to only Javascript. As mentioned above, policy based enforcement is able to
cope with attacks in other technologies as well.

3 Conclusion

In this paper,  we have attempted to introduce as many best practices against XSS
attacks employed by security researchers as possible.  However,  the techniques we
recommend here are, by no means, exhaustive. As new technology advancements are
introduced every day, hackers are able to come up with more and more sophisticated
attacks; but by understanding the nature of the attack and the prevention mechanisms
we discussed so far, hopefully the readers can be equipped with sufficient knowledge
to prepare for future forms of XSS attacks that definitely will arise.
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Abstract.  Human beings always demand secrecy in all forms of communication. 
Cryptography techniques could even be traced back to Before Century at which time 
paper and pens were not even invented.  This paper explores the key features, 
applications and weaknesses of various classical and modern cryptography techniques. 
By using the technique of cryptanalysis, the strengths and weakness of the cryptography 
techniques are thoroughly analyzed.  A working demo software is created to display 
various cryptography techniques discussed in the paper…. 
Key Words: Classical modern cryptography, cryptanalysis, demo. 
 
 
1 Introduction 
 
Cryptography began at least four thousands of years ago. It can even be traced back to the 
ancient times where ancient Egyptians enciphered some of their hieroglyphic writing on 
monuments. In this paper, we will explore the popular classical and the modern 
techniques. We will approach different techniques from various aspects, including 
strengths and weakness, description and usage, as well as some sample demo photos. 
 
 
 
2 Classical Techniques 
 
Caesar Cipher 
History and Usage 
The Caesar cipher is also known as the shift cipher. This method is named after Julius 
Caesar who used it for military communication confidentiality with a shift cipher of 3. 
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Julius Caesar‟s nephew, Augustus, also used the cipher but with shift of 1. 
From Caesar‟s time, the effectiveness of this cipher is unknown because there are no 
records, however, it is most likely secure. This is because Caesar‟s enemies would have 
been illiterate or thinking it is a foreign language. 
Augustus‟s version of the Caesar cipher with a shift of 1 was used on the back of the 
Mezuzah to encrypt the names of God. The letters of the cipher text comprised a 
religiously significant “divine name” which according to the orthodox belief holds the 
forces of evil in check1. 
It was in the 1900s that the Caesar cipher was used for people to communicate with 
private messages through the newspaper. Also, in 1915, the Caesar cipher was in use by 
the Russian army who used this technique instead of the more complicated ones because 
they were too tough for the troops to use. 
Now, Caesar ciphers can be found in the toy stores used in toys like the secret decoder 
rings such as the one shown below. 
 

 
Fig. 1 A Captain Midnight decoder ring 
 
Caesar cipher is also implemented on a wheel device that has the alphabets printed on it 
and an inner wheel alike. 

 
 
Fig. 2 The disk with a Caesar cipher 
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The inner can then be rotated so that letters on the outer wheel and the inner wheel are 
aligned. For example, if the inner wheel¡¯s letter M is aligned to the outer wheel¡¯s letter 
A, then the shift for the Caesar cipher is 12. An example of such a disk is shown in Fig. 2 
above. 
Furthermore, Caesar cipher with a shift of 13 is used in the ROT13 algorithm. This 
algorithm is used to hide potentially offensive jokes, or to obscure an answer to a puzzle 
or other spoilers.2 
Caesar ciphers are not so much in use today as they were when it was first discovered 
because of the rise of much more secure encryption and decryption techniques and also 
because by the 20th century Caesar cipher was broken using frequency analysis. 
Due to its simplicity, it is the most well- known cipher but is easily broken and provides 
minimal communication security. 
 
Explanation 
Caesar cipher is essentially a simple substitution cipher with a key which is known to 
sender and receiver. As an example, consider this: 
Plaintext letters: abcdefghijklmnopqrstuvwxyz 
Ciphertext letters: defghijklmnopqrstuvwxyzabc 
The key in this case can be memorised because there is a pattern to it. The ciphertext is 
just the plaintext shifted three places to the right. (Caesar¡¯s original cipher was a shift of 
3) Sender and receiver would then just have to remember the shift. Deciphering is just 
done in the reverse, with a left shift of three positions. 
Since the substitution is the same throughout the message, the Caesar cipher is classified 
as a monoalphabetic substitution. 
 
Mathematics 
The encryption can also be represented by arithmetic modulo. Before that, there has to be 
a scheme to convert the letters into numbers so that they can be used in mathematical 
equations. According to the Caesar cipher scheme, 
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 
A----Z 
 
Then, encryption of a letter x by a shift n in Caesar cipher can be described 
mathematically as, 
En(x) = (x + n) mod 26. 
Decryption is described as 
Dn(x) = (x – n) mod 26. 
 
Vigenere Cipher 
History and Usage 
Vigenere cipher has been reinvented many times however it was originally discovered by 
Giovan Battista Bellaso and was described in his book La cifra del. in 1553. We will see 
how the Vigenere cipher evolved. 
Leon Battista Alberti, in around 1467, used a metal cipher disc to switch between cipher 
alphabets. In this system, the alphabets were switched only after some words. A switch 
here means one round of the Caesar cipher to a letter. In order to send a secret message, 
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both the sender and the receiver had to possess identical disks, such as the one in Fig. 3. 
The sender has to place a letter on the inner disk and align with a letter on the outer circle. 
From this point on, the corresponding letters to the plain text can be deciphered by the 
receiver holding the disks stationary. To create true polyalphabeticity, 
Alberti suggested that the disks can be moved after a few words. Therefore for each new 
setting, a new cipher alphabet came into play. He even included numbers to complicate 
his invention further. 

 
 
Fig. 3 Leon Battista Alberti‟s cipher disk 
 
Then in 1508, Johannes Trithemius, invented the tabula recta (which is later known as the 
Vigenere table). Trithemius‟s system made use of a progressive key in which all the 
available cipher alphabets are exhausted before any are repeated, unlike Alberti‟s system. 
Also, any soldier in the field could make such a table and dispose it away instead of 
carrying a set of metal cipher disks 
Giovan Battista Bellaso built a better cipher based upon the table of Trithemius, but 
added a repeating “countersign” (a key) to which cipher alphabets switched. Unlike 
Alberti and Trithemius, who used a fixed pattern of substitution, Bellaso used a method 
where it was easy to change the key. Keys were short words or phrases known to both the 
sender and receiver in advance. Therefore there was a need for strong security of the key 
only. 
It was when Blaise de Vigenere who published his description of a similar but stronger 
autokey cipher before the courts in 1586 that Bellaso‟s cipher was misattributed to 
Vigenere. 
 
Explanation 
The Vigenere cipher consists of several Caesar ciphers in sequence with different shift 
values. To encrypt using Vigenere cipher, a table of alphabets can be used called the 
Vigenere Square or Vigenere Table as shown. 
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The 26 alphabets are written out in different rows and in each consecutive row, it is 
shifted cyclically to the left. This then corresponds to the 26 possible Caesar ciphers. 
Below is an example of the process. 
Plaintext to be encrypted: ATTACKATDAWN 
The sender then chooses a keyword and repeats it until it matches the length of the 
plaintext. 
Keyword used: LEMONLEMONLE 
Then look up the Vigenere table the corresponding letter which is found by taking each 
plaintext letter and keyword letter and looking up the letter at the intersection of column 
and row respectively. 
Plaintext to be encrypted: ATTACKATDAWN 
Keyword used: LEMONLEMONLE 
Ciphertext: LXFOPVEFRNHR 
Decryption is done in a similar way by looking up the keyword letter in the row and the 
corresponding ciphertext letter to find the plaintext letter. 
 
 
Mathematics 
Vigenere cipher can be represented in a similar way as in the Caesar cipher. Again, 
taking the alphabets to numerical scheme, we have 00 01 02 03 04 05 06 07 08 09 10 11 
12 13 14 15 16 17 18 19 20 21 22 23 24 25 
A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 
Then Vigenere encryption E using the keyword K can be described by 
Ci = Ek(Mi) = (Mi + Ki) mod 26, where i stands for the position of the letter. 
Likewise, decryption D using key K is represented by 
Mi = Dk(Ci) = (Ci - Ki) mod 26, where i stands for the position of the letter. 
Vigenere cipher is a polyalphabetic substitution cipher. Since there are more alphabets to 
guess, the frequency distribution is also flatter for the letters used. 
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One-time Pad 

 
 
Fig 4. An example of one time pad 
 
History and Usage: 
In 1882, Frank Miller described the one-time pad system for securing telegraphy. 
In 1917, Gilbert Vernam invented and patented a cipher based on telegraphy. Each 
character in a message was electrically combined with a character on a paper tape key. 
In 1920, Joseph Mauborgne Observed that character sequence on the key tape could be 
completely random. 
In 1923, German Foreign Office Establish a system (*) based on the idea that one-time 
pad could never be broken if a separate randomly chosen additive number was used for 
every code group. 
In1940s, Claude Shannon proved theoretical significance (perfect secrecy) of the one-
time pad system. 
(*The system is: duplicate paper pads printed with lines of random number groups. Each 
page had a serial number and 8 lines. Each line had six 5-digit numbers. A page would be 
used as a work sheet to encode a message and then destroyed. The serial number of the 
page would be sent with the encoded message. The recipient would reverse the procedure 
and then destroy his copy of the page.) 
 
Brief Introduction: 
One-Time Pad can be viewed as an extended Vigenere cipher. It has three elements 
involved, namely plaintext X, key of size more than or equal to length of plaintext, and 
encrypted ciphertext Y. The key is sequence of random key letters, each letter used once 
only, and available at only the sender and receiver. The encryption and decryption 
process is similar to Vigenere cipher as below: 
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Perfect Secrecy 
One significant advantage of one-time pad is its perfect secrecy. Basically, perfect 
secrecy means that an attacker cannot obtain any information about the plaintext by 
observing the ciphertext. Or in other words, the conditional probability of cryptanalysis 
plaintext given ciphertext is equal to probability of cryptanalysis plaintext. 
I.e. Consider a cipher (P,C,K,E,D), where P=Plaintext, C=Ciphertext, K=Key, 
E=Encryption, D=Decryption. Assume the key is chosen before the sender knows what 
the plaintext will be, therefore the key and the plaintext are independent random variables. 
The two probability distribution on P and K induce a probability distribution on C, 
therefore the ciphertext is also a random variable. 
 
 
Limitations 
Due to the characteristics of one-time pad cipher, the length of key must be longer or at 
least equal to the length of plaintext message. In addition, the key must be one-time, 
otherwise the encryption is insecure. Thus difficult to use in practice. Generating such 
keys may require certain software and generated keys may not be random. 
Furthermore, another possible limitation could be fail to protect message integrity. One 
historical example can be one-time pad during WWII. Suppose you intercepted a 
message from a German spy which you know started with "heil hitler", and the first 10 
letters of ciphertext were DGRYI BWPJA. However, after the spy destroyed his key 
material, he could claim that he was from anti-Nazi group, and the message actually says 
"hang hitler": 
 
 

 
 
3. Modern Techniques 
Modern cryptography came along with the digital age, and the creation of what we know 
now as the Internet. 

Moore law was denounced in 1975, saying that every 2 years; the number of transistors in 
micro-chips would double, at constant price. He was right, which brought an increasing 
number of people to access powerful computational power through the years, making the 
design of secured cryptosystems a very hard challenge. 

The real needs for cryptography arrived between 1990 and 2000: E-commerce companies 
started using the web to sell products and needed secured and reliable protocols to 
convince consumers that they could trust their service. This led to the SSL protocol (now 
improved and renamed TLS) : a protocol using RSA asymmetric algorithm for 
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authentication, a symmetric algorithm like DES/AES for encryption ( the asymmetric one 
being too heavy), and a hashing algorithm to ensure that the right data got received. 

Here we describe in details the algorithms sus-mentionned : 

3.1 Symmetric-Key algorithms  
Symmetric keys algorithms are algorithms with which we can encode the plaintext to 
ciphertext and decode the ciphertext to plaintext with the same key. 

 

Data Encryption Standard: DES 

The DES was the first dominant algorithm to encrypt binary data, released in 1977. It 
contributed a lot to the development of modern cryptography because it was approved by 
the NSA (National Security Agency), which made it really famous and widely used: that 
caused academic research in the field of cryptography to be intensified. 
It is now considered no more secured mostly because of the 56-bit key .However it is too 
small, and then can be attacked by brute-force in reasonable time. 

Algorithm: 

DES processes 64 bits blocks, applying it a Feistel function 16 times (rounds). 
 

 

Before each round, the block is divided in two 32-bits blocks, and one of those 2 halves 
in alternately being XOR-ed with the result of the Feistel function applied to the other 
one. 
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Vulnerabilities: 
Nowadays, DES can be broken by brute force attack (implemented with the EFF DES 
cracker) 

Linear cryptanalysis is possible with 243  known plaintexts, with a time complexity of 239. 

Advance Encryption Standard: 

The AES is another symmetric-key algorithm that was selected from a contest won by the 
Rijndael cipher, to replace DES as a commonly accepted standard, in 2001. 

Still considered unbreakable today, AES is one of the pillars of people‟s trust in secured 
communications over the internet. 

Algorithm: 

The algorithm is processing 128 bits blocks with key sizes of 128, 192 or 256 bits. 
Unlike DES that uses Feistel network, AES uses substitution-permutation. 

Vulnerabilities : 
 
Lowest complexity being  2100, an attack is practically impossible, but with the increasing 
of computational power and the new use of distributed parallel computing, it might be 
broken in reasonable time sooner than we think. 
 

3.2 Asymmetric-key algorithm (Public-key algorithm) 

This class of algorithm uses 2 different keys, but that can be used in such way that we can 
decrypt with one key what‟s been encrypted with the other. 
Of course, the 2 keys are computed such as it is as hard as possible to find one without 
knowing the other. 

This solved 2 problems in computer network security : 

The key distributing problem 
The authentication problem. 

 

The RSA Algorithm:  
The RSA is an asymmetric-key algorithm described for the first time in 1977. It is the 
most famous and widely accepted asymmetric-key algorithm nowadays. 

It is used in the SSL protocol, updated and renamed TLS  in 2001. Those protocols are 
used in HTTPS, which is the protocol that made consumers feel safe about buying, 
selling, and handling money other the internet. 

It‟s using modular exponentiation to encrypt and decrypt, and modular arithmetic to 
compute key-pairs. 
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Algorithm: 
 
RSA is using a public key “e”, which is usually a big prime number. 
It‟s also using 2 big different number “p” and “q” , and n = p * q . 

Then, using modular arithmetic, the private key “d” is compute, thanks to the knowledge 
of p and q. 

The way to encrypt is to take the message “m” in plaintext, and make it to the power of 
“e” modulus “n”. 
 

  
The way to decrypt is: 

 

 
 
 
Vulnerabilities: 

If “p” and “q” are chosen wisely, it‟s impossible to break RSA in practice. 
However, a bad choice of factors, like p = q, or p or q not being prime numbers ( at some 
point it gets hard to make sure we get real big prime numbers as there is no formula to 
generate them ) 

3.3 Cryptographic Hash Functions 

A cryptographic hash function is an algorithm that takes in an arbitrary block of data and 
returns a fixed-size bit string (cryptographic hash value), such that any change to the data 
will highly probably change the hash value. The data to be encoded are often called the 
„message‟ and the hash value is called the message digest. 

The ideal cryptographic hash function has 4 main properties: 

1. it is easy to compute the hash value for any given message 

Given message (m), it is easy to obtain the hash value H(m), by inserting it using the 
algorithm. 

2. it is computationally infeasible to generate a message that has a given hash value. 

Given H(m), it is hard to obtain (m). It is a one-way function. 

3. it is computationally infeasible to modify a message without changing the hash. 
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Changing (m1) to (m2), H(m1) is not equal to H(m2). 

4. it is computationally infeasible to find 2 different messages with the same hash. 

It is hard to find H(m1) = H(m2). This is called the collision free property. 

Collisions of cryptographic hash functions 

A collision is said to occur when m1 is different from m2, but they have the same hash 
values. This is possible as seen by the pigeonhole principle, if there are more messages 
than the number of hashes, collisions can occur. Furthermore, the occurrences of 
collisions are closely related to the „Birthday Paradox‟. Thus, digital signatures using 
cryptographic hash functions will succumb to the birthday attack. 

The birthday attack 

We have someone digitally signing messages indicating that they are correct, by 
calculating the hash function value and then signing the hash value. Assume that the hash 
function generates an m-bit hash, then the attacker could easily generate the hashes for 
2m/2 variations of a desired valid message, and thereafter generate the hashes for 2m/2 
variations of a desired fraudulent message, the likelihood that there will be a collision is 
greater than 0.5. Now, the attacker gets the matched valid message signed, and later 
substitutes the matched fraudulent message. It will have the same hash, and the hash has 
been signed. 

Message Digest Algorithm 

The MD5 algorithm is a widely used cryptographic hash function that produces a 128-bit 
hash value. However, it has since been shown that MD5 is not collision resistant, as such, 
MD5 is not suitable for applications like digital signatures that rely on this property. 

MD5 processes a variable-length message into a fixed-length output of 128 bits. The 
input message is broken up into chunks of 512-bit blocks (sixteen 32-bit words); the 
message is padded so that its length is divisible by 512. The padding works as follows: 
first a single bit, 1, is appended to the end of the message. This is followed by as many 
zeros as are required to bring the length of the message up to 64 bits less than a multiple 
of 512. The remaining bits are filled up with 64 bits representing the length of the 
original message, modulo 264. 

The main MD5 algorithm operates on a 128-bit state, divided into four 32-bit words, 
denoted A, B, C and D. These are initialized to certain fixed constants. The main 
algorithm then operates on each 512-bit message block in turn, each block modifying the 
state. The processing of a message block consists of four similar stages, termed rounds; 
each round is composed of 16 similar operations based on a non-linear function F, 
modular addition, and left rotation. Figure 1 illustrates one operation within a round. 
There are four possible functions F; a different one is used in each round: 

 

147



 

 

 

 

Vulnerability 

The security of the MD5 hash function is severely compromised. A collision attack exists 
that can find collisions within seconds with a computer with a complexity of 224.1. In the 
recent years, many papers have published that MD5 has succumbed to various collision 
attacks. For instance, it is practically insecure by finding collisions using a birthday 
attack. 

Secure Hash Algorithm (SHA) 

SHA-1 is a cryptographic hash function designed by the United States National Security 
Agency. It is widely used and employed in several applications and protocols. SHA-1 
produces a 160-bit message digest based on principles similar to MD5, but has a more 
conservative design. It was originally designed by NIST in 1993 (SHA-0) but was revised 
in 1995 as SHA-1. There were many revisions made to increase security levels: SHA -
224/ 256/ 384/ 512.    Comparison of Secure Hash Functions: 

 SHA-1 SHA-224 SHA-256 SHA-384 SHA-512 
Digest size 
(bits) 

160 224 256 384 512 

Message 
size 

< 264 < 264 < 264 < 2128 < 2128 

Block size 
(bits) 

512 512 512 1024 1024 

Number of 
steps 

80 64 64 80 80 

3.4 Public Key Systems 

Diffie-Hellman Key Exchange 

In 1976, Diffie and Hellman published the paper “New Directions in Cryptography”, 
introducing the idea of public key cryptography. It relies on the use of enciphering 
functions which are not realistically invertible unless you have a deciphering key. Thus, it 
is easy to do one way, but very hard to do the other way. It is based on the discrete 
logarithm problem: 

Easy to calculate n = gk mod p given g, k and p, where p is a prime. 
Hard to calculate k in the same equation given g, n and p. 
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Both Alice and Bob are able to calculate the value gab mod p, and this is the shared key 
between them. However, Mallory the attacker has a much more difficult problem. It is 
indeed difficult to calculate gab mod p without knowing either a or b. The algorithmic 
run-time of the algorithm is so far best: O (ec (r log r)^0.5). As r (bits) grows large, it is 
exponentially hard to calculate the key value. 

5. Conclusion 
After thoroughly exploring the history of cryptography, it is not hard to realize that 
the level of safety any cryptography technique could provide 

is always dependent on other factors(fastest processor, size of memory etc.). Nothing 
is perfectly and forever safe. With the advancement in information technology, we 
should always bear in mind that we have to invent more complex cryptography 
technique in order to be safe. 
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Appendix A: Demo Java Applet Software Screen Shot. 
 

 
Before caeser encoding. 
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After caeser encoding. 

 
Before Beaufort encoding using the beaufort matrix 
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After Beaufort encoding using the beaufort matrix 
 
 
Source code is Available in a separate .java file. 
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User Authentication: A Historical Overview 

Da Wei Chow, Desmond Wee, Jerome Cheng, Xian Jieh Lee, Win Yee Ma 

Abstract. This paper explores several techniques for user authentication: 
passwords, split authentication, public key infrastructure, biometric systems, and 
authentication tokens. It aims to briefly provide the reader with an overview of 
what each of these techniques entail, as well as give some information related to 
the historical events, factors, and context that played a part in their development. 
Finally, some of the strengths and weaknesses of each technique are discussed. 

Keywords: User Authentication, History, Passwords, Split Authentication, 
Public Key Infrastructure, Biometrics, Authentication Tokens 

1 Introduction 

Authentication and verification of one’s identity is in no way a new concept. It hence 
should come as no surprise that many of the techniques or systems currently used to 
authenticate users in modern computer systems actually predate computers themselves. 
Despite this, it is likely that many are unaware of the historical reasons or factors that 
played a part in the development of the techniques we now use every day. This paper 
aims to inform and educate the reader by providing an overview of some of these 
factors, and shed some light onto the evolution of each technique. 

2 Passwords 

2.1 Historical Background 

The concept of a word used as some sort of authentication is an ancient one, with 
references dating back as far as the Roman Empire. In the Roman army, a watchword 
was used to challenge those who wished access to an area – this word was changed and 
circulated among camps every night [1]. Under this simple scheme (and any others 
which followed it), simply knowing the word was enough to gain access. 

This symmetrical method of authentication eventually evolved into a challenge-
response system, perhaps most famously used in the Second World War by the US 
Army’s 101st Airborne Division: the challenger stated a word to the unknown subject, 
who was to give the correct countersign to verify they were not an enemy – during the 
Battle of Normandy, the challenge-response pair used was “flash”/“thunder” [2]. Being 
a simple and easy to implement system, the challenge-response method is still used by 
militaries in cases where a basic form of authentication is needed to secure an area.  
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2.2 As Authentication Method in Computers 

Just as watchwords allowed access to physical areas, passwords now allow users to gain 
access to a computer system; a physical, “real world” authentication method 
transplanted into the digital realm. Users typically authenticate with a password-
protected system by providing two credentials: their username, and its associated 
password. After successful authentication, they then gain access to the system’s 
resources (though perhaps with restrictions on their privileges, determined and enforced 
by other mechanisms.) 

The transplantation of the original watchword concept can best be seen in the early 
implementation of passwords in UNIX systems, where the passwords of all users were 
simply stored as plaintext in a single password file [3]. This single file could then be 
used to directly check the password input by a user, and allow or deny access 
appropriately. This was, however, unsecure as the file could easily be copied or 
accidentally have its contents revealed – an act which would compromise the security 
of all accounts on the system. An anecdote given in [3] relates how a software issue 
caused the password file of a system at MIT to be unintentionally switched with the 
system Message of the Day file, displaying the full list of passwords whenever a user 
logged in. 

2.3 Password Storage Techniques 

It is rather clear that the system needs to store the user’s password in some form, so as 
to be able to verify that a login attempt is using the correct password. At the same time, 
we know that simply storing the passwords in a form where they can be used by an 
attacker with little effort is insecure. 

To resolve this dilemma, the intuition is that we should instead store an encrypted 
(or hashed) value obtained from each password: when the user attempts to log in, the 
system then inputs the given password into the same encryption function and compares 
the result against that stored in the file [3]. This is an improvement, as (in theory) 
obtaining the set of encrypted values doesn’t allow an attacker to simply log in with 
them (whereas obtaining the list of plaintext passwords would.) 

UNIX systems now use such a scheme. The password entered by users is used as a 
DES key to encrypt a block of zeros repeatedly, and part of the result used as the value 
to be stored [4]. Microsoft’s Windows operating system similarly stores a password 
hash in its Security Accounts Manager database. 

As an aside, the UNIX method is particularly interesting as it neatly sidesteps an 
issue that arises if the “traditional” encryption technique were used; if the password 
were used as the plaintext input into the encryption function, obtaining the key used to 
encrypt it would compromise all systems which relied on this method. By instead using 
the password as the encryption key (with a pre-determined value used as the plaintext 
input), attacks become less trivial.  

Shadow Files. In UNIX systems, the password file (/etc/passwd) is usually readable by 
any user. The reason for this apparent lapse in security is two-fold: first, processes need 
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access to the file to map user IDs to usernames; second, having access to encrypted 
passwords was deemed to not be an issue in the past, due to the difficulty of brute-force 
cracking at the time [5]. 

It has since become clear that the latter assumption no longer holds. An attacker with 
access to the password file could even attack it in secret by generating passwords by 
brute force, and comparing their encrypted values to those stored in the file – directly 
attempting to log in with each generated password is not necessary [6]. 

Modern systems hence no longer store the encrypted passwords directly in the 
password file, but instead use a shadowed password file (/etc/shadow) readable only by 
the superuser. The regular password file still maintains the same information it 
previously did, but with the password field replaced with an asterisk instead [5]. The 
shadowed password file then contains the actual encrypted passwords, along with other 
related information [7]. 

2.4 Strengths and Weaknesses 

The use of passwords is a relatively simple, straightforward, and (in today’s age) well 
understood method of securing access. In terms of pure implementation, administrators 
need only set up the system and ensure the security of the password file/database – in 
most cases, users can create and set their own passwords without the need for further 
action on the part of an admin. 

Of course, the convenience of enabling user choice is also password authentication’s 
key weakness: users often cannot be relied on to choose secure passwords. Two main 
factors determine the strength of a password: its length, and its complexity (in terms of 
the set of characters that make it up – letters, numbers, alphanumeric, and so on). The 
longer and more complex a password is, the harder it is for an attacker to brute force 
(due to the increased keyspace that must be searched.) 

However, the same factors that improve a password’s strength make it harder for 
users to memorize – most people are hence unlikely to use an exceptionally strong 
password due to the difficulty involved; even more unlikely is expecting users to 
remember long and complex passwords for every single service they use. Case in point: 
an examination of passwords obtained from a phishing attack in 2006 revealed the 
average password to be 8 characters in length [8]; of those passwords which had a 
combination of letters and numbers, 28 percent were lowercase with a single digit (with 
2/3 of those digits being just “1”) [8]. 

Continuous improvements in processing capability will only make this issue worse: 
the decreasing ease with which passwords can be brute-forced turns a strong password 
today into an average one tomorrow. 
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3 Split Authentication 

3.1 Overview 

Split authentication is primarily used for ultra-high-security applications. It involves 
splitting a password or authentication code or a combination of keys between 2 or more 
individuals. For the application to be used successfully, a specific combination of the 
personnel who carry part of the key must be present to input their portion of key 
authentication. Such ultra-high-security applications include but are not limited to 
nuclear missile launch codes, automated teller machine keys and high-security-
networks or gate access [9]. 

3.2 Historical Background and Context 

The idea of split authentication originated from of crypto-mathematics called secret 
sharing. It is a method of distributing a secret amongst a group of participants, each of 
whom is allocated a share of the secret. The secret could then be reconstructed by the 
participants if enough of them shared their portion with each other. The reconstruction 
of the secret is however subjected to specific conditions varying according to the person 
who split the secret. Secret-sharing was developed independently by Adi Shamir and 
George Blakley in 1979 [10, 11]. 

In the late 1970s, the USA feared a Soviet attack which could cripple their national 
command authority, leaving their weapons arsenal intact but useless because no one 
with enough authority could authorize the use of weapons [12]. Apart from that, the US 
government also feared the abuse of weapons by field commanders (especially nuclear 
weapons), which could potentially spark a war.[12] The idea was that to provide of a 
combination of office holders and field commanders the power to jointly authorize the 
arming of the weapon while preventing any unauthorized use of the weapons. For 
example, if the President is assassinated, the key of 2 cabinet ministers or 2 generals or 
a cabinet minister and a general could be used to arm the weapons [12]. In 1959, in 
response to the Soviet threat, President Eisenhower predelegated presidentially-
authorized instructions to top military commanders. This provided military 
commanders advance authority to use nuclear weapons under specified emergency 
conditions.[19] With this idea in mind, split-authentication was introduced and a certain 
group of men in the army and in the office were selected to carry a key[12]. Even the 
president of USA himself require a joint authorization from his Secretary of Defence 
before he can order the use of nuclear weapons.[20] As an added security, physical 
access to the system is usually placed at different locations [18]. This is to prevent any 
single person who somehow manages to obtain the necessary combination of keys to 
the system to access it conveniently [18]. Moreover, it becomes impossible if all the 
keys need to be input at about the same time when there’s only one culprit.  
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3.3 Benefits and Drawbacks 

One drawback of split-authentication is that the keys used need to be at least twice as 
long as usual, depending on the number of participants [11]. Availability to the system 
is also extremely low due to the need for a minimum number of participants to agree 
into providing their own keys to the system. Therefore, this authentication technique is 
only realistically feasible in ultra-high-security systems which rarely need to be 
accessed. The rest of the CIAAA however is usually uncompromised and considered a 
very safe system. Split-authentication allows a dynamic way of splitting authorities or 
powers without compromising the security of the system. This means even if the central 
authority is crippled, access to the system by authorized parties is still possible. 

4 Public Key Infrastructure 

4.1 Early Development 

The fundamentals of PKI are primarily based on the very concepts of public key 
encryption and asymmetric key algorithms. 

The notion of public key encryption was first published in a paper by Whitfield 
Diffie and Martin Hellman in 1976 in which a suggestion was made that two separate 
keys should be used for encryption. Therefore, one key would be used for encrypting a 
message and the other to decrypt it. In addition, this pair of keys should comprise of 
two different values which the mathematical relationship between them is extremely 
difficult to compute. Since the mathematical relationship between this 2 keys is of such 
complexity, one of the key pair could actually be made public without compromising 
the security of the other [13]. Even though Diffie and Hellman were able to illustrate 
this concept in their paper, it was still just a theoretical concept that had no relevancy 
in any real world application at that point of time because no algorithm could adopt the 
theories. Clearly, it was not enough to form the structure of a PKI. 

4.2 The RSA Breakthrough 

It was only in 1977 when a significant breakthrough was made. The trio of Rivest, 
Shamir and Adleman came up with an asymmetric key algorithm called the RSA that 
fully complemented  the concept of Diffie and Hellman public key encryption[14].This 
RSA algorithm is based upon the fact that it is difficult to derive back to the original 
prime numbers that are multiplied to form a larger number. This difficulty increase 
exponentially when the original prime numbers get larger. For that reason, employing 
this algorithm, one of a key pair can be made know and distributed to the public while 
the other is kept private. 

In a nutshell, the application of both public key encryption and RSA have formed 
the very backbone of a PKI. However, the practicality of a PKI would not be fully valid 
without the input of Loren Kohnfelder in 1978. Kohnfelder proposed to create an offline 
certificate authority (CA) that binds an identity to a public key digitally via the signing 
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of a digital certificate by the CA very own private key [13].Through its own digital 
signature, the CA provides assurance to the binding of an identity and its corresponding 
public key. As a result, an online server can now provide the certificates for user access 
.Subsequently, users can verify the certificates authenticity by using the public key of 
the CA. This certification had apparently completed the structure of a PKI. The 
implications were great then as it would allow digital communications to be secured 
especially at a point of time from late 1970s to 1980s where the demand for 
authentication and secure communication online were particularly huge.  

4.3 PKI and the Internet 

However, the first official implementation of PKI called X.509 was released only in 
1988, almost 10 years later. The second version of X.509 was subsequently released in 
1993 with additional features to improve the reliability and security of the scheme [15]. 
However, versions one and two of X.509 were soon losing popularity, as they were 
lacking essential components required in Internet applications. For example, neither 
version one or two of X.509 includes space for the certificate subject's email address 
[13].Yet, the root of the problem lies deeper. Despite the overwhelming demand for 
secure digital communications, various implementations of PKI lack the technical 
compatibility to complement various formats of communications online. Basically, 
technical incompatibility in this assessment would mean that the PKI scheme is lacking 
in scalability and tends to be overly complex. 

Let us examine the case of X.509 more closely. The initial release of the first X509 
in 1988 was to comply with X.500 directories on the web. Basically, X.500 directories 
are standard communication protocol designed by OSI for electronic mail services and 
some other online applications.X.500 subscribe to the language of ASN1, using 
Distinguished Names (DN) to identify the content of its directory entries [16].While 
the X.509 public key certificates were created to authenticate access to X.500 
directories, DNs were used for both the issuing certificate authority and the subject  
[13]. 

Apparently, the function of DNS which is to create a unique entry in the directory 
for every communication lead to a huge complexity issue for the X.509 public key 
certificates [17]. 

Eventually, version 3 of X.509 was released in 1999, attempted to resolve this issue 
via bypassing the authentication process of binding distinguished names in the X.500 
Directory. In addition, there were various forms of extensions to overcome this issue 
of incompatibility as well.  

For instance, a "Subject Alternative Name" was created to hold alternative name 
forms, such as an email address, domain name, URI, etc. [13]. The extensions can be 
used to specify the allowed uses for the key within the certificate, certificate policy 
URIs, and the Certificate Revocation List Distribution Point [13]. Clearly, there were 
better flexibility to overcome compatibility issue between PKI and communications in 
the third version of X.509. 

However, as we are aware by now, every contents within an X.509 certificate gets 
signed digitally using the private key of the CA. For that reason, a digital signature 
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would become invalid if any changes are made to the certificate. This would imply the 
CA has to continually issued new certificates and revoke existing certificates. The 
Certificate revocation lists (CRL) would need to be checked every time a web 
application wishes to use a certificate [16]. Under this circumstance, certificates cannot 
be made to access offline, but with the most current CRL. The  process of downloading 
this CRL can be rather time consuming for both  the application and any network that 
supports this CRL service due to the sheer size of the CRL [13]. In all, the issue of over 
complication and scalability remains despite the marked improvements in X509v3. 

4.4 Looking Forward 

We can clearly tell the relevancy of PKIs in digital communication over the course of 
history. Even though the notion of PKI was well received when it was first introduced 
in the 1970s, the actual implementation of it in the form of K.509 certainly failed in 
comparison. This is because there are not much development in the support structures 
that would allow the proper usage of PKIs. Development under these circumstances 
would mean that there have to be some form of technical standardisation and 
synchronisation that would allow PKIs to fully complement web applications and email 
services. Therefore, if PKI products continue to adopt X.509 certificates for 
authentication to X.500 servers, they would be irrelevant in any real-world applications 
for authentication, digital signatures, and authorization [13]. 
 

5 Biometric Systems 

5.1 Historical Development 

Ancient Origins. 
Biometrics is perhaps the easiest authentication method to understand: the word itself 
comes from the Greek words “bio” (life) and “metrics” (to measure) [21]. As humans, 
we use biometrics on a daily basis in our interactions with others – we identify 
individuals by traits such as their facial appearance, speech, and so on. Just as 
passwords came from an ancient means of authentication, modern biometric systems 
have evolved from ancient identification methods. 

Though we may take the casual use of physical traits as identification for granted, 
there is evidence that certain traits were used as formal means of identification even as 
far back as 500 BC: clay tablets from the ancient civilisation of Babylon have been 
found to include fingerprints, seemingly used to identify the parties involved in a 
business transaction [21]. Similarly, Egyptian traders identified each other by 
description, separating seasoned and trusted traders from newcomers [21]. 

Early Identification Systems. 
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The first system of biometric identification, known as Bertillonage (after its creator, 
Alfphonse Bertillon) [22] was used during the 1800s as a criminal identification system. 
This system wasn’t as straightforward as what we commonly associated with 
biometrics today, relying instead on numerous physical measurements of a person’s 
body - 14 traits (including a person’s body shape and marks such as tattoos) were used 
to identify individuals [22]. However, the idea was perhaps too far before its time: the 
level of precision needed for the system to be reliable could not be achieved by hand-
taken measurements, and the time and effort needed to take such (inevitably inaccurate) 
measurements would have been immense. 

The Rise of Fingerprinting. 
Fingerprinting as an identification method dates as far back as the 1870’s [22], and 
quickly replaced Bertillonage due to it being a much quicker and reliable means of 
identification: it is guaranteed that no two individuals can have the same fingerprints, 
and there is no human error involved in recording them. Since then, fingerprints have 
remained in use up till this day: it is perhaps one of the more widespread biometric 
systems currently available. Many laptops sold today come with fingerprint readers, 
and biometric passports (including Singapore’s) often contain fingerprint information. 

5.2 Other Biometric Systems 

Apart from fingerprinting, there are a number of various other techniques currently 
available today. These include: 

 Signature/Keystroke/Mouse dynamics. These rely on the user’s actions to 
authenticate them, rather than the end result of such actions. In signature dynamics, 
the way in which a user writes their signature is observed [23]. Keystroke and mouse 
dynamics instead look at the user’s typing patterns or mouse usage habits [24].  

 Palm print recognition. Based on the same principles used for fingerprint 
recognition [25], the user’s entire hand is used instead. 

 Retina scans. These systems scan the user’s eye, checking it against a stored 
database of such scans. 

 Facial recognition. Similar to retinal scans, but using the user’s facial features 
instead. 

5.3 Benefits and Drawbacks 

The key to biometric authentication is that it can (in theory) reliably uniquely identify 
a user, as such systems are designed to be based on an individual’s unique traits. 
Because of this, biometric systems can offer greater convenience for users, as (barring 
unforeseen circumstances) they will always have the ability to authenticate wherever 
they go: they do not need to remember a password, or carry around any additional 
device. 

This is, however, perhaps one of the system’s greatest weaknesses – the lack of 
privacy offered by biometric systems. Because any such system relies on an 

160



 

individual’s actual characteristics for identification, a user in the system is directly 
linked to a particular individual human being (as opposed to users being able to remain 
anonymous through the traditional username/password combination.) 

Current biometric systems have, in addition, proven to not always be reliable. For 
instance, facial recognition systems used on laptops can be easily bypassed (even on 
the highest security settings) by simply using a picture of the owner [26]. 

6 Authentication Tokens  

6.1 Overview  

Traditionally, the most commonly used protocol for authentication of online 
transactions is using passwords (as described in Section 1). Users would provide their 
username and password to the web application or service, which would then retrieve 
and check the database for the matching records to the information provided. This 
method has been widely used and accepted as a security process for web application. 
However, authentication based on user names and passwords is vulnerable to dictionary 
and brute force attacks – this is especially relevant in today’s age of fast processing. 
Relying solely on passwords is hence no longer a secure method, especially for banking 
and financial transactions as user credentials and information provided during the 
authentication process are usually stored in cookies on the client machine. Therefore, a 
second factor authentication token is used as an added security feature for transactions 
and processes that require higher level of user authentication security.  

6.2 Hardware-based Authentication Tokens 

A hardware-based token is a device with processing capability and containing data 
created by the server, information to identify a particular user and the token validity. It 
usually contains the user’s information and a code which is generated for every 
authentication enables a user to utilize it in accessing a computer system. In some 
applications, the authentication token generator is a stand-alone device such as a smart 
card while others resembles a small calculator that displays the code generated on the 
screen. There are many different hardware tokens, but the most important differences 
arise from the security functions supported and the protections provided for the 
cryptographic keys and operations. [27]  

Upon login to a system, users are required to use the authentication token generated 
by the token generator. After a token is generated, user passes it to the authentication 
server. The authentication server knows the secret key of the authentication token 
generator, and performs the same computation to generate a token which will be 
compared to the token passed in by the user – a process similar to the naïve 
implementation of passwords. An authentication attempt is successful if both tokens 
match; the service then processes the user’s request. 

In 1994, the first attempt to use a mobile phone as a token was tried by RSA Security, 
where the required one time passcode was sent via SMS after the users PIN was 
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confirmed. This approach had some success, but issues with SMS delivery delays or 
signal loss prevented its adoption as a business grade authentication solution, limiting 
its use to occasional authentication or as a backup to hardware tokens [30]. 

6.3 Passive and Active Tokens 

In some hardware-based authentication token generators, the authentication code 
generated is usually a function of a secret key, unique to each token generator and stored 
in the generator itself. The authentication code is generated whenever the user requests 
for it, without the user having to return any form of key or code to it. This type of 
authentication token generator is known as a passive token generator.  

On the other hand, there are token generators that generate a token based on the 
secret key unique to the token, a “challenge” value supplied by the server and entered 
by the user into the keyboard of the authentication token generator. The token provided 
by the token generator is a response to the user input, so these generators are known as 
“active” authentication token generators [27]. 

6.4  Software Tokens 

A software token is a software version of a hardware token, also known as "virtual 
tokens" since they are a virtual version of hardware keys and other physical security 
devices. Software tokens mainly make use of shared secret and public-key 
cryptography. They are typically generated by a central server that runs security 
software and then sent to users' devices, such as hand phones and laptops. Once the soft 
token has been received by the device, the user can use the device within a secure 
network to gain access to the server as an authorized user. As it is a form of 2-factor 
authentication, most software token authentication also requires the first factor options 
to check that the identity of the user.  

6.5 Hardware Tokens vs. Software Tokens 

The most significant advantage of both the hardware tokens and the software tokens is 
the added security provided by using them in conjunction with another form of 
authentication. The 2-factor authentication is known to increase the security of the 
system compared to only using the first factor authentication. Moreover, using 
authentication tokens can relieve some users of the task of remembering long and 
complex passwords for login and transaction authentication as users can use simpler 
passwords for the password login step. For corporate organizations, it enhances the 
image of the organization by securing user’s credentials more effectively.  

Hardware and software tokens do not have an arguable benefit over each other as 
they have rather different vulnerabilities. The unique secret keys stored in the hardware 
tokens are first burned into the tokens during manufacturing. Hardware tokens follows 
a complex chain of custody as the token goes from the manufacturer to the vendor to 
the distributor to the user. Thus, each stop in the chain is a potential attack point [29]. 
For example, in March 2011, RSA Security was hacked, thus compromising up to 40 
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million tokens which RSA have agreed to replace. This breach uncovered a 
fundamental security issue with pre-programmed tokens being reliant on the 
manufacturer's security processes [30]. 

As for the software tokens, the keys are generated by the user’s server and there is 
no chain of custody involved, and thus have fewer attack points. However, software is 
not run on an isolated system that is not vulnerable to hackers such as brute-force 
attacks. Finally, both the hardware and software tokens may be vulnerable to man-in-
the-middle attack and simple phishing attacks in which the one-time password provided 
by the token is solicited, and then supplied to the genuine website in a timely manner. 

In terms of convenience, a hardware token is a device to be carried around with the 
user. The hardware device may be cumbersome for some users to carry around, 
especially if the user finds it troublesome to carry an extra item with them. Also, user 
will not be able to gain access if the hardware token was misplaced or stolen. The 
recovery process can be lengthy as manufacturing of a new hardware device is required. 
Nevertheless, since the possession of the device alone is not enough to authenticate, if 
the token was misplaced or stolen, the security of user’s access to the server is not 
severely weakened. On the other hand, software token provides much more 
convenience for the users. Users can carry multiple software tokens with them in one 
place, such as a USB device or phone. On losing the software token, it can be revoked 
immediately by the server administrator and easily replaced with new software token.  

Last but not least, hardware tokens are known for their tamper resistance. Hardware 
tokens have been around for many years and over the last decade or so, research in this 
field has led to design improvements and provides confidence that developments in 
hardware token security are staying ahead of developments in attacks, at least in terms 
of tamper resistance. 

7 Conclusion 

We have briefly described several of the methods and techniques used to authenticate 
users in today’s day and age. Though the systems these techniques guard may be 
relatively new, it is interesting that the techniques themselves sometimes date back 
beyond what most would consider “modern” times. The rapid pace of technological 
progress and the changing times also pose some interesting challenges; passwords and 
biometrics are two of the oldest identification systems that exist, while split 
authentication, public key infrastructure, and authentication tokens each came about in 
response to the events of their day. 
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Abstract. This research paper briefly explains the importance of protecting 
accounts in any web application due to the potential harmful damages. The 
paper also focuses on forcefully accessing these accounts through SQL 
injection and in turn, development methods to enhance server side security 
against such an attack. A survey has also been done on the current requirements 
of passwords in the real world today, in order to prolong the chances of a 
successful brute force attacks and how these passwords can be kept securely in 
a web application’s database. 

1.1   Introduction 

In today’s world, vast majority of people live in a Computerized World where 
computers and electronic gadgets are frequently used in their daily lives to do literally 
almost anything possible. For example, the mobile phone has evolved to a stage 
where users could not only call and send short messages (SMS), but also access 
information such as stock trading, banking and entertainment. Computers have also 
advanced in speed and functionality, allowing an even greater number of processes 
and transactions to occur each time between clients and servers. The core which 
supports all these technological advancements is known as the Internet, which is a 
global collection of networks coming together in many different forms to form this 
single entity1. 

The Internet has allowed people all around the world to be connect and communicate 
with one another. This has allowed greater opportunities for big companies such as 
reputable banks (examples are DBS and OCBC) to provide on-the-fly services, where 
clients and executives could do internet banking transactions in an instant! Social and 
communication networks such as Facebook and electronic mail web application 
services such as Hotmail and Gmail, also allow instant communication between 
friends and loved ones. These advancements have people very attached to their 
personal accounts and spaces in these web applications. 
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1.2) Importance of keeping accounts safe 

An account is like an online presence for a user in any web application to store their 
private information such as personal, credit card and other sensitive information in 
these accounts. These account information are stored in databases at the server side 
of the web application. The information stored in these accounts varies by the type of 
web application involved.  

With such valuable information available in these accounts, people who harbor ill 
intentions will attempt to intrude these accounts, causing information loss and leak, 
also the possibility of identity theft. There are possible ways and attacks an ill intent 
hacker could get hold of an account, one of which is through SQL injection (which 
will be covered in 2.2). 

1.3) Harmfulness of an ill-intent intruded account 

By managing to intrude into an account in any social network web application, 
identity theft occurs, allowing a hacker could pose as the victim, possibly misusing 
the trust between the victims’ friends and family, causing fraud and scams. Hackers 
could also intrude in a victim’s bank account, causing unwanted transactions and 
stealing the victims’ details. In Figure 1.3.1 below, shows the statistics of identity 
thefts occurring on a yearly basis. Just last year in 2012, there were more than 12 
million identity fraud victims, and more than $21 billion was lost2. 

 
(Figure 1.3.1, statistics of identity theft2) 

 

Thus, the ability for a web application to authenticate a legitimate user logging into an 
account is of great importance. For basic web applications, an account ID and 
password is the only line of defense in authenticating a user. Therefore, it is of utmost 
importance for the user to keep his/her ID safe and by having a strong password, but 
also on the server side for web developers, in ensuring that hackers do not gain access 
to innocent victims’ accounts causing damage. 
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2.1   Structured Query Language (SQL) 

SQL is a database language used for retrieving, managing and manipulating data 
stored in database servers. Basic functions of databases include selection, insertion, 
modification and deletion of data in the database by the use of SQL commands. These 
SQL commands are commonly used in majority of web applications in order to 
retrieve, create, update and delete user account information. 

Below are a few commonly used examples of SQL codes in web-applications: 

2.1.1) SQL Selection Statement3 

SELECT column_name(s) 
FROM table_name 

The “SELECT” statement in SQL is a commonly used query command in order to 
draw information from a particular database table at the server-side of the web 
application. 

2.1.2) SQL Insert statement3 

INSERT INTO table_name 
VALUES (column1, column2 …)  

The “INSERT” statement in SQL is used to insert additional information into a 
particular database table. 

2.1.3) SQL Update statement3 

UPDATE table_name 
SET column1 = value, column2 = value2,... 
WHERE some_column = some_value 

The “UPDATE” statement in SQL is frequently used in modifying and update 
existing information in a particular database table. 

2.1.4) SQL Delete statement3 

DELETE FROM table_name 
WHERE some_column=some_value 

The “DELETE” statement in SQL is used to delete existing information in a particular 
database table. 
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2.2) SQL Injection 

SQL is a database language used in majority of web applications, however without 
proper implementation by the web application developers, it is exposed to various 
attacks by hackers. One of these attacks is SQL injection. SQL injection is a 
technique in manipulating embedded SQL code at the server side4, allowing a 
combination of possibly malicious SQL commands which can be executed. 
Information stored in the web application’s database could be read, updated, inserted 
or even delete from the database by an un-authorized party. A chance of SQL 
injection is given when there are input fields on the client side of the web-
application. The main aim of SQL injection is to create an extended SQL command 
by inserting additional SQL statements to append to the embedded pre-defined SQL 
statements, through these legitimate input fields. 

In Figure 2.2.1 below, is the login page of the NUS Integrated Virtual Learning 
Environment (http://ivle.nus.edu.sg) for NUS staff and students in order to access 
teaching and study material. The web-application provides 2 input text fields to allow 
the user to input his/her user ID and password. Such an application will use the SQL 
SELECTION command in order to check whether such a user exists in the database. 

 
(Figure 2.2.1, Integrated Virtual Learning Environment) 
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An possible example of SQL code in such an application: (in jsp server language, 
JSTL): 

SELECT user_ID, user_Password, user_Domain 
FROM table_users 
WHERE user_Domain = ‘${param.user_Domain}’ 
AND user_ID = ‘${param.user_ID}’ 
AND user_Password = ‘${param.user_Password}’ 

If there were to have a result set of a matching entry in the database when compared 
to the input parameters, the web application can authenticate the user as legitimate 
and allow the user to enter the web application by accessing his account information. 

However without proper validation of inputs and configuration of the web application 
and database, a hacker could inject additional SQL commands allowing him to gain 
access to accounts without even the need of knowing the login details of any user, or 
even do malicious acts to the web application’s database. Such malicious commands 
will possibly result in total removal of a database, deletion of information and 
modification of information. An example of a malicious code in order to remove a 
whole table of users in the database through SQL injection is given below: 

Referring back to Figure 2.2.1 (NUS Integrated Virtual Learning Environment), the 
hacker selects NUSSTF as the domain, inputs randomUser in the ID field, and in the 
password field, he does an SQL injection by typing, randomPW’; DROP table 
table_users #. This will result in the SQL code of, 

SELECT user_ID, user_Password, user_Domain 
FROM table_users 
WHERE user_Domain = ‘NUSSTF’ 
AND user_ID = ‘randomUser’ 
AND user_Password = ‘randomPW’; DROP table table_users #’ 

By typing the information above, this invokes 2 SQL are made instead of just only the 
embedded SELECTION command embedded in the web application. 

In this case, the SELECTION command is first executed, returning no result set of 
similar entries when compared to the database, implying there is no such user called 
randomUser with randomPW in the domain NUSSTF. However after which 
another malicious SQL command is executed, and without proper validation and 
implementation of the inputs in the web application and database, the table that stores 
all users in the database will be permanently removed as a result of the SQL drop 
table command. 
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In Figure 2.2.2 below, is a web application created by Pang Kang Wei, Joshua, who 
is the individual author of this report. The website is using the database, MySQL, at 
the web site, http://www.a0087809m.com/sqlinjection1.jsp. Usage of this web 
application can be found in 4.2) Demonstrating SQL injection. 

 
(Figure 2.2.2, SQL injection demonstration website6) 

The website mentioned above, is created to provide demonstrations on SQL injections 
into a database. SQL injection will get more difficult as the user passes each level 
with successful logins. As each level passes, more security features are added on both 
the server side web application code and on the database in order for the protection 
against SQL injections. These protective methods against SQL injection are covered 
below in part 2.3, Protection against SQL Injection.  

In the first level of the demonstration, there is no security involved. A chain of SQL 
injections are permitted by using the semi-colon injection, and all permissions are 
granted as the web application is given the rights of a full database administrator. 

2.3) Protection against SQL Injection 

SQL injections could cause harm to database and the web application, also allowing 

leak of information and identity theft. However, there are many different ways of 

protecting against SQL injections, and various methods will be covered in the topics 

below. 
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2.3.1) Saltzer and Schroeder’s “Least Privileges” Design Principle5 
 

The design principle of “least privileges” states that an entity should only be given 

privileges that it needs in order to complete its task5. 

 

Web developers should implement this design principle in web applications as it 

allows additional security to possibly decrease the effects of damage on the database. 

For example, a web application’s login page only requires the SELECTION SQL 

command in order to retrieve user queries from the database, which is matched with 

the input user ID and password. The web developer must configure a set of database 

privileges which provides the bare requirements to complete this task, or of similar 

tasks, by setting up a “read only” privilege in the database configuration. Although 

SQL injection is still possible by using the SELECTION statement to read the 

database, manipulation of the stored data has been restricted. 

 
In Figure 2.3.1.1 located below, is a screenshot of the configuration page of users and 
privileges using MySQL database.  
 

 
(Figure 2.3.1.1, MySQL Users and Privileges Settings) 
 
The web application developer has the ability to create user accounts for the various 
tasks required by the web application. Provided are some pre-settings of 
administrative roles such as the DBA (database administrator) which is granted all 
permission, maintenance administrator, monitor administrator and backup 
administrator, which are given permissions accordingly by the database software. The 
privileges could also be manually customized such as for the demonstration web 
application above, the user could have only the privilege of “read only” by enabling 
only the “Select” permission. 
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This “read only” permission has been implemented in the 2nd level of the 
demonstration web application, http://www.a0087809m.com/sqlinjection2.jsp. The 
user of the demonstration web application will realize that there will be errors 
generated when attempting to inject a manipulation SQL statement. 
 
2.3.2) Limiting the maximum length of input field 
 
A chain of SQL injections are made possible due to the unrestricted limit of input for 
each input field. As such, there are more opportunities for ill intent hackers to make 
use of such vulnerabilities to create a series of malicious SQL injections which can 
harm the database’s integrity by modification of the contents. In order to improve 
protection against these chain of SQL injections, web developers could specify the 
maximum length of each input field. Input fields that require a standard input should 
be restricted to that certain length of input. Such as for the NRIC number of a 
Singaporean is a 9 character String type, whereby the 1st and 9th character is an 
alphabet and 2nd to 8th character are integers. Such an example is S01234567D. 
Another similar example is the matriculation numbers of NUS students which follows 
similarly to the 9 character format as the NRIC.  
 
With this information, web-developers could limit the maximum length of the ID field 
to only 9 characters. Also assuming the web developer has a password restriction of 
15, the maximum length of 15 could also be placed on the password field. Having this 
strategy in place, the longest SQL injection possible could only be of 15 characters or 
less. At this point of time, the SELECTION SQL statement is only possible due to the 
restriction of “read only” database privileges for this application (as implemented in 
2.3.1), an ill intent hacker could only query the database. However the simplest form 
of query is: 
 

SELECT * FROM * 
 
The statement consists of 16 characters, inclusive of spaces and assuming the table 
name consists of only 1 character. Thus it is impossible to do even a query statement. 
However the maximum length restriction of the input should not only be implemented 
in the client side coding (HTML coding), but also implemented in the server side 
coding to validate the input of the parameters.  
An example of restricting the maximum length of the ID and password text fields in 
HTML is shown below: 
 
<html> 
… 
<input type="text" name="login_id" maxlength="9" /> 
 
<input type="text name="login_pw" maxlength="15"/> 
… 
</html> 
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However HTML codes are sent from the web application server, to the client’s 
browser. Although it restricts the average user of the web application to the maximum 
length of inputs, an IT savvy user will be able to modify the code by removing the 
“maxlength” condition in the input tag, and send an SQL injection back to the server. 
Thus, checking of maximum length of these 2 input fields should also be validated at 
the server side coding as well before querying the database. As server side codes are 
not sent to the client of the web application, the client is unable to modify the codes 
written on the server side.  
 
Below is an example written in Java Servlet Text Language (JSTL) using .jsp 
extension, to validate the input lengths: 
 
<c:when test="${param.login_id.length() <= 9 && param.login_pw.length() <= 
15}"> 
 Do database query 
</c:when> 
<c:otherwise> 
 Prompt an alert and revoke entry 
</c:otherwise> 
 
The maximum lengths of input fields has been implemented in the 3rd level of the 
demonstration web application, http://www.a0087809m.com/sqlinjection3.jsp. Hence, 
the 3rd level of the web-application incorporates the “read only” privilege to the 
database, and also restricted maximum lengths of input fields. 

 
2.3.3) Validation of special characters and symbols 
 
Validation of user inputs is of high importance as it is the first line of defense in 
protection against malicious commands and data from entering a web application's 
server7, in this case is SQL injection. A web application may allow certain symbols 
and special characters in order to make a more secure password. However to prevent 
SQL injection, certain symbols and special characters such as spaces, semi-colons(;), 
forward slash(/), asterisks(*) and apostrophes(‘) must not be allowed8. 
 
Alongside with server side validation for the maximum length of an input, a 
validation of the user inputs for these potentially dangerous symbols8 must also be 
incorporated, which in turn protects against SQL injection. When such a symbol has 
been caught, the web application must reject the input and not do any other 
processing. 
 
Below is an example to validate the symbols (in jsp server language, JSTL)9: 
… 
<c:choose> 
            <c:when test="${fn:contains(param.login_id, ' ') || fn:contains(param.login_id, 
';') || fn:contains(param.login_id, '/') || fn:contains(param.login_id, '*')}"> 
                RETURN ERROR 
            </c:when> 
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            <c:otherwise> 
                QUERY DATABASE 
            </c:otherwise> 
        </c:choose> 
        … 
 
The validation of special characters and symbols of input fields has been implemented 
in the 4th level of the demonstration web application, 
http://www.a0087809m.com/sqlinjection4.jsp. Hence, the 4th level of the web 
application incorporates the “read only” privilege to the database, with restricted 
maximum lengths of input fields, and the validation of potentially dangerous symbols. 
 
 
2.3.4) Using SQL Stored Procedures 
 

An SQL stored procedure is group of transact-SQL statements compiled into a single 

execution plan10. Specific inputs types and in some cases, the lengths of the inputs are 

also pre-defined before the execution of the SQL statements. Also as it is a transact-

SQL statement, no error must occur during the execution of the SQL statements 

within the stored procedure, otherwise all current modifications made to the database 

in the current stored procedure will be reversed to the original state before the 

procedure call. 
 

The code shown in Figure 2.3.4.1 below, is a stored procedure created to query for the 

users in the web application’s database. 

 

 
(Figure 2.3.4.1, Stored Procedure of reading users, MySQL) 
 
The above SQL stored procedure requires 2 input parameters called the inputID and 
inputPW, both of type varchar(9) and varchar(15) respectively. Each of this inputs are 
treated as a whole input variable, despite even if an SQL injection statement is 
inserted into the input parameter. 
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For example, if the user had inserted SQL injection codes in the inputs such as “A’ 
OR ‘1’ = ‘1” into both the login id and password text fields, an SQL query below will 
be formed: 
 

SELECT user_Name, user_PW 

FROM usertb 

WHERE user_Name = ‘A’ OR ‘1’ = ‘1’ 

AND user_PW = ‘A’ OR ‘1’ = ‘1’ 

 

However due to the stored procedure, the input parameters will be treated as a whole, 

causing the SQL command to be read as: 

 

SELECT user_Name, user_PW 

FROM usertb 

WHERE user_Name = ‘A’ OR ‘1’ = ‘1’ 

AND user_PW = ‘A’ OR ‘1’ = ‘1’ 

 

Rather than of comparing the conditions as such: 

 

SELECT user_Name, user_PW 

FROM usertb 

WHERE user_Name = ‘A’ OR ‘1’ = ‘1’ 

AND user_PW = ‘A’ OR ‘1’ = ‘1’ 

 

Therefore, there is no such login id named, “A’ OR ‘1’ = ‘1” and does not match any 

password that is “A’ OR ‘1’ = ‘1”. Also having specified inputs of varchar(9) and 

varchar(15) respectively for the input id and password, a validation of maximum 

length of inputs are also processed on the web application’s database. 

 

Stored procedure of reading the user table (usertb) has been implemented in the 5th 
level of the demonstration web application, 
http://www.a0087809m.com/sqlinjection5.jsp. Hence, the 5th level of the web 
application incorporates the “read only” privilege to the database, with restricted 
maximum lengths of input fields, validation of potentially dangerous symbols in user 
inputs and calling of the stored procedure.  

3.1   Passwords  

Passwords are the first line of defense on the client side of a web application in order 

to authenticate a legitimate user to an account. Ill intent hackers who are unable to 

login through SQL injection, will try their hand at cracking a user’s password instead. 

The strength of a password is the effectiveness in resisting guesses, brute force 

attacks, and many other types of attacks possible11. 
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Therefore, it is always encouraged that a user of a web application have a strong 

password in order to keep his/her account safe. However, what is the definition of a 

strong password and what is the bare requirements for a web application to allow an 

acceptable password? 

3.2) Password requirements 

In order to create an account or change a password in any web application, there are 

requirements for the new password to fulfill before the web application allows the 

user to make the creation or change of password. However it is not easy to for a web 

developer to determine the requirements of a password. The combination of the length 

of password, upper and lower case alphabets, numbers and symbols plays a part in 

password strength. 

 

In order to determine strong password requirements for the web applcation, we shall 

look at the advice given by big IT companies such as Microsoft and Google. 

 

The password requirements at Microsoft12: 

o Minimum length of 8 characters  

o Does not contain any form personal particulars or related matter 

o Does not contain a complete word which can be found in a dictionary 

o Significantly different from previous passwords 

o Contains at least a lower case alphabet, upper case alphabet, numerical value 

and a symbol (` ~ ! @ # $ % ^ & * ( ) _ - + = { } [ ] \ | : ; " ' < > , . ? /) 

o Does not contain any sequences such as “12345” or “qwerty” 

 

Analysis of such requirements: 

 Prevents guessing from if the password was related to personal information 

 Does not allow dictionary attacks as exact dictionary words are not allowed 

 Does not allow similar sequence attacks of password if new password is 

similar to previous passwords (for example if the previous password was 

“Password1” and new password is “Password2”) 

 The brute force resistance of each character is 26 (26 possible upper case 

characters) + 26 (26 possible upper case characters) + 10 (10 numbers) + 

32 (32 symbols as specified above) = 94 possible values 
 

Since the minimum length of the password is of 8 characters, thus 948 approximates 

6.096 x 1015.  

 

Microsoft also provides a password checker, https://www.microsoft.com/security/pc-

security/password-checker.aspx to test the strength of any password. 
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The password requirements at Google13: 

o Minimum length of 8 characters, 

o Requires mix of lower and upper alphabets, 

o At least have 1 punctuation, or 1 numerical value 

o Use similar substitutions such as the numerical value 0 instead of character 

‘O’ or symbol $ instead of ‘S’ 

o Does not contain any sequences such as “12345” or “qwerty” 

 

Analysis of such requirements: 

 Prevents guessing of dictionary attacks as using similar substitutions (for 

example assuming the user follows similar substitutions, and the user wants 

to create a password which is “HelloHello”, it is recommended to be typed 

“H3ll0H3ll0”) 

 Prevents sequence attacks as keyboard sequences are not allowed. 

 Taking the least brute force resistance, where only numerical values are used 

with the mixture of upper and lower alphabets is 26 (26 possible upper case 

characters) + 26 (26 possible upper case characters) + 10 (10 numbers) = 

62 possible values 
 

Since the minimum length of the password is of 8 characters, thus 628 approximates 

2.183 x 1014. 

 

With the analysis of current password requirements and advices suggested by big IT 

companies and successful online web applications, the recommended password 

requirement for a web application is: 

 There must be each of the following of lower case, upper case, numerical 

values and non-potentially dangerous symbols (as mentioned in topic 2, as 

one of the preventive measures against SQL injection) 

 A password must have at least a minimum of 8 characters in length.  

 Any substring of the password must not be found in a dictionary 

 No contents of personal matters relating to user of web application 

 

The brute force resistance of each character is 26 (26 possible upper case 

characters) + 26 (26 possible upper case characters) + 10 (10 numbers) + 28 (32 

symbols – 4 potentially dangerous symbols) = 90 possible values 
 

Since the minimum length of the password is of 8 characters, thus 948 approximates 

4.305 x 1015. 

 

Using a scenario of 15,000,000 brute force password tries a second, which is very 

achievable in todays’ technology in readily available processors, time taken for such a 

brute force will be: 

4.305 x 1015 / (15 * 106) = 287,000,000 seconds 

              = 4,783,333.33 minutes 

            = 79,722.22 hours 

   = 3,321.75 days 

   = 9.1 years 
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3.3) Hashing of passwords 

Users may have strong passwords for their accounts, but it is also the responsibility of 

the web developer to securely store these passwords into the web application’s 

database. Hashes are often used to store the hashed version of the user’s password 

into the web application’s database instead of the actual password itself.  

 

When passwords are stored or compared, it undergoes a hash algorithm before 

updating the database or before comparison with the saved hashed password 

respectively. However, some web application developers may choose to write their 

own methods of hashing, alphabetic substitution or encryption for these passwords. 

 

Below is a poly alphabetic rotational cipher created by Pang Kang Wei, Joshua, 
the individual author of this report. 
 

int rotationCipherArr1[] = { -10, 20, 3, -20, 16, 23, -21, 31, -18, -3 }; 
int rotationCipherArr2[] = { -4, 14, 6, -23, 12, 10, 3, 12, -34, 1 }; 
int rotationCipherArr3[] = { 3, -12, -6, 11, 16, 12, -4, 15, 21, 10 }; 
 
int pwCharacterInt;  
int difference;  
int appendCipher = 1; 
double ID = Double.parseDouble(request.getParameter("sim_id")); 
String Password = request.getParameter("sim_pw"); 
char pwCharacterNew; 
String pwStringNew = "";  
for (int i = 0; i < Password.length(); i++) {  

   pwCharacterInt = Password.charAt(i); 
   appendCipher += ID + i; 
   appendCipher = appendCipher % 3; 
 
   switch (appendCipher) { 
   case 0: 
    pwCharacterInt += rotationCipherArr1[i%10]; 
    if (pwCharacterInt < 33) { 
     difference = 33 - pwCharacterInt; 
     pwCharacterInt = 126 - difference; 
    } else if (pwCharacterInt > 126) { 
     difference = pwCharacterInt - 126; 
     pwCharacterInt = 33 + difference; 
    } 
    break; 
   case 1: 
    pwCharacterInt += rotationCipherArr2[i%10]; 
    if (pwCharacterInt < 33) { 
     difference = 33 - pwCharacterInt; 
     pwCharacterInt = 126 - difference; 
    } else if (pwCharacterInt > 126) { 
     difference = pwCharacterInt - 126; 
     pwCharacterInt = 33 + difference; 
    } 
    break; 
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   default: 
    pwCharacterInt += rotationCipherArr3[i%10]; 
    if (pwCharacterInt < 33) { 
     difference = 33 - pwCharacterInt; 
     pwCharacterInt = 126 - difference; 
    } else if (pwCharacterInt > 126) { 
     difference = pwCharacterInt - 126; 
     pwCharacterInt = 33 + difference; 
    } 
    break; 
   } 
    
   pwCharacterNew = (char)pwCharacterInt; 
    
   pwStringNew += pwCharacterNew; 
  } 
 
The concept of the algorithm is to use dynamic rotational cipher on an ascii table14.  A 
user’s password will be dynamically ciphered, with the help of using its unique 
account identification number. 
 
The algorithm: 
3 integer arrays are used of randomly preset integer values which represents the 
rotational cipher. An integer named “appendCipher”, which is dynamically changed, 
will be the actual rotational number in which each character of the password will be 
ciphered along the ascii table. The algorithm runs through all the characters of the 
password, changing the appendCipher but adding the unique account ID plus the 
index number of each password character. After which the “appendCipher” variable is 
modulo by the number of rotational cipher arrays there is, in order to select which 
rotational cipher array to select. The particular character of the password is then 
rotationally ciphered by the selected array and the index of the current character of the 
password, modulo by 10, as there are 10 pre-fixed rotational cipher numbers in each 
array.  
 
The rotation cipher will consists of only symbols, lower case alphabets, upper case 
alphabets and numerical values, with character’s decimal ascii values of 33, to 126. If 
after a rotation, the character decimal ascii is below 33 or above 126, the difference is 
taken and cycled to the other end.  
 
The demonstration web application of this poly alphabetic rotational cipher, 
http://www.a0087809m.com/polyalphacipher.jsp. Usage of this web application can 
be found in 4.3) Demonstrating Poly Alphabetic Rotational Cipher. 
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4.1 Using the Demonstration Web Application 

The demonstration website has been created to allow the readers of this report to 
understand SQL injection better. The main aim of the web application is to simulate 
the entry to a student’s account by neither knowing the student’s ID nor password. 
The web application is found at http://www.a0087809m.com/sqlinjection1.jsp. 
 
4.2) Demonstrating SQL injection 
 
In level 1, there is no security involved and there are many possible types of SQL 
injections. Below is a list of several possible SQL injection statements to be placed in 
the ID input field and password input field in order to enter an account, or to even 
manipulate the database. 
 
ID: A' OR '1'='1 
Password: A' OR '1'='1 
 
The above statements makes the 2 conditions that the embedded SQL statement true, 
returning the first student in the database and allowing logging into that student’s 
account, a0012345b.  
 
After knowing the ID of the previous student, it is possible to login as another student 
in the database. 
 
ID: A' OR '1'='1 
Password: A' OR '1'='1'  AND user_Name > 'a0012345b 
 
The above statements not only makes the 2 conditions that the embedded SQL 
statement true, but now it also ensures that the next student account is a different 
account, which is greater than a0012345b. 
 
It is also possible to modify the database by changing the particular student’s 
password. 
 
ID: anyvalue 
Password: '; UPDATE usertb SET user_PW = 'hello' WHERE user_Name = 'a0012345b 
  
The above statements changes the password of the user, a0012345b, to “hello”. After 
which the hacker could login “legitimately”, into the student’s account by using the 
student’s ID and the predefined password 
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If an ill intent hacker decides to destroy the web application’s database, he/she could 
do a drop to the database table. 
 
ID: anyvalue 
Password: '; DROP TABLE usertb # 
  
The above statements drops the user table in the database disallowing any other logins 
to this web application. However, the database in this demonstration web application 
can be restored with the “Restore Defaults” button at the bottom of the web page. 
 
 

Level 2 of the demonstration web application restricts SQL statements to only invoke 

query statements. When an SQL injections which is made to manipulate the web 

application’s database, an error will occur. 

 

Level 3 of the demonstration web application restricts the maximum length of the 

input for the student ID of length 9 and input password of length 15. It is difficult to 

do an SQL injection to this website as the shortest possible SQL query, ‘;SELECT * 

FROM *, is greater than the length of 15. 

 

Level 4 of the demonstration web application validates the inputs of potentially 

dangerous symbols. If a potentially dangerous symbol is submitted, the web 

application does not process the information but instead notify the user that there is a 

potentially dangerous symbol detected. 

 

Level 5 of the demonstration web application uses a SQL stored procedure to query 

the database in the web application. It is impossible to do any form of SQL injection 

in this level. 

 

4.3) Demonstrating Poly Alphabetic Rotational Cipher 
 

Figure 4.3.1 below is the poly alphabetic rotation cipher, which can be found at 

http://www.a0087809m.com/polyalphacipher.jsp. 

  

 

 
(Figure 4.3.1, Poly Alphabetic Rotational Cipher Demonstration) 
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The web application consists of 2 input fields, simulated account ID number which 
has the type of integer only, and simulated password. The web application uses the 
self-invented algorithm in 3.3) Hashing of passwords to simulate the ciphering of the 
user’s password before being compared, or stored into the database. 
 
Example inputs: 
 
Simulated Account ID Number: 1345 
Simulated Password: aaaaaaaa 
Resultant cipher: ephmnl^n 

  
Simulated Account ID Number: 587437 
Simulated Password: Password1 
Resultant cipher: Soy~&ynpl  
 
Simulated Account ID Number: 13579 
Simulated Password: hellohello 
Resultant cipher: ksrw{raxJy  
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Password Authentication for 
Web Applications 

Guo-Wei Tan, Victor Soon, Zi-Shyun Yen 

Abstract. Password authentication is widely used on the World Wide Web 
even though it has many security pitfalls. In this paper, we will describe the 
various web authentication techniques, look at some cases where loopholes in 
security allowed for simple methods of password procurement, and explore 
some modern solutions for securing passwords. 

1 Introduction 

Authentication is the process of determining whether someone or something is, in 
fact, who or what they declare to be [1]. 

  
There are many ways like biometric devices, smart cards or passwords to 

authenticate a human user. Password authentication is the most popular technique to 
authenticate users trying to access confidential data because it is cheap and 
convenient [2]. However, password authentication is vulnerable to several forms of 
attacks. 

 
Password concerns reliability, memorability and disclosure. Users generally select 

short and easy-to-remember passwords that are often related to their family names, 
interests, date of birth, etc [2]. These passwords are susceptible to attacks if used in 
insecure communication channels. Long and complex passwords, on the other hand, 
make it more difficult to crack as there are more variations. However, at the same 
time, it can be a pain to remember such passwords, let alone entering the right 
password. Complex passwords can also get forgotten easily and might be easily stolen 
if users choose to write them down on a piece of paper. 

 
Despite all the vulnerabilities associated with passwords, it still remains popular 

and deeply engrained in existing security systems. And in order to make passwords 
more secure, various techniques have since been developed and these techniques will 
be the focus of this paper. 
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2 Web Authentication Types 

When we talk about web authentication, the first thing that usually pops up are the 
standard (i) HTTP Basic Authentication, (ii) HTTP Digest Authentication, (iii) Form 
Based Authentication, and (iv) HTTPS Client-Certificate Authentication [3].  

 
In a nutshell, Basic Authentication and Form Based Authentication are strikingly 

similar: they both use a plain-text password. If any malicious attacker were to listen in 
the traffic, the password could be easily stolen. Form authentications are currently the 
most popular way for an application to authenticate users. However, it is very 
susceptible prone to implementation oversights and this can result in severe security 
breaches. HTTP Digest Authentication is slightly better than the previous two, but it 
still crumples to dictionary-based off-line attacks. Client-Certificate Authentication is 
overall the strongest amongst the four. However, it has its own set of problems, for 
instance: expensive cost incurred, client-side key management and key distributions. 

 
In this section, we shall examine each of these techniques in greater detail. 

2.1 HTTP Basic 

HTTP Basic Authentication is a method to authenticate a user through the means 
of a user name and password when making a request to a server. The server will 
verify if the username and password are valid by comparing them against a database 
that stores the user’s details. Basic Authentication is the default when there is no other 
authentication mechanism specified [4]. 

 
Fig. 1. Interaction between Client and Server for HTTP Basic Authentication 

Interaction 

1. An authenticated user requests access to a protected resource. 
2. The server returns a dialog box that prompts the user for his username and 

password. 
3. The user enters his username and password and submits them. 
4. The server validates the user’s credentials and, if successful, returns the requested 

resource. 
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Strengths 
 
This is the easiest and simplest form of password authentication.  

 
Weaknesses 
 

Due to its simplicity, it is then not a surprise that Basic Authentication is also the 
most insecure method of password authentication. This is because passwords are 
transmitted over the network in clear text for every page accessed (unless SSL 
(Secure Sockets Layer) is adopted). This opens up the passage for malicious users to 
eavesdrop in and a disclosure of password since the password is in plaintext on the 
communication channel. 
 

The browser controls the use of Basic Authentication, and closing the browser is 
the only way to log out a user. This means that even when the user has moved on to a 
different site, the browser still has his login credentials cached. Therefore, if the user 
leaves the computer, another person will be able to access the protected resource 
without having to log in. This is obviously not an acceptable method [5]. 

2.2 HTTP Digest 

Similar to HTTP Basic Authentication, HTTP Digest Authentication authenticates 
a user based on his username and password. But the difference is that HTTP Digest 
Authentication does not send the user’s password over the network. Instead, it applies 
a hash function to the password before sending them through the network. As a result, 
the plaintext password is not sent directly [4]. 

 

Fig. 2. Interaction between Client and Server for HTTP Digest 

Strengths 
 
HTTP Digest Authentication is safer and more secure than Basic Authentication 

because it is based on challenge-response protocols. In addition, HTTP Digest 
Authentication can contain a nonce and such nonce helps to prevent replay attacks 
since it essentially works as a timestamp and will maintain a list of recently used or 
issued nonce to prevent replay attacks.  
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Weaknesses 
 
Surprisingly, there is one way in which HTTP Digest Authentication can be seen as 

less secure than HTTP Basic Authentication. On a password database with Basic 
Authentication, malicious attackers do not get anything particularly useful if they gain 
access. They do get the encrypted passwords but these are not useful because in order 
to get authenticated, they need the actual passwords, not the encrypted forms. This 
means that they have to decrypt the passwords before they can actually use them. 
However, on a password database with Digest Authentication, it stores MD5 
checksums of the concatenated username, password, and authentication realm name. 
Although it is still hard to retrieve the password from this, one does not actually need 
the password. A malicious attacker can use this value as the result of the first 
checksum and this is all they require to pass off as a user on a system. Therefore it is 
important to protect the password database under Digest Authentication. Note that 
this problem is easily solved if a nonce is used, which is not always the case if the 
challenge and response protocol is not implemented properly. 
 

HTTP Digest Authentication is also not flexible when it comes to the way 
passwords are stored. As mentioned in the previous paragraph, the server has to be 
able to generate the MD5 checksum, which means that either the server needs to have 
access to the clear text password or the checksum is already stored in the database. As 
a result, Digest Authentication cannot be performed in databases where the passwords 
are encrypted by any other one-way encryption function [5]. 
 

All in all, although HTTP Digest Authentication tries to fix the weaknesses 
apparent in HTTP Basic Authentication, it still falls short of being a well-secured 
protocol and is still vulnerable to attacks such as man-in-the-middle attacks. 

2.3 HTML Forms 

In Form based authentication, the web application verifies the credentials of a user 
using a login form. When an unauthenticated user tries to access the web application, 
the requests will be redirected to the login page. By doing so, this prevents a user 
from accessing the web application if the user does not have a valid username or 
password. 

 
If the set of username and password provided by a particular user is valid, then the 

key that can identify this user is stored in an authentication cookie. Now when this 
particular user sends another request to the web application, the authentication cookie 
is placed in the request message to indicate that the user is an authenticated user. The 
authentication cookies can be set to persist permanently or exist temporarily. If 
temporary, the cookies will be deleted when the browser running the web application 
is closed. If the cookies are set to be permanent, then they will only be deleted when 
the user chooses to do so [7]. 
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Fig. 3. Interaction between Client and Server for HTTP Forms 

Interaction 

1. An unauthenticated user requests access to a protected resource. 
2. The server redirects the client to a login page, which prompts the user for his 

username and password. 
3. The user submits the login form to the server. 
4. The server performs some verification and validation on the user-submitted data, 

and if successful, the server considers the user to be authenticated. 

Strengths 
 
Form-based authentication is easy to setup, and is also supported by most 

browsers. Unlike Basic Authentication, the browser does not control the session. 
Instead, the HTTP session controls the security token and if the session times out, the 
user is automatically logged out. Moreover, by invalidating the HTTP session, the 
application can also simply log the user out. 

Weaknesses 
 
Form-based authentication is very similar to Basic authentication, which means 

that the usernames and passwords of users are sent unencrypted. This exposes 
usernames and passwords, which can be easily decoded, unless the connections are 
established over SSL. 

2.4 HTTPS Client-Certificate Authentication 

In Client-Certificate Authentication, the server and the client authenticate each 
other through the use of public key certificates. A public key certificate is a digitally 
signed document that servers use to validate a username and authorization. It is issued 
by a certificate authority (CA) and provides identification for the bearer. HTTP over 
SSL (HTTPS) provides data encryption, server authentication, message integrity, and 
optional client authentication for a TCP/IP connection [7]. 
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Interaction 

1. The user requests access to a protected resource. 
2. The server then presents its certificate to the user. 
3. The user then verifies the certificate provided with a Certificate Authority. 
4. If authentic, the user then sends his certificate to the server. 
5. If validated to be real, the user is granted access. 

 
Fig. 4. Interaction between Client and Server for Client-Certificate Authentication 

Strengths 
 
Client-Certificate Authentication is a more secure form of authentication as it uses 

HTTP over SSL (HTTPS) as well as PKI [8]. 
 
There is no password involved. User certificates imply a storage system, and such 

systems are usually physical devices that the users carry around with them. Therefore, 
the security usually relies on how well the user takes care of that physical device. And 
often times, users do a great job in taking care of physical devices; at least much 
better than choosing a strong password. This thereby increases the level of security. 

 
Certificates are not susceptible to phishing attacks. Certificates use PKI and this 

asymmetric cryptography system separates those who define digital identity from 
those who authenticate users. And because of this asymmetry, the process never 
involves the disclosure of any sensitive data to the peer, so a malicious attacker 
impersonating the server is unable to uncover anything of value. 

Weakness 
 
Although certificates call for a separation of roles, which led to the advantages 

mentioned above, the deployment of certificates can be very complicated and 
expensive. 

2.5 Summary 

So far, we have covered the four techniques of web authentication: HTTP Basic 
Authentication, HTTP Digest Authentication, Form Based Authentication, and Client-
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Certificate Authentication. However, these techniques of authentication are both 
impractical and ineffective in today’s threat environment, where attacks such as cross-
site scripting as well as targeted phishing are the norm. 
 
Authentication Type Security Level Description 
Basic Base64 Encoded Weak. Uses SSL in conjunction 
Digest Encrypted Weak. Not used widely 
Form 
 
 

Plain Text 
 
 

Weak. Uses SSL in conjunction. 
Customizable login and error page. 
Most commonly used. 

Client-Certificate SSL and PKI Clients need to purchase 
certificates. Used in e-commerce 
and Business to Business scenario 

Table 1. Comparison between the various web authentication types. 

In the paper, <input type="password"> must die! [9], the writers have also shown 
how simple it was to give a working password to an incorrect website. It could the 
case of a user being attacked or simply a case of the user being uncertain which 
exactly is the right password for the website. 

 
Therefore there is a need for more advanced authentication methods, which will be 

discussed in Section 4. 

3 Case Studies 

Gmail is arguably one of the more secure free email services available today. We 
will take a look at some of its security features and analyze its design. There are also 
2 case studies presented here to show how easy it is to procure a user’s password 
without any sophisticated hacking methods or tools. 

3.1 Gmail (2-Factor Authentication) 

Gmail is a widely used email service, and as such, Google has taken many steps to 
ensure that it is as secure as possible. Besides the standard username and password 
security, Google has provided the option to turn on a 2-step verification system [10]. 
Here are some of the options. 

Trusted Computer  
These are computers and devices that Google does not require 2-step verification 

and they serve as a way to recover your Google account should you lose your 
password or devices. 
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Mobile Phone Number 
Google would be able to SMS a verification code to your phone should you require 

it for logging in from an untrusted device. 

Secondary Email/Phone Number 
These primarily function as password recovery options. For example, your 

password could be reset and sent to your secondary email or a family member’s 
phone (should you lose your phone). 

Google Authenticator 
This mobile phone app periodically generates a new verification code for logging 

in on untrusted devices. 

App-specific Password 
For 3rd party email clients and iOS version of the Google apps, the verification 

code cannot be generated and input properly, so app-specific passwords have to be 
used. Google provides a password generator that takes in a given word (provided by 
you) to generate a random password to be keyed in once. 

 
These measures help to mitigate potential hacking attempts by requiring multiple 

factors (or a trusted device) before any major damage could be done. 

Design successes: 

 Fail-safe defaults - Locking down your account to trusted devices severely 
prevents access while keeping a log of devices that access your account. 

 Open design - The design is fairly straight forward and open. 
 Separation of privilege - The app-specific password prevents a hacker from 

hacking into one app and gaining access to your whole account. 
 Least privilege - The app-specific password has the benefit of granting you access 

only to a specific app. For example, logging in to Gmail would not also give you 
access to the YouTube account although the accounts are linked to a single user 
profile. 

Design failures: 

 Economy of mechanism - The wealth of options would easily confuse most 
customers. 

 Complete mediation - A trusted device gains access to your account without having 
to login again every time you use it. 

 Least common mechanism - A necessary evil in a social-network-focused web. 
 Psychological acceptability - Despite the fact that this process only needs to be 

done once, the effort required to set it up properly for all your computers and 
devices deters many people from trying it out. 
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Mat Honan (Password Reset) 

When tech writer Mat Honan had his Amazon and Apple accounts hacked into, this 
led to a series of hacks that eventually took down almost his entire virtual existence. 
His emails, photos, phone data and a lot of other data in the cloud were all deleted. 
This stemmed from the problem with how password reset systems work. With the 
simple intention of taking over Mat’s twitter account, here is how the hackers did it 
[11]: 

 Found Mat’s personal website through his Twitter profile 
 Got his Gmail address on his personal website. Used Google’s password recovery 

to get his alternate email address which was m••••n@me.com which they guessed 
was mathonen@me.com. 

 To get Apple to reset the me.com email account, they needed his billing address 
and last 4 digits of his credit card. 

 They got his billing address by doing a whois search on his personal website. 
 For his credit card number, they went to Amazon. First, they called Amazon to add 

a new credit card. All they needed for that was his name, email address, and billing 
address (which they already have). Next, they called Amazon again to reset access 
to the account by providing the name, billing address, and the credit card number 
they just added. With access to the Amazon account, they could see the last 4 digits 
of all credit cards linked to that account. 

 With all the required information, the hackers gained full access to Mat’s Apple 
account and hence could also reset his Gmail password. 

 With access to his email account, they can then easily reset the password of any 
other accounts that were registered with them. 

At this point, the hackers had access to every Apple device and Google service 
linked to Mat and decided to change all his passwords and delete every piece of data 
and account that he might have used to regain access. Increasingly, the big internet 
companies are all trying to unify their services to a single account, making that single 
point of entry very enticing for hackers. All security is only as strong as the weakest 
link and this case it was the password reset system. 

 
On Google’s end, there should not be a need to display the alternative email 

address configured with that account. Moreover, this would not have happened if Mat 
had 2-factor authentication turned on. Perhaps it is time Google made this mandatory. 

 
On Amazon’s end, the loophole where you could reset access to your account by 

adding a new credit card should be stopped. Simply requiring someone to have access 
to the account first before they can add a new credit card would prevent this problem.  

 
Resetting your Amazon or Apple account should also require more than just a 

credit card number, because that kind of information could potentially be 
compromised with other online payment systems. It’s the whole reason why credit 
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cards have a 3 digit card security code and why most payment systems require a one-
time-password. 

 
Ultimately, password reset systems are in-place for a user’s convenience and built 

in such a way that it would reduce support costs per user. These systems have to strike 
a balance between ease of use and sturdiness, and not extend that convenience to 
hackers too. 

3.2 Hollywood Email Hacker Christopher Chaney (Security Questions) 

Christopher Chaney managed to get into the email accounts of over 50 Hollywood 
celebrities through very simple means [12]. His primary means of attack was the 
security question asked when trying to reset a password. Since his targets are 
celebrities, a lot of personal information was available on the internet already and so 
he could easily gain access to their account. 

 
It is hard to make an argument for security questions. While they might be a simple 

(and cheap) way to deal with password resets, they also open up more attack 
opportunities. The concept of a password is already weak and prone to social 
engineering attacks, since many people use personal identifying information to 
construct an easy to remember password. The possibility of cracking this is still tough 
because the format and type of information used is not known. On the other hand, the 
security question is essentially a hint system that only serves to help and not deter a 
hacker. 

 
What Google has done to try to combat this is to send your new password to an 

alternate email address for you to retrieve. While a smarter move than straight up 
granting access, this is just simply mitigating the problem and adding one more step 
for the hacker. It is advisable that all Gmail users activate 2-factor authentication. 

4 Other Solutions for Securing Passwords 

Here are some of the modern techniques used to secure passwords. 

4.1 Challenge-Response Protocols 

Challenge–Response Protocol is used to prevent eavesdropping attacks. To initiate 
a Challenge–Response Protocol, the user sends a message with his or her identity to 
the server. Then the server sends a random number to the user called a challenge. 
User uses the challenge and its password to perform some computation and send the 
result called a Response to the server. Server will use the stored password to perform 
the same computation and verify the response. Since the server always send a 
different challenge to the user, an adversary cannot simply eavesdrop to get the 
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password or a response that would work in all circumstances. This prevents replay 
attacks [13]. 

4.2 Preventing Dictionary Attacks 

Challenger-Response Protocol is vulnerable to password-guessing attacks. Assume 
that an adversary has built a list of possible passwords, called a dictionary. The 
adversary eavesdrops on the channel to learn about the random challenge and 
response. The adversary choses a password from the list and tries to generate a 
response that match the response eavesdropped. If there is a match, the adversary 
successfully guesses the password of the user. If the attempt fails, the adversary can 
pick another password and repeat the process with the next challenge. This is known 
as an offline dictionary attack. In this entire process, the attacker is just snooping and 
does not interact with the system before he gets the right password [13]. 

 
Another type of dictionary attack is the online dictionary attack. An attacker tries 

to find the ID of a user by using a password from the list in an attempt to log in to the 
system. If the login fails, the adversary simply picks another password from the list 
and repeats the process.  

Preventing Offline Dictionary Attacks 
 
Secure Remote Password solves the problem of authenticating the clients with the 

servers. [13] 
 
The algorithm of the Secure Remote Password protocol is described as below.  

1. User sends username to the server. 
2. Server will look up user’s verifier v and salt s and send the salt to the user. 
3. User computes its private key and generates an ephemeral public key to send to the 

server.  
4. Server computes its ephemeral public key and sends to the user with a random 

number. 
5. User will compute using the server’s public key and server will compute using the 

user’s public key. The value will match if the password entered by user matches 
the one used to calculate the verifier in server. 

6. If the computations match, both server and user use a strong hash function to 
compute a session key. 

7. User compute evidence A that it has the session key and the evidence A is used as 
a challenge.  

8. Server verifies the evidence A and computes evidence B and sends it to user. 
9. User verifies the evidence B. Accept if the verification passes else it will abort. 

Secure remote password (SRP) protocol makes sure that both the user and the 
server do not have the same password or hash of the password. Thus, SRP protocol 

197



eliminates plaintext equivalence. SRP used the swap secret approach to develop a 
verifier based and zero knowledge protocol that resists offline dictionary attacks. 

Preventing Online Dictionary Attacks 
 
Online dictionary attacks are when an attacker tries to impersonate a user by 

repeatedly trying different passwords from a list of passwords. Some of the 
techniques to prevent online dictionary attacks are: 
 
Delayed Response  

The username and password will send to server after the user logins with his or her 
username and password. The server will then respond with a slight delay. This 
prevents an attacker from the database of passwords to check for a particular ID in a 
shorter time. However, some servers allow users to login in parallel. An attacker can 
attempt several logins in parallel with different passwords. 

Account locking 
 
To stop an adversary from attempting many passwords for a particular ID, the 

server can lock down an account after a number of unsuccessful login attempts. This 
could pose other problems like denial of service as an adversary can easily try a few 
attempts and if it fails the account will get locked and this will create inconvenience 
to the correct user. To make it worse, some sites might require users to call up to their 
customer service to reset a password and wait for the new password to be sent which 
could be a major issue for a user who needs to access the server urgently.  

Performing extra computation 
 
This technique requires the user to perform some computation and send proof of it 

to log in. If the user does this computation once, the overhead is negligible. However, 
it is a heavy burden for an adversary as he has to repeat a large number of login 
attempts which means that the computation also have to be performed repeatedly for 
every trial login. However, for a well-equipped hacker, this performance overhead 
would not slow him down a lot if he uses several processors or computers to do it. 

Reverse Turing Tests (RTT) or Completely Automated Public Turing Tests to Tell 
Computer and Human Apart (CAPTCHA) 

 
Automated programs cannot attempt to login with if Reverse Turing Tests are 

used. RTT must make sure that there is a very low chance of making a correct random 
guess. For instance, a test asking the user to identify the image is a male or female is 
not a good RTT as it has a 50% chance to guess the correct answer. 
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The drawback of RTT is vulnerability to RTT relay. For instance, an adversary 
wants to perform an online dictionary attack at a particular site and the particular site 
requires correct response to the RTTs. The adversary will install attack software at a 
high web traffic volume website which a user has to solve a RTT first before going to 
their intended website. Thus, the user solves the RTT for the adversary and the 
answer will relay to that particular website.  

 
Since only humans can solve the RTT, some spammers pay about $0.80 to $1.20 

for each 1000 solved RTTs to companies employing human to solve the RTTs in 
Bangladesh, China, India and many other developing countries [15]. 

 
Fig. 5. Gimpy. [16] There are 10 words overlaid in pairs and some are repeated. Human beings 

can easily list 3 of the words presented unlike a computer programs. 

 
Fig. 6. Ez Gimpy[16] Distorted image of a single word. 

4.3 Multi-factor Authentication / Secret Sharing 

In general, passwords alone are seen as insecure. One way to keep the password 
system but still improve account security is to implement multi-factor authentication. 
This usually, but not always, involves a physical security token of some sort, whether 
it is a verification code generator, smart card, or biometric data. 

 
In high security situations where access should not be granted to a single person 

alone, secret sharing techniques across multiple people are used as a form of multi-
factor authentication. Since the idea of multi-factor authentication stems from sharing 
secrets that, combined, would grant you access, we will look at some ways in which 
this can be achieved. 

Simple Splitting of a Secret Key 
 
A secret key is simply split into multiple parts. For example, the key (8 bytes) to an 

account could be the password (4 bytes) and a value from a smart card (4 bytes). One 
possible attack to this would be to somehow steal one factor and guess the other. To 
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improve on this, one method is to have both factors be the full 8 bytes and then XOR 
them or do a modulus addition to get the actual 8 byte key. This ensures that the 
possible keyspace is still 8 bytes even when one of the authentication factors is 
compromised. 

Threshold Secret Sharing Scheme 
 
This method is convenient and practical to use as with, for example, with 4 secret 

holders, we only need any 3 of them in order to gain access. This can be used in high 
security areas where there is a need for multiple people to be involved but not 
necessarily the same whole group of people every time. One such implementation of 
such a threshold secret sharing scheme is the Shamir Threshold Scheme. 

4.4 Site Key 

In SiteKey authentication, mutual authentication between users and the server is 
driven by a three step login process that is composed of three elements: an image, an 
image title and three challenge questions that serve as secrets between the server and 
the users. SiteKey is one of the first mutual authentication schemes and was famously 
deployed by various large financial institutions, most notably Bank of America [17]. 

 
Any fraudulent site trying to impersonate the actual site would have to know the 

exact image and accompanying image title that the user has configured. If the 
fraudulent site fails to do so, then the user is expected to be able to realize that he may 
have been directed to a fraudulent site and is expected to take the necessary actions. 

Interaction 
 
If the user is not logging in from a computer that he usually does with, he may be 

asked one of the security questions in order to confirm his identity. 

1. The user requests access to a protected resource. 
2. The user identifies himself by inputting his username and, if valid, the site 

proceeds. 
3. The server then authenticates itself by showing the user an image as well as an 

accompanying image title that the user has configured during the setup of his 
account. 

a. If the user does not recognize the image or the image title, he is 
expected to assume that the site may be a fraudulent site and 
immediately leave the page. 

b. If the user does recognize the image and the image title, he may 
assume that the site is authentic and carry on. 

4. The user now authenticates himself to the server by sending in his password. If the 
password is validated to be true, then the user is considered authentic and is logged 
in. Otherwise, the whole process begins again. 
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5 Conclusion 

The password is here to stay. It is too deeply entrenched in current security systems 
to be replaced easily. Having something intangible secure our digital lives is both a 
boon and a bane. On one hand, it cannot be “misplaced” or “lost”. On the other hand, 
it can be forgotten, and usually making it less forgettable also means making it easier 
to guess or more prone to social engineering. But as we have explored in this paper, 
there are several ways to secure your password on the server end and through the 
connection to the server. However, the techniques we have covered in this paper are 
not exhaustive and there are actually several others such as One-time Passwords, 
Single-site Browsers, PwdHash, OpenID, etc. 

 
As we have seen in this paper, poor implementation of certain techniques such as 

the strength of a user’s password, or even the loss of a security token, could all lead to 
a potential attack. As with all security systems, it is only as strong as its weakest link. 
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Abstract.  With the increasing usage of NFC cards for contactless mobile 

payment transactions, there is the need to ensure that these transactions are safe 

and secure to protect the users. This paper explores the security techniques and 

technology used in modern NFC cards. The definition of NFC and its modern 

applications is explained. For each security techniques used in NFC cards, an 

evaluation is done to identify key strengths and weaknesses. We then discuss 

the concept of emulating virtual smart cards on NFC smart phone for mobile 

payments. The work is concluded with a review of the NFC card security 

landscape and several key issues are highlighted. 
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1   Introduction 

Contactless smart cards or otherwise known as 'NFC cards', surfaced with  

increasing usage in the market over the recent years. NFC cards have been used 

generally in various fields, but for less critical systems such as transport, access 

control and ticketing [1]. The adaptation of contactless smart cards for electronic 

payment transactions increases at a quickening pace after various security and 

interoperability issues are addressed by EMV specifications.  

 

The key difference between contact and contactless cards is that users are not 

required to slot the cards into a card reader. The communication takes place via a 

radio frequency link, rather than through electrical contacts located on the smart card 

module. The channel of over-the-air communication can be targeted by malicious 

attackers. Users and issuers should take note of the key security concerns when 

integrating contactless technology in smart card usage. This is on top of the security 

provided inherently by EMV specifications. 
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1.1 Project Objective and Outline 

 

The goal of this paper is to survey the security landscape of the NFC cards and 

present a holistic view of the strengths and weaknesses of the key technologies used. 

First, the background research on the types and working model of NFC cards is 

introduced. Followed by the techniques and technologies to secure NFC cards usage 

with evaluation and analysis. Next, related works are discussed. It will be on the 

concept of replacing cards with phones by integrating NFC with EMV. Lastly, The 

project is concluded with some key points on NFC card security.  

2   Background of NFC Cards 

2.1 NFC Technology: What is it? 

 

NFC is a type of radio communication standard, much like Bluetooth and Wi-Fi. It 

operates at very slow speeds and only at a short range of just a few centimetres. The 

cards do not have any internal power source and uses an inductor that captures some 

of the radio frequency signal, rectify the signal and convert it into electricity to power 

the card. 

  

NFC operates at 13.56 MHz and transfers data at up to 424 Kbits/second. NFC 

payment transactions between a mobile device and a point of sale (POS) terminal use 

the standard ISO/IEC 14443 communication protocol which is also currently used by 

EMV and U.S. contactless credit and debit cards [2].  

 

2.1.1 Contactless Technologies 

 

There are three primary contactless technologies for the physical access control 

applications namely the ISO/IEC 14443, ISO/IEC 15693 and 125 kHz read-only 

technologies. Smart cards running at 13.56 MHz use these two standards. For more 

details on the contactless interface standards, refer to the Appendix. 
 

 

2.1.2 Europay, Mastercard & Visa (EMV) 
 

Three international payment brands namely Europay, Mastercard & Visa 

collaborated in 1993 to developed global specifications for debit and credit cards. The 

latest specification consists of 4 books excluding the Common Payment Application 

Specification and the EMV Card Personalization Specification. The first standard was 

produced in 1995 as version 2.0. The latest standard is currently version 4.3 released 

in Nov 2011 [3]. This standard provides interoperability across the different bank 

cards, POS, ATMs that are based on smart card technology (chip-based). 

 

EMVCo is an organization owned by American Express, Mastercard, Visa, and 

JCB. It manages, maintains and further develop the following specifications to 

support contactless payments by working in tandem with NFC specifications [4].  
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• Application level data functionality  

• Physical security of the devices in which EMV payment applications reside  

• The EMV contactless interface ( ISO/IEC 14443) 

 

 

 

2.2 How does NFC Cards Work? 

 

2.2.1 Interaction between the card and the reader 

 

The interaction between the card and the reader can be either contact or 

contactless. Regardless of the methods used, the underlying principle is that the reader 

will supply electrical power to the Integrated Circuit Card (ICC) which will enable it 

to transfer data to the reader. The contact method requires the ICC to be inserted into 

the reader while the contactless method requires the ICC to be in near proximity 

(within 10cm) to the reader so that electrical power can be transferred by inducing 

current through the antenna. The contactless method uses radio frequency (RF) 

waves.  

 

The reader - the read/write device is essentially the device that communicates with 

the card and the host system. As mentioned, the reader provides electrical power to 

the ICC to enable the card to send its data. A reader can be standalone (no host system 

required) or transparent (host system required). An example of a standalone reader is 

a physical door access reader. 

 

 

 2.2.2 Smartcard Lifecycle 

 

The smartcards that companies use typically goes through a lifecycle as shown 

below. 

 

 
 
Fig. 1 Overview of Smart Card Lifecycle 

 

Procurement is the process where the company procures a large number of cards 

from the card manufacturer. Initialisation is the programming of the card’s 

microprocessor for batch of cards. It may also include printing the company logo on 

the cards. The programming usually involves loading the operation system (OS) to the 

ROM, memory allocation, loading serial number to the ROM and generating any 

security keys. Card personalisation occurs when the card is ready to be handed over to 

the cardholder thus personal information will be loaded into the card in this process. 

Card personalization usually involves encoding the magnetic stripe or barcode, 

loading basic demographic information or keys on the chip, printing card graphics and 

many more. It may also involve capturing the cardholder’s biometric information, 

Procurement Initialization Personalization Issuance    
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signature or their photo. Issuance is the process of distributing the card to the 

cardholders. 

 

 

 

2.3 Example Applications of NFC Cards 
 

The payment brands define the mobile contactless payment application 
functionality offered by their own contactless scheme. EMVCo has defined a 
contactless payment kernel that brands can base their implementations on [4]. The 
implementations can be extended for brand-configurable options. The different 
schemes are listed in Table 1. 

 
American Express, MasterCard, and Visa each have two contactless payment 

application implementations. One implementation defines contactless authorization 
data carried by a magnetic stripe-like online authorization message. The other 
contactless implementation uses extended EMV-based authorization and 
authentication data elements. 

 
Table 1. Payment Brand Contactless Brand Name and Authorization Technology 
 
Payment Brand  Contactless Brand Magnetic Strip 

Authorization 

EMV 

Authorization 

American Express  ExpressPay ExpressPay 1 ExpressPay 2 

Discover Zip Zip TBA 

MasterCard  PayPass MagStripe M/Chip 

Visa payWave MSD qVSDC 

 
 

payWave - Visa is a contactless payment feature introduced in September 2007 that 
allows for fast purchase. A simple wave of the Visa card within 4cm of the secure 
reader at the sales counter is all that required. The card has an embedded chip which 
contains a tiny antenna that securely transmits payment instructions to and from a 
secure reader. Payment cards enabled with this contactless payment technology 
feature a distinctive contactless mark    on the card face.  

 
In Singapore, you can use your Visa payWave-enabled card for purchased of up to 
SGD$100 per transaction. No signature or PIN is required. For purchases exceeding 
$100, the transaction has to be processed the usual way by dipping the card into an 
EMV-chip card payment terminal where a signature or PIN is required [5].  

 
In Australia, the major banks, such as the National Australia Bank (NAB), do not 

allow their customers to opt out of having payWave-enabled Visa cards. The same 
can be said for MasterCard's contact-less payment systems. Customers who are 
unhappy with the way payWave permits transactions without the requirement for 
either PIN or signature have been advised to refrain from having a Visa card attached 
to their account. 
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2.4 Types of Chip Cards 

 
Regardless of branding or interaction behaviour, smart cards are chip-based. There 

are three different types of circuit chip cards that can be used in a smart card namely 

Memory-Only, Wired Logic and Secure Microcontroller Logic. Memory-only cards 

have electronic magnetic stripes on them which store data. Authentications are built 

into the chip and it is protected by the user’s PIN and counters, which are essentially 

binary counting scheme to limit the number of reload on the chip. Memory-only cards 

have limited memory and have the lowest level of security. Wired Logic uses a state 

machine that provides encryption and authentication. The file system and command 

set can be customised through designing the Integrated-Circuit (IC). There are several 

contactless variations such as I-Class and MIFARE. Secure Microcontroller logic uses 

a microcontroller, memory and an operating system and is commonly referred to as a 

smart card because of the advanced logic it can be built into the system. 

 

Most of the cards used today are built with the Secure Microcontroller logic. It 

consist of a 8-bit to 32-bit CPU, a ROM, a RAM, an optional EEPROM or other non-

volatile memory, a random number generator and a cryptography engine providing 

support for AES/3DES or other cryptographic algorithms. 

 

3 Techniques and Technology Used in NFC Cards 

3.1 Static Data Authentication (SDA)  

 

Static data authentication (SDA) ensures that the data read from the card has been 

signed by the card issuer. With the signature, this helps prevent the modification of 

data [6] .The outline of the process can be seen below. 

 

 
 

Fig. 2 SDA Authentication Process Outline  

Source: http://www.openscdp.org/scripts/tutorial/emv/SDA.html 
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One of the strengths of SDA is that the reader is able to perform an offline static 

data authentication using the public key cryptography with a certification authority 

(CA). This will detect any unauthorized alteration of data after the personalization 

phase. With SDA, terminals are able to detect any alternation of the cards thus giving 

protection to it. 

 

Both the operations of producing the SSAD and the Issuer PK Certificate use two 

algorithms namely Signature Generation and Signature Verification. The two 

algorithms are reversible and asymmetrical. It make use of two functions namely a 

signing function Sign(SK)[message] where SK is the private key and the recovery 

function Recover(PK)[message] where PK is the public key. Both functions will take 

an N-byte input and produce an N-byte output. They are also asymmetrical and have a 

property such that: 

Recover(PK)[Sign(SK)[Message]] = Message 

 

It also uses a hash function Hash[ ] that maps a message of any length into a 

unique 20-byte hash code.  

 

3.1.1 Signature Generation Algorithm 

 

    Assume it wants to generate a signature on the message Msg with length L.N is 

the number of bytes of X. 

 

1. Compute the hash value using Hash[Msg] 

2. Split Msg into two parts namely Msg1 and Msg2 where Msg1 is the N-22 

leftmost bytes (most significant bytes) of Msg. Msg2 is the remaining L-

N+22 bytes of Msg (least significant bytes). 

3. Define byte B to be ‘6A’ and byte E to be ‘BC’. 

4. Define X to be the concatenation of B, Msg1, Hash[Msg] and E.  (X is N-

bytes long)  

5. Use the Sign(SK) function to sign X which is also N-bytes long. 

Sig= Sign(SK)[X] 

 

3.1.2 Signature Verification Algorithm 

 

Assume it wants to check if the message signature generated previously is valid. 

 

1. Check if the signature is N-bytes long. 

2. Retrieve X from the signature using the recovery function. 

X=Recover(PK)[Sig] 

3. Since X is originally made by of a concatenation of B, Msg1, Hash[Msg] and 

E, it will de-concatenate it to extract the individually components. 

4. It will check if B is equal to ‘6A’ and if E is equal to ‘BC’. 

5. It will compute Msg by adding Msg1 with Msg2 and also compute the hash 

of Msg using Hash[Msg] to verify the component H extracted in step 3. 

6.  If each of these checks is correct, then the message is verified and accepted. 
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3.1.3 Weaknesses of SDA 

 

There is a Man-in-the-Middle (MitM) attack called Replay[7] attack based on 

magnetic strip which exposes the flaws of offline transactions made with SDA 

protocol. An attacker that has a cloned card can recode the card such that code 

verification is been suppressed and the card always ‘replays’ a “Pin is correct” no 

matter the input.  

 

 
Fig. 3 Overview of MitM Card 

 

 

Replay attacks are one of the most common forms of attacks as most cards uses 

SDA as compared to DDA and CDA. This is because cards using SDA are cheap for 

mass produced use. From an attacker point of view, cloning such a card is also cost 

effective [8]. However, this attack can be prevented if merchants opt for the more 

advanced DDA and CDA methods.   

  

3.2 Dynamic Data Authentication (DDA) 

 

To protect against card cloning and at the same time have protection against data 

modification like the SDA, DDA was introduced. DDA is performed at the terminal 

using the public key cryptography and also digital signatures. It aims to authenticate 

the smartcard and to confirm the integrity of the smartcard data that was received by 

the terminal[9]. This prevents any counterfeit of data.  

 

To perform DDA, the terminal will use the Public Key of the CA to verify if the 

Issuer PK Certificate is valid. Once proven valid, it will extract the Public Key of the 

issuer to verify the ICC PK Certificate. Once proven valid, it will then use the Public 

Key of the ICC to verify the digital signature on the data and all subsequent messages 

that is sent to the terminal.  

 

The retrieval of the public keys follows the same signing and recovery functions as 

described in the Static Data Authentication section. 
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Fig. 4 DDA Authentication Process Outline 

 

 

3.2.1 Dynamic Signature Generation Algorithm 

 

    The digital signature can be generated as seen below. 

 

1. The terminal issues an INTERNAL AUTHENTICATE command which will 

find the Dynamic Data Authentication Data Object List (DDOL) either in the 

smart card or the terminal. If it doesn’t exist, the test will fail. 

2. If DDOL is present, it will check if it contains the unpredictable number (it 

has the tag ‘9F37’ along with 4 bytes binary) generated by the terminal. 

3. The smart card will generate the signature using the same signing function in 

SDA using the private key of the ICC.  

 

3.2.2 Dynamic Signature Verification Algorithm 

 

    Assuming the public key of the ICC was successfully retrieved, the signature can 

be verified by the following steps: 

 

1. Terminal will check if the length of the signature generated is different from 

the length of the modulus of the public key of the ICC. 

2. Use the recovery function as mentioned earlier with the public key of the 

ICC to recover the data. The data must have a data trailer equal to ‘BC’. If it 

does not, then the test fails.  

3. Terminal will check if the recovered data header is equal to ‘6A’ and if the 

recovered signed data format is equal to ‘05’. If any of these are different, 

the test fails. 

4. It will extract and concatenate the 2
nd

 to 6
th
 element followed by the DDOL 

and apply the hash algorithm.  

5. It will compare the two hashes and see if they are equal. 
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3.2.3 Weaknesses of DDA 

 

Research has shown that the nonce generated in DDA protocol might be 

compromised[10]. This is due to the pseudo random nature of the random number 

generator (RNG) used. Furthermore, it has been uncovered that some POS terminals 

did not employ a RNG at all, and instead, opting for a counter which simply 

increments itself for transactions.   

 

By just using a counter, an attacker can predict future transaction numbers used 

and impersonate the card for future transactions. However, even when a RNG is used, 

with sufficient data, an attacker might be able to predict patterns in the nonce 

generated. An example would be a POS terminal that resets its seed value at the start 

of the day. This in turn would lead to predictable numbers that an attacker can use to 

manipulate and make future transactions that make the victim liable. A dedicated 

attacker can also perform reverse engineering on a POS terminal to gain access to the 

RNG algorithm. This form of attack is known as pre-play attack. 

 

Although pre-play attacks are resource intensive, technological advances have 

opened up more ways for attackers to gain access to the guarded RNG algorithm. 

Although there are no known cases that feature pre-play attacks, some experts suspect 

phantom withdrawals that have occurred might be related to pre-play attacks done by 

an organized crime group.  

 

3.3 Combined DDA/Application Cryptogram Generation (CDA) 

 

CDA uses the same mechanism as DDA except that during signature generation, 

the smart card uses an additional Application Cryptogram (AC) generation in its 

microprocessor chip to generate the signature [11]. To use CDA, it must be supported 

in both the smart card and the terminal. 

 

CDA also performs an additional authentication during the transaction phase thus 

pre-play attacks on the DDA are eliminated.  

 

3.3.1 Dynamic Signature Generation Algorithm 

 

The dynamic signature can be generated as shown below. 

1. The terminal issues the first or second GENERATE AC command. 

2. If the ICC card is needed to respond by giving the TC or ARQC, it will 

generate the TC or ARQC and apply the hash into a 20-byte data called 

Transaction Data Hash Code according to the following cases. 

a. Case 1: First GENERATE AC command, the order will be those 

that appear in PDOL and only sent when the terminal send a GET 

PROCESSING OPTIONS command. Then send the data elements 

in the order of CDOL1 through the first GENERATE AC 

command. 

b. Case 2: Second GENERATE AC command, the order will be those 

that appear in PDOL and only sent when the terminal send a GET 
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PROCESSING OPTIONS command. Then send the data elements 

in the order of CDOL1 through the first GENERATE AC 

command. Then, send the data elements in the order of CDOL2 

through the second GENERATE AC command.  

3. Using the Signature Generation Algorithm explained earlier, it will use this 

hash along with the ICC card private key to encrypt the data. 

 

3.3.2 Dynamic Signature Verification Algorithm 

 

Assuming that the terminal has successfully retrieved the ICC Public Key via the 

two steps process, it will verify the signature from the ICC card. 

 

1. On receiving the GENERATE AC response, the terminal needs to identify 

the type of CAD used by looking at the cleartext CID. 

2. If the ICC card responded with a TC or ARQC, the terminal will check if the 

length of the signature generated is different from the length of the modulus 

of the public key of the ICC. 

3. Use the recovery function as mentioned earlier with the public key of the 

ICC to recover the ICC Dynamic Data. The data must have a data trailer 

equal to ‘BC’. If it does not, then the test fails.  

4. Terminal will check if the recovered data header is equal to ‘6A’ and if the 

recovered signed data format is equal to ‘05’. If any of these are different, 

the test fails. 

5. Once the bits check are done, it will check if the Cryptogram Information 

Data retrieved from the ICC Dynamic Data is equal to the Cryptogram 

Information Data obtained from the response to the GENERATE AC 

command.  

6. It will extract and concatenate the 2
nd

 to 6
th

 element followed by the 

unpredictable number generated during the signature generation and apply 

the hash algorithm.  

7. It will compare the two hashes and see if they are equal. 

8. It will then apply the hash into a 20-byte data called Transaction Data Hash 

Code according to the following cases. 

a. Case 1: First GENERATE AC command, the order will be those 

that appear in PDOL and only sent when the terminal send a GET 

PROCESSING OPTIONS command. Then send the data elements 

in the order of CDOL1 through the first GENERATE AC 

command. 

b. Case 2:  Second GENERATE AC command, the order will be 

those that appear in PDOL and only sent when the terminal send a 

GET PROCESSING OPTIONS command. Then send the data 

elements in the order of CDOL1 through the first GENERATE AC 

command. Then, send the data elements in the order of CDOL2 

through the second GENERATE AC command.  

9. It will then compare the Transaction Data Hash Code with the Transaction 

Data Hash Code retrieved in step 6. 
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10. If there are no failures in any of the steps above, then the signature has been 

successfully verified. 

 

3.4 Overview 

 

We look at loopholes existing in cardholder authentication and verification methods 

which results in these attacks. These flaws within the protocol can be further 

improved and work upon to bring about a more secured environment for both card 

users and merchants. Our analysis did not cover physical attacks such as card relay 

attacks [12] or directly manipulating the action codes[13] in the card which could 

affect the three methods we described above. 

 

 

4   Related Work  

4.1 Contactless Payment with NFC-enabled phones 

 

In our study, we had looked at NFC smart cards. However, the application of NFC 
technology for electronic transactions is not limited to cards. In fact, there are other 
mobile devices that can provide the same functionalities and features; where the most 
popular device being smart phones. According to Garner, smart phones will constitute 
over  90% of the overall installed handset base by 2014 [14]. This leads us to look at 
the fast-growing concept and application of smart phones in replacing smart cards for 
secure transactions.    

 
4.1.1 How NFC smart phones work? 
 

EMV specifications can be implemented within smart phones. These NFC-enabled 
mobile devices can work in contactless card emulation mode, emulating a virtual 
smart card. This allows the smart phones to present EMV data over the specified 
contactless interface from an EMV-compliant payment application that is stored in the 
mobile device. 

 
Regardless of the NFC mobile devices, be it cards or phones, both need a very 

secure environment in which to store data and perform contactless transactions. The 
secure element (SE) within the devices provides a tamper-proof environment for 
storing data, performing cryptographic functions, and ensuring transaction security.  

 
Similarly important is the EMV-compliant payment application residing in the 

mobile devices. EMVCo has published a number of documents to define how an 
NFC-enabled mobile device should implement these applications. These documents 
reference GlobalPlatform standards that define the platform for the SE and the 
management of applications within the SE [15]. 
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4.1.2 Security of NFC-enabled phones 

 
Functionality built into mobile phones can support additional mechanisms to 

secure the transaction. More user interactions can be incorporated with a smart phone 
to ensure identification of the user. A well-implemented contactless payment 
application will also help to improve the level of security. 

 
However, staff at the POS terminals may face difficulty in distinguishingly an 

NFC phone where the genuine virtual card is stored and the attacking proxy device. 
The attacker can directly present his/her attacking device to the readers. The fact that 
smart phones have far greater processing capabilities than smart cards opens up new 
possibilities of  attacks oriented on tampering the readers. 

 
5   Conclusion 

Despite promises of secure transactions, NFC cards are no less vulnerable to 

attacks done on contact cards. Contactless communication does not make it any more 

secure than contact-based smart cards. In fact, it provides additional avenue for 

attackers to work with. Security features of NFC cards are leveraging on existing 

security techniques for contact cards. This is insufficient. Additional security 

measures are needed to address the properties of NFC cards.  

 

While most security concerns can be taken care of by the developers, providers 

and issuers, users themselves are responsible for the ownership of PINs and mobile 

NFC devices. All various stakeholders need to make a concerted effort to ensure that 

there are no security loopholes that can be exploited by people with malicious intents.  

 

 The following summarizes some key issues that are determined to be important 

in  ensuring the security of NFC cards: 

 

 Authentication for contactless accesses to avoid malicious readers 

 Encryption on the contactless protocol to avoid eavesdropping 

 Ensuring session integrity to avoid injection  

 Users responsibility in safeguarding the PINs and the cards  

 

 

The above security measures must be appropriately implemented and adjusted to 

the level of the risk without deterring proper use. Ultimately, the goal of contactless 

NFC smart cards is to achieve faster, simpler and easier payments. The convenience 

factor is still a must, yet security is always a trade-off. Finally, it should be noted that 

NFC cards security is only as secure as its weakest link. 
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Appendix: Key Contactless Interface Standards 
 

ISO/IEC 14443  

 

The ISO/IEC14443 was developed to be compatible with ISO/IEC 7816 which is 

the standard for contact smart card. It cannot function properly beyond the 10cm 

range.   

 

ISO/IEC 15693  

 

The ISO/IEC 15693 is not compatible with the ISO/IEC7816. However, it can 

function beyond the range of 10cm and up to 1 meter thus making its use in logistic, 

labelling or agricultural applications which requires small amount of data to be 

transferred at greater distances. 

 

125 kHz read-only 

 

The 125 kHz read-only technologies are most commonly found in today’s 

smartcard as it is based on the de factor industry standard rather than international 

standards such as the ISO/IEC 7816. It also allows for a uniquely coded number to be 

transmitted and processed by a back-end system which subsequently determines the 

rights and privileges associated with that card. 

 

The table is taken from the Smart Card Handbook which shows the distinction 

between the three technologies. 

 

Features  14443  15693  125 kHz  

Standards  ISO/IEC 14443  
ISO/IEC 7810  

ISO/IEC 15693  
ISO/IEC 7810  

None
9 

 
(de facto)  

Frequency  13.56 MHz  13.56 MHz  125 kHz  

Read range  Up to10 centimetres  
(~3-4 inches)  

Up to 1 meter  
(~3.3 feet)  

Up to1 meter  
(~3.3 feet)  

Chip types supported  
Memory  
Wired logic  
Secure microcontroller 

Memory  
Wired logic  

Memory  
Wired logic  

Encryption and 
authentication 

functions
10 

 

MIFARE encryption, 
DES/3DES, AES, 

RSA
11

, ECC  

Supplier-specific,  
DES/3DES  

Supplier-
specific  

Storage capacity range  64 to 72K bytes  256 and 2K bytes  8 to 256 bytes  

Read/write ability  Read/write  Read/write  Read only
12 

 
Data transfer rate 
(Kbytes/second)  

Up to 106 (ISO)  
Up to 848 (available) Up to 26.6  Up to 4  

Anti-collision  Yes  Yes  Optional  
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Card-to-reader 
authentication  Challenge/Response Challenge/Response Password  

Hybrid card capability  Yes  Yes  Yes  

Contact interface support  Yes  No  No  

GSC-IS compliant  Yes  No  No  
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An Analysis of Single Sign-On 
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Abstract. Living in Information Age, people use computer systems to work 
frequently at present. To make the use of computer systems more efficient, 
single sign-on (SSO) has been widely applied. This paper will focus on the 
techniques and common configurations implementing SSO. For each technique, 
its architecture, strengths, weaknesses and related applications will be analysed. 
The paper will also explore a specific application of SSO by Facebook to have a 
better understanding of SSO. 

Keywords: single sign-on (SSO), authentication, application, security 

1 Introduction 

Single sign-on (SSO) is an authentication process of accessing to multiple related 
software systems. It means users need only one password and once log in, then they 
can access to all necessary password-protected applications and systems instead of 
being prompted to log in again.  

SSO has been used since the 1990's. Microsoft launched it, and widely used SSO 
service in 1999 [1]. Now SSO is one of the most popular solutions in integration 
enterprise business management. SSO is also used in e-commerce and for many 
governmental website [1].  

SSO has five common configurations, namely broker-based SSO, agent-based 
SSO, web-based SSO, smart card-based SSO and token-based SSO. Broker-based 
SSO is a kind of SSO implementation obtaining credentials to access multiple 
applications. Agent-based SSO is a kind of SSO implementation which identifies 
users for different systems or applications in agent programs. Web-based SSO allows 
a single username and password to be used for different web applications. Smart card-
based SSO is a kind of SSO implementation where users present their smart card and 
type the PIN once instead of usernames and passwords. Token-based SSO is a kind of 
SSO implementation which otherwise uses a connected or disconnected token. 

219



2 Techniques 

2.1 Broker-Based SSO 

Broker-based SSO, also often referred to Kerberos SSO, allows a single username 
and password to be used for mixed network environments. Kerberos was named after 
Cerberus, the three-headed dog of Greek mythology, because of its three components: 
A Key Distribution Center (KDC), which is a server that has two components: an 
Authentication Server and a Ticket Granting Service, the client (user), and the server 
that the client wants to access [2]. 

Architecture 

 
Fig. 1. Broker-based SSO architecture 

1. The user provides a username and password to log on to the network. 
2. The Authentication Server (AS) of the KDC checks the user’s information to verify 

the credentials with Active Directory. 
3. The user gets session tickets to access servers in the domain by Ticket Getting 

Service (TGS) in KDC, without having to enter the credentials again. 
4. TGS authenticates the TGT and then grants a service ticket, which consists of a 

ticket and a session key. 
5. The user presents the service ticket to create a session with the service on the 

server. The server uses its key to decrypt the information from the TGS, and the 
client is authenticated to the server [2]. 

6. If mutual authentication is enabled, the server also authenticates to the client [2]. 
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Strengths 

 User's passwords are never sent across the network in plain text. Secret keys are 
only passed across the network in encrypted form [3]. 

 Kerberos authentication has both timestamp and lifetime information. This limits 
the duration of their users' authentication. 

 Kerberos authentications are reusable. 
 Kerberos is entirely based on open Internet standards and also has commercial 

implementations based on accepted standards [3]. 

Weaknesses 

 In Kerberos IV (the version of Kerberos used by AFS and Zephyr) all encryption is 
performed using the DES algorithm [3]. This algorithm can be broken by brute-
force attacking nowadays. 

 Some legacy systems without any third-party authentication would have to be re-
written (perhaps extensively) to support Kerberos authentication [3]. 

 The Kerberos authentication model is vulnerable to brute-force attacks against the 
KDC. 

Applications 

 Windows 2000/XP/Server 2003 
 Mac OS X, which is based on UNIX, uses Kerberos. 
 Kerberos Version 5 by MIT 

 

2.2 Agent-Based SSO  

Agent-based SSO solutions are another kind of SSO implementation where there is 
an agent program that identifies users for different services or applications 
automatically. The agent program can have different functions in a variety of ways. 
The agent can be placed either on the client side to reduce the burden of 
authentication from users or on the server side to be an interpreter between 
authentication servers and clients [4]. SSH agent is an example of agent-based SSO 
[5]. 

The agent-based SSO can be combined with a broker-based solution like Kerberos. 
In this case, people can benefit both the flexibility of agent-based SSO and the central 
management of the broker-based SSO. Compared to Kerberos, there is no need to 
"kerberize" applications [4]. 
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Architecture 

 
Fig. 2. An agent-based SSO architecture 

In Figure 2 above, there exhibit two application servers running different operating 
systems – Windows NT and Unix. For each application server, there is an agent 
program implemented correspondingly. 

Strengths 

 The agent-based SSO is more flexible than broker-based solutions such as 
Kerberos 

 It is easy for migration using agent-based SSO since people are just going to write 
different agents that are designed to communicate with the legacy applications. 

 It is secure for an agent if it authenticates itself with strong cryptography. 

Weaknesses 

 The agent-based SSO is relatively hard to administrate due to the fact that there are 
not just the rights of the users to worry about but also the rights of the agents [4]. 

 An agent that is loaded with identities may also be insecure. This agent may be 
used wrong or replaced by malicious software. 

Applications 

 SSH agent by SSH Communications Security is an agent-based SSO solution. 
 Enterprise Resource Management (ERM) is based on agent and broker-based SSO. 
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2.3 Web-Based SSO 

Web-based SSO, also often referred to Web SSO or browser-based SSO, allows a 
single username and password to be used for different web applications [6]. Web SSO 
also helps users to use different web applications without manual logon every time. 
Web SSO has been widely used not only on PC but also on mobile devices. 

Architecture 

 
Fig. 3. An example of Web SSO architecture: Microsoft Passport 

─ Step 1: Client visits a website example.com which needs authentication. 
─ Step 2: Web server of example.com redirects client’s browser to a Passport 

server. 
─ Step 3: Passport server shows client the login page over HTTPS (Hypertext 

Transfer Protocol Secure). 
─ Step 4: Client provides credentials to Passport server. 
─ Step 5: Passport server redirects the client back to example.com with 

authentication information in URL. 
─ Step 6: An encrypted cookie is set in client’s browser. 

Strengths 

 Web SSO makes web applications more user-friendly since it reduces the 
procedures of authentication for users. 
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 It is easier to develop and maintain web applications with the use of Web SSO, 
which eliminates the need for webmasters to provide their own systems. 

 Web SSO allows users to consolidate their digital identities (also referred to 
identity federation) [6]. 

Weaknesses 

 Some Web SSO implementations are vulnerable to replay attacks. 
 Some implementations are also vulnerable to DNS attacks. 
 It may be at high risk that information is centralized to the identity providers. 

When identity providers are attacked, there may be huge influence [7]. 

Applications 

 Microsoft Passport. 
 SSO with Facebook, Google, Yahoo, etc., account. 

 
Fig. 4. Sign-in to EasyBib with Web SSO 

 Security Assertion Markup Language (SAML), an SSO solution for exchanging 
user security information between an enterprise and a service provider. 

 OpenID, an open standard that allows users to be authenticated by certain co-
operating sites (known as Relying Parties or RP) using a third party service [8]. 

 CoSign by University of Michigan [9]. 
 Central Authentication Service (CAS) by Yale University [9]. 

This paper will explore more about Facebook Connect later in Case Study part. 

2.4 Smart Card-Based SSO 

If all systems inside users’ organization based their user identification on digital 
certificates, users would not need usernames and passwords anymore. Users would 
need to present their smart card and type the PIN only once [10]. The system stores all 
these usernames and passwords on the user’s employer badge. When the user inserts 
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the card at the office, at the home or at any other places, the server will recognize the 
application or website and then automatically furnish the required credentials.  

 
Fig. 5. Smart Card 

Architecture 

 
Fig. 6. Architecture of Smart Card 

When the users insert their smart card into the smart card reader, authentication 
server will recognize this event and require the users prompting for the user’s PIN. 
Authentication then looks up the user's current certificates and verifies their validity 
with database servers. The certificate is then mapped to the user's UID [11]. Then 
authentication servers will return the result to clients. Clients can get access to 
systems or services if all the information is valid. 

 

Strengths 
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 Smart card uses the digital certificate (signature), which is relatively secure. 
 Once the employee time is up, the employer only need to do is disable their smart 

card. 
 Significant helpdesk cost reductions are associated with smart card.  
 It is portable. Users could encrypt and sign emails at work as well as at home by 

using smart card. 

Weaknesses 

 The personal information may be revealed when the user inserts card to some 
unsafe devices. 

 Smart card based SSO is vulnerable to the loss or theft of smart card. 

Applications 

 NUS Student Card 
 Authenticating the employees to confidential internal or external 
 Email, document signing and encryption 

2.5 Token-Based SSO 

There are mainly two kinds of tokens used to implement single sign-on – 
disconnected tokens and connected tokens.  

Disconnected tokens are often referred to one-time password (OTP) tokens. OTP 
tokens are usually physical tokens with a display which generates one-time passwords 
to check the authentication of clients as a second factor [12]. The one-time passwords 
are dynamic and dependent on the system time of OTP tokens and tokens’ 
configuration. In some circumstances, clients are required to key in some random 
inputs given by authentication servers to get the outputs from tokens. In these cases, 
the one-time passwords still rely on tokens’ time to prevent replay attacks. This 
token-based solution is more effective and secure at prohibiting unauthorized access 
than other authentication methods [4]. 

Connected tokens are tokens which need to be physically connected to the client 
computer or other devices. Connected tokens with enough memory to store the 
identity, signature, logon credentials or any other secrets of users such as USB tokens 
are used to implement SSO as well [13]. 

Architecture 
We focus on the architecture of disconnected tokens (OTP tokens) here. 
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Fig. 7. Architecture of OTP tokens 

When clients make a request for access to systems or services, authentication 
servers will require clients to submit an OTP, together with their username and 
password (or PIN). Clients will read the output from their OTP token and give it back 
to servers with other required credentials. Authentication servers will check the 
password with database servers. At the same time, authentication servers will 
calculate the valid OTP and compare with the one client has submitted. Then 
authentication servers will return the result to clients. Clients can get access to 
systems or services if all the information is valid.  

Sometimes several different values of OTP may be accepted by authentication 
servers at a time. In other words, an OTP may be valid during several cycles. For 
example, an OTP token generates a new password every minute. An OTP generated at 
5.00pm, 12 April 2013 may be accepted by authentication servers from 4.59pm to 
5.03pm, 12 April 2013. It will be rejected before 4.59pm and after 5.03pm. This 
mechanism is used to reduce the asynchronization caused by the slight difference of 
server time and token time, the time that clients spend typing the OTP, and network 
delay. Furthermore, servers may analyse recent time errors of a token and shift the 
timeline only for this specific token if necessary. 

Strengths 

 Token-based implementations are more effective and secure at prohibiting 
unauthorized access than other authentication methods [4]. 

 OTP tokens are resistant to replay attacks since they are time-synchronized. OTPs 
are valid only for a short time. 

 There has no effective way to compute the key of tokens yet. It is hard to compute 
the passwords without the presence of tokens. Therefore, token-based SSO are 
relatively secure. 
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 Most tokens are user-friendly and easy to use. For OTP tokens, users need to type 
just a small length of digits or letters when they prompt to log in. For connected 
tokens, users just need to connect tokens to the client computer or other device 
without more procedures. 

Weaknesses 

 Both disconnected tokens and connected tokens must be present at users’ site when 
prompted SSO, which may cause inconvenience and reduce flexibility of services.  

 Token-based SSO is vulnerable to the loss or theft of tokens. 

Applications 

 DBS Internet-Banking Secure Devices (disconnected tokens) 

 
Fig. 8. Old (left) and new (right) generations of DBS Internet-Banking Secure Devices 

The new generation of DBS Internet-Banking Secure Devices has more functions 
than the old models since they can generate OTPs with additional inputs. 

 Internet-Banking Tokens of China Merchants Bank (connected tokens) 

 
Fig. 9. China Merchants Bank U-Key Model 33 (USB tokens) 

This kind of USB token can work with USB compatible computers. It is a solution 
of SSO which may simplify the procedures of authentication and enhance the 
security.    
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3 Case Study: Facebook 

Exploring the evolution of Facebook Connect, which is a part of Facebook’s 
platform, provides some insight into the application of SSO. Over the past three years, 
more and more applications have chosen Facebook Connect. This case study will 
explore the SSO scheme on Facebook Connect. 

In January 2011 Facebook developer introduced SSO. Users, who have logged into 
the Facebook, can use the “Login (Sign in) with Facebook” button and, in one-click 
through a permissions dialog, login to the third-party applications [14]. 

 
Fig. 10. Sign in to Wolfram|Alpha with Facebook Connect 

Architecture 

1. Facebook Connect allows respondents to log in to the application with their 
Facebook credentials [15]. The following fields are the embedded data from 
Facebook. 

[name] => John Doe 

[first_name] => John 

[last_name] => Doe 

[link] => http://www.facebook.com/doe 

[username] => john 

[gender] => male 

[email] => john_doe@example.com 

[timezone] => +8 

[locale] => en_SG 

 

2. After logging into Facebook once, the application should immediately store the 
embedded data locally. In this way, the application can keep the user logged-in 
without having the user re-authenticate each time. Here are some Android Code 
samples that show how to capture the embedded data in the application. 
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Android Example: 
When the user has logged in via SSO, save the session: 

Editor editor = 

context.getSharedPreferences("facebook-session",                                  

Context.MODE_PRIVATE).edit(); 

editor.putString("access_token", 

session.getAccessToken()); 

editor.putLong("expires_in",session.getAccessExpires(

)); 

When your app starts, in onCreate, restore the session if it exists: 

SharedPreferences savedSession = 

context.getSharedPreferences("facebook-session", 

Context.MODE_PRIVATE); 

session.setAccessToken(savedSession.getString("access

_token", null)); 

session.setAccessExpires(savedSession.getLong("expire

s_in", 0)); 

[14] 

3. Then the application can be given the requested permissions; users can launch 
applications for the first time with a simplified registration process. Implementing 
SSO is a step to taking advantage of improved distribution and engagement with 
the Facebook Platform that makes both users and application developers happy 
[16]. 

4 Conclusion 

In this paper, we have covered various common configurations implementing SSO. 
For each technique, we covered its architecture, strengths, weaknesses and related 
applications. We also covered a specific application of SSO by Facebook as a case 
study. SSO makes users only need one username and password to access multiple 
systems and applications. Moreover, SSO provides the appropriate security and 
guarantees. Therefore, SSO has been more and more widely applied. However, SSO 
also has weaknesses such as phishing. It can be expected that the SSO technology will 
remain important and improve in the future. 
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CS2107 project 
 

Web application security  

 

Introduction: 

 

Web software security is already becoming a difficult issue that concerns in real life in terms of 

finance, energy and other critical infrastructure. In this project, we will discuss common risks of 

web application security. There are 10 common risks that make web application insecure and we 

will talk about first 5 ones: 

1. Injection flaws 

2. Cross-site scripting 

3. Broken authentication and session management 

4. Insecure Direct object References 

5. Cross-site Request Forgery 

6. Security misconfiguration 

7. Insecure cryptographic storage 

8. Failure to restrict URL Access 

9. Insufficient Transport Layer Protection 

10. Invalidated Redirects and Forwards 

Moreover, we will talk about how we can make our web application more secured corresponding 

to the aspects of insecure risks. 

 

Injection: 

 

Web applications are designed for any user a web browser to show a dynamic generated system. 

So, when a user tries to log into a system with database using a web browser, a web application is 

used and it might be a security problem if there is interaction between database and web 

applications. Since the interaction uses common programming language, Java API as an example, 

if the user input is not handled properly, the security problems might occur. Figure below shows 

the interaction:  

 

Since the web application treats the user input as simple and unconstructed strings of characters, 

while the database might translate into meaningful commands, the user can use this kind of 

common attack, named injection, to get useful information or do some operations to the 

database that the system not allowed. As an example, SQL command injection attacks (SQLCIA) is 
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one common way to attack the database. It occurs when user input causes the database returns 

an output that the applications might not that to happen. For example, if the database has 

entries of usernames and passwords, the SQL query is supposed to be: 

SELECT * FROM accounts WHERE 

name='username' AND password='password' 

However, the input might be dangerous when it is like 

query = "SELECT * FROM accounts WHERE name='" 

+ request.getParameter("username") 

+ "' AND password='" 

+ request.getParameter("password") + "'"; 

It would generate a query to log in the system. Thus, if a user enters a query which always 

evaluates to true like following: 

 SELECT * FROM accounts WHERE 

name='anything' AND password='' “OR 'a'='a' 

It will generally return the whole list of sql entries of all users. According to an old article[1] on 

2005, most major university use a student log-in system having vulnerability to be attack like 

examples above. As a solution to the problem, web applications can perform checking every 

input and it would decrease the possibility of being attacked. However, it is still vulnerable. For 

example, if the input is forbidden with the use of single quote input, SQLCIAs may still be possible 

because numeric literals are not delimited with quotes. The web applications will still treat input 

strings as the isolated unconstructed strings while input strings combine to be a meaningful 

command line in SQL.  

 

A number of ways to prevent SQLCIA have been proposed and there are mainly 3 defense ways: 

Option #1: Use of Prepared Statements (Parameterized Queries) 

Option #2: Use of Stored Procedures 

Option #3: Escaping all User Supplied Input 

These methods have been covered more or less in the CS2107 lecture and tutorial. And I will 

introduce explicitly one example of defense and prevention. 

Have a quick look at an example provided on the internet for a store which allows users to 

retrieve information of their cards, either VISA or something else. The code is below 

<%! 

// database connection info 
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String dbDriver = "com.mysql.jdbc.Driver"; 

String strConn = "jdbc:mysql://" 

+ "sport4sale.com/sport"; 

String dbUser = "manager"; 

String dbPassword = "athltpass"; 

// generate query to send 

String sanitizedName = 

replace(request.getParameter("name"),"'","''"); 

String sanitizedCardType = 

replace(request.getParameter("cardtype"), 

"'","''"); 

String query = "SELECT cardnum FROM accounts" 

+ " WHERE uname='" + sanitizedName + "'" 

+ " AND cardtype=" + sanitizedCardType + ";"; 

try { 

// connect to database and send query 

java.sql.DriverManager.registerDriver( 

(java.sql.Driver) 

(Class.forName(dbDriver).newInstance())); 

javaq.sql.Connection conn = 

java.sql.DriverManager.getConnecion( 

strConn, dbUser, dbPassword); 

java.sql.Statement stmt = 

conn.createStatement(); 

java.sql.ResultSet rs = 

stmt.executeQuery(query); 

// generate html output 

out.println("<html><body><table>"); 

while(rs.next()) f 

out.println("<tr> <td>"); 

out.println(rs.getString(1)); 

out.println("</td> </tr>"); 

} 

if (rs != null) f 

rs.close(); 

} 

out.println("</table> </body> </html>"); 

} catch (Exception e) 

{ out.println(e.toString()); } 

%> 

 

This online store uses this whole codes to let users retrieve information on their card number and 

etc. The using of replace method(gray color) shows the input of name and cardtype has already 

been replaced with a string of literal characters instead of string delimiters. However, it is still not 
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safe. See the underlined code and you will find that it is still possible if we set the card type as 

“anything” or “1=1”, all the information would be leaked.  

So, I think it is possible to use some parse methods to get rid of all the “and” or “or” SQL 

grammar words and manually combine the strings and SQL grammar words as simple strings back 

again. And to my big surprise, I find a very similar methods published by Zhendong Su and Gary 

WasserMann. They propose that the root problem of SQL injection comes from input. ”idea is to 

block queries in which the input substrings change the syntactic structure of the rest of the query.” 

The end and the start is using a special ASCI character to sign and use an algorithm to parse all 

the strings and do some operations. 

The algorithm is: 

1. Intercept augmented query qa; 

2. Attempt to parse qa using the parser generated from Ga; 

3. If qa fails to parse, raise an error; 

4. Otherwise, if qa parses, strip all occurrences of @ and @ out of qa to produce q and output q. 

(@ stands for special character) 

And finally, the parsed strings from the example provided earlier would be like strings consist of 

all the query string so that the web applications can do all the operations. 

 

And demo will show how I try to use injection to retrieve some useful information from the 

database although it fails. But I conclusion is drawn from the failure of how to build up a 

relatively secure system. 

 

2. Cross-site scripting 

 

Cross-site scripting, abbreviated XSS, is the most prevalent web application security flaw. It occurs 

when a web application contains certain user supplied data without properly escaping the 

untrusted data. The target user of XSS includes external users, internal users and administrator. 

There are mainly three types of XSS flaws: 

1. Reflected 

2. Stored 

3. DOM based XSS 

Reflected XSS is non-persistent and the sever reads data directly from HTTP requests and reflect 

it back. The most common way of reflected XSS is to use the dangerous data as the parameters in 

URL that is posted publicly. As long as the victim visit a URL that refers to a vulnerable site, the 

attacker’s content is executed in victim’s browser. 

Stored XSS, also known as persistent XSS, stores the dangerous data in a database, forum or blog, 

or other trusted website. The dangerous data might be able to be read into the application until 

the user execute the attacker’s content and thus, attacker will have the privilege as that user and 

do some operations on behalf of him. 

Examples of above two XSS are shown below: (both examples are PHP samples) 

1. Normally, for any page including a username, the code would be like:  

$username = $_GET['username']; 

echo '<div class="header"> WelcomeToBeHacked, ' . $username . '</div>'; 

and we can do some parameters changes to do some harmless operations by: 
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http://attacker.com/welcomeToBeHacked.php?username=<Script 

Language="Javascript">alert("You've been attacked!");</Script> 

This will pop up a simple alert instead of expected username. And we may do some more 

operations by inserting actions, such as “action=http://attacker.com/LIUJINhack.php “ to execute 

the hacking code. 

2. The code below will avoid the SQL injection, but it might be attacked using persistent XSS. 

$username = mysql_real_escape_string($username); 

$ID = mysql_real_escape_string($ID); 

$query = sprintf('Insert users (username,password,ID) with Values 

("%s","%s","%s")', $username, MD5_crypt($password),$ID) ; 

mysql_query($query); 

 However, as long as logged in, the system will not stop a valid user from executing a code, 

for example: 

$query = 'Select * From users Where loggedIn=true'; 

$results = mysql_query($query); 

while ($row = mysql_fetch_assoc($results)) { 

echo '<div class="username">'.$row['password'].'</div>'; 

} 

echo '</div>'; 

 

So, how can we prevent XSS attack? The web application should keep untrusted data escaped and 

refer to the XSS Filter Evasion Cheat Sheet, a positive XSS prevention model is proposed that a 

web application distributes some slots for the untrusted data. Other places in the HTML do not 

allow untrusted data to enter. It is also called whitelist model, which denies everything unless 

specific permission. The slots for putting untrusted data isolate the untrusted data with coding 

context using escaping and filtering. 

 

3. Broken authentication and session management 

 

This is for external users to steal accounts of other people. Attacker can use the flaws or leaks in 

the authentication and get the procession of exposed accounts. This is the mainly the issues the 

developer should take care of including logout, timeout, remember me, accounts update and etc. 

This problem is very severe and once the accounts are hacked, the attacker can do whatever he 

wants using the accounts. I list a few examples: 

1. URL contains user information and if the user shares the URL with someone else, others may 

use their accounts to do some unexpected operations. For example: 

http://example.com/room_reservation;Userid=12345678IHFUR?Number=205; 

2. User uses his account on other people’s devise and set the settings as “remember me”. And 

he tries to change his personal information, “remember me” should still be synchronized 

with updated accounts’ information. 

3. Time out for people forgetting to log out. 

4. Password stored in the database should be encrypted in case of gains the access to the 

password database. 

Developer should be careful when they design a web application on preventing broken 

237

http://example.com/room_reservation;Userid=12345678IHFUR?Number=205


authentication. 

 

4. Insecure Direct Object References 

 

This flaw is more related to the authorization. The system does not always check whether the 

user has the authorization to all the objects and it results to an insecure direct object references. 

This is possible if a certain user has already got the access to a certain amount of data, but not all 

the data. And to prevent this kind of attack, just simply verify the authorization for each single 

use of direct object references. 

Example of attacks: 

http://example.com/ accountInfo?acctNo=LiuJin 

And I could change LiuJin to other names so that I could view other accounts information or even 

use other accounts. 

 

5. Cross-Site Request Forgery 

 

Attackers usually create a forged request which looks the same as the original website and tricks 

users to execute XSS and other techniques. For example, http://example.com/ 

transferMoney?amount=1500&ToAccount=LiuJin. 

If the attacker uses a forged image which is <img src= http://example.com/ 

transferMoney?amount=150000&ToAccount=LiuJin” width=’’, height=’’;> the system will transfer 

another 150000 dollars to my account if the user does not log out their accounts and still have the 

authentication to execute the code. 

 

 

 

Conclusion: 

 

From all the 5 different ways of attacking, we can see that all the attacks could be prevented by 

developer. So, a web application should be developed with carefulness, especially for those 

websites related to sensitive data like passwords and important things like money. And developer 

should always keep update the newest attack technology and technique to prevent the web 

applications from the security problems. 
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Appendix: 

I try to use injection to do some harmless operations on some websites.  

I type some random strings to get a website and I click into it. And I look through the website and 

find out some contents that retrieve information from the database. And the picture shown 

below is using “cid=..” to retrieve the information from the database. 

 

And I try typing “cid=24 or “1=1””. The websites directly reject my access to the database. 

 

 

So, I try using cid=’’ to test whether it is vulnerable. And surprisingly, it shows the picture below. 

And that means we could use this clue to go on. 
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So, it allows me to enter the data like”cid=(select count(1) from testing)” and testing is the string 

which might appear as the database system entry. If the entry exists, the website will show 

the product picture instead of sql error. 

 

 

After a few hours of trying, I only get two entry name: admin and list. I am not interested in list 

and I am quite happy with the entry name of admin, which means I could do more operations if I 

get the name of admin and the password entry. But unfortunately, I didn't get the password entry. 

However, I think I could do more such as select len(password) supposing I could get the entry 

name of password successfully and step by step to retrieve the user name and user id.  
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And I look through the website again and I find out I could easily have access to the picture 

directory.  
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Although I fail to retrieve some admin information from the website, I get a brief idea of how to 

build up a relatively safe system. Firstly, do not let the web applications have a clue, such as the 

sql error. It is simple to just escape the ID search query and block the access users using 

unexpected query or the application can do a hash function to the entry before it shown in the 

URL so that it is almost impossible to do any operations on the URL parameters. 

For example. 
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It is impossible to enter thins like “select …” and the strings after hashing become nonsense to 

the SQL system now. And most importantly, the entries of name in the SQL system at least should 

not be the default ones, otherwise it is simple to fetch the name of entry and do some 

unexpected operations. 
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Abstract. E-commerce operates by establishing secure online connec-
tions between customers and companies before conducting business. Two
protocols- the Secure Sockets Layer (SSL) and Transport Layer Security
(TLS)- are used to establish these connections, and these protocols have
a variety of security features associated with them. For-profit and non-
profit organizations have different business goals; as a result, they use
the security components related to SSL and TLS in different ways when
interacting with customers. For-profit organizations utilize more secure
systems than non-profit organizations, but non-profit organizations in-
sure against known SSL and TLS attacks at a greater rate than their
for-profit counterparts.

1 E-Commerce Introduction

In today’s rapidly developing world, the Internet is an important venue for busi-
ness. E-commerce allows customers and companies to interact with one another
in previously unimaginable ways, and this potential for money exchange makes
E-commerce security a very important topic. If it is not handled properly, a lack
of security can lead to stolen credit card numbers and lawsuits. Both businesses
and customers have a stake in secure transactions.

Companies use Secure Sockets Layer (SSL) and Transport Layer Security
(TLS) to communicate with customers. The goal of these protocols is to provide
a basis for companies and customers to communicate securely over the Internet
without giving any outside party the ability to view or manipulate transaction
details.

Amongst the businesses themselves, there are two distinct types of organi-
zations: for-profit organizations and non-profit organizations. For-profit organi-
zations work to make a profit while non-profit organizations work to promote
a cause. For-profit organizations use E-commerce to sell products and services
while non-profit organizations use E-commerce to receive donations.

Since these two types of organizations operate towards different goals, it
follows that they may have distinctly different approaches to security when using
SSL and TLS. This paper will examine the security measures employed by for-
profit and non-profit organizations in today’s world to determine whether this
assessment is true. First, I examine the components involved in SSL and TLS
systems along with the general state of SSL/TLS security before analyzing for-
profit and non-profit security.
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2 SSL/TLS Security Components

There are many different components related to SSL and TLS. The main objects
that characterize a system are asymmetric encryption systems, hash functions,
and data encryption techniques. The asymmetric encryption system is standard
across all SSL and TLS platforms (RSA), but the use of hash functions and
encryption algorithms will differ across websites. Let’s take a look at each of
these components respectively.

2.1 Asymmetric Encryption System (RSA)

An asymmetric encryption system uses the public key infrastructure to pass
messages between a client and a server. This means that the client and server
will each have a public key pair, consisting of a public key and a private key. The
private key can be thought of as the inverse or, in the words of Rolf Oppliger, a
“trapdoor” function of the public key [8].

Figure 1 below illustrates the RSA system of public and private keys [6].
Imagine that two parties, the sender (S) and the recipient (R), are attempting
to send secure messages back and forth. The sender can encrypt a message using
their private key (ks,priv), and the recipient can decrypt this message by using
the senders’s public key (ks,pub). The sender can also choose to encrypt a message
with the recipient’s public key (kr,pub), and the recipient can then decrypt the
message using their private key (kr,priv).

The beauty of the asymmetric encryption system is that deciphering a private
key from a public key or vice-versa is extremely difficult, and as such the public
key pair can be used to safely send messages between two parties. Hence, RSA
provides a good way for customers and companies to interact and exchange
messages without the threat of outside parties intercepting and changing message
details.

2.2 Hash Functions

Hash functions are used to transform inputs of various sizes to fixed size outputs.
These outputs are usually very small (a few hundred bits in length), and they
can be very helpful in performing calculations. The inherent problem with these
small outputs, however, is that they are prone to collisions.

Collisions occur when two inputs (x1 and x2) are hashed to the same value
(H(x1)= H(x2)). They are dangerous because, once a collision is discovered,
either value-x1 or x2- can be used to obtain the same hash value. Hash functions
are used to encrypt and protect data, and with knowledge of certain collisions,
attackers can manipulate a hash system by using inputs with equivalent output
hashes to undermine the system. Due to this danger, hash functions are judged
by their ability to resist collisions. Let’s take a look at some common hash
functions that are used today.
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Fig. 1. RSA uses an asymmetric encryption system of public keys and private keys to
transmit information between a sender and a recipient

MD5 MD5 was created in 1991 by Ron Rivest, who also developed the RC4
encryption system that we will see later. It produces a 128-bit hash value, re-
gardless of the length of the input. Collisions were found for the MD5 hashing
algorithm in 2004, and since then researchers have even been able to use MD5
collisions to create a false CA certificate [8].

Hence, MD5 is considered a risky hash function to use. SSL and TLS systems
that use MD5 as their hash function should consider updating to a hash function
that doesn’t have any known collisions in order to provide extra security against
attacks.

SHA The family of Secure Hash Algorithm (SHA) was developed by the Na-
tional Institute of Standards and Technology (NIST) and is more prominently
used in security measures today than MD5 [10]. Though SHA and MD5 do have
similarities, SHA is generally known to be stronger and slower.

SHA-1, which was developed around the same time as MD5, hashes values to
160 bits (as opposed to MD5’s 128 bits). The extra 32 bits illustrate a tradeoff
among hash functions: SHA-1 is more resistant to collisions than MD5, but it
also requires more space. Despite the extra 32 bits found in the output hash
value, however, collisions for SHA-1 were detected in 2005, which is a cause for
concern [10].

SHA-2 consists of four different hash functions: SHA-224, SHA-256, SHA-
384, and SHA-512. These functions produce hash values of 224 bits, 256 bits,
384 bits, and 512 bits respectively. Following the same logic above, the additional
bits provide extra security against collision attacks but also demand more space
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to run. There are currently no known collisions for SHA-2. However, SHA-2 is
not widely used yet despite its improved security over SHA-1.

NIST is currently looking for algorithms to use in SHA-3. Though this may
not happen for quite some time, the development of SHA-3 will likely play a key
role in the future of the E-commerce world as organizations look for more and
more security.

2.3 Data Encryption Techniques

Data encryption is arguably the most important part of online security. If a weak
data encryption technique is used, hackers and attackers can simply decrypt the
information between the client and the server. In the realm of E-commerce, this
is particularly dangerous when facts such as credit card details are involved.

There are three key components involved in data encryption: the plaintext,
the cipher, and the ciphertext. The plaintext is the original message to be sent
between two parties, and the ciphertext is the encrypted form of the plaintext.
The cipher is used to transform plaintext to ciphertext, and as such it performs
the most vital role in any data encryption scheme. The following two sections
detail two of the most common ciphers used in E-commerce today.

Advanced Encryption Standard (AES) AES is a block cipher, which means
that it operates on fixed-length collections of bits (which are called blocks) with
an unchanging algorithm to produce ciphertext. The fixed-length collection of
bits that a cipher operates on is known as the blocksize, and in the case of AES,
the blocksize is 128 bits. We will see later that block ciphers can be vulnerable
to a Cipher Blocking Chain attack, and that this can compromise the security
of a system.

AES has three versions: AES-128, AES-192, and AES-256 [10]. These num-
bers refer to the keysize, or the size of the key used during the encryption process.
The three AES ciphers also differ in the number of rounds that they perform
encryption. AES-128 has 10 rounds of encryption, compared to 12 rounds for
AES-192 and 14 rounds for AES-256.

RC4 Unlike AES, RC4 is a stream cipher that works on individual bits (as
opposed to blocks) while using different techniques to transform the data (as
opposed to the same techniques for block ciphers). RC4 operates by generating
a keystream, which is composed of pseudorandom bits, and then combining it
with plaintext by the XOR function (otherwise known as the bitwise addition
modulo) [10]. The key is used to generate the initial keystream, and RC4 uses
up to 128 bits for its key.

RC4 has been around for over 20 years but is still relatively safe. Though
research has been done on the matter, no serious vulnerabilities have been de-
tected in the system. As long as this continues to be the case, RC4 will continue
to be used in SSL and TLS.
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3 SSL/TLS Systems

Now that we have explored the components involved in SSL and TLS systems-
asymmetric encryption systems, hash functions, and data encryption techniques-
we turn to the mechanisms of SSL and TLS themselves. These two protocols
use cipher suites, which include the components above along with other security
measures, to “define how secure communication takes place” [2]. Due to changing
technology and security vulnerabilities with certain cipher suite components, SSL
and TLS have been updated several times over the past 20 years. It is important
to understand how each version works and how it differs from other versions to
use SSL and TLS effectively.

3.1 Secure Sockets Layer (SSL)

The Secure Sockets Layer (SSL) has been used widely for internet transactions
since it’s advent in 1994 by Netscape. SSL is not restricted in its use to Internet-
related activities alone, but it is best known for its use in the Internet world
and within E-commerce circles in particular [9]. When SSL is used over the
Internet, it changes webpages from HTTP (Hypertext Transfer Protocol) to
HTTPS (Hyptertext Transfer Protocol Secure). This change can be seen in an
Internet browser by the change at the start of a URL from “http” to “https”.

SSL 1.0 and SSL 2.0 SSL 1.0 and SSL 2.0 were created nearly 20 years ago, in
1994 and 1995, respectively. SSL 1.0 was never released to the public and merely
signaled Netscape’s first venture into the realm of developing secure protocols.
SSL 2.0 was Netscape’s first public release, but it contains many severe flaws
that make it insecure.

One popular attack on SSL 2.0 is the cipher suite rollback attack. This attack
allows a man in the middle (an attacker) to alter the list of cipher suite pref-
erences of both parties to 40-bit encryption. This 40-bit encryption, compared
with the RC4 and AES range of 128 to 256-bit encryption, is insufficient and
can be broken very easily. SSL 2.0 is also known for having weak message au-
thentication code (MAC) construction that can be easily exploited by attackers
[3].

SSL 3.0 SSL 3.0 was released in 1996 in response to the flaws of SSL 2.0. This
version defends against the man-in-the-middle cipher suite rollback attack by
including a hash of all previous handshakes (which consists of previous client-
server messages) in the authentication finish message. It also uses stronger mes-
sage authentication protocol by using HMAC, which emphasizes the use of hash
functions, in place of MAC [11].

However, SSL 3.0 contains a few security problems of its own. The BEAST
attack (Browser Exploit Against SSL/TLS) is another variant of the man-in-the-
middle attack that exploits weaknesses in Cipher Block Chaining (CBC), which
is a mode of operation used by block ciphers such as DES and AES. The BEAST
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attack uses the fact that the initialization vector of each successive vector is the
cipher text of the previous vector in CBC to determine plaintext [1]. Since CBC
is only used with block ciphers, systems are recommended to use RC4 (a stream
cipher) to avoid vulnerabilities of the BEAST attack.

3.2 Transport Layer Security (TLS)

TLS is essentially a newer version of SSL with marked improvements. It uses
very similar techniques, and an understanding of SSL can help us understand
the workings of TLS better. There have been several iterations of TLS that are
in use today: TLS 1.0 (released in 1999), TLS 1.1 (released in 2006), and TLS
1.2 (released in 2008).

TLS 1.0 TLS 1.0 is very similar to SSL 3.0, and some even refer to it as SSL
3.1. It uses all but three of the same cipher suites as SSL 3.0, which are used
(as mentioned above) to establish security settings for an interaction between a
client and a server [2].

The main difference between SSL and TLS derives from the way that the two
protocols create keying material. TLS uses two different types of hash functions-
namely, the MD5 and SHA-1 functions- for added security.

Another difference is that SSL primarily uses DES (when using a block ci-
pher) and RC4 (when using a stream cipher). TLS 1.0 was more likely to use
3DES at the time of its creation when using a block cipher since AES had not yet
been authenticated. Since AES has become available for use since the creation
of TLS 1.0, AES has become a very popular data encryption scheme for TLS 1.0
systems [8].

Despite some upgrades from SSL 3.0, there are still some known vulnera-
bilities in TLS 1.0. The BEAST attack can still be used effectively against a
TLS 1.0 system. Even though it is more secure in general than SSL 3.0, both
protocols exhibit security vulnerabilities against the Cipher Block Chaining at-
tack and can be used by attackers to extract sensitive data transmitted during
E-commerce[5].

TLS 1.1 and TLS 1.2 TLS 1.1 and TLS 1.2 are very secure, and there are
currently no major security issues with these systems. They protect against the
BEAST attack by using explicit initialization vectors for each block of plaintext,
which eliminates the dependency of the previous block’s ciphertext on the next
block’s initialization vector (as is the case with normal Cipher Block Chaining)
and therefore neutralizes the BEAST attack.

The problem with these two protocols, however, involves their current avail-
ability. Since they are both relatively new systems (released seven and five years
ago, respectively), many client and server platforms do not yet support these
newer versions of TLS. According to SSL Pulse, a website that monitors the
SSL and TLS capabilities of over 170,000 websites, only 9.7% and 11.9% of
websites currently support TLS 1.1 and TLS 1.2 protocols, respectively [5].
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4 Overview of My Online Survey

To gain a better understanding of the actual state of E-commerce websites in
today’s world, I surveyed 25 for-profit companies and 25 non-profit companies
online to discover what types of security systems they use.

4.1 For-Profit Companies

The 25 for-profit websites consisted of 25 online businesses that utilize a Shop-
ping Cart feature for online purchases. I chose these websites by picking from
25 of the largest business-to-consumer retailers in the world [4], including eBay,
Amazon, and Apple. To research what systems these websites used, I added one
item to the Shopping Cart (with the item chosen at random) and then proceeded
to checkout. At this point, an SSL/TLS connection was established (ensured by
the change of the URL from “http” to “https”), and I was able to view the secu-
rity features of the website by examining the connection description details next
to the URL.

The most surprising aspect of for-profit websites’ security features is that the
customer and company do not engage in a secure SSL/TLS connection until after
the customer attempts to access the Shopping Cart for the first time. This means
that clients who are simply browsing eBay’s website or Amazon’s database are
open to snooping by hackers.

4.2 Non-Profit Organizations

For the non-profit websites, I chose 25 websites from a list of 100 non-profit orga-
nizations that receive the most donations online [7], including the American Red
Cross, St. Jude Children’s Research Hospital, and the World Food Bank. To re-
search the security features used by these organizations, I accessed their websites
and then proceeded to the “Donate” page. Similar to selecting the Shopping Cart
option for for-profit organizations, these non-profit organizations established an
SSL/TLS connection upon selecting “Donate”.

5 Survey Results

I compared and analyzed data across all 50 websites along the metrics of protocol
used, encryption type used, cipher keysize used, and type of security problems
encountered. The following sections detail the results of my survey and suggest
recommendations on how these companies can improve security.

5.1 Protocol Used (SSL/TLS)

The for-profit and non-profit websites showed clear preferences for the types of
protocol that they used. Only 24% of the for-profit companies used TLS 1.0 while
76% TLS 1.1. Meanwhile, 84% of the non-profit websites used TLS 1.0 and the
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remaining 16% used TLS 1.1. Hence, it is clear that the majority of for-profit
websites have upgraded from TLS 1.0 to the newer, more secure version of TLS
1.1 while the majority of non-profit websites have not.

It is also interesting to note that none of the 50 websites used a pure SSL
version, such as SSL 3.0. This suggests that the E-commerce industry as a whole
may be shifting towards the newer protocol of TLS and away from the older
protocol of SSL.

Table 1. The breakdown by protocol used shows that for-profit and non-profit com-
panies have distinct preferences between TLS 1.0 and TLS 1.1

For-Profit And Non-Profit Comparison By Protocol Used
System For-profit companies Non-profit companies
TLS 1.0 24% 84%
TLS 1.1 76% 16%

5.2 Encryption Type Used (AES/RC4)

For-profit companies show more diversity in their use of encryption systems than
in their use of protocol while non-profit companies do not. Of the 25 for-profit
websites visited in this study, 56% of them utilized AES and 44% of them utilized
RC4. Meanwhile, 80% of the non-profit companies used RC4 and only 20% used
AES.

For-profit companies have a slight preference for AES over RC4 while non-
profit organizations clearly prefer RC4 over AES. Since non-profit companies
are five times more likely to use TLS 1.0 than TLS 1.1, which we saw in the
previous section, they need to consider security against the BEAST attack. Their
overwhelming preference for RC4 over AES is likely a response to this problem
since RC4 helps mitigate the Cipher Block Chaining vulnerabilities that the
BEAST attack exploits.

Table 2. The breakdown by encryption type shows an almost even distribution among
for-profit organizations, with a slight preference for AES. Non-profit companies, mean-
while, heavily prefer RC4 to AES

For-Profit And Non-Profit Comparison By Encryption Type Used
Encryption Type For-profit companies Non-profit companies

AES 56% 20%
RC4 44% 80%

5.3 Cipher Keysize Used (128-bit/256-bit)

Cipher keysize seems to be highly correlated with the encryption type used as
companies pair AES with 256-bit keysizes and RC4 with 128-bit keysizes. All
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25 for-profit companies followed this pattern and produced the same percentage
split (56% to 44%) as the AES-RC4 comparison above. Non-profit organizations
also followed this pattern except for one exception (the website Doctors Without
Borders) that used AES with a 128-bit key. This altered the final breakdown for
non-profits to 84% with 128-bit keysize and 16% with 256-bit keysize.

Despite this one exception, the overall trend shows that websites that used
AES almost exclusively used 256-bit keys and websites that used RC4 exclusively
used 128-bit keys.

Table 3. For-profit and non-profit companies show nearly identical percentage break-
downs for keysize as for encryption type used. The websites that used AES largely
opted for 256-bit keys (except for Doctors Without Borders) and the websites that
used RC4 all opted for 128-bit keys

For-Profit And Non-Profit Comparison By Cipher Keysize Used
Keysize For-profit companies Non-profit companies
128-bit 44% 84%
256-bit 56% 16%

5.4 Hash Function Used (MD5/SHA-1)

For-profit and non-profit companies appear to have clear preferences on hash
functions (either MD5 or SHA-1). 28% of for-profit organizations used MD5
and 72% used SHA-1. On the other hand, 76% of non-profit organizations used
MD5 and 24% used SHA-1. Hence, for-profit companies clearly favor SHA-1 and
non-profit companies clearly favor MD5.

A couple of interesting trends emerge when comparing data about encryption
systems used (AES or RC4) with hash function used. Every AES website (both
for-profit and non-profit) showed a 1:1 correlation between AES and SHA-1
hashes. Non-profit RC4 companies also showed a 1:1 correlation between RC4
and MD5 to hash, but for-profit RC4 companies did not follow this trend because
37% of them decided to use RC4 with the SHA-1 hash function. Hence, for-profit
websites that used RC4 showed some flexibility (albeit just a small amount) in
choosing hash functions while for-profit AES companies and all of the non-profit
companies seemed to view encryption systems and hash functions as a package
deal (RC4 with MD5, AES with SHA-1).

Table 4. For-profit and non-profit companies have distinct favorites with regards to us-
ing hash functions. For-profit organizations prefer SHA-1 and non-profit organizations
prefer MD5

For-Profit And Non-Profit Comparison By Hash Function Used
Hash Function For-profit companies Non-profit companies

MD5 28% 76%
SHA-1 72% 24%
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5.5 Security Measures

Beyond these components of SSL/TLS, the 50 websites also provided messages
explicitly stating two security techniques that they provide security against: SSL
compression and TLS renegotiation extension. SSL compression is not essential
since several components that SSL uses already contain their own means of
compressing data, such as hash functions. TLS renegotiation, meanwhile, oc-
curs when the two parties pause data transmission to renegotiate how to secure
their communication [2], which can be dangerous when initiated on the side
of the client. 100% of both for-profit and non-profit websites protected against
SSL compression. Meanwhile, 20% of for-profit and 48% of non-profit websites
protected against TLS renegotiation extension.

Though each of the 50 websites provided some form of protection against
these SSL/TLS techniques, some of them displayed other problems upon access-
ing the Shopping Cart. 12% of the for-profit collection websites and 20% of the
non-profit websites displayed a message within the connection description stat-
ing that certain elements of the webpage can be viewed and changed by attackers
before the customer views the page. This message is alarming, and it suggests
that some portion of the webpages that customers use in the final stage of their
purchase is susceptible to outside tampering.

Table 5. Both for-profit and non-profit companies provide protection against SSL
compression, but non-profit companies show a greater affinity to protect against TLS
renegotiation extension as well. The non-profit companies contained slightly more web-
pages that were vulnerable to tampering from outsiders than for-profit companies

For-Profit And Non-Profit Comparison By Security Measures
Security Measure For-profit companies Non-profit companies

Disallowed SSL Compression 100% 100%
Disallowed TLS Renegotiation 20% 48%
Vulnerable to Outside Changes 12% 20%

6 Analysis

6.1 Trends

There are a few broad trends that emerge from this survey. In general, for-profit
companies appear to go to greater lengths to provide initial security measures
than non-profit companies. For example, for-profit companies used TLS 1.1 and
SHA-1 heavily (over 70% on both accounts) while non-profit organizations used
TLS 1.0 and MD5, which are less secure due to known attacks on TLS 1.0 and 22
less bits of output for MD5, at roughly the same rate. For-profit companies also
use 256-bit encryption at a rate four times greater than non-profit companies
(56% to 14%).

Non-profit companies, however, do a better job of preventing attacks after
initial security measures. This can be seen by their commitment to disallowing
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TLS renegotiation expression at a rate that is more than double that of the
for-profit companies (48% to 20%). An argument can be made that the for-
profit companies don’t worry about TLS renegotiation expression since many
of them are using the more secure TLS 1.1 system; however, the fact remains
that non-profit companies appear to compensate for their less protected security
components by addressing general bugs in the TLS system.

6.2 Recommendations

Based on this data, all 50 websites can improve security by making some changes.

General Recommendations Both for-profit and non-profit companies should
consider updating to SHA-2 as soon as possible. Collisions have been detected
in both MD5 and SHA-1, which provides vulnerability for outside attacks.

Both for-profit and non-profit companies used websites that allowed outside
parties to tamper with sections of the webpage. This potential for tampering
follows as a result of additional promotion techniques by some companies to
promote their brand while customers are submitting personal information. For
example, the Red Cross donation checkout page displayed a Youtube video on
the right side explaining their latest cause. Though these additions to the check-
out page may help promote their product (in the case of for-profit organizations)
or advance their cause (in the case of non-profit organizations), they also pro-
vide an opportunity for outsiders to alter the webpage and to potentially steal
information from clients. Security should be prioritized ahead of promotion, and
these changeable elements should be removed from the final checkout webpages.

Specific For-Profit Recommendations The biggest suggestion for the for-
profit companies is to require customers to log-in as soon as they visit the website
rather than just before checkout. This would ensure that a user’s search history
on the website is also encrypted and would reduce potential security threats in
scenarios where an attacker is snooping around and monitoring the customer’s
web activity. This policy change may be undesirable from a business point-of-
view because prospective customers who do not have an account on a website will
be less likely to use the website in general, but this change provides additional
security and further limits any threat of hacking in the E-commerce business.

For-profit organizations should also be aware of any security issues on TLS
1.1 that may arise in the future. None have been found yet, but when they
are inevitably discovered in the near future, for-profit organizations should be
prepared to respond quickly.

Specific Non-Profit Recommendations The biggest recommendation for
the non-profit organizations is to upgrade to TLS 1.1. 84% of the non-profit
companies in this study used TLS 1.0, which is known to have security bugs.
Upgrading to TLS 1.1 would get rid of those security issues and provide greater
overall security against attackers.
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Non-profit organizations should also consider upgrading from MD5 hashes
to (at least) SHA-1 hashes. As mentioned before, collisions have been found for
both MD5 and SHA-1, but SHA-1 hashes are more secure because they provide
160 total bits in a hash value as opposed to 128 bits with MD5. Ideally, these
non-profit organizations will upgrade to SHA-2 hash functions (as suggested in
the general recommendations above) because SHA-2 hashes use upwards of 224
bits and don’t have any known collisions yet.

7 Related Work

While my survey examines a cross-section of some of the most used for-profit and
non-profit websites, SSL Pulse examines the state of SSL and TLS capabilities of
over 175,000 website across the Internet. Their results are intriguing and paint a
unique picture about the Internet today. Following is a summary of the website’s
compiled statistics from around the Internet for the month of March [5]:
– 20.9% of sites are classified as secure sites
– 56.3% of sites received a security grade of A
– 34.6% of sites use less than 128 bits for their ciphers
– 99.4% of sites support TLS 1.0 protocol
– 10.4% of sites support TLS 1.1 protocol

It is important to note that only about one in every five websites is classified as
secure. This is especially noteworthy when considering that 57% of the websites
received a security grade of A. The implication here is that a site can appear
to have good security but still be susceptible to some form of attack, which is
a reality that I also discovered during my survey. 12% of the for-profit websites
and 20% of the non-profit websites demonstrated the ability to be altered by
an outside attacker, even though all of these websites displayed strong security
features such as strong cipher keysizes (128-bits or larger) and good protocol use
(either TLS 1.0 or TLS 1.1).

Meanwhile, the fact that 34.6% of websites use less than 128 bits for their
ciphers is concerning, and it contrasts with my study, in which 0% of websites
used less than 128 bits for their ciphers. This shows that my study may have
focused too much on the prominent, well-known faces of E-commerce without
accurately surveying the entire Internet landscape.

Finally, virtually all websites support TLS 1.0 protocol (99.4%) while only
a handful support TLS 1.1 protocol (10.4%). This may explain why only 16%
of the non-profit websites in my study used TLS 1.1. If this is the case, non
non-profit organizations are using the next best system currently available (TLS
1.0), but they should consider upgrading as soon as possible in order to avoid
security risks such as the BEAST attack.

8 Conclusion

There are several components that categorizeSSL/TLS protocol, including asym-
metric encryption systems, hash functions, and data encryption techniques. For-
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profit and non-profit organizations use these systems and components in different
ways to establish secure E-commerce transactions.

SSL and TLS protocols both use the asymmetric encryption system of RSA,
which uses public and private keys to securely distribute information between
two parties. SSL and TLS protocols can differ, however, by their use of hash
functions (SHA-1, MD5, or SHA-2), data encryption techniques (AES or RC4),
and data encryption keysize (128-bit keys or 256-bit keys).

The 50 websites surveyed in my study demonstrated a diversity of traits found
in SSL/TLS components. For-profit companies place more weight on security
systems, as seen by their 56% use of 256-bit AES encryption and their over
70% use of TLS 1.1 and SHA-1. This is an understandable result because for-
profit groups run the high risk of losing tangible profit in the case of a security
breakdown. Non-profit companies, meanwhile, focus more attention on stopping
attacks that may bypass these security systems, as nearly half of them (48%)
provided protection against TLS renegotiation, compared to only 20% for their
for-profit counterparts. Hence, my survey shows that for-profit and non-profit
companies do use E-commerce security measures in different ways.

To bolster security, all 50 websites should upgrade their use of hash func-
tions (upgrade to SHA-2 from MD5 and SHA-1). The should also eliminate the
display of unnecessary images or videos on the final checkout webpage, as 12%
of for-profit sites and 20% of non-profit sites opened themselves up to tam-
pering vulnerability in this way. For-profit companies should consider requiring
customers to log-in as soon as they enter the website in order to protect and
encrypt the customer’s search activity. Non-profit companies, which predomi-
nantly favor TLS 1.0, should focus on upgrading to TLS 1.1 in order to combat
known threats such as the BEAST attack.

References

1. Ross J. Anderson. Security Engineering: A Guide to Building Dependable Dis-

tributed Systems. John Wiley & Sons, Inc., New York, NY, USA, 1st edition,
2001.

2. SSL Labs. Tls deployment best practices 1.0.
3. Hong lei Zhang. Three attacks in ssl protocol and their solutions.
4. Internet Retailer Magazine. The top 500 list.

http://www.internetretailer.com/top500/list/, 2013. Online, accessed: 2013-
03-24.

5. TIM Trustworthy Internet Movement. Ssl pulse.
http://www.trustworthyinternet.org/ssl-pulse/, 2013. Online, accessed: 2013-04-
03.

6. Microsoft Developer Network. http://msdn.microsoft.com/en-US/. Online, ac-
cessed 2013-04-09.

7. Top Nonprofits. Top 100 nonprofit orgainzations.
http://topnonprofits.com/lists/best-nonprofits-on-the-web/, 2013. Online;
accessed; 2013-03-24.

8. Rolf Oppliger. SSL and TLS: Theory and Practice. Artech House, Inc., Norwood,
MA, USA, 2009.

257



9. Eric Rescorla. SSL and TLS: designing and building secure systems. Addison-
Wesley Longman Publishing Co., Inc., Boston, MA, USA, 2001.

10. William Stallings. Cryptography and Network Security: Principles and Practice.
Pearson Education, 3rd edition, 2002.

11. David Wagner and Bruce Schneier. Analysis of the ssl 3.0 protocol. In Proceed-

ings of the 2nd conference on Proceedings of the Second USENIX Workshop on

Electronic Commerce - Volume 2, WOEC’96, pages 4–4, Berkeley, CA, USA, 1996.
USENIX Association.

9 Appendix: E-Commerce Security Survey Data

The following tables provide a list of the websites that I surveyed listed in the
order that I surveyed them. The first table summarizes the 25 for-profit websites
that I surveyed. These websites are among the biggest E-commerce retailers on
the Internet, and they use E-commerce to sell products and services to generate
profit.

This table summarizes the security standards of the 25 for-profit websites
that I surveyed along the metrics of protocol used, encryption type/keysize, and
hash functions.

Data From 25 For-Profit Companies Visited
Website Protocol Used Encryption Type/Keysize Hash Function
eBay TLS 1.0 RC4/128 MD5
Amazon TLS 1.0 RC4/128 SHA-1
Staples TLS 1.1 AES/256 SHA-1
Apple TLS 1.0 RC4/128 MD5
Disney TLS 1.0 RC4/128 SHA-1
Walmart TLS 1.1 AES/256 SHA-1
Dell TLS 1.1 AES/256 SHA-1
Office Depot TLS 1.1 AES/256 SHA-1
Oriental Trading Company TLS 1.0 RC4/128 SHA-1
Macy’s TLS 1.1 AES/256 SHA-1
BestBuy TLS 1.1 AES/256 SHA-1
Costco TLS 1.1 AES/256 SHA-1
L.L. Bean TLS 1.1 RC4/128 SHA-1
JC Penny’s TLS 1.1 AES/256 SHA-1
Target TLS 1.1 AES/256 SHA-1
HSN TLS 1.1 RC4/128 MD5
Overstock TLS 1.1 RC4/128 MD5
Toys ’R’ Us TLS 1.1 AES/256 SHA-1
Kohl’s TLS 1.1 AES/256 SHA-1
Amway TLS 1.1 RC4/128 MD5
Nordstrom TLS 1.1 AES/256 SHA-1
Barnes & Noble TLS 1.1 AES/256 SHA-1
Walgreens TLS 1.1 AES/256 SHA-1
Rakuten TLS 1.1 RC4/128 MD5
Avon TLS 1.0 RC4/128 MD5
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I also visited 25 non-profit websites to survey their security standards. These
websites use E-commerce to obtain donations from individuals, and they are
among the most well-visited non-profit websites on the Internet.

The following table is a collection of data from the non-profit companies that I
surveyed in the order that I surveyed them. The table summarizes each website’s
security standards along the metrics of protocol used, encryption type/keysize,
and hash function.

Data From 25 Non-Profit Companies Visited
Website Protocol Used Encryption Type/Keysize Hash Function
American Red Cross TLS 1.1 AES/256 SHA-1
American Cancer Society TLS 1.1 RC4/128 MD5
United Nation’s Children’s Fund TLS 1.0 RC4/128 MD5
Network For Good TLS 1.0 RC4/128 MD5
National Public Radio TLS 1.0 RC4/128 MD5
Defenders of Wildlife TLS 1.0 RC4/128 MD5
World Wildlife Fund TLS 1.0 RC4/128 MD5
Assocation for Retired Persons TLS 1.0 RC4/128 MD5
Amnesty International TLS 1.0 RC4/128 MD5
Do Something TLS 1.1 RC4/128 SHA-1
St. Jude Children’s Hospital TLS 1.0 AES/256 SHA-1
Planned Parenthood Federation TLS 1.0 RC4/128 MD5
Nature Conservancy TLS 1.0 RC4/128 MD5
Greenpeace TLS 1.0 RC4/128 MD5
Mayo Foundation TLS 1.0 RC4/128 MD5
Invisible Children TLS 1.0 RC4/128 MD5
World Food Program TLS 1.0 RC4/128 MD5
American Civil Liberties Union TLS 1.0 AES/256 SHA-1
Human Rights Campaign TLS 1.0 RC4/128 MD5
American Heart Association TLS 1.0 AES/256 SHA-1
American Diabetes Association TLS 1.1 RC4/128 MD5
Human Rights Watch TLS 1.0 RC4/128 MD5
Sierra Club TLS 1.0 RC4/128 MD5
Feeding America TLS 1.0 RC4/128 MD5
Doctors Without Borders TLS 1.0 AES/128 SHA-1
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Analysis of security analysis and intrusion detection
methods for web applications
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Abstract. In the rush to develop web applications, security has often been an im-
portant but neglected component. The internet is a hostile place and web applications
have been found to be a popular point of attack for attackers. This paper is a survey
and analysis of two important classes of security tools - vulnerability detection meth-
ods and intrusion detection methods. These tools are complementary and aid in the
process of preventing and detecting attacks respectively.

1 Introduction

Since the Internet became widely available in the late 1990s, the number of websites and
web applications have been increasing rapidly. However, security was often neglected in the
rush to build web applications. White Hat Security’s 2010 study[41] of over 2000 websites
found that the average website had almost 13 serious security vunerabilities.

Web applications are a popular point of attack for attackers. Verizon’s 2012 Data Breach
Investigations Report [45] found Web applications to be the third most common hacking
vector in security breaches. Hence, security should be of utmost importance in the develop-
ment of web applications. Vulnerability analysis and retification should be performed in the
process of buliding web applications.

According to OWASP’s list of Top 10 Most Critical Web Application Security Risks released
in 2010, five most common vulnerabilities in web applications are in order of prevalence:

1. Injection
2. Cross Site Scripting
3. Broken Authentication and Session Management
4. Insecure Direct Object References
5. Cross Site Request Fogery

The three aspects of securing web applications are prevention, detection and response[31].
In this paper, we will analyse two classes of tools which aid in the process of prevention and
detection, namely security analysis and intrusion detection.In particular, the potency of the
tools will be analysed with regards to their ability to address the five common vulnerabilities
mentioned above.

2 Security Analysis - Vunerability Detection

As the saying goes, prevention is better than cure. Prevention is an important aspect of
securing web applications. In addition to good coding practices such as always perfoming

261



checks on user supplied data before using them, checks for vulnerbilities should be done as
the application is built. To err is human. Such analysis should be done to reduce the amount
of vulnerabilities which may have been inadvertently introduced into the system despite best
coding practices. While vulnerability analysis are in no way magical - they might not be
able to identify every single vulnerability which exist in the application, if done well, they
would reduce the probability of major vulnerabilities lurking in the application unknown to
the developer.

Vulnerability detection techniques fall into two broad categories - static and dynamic anal-
ysis. No one method is perfect. Each has its strengths and weaknesses. Hence, for a com-
prehensive security test and diagnosis, a combination of different analysis methods should
be used. The strengths and weaknesses of the various analysis methods will be analysed in
the following sections.

2.1 Static Analysis Methods

Overview: Static analysis is done by parsing the web applicztion’s source code without
execution. Vulnerabilities can be identified from the programme flow deduced by code anal-
ysis. In some instances, coding patterns known to result in vulnerabilities are identified and
flagged.

General Strengths

1. The behaviour of the programme can be throughally predicted without hav-
ing to generate all possible inputs
All possible paths of execution can be traced by static code analysis. This means that
vulnerabilities present in the code being analysed are more likely to be picked up by
static analysis methods (as compared to dynamic analysis methods which will be dis-
cussed in the later section). Hence, static analysis methods tend to have a lower rate of
false negatives for internal vulnerabilities.

2. Static Analysis can be done at ealier stages of development
The application do not have to be up and running in order for the analysis to be done.
Static analysis can be done on completed modules as the application is being developed -
it does not require the web application to be up and running. This allows vulnerabilities
to be identified earlier in the process of software development. Detecting vulnerabilities
in earlier stages of development reduces the time and hassle required to fix them as less
extensive changes would have to be made. Consequently, this reduces the costs of fixing
the security bugs discovered.

3. Static Analysis is able to pinpoint the exact region of code responsible for
the security vulnerability.
This reduces the time needed to trace and narrow down possible causes of the vul-
nerabilities found. The time required for the vulnerabilities to be fixed is reduced has
developers can home in on the exact cause of vulnerability without having to do tedious
additional manual debugging and code trace.

General Weaknesses

1. Analyis is done without knowledge of the actual runtime environment
Static analysis is unable to trace the flow of data when the web application interacts
with an external programme or system since there is no access to the source code of the
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external programme or system. Consequently, any vulnerabilities which arise from this
interaction will go undetected.

2. Over Analysis
Static analysis are unable to detect that certain conditions will not occur in actual
execution.[5] Consequently, static analysis may produce false positives where conditions
arising from execution pathways which will never occur in practice are flagged and
‘vulnerabilities” which will never occur are brought to attention.

3. Undecidability of Static Analysis Many problems in static analysis are undecidable
or even uncomputable (as in the case of determining must-aliases) in their natural form.
Hence, appropriate simplifing assumptions must be applied to the system to model
approximate solutions to the problems.[28]

4. Source code static Analysis tools are language specific
There is no way of developing a single static analysis tool that can perform vulnerability
analysis on the source code of all web applications regardless of the language the ap-
plications’ source codes are written in. This is because syntax differs across languages.
This is not an issue for static analysis on binary code; however source code analysis can
be done at an earlier stage of development.

Analysis of Static Analysis Methods
Static analysis tools like Veracode Static Analysis tool [7], Coverity Static Analysis Verifi-
cation Engine[2] and Pixy [37] often use a variety of static analysis methods in their vul-
nerability analysis. In this section, some of the static analysis methods commmonly used in
vulnerability analysis will be analysed.

2.1.1 Data Flow Analysis and Taint Analysis

Fig. 1. Example of a CFG for a simple program, taken from [37]. The symbol Ω is used to represent
an unknown literal where the exact value of the variable cannot be determined.
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In data flow analysis, program variables and their definitions are traced using control flow
graphs or abstract syntax trees.[8] Data flow analysis allows the propagation of values
through the program to be traced.

Taint analysis is an extention of data flow analysis where any raw user input is considered
to be tainted data. Taint analysis is used to trace the propagation of unsanitised (hence
tainted) user input at each point of the program flow. Hence, it can be determined if tainted
data is able to reach sensitive sinks in the program, resulting in a vulnerability.

Detecting Vulnerabilities

This mode of vulnerability detection can be effectively employed by treating secuurity ex-
ploits as data flow violations. Violations can then be detected by checking if data flow
assertions are upheld.[10]

Injection
As command injection attempts are typically made via user input form and fields, any server
side command or sql query that uses unchecked user input as arguments is vulnerable to an
injection attack. Hence, the probability of a successful injection attack can be reduced by
sanitising all such user inputs.
Data flow analysis can be employed to check for injection vulnerability by checking if the
assertion that all user inputs pass through a sanitisation function before evaluation is held
at all points of the program flow of the web application.
Running any user supplied code on the server clearly exposes the web application to injec-
tion attacks. A more thorough analysis can be done by also checking the assertion that user
supplied code is never interpreted by the site’s interpreter at all points of the application’s
program flow.

Cross-site scripting
Similarly, cross site scripting attempts are made by entering poisoned data in user input
fields. Hence, the assertion that all user inputs are sanitised before being stored or echoed
by the application should be checked. The violation of this assertion at any point means
that the application has a cross site scripting vulnerability.

Access control / insecure direct object references
An access control vulnerability is present when it is possible for users to bypass the expected
data flow and gain unauthorised access to the web application’s data. Data flow analysis
can therefore be employed to check for such a vulnerability.
In all the site’s data flow, no data should flow into any of the site’s directories unless the
user has write permission for the directoy. Likewise, no data should flow into any of the site’s
print outs unless the user has read permission for the data - all users can only view site data
and content they are authorised to. An access control vulnerability is present when either
of the 2 conditions can be violated in any of the application’s program flow. Similarly, an
insecure direct object reference can be detected via data flow analysis by checking that all
possible ways of accessing the object in question do not violate either of the 2 conditions.

Weaknesses of data flow analysis

1. Data flow Analysis only gives an approximation of actual behaviour during execution.
The problem of whether a definition reaches a given point in the program flow, that
is whether there is a path of execution from the definition to that point such that the
corresponding variable has the value given by the definition at the point, is in general
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unsolvable. Hence, a set of simplifing assumptions which approximate the actual execu-
tion behaviour of the the program would have to be made. Certain reaching definitions
found by data flow analysis may not hold true in actual program execution. This might
result in instances of false positives, where tainted data is flagged as being able to reach
a certain sensitive sink in the program in the case where the said path of execution will
not occur in the program’s execution.

2. Soundness/ Completeness tradeoff.
A flow analysis model designed for soundness, that is it always gives a safe approximation
of the program’s actual runtime behaviour[37], tends to be less apt when it comes to
giving a complete approximation of the program’s behaviour and vice versa. In other
words, a model optimised to have lower probability of raising false positives tends to
have a higher rate of false negatives. Conversely, a model optimised to be sensitive to
program vulnerabilities tends to have a higher rate of false positives.

2.1.2 Lexical Analysis

In lexical analysis, the code to be analysed is tokenised by converting groups of characters
in the code into tokens defined by regular expression. The resulting token stream is then
compared against a library of known vulnerable constructs.

Buffer overflow vulnerability detection
Buffer overflow can occur if a program fails to check the size of the data it is processing,
consequently allocating space smaller than the data and causing the data to overflow to
neighbouring regions on the execution stack.

Attackers may attempt to inject malicious code to critical regions of tbe web application’s
execution stack on the web server via a buffer overflow attack. In a buffer overflow attack,
user input fields may be flooded so that the return address of the stack may be overwritten,
causing the malicious code the attacker has included in the input field to be run on the web
server. Applications which fail to check the size of user input before processing them may
be vulnerable to this attack.

Buffer overflow vulnerabilities often occur with similar bad coding patterns, ie not checking
user input data size before assigning memory to the data in operations that involve storing
and copying. Hence lexical analysis can be used as a quick way of detecting such vulnera-
bilities.[15]

Weaknesses of Lexical Analysis

1. High False Positives
Tools which use only lexical analysis such as Flawfinder and ITS4 have been found to
have high false positive rates[34]. Lexical analysis tends to be much less effective because
it does not take into account the code’s semantics and syntax.

2. Lexical Analysis is very insensitive in general
Lexical analysis works by looking for patterns in the tokenised source code which match
that of known vulnerable code structures. Hence, security vulnerabilities which do not
have a strong defect signature[11] would slip unnoticed by lexical analysis.
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2.1.3 Parsing Analysis/Syntactic and Semantic Analysis

The token stream from lexical analysis can be further analysed by parsing analysis, where
the tokens are organised in an abstract syntax tree or a parse tree. The resulting tree is
then used to analyse the code’s syntax and semantics.

Vulnerability Detection
Like the token stream in lexical analysis, the parse tree can be used in detection of buffer
overflow vulnerabilities. This can be done with a lower false positive rate as syntax and
semantics can be taken into consideration in the analysis. In addition, the accuracy of the
analysis can be improved by allowing the programmer to add code annotations to specify
the semantics of the source code[24].

Parsing analysis can be used to speed up and improve the accuracy of tests for injection
vulnerability. For instance, parsing analysis has been used with penetration testing (which
will be discussed in the section on dynamic analysis) to identify SQL injection vulnerabilities.
The parse tree of an SQL query is first analysed for vulnerable spots. A vulnerable spot
for SQL injection occurs where a value element containing user input is in the root node of
the parse tree of the SQL query. A SQL command is injected via the vulnerable spot. The
parse tree of the SQL query generated by the web application when the SQL command is
entered is compared with the parse tree of the SQL query when an innocent input (input
of the form expected by the programmer) is entered. The web application will be deemed
to have an SQL injection vulnerability if the structure of the two parse trees are different.
This method has been successfully implemented in Sania, an SQL vulnerability detection
tool for web applications[48].

Fig. 2. Both diagrams above are parse trees of SQL queries generated with the user input of ’ OR
1=1 to the password tree. The diagram on the left shows the instance of a parse tree generated
with sanitised user input where ’ OR 1=1 is sanitised and parsed as a string. The diagram on the
right shows the parse tree generated with the input unsanitised. The structure of the parse tree has
been altered by the malicious user input. Diagrams taken from [48].

2.1.4 Alias Analysis

Alias analysis looks at the memory location of the objects variables reference. Two variables
are must-aliases if they point to the same memory location for all possible paths of execution
of the program. Two variables are may-aliases if they will point to the same memory location
only if certain paths of execution are taken.

266



Alias analysis compliments taint analysis to give a more accurate prediction of whether
tainted values can reach the web application’s sensitive data sinks along any path of execu-
tion.

2.1.5 Type-based Analysis / Type Qualifier Analysis

In type-based analysis, the ”correctness” of the program is evaluated based on type rules.
Type analysis is used in compilers to flag programming errors. Type analysis can be adapted
for the detection of potential security vulnerabilites with the use of type qualifiers[20].
Type qualifiers are defined and tagged to variables to add additional constrains on top
of standard type constrains. For instance, a system with two type qualifiers, tainted and
untainted can be developed, where values of variables defined as tainted should not be
able to reach critical parts of the program. In type qualifier based analysis, variables are
qualified either by user annotation or a type inference algorithm. Most type qualifer systems
implement both, which allows users to additional constrains to be checked by defining type
qualifiers and making type annotations at key places in the program. The type inference
algorithm then makes type inferences for the other expressions in the program and introduces
qualifiers accordingly.[44]
One advantage of building upon type-based checks with type qualifiers is: an analysis done
with a good type qualifier definition can be proven to be able to find all inconsistent usage
of qualifiers. Hence if a systen is set up such that any security bug will produce a qualifier
inconsistency, the system will be guaranteed to be able to catch all the security bugs[25].

Access control vulnerability detection
Type-based analysis can be used to identify access control vulnerabilities by creating a set
of ownership type qualifiers. For instance, a simple access control system of two qualifiers,
admin and user can be created. If a pointer of type user is referenced to data of type admin
at any point, the web application will be flagged as having an access control vulnerability
at that point; as in actual program execution, this may correspond to a user being able to
gain access to something requiring greater privilege to access.
Checks that access control restrictions are enforced by the web application might be more
easily done on code in an object-orientated language, where objects are encapsulated within
a class or another object. In this case, the access control rule may be defined as such
- an object is only able to access itself and the objects they encapsulate, objects of the
corresponding super classes and global objects[13].

SQL Injection Vulnerability Detection
For SQL injection vulnerability checks, the tainted / untainted type qualifier definition may
be used. If any variable type-qualified as tainted is used in the generation of an SQL query,
the web application will be flagged as having an SQL injection vulnerability. In actual
execution, this corresponds to user inputs not being passed through sanitisation functions
before being used in the generation of the SQL query.

2.2 Dynamic Analysis Methods

Overview: In contrast to static analysis, dynamic analysis is done at runtime. Dynamic vul-
nerability analysis usually involves interacting with the live web application and monitering
the application’s response. Dynamic analysis does not require access to the web application’s
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source code.

General Strengths

1. Significantly lower rate of false positives
Unlike static analysis, dynamic analysis has access to the actual runtime behaviour of
the web application. Unlike static analysis which flags predicted vulnerabilities, dynamic
analysis flags observed vulnerabilities. Hence vulnerability analysis programs based on
dynamic analysis have a significantly reduced probability of identifying false vulnerabil-
ities.

General Weaknesses

1. Greater uncertainty of completeness
Dynamic analysis may not be able to detect and analyse all possible paths of execution
of the program. Failure to detect a particular analysis does not necessarily mean that
the web application does not have that particular vulnerability. It could mean that the
path of execution with that vulnerability has not been explored. Hence, it is uncertain
the analysis has uncovered all vulnerabilities.

2. Cannot pinpoint the exact location of code responsible for the security vul-
nerability

2.2.1 Penetration Testing

Penetration testing seeks to simulate a hacker attempting to hack the web application.
Hence penetration testing is done by launching attacks on the running web application and
monitoring the web application’s response to determine if the attack has been successful.
One major limitation of penetration testing is there is no way of ensuring that all possi-
ble attacks to the web application have been exhausted. Failure to find vulnerabilities via
penetration testing does not mean that the web application is completely secure.
Penetration testing can be done manually, with the aid of an automated penetration test-
ing tool or a combination of both. In general, the automated tools consist of three main
modules[9]:

1. The Crawler Module
The crawler module traces links and redirects within the web application to determine
the set of reachable pages within the application. The crawler also identifies the web
application’s input points, which will be the means by which the tool attacks the web
application.

2. The Attacker Module
The attacker module simulates a hacker attacking the web application. It analyses the
set of reachable pages and corresponding input points generated by the crawler module
and generates and enters the relevant attack strings.

3. The Analysis Module
The analysis module analyses the response of the web application, like the pages returned
or error messages generated to determine the success of the attempted attack.

Dectecting Injection Vulnerability
One automated penetration testing tool which has been developed to test web applica-
tions for SQL injection vulnerabilities is SQLMap. SQLMap is able to detect the backend
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database management server employed by the web application and craft its attack accord-
ingly. SQLMap tests for SQL injection vulnerabilities using five types of SQL injection,
namelyz: [4]

1. Boolean-based blind
An attempt to inject a boolean statement like or 1=1 to the corresponding SQL query
is made. The success of the injection attempt is determined by observing the resulting
page load or redirect by the web application.

2. Time-based blind
Instead of attempting to inject a simple boolean statement to the SQL query, an attempt
to inject an SQL statement string like and 1 = (select 1 from sleep(10)) which will cause
the database management server to be put on hold (for 10 seconds in this case). If a
corresponding delay is observed, the injection attempt is successful.

3. Error-based
An attempt to inject an invalid SQL statement string which will trigger an error mes-
sage from the database management server is made. The expected error message is
returned if the injection attempt is successful. This technique only works if the database
management server has been configured to disclose error messages.

4. Union query-based
An attempt to inject an SQL string of the form union all select* is made.

5. Stacked quries
An attempt to inject a second SQL query is made. For example, the string ; select
sleep(10) is appended to the data in the user input field or URL query string (which
contains the web application’s GET parameters). In this case, if the injection attempt
is successful, a delay of 10 seconds is observed.

Detecting Cross-site Scripting Vulnerability
Similarly, penetration testing can be used to analyse web applications for cross-site scripting
vulnerabilities. Penetration testing for reflected cross-site scripting vulnerability is done by
appending javascript code to URL query strings.

Fig. 3. Image taken from [6]. Example of a possible reflected XSS vulnerability. It is
likely that web application’s PHP script prints the $ GET[’user’] parameter from the
URL query string. A simple test would involve modifying the URL to get the follow-
ing:http://example.com/index.php?user=<script >alert(”hello”) </script >. If the web application
has a XXS vulnerability, a popup which reads hello will appear when the URL loads.

Likewise, web applications which store and display form input data can be penetration
tested for stored cross-site scripting vulnerabilities by entering similar javascript code into
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form fields. However, penetration testing alone may not be able to reveal every instance of
XSS vulnerabilities. If the web application sanitises the get parameters and form input data
against a black list, it is likely that a successful XXS can be done by circumventing the
black list filter. There are infinitely many ways of circumventing regular expression checking
against the black list filter. Hence, it is impossible to exhaust all possibilities. Failure to un-
cover XXS by penetration testing therefore does not mean absence of XXS vulnerabilities.

Detecting Cross-site Request Forgery Vulnerability
Web applications which use GET parameters to identify users and perform user initiated
transactions are likely to be succeptible to cross-site request forgery (CSRF). As GET
parameters are easily modifiable, penetration testing can easily be done on such web appli-
cations.
Web applications which use POST parameters instead of GET are not necessarily immune
to CSRF. A malicious external site can be created with javascript that will send a form
post back to the targeted web application when the victim’s browser loads the site. If the
browser’s cookie from the previous session with the web application are still active and
the web application relies solely on cookies to verify the users’ identities, the form post’s
action will be executed.[22] Similarly, penetration testing can also be used to test for CSRF
vulnerabilities by creating such a scenario and simulating the malicious website.
As with penetration testing for all other vulnerabilities, failure to detect CSRF vulnerability
does not guaratee absence of CSRF vulnerabilities as it could be that successful modes of
attack have not been explored by the penetration test.

2.2.2 Fuzzing Testing

In fuzzing testing, random invalid input is generated and entered into user form fields or
URL query strings. Fuzzing testing is an extension of penetration testing where instead
of generating attack strings from attack libraries and cheatsheets, random strings with
unexpected inputs or “dangerous characters”like ; / ” ’ < and > are generated.
Fuzzing testing can be used to test if any unsafe assumptions have been made about user
modifiable data, such that certain unexpected input would crash the application. In addition,
fuzzing testing can be used to test if the program is succeptible to buffer overflow attacks.
When a buffer overflow happens, the server might return an error code or stop responding
to requests.[14]

2.3 Combining Static and Dynamic Analysis

Methods can be developed to tap on the strengths of static and dynamic analysis in detecting
web application vulnerabilities. For instance, vulnerabilities found by static analysis can be
verified by penetration testing.

2.3.1 Dynamic Taint Analysis

In dynamic taint analysis, the propagation of tainted data is traced as the program is exe-
cuted. Dynamic taint analysis for web applications requires access to both the application’s
source code and state changes within the application as the application is run.
As with static taint analysis, dynamic taint analysis treats all raw user input data or user
modifiable data as tainted. As the values of tainted variables are used to compute values
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of other variables in the program, the taint values of variables interacting with the tainted
variable are marked according to a set of taint propagation rules. The propagation and mon-
itoring of taint values can be done via the inclusion of the relevant taint propagation and
taint checking functions in the code. [30, 19] Alternatively, a non “code invasive” framework,
Dytan [23], has been developed to track taint propagation by monitoring the machine in-
structions being executed and marking tainted memory locations accordingly. All variables
which pass through sanitisation functions are assumed to be untainted. This may result in
false negatives where sanitisation functions are implemented incorrectly. Security vulner-
abilities are flagged when tainted variables are found to reach the corresponding critical
regions in the web application’s code.

Dynamic taint analysis tends to have lower false positive rate than static taint analysis as it
does not have to approximate the actual execution of the web application. However, dynamic
taint analysis is not free from false positives as there are instances of overtainting, where a
variable is marked as tainted although its value is not derived from a tainted source[19].

Dynamic taint analysis often runs with high overhead. The results of static analysis can be
used to speed up dynamic taint analysis by only monitoring vulnerable regions identified by
static analysis. In fact, a hybrid analysis framework, Phan [33], has been developed based
on this concept.

3 Intrusion Detection Systems

Vulnerability detection systems cannot guarantee to be able to identify all security loopholes
and vulnerabilities lurking within the web application. Web applications which have had
all identified vulnerabilities fixed and certified secure by security analysis are in no way
100% unbreakable. They are merely more resistant to attack; more determined and skilled
attackers might still be able to uncover exploits and compromise the web application.

In event that successful attacks do occur, intrusion dectection systems are important as they
notify web administrators of the compromised. Relavant data and logs of the gathered by the
intrusion detection systems will give the adminstrators (i.e: people who maintain the web
application) a better idea of how to restore the web application, rectify the security loophole
and prevent similar attacks from compromising the web application again. In addition,
data from real-time intrusion systems can be used to block attack attempts as they occur,
preventing potential damage to the web application by shielding the web applications from
the attack.

Intrusion detection systems can be classified two broad categories[35] - static detection
systems, which identify attack attemps which have been made on the web application, and
dynamic intrusion systems which flag attack attempts as they happen.

3.1 Static Intrusion Detection

Static intrusion detection systems mainly monitor logs for abnormal activity. The aim of
static intrusion detection is not preventive but reactive - flag possible attacks for follow up
by the web adminstrators. Static intrusion detection systems can also construct a log of an
attacker’s activities and tamperings with the website in question, which will help the web
administrator in identifying the attacker’s motives and undoing the damage done by the
attacker. A comprehensive system should monitor the following data sources:

271



– Web server logs
The web server log contains a history of page requests to the web server. GET requests
always show up in web server logs. Hence any tampering with GET parameters to
attempt an SQL or cross-site scripting attack or circumvent the web application’s control
flow can be detected by monitoring the web server log. POST data are usually not
included in web server logs by default(hence attack attemps made via form fields using
the POST method cannot be logged), but many web servers have the option of allowing
POST data to be recorded in server logs.

Fig. 4. Example of web server log in extended common log format taken from [29]. The information
available in this format are from left to right: Client IP, Date, Time, Timezone, Request method,
Resource requested by client, HTTP protocol, HTTP status code, Size of object returned in bytes,
Referrer (link to request) and User agent. The last seven lines are examples of requests made by a
web-crawler.

– Web application audit trail/operating system logs
The audit trail log contains a record of the processes and details of system calls executed
by the web application. Any unusual activity observed in the log would be suggestive of
an attack. However, an attacker might be able to disable the audit system by flooding the
audit file system in a denial of service attack.[16] In this instance, not all the attacker’s
activities will be captured by the system.

– Application log files (for systems that use application servers)

– SQL database log
Any unusual SQL query in the SQL database log would be suggestive of a successful
SQL injection attack.
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3.2 Dynamic Intrusion Detection

The aim of dynamic intrusion detection is to perform realtime detection of attacks on the
web application. Hence, in order to be effective, dynamic intrusion detection systems must
have the following characteristics:[16, 21]

1. Accuracy
A good intrusion detection system should detect attacks with low false positive rates.
The probabilitiy of wromgly identifying a legitimate action as an anomaly or intrusion
should be as close to zero as possible.

2. Performance
The system should be able to process and access events quickly enough for attacks to
be detected almost just as they occur. Otherwise, realtime detection of attacks is not
possible.

3. Completeness
No false negatives, all attacks are detected by the system. In practice, this hard to fulfil
as it is impossible or close to impossible to have complete knowledge of all possible
attacks. Hence, in practice, a good intrusion detection system would be one that can
detect all attacks with high probability.

4. Fault Tolerance
The system must be resistant to attacks; otherwise attackers may easily make the system
moot by bringing down to system before launching an attack on the web application.

5. Timeliness
The system has to be able to perform and relay its analysis to allow timely intervention
in event of an attack to prevent further damage.

There are a variety of dynamic intrusion detection systems which monitor different data
sources. They are namely,

– Host-based
Host-based intrusion detection systems run on the server running the web application.
They monitor the activity and processes executed by the web application. Most host-
based systems get data on events taking place in the web application’s enviroment from
the audit trails generated by the host they monitor.

– Network-based
Network-based intrusion detection systems monitor the network between clients and
the server running the web application. They sniff and analyse network packet data for
anomalies and send an alert if a suspected attack has been detected.

– Hybrid
Hybrid systems rely on a combination of host-based and network-based tools. An ex-
ample of a hybrid system is the Distributed Intrusion Detection System (DIDS)[42].
Proposed in 1991, it had Haystack [3] as the host-based monitor and NSM [32] as the
network-based monitor.

3.3 Intrusion Detection Methods

Intrusion detection systems (both static and dynamic systems) use two main approaches,
signature-based detection or anomaly-based detection to pick up unusual activities from the
massive amounts of data and traffic they monitor. Due to challenges with developing an
anomaly-based detection model, most commercial intrusion detection systems implement
signature-based detection.
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3.3.1 Signature-based/Misuse Detection

Signature-based intrusion detection techniques, also known as misuse detection are built
upon knowledge of possible attacks and system vulnerabilities. In general, signature-based
intrusion detection systems work on a blacklist approach - observed events and activities
are checked against signatures of known attacks and an alarm is raised if a match is found.
If implemented well, this mode of intrusion detection can detect attacks effectively with a
relatively low false positive rate.
Attack signatures can be modelled using the following techniques[46, 40]:

– Expression Matching
Similar to signature matching in antivirus applications, the captured event data (ie:
network data packets, event logs,etc) are checked for occurances of matches with attack
patterns.

– State Transition Analysis
Attacks are modelled as a sequence of state transitions, creating a corresponding finite
state machine instance. Each event is then applied the finite state machine corresponding
to each attack.

Fig. 5. Schematic structure of a finite state machine modelling an attack taken from [46]. Any ma-
chine reaching the final acceptance state (labelled attack) would be indicative of the corresponding
attack.

– Specialised Rule-based Languages
Each attack signature is recorded as a form of a program which takes in a stream of
events and raises an attack alert when an input matchs an internal alert condition.
Rule-based languages which allow the creation of such models include RUSSEL[36],
IDIOT[27], STATL[43] and REE[39].

– Neural Networks[12]
The use of neural networks is a machine learning technique. The neural network is
first trained to recognise known attacks with high probability. For any event or event
stream fed into the neural network, the network will output the probability of it being
an attack. An alert will be raised if the probability computed by the network is greater
than a specified threshold. One advantage of using neural networks is the ease in which
they can be trained to recognise new attack signatures.
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Fig. 6. Example of a neural network taken from [26]. In practice, neural networks can have multiple
hidder layers. The bias values can be used as part of a feedback mechanism.

Detecting attacks with signature-based detection

– SQL Injection Attacks
Signature-based detection can easily detect traditional SQL injection as they involve
easily detectable patterns. For instance, an SQL injection attack typically involve the
insertion of SQL meta characters (ie: ’ – and ;), boolean logic and SQL key words like
SELECT, UNION, INSERT, DELETE into POST or GET requests. However, not all
injection attemps can be caught at the POST or GET request level as it is not impossible
for attackers to devise methods to slip past such signature-based pattern matching. The
figure below shows some evasion methods which can be employed.

Fig. 7. Taken from [47].
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Nevertheless, not all is lost as the attack can be detected at a later stage (when the
inserted SQL command is evaluated) if SQL queries are monitored as the queries made
may match SQL attack patterns.

– Cross-site Scripting Attacks
Similarly, traditional cross-site scripting attacks can be detected by pattern matching
with known cross-site scripting signatures. However, such an approach can be circum-
vented by attackers using evasion techniques similar to that used in evading detection
at the request level for SQL injection. Unlike SQL injection, there are no behavioural
signatures by which a cross site scripting attack can be detected. Hence signature-based
detection is less effective agains cross-site scripting.

– Cross-site Request Forgery
Signature-based intrusion systems might be able to successfully identify some cross-site
forgery attempts by monitoring the referer field of HTTP request headers and referencing
with HTTP headers of known CSRF attacks. However, this is not fool proof as the referer
field can be forged.

General Limitations

– False negatives
An attacker might be able to develop a novel attack method which will slip past
signature-based intrusion detection system because the new attack method does not
resemble any of the attacks the intrusion detection system is designed to look out for.

– Constant update of attack signatures needed
Since attackers are always devising new means of attacks to get past intrusion detection
systems, signature-based intrusion detection systems must be kept up to date with
signatures of new attacks. The creation of new attack signature is a time consuming
process.

– Decrease in performance with expanding attack signatures
As the number of attack signatures increase, the performance of the system may decrease
as each event observed must be compared with each attack signature.

3.3.2 Anomaly-based Detection

Anomaly-based intrusion detection techniques instead adopt a whitelist approach. Attacks
are assumed to be detectable as deviations from normal events, hence events and activ-
ities that deviate from the norm are identified and flagged as possible intrusions. Unlike
signature-based detection, anomaly-based detection can detect novel attacks and do not re-
quire frequent updates. However, the challenge in anomaly-based detection lies in developing
a salient definition of normal.
The behavioural model of the web application and its normal users (users who have no
intention of attacking the system) can be developed using the following methods:

– Statistical Methods
A model of normal behaviour is created with respect to huge number of observations
over time. A new observed event is then compared against previous observations us-
ing statistical methods to determine if it is an anomaly with respect to the previous
observations.
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The following are examples of statistical methods used in anomaly-based intrusion de-
tection [18]:

• The operational/threshold model
In this model, the number of occurances of each new event is measured against a
statistically determined threshold. This model is useful when the number of occu-
rances of a certain event has a strong correlation with attack attempts.
For instance, it may be observed that most users do not make username password
errors more than 4 times. Hence, any failed login attempt which occur more than 4
times will be determined to be an instance of an unauthorised login attempt. Any
further login attempts from the same source will be denied.

• The mean and standard deviation model
A new observation is determined to be an anomaly if it falls outside a predetermined
confidence interval, ie its value is more than a predetermined standard deviation
away from the mean of previous observations.
In instances where there are correlations between observed variables a multivariable
mean and standard deviation model may be employed.

• The markov process model
The markov process model treats each observation as a state variable. A transi-
tion matrix models the probability of transitions between states. An observation is
deemed abnormal if it probability of occurance as determined by the model (tran-
sition matrix and the previous state matrix) is low. This model might be useful in
observing sequences of commands for anomalies, where in general commands are
executed in sequences towards a certain end - each command can be foreshadowed
by the previous command.

The image below shows an example of a markov process for which the markov process
model is given by:

(
rainy
sunny

)
=

(
0.4 0.7
0.6 0.3

) (
rainy
sunny

)

Fig. 8. Image taken from [1].

• The time series model
The time series model can adapt to a gradually changing system. It is a trend based
model - it considers the values, order and inter arrival times of a series of events
over a certain time interval. An observation is deemed abnormal if its probability of
occuring at a given time of observations is below a defined level.

– Machine Learning based Methods
This is similar to statistical methods in that a statistical model of expected behaviour
and events is built upon past observations. However, the intrusion detection system
is trained to differentiate normal and abnormal observations using machine-learning
techniques like neural networks.

277



Models developed using machine learning methods can be improved over time by keeping
track of past classifications. For instance, the neural network can have a feedback system
to tweak the internal statistical weights accordingly if a certain event initially classified
as permissible (normal) was eventually found to be an attack.

– Knowledge-based Methods[38]
This is similar to how most attack signatures are modelled. The expected behaviour of
the monitored system is manually defined using models such as the finite state machine
and rule-based languages. An anomaly alert is raised when an event fails to match the
defined model. This is useful for policy or protocol based systems where the behaviour
of the system under certain conditions is guaranteed.
The usage of such a method avoids the problem of incomplete observation which plagues
most anomaly-based detection systems - normal behaviour which was not observed dur-
ing the model development period. However, the development of a complete model of
the system manually is time consuming and subject to the possibility of human error.

Detecting attacks with anomaly-based detection

– SQL Injection Attacks
Anomaly-based detection tends to be more effective than signature-based detection at
identifying SQL injection attacks. Instead of checking POST and GET requests for
patterns matching known attacks, the request are checked against expected request data
forms. For instance, the web application may have a policy that SQL meta characters do
not appear in usernames. Hence, any corresponding request with SQL meta characters
is most likely an injection attempt and will be flagged by the intrusion detection system
as an anomaly.

– Cross-site Scripting Attacks
Just as the case with SQL injection, detection of cross-site scripting attacks is more
effective with an anomaly-based intrusion detection system. Content with cross-site
scripting payloads (client-side browser run scripts) tend to be noticably different from
normal content. Hence, cross-site scripting attempts might be identifiable by comparing
each HTML form POST content form with statistically expected content forms.

– Cross-site Request Forgery
Cross-site request forgery attempts might be captured by looking out for unusual se-
quences of events like a sudden change of password request without going through the
change of password user interface page or even more glaringly a sudden change of pass-
word or personal details after a logout.

– Directory Traversal/Access Control Violation
Such violations might be captured by looking out for unusual sequences of events with
regards to page access. For instance, if the web application has a policy that a certain
private file should only be accessible via an authentification page; but a request was
observed to be made without any request for the authentification page or the sequence
of events that is expected to transpire before the request for the private file, the system
will detect an anomaly and raise an alert.

General Limitations

– Update needed with every change made to web application
The behaviour of the web application might change with updates or patches made to
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the web application. Hence, the anomaly-based intrusion detection system might need
to be updated with any changes made to the web application.

– Huge data set and lack of control of data set
Huge data sets are required to develop an accurate profile of the web application’s
normal activities and traffic.
There is no way of ensuring that no intrusion attempts are made while a model of the
system’s normal behaviour and activites is being developed. This problem may be al-
leviated by using a signature-based intrusion detection system to filter out intrusion
atteempts while the anomaly-based model is being developed. However, this is not en-
tirely fail safe as novel intrusion methods tend to slip past signature-based filters.
Since most systems require observation of the web application’s activities and traffic over
time to develop a behavioural model, noise in the observations (ie intrusion attempts)
might be calculated into the final behavioural model, making the system less sensitive
to future similar intrusions.

– False positives
Anomaly-based intrusion detection systems tend to have high rates of false positives.
This is because the normal behaviour of the web application and its legitimate non
malicious users cannot be fully learnt[17] - development of a model of a ‘normal’ system
requires observation of the system’s behaviour over time, during which the system’s
complete normal behaviour may not be observed.

4 Conclusion

As can be seen from the methods analysed in this paper, no one vulnerability detection
or intrusion detection is fool proof. Each vulnerability analysis method has its blindspots.
Similarly, each intrusion detection method has its failings.
A good approach then would be to wield different methods with complementary strengths
and weaknesses, where one method’s weakness is another method’s strength, in both vul-
nerability analysis and intrusion detection.
There is, however, no 100% safe and secure web application, especially where user interaction
and input is concerned. There is always a probability of an unknown vulnerability lurking
in the web application waiting to be exploited. This is because the actual execution of the
web application is undecidable based on its code alone; and not all possible execution states
of the web application may be discovered during execution. There is no way of developing a
complete model of attacks or a complete model of an attack-free web application and user
behavior and interaction. Hence, no intrusion detection method is guaranteed to be able to
accurately and completely capture all instances of attacks.
Hence, one must always be vigilant and not complacent with regards to security. Security
is in fact a constant battle of wits between attackers and developers.
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Abstract. This paper will explore the environment and protocols used
in E-transactions, including 4 of the most common systems in existence
in real-time application.

1 Introduction

In an era where purchasing a product from halfway across the world is as com-
mon as buying grocery from a convenience store in the neighbourhood, there is
growing need for a wider range of secure transaction mechanism, especially for
Electronic Transaction (E-transaction).

This paper will cover the 4 of the more popular E-Transactions methods
in the world. Each section will include a brief descriptive of the E-transaction
involved, its protocol and an analysis of the security features and vulnerabilities.

2 Automated Teller Machine (ATM)

An Automated Teller Machine (ATM) is a device that financial institutions de-
ploy to provide their customers with access to financial transactions via telecom-
munications systems, without the need for a human bank teller. From the time
of its inception till today, the ATM has become a common sight around neigh-
bourhoods, shopping centres and inside the premise of the banks themselves. By
the end of 2010, the number of ATMs in operation around the world reached
2.25 million units (Council P. S., 2013). The proliferation of the ATMs is not
unexpected because it provides convenient, 24 hour easy access to ones finances
(Akrani, 2011) without the long waits that is commonplace when visiting a bank.
Nowadays, the ATM offers a variety of services beyond the simple cash deposit
and withdrawal services it started off with in the 1960s (Wikipedia, Automated
teller machine). Some of the services offered today include transference of funds,
bill payment, reloading of stored value cards like Ezlink and Cashcard and ap-
plication of loans. This section of the paper will delve into the data security
involved in the most fundamental functionality of an ATM cash withdrawal.
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2.1 Architecture

To examine the security in a cash withdrawal transaction, the architecture of the
ATM, as well as the network it is operating in, have to be examined to identify
the flow of data during transaction.

A typical ATM device has 2 inputs (a magnetic and/or chip card reader
and an encrypting PIN pad (EPP)) and 4 outputs (a display screen, a cash
dispenser, a receipt printer and a speaker). The latest device has an additional
input where the display screen is a touchscreen. The ATM runs on a CPU with an
operating system and software for user interface and communications (Whelan).
The machine is connected to an ATM host network in order to send customers
request and receive information from the banks database. A more elaborate
architecture of an ATM is shown in Figure 1.

Fig. 1. Architecture of a Multi-Functional ATM

2.2 Networks and Protocols

Within the host network is a host processor, operating in the same capacity
as an Internet Service Provider, routing all requests to interbank network, like
Cirrus for MasterCard and PLUS for Visa, through an ISO 8583 messaging sys-
tem (Leeper). The ISO 8583 defines a common message format, containing of
the customers account number, terminal ID (the ATM identification number),
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transaction information and other data (Wikipedia, ISO 8583, 2013). However,
in 2000, a new messaging specification for the financial industry, known as Inter-
active Financial Exchange (IFX) was released (Marlin, 2000) and many banks
have replaced or switched to using IFX-based ATM (Feig, 2007).

Figure 2 is an example of the connections between interbank networks and
ATM host networks.

Fig. 2. Network Connections Between ATMs and Bank Networks (MOXA, 2007)

2.3 Security

Up till January 2013, there is no effective global standard for ATM security,
though the PCI Security Standards Council has released a guideline, covering
security practices in the stages of ATM configuration, deployment and initial-
ization.

From the ATM architecture and network, the data flow of a cash withdrawal
transaction is as in Figure 3.
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Customer ATM Host Processor

Funds 
transferred

Insert ATM card

Enter correct PIN

Request Cash Withdrawal
And enter amount

Forwards card 
and transaction 

information

Request for 
Electronic 

Fund Transfer 
(EFT)

Display list of services

Request Personal 
Identification Number 

(PIN)

Cash Dispensed

Approval of Cash 
Dispension

Bank 
Computer

Fig. 3. Sequence Diagram of a Cash Withdrawal Transaction

From the protocol and PCIs ATM guidelines, the system is most vulnerable
at the ATM device, as it is the interface for users and thus most exposed to
attackers. As proven historically, the most common attacks for ATM are card
skimming and PIN-stealing attacks and only more recently did attacks evolved
to directly manipulating the software inside the ATMs for money (Bradbury,
2010). The transmission of data over the ATM and banks network is less vul-
nerable because any request for electronic fund transfer will leave a record of
the transaction taking place, hence any attempt by attacker to transfer money
from a victim account or to deposit a virtual amount into ones own account will
expose the attackers identity. Moreover, data transferred are likely encrypted
with Secure Socket Layer (SSL) protocol, thus security at transport level layer
is mostly secured.

Card Skimming and PIN-Stealing Attack As ATM cards issued in the past
are magnetic-striped card where bank account information are stored within the
magnetic strip, attackers are able to obtain victims account information by at-
taching a card skimmer over the slot for the card reader and account information
of users of that particular ATM will be read and stored within the skimmers.
With that, attackers are able to create the ATM cards from the stolen infor-
mation. However, without the PIN number, even with the account information,
attackers are unable to gain access to those accounts. Hence, a card skimmer

286



Data and Systems Security in 4 Popular Electronic Commerce Environment 5

is normally used in conjunction with a pin-hole camera that records the PIN
numbers entered by the users of the compromised ATM.

Solution - With the gradual change from magnetic ATM card to chip card and
the installation of anti-skimming device due to the recent spate of stolen ATM
card and PIN data for POSB bank accounts, the problem of card skimming
is likely to diminish, as ATM cards containing microchips require reading of
serialized data from the chip, which is more difficult than reading the account
information from the magnetic strip of magnetic ATM card

Attacking the Software of ATM As security of the card improved, attackers
also evolved their methods of raiding the ATM. Instead of targeting hardware,
the software of the ATM systems is being infected with malware in an attempt
to obtain accounts information. The malicious program may camouflage as the
OS update services and upon installation, records account information read from
the ATM cards in transaction requests send out by the ATM. This data, stored
locally within the ATM itself, is retrievable by a control card owned by the
attacker and all the account information stolen can be printed out by the ATMs
receipt printer (Trustwave, 2009).

The attacking software may be introduced into the ATM device during as-
sembly of the machine, onsite with the aid of an accomplice within the ATM
operators, or indirectly infiltrate the ATM from the banks server, the other end
of the service application (Bradbury, 2010).

Solution - A good solution to the issue of software attack is also one offered
by PCI Security Standards Council to perform regular system checkups on the
ATMs, especially those of remote locations. As the embedded devices like ATMs
have purposely limited their functionalities to optimize primary operations, the
capability for automatic intruder detection is low, hence the responsibility falls
to the operators to ensure that the system are not compromised. Physical main-
tenance of the system will also allow for visual inspections for attempts of type
card skimming and pin-stealing attacks.

3 Credit Card E-transactions

E-transactions are classified as cardholder not present (CNP) transactions, that
is transactions where the merchant and point-of-sale are not in the same physical
location as the card and its holder. While e-transactions support a fast-growing
online retailing industry, there is a significant proportion of the consumer popu-
lation which is concerned about the potential threats of fraudulent online trans-
actions. E-transaction frauds are on the rise and are constituting an increasingly
larger portion of bank fraud losses. The Internet Keyed Payment Protocols (iKP)
were among the first protocols developed to provide secure credit card payments
over an insecure network line such as the internet. iKP formed the basis for the
Secure Electronic Payment Protocol (SEPP), which was endorsed by Visa for
secure credit card payments. Ideas from SEPP and Secure Transaction Technol-
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ogy (STT) formed the basis for the Secure Electronic Transaction (SET) system
developed by Visa, Mastercard and other companies.

3.1 Secure Electronic Transaction (SET)

The SET protocols order information consisted of two parts first part such as
items being ordered were private between the merchant and the customer and
second part such as bank account information was private between the customer
and the bank. SET allowed both kinds of information to be included in a single
signed transaction the first part was encrypted using the merchants private key
and the second part was encrypted using the banks private key. To prevent any
potential eavesdropping, the customer computes the hash of each part of the
order information separately, then takes the hash of the resulting digest and
finally signs the resulting hash. This mechanism, called a dual signature, allows
either the merchant or the bank to read and validate the signature on its half of
the purchase request without having to decrypt the other half (Base, 2010).

The SET failed to become popular because it required all parties to have
certificates resulting in the need for software installation of an e-wallet from the
customer. Merchants were slow to adopt it because of the cost and complexity
for merchants especially in comparison to low cost and simple SSL-based al-
ternatives. As a result, the payments industry developed and promoted a new
protocol 3D Secure. 3D Secure provides user authentication without a certificate
and is being rapidly adopted by customers and merchants.

3.2 3D Secure

3D Secure stands for Three Domain Secure the payment industrys internet
authentication standard which has been developed by the major card compa-
nies Visa and MasterCard. Visas version of 3D Secure is branded as Verified
by Visa and MasterCard has called its equivalent version as MasterCard Secure-
Code. While both are very similar, difference lies in technical implementation1

. This section will look at 3D Secure architecture and describe how a typical
online transaction takes place using the protocol. It will also uncover some of
the security weaknesses of the protocol.

3.3 Network Architecture

3D Secure consists of the Three Domain Model, which has the following three
domains
Issuer Domain : This domain consists of the card issuing bank and the
cardholder. It handles all communications between the two over the cardhold-
ers web browser. Also present is an Access Control Server (ACS) which

1 Compared to Verified by Visa, MasterCard SecureCode uses different transaction
status flags and Electronic Commerce Indicator (ECI) values in the payment au-
thentication request and response messages.
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performs the functions of checking whether a given card number is enrolled in
3D Secure and to authenticate the cardholder for a specific transaction.
Acquirer Domain : The Acquirer Domain consists of the merchant and the
acquirer bank. The merchant obtains the card number and invokes the Mer-
chant Server Plug-In (MPI) to conduct payment authentication. MPI creates
and processes payment authentication messages and returns control to the mer-
chant.
Interoperability Domain : This domain facilitates the XML request-response
between the issuer domain and the acquirer domain. It consists of Global Di-
rectory Server, an internet based directory system provided by both Visa and
MasterCard. It connects the ACS of participating card issuers to ensure shop-
per is enrolled and authenticated. Card authorization is verified using VisaNet
communication channel between issuer and acquirer. Also present is an Au-
thentication History Server (AHS) which stores records of authentication
for future reference.

3.4 3D Secure Transaction Process

Payment authentication in 3-D Secure is done in the following sequential manner
(Europe,2012)

a. Cardholder purchase: The cardholder provides billing and payment card in-
formation to the merchant software. When the card holder indicates decision
to buy, the merchant software passes control to Merchant Server Plug-In
(MPI).

b. Request to Directory Server: MPI sends message to Directory Server to check
if particular card is enrolled for 3-D Secure. If yes, the response message
instructs MPI on how to contact the Access Control Server (ACS) of the
associated issuer.

c. Cardholder authentication: The MPI sends authentication request to the
ACS. The ACS authenticates the cardholder by causing an authentication
dialog to be displayed to the cardholder asking for password. This may be
a predetermined password or a one-time password received through text
message on the cardholders mobile phone. The ACS formats and digitally
signs the authentication response and returns to the MPI.

d. Payment processing: If the authentication response indicates successful au-
thentication, the merchant sends the payment authorization request to the
acquirer bank.

Following diagram explains the transaction using 3D Secure in a step-by-step
manner
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Fig. 4. 3D Secure Transaction Process

3.5 Security Weaknesses of 3D Secure

Following are some of the security weaknesses of the 3D Secure Payment protocol

a. Confusing the user hiding security cues: Users are usually told to enter
their bank details and passwords only on TLS secured sites, and measures
such as different address bar colour are taken to help customers. However,
since 3D Secure form is an iframe or pop-up without address bar, users may
be an easy target for phishing attacks from malicious websites.

b. Registered password authentication: While many banks in Singapore
have shifted to one-time passwords (OTP) to be sent to the users mobile
phones while authenticating the cardholder, in many other countries card-
holders are required to register a password with their banks. This may lead
to many potential phishing attacks, particularly if the password is activated
during shopping (ADS) when the user uses a 3-D Secure card for the first
time. Phishing is also possible if the user forgets his password and needs
to reset it. Most banks display the same ADS page to allow users to reset
passwords, making them vulnerable to phishing. However, such limitations
can be minimized with the increasing adoption of OTP among banks.

c. Privacy: 3D-Secure requires that the cardholder must be shown a descrip-
tion of the transaction, which is sent to the issuer. This leads to reduced
privacy for the user, especially when compared to earlier payment protocols
such as SET, where issuer would know the merchant the user dealt with but
not the details of the transactions. Thus, 3D Secure provides less privacy
than SET or existing legacy systems.

Despite the given limitations, 3D Secure presents enormous potential to mini-
mize fraudulent online transactions while using credit cards. The protocol has
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been more successful than its predecessor SET because it allows for user authen-
tication without certificates which makes it more convenient for users who do not
need to install any software. Also, merchants are increasingly using it because
of ease of integration with merchant legacy systems only software Plug-In and
passing of data to VisaNet is required at the merchant.

4 Near Field Communication

The ability to pay for transit fares, groceries, and other products by simply wav-
ing a mobile phone near a point-of-sale (POS) device represents a new payment
frontier in the modern world. Such payments, called proximity mobile payments,
uses Near Field Communication (NFC) technology and the mobile phone is held
close to the merchant’s POS equipment (Alliance, 2009). NFC is a form of short-
range communication that wirelessly exchanges data between devices that are
located a few centimeters apart. For two devices to communicate using NFC, one
must have a NFC reader/writer and the other must have a NFC tag which can
be read and written to (Innovision, 2009). An NFC-enabled device can operate
in reader/writer, peer-to-peer, or card emulation mode. For mobile contactless
payments, the NFC-enabled mobile device operates in card emulation mode and
appears to an external reader as a traditional contactless smart card (Council,
2011).

4.1 Architecture

For virtual payment cards to work on an NFC enabled phone, variety of enti-
ties and stakeholders need to come together. For phones to be NFC enabled,
they need to incorporate a NFC chip and also smart chips that allow them to
securely store the payment application and the consumer account information.
This chip is called a secure element (SE) and it is generally incorporated in the
phone in one of the two ways: a) Embedded the SE into the phone during the
manufacturing process. This allows the phones manufacturer and mobile oper-
ating system providers to design, certify, and implement basic NFC payment
transaction applications for a particular phone. b) Include the SE in the SIM
card. This provides consumers with the ability to move to new phone and still
retain their account information as long as they have the same SIM card in the
new phone (Council,2011).

As NFC technology leverages existing infrastructure for mobile payments
no configuration is required at the merchants who have everything required to
accept contactless payment. The last step essentially entails a marriage between
the mobile operators or the SE owner and the banks. Since multiple banks and
mobile operators/SE owners exists in the market, an entity called TSM (Trusted
Service Manager) exits which helps in maintaining these relationships.
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Fig. 5. Role of TSM

The TSM handles the provisioning and management processes so that banks
do not need to deal with multiple NFC service providers (such as device manu-
factures and mobile operators), phone models, and operating systems, and NFC
service providers do not need to deal with multiple banks.

4.2 Security features

Figure 2 depicts the flow of data that takes place when a NFC mobile contactless
payment takes place.

Fig. 6. Security mechanism in place to protect the processes used in NFC mobile
payment. Image Source: Smart Card Alliance
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The most important layers and aspect are described here:

Secure Financial Data Delivery NFC mobile payments do not require ac-
count data be stored on a physical card. The data is passed securely from the
issuing bank through the TSM to the SE in the mobile handset. The secure
transfer of account data from the bank to SE relies on public key infrastruc-
ture (PKI) and encryption based on the secure sockets layer (SSL)/transport
layer security (TLS)2 standard (Alliance, 2009). The TSM stores the account
information in an encrypted database. Whenever a mobile device requests the
data, it initiates an encrypted data connection with the mobile operator. Once
the connection is set up, the application running on the handset establishes a
TLS secure communication session to the TSMs server and obtains the account
information.

Securing account data on the mobile device The secure element, embedded
in the handset or in the SIM card, is a secure microprocessor that includes a
cryptographic processor 3 to facilitate transaction authentication and security,
and provide secure memory for storing multiple payment applications so that
different NFC applications can work securely and independently of each other.
An API is provided for the applications to access the data in the secure element.
All phone applications that need to communicate to the secure element need
authentication from a trusted entity (Alliance, 2009). Majority of the operating
systems provide a wallet application to facilitate this.

Secure communication during payment Communication between the se-
cure element and the contactless reader is based on existing standards for con-
tactless payment. This protocols is based on two standards: ISO 7816 and ISO
14443. ISO 14443 helps the reader and NFC chip establish all the parameters
and settings required for the NFC communication. ISO 7816 defines the struc-
ture and the mechanism through which the data is exchanged between the NFC
chip and the reader.

4.3 Threats and usability issues

As with credit cards, the sensitive financial data stored on mobile phones will
become targets for thieves and fraudsters. Since NFC utilizes the existing in-
frastructures for contactless payments, the upside is that the security of NFC-
enabled phones could be quite good, or at least no worse than a credit card.
This is because smartphones being miniature computers, strong cryptography
and authentication protocols can be built right into their systems. In spite of
this, some of the prominent threats and issues with NFC include:

2 The TLS protocol allows client-server applications to communicate across a network
in a way designed to prevent eavesdropping and tampering.

3 A crypto processor or chip is a powerful, high-speed, programmable cryptographic
engine for operating private and public key-based encryption systems.
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a Eavesdropping: NFCs short range provides some protection against eaves-
dropping but it may be possible pick up data from NFC systems at a greater
distance using an antenna.

b Malware applications: Recent attacks on Google wallet show that it is pos-
sible for malwares and viruses to extract account information stored on the
device. It is important to make sure that all payment applications are ex-
tremely secure and follow industry standards (Wagstaff, 2012).

c Theft: In case of mobile phone theft, the user is at a risk of having their
virtual credit card information being stolen. It is important for payment ap-
plications to be secure and only be activated by using some sort of password.
Remote wiping of account information can be considered. Users should also
get their cards blocked in case of theft, just like with credit cards.

d Changing mobile phones: If the SE is embedded in the SIM card, then chang-
ing mobile phones does not present an issue if the customer continues to use
the same SIM card. In case of SE embedded in the phone, consumers need
to be educated to ensure that their confidential data are securely transferred
from the old phone to the new and destroyed on the old phone.

There are other possible threats associated with NFC technology such as Data
Modification, data insertion, etc, but these are not expanded on as they are
specific to the other two modes of NFC (peer-to-peer and reader-writer).

5 PayPal

With the new developments in technology, the Internet has become the most
popular place for people and businesses to buy and sell goods. For the purpose
of trusted E-commerce, people and businesses need a safe online payment system
that they can trust.

PayPal is one of the worlds largest online payment systems. PayPal is widely
accepted by customers and merchants to make payments in Internet. It offers
many advantages such as increased sales, credibility, security and a better check-
out experience. PayPal requires all customers to create a system account after
which the customer can have access to resources and services offered by PayPal.

PayPal stores the user’s personal information and credit card information,
mainly: (1) create an account (first name, last name, address, city, state, ZIP
code, country, and home telephone), (2) PayPal account login (Email address),
and (3) payment information (credit card type, name on card, card number, and
expiration date) (Pelez & Novella, 2006).

5.1 PayPal Security

Over 100,000 people sign up for PayPals service every day, more than $1,000
goes through the PayPal financial engine every second. Approximately 70% of
all spoof email in the world is related to eBay or PayPal, mostly with the inten-
tion of stealing personal information. For this very reason, PayPal offers a high
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level of security. It is highly committed to combating online criminals who are
constantly inventing new strategies to steal credit cards, Social Security Num-
bers, and passwords. To fight the growing industry of online fraud and identity
theft, PayPal offers various security and fraud protection techniqueswhich are
widely regarded as the best and most advanced in the industry (Williams, 2007).
PayPal’s industry-leading loss rate is less than 0.5%. Their security measures can
be broadly classified into:

– Data encryption

– Antifraud risk models

– Card Security Code (CSC, or CVV2)

– Verification

– Antifraud specialists (PayPal, How We Help Protect Sellers)

5.2 PayPal Payment Model

PayPals payment system has three involved participants customer, merchant
and PayPal. This system has multiple agreements with different financial insti-
tutions like MasterCard and Visa. PayPal works as authorization system in the
payment process between the customer and the merchant. The merchant must
have a business relationship with PayPal in order to use the payment tools of-
fered by PayPal. With the same account the merchant has the option to maintain
the funds in his account of PayPal or transfer it to his bank account [?].

5.3 PayPal Transaction Protocol

Once the customer has decided to pay for an item in a web shop, the payment
protocol begins. The price negotiation is not in the scope of the PayPal payment
protocol. To make the payment on the Internet using PayPal, the customer clicks
on the button on the merchant site, which redirects the customers to the PayPal
Web site.

After that, the communication between the customer and PayPal is a secure
connection by SSL (Secure Socket Layer). PayPal requests customer’s identifi-
cation through his account and the customer has to log in or sign up to PayPal.
It then asks for payment confirmation and the user can accept or reject charge.
Unless the customer has activated Instant Payment Notification, the protocol
transaction finishes. PayPal sends to the customer a review of his payment in-
formation. Finally, PayPal redirects the customer to merchant’s web shop.
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Fig. 7. PayPal Transaction Protocol

5.4 Protecting Electronic Payment

According to the PayPal website, PayPal creates a secure connection to its server
and encrypts information sent to their website using SSL. [?] SSL is a protocol
used to maintain client and server authentication. A website can implement SSL
by using Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) where
SSL integrates security services in the session layer for applications as encrypted
over Hyper Text Transfer Protocol (HTTP).

Fig. 8. SSL Algorithm

It uses an encryption key that is 168-bits long. Before proceeding, the server
checks whether or not the users browser uses SSL 3.0 or higher. PayPal also
uses an electronic firewall to protect its data from the Internet. Their servers are
behind the firewall and not directly connected to the Internet in order to protect
private information from unauthorized computers [?].

The fraud problem is resolved by the authentication service. Each PayPal
account has a password that is only known to the user of the account. In recent
years, PayPal has added an additional security feature, the Security Token. After
entering his/her password, the user is prompted to press the button on the Se-
curity Key and enter the 6-digit number generated by it. PayPal also introduced
another feature, where the customer receives a one-time Mobile Transaction Au-
thentication Number (MTAN) on his registered phone via SMS. As additional
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security parameter the customer receives a notification with the payment details
by email. However, PayPal has often had trouble maintain complete anonymity
where its users are concerned. It requires the user to disclose his/her personal
and financial information to PayPal. In addition, PayPal distributes customers
purchase habits to foreign financial institutions. All the information is stored on
a central server.

5.5 PayPal Vulnerabilities

Though PayPal maintains its position as an industry-leading provider of online
payment services (with a loss rate of less than 0.5%), multiple web vulnerabili-
ties have been identified by Vulnerability Lab researchers on the official PayPal
website. These include various types of Blind SQL injection vulnerability and
persistent web vulnerability.

Researchers from Vulnerability Lab identified a critical Blind SQL Injection
Vulnerability, which could have been used by a remote attacker or a local user
with low privileges, to inject their own SQL commands. The security hole ex-
isted in the unique number field of the email confirmation module. The affected
parameter was ”login confirm number id” . Successful exploitation of the vulner-
ability results in web application or module compromise via blind SQL injection
attack [?].

Extract of SQL injection Proof of Concept

<form method="post" action="https://www.paypal.com/de/cgi-bin/webscr?cmd=

_confirm-email-submit& (PayPal, 2005)c846" class="">

<p class="group"><label for="login_confirm_number_id">

<span class="labelText"><span class="error">

Please enter it here</span></span></label>

<span class="field"><input id="login_confirm_number_id" class="xlarge"

name="login_confirm_number" value="06021484023174514599-1+

[BLIND SQL-INJECTION!]--" type="text"></span>

</p><p class="buttons"><input name="confirm.x" value="Confirm"

class="button primary" type="submit"></p>

<input name="form_charset" value="UTF-8" type="hidden"></form>

Several persistent web vulnerabilities were detected in the official PayPal E-
commerce website content management system and many other locations such
as official PayPal Community Forum Portal website application. The bugs allow
remote attackers to inject malicious script code on the application side (persis-
tent) of the PayPal web service, hijack user sessions, steal accounts via persistent
web attacks, and manipulate context in the affected modules [?].

6 Conclusion

The 5 different E-Transaction systems cover different possible sources of attacks,
illustrating how an attack may come from a variety of sources and how broad
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a scope attacks may be. Hence, security is a difficult feature to ensure because
at any time, anywhere a persistent attacker may uncover a new way of breaking
into a system.

298



Bibliography 
Akrani, G. (2011, Sept). Automated Teller Machine ATM - Advantages of ATM. Automated Teller 

Machine ATM - Advantages of ATM. Retrieved from http://kalyan-

city.blogspot.com/2011/02/automated-teller-machine-atm-advantages.html 

Alliance, S. C. (2009). Security of Proximity Mobile Payments. Smart Card Alliance. 

Base, M. K. (2010). Secure Electronic Transaction (SET). Secure Electronic Transaction (SET). 

Retrieved from http://www.mbaknol.com/business-finance/secure-electronic-transaction-

set/ 

Bradbury, D. (2010). A hole in the security wall: ATM hacking. Network Security, 2010(6), 12-15. 

Common Protocols Adopted For ATM Communications. (2003). ATM \& Debit News, 4, 1. 

Council, A. S. (2011). The Mobile Payments and NFC Landscape: A. Smart Card Alliance. 

Council, P. S. (2013, Jan). Information Supplement: ATM Security Guidelines. Information 

Supplement: ATM Security Guidelines, Version 1.0. Retrieved from 

http://www.google.com.sg/url?sa=t&rct=j&q=automated%20teller%20machine%20pdf&sou

rce=web&cd=20&ved=0CGAQFjAJOAo&url=https%3A%2F%2Fwww.pcisecuritystandards.org

%2Fsecurity_standards%2Fdocumentdownload.php%3Freference%3Datm_security_guidelin

es%26format%3DPDF&ei=nWlmUfHQMYLprAfRhoE4&usg=AFQjCNEFXWaWzqiCes1g0-

wYAmRm5keXzA&bvm=bv.45107431,d.bmk 

Europe, E.-C. (2012, June). Draft Position Paper on E-Payments. Draft Position Paper on E-Payments. 

Feig, N. (2007). ATMs -- Standardizing the ATM -- TD Bank/HP deal marks milestone for IFX 

messaging protocol. Bank Systems \& Technology, 44(4), 25-25. Retrieved from 

http://search.proquest.com/docview/213149036?accountid=13876 

Garnish, G. (2007). Visa Plus Financial Service Reviews. Visa Plus Financial Service Reviews. Retrieved 

from http://www.visaplus-atm.co.uk/ 

Innovision. (2009). Near Field Communication in the real world. Near Field Communication in the 

real world. Retrieved from www.nfc-

forum.org/resources/white_papers/Innovision_whitePaper1.pdf 

Kovacs, E. (2012). Persistent Flaws in PayPal Allow Cybercriminals to Hijack User Sessions and More. 

Persistent Flaws in PayPal Allow Cybercriminals to Hijack User Sessions and More. Retrieved 

from http://news.softpedia.com/news/Persistent-Flaws-in-PayPal-Allow-Cybercriminals-to-

Hijack-User-Sessions-and-More-296107.shtml 

Kovacs, E. (2013). PayPal Addresses Blind SQL Injection Vulnerability After Being Notified by Experts. 

PayPal Addresses Blind SQL Injection Vulnerability After Being Notified by Experts. Retrieved 

from http://news.softpedia.com/news/PayPal-Addresses-Blind-SQL-Injection-Vulnerability-

After-Being-Notified-by-Experts-323053.shtml 

299



Leeper, A. (n.d.). Understanding the ATM Business. Understanding the ATM Business. Retrieved from 

http://www.google.com.sg/url?sa=t&rct=j&q=different%20types%20of%20atm%20machine

s&source=web&cd=11&cad=rja&ved=0CGEQFjAK&url=http%3A%2F%2Fwww.atmgurus.com

%2Ftraining%2Fresources%2FUnderstanding%2520the%2520ATM%2520business.pdf&ei=m

2lmUYuTAYe4rAfLjYC4Cw&usg=AFQjCNEWHfsOGbe-

WpsSsDzLzvF485d81g&bvm=bv.45107431,d.bmk 

Marlin, S. (2000). Final draft of IFX specification on the way. Bank Systems \& Technology, 37(5), 18-

18. Retrieved from http://search.proquest.com/docview/213235430?accountid=13876 

MOXA. (2007). Multi-function ATM. Multi-function ATM. Retrieved from 

http://www.moxa.com/vertical_markets/atm/MultiFunctionAutomatic.htm 

NearFieldCommunication.org. (2013, February). Security Concerns with NFC Technology. Security 

Concerns with NFC Technology. Retrieved from www.nearfieldcommunication.org/nfc-

security.html 

PayPal. (2005). PayPal as a Payment Option: Standard Checkout Integration Guide. PayPal as a 

Payment Option: Standard Checkout Integration Guide. San Jose, CA. 

PayPal. (n.d.). Data Encryption. Data Encryption. Retrieved from 

https://www.paypal.com/sg/webapps/mpp/security/buy-dataencryption 

PayPal. (n.d.). How We Help Protect Sellers. How We Help Protect Sellers. Retrieved from 

https://www.paypal.com/sg/webapps/mpp/security/sell-securityforsellers 

Peláez, R. M., & Novella, F. J. (2006). Application of Electronic Currency on the Online Payment 

System like PayPal. In R. Soumi, R. Cabral, J. F. Hampe, A. Heikkilä, J. Järveläinen, & E. 

Koskivaara (Eds.), Project E-Society: Building Bricks (Vol. 226, pp. 44-56). Turku, Finland: 

Springer. 

Tiggas, M. S. (n.d.). IFX and XML in Banking. IFX and XML in Banking. Retrieved from 

http://www.google.com.sg/url?sa=t&rct=j&q=interactive%20financial%20exchange%20prot

ocol&source=web&cd=2&sqi=2&ved=0CD4QFjAB&url=http%3A%2F%2Fwww.ifxforum.org%

2Fabout%2Fpresentations%2FIFX_and_XML_in_Banking.ppt&ei=vW5mUfuYEorMrQelsIGAB

A&usg=AFQjCNFMOgk2tX5z0IwfJMAfJBHj-B_-cA&bvm=bv.45107431,d.bmk 

Trustwave. (2009, May). Automated Teller Machine (ATM) Malware Analysis Briefing. 

Wagner, D., & Schneier, B. (n.d.). Analysis of the SSL 3.0 Protocol. Oakland, California,. 

Wagstaff, K. (2012, February). Google Wallet Hack Shows NFC Payments Still Aren’t Secure. Google 

Wallet Hack Shows NFC Payments Still Aren’t Secure. Retrieved from 

http://techland.time.com/2012/02/10/google-wallet-hack-shows-nfc-payments-still-arent-

secure/ 

Whelan, S. (n.d.). Automated Teller Machine. Tech. rep., Consulative Group to Assist the Poor. 

Retrieved from 

http://www.google.com.sg/url?sa=t&rct=j&q=automated%20teller%20machine%20pdf&sou

300



rce=web&cd=18&ved=0CFYQFjAHOAo&url=http%3A%2F%2Fmfbbva.org%2Fuploads%2Ftx_

bbvagbmicrof%2F18044_CGAP_ATM.pdf&ei=nWlmUfHQMYLprAfRhoE4&usg=AFQjCNFOdw

8CCTKI8LxzvPdIwO-eqzUU3g&bvm=bv.45107431,d.bmk 

Wikipedia. (2013). ISO 8583. ISO 8583. Retrieved from http://en.wikipedia.org/wiki/ISO_8583 

Wikipedia. (n.d.). Automated teller machine. Automated teller machine. Retrieved from 

http://en.wikipedia.org/wiki/Automated_teller_machine 

Williams, D. (2007). Pro PayPal E-Commerce. (M. Moodie, Ed.) Apress. 

 

 

301



302



Factoring a number 

Zhang Zhenxing 

Abstract.  The difficulty of factoring a big semiprime, whose two factors are 
big and not too close to each other, is the premise of the safety of RSA 
algorithm. This article will provide an overview of factoring a number, 
summary of some algorithms to solve this problem and how it is related to 
computer security, namely, the RSA algorithm. 

 

1 Overview 

The set of natural numbers can be divided to {1}, the set of prime numbers and the 
set of composite numbers. To factor a numbers means to write a composite number in 
the form of a product of several prime numbers. In Cryptography, RSA algorithm 
relies on the difficulty of factoring a big semiprime number whose two factors are big 
but not too close to each other. On normal computer, the fastest algorithm is the 
General Number Field Sieve(GNFS) algorithm which takes  

O(exp(((64/9)1/3 + o(1))(log n)1/3(log log n)2/3), 
where n is the integer to be factored and consists of  𝑙𝑜𝑔2

  𝑛  + 1 bits [6]. However, if 
big quantum computers are built, by using Shor’s Algorithm[5], factoring a number 
can be done in polynomial time which will trigger a revolution in cryptography. 

2 Definitions 

First we take a look at some definitions: 

2.1 Natural number: 

A natural number is defined as follows: 
(1) 1 is a natural number. (Note: Some computer science and logic textbooks 

define that natural number starts with zero.) 
(2) If n is a natural number, then n + 1 is also a natural number 

2.2 Prime number: 

A prime number is a natural number greater than 1 and it cannot be written as a 
product of two natural numbers both of which are greater than 1 and less than the 
number itself. 
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2.3 Composite number 

A composite number is a natural number greater than 1 and it can be written as a 
product of two natural numbers both of which are greater than 1 and less than the 
number itself. 

 
Thus, the set of natural numbers can be partitioned into {1}, the set of prime 

numbers and the set of composite numbers. These three sets are mutually exclusive. 
 
Now we introduce the definition of a semiprime number. 
 

2.4 Semiprime number 

A semiprime number is a composite number that can be written as a product of two 
prime numbers.  

 
RSA algorithm depends heavily on the difficulty of decomposition of a big 

semiprime number which has two big though not too close prime factors. 
 
For now on, in this article, I will refer “factoring a number” as “factoring a 

semiprime number”. This is because factoring a semiprime number is the most related 
to information and system security. In addition, without loss of generality, using 
divide and conquer algorithm, factoring a composite number can always reduce to one 
or several “factoring a semiprime number” problems. 

 

3 Naïve methods to factor a number 

3.1 Simple approach(Trial Division) 

We denote the semiprime number as M. 
By definition, it is natural to check whether natural numbers from 2 to (M – 1) can 

divide M with no remainder.  
 
Take M = 15 as an example.  
First we use 2 to divide 15. Can 2 divides 15? The answer is no. 
Then we try 3. 3|15 and since 15/3=5. We find a decomposition of 15: 15 = 3 × 5. 
We continue to check 5,6,7,8,9,10,11,12,13 and 14. During this process, we find 

that 5|15 and 15 = 5 × 3. 
After going through the whole algorithm, we have factored 15 as 15 = 3× 5 and 15 

= 5 × 3. 
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3.2 A bit improvement 

Notice that the two factorizations are actually equivalent. For a semiprime number 
M = p1 * p2, where p1 ≤ p2, once we find p1, p2 can be obtained directly by dividing M 
by p2. Since M is a semiprime number and the factorization of a semiprime number is 
unique(this is a special case of Fundamental Theorem of Arithmetic), we can stop the 
algorithm once we find p1. 

Further notice that p1 ≤   𝑀.Thus we can improve the above algorithm by check 
whether natural numbers from 2 to  𝑀 can divide M or not. This improvement helps 
to reduce the complexity from O(M) to O( 𝑀). 

 

3.3 Another improvement 

Take one step further, since all even numbers except 2 are composite numbers, we 
can reduce the checklist of natural numbers from 2 to   𝑀 by all the even numbers 
(except 2) within the range. The complexity is still O( 𝑀), but the speed of the 
algorithm is indeed increased. 

 

3.4 Sieve of Eratosthenes 

Now we proceed to the Sieve of Eratosthenes, a simple, ancient algorithm for 
finding all prime numbers up to any given limit. This was introduced by Samuel 
Horsley in his paper in 1772[1]. 

 
Again, the idea behind the Sieve of Eratosthenes is simple. Recall what we did 

when we were in primary school. We could remember the first few prime numbers: 
2,3,5,7,11,13,17,19. When we tried to factor a number M, we just went through the 
list of the prime numbers to see whether any of them divides M. This further 
improves the algorithms as the previous algorithm will not check even numbers 
greater than 2 but it will check composite numbers such as some of the multiples of 
3(except 3 itself). 

If we can have a prime number list from 2 to  𝑀, our algorithm of factoring a 
number will be faster.  

The question is: how can we get this prime number list? Here comes the Sieve of 
Eratosthenes. 

 
Sieve of Eratosthenes has an elegant form in Haskell code [7]: 

primes = sieve [2..] 

sieve (p : xs) = p : sieve [x | x <− xs, x ‘mod‘ p > 0] 

 
Here is the literal form[1]: 
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Step 1: List down the natural numbers from 2 to   𝑀    , where   𝑀     is the integer 
part of  𝑀. 

Step 2: Define a pointer P pointing to the first number, which is 2, in the list. 
Step 3: Denote the number pointed by P as X. Remove all the multiples of X 

(except X) from the list. (Note that when X = 2, this step is exactly what 
we did to improve the algorithm in 2.3) 

Step 4: If there exists numbers greater than X in the list, use P to point to the 
minimum of them, go to step 3; otherwise stop the algorithm. 

 
After the algorithm is finished, we get the list of  prime numbers from 2 to  𝑀. 

Then we check every numbers in the list to see whether they divide M. 
However, if we are only factoring a single number, it doesn’t worth to generate this 

list before we do the division trail. This is because it is clear that to generate the prime 
number list, more than   𝑀 - 1 operations are needed.  

Sieve of Eratosthenes is useful when we need to factor a lot of numbers though. 
Assume the biggest numbers among them is M. Generating a prime number list from 
2 to   𝑀     first will help to save time when we are trying to factoring these numbers. 

 

4 Summary of factorization methods 

According to Wikipedia[8], the existing factorization methods can be classified as 
follows: 
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According to Wikipedia[8], the normal computer factoring algorithm has the 
following relationships: 
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In the above graph, “a special-purpose factoring algorithm's running time depends 
on the properties of the number to be factored or on one of its unknown factors: size, 
special form, etc. “ and  “A general-purpose factoring algorithm has a running time 
depends solely on the size of the integer to be factored. This is the type of algorithm 
used to factor RSA numbers. Most general-purpose factoring algorithms are based on 
the congruence of squares method.”[8] 

 
We can also notice that Fermat’s factorization method has the most links to other 

algorithms and it is the basis of  the fastest algorithm, General Number Field Sieve. 
Thus I will briefly introduce the idea in the next few paragraphs. 

5 Fermat’s factorization method 

Fermat’s factorization method is based on a simple idea: 
For an odd number N(semiprime), N = a2 – b2 = (a+b)(a-b), if a-b is not 1, then 

(a+b) and (a-b) are two prime factor of N. 
The algorithm is then: try different a(going up from  𝑁) to see whether a2-N is a 

square number; if yes then check whether a-  a2 − N is 1; if not then we are done. 
In the worst case, Fermat’s factorization method is even slower than trial division. 

However, improvements can be made[10]: 

 Combination of Fermat’s factorization method and trial division 

This is just using a-   a2 − N  to quickly decrease the upper bound of trial 
division. 

 Sieve improvement 

Instead of trying a by adding 1 every time, this improvement makes use of the 
modulus property of a square number to avoid unnecessary trials. 

 Multiplier improvement 

The idea is try to arrange for a factorization of two close numbers’ product. R. 
Lehman devised a systematic way to do this, so that Fermat’s plus trial division 
can factor N in O(N1/3)[2]. 

 Other improvements 

This will lead to the more advanced Quadratic Sieve and General Number Field 
Sieve. 

6 RSA algorithm 

RSA algorithm is named after its designers Ron Rivest, Adi Shamir and Leonard 
Adleman[9]. It is thought to be one of the safest public key schemes which has stood 
lots of attacks after its publication[4]. 

Here is how the algorithm works[3]: 
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 Key Generation: 

1. Select two distinct primes who are big and not supposed to be too close to 
each other: p & q; 

2. Let n = pq and φ(n) = (p-1)(q-1) 
3. Pick two integers e & d s.t. ed mod φ(n) = 1 
4. Publish public key: Kpub = {e,n} 
5. Keep secret private key: Kpri = {d,n} 

 Encryption: c = me mod n 
 Decryption: m = ce mod n 

From the above we can clearly see how RSA algorithm is related to integer 
factorization: if one can factorize n into p and q quickly, φ(n) will be calculated and 
then d will be calculated. 

Luckily, using the normal computer, the fastest algorithm is the General Number 
Field Sieve(GNFS) algorithm which takes  

O(exp(((64/9)1/3 + o(1))(log n)1/3(log log n)2/3), 
where n is the integer to be factored and consists of  𝑙𝑜𝑔2

  𝑛  + 1 bits[6]. The 
algorithm is taking more than polynomial time to do the factorization thus the security 
of RSA algorithm remains since nowadays RSA is using 1024 to 4096 bit key which 
is hard to break[9]. However, if big quantum computers are built, by using Shor’s 
Algorithm[5], integer factorization can be done in polynomial time and RSA 
algorithm will be broke. 

 

7 Conclusion 

The definition of factoring a number is easy. Multiplying two big prime numbers to 
get a big semiprime number is easy, too. However, going the opposite direction, 
which is big integer factorization, is not that easy. That is how the RSA algorithm 
works. Quantum computer can be the terminator of RSA algorithm. Let’s look 
forward whether this will come true in the future. 
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Abstract. This report is a case study that focuses on the vulnerability of 
wireless security. We will take a look at the recent wireless protocol which are 
WEP, WPA and WPA2 and discuss out about their vulnerability and the 
possible ways to fix these vulnerability. In this project, we will also penetration 
test on these vulnerability by using Backtrack5 and discuss about our finding. 
Lastly, we will discuss about the legal issues on wireless security for different 
countries.  

 

1. Introduction 

In this CS2107 project report, we will be covering aspects related to IEEE 802.11 
Wireless Security Techniques & Attacks.  
 
People these days have multiple electronic devices that require interconnectivity 
between each other and they also find it to be a necessity to be able to have a fast 
connection to the internet no matter where they are. 802.11 wireless networks satisfy 
these needs that people have and are therefore are a prevalent part of an 
interconnected society.  
 
People who use the internet have probably set up their own wireless network at least 
once, and most definitely have connected to a wireless network before. Wireless 
networks are however vulnerable to various threats such as insecurity of sensitive data 
through sniffing and impersonation that can have severe implications leading to loss 
of privacy and assets. Therefore the security of 802.11 is of utmost importance and 
relevance to Cyber security. 
 
In this report, our discussion will focusing on how 802.11 protocols i.e. WPA/2 and 
WEP works, wireless attack and defense, penetration test and legal Issues regarding 
wireless hacking. 
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2. Wireless Protocols  

The first common standard used in wireless security was WEP (Wired Equivalent 
Privacy) which was introduced along with the original 802.11 standard in 1999. Its 
main purpose was to provide data security comparable to a wired network. However, 
the WEP standard was soon deprecated due to its numerous flaws and loopholes. It 
has since been replaced with more enhanced security algorithms such as WPA (Wi-Fi 
Protected Access) in 2003 and subsequently WPA2 in 2004.  

 

2.1 WEP 

Wired Equivalent Privacy (WEP) is a security algorithm for IEEE 802.11 wireless 
networks. It is widely used and often the first security choice for users in simple 
router configurations. WEP typically appears in the form of 10-26 hexadecimal digits.  

 

Basic WEP encryption: RC4 keystream XORed with plaintext 

WEP uses the stream cipher RC4, which is used in popular protocols in the SSL 
(Secure Sockets Layer). For integrity, WEP uses the CRC-32 checksum algorithm 
(Cyclic Redundancy Check). 

WEP-40 uses a 40bit key which is concatenated with a 24-bit initialization vector to 
form the RC4 key. A 64-bit WEP key consists of a string of 10 hexadecimal 
characters, each of which are 4 bits long (0-9 and A-F).  Devices would then allow the 
user to enter a secret key as five ASCII characters. Each character will be 8 bits long 
(a byte), thus generating 40bits. The limited space meant that the key could be easily 
broken and was large security vulnerability. 

For authenticating users, WEP uses two methods: Open system authentication and 
Shared Key authentication. 
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Open System: In such a system, a WLAN client does not need to perform and 
authentication in attempting to associate with the Access Point. However, subsequent 
WEP keys can be used for encrypting data frames. Clients must then possess the 
correct keys to proceed with communication. 

Shared Key: Any client must first go through a four-step handshake process with the 
Access Point to be associated. To begin, the client first sends an authentication 
request to the Access Point, to which it receives a reply of a clear-text challenge. 
The client then encrypts the challenge-text using the configured key and sends it as 
response to the Access Point. The Access Point then attempts to decrypt the 
response and will then send a positive reply if the decrypted text matches the 
original challenge text, thereby completing the handshake procedure. Subsequent 
data transfer frames will also be encrypted using RC4. 

2.2  WPA  

Wi-Fi Protected Access (WPA) protocol adopts the Temporal Key Integrity Protocol 
(TKIP) in its implementation. This implementation fulfils much of the IEEE 802.11i 
standard which rectified a major flaw in most systems’ default setups. The flaw had 
allowed an invader to obtain the Wi-Fi Protected Setup pin in a few hours. The WPA 
protocol was also intended to replace the WEP standard due to the latter’s 
vulnerability to security threats. 

 

Where WEP used 40-bit or 104-bit encryption keys that had to be manually 
configured on the Access Point, TKIP employs a per-packet key, meaning that it 
dynamically generates a new 128-bit key for each packet. This offered protection 
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against brute force attempts on a fixed key which the WEP protocol relied on. 
Additionally, WPA includes a message integrity check (MIC) which is designed to 
prevent an attacker from capturing packets to be resent or modified. This message 
integrity check replaces the CRC mechanism used in WEP. The main flaw with the 
CRC mechanism was that it did not provide sufficiently strong data guarantee for 
the packets it handled. The MIC is a 64-bit checking mechanism that includes a 
sequence counter to protect against replay attacks. Packets received out of sequence 
will automatically be rejected by the Access Point. 

For key generation, TKIP implements a key mixing function that combines the 
secret key with the initialization vector before passing it into the RC4 initialization. 
This method provides more security as opposed to the concatenation method used in 
WEP. Key mixing increases the complexity of decoding the keys by giving an 
attacker substantially less data that has been encrypted using any one key.  

Some common WPA configurations are like Pre-shared key mode (WPA-PSK) which 
is designed for home or small office networks that do not require complex 802.1X 
authentication server. Each wireless device encrypts their traffic using a 256 bit key 
which can be entered in the form of a string of 64 hexadecimal characters or a 
passphrase of 8-13 ASCII characters. In the latter, a 256 bit key is generated by 
applying an algorithm (PBKDF2) key derivation function on the passphrase with the 
SSID (Service Set Identifier) used as the salt and 4096 iterations of HMAC-SHA1 
(Secure Hash Algorithm).  

Another common WPA configuration is known as WPA-enterprise or just WPA. It is 
designed for enterprise networks and requires a RADIUS (Remote Authentication 
Dial-in User Service) authentication server. This requires a more complicated setup, 
but provides additional security (e.g. protection against dictionary attacks on short 
passwords). An Extensible Authentication Protocol (EAP) is used for authentication, 
which comes in different flavors. 

2.2  WPA2 

Wi-Fi Protected Access 2 (WPA2) was introduced in 2004 which replaces WPA. 
The new implementation covers the mandatory elements of IEEE 802.11i. This 
includes the incorporation of CCMP (Counter Cipher Mode with Block Chaining 
Message Authentication Code Protocol), a new AES (Advanced Encryption 
Standard) based encryption mode which provided stronger security. Currently, the 
WPA2 certification is required for all new devices to carry the Wi-Fi trademark. 

314



 AES is the cipher system used by RSB (Robust Security Network). Although 
similar to the RC4 algorithm used in WPA and WEP, the encryption mechanism is 
much more complex and does not suffer from problems associated with WEP. AES is 
also a block cipher, operating on blocks of data that are 128 bits long. 

Additionally, AES uses CCMP for its security protocol. It generates an MIC using the 
Cipher Block Chaining Message Authentication Code (CBC-MAC) method which 
provides even greater reliability and authencity. 

Advanced Encryption Standard (AES) is the cipher system used by RSN. It is the 
equivalent of the RC4 algorithm used by WPA. However the encryption mechanism 
is much more complex and does not suffer from the problems associated with WEP. 
AES is a block cipher, operating on blocks of data 128bits long. 

AES use CCMP to computes a Message Integrity Check (MIC) using, Cipher Block 
Chaining Message Authentication Code (CBC-MAC) method. Changing even one bit 
in a message produces a totally different result. Dynamic keys are also generated 
continuously as opposed to WEP’s fixed key. The generation of keys is also done 
algorithmically from a master key; hence the administrator only needs to provide a 
single master key.  

3. Attacks on WEP   

Chopchop Attack 

The Chopchop attack was found by KoreK which made use of design flaw and 
weakness in RC4 algorithm of WEP protocol. This protocol lack of replay protection 
and has flaw on CRC32 checksum. By using this method, attacker can decrypt a 
packet without knowing the key. 

The attack works because when the bit in the encrypted CRC32 value is flipped, the 
packet can still be valid. Therefore, the attacker needs to calculate which bit in cipher 
text can be flipped. The attacker can guess the values of packet by taking away the 
last byte.  By injecting the truncated packet back into the network, the packet become 
invalid because of incorrect ICV. However, it is possible to rectify and make the 
packet valid again by XORing it with a value ranges from 0 to 255 depending only on 
the truncated byte. The attackers can brute force to get the correct value. After getting 
correct value, AP will return the packet back into the network. With correct value, the 
attacker finds out the byte of plaintext and the key stream.  By repeating this process, 
the attacker can know the plaintext and key stream without knowing the master key. 
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Fragmentation Attack  

Fragmentation is use IEEE 802.11 to data transmission. However, attacker uses this 
property for attacking on wireless network. Fragmentation Attack was on released in 
2005 by Bittau et al. 

First the attacker eavesdrop a packet. The first 8 bytes is known because 802.11 
networks have similar headers. To obtain 8 bytes of key stream, the attacker only 
need by XORing this 8 byte plaintext with cipher text. 

However, the 8 bytes of key stream can’t use to send whole packet. But made use of 
the 8 8 bytes of key stream to a packet containing 64 bytes of know text in 16 
fragments. When AP received these fragments, it will decrypt and combine to one 
single packet. This is then sent back to network. By XORing, the attacker gets 68 
bytes (64 bytes of plain text and 4 bytes ICV) of key stream for a given IV. When this 
operation repeats, attacker gets up to 1500 bytes of key stream for aIV. Knowing the 
IV of 1500 bytes of key stream, it is simple to obtain1500 bytes of key stream for 
other IVs by just sending a broadcast packet of 1500 bytes to the access point. This 
will the attacker chance build a dictionary, he will be able to decipher every single 
packet on the network. 

4. Attacks on WPA 

Beck and Tews' Improved Attack on RC4 

Beck and Tews released an attack on WPA in 2008. This attack makes use of 
weakness in TKIP which allow the attacker to decrypt ARP packets. By injecting 
traffic into network, attacker can also perform an ARP poisoning or Denial of Service. 

However, this requires the feature of quality of service in WPA to be enabled. QOS is 
a WPA standard feature in WPA that allows several channels to be used. The time 
require for decrypting an ARP packet is more than 15 minutes, therefore it requires 
the Key Renewal Interval to be longer than this period. 

Firstly, the attacker need de-authenticate the AP so that he can capture an ARP 
packet. Integrity Check Value and MIC key are recovered by performing a modified 
Chopchop attack and MICHAEL algorithm. After that the attacker will try to guess 
the IP address of the packet. After getting the key stream and MIC key, the attacker 
can inject custom packets into the network. 

316



The attack has limitations such as key renewal has to be more than 15 minutes and the 
number of packets which about 3 to 15 per QOS channel can be injected only. 

The Hole196 Vulnerability 

The Hole 196 vulnerability was found in 2010 by Sohail Ahmad (Airtight Networks). 
This vulnerability allows man-in-the-middle attack which can only perform by 
authorized user of the network.  

Firstly, the attacker sends an ARP request with his MAC address and IP address of 
the AP. The other users of the AP will need to update their ARP tables and therefore 
send their packets to MAC address of the attacker. When attacker received the 
packets which decrypted by the AP, he re-encrypted with his key and therefore he will 
be able to read it. This works because most users can make and broadcast fake 
packets with the shared group key. 

Dictionary attack against the handshake 

The dictionary attack works when the key is a word from a dictionary. The process is 
a key recovery attack.   

Firstly the attacker needs to eavesdrop a network with an aim to get a handshake 
which is hash key swapped between the client and the AP when a connection starts. 
The attacker is then begin with a de-authenticate attack against the client. When 
attacker retrieved the hash, he will attempt to search for the key with a dictionary 
attack or a rainbow attack that exist on hashed keys.  

An example would using backtrack 5 penetration test system with a dictionary 60GB. 

5. Improvement of WPA2 over WPA in terms of vulnerabilities 

The existing attack on WPA targets on the Temporal Key Integrity Protocol (TKIP) 
encrypted ARP packet and 4-Way handshake process. This section will discuss about 
these kind of attack on WPA2 and also some possible defensive measurement needed 
to protect the network against these kind of attack on WPA and WPA2.  
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Attack by snooping the TKIP encrypted ARP packet (Beck and Tew’s) 

To prevent this kind of attack here is a couple of solutions for WPA and WPA2: 

 Advanced Encryption Standard (AES) instead of TKIP 

AES is a block cipher encryption scheme that can prevent this kind of attack because 
the encryption is more secure. The content of the packets are encrypted block by 
block and is permutated for several rounds, avoiding the situation where the attacker 
are able to crack the encrypted packet with a known plain text. All WPA2 modern 
have options that allow user to use AES encryption method instead of TKIP. This 
does not apply to WPA router because their hardware doesn’t have support for AES. 

 Shorter Rekeying time on TKIP 

Rekeying refer to regeneration of new encryption and integrity keys which the keys is 
used to encrypt packets. Even though the attacker manage to crack and retrieve the 
key stream of RC4, if Rekeying happen they will need to re-crack and retrieve the key 
stream again because the key stream will be different. Beck and Tew’s suggested that 
a rekeying time of 2 minutes or less would be good enough to prevent this attack.   

A shorter rekeying time will definitely decrease the performance of the network 
because for every client in the network they need to perform 4-way handshake again 
in order to create new keys. Shorter the time for rekeying the lower the performance it 
would be. 

1. Attack by snooping authentication packet from 4-Way handshake 

To prevent this kind of attack for WPA and WPA2, the solution is to use a difficult 
passphrase/key when setting up the network. Here is some of the guideline when 
setting up a passphrase/key; avoid using dictionary words or combination of numbers 
and use longer passphrase/key preferably 13 characters or more. 

2. The Hole196  

To prevent this kind of attack, the AP vendors can patch their AP software to prevent 
all clients using the same GTK by generating different GTK to each of them during 
the 4-way-handshake. This method will reduce the WLAN data throughput because 
the AP will take time to encrypt each and every clients broadcast packets with 
different GTK. If the broadcast traffic is high then the data throughput of the network 
will be slowed down a lot. 
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6. Penetration Test On WEP/WPA with Aircrack 

Configuration 

The wireless router that is used in this demonstration is a 2Wire 2701HGV-E wireless 
router. It is about 5 years old and only supports 802.11b/g. Despite its age, it is still 
suitable for penetration testing. The SSID of the router is “CS2107_AP” and the 
passwords for WEP and WPA are “5zaO37D3Ko3sf” and “password” respectively.  

A Lenovo Z480 with an Atheros 9285 wireless chipset is used to crack the 
WEP/WPA passwords. Backtrack 5 release 3 is installed onto the laptop. Backtrack 5 
is a Linux environment that provides a complete penetration testing framework. It 
contains the necessary drivers to enable the wireless interface in the laptop to enter 
monitor mode and also has the Aircrack suite installed. 

Cracking 

The following steps are required to be performed for both WEP and WPA password 
cracking. 

1. Enable the wireless interface’s monitor mode. 

To enable monitor mode, open a new terminal and type the following commands: 

airmon-ng stop wlan0 
airmon-ng start wlan0 

This will create the monitor interface mon0. 

Monitor mode is the same as promiscuous mode for wired LAN. It allows the wireless 
adapter to capture packets that are not addressed to it, which is a feature that is 
disabled by default. 

2. Scan for available access points 

airodump-ng wlan0 

From a scan, it is possible to see many access points in range of the wireless adapter. 
The access point of interest has an ESSID of “CS2107_AP”, operates on channel 10 
and has a BSSID of 00:24:56:83:D0:C9 which  
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3. Test packet inject capability of wireless adapter (optional) 

At this point, it might be wise to test whether the wireless adapter is capable of 
performing packet injections. Packet inject is the process of sending fake packets to 
the access point.  

aireplay-ng --test -e CS2107_AP -a 00:24:56:83:D0:C9 mon0 --ignore-negative-one 

4. Start the packet capture 

It is necessary to capture the packets containing the Initialization vector for WEP or 
the handshake for WPA/WPA2. 

airodump-ng -c 10 --bssid 00:24:56:83:D0:C9-w CS2107_AP mon0 

WEP 

These steps are only for WEP password cracking. 

5. Fake authentication with access point 

There is a need to associate with the access point before performing packet injection. 
Association with the access point can be thought of as connecting with the access 
point and informing it that you want to talk to it. At this point, transfer of data to other 
clients in the network is still disabled.  

Open another terminal and type: 

aireplay-ng -1 900 -o 1 -q 10 –e CS2107_AP -a 00:24:56:83:D0:C9 mon0 

6. Start ARP replay attack 

Start the ARP replay attack to quickly capture many initialization vectors. 

Open another terminal and type: 
aireplay-ng -3 -b 00:24:56:83:D0:C9 mon0 

-3 Replay ARP request mode. 

-b BSSID of the access point. 
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-h Optional field that can be used to spoof a MAC address. 

This is useful in the event that MAC filtering is turned on in the access 
point. 

mon0 The monitor interface that is to be used. 

 

 

Stop the capture when around 40000 packets have been captured. 

7. Crack the password 

The following command starts cracking of the WEP password using the FMS/Korek 
method. 

aircrack-ng -b 00:24:56:83:D0:C9 CS2107_AP*.cap 

-b BSSID of the access point. 

CS2107_AP*.cap Location of the captured packets that are captured using 
airodump in the other terminal window. 

 

WPA 
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These steps are only for WPA password cracking. For WPA, only the 4 way 
handshake between a client and the access point is required to crack the password.  

5. Force de-authenticate a wireless client 

 

The result of the airodump should look something like the diagram above. From the 
last line of the diagram, it is possible to see that communication has occurred between 
00:24:56:83:D0:C9 and 50:CC:F8:BF:57:D1, which is the access point and a client. 

We need to capture the 4 way handshake between a client and the access point to 
obtain AP password. Thus, we perform a de-authentication attack to force the client to 
disconnect from the access point and attempt to reconnect with the access point.  

aireplay-ng -0 1 -a 00:24:56:83:D0:C9 -c 50:CC:F8:BF:57:D1 mon0 

 

6. Crack the password 

aircrack-ng -w conficker.txt -b 00:24:56:83:D0:C9 CS2107_AP*.cap 

“-w” which Dictionary file. 
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A dictionary attack is used against the captured 4 way handshake to recover the 
password. The dictionary used is the same dictionary used by the conficker worm.  

In the event that the password is not stored within the dictionary file, brute force 
attacks can also be done using tools like Pyrit or Crunch.  

7. Legal Issues Regarding Wireless Hacking 

In this portion of the report, the focus will be more on legal issues regarding 
unauthorized access of computer networks in general (also called piggybacking) as 
laws in most countries do not just target specific standards of wireless networks. That 
being said, most cases of breaches against these laws involve illegal access of 802.11 
wireless networks. 
 
Canada 
Section 342 of the Criminal Code of Canada deals with theft, forgery of credit cards 
and unauthorized use of computer. Section 342.1 states that, "Everyone who, 
fraudulently and without colour of right" obtains "computer services" from an access 
point is subject to criminal charges.  
“(1) Every one commits theft who fraudulently, maliciously, or without colour of 
right”, “(b) uses any telecommunication facility or obtains any telecommunication 
service.”  is in Section 326 and might also be used to address unauthorized hacking 
of wireless networks. 
Though Canada has laws regarding piggybacking of wireless networks. Though at the 
point of this report there is only one case of someone being arrested under Section 
326. There is another case of someone being caught accessing a wireless network 
without authorization, he was tapping into this network to download child 
pornography, and was charged for that instead of piggybacking. 
 
United States 
There are federal and state laws (in all 50 states) addressing the issue of unauthorized 
access to wireless networks. The laws vary widely between states. Some criminalize 
the mere unauthorized access of a network, while others require monetary damages 
for intentional breaching of security features. The majority of state laws do not 
specify what is meant by "unauthorized access". 
Compared to most other countries, there are more reported cases of arrests being 
made of people under these laws. 
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Singapore                
In Singapore, under the Computer Misuse Act, unauthorized use of computer services 
is an offense, and there have been 2 reported cases of arrests being made under this 
act for the action of accessing a wireless network without authorization. 
Unauthorised use or interception of computer service 
6. 
—(1)  Subject to subsection (2), any person who knowingly — 
(a) secures access without authority to any computer for the purpose of obtaining, 
directly or indirectly, any computer service; 
(b) intercepts or causes to be intercepted without authority, directly or indirectly, any 
function of a computer by means of an electro-magnetic, acoustic, mechanical or 
other device; or 
(c) uses or causes to be used, directly or indirectly, the computer or any other device 
for the purpose of committing an offence under paragraph (a) or (b), 
shall be guilty of an offence and shall be liable on conviction to a fine not exceeding 
$10,000 or to imprisonment for a term not exceeding 3 years or to both and, in the 
case of a second or subsequent conviction, to a fine not exceeding $20,000 or to 
imprisonment for a term not exceeding 5 years or to both. 
 
In the first case, a 17-year-old boy was sentenced to 18-months’ probation and 80-
hours of community service in Singapore today for tapping into his neighbor's 
wireless network. His punishment also includes being banned from accessing the 
Internet for the extent of his probation, and a recommendation for addiction treatment. 
 
In the second case, District Judge Francis Tseng sentenced Lin Zhenghuang, who 
used a neighbour's wireless network to post a bomb hoax, to three months' jail and a 
$4,000 fine. In his written judgment, the judge said future “mooching” offenders 
would be liable to fines unless the offence was "committed in order to facilitate the 
commission of or to avoid detection for some more serious offence," as it was in Lin's 
case. “Mooching here refers to unauthorized access of wireless networks. 
 

8. Conclusion 

From the project, we manage to learn more about wireless security protocols and their 
vulnerability. In our penetration test, WEP with relative a strong password was 
cracked within seconds and WPA also cracked with a dictionary attack. Therefore, 
WPA and WPA2 are recommended and should be used with random passwords of 13 
characters or more. However, even the newest security protocol may have some 
uncovered vulnerability that could be exploited by attackers. In conclusion, even with 
the most advance wireless network protocol, it is not always safe. 
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Password Security for web applications 
Avery Tieh Sieng Hui, Ho Chek Seen, Lee Hou Yi,  

Oh Jing Hao Jason, Quek Seut Ting, Stephanie  

 
Abstract. Password security is becoming increasingly important in the world 
today. With more web applications making use of passwords to verify users, it is 
crucial to make passwords secure to protect web applications from attacks. Other 
than having password protection on the user side, there are also different forms 
of password security on the server-end side. In addition, the common 
authentication methods for passwords are explained where their advantages and 
disadvantages are listed in detailed. It is crucial for anyone who uses web 
applications to be familiar with password security. 

 
1. Introduction  
In the world where internet has become a big part of our lives, people are 
more involved in web applications. Personal information, social networking 
sites, cloud storage and even accessing of sensitive web applications such as 
internet banking has become an important part of many peoples’ life. And all 
these are bounded and kept safe by a single entity the password. Password 
security is becoming increasingly important in the world today. With more web 
applications making use of passwords to verify users, it is crucial to make 
passwords secure to protect web applications from attacks. Hence, password 
security is important and in this report, we will be focusing on common attacks 
on passwords, password protection on both user and server side and 
password authentication techniques. 
 
2. Common attacks on passwords 
2.1 Looking Outside the Box: 
A major source of password compromise is the inattentiveness of users. The 
earliest hackers often obtained passwords by looking for clues in discarded 
computer printouts. Since that time, operating system vendors thankfully have 
become more sophisticated about protecting password information. However, 
a significant percentage of password-compromise cases still results from 
offline detection. Users tell their passwords to other users or write down their 
passwords in some easily accessible place1. 
Password on paper: 
People tend to remember complicated on written materials, e.g. notebook. 

 
 
2.2 Dictionary Attack or Guessing: 
A dictionary attack is an attempt to identify your password by using common 
words, names of loved ones, pets, birth dates, addresses, and phone 
numbers1. A dictionary attack begins with the dictionary, essentially a 
database of commonly used words to which the attacker can add custom 
words or conduct a forensic analysis, in which software scans text documents 
and adds all words to the dictionary. Some passwords are so simple or poorly 
formed that the intruder can easily guess them. You would be surprised how 
many users use a password that is the same as their user name. Some users 
use a street name and some use easily guessable character combinations, 
such as 123456, abcde, or zzzzzz. 
 
2.3 Intercepting (Password Sniffing): 
Packet sniffers and other tools that monitor network traffic can easily capture 
passwords transmitted over the network in clear text (unencrypted) form. 
Many classic TCP/IP utilities such as Telnet and the Remote Access Utilities 
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or SNMP and Network Management Protocols were designed to transmit 
passwords in clear text form. Some later versions of these utilities offer 
password encryption or operate through secure channels. In their basic form, 
however, the clear text password security of these applications makes them 
hopelessly ill-suited for an open and hostile environment such as the Internet1. 
 
 
Port sniffing: 
Sniffing done through sharing same router. 

 
 
2.4 Social Engineering Attack: 
In a social engineering attack, someone attempts to obtain your password, 
while masquerading as a support technician or other authorized individual 
who needs your login information, relying on social engineering1. 
 
Phishing: 
Trying to get sensitive information from making an identical website to original 
website   
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Trojan Horse: 
Where a software is injected into the computer from posted websites to 
manipulate the computer and send information back to the attacker 

.  
 
 
 
2.5       Security/Secret questions Attack: 
Most web applications such as the windows hotmail email services require 
users to set a secret question such that if the user were to forget their 
password, this secret question would act as an alternative password to their 
account. Hence, attackers would not need to attack the main password of the 
user but can make use of this loophole to access the user’s account. 
 
The problem with this is that Security/Secret questions are not as safe as the 
password created by the user as they can be easily figured out. These 
questions are usually applicable, definitive, memorable and secure such that 
the user can remember them easily. However, it is not secure as information 
pertaining to such questions can be easily obtained from social networking 
sites. Questions such as “favourite movie” or “pet name” may be harvested 
from social websites such as facebook and attackers can use these 
information to attack the user’s account. 
 
Statistical guessing attack: 
People can use a statistic attack on the possible answers for the questions. 

 
Partners attack: 
Secret questions which can be answered by someone close relationship or 
have similar experiences. 
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2.6 Keyboard/Malware Attack: 
A keylogger or screen scraper can be installed by malware which records 
everything you type or takes screen shots during a login process, and then 
forwards a copy of this file to hacker central. 
There are different kinds of keylogger2: 
 
 
Hardware keyloggers2: 
These are usually small physical inline devices placed between the keyboard 
and the computer.  

 
 
 
Software using a hooking mechanism2 : 
It uses Windows function SetWindowsHookEx() that monitors all keystrokes. It 
can even store autocomplete passwords 
 
Kernel/driver keyloggers2: 
At the kernel level, it receives data directly from the input device such as the 
keyboard. However the disadvantage is that autocomplete passwords cannot 
be stored. 
 
3. Password protection - User 
3.1 Password Characteristic 
3.1.1        Length: 
Generally, with the same complexity and other factors, the longer it is, the 
more time needed to crack the password(definitely including other factors 
which will be discussed below)6 
 
3.1.2         Random with a base: 
Having a base will aid the remembering of the password but at the same time 
difficult to be cracked. Eg. Mnemonic passwords.  This will make it harder for 
passwords to be found easily by password dictionaries6 
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3.1.3         Increase complexity to prevent passwords from being easily 
guessed by: 
adding numbers, symbols6 and mixing upper and lower case letters 

 
7 

 
3.2   Basic password protection techniques 
3.2.1       Varying password on different applications 
 
If a hacker manage to obtain a password from a less secured web application, 
he would then be able to gain access to the other accounts of the user.  
A case study: 
Hackers affiliated with Anonymous used one of the stolen credentials, and 
some social engineering trickery, to gain root access a site established by 
HBGary, rootkit.com. "Of the 456 common users, 161 had their password 
cracked in both datasets, 46 only had their rootkit.com password cracked and 
77 only had their Gawker password cracked, leaving 172 with neither 
password cracked," Bonneau writes on the Light Blue Touchpaper blog. "Of 
the accounts for which passwords were cracked at both sites, 76 per cent 
used the exact same password. A further 6 per cent used passwords differing 
by only capitalisation or a small suffix (eg ‘password’ and ‘password1′).8" As 
we can see from here the importance of having different password 
 
3.2.2         Change password frequently 
First of all, when a password has been stolen, it is often not used immediately. 
Instead the password is collected with hundreds of other passwords and sold 
to another organisation. Hence changing password periodically will foil such a 
plan. 
For example, IVLE forces the user to change password every semester8S. 
 
3.2.3         Logout and do not save passwords in cache: 
For example, losing laptop and having passwords saved in cache. Thus, 
hacker can now gain access to all your passwords when he gain control over 
the device. 
 
3.2.4        Share passwords cautiously10 
Do not share passwords with anyone, even with your spouse or people who 
you may feel close to. With increasing number of people knowing the 
password the less secure it is. 
It may be close friends who would like to play prank on you whereby they will 
do things that they believe is harmless such as sending out email spams with 
inappropriate contents to your contacts which may tarnish your reputations. 
There may also be “close” friends who you think they are harmless, but they 
are actually trying to steal your information by logging into your account and 
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viewing messages sent from outside to you which may only be for your own 
eyes. 
 
3.2.5         Be more cautious when typing in pin/password to prevent shoulder 
surfing. 
Eg. ATM machine- Anyone with malicious intention may just peep and 
remember or note down your password 
It is easy and practically free to shoulder surf.  
 
3.2.6         Storing passwords on secure platforms 
3.2.6.1 Password managers 
There is definitely some difficulty in memorizing different, random and 
complex passwords. Hence, by using password manager such as LastPass, 
1Password, it provides you the ability to record all your passwords in a single, 
strongly encrypted location5. Of course you still need a password in order to 
unlock the encrypted file. This single password must have the characteristics 
described above in Section A. 

 
 
 
3.2.6.2 Encrypted USB drive 
Where the user can copy and paste those passwords into accounts so that in 
the event an attacker installs keystroke logging software on the computer the 
attacker cannot record the keystrokes to the user’s password. At the same 
time users do not have to memorize the long complicated passwords. 

 

 
11 

 
3.2.7  Ignore security questions 
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Security questions are not secure due to the ease of cracking it through 
information harvest from social media networks5, a better approach would be 
to enter a password hint that does not actually answers the question. For 
example, we can choose a security question which is “What is your favorite 
colour?”, but the answer that we set could be irrelevant to the question itself, 
eg. “the answer might be your favorite song”. 
 
3.2.8  Use different browsers 
Users can use a certain web browser for normal everyday browsing of 
webpages and use browsers such as Google Chrome which are less 
susceptible to attacks3 for online banking and checking of email. Other than 
that, Google Chrome has security extensions that further increase security. 
For example, View Thru which will allow you to see snapshot of the web by 
hovering mouse over the url. This will prevent curious users blindly clicking of 
url to attacks. Another example is TrustGuard where it rates the security level 
of online stores by the customer’s feedbacks previously. It is indicated by 
colours- Red for avoid, orange for use caution, and green for safe 
 
3.2.9 Using temporary emails 
There are many online accounts which requires user to register with their 
existing emails. It is suggested that whenever possible not to register online 
accounts with the users real email address, but use “throwaway” email 
addresses. This will prevent your existing emails from getting spammed or 
subjected to phishing. Moreover, it will be less exposed to hacking such as 
brute force hacking, where hackers will know that this existing emails are 
actively used. For example, 10minutemail.com4 which will only last for 10 
minutes. 

.  
 
3.3   Prevent phishing 
Phishing is the act of attempting to acquire information such as usernames, 
passwords, and credit card details (and sometimes, indirectly, money) by 
masquerading as a trustworthy entity in an electronic communication12. 
Phishing is typically carried out by e-mail spoofing or instant messaging, and it 
often directs users to enter details at a fake website whose look and feel are 
almost identical to the legitimate one, where you key in your personal 
information (including passwords). 
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Never click on any links or give away passwords when upon receiving emails 
or SMS asking you to secure your account or to verify your account 
information. Mouse over the link and check carefully the actual url the address 
is linked to. Another way is to check with the company if the email is indeed 
from them, or search online for similar cases (eg. Facebook, Gmail and not by 
any other third party)13. 
 
3.4   Safe Wireless connection 
Wireless routers are ubiquitous, allowing you to share your internet 
connection and files around the house. But without securing your router, 
anyone within range can access the websites you visit and may be able to 
access your personal information and stealing your password. 

 
One of the solutions for public Wi-Fi is to use a VPN (virtual private network) 
to route your traffic safely and securely. It secures your computer’s internet 
connection to guarantee that all of the data you’re sending and receiving is 
encrypted and safe from prying eyes14.  
  
 
3.5   Protect devices used 
3.5.1         Do not unlock devices via illegal methods 
Devices often have built in security protocols in order to prevent users from 
installing dangerous software capable of overwriting users commands, 
installing suspicious softwares without user authentication and sending 
information without the users knowing. All platforms can become easy targets 
if the manufacturer’s built-in OS defences have been disabled through 
“jailbreaking” or “rooting”. Jailbreaking should only be done by advanced 
users when they remove manufacturer restrictions in order to allow self-
modifications or to test (unsecured) applications that they are developing. A 
jailbroken device is not operating the system’s safety mechanisms therefore 
applications are free to do anything. As of current status, the Android platform 
is the primary target for attacks due to its open-source nature. 
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ikee’s rickroll 

An example is the ikee virus that spread among IPhones that have already 
been jailbroken, installed SSH (Secure shell) and with the default password 
Alpine still in use. Even though the creator of ikee’s only intention is to warn 
the users of the danger of jailbreaking coupled with not resetting the default 
password, this security loophole was put in the spotlight and other hackers 
used the same concept to steal bank account information shortly after15.  
To prevent external modification of devices without user knowing, it’s best to 
not jailbreak, or in the least, changes the device password from the common 
one to improve security16. 
 
3.5.2         Use security software 
Security software not only checks for viruses from files downloaded or illegal 
activities that software may be running, they also monitor the flow of traffic 
from the device to the internet or network. With a updated security software 
installed, it will protect the devices attacks which can steal your password. 
Some security software such as Nortan Anti Virus Security Suites17allows you 
to lock down your devices from your laptop/computer upon losing the devices 
so that a third party who has gotten hold of your phone cannot access 
sensitive data in it. However such software cannot protect against user’s 
carelessness and can be costly to renew licenses18,19. 
 
3.5.3        Install and enable encryption 
Encryption adds an extra layer of protection. To get your data (e.g. sensitive 
documents, pictures, passwords), the other party must be able to decrypt the 
information, which usually will have very high effective key space20. Hence, it 
is very difficult for other party to get your passwords. 
 
3.5.4        Activate remote wiping and remote disabling. 
Remote wiping will allow you to delete stored data if your device is lost or 
stolen. It is possible some files can be recovered when software is unable to 
do a clean wipe, however most of the data will be erased completely hence 
the damage of leaking sensitive information can be reduced. Remote 
disabling allows you to lock information until your device is retrieved, this 
prevents a thief from using your phone at all. As such, the data will remain 
safe till you retrieve your phone(if possible)21.  
 
3.5.5         Install firewall. 
Firewalls are designed to stop incoming and outgoing connection attempts, 
blocking unauthorized users from accessing your mobile device or computers. 
As long as the firewall database is updated, most security threats can be 
blocked by the firewall.  
 
4. Password Protection - Server 
4.1 HyperText Transfer Protocol(HTTP) with Secure Sockets Layer (SSL) 
– HTTPS 
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Google Chrome SSL Warning: web page rejected for not having a trustworthy server 

certificate   
 
A website that uses HTTPS port ensures that connections involved in the 
communication between the browser and the server is encrypted, hence 
passwords and usernames are never communicated in plain text. The server 
must provide a digital certificate to web browser of the client to prove its 
identity.22,23 

 

 
Website that has valid signed certificate confirmed by the browser 

 
This prevents users from entering being redirected to a fraudulent website, or 
reduce incidents lure users into giving away their personal information on 
websites that falsified their certificates24.However, when browsers become too 
stringent with checking of the strength of the certificate (e.g. self-signed 
certificates that fall below a certain required bit length), user may simply 
change to other browsers with lesser security for convenience or to avoid 
annoyance. Such browsers accept less secure certificates more easily that 
can make users more vulnerable. 
 
4.2   Safer methods of password recovery: 
4.2.1 Recovering password through mobile phone 

 
 An example of account recovery option 

 
A verification code of x digits will be sent to the number provided25. To change 
password/recover account, the user has to enter the verification code. Under 
ideal circumstances, only the user will be able to reset his own account as he 
is the only one able to receive the SMS with the correct verification code. If 
the mobile phone is stolen or compromised, the hacker can receive the secret 
passcode from the phone instead of the user. A serious hacker can trick the 
user into giving away fresh verification code even if the code is only for one 
time use26. 
 
4.2.2   Request users for alternative email  
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In the case when an account has too many incorrect password attempts, an 
email is sent to user’s other email address as warning against possible hack. 
At the same time, any new attempts to log into the account will be stopped 
and the user has to contact the customer service to prove that he has not 
been attacked. This not only verifies the user, it also prevents bot from trying 
too many combination of passwords because the system will simply stop the 
user from logging into the account after too many tries. 
 
If user chooses “forgot password” button, a link to change of password is sent 
to email addresses provided such that the actual password is not sent to the 
email address. A link instead of the actual password is sent to the other email 
address hence in case of the other email address being compromised the 
user will not lose another account if he has applied the same password27. 
However, if the other email addresses have already been compromised, the 
hacker can easily reset password to this account by following the link. 
 
4.3   2-step verification 
 

 
Many web applications such as banks make use of one-time passwords to 
provides an extra layer of protection to verify the person at the other end. 
One-time passwords are only valid for a single login session. They are usually 
random and are time-synchronized such as the use of security tokens. 
Common methods of distributing OTPs are text messaging, mobile phones, 
proprietary hardware tokens such as the recently breached SecurID token 
from RSA, the Web, or paper. This bypasses the internet connection which is 
useful in preventing man-in-the-middle attack. 
Eg. Gmail 

 
OTPs avoid a number of the shortcomings of traditional static passwords. 
Chiefly, they are not vulnerable to replay attacks, meaning intruders cannot 
abuse OTPs to log into a service or to conduct a transaction because the 
OTPs will no longer be valid28. OTPS can be very inexpensive, especially if 
they are delivered on paper or generated electronically. However cost can be 
an issue if SMS messaging and hardware tokens are used instead. There are 
also additional risks when using hardware tokens: losing, damaged, or have it 
stolen. Users are further inconvenienced when batteries die. The batteries 
used are usually non-rechargeable, forcing users to replace them and, may 
even have to pay and wait for a new token.   
 
Electronic tokens are not problem-free either.  Algorithm-based OTPs must 
deal with drifts out-of-sync with the server if the system requires the OTP to 
be entered by a deadline. Time-synchronized systems, in contrast, avoid this 
problem at the expense of having to maintain a clock in the electronic tokens29.  
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5. Password Authentication Techniques 

A web application uses a variety of password authentication techniques to 
validate and recognize the user before granting them access to the web 
application. There are a wide range of password authentication techniques 
available with each having its own advantages and disadvantages.  
 
5.1  Basic Access Authentication Technique 
This is the most widely used authentication technique by web applications due 
to its simplicity. This method is commonly used for simple web applications 
such as web games that does not require much protection of the data30.   
 

 
 
 
 
 
 
 
 
 
 

- User sends a string of username and password that is encoded with Base64. 
- Server checks username and password and allow access if a match is found. 
 
Advantages:  
Simple mechanism for easy implementation 
Does not require cookies, session identifier and login page 
Disadvantages:  
Provides no confidentiality protection for the transmitted password 
Passwords and usernames are not encrypted or hashed during transmission 
 
5.2  Digest Authentication Technique 
Digest Authentication is safer than Basic but similar. A hash function is done 
to the password before the password is sent over the network. Usually, MD5 
hashing is used on the password with nonce values. This method is used for 
web applications that require a stronger authentication method than basic31.   
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
- User sends a string of username and password that is hashed with a hash 
function. 
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- Server checks the hash in its database and allow access if a match is found. 
 
Advantages:  
Hashing of password makes it difficult on password cracking attacks and the 
nonce value helps prevent replay attacks.  
Disadvantages:  
More complicated than basic authentication as MD5 needed for hashing. The 
authentication technique is still susceptible to attacks such as man-in-the-
middle attacks. 
 
5.3  Client Authentication Technique 

Client authentication requires the user to supply a client certificate to access 
the server. The client certificate is given by an external certification authority 
for accuracy such as VeriSign. The certificate includes the identification of the 
user32.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
- User sends public key certificate and encrypted username and password for 
authentication.  
- Server uses public key to read certificate and verify. 
- Server decrypts the username and password with user’s public key. 
- Server checks username and password in its database and allow access if a 
match is found. 
 
 
Advantages:  
Data encryption is provided when sending and receiving.  
The certificate ensures message integrity and allows secure authentication. 
Disadvantages:  
Both user and server has to be registered under a certification authority. 
Time and processing is needed for the decryption. 
 
5.4  Multi-factor Authentication Technique 
Multi-factor authentication, also known as two factor authentication, is used 
for web applications that require maximum security such as internet banking 
and applications that contain confidential information.  It requires the user to 
present two or more authentication factors consisting of a knowledge factor, a 
possession factor and an inherence factor33. 
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- User goes through the different factors and sends the different forms to 
server   
- User sends username and password 
- Server checks username and password in its database and ask for 
possession factor such as a smart card  
- User sends details 
- Server checks and ask for inherence factor such as fingerprint 
- User sends details for server to verify. 
 
Advantages:  
A secure system with little vulnerabilities. 
Disadvantages:  
Requires user to possess a hardware device for verification and user must 
remember the many factors of password for authentication. User have to 
undergo a complicated process of authentication. 
 
5.5  Integrated Authentication Technique (Kerberos) 
Integrated Windows authentication uses Kerberos. There are two main 
components consisting of a ticket, which is used for user authentication and 
securing data, and an authenticator that is used to verify that the user’s ticket 
is authentic34. 

 
 

- User logs into a system, the system 
connects to the Kerberos server 
- Password is obtained and ticket is 
issued to the client 
- Session key to be used is retrieved 
based on the password 
- Client is verified with the session key 
and password 
 
Advantages:  
The ticket expires after a set amount 
of time. 

User password is erased from memory to avoid being compromised. 
Disadvantages:  
Kerberos server is needed and could face possible attacks such as DoS and 
brute-force attacks. The ticket issued may be compromised by a man-in--the-
middle attack. 

6. Summary/Conclusion 
With all the threats faced on passwords and the methods of strengthening 
them, it is afterall a game of cat and mouse where there can hardly/never be a 
concrete solution to password security. What we can do would be to continue 
with the positive habits of handling our passwords and to reduce the storage 
of sensitive information online, always authenticate the servers whenever 
there is a transaction needed, and avoid cookies remembered in our 
computers.  
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An Overview of Techniques Used in Single Sign-On 
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Abstract. Single Sign-On (SSO) provides users with a convenient way to 
access multiple systems without having to provide credentials each time. This 
paper explores and describes some of the common techniques used in SSO. For 
each technique, we will go on to evaluate their individual strengths and 
weaknesses. 

Keywords: Single Sign-On (SSO), Kerberos, One-Time Password (OTP), 
Integrated Windows Authentication (IWA), Smart Card, Security Assertion 
Markup Language (SAML) 

1 Introduction 

Single Sign-On (SSO) is a way of authenticating users or sessions, providing much 
convenience to the user, who is only required to input one username and/or password 
to access multiple applications (Rouse, M. 2010). 

2 Background 

Before the advent of SSO, a user has to sign in to each system separately, providing 
the user credentials each time, as shown in Figure 1. 

The user initially logs into the primary domain using the primary domain user 
credentials. The shell, typically an OS session shell, allows the user to access services 
of secondary domains, such as applications. However, some of these domains also 
require signing in, which translates to the user having to input another set of user 
credentials for each secondary domain that requires login, and these domains are also 
managed by their own separate secondary domain management information bases. 

Such a setup, known as the legacy system, is time-consuming and prone to many 
security risks. For instance, the user may not be able to remember and handle all the 
usernames and passwords that he has for all the different domains. It may also be 
difficult for system administrators to manage and coordinate all the domains 
independently. A need for an integrated system thus arose, such that such 
inefficiencies and vulnerabilities may be addressed. 

Figure 2 shows an example of SSO, which was named after the “end-user 
perception of the impact of this service” (Rouse, M. 2010). The user is only required 
to sign in to his primary domain, because all the authentication required for secondary 
domains have been collected and supplied to them during the primary domain sign-  
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Fig. 1. Signing in to multiple applications without SSO (Rouse, M. 2010) 
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Fig. 2. Signing in to multiple systems using SSO (Rouse, M. 2010) 

on. This eliminates the need to sign in to multiple domains, as well as reducing time 
taken for system administrators to edit access rights for users. The primary domain 
plays an important role in the SSO, for secondary domains have to trust it to provide 
the right information for authentication, as well as to protect said information from 
unpermitted usage. 

3 Common Configurations of SSO 

3.1 Kerberos 

Kerberos uses a shared, or symmetric, key for encryption of messages between the 
server and the client. The symmetric key is obtained from a key distribution center 
(KDC), instead of generating one from the server or client. 

It was designed to provide mutual authentication between the server and client, and 
it can be used to allow nodes in a network to prove their identity and communicate in 
a secure manner with one another. The steps of the Kerberos protocol are as follows: 

1. A user logs on to a client machine by entering a username and password. 
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2. The client applies a hash function to the password, and the resulting hash is used as 
the secret key of the client. 

3. The client sends the user ID, in cleartext, to an Authentication Service (AS). The 
AS does a simple lookup of the user ID in its database to get the password of the 
user, which can then be used to generate the secret key of the client (Figure 3). 

 
Fig. 3.  

4. A timestamp is created upon verification of the client. This puts the time at which 
the session is taking place, as well as how long the ticket will be valid for. The 
ticket is valid for 8 hours by default. A Client/TGS Session Key is also generated, 
which allows the the client to communicate with the Ticket-Granting Server (TGS) 
later on. A Ticket-Granting Ticket (TGT), which includes client ID, timestamp and 
the session key, is then created and sent to the client. The TGT is encrypted using 
the secret key of the TGS. The AS also sends the session key, encrypted using the 
client’s secret key, to the client (Figure 4). 

 
Fig. 4.  

5. The client sends the TGT to the TGS. The TGS can decrypt the TGT to obtain the 
Client/TGS Session Key (Figure 5). 
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Fig. 5.  

6. Similar to what the AS does in step 4, the TGS creates a timestamp and a 
Client/Server Session Key, and includes these in the Client-to-Server Ticket. The 
ticket is encrypted using the server’s secret key, and sent to the client. The TGS 
also sends the Client/Server Session Key to the client, encrypted using the 
Client/TGS Session Key (Figure 6). 

 
Fig. 6.  
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7. The client sends the Client-to-Server Ticket to the server. The server can decrypt 
the ticket to retrieve the Client/Server Session Key. 

8. Both client and server now have a shared secret key, and can use it to communicate 
securely (Figure 7). 

 
Fig. 7.  

Strengths of Kerberos.  

 Provides mutual authentication between client and server, preventing man-in-the-
middle attacks. 

 Keys can be cracked, but it will take much longer than 8 hours to do so, hence the 
use of timestamps ensure that the protocol is not vulnerable to cracked keys. 

Weaknesses of Kerberos.  

 AS and TGS handle all the authentication functions, so if one of them goes down, 
availability of the network is compromised. 

 The clocks on all the host machines must be synchronized with the Kerberos 
server’s clock, otherwise the timestamps may not match, causing the server to 
reject valid tickets from the client. 

3.2 One-Time Password (OTP) 

OTP is a password used for only one login session or transaction. Compared to 
traditional password, a static password, it is not vulnerable to replay attacks. Hence, 
recording OTPs is not useful because it is used already. (Availability, Reliability and 
Security for Business, Enterprise and Health Information System, 2011) 

As the importance of OTPs, OTPs have to be secret and should not be disclosed to 
third parties.  To avoid the prediction of future OTPs by observation of previous 
OTPs, OTP generation algorithms are typically based on pseudorandomness or 
randomness. Concrete OTP algorithms are very different in their details. Some 
common approaches for the generation of OTPs are listed below: 

 Time-synchronization between the authentication server and the client providing 
the password (OTPs are valid only for a short period of time). 
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 Mathematical algorithm to generate a new password based on the previous 
password (OTPs are effectively a chain and must be used in a predefined order). 

 Using a mathematical algorithm where the new password is based on a challenge 
(e.g., a random number chosen by the authentication server or transaction details) 
and/or a counter. 

(Availability, Reliability and Security for Business, Enterprise and Health Information 
System, 2011) 

OTP is always used in Two Factor Authentication, which is an approach to 
authentication which requires the presentation of two or more of the three 
authentication factors: a knowledge factor ("something the user knows"), a possession 
factor ("something the user has"), and an inherence factor (“something the user is”). 
(Understanding Computers: Today and Tomorrow 14th Edition, 2013) 

Strengths of OTP.  

 Central enforcement and administration of security policies on the applications 
participating in SSO. 

 Enforcing restrictions on passwords 
─ Minimum length, 
─ Combination of special characters, characters in uppercase, numeric digit, etc. 

 Short lifetime of password validity 
 Avoidance of replay attack 
 Minimizing the need for users to remember large number of logins & passwords 

Weaknesses of OTP.  
However, one-time passwords are not unattackable, it is still vulnerable to Man-in-
the-Middle attacks and social engineering attacks. Hence, to avoid Man-in-the-Middle 
attack, OTP should not be disclosed to any third parties when delivering the OTP. 

Social engineering is the other type of attack; phishers steal OTPs by tricking 
customers into providing one or more OTPs that they used in the past. Generally, 
there are 2 approaches to use the OTPs: 

1. Phishers use past OTP codes, which are no longer valid, to predict the future OTPs. 
For example, an OTP password-generator that is pseudo-random are often 
foreseeable once one has the past OTP codes. (Article: Phishing attack targets one-
time passwords, 2005) 

2. The password may be used immediately by the attacker as the legitimate user, if 
the attacker obtains the OTP in plaintext quick enough. 

3.3 Integrated Windows Authentication (IWA) 

Integrated Windows Authentication (IWA) is a Microsoft product commonly used in 
Intranet networks to authenticate and allow access to related domain resource or 
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services. IWA uses the security features to authenticate Windows clients and servers 
allowing SSO in Intranet environments. 

 
Fig. 8. Integrated Windows Authentication 

1. Once a user is logged into the network, the current Windows user information 
(client) is supplied by via browser through a cryptographic exchange which 
involves hashing with the Web server. 

2. The token represents the client who is running the target application. 
3. Windows then provides the generated token to the client. 
4. The client sends only the Windows token to the target server while the user's 

password is not made available to the target server. 
5. The target server sends the token to Windows for verification. 
6. Windows verifies the token is valid and informs the target server. 
7. The connection to the client is accepted and the user's ID is provided to the target 

server. 

During authentication, IWA selects underlying security mechanisms in a preferential 
order. SPNEGO (Simple and Protected GSSAPI Negotiation Mechanism) is used to 
find out what authentication protocols are availabe on both the client and server. This 
allows initiators and acceptors to negotiate either Kerberos or NTLMSSP protocol for 
authentication. 

The SPNEGO mechanism uses Negotiate; a package that serves as an interface 
between different Security Support Providers (SSPs). Negotiate accesses the situation 
and selects the most appropriate security support provider among several different 
authentication packages (Kerberos v5 or NTLM) based on the protocol’s restrictions. 

Kerberos is preferentially selected as the more secure authentication protocol. If a 
Kerberos provider is functional and a Kerberos ticket can be obtained for the target, 
the Kerberos 5 protocol will be attempted. Otherwise NTLMSSP authentication is 
attempted. Similarly, if Kerberos authentication is attempted and fails, NTLMSSP is 
attempted. 
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NTLMSSP (NT LAN Manager Security Support Provider) is a binary messaging 
protocol to facilitate NTLM the underlying authentication mechanism. NTLM, a 
challenge-response authentication is a suite of Microsoft security protocols that 
provides authentication, integrity, and confidentiality to users. usernames and 
passwords (credentials) are hashed before being sent across the network. Allowing the 
client browser to prove its knowledge of the password through a cryptographic 
exchange with the Web server. 

The calls made  to the various authentication protocols available is made available 
by the Security Support Provider Interface (SSPI). SSPI is an Application Interface 
(API) used by Microsoft Windows systems and functions as an interface to several 
SSPs. These Security Support Provider are installed in Windows as dynamic-link 
libraries (DLL) that makes these security packages available to applications. 

Some SSPI installed in Windows used by IWA include: 
 NTLM  
 Kerberos  
 Negotiate  

Strengths of IWA. 
 Web application can use the same security scheme as the corporate network (user 

names, passwords, and permissions).  
 Web applications only require users to be logged into the system.  

Weaknesses of IWA. 
 Loss / theft of user credentials will result in a restriction or access to all domain 

related services. 
 IWA is supported by Internet Explorer only in ie2 and later. 
 IWA does not work over HTTP proxy connections. 

3.4 Smart Card 
While a smart card appears no different from a credit card, a smart card contains an 
embedded microprocessor, usually found under a gold contact pad. The credentials of 
the user and the cryptographic operations are typically stored inside the chip (How 
Stuff Works, 2011). 

The user has to insert the smart card into a reader (contact smart cards) or place it 
near a reader (contactless smart cards), which provides electricity to power the smart 
card processor. The user then has to enter a PIN value, which grants the reader access 
to the information and processing power contained on the smart card. The card can 
“hold a user’s private key, generate an OTP, or respond to a challenge-response 
request” (Meyers, M. & Harris, S., 2002), depending on the smart card system that it 
is designed on. 
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A typical smart card has a security feature to lock itself, either temporarily or 
permanently, due to repeated unsuccessful attempts of inputting the PIN value. This is 
a method to prevent the PIN from being guessed by attackers. For temporary locks, 
the card may be unlocked by the vendor with an overriding PIN value. For permanent  

 
Fig. 9. Internal structure of a smart card 

locks, the card may zeroize itself and become unusable (Meyers, M & Harris, S., 
2002). 

Strengths of Smart Card. 
 Additional physical security (possession of smart card as opposed to information 

being stored virtually online somewhere) (HPDC, 2005) 
 Mobility - Allows users to authenticate on multiple systems if the systems use the 

same smart card implementations (HPDC, 2005) 
 Tamper-resistant: A smart card has layers upon layers of physical obstacles to 

prevent an attacker from trying to alter the chips in the smart card physically. For 
example, a layer of silicon is often above the circuits to shield it from tampering, 
and should that be overcome, there may be an active current-carrying layer that 
renders the chip useless if broken. Beyond that, the circuits may be scrambled to 
confuse the attacker, and finally, the memory itself may be encrypted. This may 
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not, however, prevent a truly motivated attacker with the right equipment and 
skills. (Mayes, K.E. & Markantonakis, K, 2008) 

Weaknesses of Smart Card. 
 No user interface 
 Limited memory capacity and computing power 
 Requires a smart card reader to be used (useless on its own) 
 Easy to lose (due to its small and lightweight nature), thus susceptible to identify 

theft 
 More susceptible to glitch attacks compared to computers running on Windows 

3.5 Security Assertion Markup Language (SAML) 
SAML is an authentication communication framework based in XML. Unlike most 
other SSO solutions that are catered for intranet systems, SAML addresses the 
problems associated with performing SSO in a web-based environment. 

The SAML specification involves three parties: a principal (usually a user, 
communicating via a web browser), the identity provider and the service provider. A 
SAML use case is demonstrated as follows: 
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Fig. 10. A SAML use case 

1. The principal (user agent) makes a request from the service provider. The service 
provider checks if the principal has already been authenticated by the identity 
provider. If the principal has an existing authenticated session with the service 
provider, then the service provider will go straight to step 8. 

2. The service provider redirects the principal to the SSO service at the principal’s 
preferred identity provider. A <samlp:AuthnRequest> element, encoded in Base64 
format, is sent to the identity provider via the principal. 

3. The SSO service at the identity provider receives and processes the AuthnRequest 
and performs a security check. If the principal has not been authenticated, then the 
identity provider may request some information to authenticate the principal. The 
authentication method at the identity provider is not specified by SAML. A 
username and password, 2-factor authentication, etc. may be used. 

4. Once the principal has been identified, the identity provider responds with a 
XHTML form containing a <samlp:Response> element, which is again encoded in 
Base64 format. The Response contains an Assertion element, within which is an 
AttributeStatement that specifies the level of privileges that should be granted to 
the principal. 

5. The XHTML form, together with the Response, is sent to the assertion consumer 
service at the service provider. 

6. The assertion consumer service receives and processes the Response, and creates a 
security context at the service provider so that the principal need not be 
authenticated again for subsequent requests. The service provider will make access 
control decisions based on the AttributeStatement packaged within the Response 
from the identity provider. The principal is then redirected to the target resource 
requested in step 1. 

7. The principal makes the request, for the target resource, from the service provider 
again. 

8. The service provider returns the requested resource to the principal. 

Strengths of SAML. 
 Method of authentication at the identity provider is flexible, so websites can 

choose to use the method that is most suitable for authenticating their users. 
 SAML assertions are based in XML, which is very flexible and is able to represent 

a large range of attributes that nodes within a SAML network may want to share, 
giving rise to the extensibility of SAML. 

Weaknesses of SAML. 
 Method of authentication at the identification of provider is not specified by 

SAML, which may expose a website to attacks if its owner uses a weak method of 
authentication. 
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 SAML does not rely on verified certificate authorities for secure communication; 
instead, any point within a SAML network can make an assertion about the identity 
of a user, and it is up to the service provider to decide whether or not to trust the 
assertion. 

4 Related Work 

4.1 Lightweight Directory Access Protocol (LDAP) Authentication 

Single Sign On (SSO) systems mostly use LDAP authentication. The enterprise user 
logs on in the morning and sees normally a form based enterprise login screen. The 
user enters in their id and password. The SSO software then takes the information and 
sends it to the security server using an encrypted connection. The security server in 
turn then logs on to the LDAP server on behalf of the user by providing the LDAP 
server with the user's id and password. If successful, the security server then proceeds 
with any authorization and/or lets the user proceed to the application or resource they 
require (Huntington, G., 2006). 

4.2 Reduced Sign-On (RSO) 

SSO has now become known as Reduced Sign-On (RSO) since more than one type of 
authentication mechanism is used according to enterprise risk models. For example, in 
an enterprise using SSO software, the user logs on with their id and password. This 
gains them access to low risk information and multiple applications such as the 
enterprise portal. However, when the user tries to access higher risk applications and 
information, like a payroll system, the single sign on software requires them to use a 
stronger form of authentication. This may include digital certificates, security tokens, 
smart cards, biometrics or combinations thereof (Huntington, G., 2006). 

5 Conclusion 

It can be seen that each of these configurations have their own strengths and 
weaknesses, but it is important to have the knowledge to apply each configuration for 
the appropriate circumstance, in order to maximise one’s security and efficiency. 
Security- unrelated advantages aside, SSO does not provide a perfect defense against 
attackers, but it is a huge improvement over its predecessor. 
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Abstract: This paper describes the WEP (Wired 
Equivalent Privacy) protocol as defined in IEEE 802.11 
and its shortcomings. The WEP mechanism is described 
and systematic problems and shortcomings are 
identified. Common attacks are classified and 
explained. Implementation and in depth analysis of the 
FMS attack has been done. 
 
Subject Descriptors:   C.2.2 Network Protocols 
   C.2.3 Network Operations 

D.4.6 Security and Protection 

1 Introduction 

In recent years, the proliferation of laptop computers and PDA’s has caused 

an increase in the range of places people perform computing. At the same 

time, network connectivity is becoming an increasingly integral part of 

computing environments. As a result, wireless networks of various kinds have 

gained much popularity. But with the added convenience of wireless access 

come new problems, not the least of which are heightened security 

concerns.  

IEEE 802.11 [1] is a set of standards for implementing wireless local area 

network [WLAN] computer communication. WLAN links two or more devices 

over a short distance using a wireless distribution method, for example using 

radio waves, usually providing a connection through an access point for 

internet access. Such networks can be found in home, office, and enterprise 

environments and are quite popular today. When transmissions are 
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broadcast over radio waves, interception and masquerading becomes trivial 

to anyone with a radio, and so there is a need to employ additional 

mechanisms to protect the communications. It is less understood but equally 

true that anyone with a transmitter can write messages to a WLAN, 

rendering access controls meaningless. Because forgeries are easy to create, 

a WLAN needs mechanisms to counter this threat, too. Hence, if sensitive 

information are transmitted over a wireless network, privacy and integrity is 

a concern and must be taken care of. 

The first version of the IEEE 802.11 standard supported a basic mechanism 

for protecting such networks named Wired Equivalent Privacy (WEP). 

Although its name implies that it is as secure as a wired connection, WEP has 

been demonstrated to have some major design flaws and was completely 

broken in 2001 by Fluhrer, Mantin, and Shamir [2, 3]. They showed that an 

attacker can recover the secret key of the network with an average consumer 

laptop in 1-2 hours. More advanced attacks were published in the last years 

making it possible to recover the secret key of the network in less than 60 

seconds [4]. To fix the problems of WEP, a new standard named Wi-Fi 

Protected Access (WPA) was released in 2003, now part of the IEEE 802.11 

specifications [1]. 

In this paper, we will explore the technical details of WEP and explore the 

possible vulnerabilities and attack scenarios for the same.  

2 Overview of WEP 

The Wired Equivalent Privacy protocol is used in 802.11 networks to protect 

link-level data during wireless transmission. It is described in detail in the 

802.11 standard [1], we reproduce a brief description to enable the following 

discussion of its properties.  

Because WEP is mostly based on the RC4 stream cipher [5], we need to 

introduce a notation for analyzing the RC4 stream cipher. RC4 consists of two 

algorithms, the RC4-Key Schedule Algorithm (KSA) and the RC4-Pseudo 

Random Generation Algorithm (PRGA). The KSA algorithm transforms a key 

of length 1 to 256 bytes into an initial permutation S of the numbers 0 to 255. 

The internal state of RC4 consists of this permutation S and two numbers i 

and j used as pointers to elements of S. The RC4-PRGA generates a single 

358



byte of key stream from such a state and then updates the internal state. The 

pseudo-code for the algorithms can be seen in Figure 1.  

WEP relies on a secret key k shared between the communicating parties to 

protect the body of a transmitted frame of data. Encryption of a frame 

proceeds as follows: 

Checksum Calculation: First, we compute an integrity checksum c(M) on the 

message M. We concatenate the two to obtain a plaintext P = <M, c(M)>, 

which is used as input to the second stage.   

Encryption: In this stage, we encrypt the plaintext P derived above using RC4. 

We choose an initialization vector (IV) v. The RC4 algorithm generates a 

keystream RC4 (v, k)—i.e., a long sequence of pseudo random bytes – as a 

function of the IV v and the key k. Then, we exclusive-or (XOR) the plaintext P 

with the keystream to obtain the ciphertext C: 

𝐶 = 𝑃 ⊕ 𝑅𝐶4(𝑣, 𝑘) 

Transmission: Finally, we transmit the IV and the ciphertext over the radio 

link. 

Figure 1: Pseudo code of RC4 algorithms 

359



The IV chosen for producing RC4’s seed is pre-pended to the Cipher text in 

the payload being sent [Figure 2]. Normally, each data packet will have a 

different IV. WEP, as a standard, does not specify how the IV’s are to be 

chosen. For example, one may use a fixed IV for all the frames and yet does 

not violate the standard. In practice, implementations tend to use a linear 

counter for their IV generation. This counter increments by one, each time a 

packet is sent.  

There are actually two classes of WEP implementation: classic WEP, as 

documented in the standard, and an extended version developed by some 

vendors to provide larger keys. The WEP standard specifies the use of 40-bit 

keys, so chosen because of US Government restrictions on the export of 

technology containing cryptography, which were in effect at the time the 

protocol was drafted. This key length is short enough to make brute-force 

attacks practical to individuals and organizations with fairly modest 

computing resources. However, it is straightforward to extend the protocol to 

use larger keys, and several  equipment manufacturers offer a so called “128-

bit” version (which actually uses 104-bit keys, despite its misleading name). 

This extension renders brute-force attacks impossible for even the most 

resourceful of adversaries given today’s technology. Nonetheless, we will 

demonstrate that there are shortcut attacks on the system that do not 

require a brute-force attack on the key, and thus even the 128-bit versions of 

WEP are not secure.  

Figure 2: WEP Encryption Scheme 
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3 Security Goals 

The WEP protocol is intended to enforce three main security goals [1]: 

Confidentiality: The fundamental goal of WEP is to prevent casual 

eavesdropping so that the content of the WEP traffic remains private. 

Access control: A second goal of the protocol is to protect access to a 

wireless network infrastructure. The 802.11 standard includes an optional 

feature to discard all packets that are not properly encrypted using WEP, and 

manufacturers advertise the ability of WEP to provide access control. 

Data integrity: A related goal is to prevent tampering with transmitted 

messages; the integrity checksum field is included for this purpose. 

It is important to note that, in all three cases, the claimed security of the 

protocol “relies on the difficulty of discovering the secret key through a 

brute-force attack” [1]. 

4 Shortcomings 

WEP has several design flaws that can be exploited in order to attack the 

security goals of the protocol. The most interesting problems are described 

here: 

Master key is used directly. In WEP the master key is used directly to feed 

the RC4 cipher in the encryption and decryption process. This means that 

once the key for one transmission is recovered, all transmissions are 

compromised. Usually it is a better idea to use the master key to generate 

temporary session keys for the individual transmissions or for a certain time 

period. That way the loss of one generated key does not compromise the 

other keys or the master key. 

Key size. The original WEP specification uses a 64 bit generator key for the 

RC4 algorithm. These 64 bit are split up into a 40 bit pre-shared key and the 

24 bit initialization vectors (IVs). Generally this splitting is a good idea. The 

pre-shared key part provides protection against unauthorized communication 

partners, while the IV part that changes with each packet protects against 

key-stream re-use. Unfortunately the key size was chosen too short. Although 
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40 bit must have seemed reasonable in 1997, a key of this length does not 

offer enough permutations to protect against brute force attacks with 

modern hardware. Vendors of Wi-Fi equipment extended the key length to 

104 bit later, resulting in a total of 128 bit with IV, but that does solve the 

more general problems of the protocol. 

Key management: The WEP standard does not specify any key management 

procedure. That means there is no standardized way to generate or distribute 

keys among WI-FI devices. Hence keys have to be chosen and distributed by 

hand. This does not have any direct impact on the cryptographic security of 

the protocol, but it leads to the use of simpler keys, that also stay in use for 

extensive periods of time. This considerably increases the impact of a 

successful attack on the key.  

Use of RC4: The way WEP uses RC4 results in the existence of weak keys. This 

means that there is more correlation between the key (pre-shared key + IV) 

and the resulting key-stream than there should be. Since with the IV 3 bytes 

of the key are transmitted in plaintext it is easy to identify packets that were 

encoded with a weak key. Out of the 224 IVs available, about 9000 are 

considered weak. An attacker can just listen in on the traffic and wait for 

packets with weak IVs. Then, thanks to the bigger correlation, just a small 

fraction of the possible key space must be checked to find the key. At the 

beginning of every WEP packet there is a SNAP-header. This header always 

starts with the same 8 bytes of data, thus making the beginning of every 

cipher-text known to the attacker. With that information the success of the 

key guessing process can be checked quite easily. 

Short IVs: WEP uses IVs of 24 bit length. This means for a single pre-shared 

key there can be 224 or 16 million different RC4 key-streams. A 54MBit Wi-Fi 

network with a cannel utilization of 25% and an average packet length of 

1000 byte can transmit about 1700 packets/second. This means that the 16 

million packets can be reached in as little as 2.75 hours, making key-stream 

reuse inevitable. Unfortunately this scenario has to be considered a best 

case, since WEP does not specify a way to choose the next IV. Some devices 

start with the IV 0 and increment with each packet sent, some others choose 

the IV randomly from the possible values. Although the random method 

looks better at first glance, after as little as 5000 packets the chance to pick a 

previously used IV rises to 50%. Key-stream reuse is a serious threat, because 
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an attacker has much time to calculate the key-stream between the packets. 

Then he can decrypt the second packet on the fly. 

Integrity check algorithm: WEP uses CRC32 as integrity check algorithm. 

While CRC32 is widely and successfully used to detect bit-errors in data 

transmissions, is not a good choice for a cryptographic hashing algorithm. 

CRC32 is a linear function of the message text, which means that a potential 

attacker could manipulate the encrypted payload of a packet and fix the 

CRC32 value to make it aper valid, without knowledge of the key. This 

mechanism is independent of the used encryption method and the key 

length. Although this weakness cannot be used to recover the key or decrypt 

packets, the integrity of sent messages can easily be violated. 

Authentication mechanism: When using IEEE 802.11 with WEP, there are 

two possible methods to authenticate new clients. The first is the open 

system authentication. As the name indicates, this basically authenticates 

every station that asks for it. The authentication process is not encrypted, 

even if WEP is configured. The second method is the shared key 

authentication, which implements simple challenge response protocol.  

5 Attacks on WEP 

WEP has a long history of vulnerabilities and “fixes”. Initial attacks did not 

seem very practical, so vendors preferred not to invest in shipping new 

security solutions, but rather, they provided patches to mitigate these 

difficult to achieve attacks. Attacks evolved over time, and new ones were 

discovered, posing more serious threats to WEP. Once again, the industrial 

response was in providing further mitigation techniques. In the following 

sections we summarize the main problems WEP faced and how vendors 

responded. 

The most naive attack is a brute-force which tries all possible keys until the 

correct one is found. The 802.11 standard specifies a 40-bit WEP key. An 

exhaustive search on a single modern machine would require less than a 

month to complete—not impossible, especially if the task is distributed. It 

was noted that many implementations had an option of entering a human 

readable pass-phrase which would then be converted into a WEP key. Some 

of these implementations made use of a conversion algorithm which would 
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generate keys with only 21 bits of entropy [30]. Other implementations 

would convert a pass-phrase into a hex key by using the ASCII values of its 

characters. These non-standard mechanisms for entering a pass-phrase often 

reduced considerably the difficulty of brute-force attacks. Perhaps, a 

standardized algorithm for hashing a pass-phrase into a WEP key would have 

prevented simple brute-force attacks, and would even have been useful (we 

tend to prefer passwords rather than hex digits). Vendors provided support 

for 104-bit WEP which was effective against brute force. 

The attacks against WEP can be categorized into different groups according to 

their goals: 

Fake Authentication attacks allow the attacker to associate illegitimate 

clients with a network. This is a requirement for all active attack types. 

Message Modification takes place, when an attacker modifies a message 

during its transmission without the other stations knowing. 

Message Decryption allows the attacker to obtain the plaintext 

corresponding to the cipher-texts of messages intercepted in the network. 

Message Injection allows the attacker to actively generate new valid 

messages and send them to stations associated with the network.  

Key Recovery is the process of obtaining the pre-shared WEP key. This is the 

most interesting attack type, because successfully executed it allows the 

attacker full access to the network. 

5.1  Fake Authentication 

Fake authentication attacks allow an attacker to authenticate himself with a 

network, even though he does not know the pre-shared key. There are 

methods to execute this attack type for both authentication methods 

available in IEEE 802.11: 

Open System Authentication: When open system authentication is used, 

every client can associate itself with the network by simply sending an 

unencrypted authentication request to the access-point. This is not an attack 

for that matter, as the client just uses the protocol as it was intended. 
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Shared Key Authentication: To circumvent the shared key authentication, a 

more sophisticated approach is necessary. In the authentication process the 

access-point sends an unencrypted challenge to the new client. The client 

has to encrypt the challenge with the pre-shared key and send it back to the 

access-point. If the response was correct, the new client is granted access to 

the network. This seems reasonable, unless the attacker has obtained a 

partial key-stream and the corresponding IV. This can be achieved by 

executing the Chopchop-attack (Section 5.x) or by simply listening in on a 

successful authentication process. After the observed successful 

authentication of one client, the attacker knows the challenge-text P, the IV 

and the encrypted challenge C. Since C = P ⊕ keystream, the keystream can 

be obtained by keystream = C ⊕ P. Now the attacker can ask the access-point 

for a challenge P2 of its own and XOR it with the key-stream to obtain a 

correctly encrypted ciphertext C2 = P2 ⊕ keystream. Now C2 needs to be 

prepended with the IV and sent to the access-point to complete the 

authentication. Once obtained, the pairing of key-stream and IV can even be 

used to forge and inject arbitrary packets after the authentication. 

5.2 Message Modification 

A message modification attack allows an attacker to modify a message while 

it is in transmission. With WEP, this can easily be achieved, even without 

knowledge of the pre-shared key or the keystream for this packet. First the 

message to modify must be intercepted. That means the attacker receives 

the message, but prevents the designated receiver from receiving it. Then he 

can exploit the properties of CRC32. The value of the CRC32 checksum is a 

linear function of the message payload. Let’s assume, that the CRC32 

function is denoted by CRC (). The linearity of the function leads to this 

property: 

CRC (a ⊕ b) = CRC (a) ⊕ CRC (b) 

Recall that the cipher-text C of a message M is generated by C = RC4 (IV; K) ⊕ 

{M ⊕ CRC (M)}. Now assume the attacker wants to modify the message by 

XORing an offset O to it, with |O| = |M|. 

Cnew = C ⊕ {O ⊕ CRC (O)} 
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Replacing C in the formula with its definition from above leads to: 

Cnew = RC4 (IV; K) ⊕ {M ⊕ CRC (M)} ⊕ {O ⊕ CRC (O)} 

5.3 Key Recovery 

5.3.1 FMS Attack 

The Fluhrer, Mantin, and Shamir (FMS) Attack [2] is the most commonly used 

attack against WEP, popularized by tools such as AirSnort. This attack takes 

advantage of weaknesses in the key-scheduling algorithm of RC4 and the use 

of IVs. 

There are weak IV values that leak information about the secret key in the 

first byte of the keystream. Since the same key is used over and over with 

different IVs, if enough packets with weak IVs are collected, and the first byte 

of the keystream is known, the key can be determined. Luckily, the first byte 

of an 802.11b packet is the snap header, which is almost always 0xAA. This 

means the first byte of the keystream can be easily obtained by XORing the 

first encrypted byte with 0xAA. 

RC4 uses two arrays of bytes: an array K which stores the input, and a global 

array S. WEP specifies that the size of the array S is 28=256. WEP specifies 

that the size of K is either 8 or 16, depending on the size of key. As 

mentioned above encryption in WEP is based on the IV and the secret KEY. 

Given an IV and KEY, WEP constructs an array K in the following way, and 

then calls RC4 with K as the input:  

K[0] = 1st byte of IV 
K[1] = 2nd byte of IV 
K[2] =  3rd byte of IV 
K[3] = 1st byte of KEY 
K[4] = 2nd byte of KEY, and so on… 

 

Figure 3 
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Consider the for loop in the KSA algorithm in Figure 1. We examine the 

execution of the i-th loop, just after the operation “swap” has completed. Let 

us write Si to be the global array S at this point of time. Let X = S(1), Y = S(X) 

as shown in Figure 3. 

It has been observed that, “Suppose i ≥1, i ≥ X, and i ≥ X+Y, then with 

probability more than 0.05, the content of array S at location 1, X, and X+Y 

will not be swapped in the subsequent steps of the algorithm KSA” [5]. 

Variables i, j, X, Y are as defined previously. 

Making use of the observation, if the attacker knows the values of K [0], K [1], 

K [2]…K [B+2], where B is some integer, then he can perform this loop until i = 

B+2. So, he knows the current content of S and the value of j. Let us call this 

SB+2 and jB+2. 

Let X = SB+2[1] and Y = SB+2 [SB+2 [1]]. We check whether X + Y = B + 3 and 

observe the two cases as follows:  

 Case 1: If X + Y ≠ B + 3, the attack can’t get information from this pair 

of plain-text and ciphertext. Hence, we drop this pair and move on to 

a different pair. 

 Case 2: If X + Y = B + 3, this pair can be used for our attack and the IV 

is called a Weak IV. Let us examine what will happen when i = B + 3. 

Figure 4 

Figure 5 
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Within the loop of i = B + 3, j is increased by SB+2 [B+3] + K [B+3]. Next, the 

content in location B + 3 is swapped with the content in location jB+3 as per 

the KSA. Assuming jB+3 is chosen randomly, then with very high chances, it is 

neither 1 nor X. Thus, we arrive at Figure 6. 

Since, X+Y=B+3 and i=B+3, the observation stated earlier holds and with a 

probability more than 0.05, after KSA is completed, the value of S at 1, X, B+3 

will remain unchanged. 

We know that the very first byte output by RC4 is S[S[1] +S[S[1]]]. This is none 

other than S[X + Y] = S[B+3]. We also established that S[B+3] contains jB+3. 

Hence, jB+3 is the byte output by RC4. Also, jB+3= jB+2 + SB+2[B+3] + K[B+3]. We 

know state of S at the end of i = B+2 and we know jB+2. Hence, the secret byte 

is calculated as: 

Keybyte = outputbyte(jB+3) – known_j(jB+2) – known_S(SB+2[B+3]) 

We also note that, the condition for a weak IV is S[1] < B+3 and S[1] + S[S[1]] 

= B+3. Once we know the value of K[3] where B=0, we can proceed on to find 

K[4] where B=1, K[5] where B=2 and so on, in succession, until the entire 

secret key in found.  

Figure 6 
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We were able to find a dataset which contained IVs and the first key byte 

output by RC4. For experimentation, the value of N was fixed to be 128 bits 

instead of 256 bits. The data set contained data in the following format. 

• The first 4 bytes in the file is L, the size of the array K. The next 4 

bytes is the number of tuples. 

• Each tuple contains 4 values, (v1, v2, v3, x) where (v1, v2, v3) is the 3 

bytes IV and x is the first byte output by RC4. All the tuples in a file is 

generated using a common secret key. 

• Each value v1, v2, v3 and x is represented as a byte (i.e. unsigned 

char) in the file. 

We used a frequency table of all the possible keys and decided to pick the 

key byte with maximum frequency. This approach proved to be sufficient in 

some cases and in others the results were affected by an unnatural number 

of duplicates in the IVs. Hence, we also created another program which 

removed duplicate IVs. In multiple cases, the correct key comprised of bytes 

from the output of the program making use of the duplicates and the one 

eliminating duplicates. A screen shot of the frequency table is shown in 

Appendix 2. 

Lack of weak IVs is a major drawback to the FMS technique as is a case of 

multiple contenders for a keybyte with the same frequency.  

5.3.2 PTW Attack 

Pyshkin, Tews and Weimann proposed a new type of WEP key recovery attack 

in 2007 in [9]. Their attack is somewhat similar to the FMS-type attacks, but 

they introduce two new concepts that distinguish their approach from the 

previous ones. Consider variables as mentioned before. A permutation S-1 on 

S such that if S[i] = j; S-1[j] = i is defined.  

1. All previously known correlations had rather complex prerequisites. As 

a result of these limitations, only a fraction of all captured packets 

could be used to vote for each byte of the pre-shared key. Klein 

showed a correlation that does not rely on any pre-requisites such as 
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special IVs[10]. All captured packets can be used to generate votes 

with this correlation.  

 

2. The next new concept is the introduction of a new attack structure. 

The FMS- and KoreK-type attacks used a decision-tree to consolidate 

the data from the votes for the different bytes. This has the 

disadvantage that a part of the results have to be re-calculated after a 

back tracking in the tree. In contrast to this approach, Pyshkin, Tews 

and Weimann altered Klein's correlation to vote for a sum of pre-

shared key bytes. PTW’s attack is based on their demonstration that if 

we know the first i key bytes (which we always do in WEP with i = 3), 

we can guess the sum of the key bytes indexed from i to i + k with a 

probability of 1.24/256. The PTW algorithm constructs a guess for this 

summation for every key byte from i = 3 to i = 16. The actual key bytes 

are then calculated from the guesses for the sums. 

Although PTW is fast and requires very little data, its limitation is that it can 

crack only 40 and 104 bit root keys. 

5.4 Message Decryption: The KoreK Chopchop Attack 

The Chopchop attack was posted on the NetStumbler forum by an individual 

under the name of KoreK. This attack takes an encrypted WEP packet and can 

recover the plaintext of this packet without ever knowing the key used to 

encrypt the packet. Once the attacker has gained the plaintext, they can XOR 

it with the cipher text to gain a valid key stream and then create their own 

packet with a valid encryption. 

The attack exploits two vulnerabilities in the WEP protocol. The first is that 

the Cyclic Redundancy Check (CRC32) that is performed in WEP is not a 

strong integrity check and allows a correlation to be drawn between the 

cipher text and CRC. The second vulnerability is that access points can be 

used to verify CRCs, as they will send back a message if the CRC does not 

pass, and remain quiet if it does. In this way the AP acts as an oracle, 

informing the attacker if the packet received is valid. 
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WEP is not secure for many reasons. As previously mentioned, RC4 was not 

properly implemented in the encryption routine. In addition to this, WEP-

protected packets can be reinserted or replayed back into the wireless 

network. Finally, the encrypted packets can be forged to allow spoofing 

attacks. In other words, an attacker can pretend to be a valid client and inject 

traffic into the network that the AP will accept and retransmit. By combining 

all three of these attacks together, an attacker can successfully crack the 

shared key in a few minutes. 

To help mitigate this threat and other WEP related problems, wireless 

vendors implemented dynamic WEP keying. In theory, this should change the 

key after a set number of packets have been sent, thus preventing an 

attacker from collecting enough packets that were encrypted with the same 

key. However, most vendors implemented dynamic keying on a per session 

basis, not a per packet number basis. This means the key only changes after 

the user has disconnected and reconnected to the wireless network. The end 

result is that most users will transmit enough data to have their 'dynamic' key 

cracked. However, if the user is only online for a short period of time, the use 

of dynamic keying will protect them from the popular statistical attacks. 

In theory, the use of dynamic keys seemed like a potential way to stop 

malicious hackers. At least until KoreK deduced a method for cracking one 

packet at a time, regardless of the key. With this approach, an attacker never 

has to know the shared key used to encrypt the data, but instead focuses on 

two other elements of the data transfer process. 

KoreK took the widely known weak CRC32 problem - XORing the original 

encrypted message with an equally long modified data string to create a new 

valid packet and deduced that if an encrypted packet is truncated by one 

byte, a new valid message can be created because its new CRC32 is tied to 

that one missing unencrypted byte. Again, the only concern is whether or not 

the packet is valid, as determined by the CRC. The data in the packet is not 

relevant. 

In short, KoreK took a very close look at how the CRC32 was created and 

found a mathematical relationship between the truncated plaintext byte of 

the message and the value used to turn the invalid shortened message into a 

valid one. The following breaks down the process. 
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The first step is to take the captured packet and remove the last byte of the 

packet to create a new plaintext value, M(x). The CRC32 uses the following 

generator polynomial:  

G(x) = X32 + X26 + X23 + X22 + X16 + X12 + X11 + X10 + X8 + X7 + X5 + X4 + X2 + X + 1 

 

The message can be written in the following manner: M(x) = M-1(x) * X8 + 

Y(x), where M-1(x) represents the plaintext with the last byte removed and 

Y(x) is the last byte. Another polynomial A(x) can be derived such that (M-1(x) 

+ Y(x)*A(x)) mod G(x) = 0. Then C’(x) = C-1(x) + A(x)*Y(x). Each possible value 

of Y(x) can be guessed, generating a C’(x) for each, which is then sent to the 

access point to get verified by injecting it into the network. Fortunately, there 

are only 256 possible values (00, 01...254, 255) for that plaintext byte. So, we 

Figure 8: Chopchop algorithm 
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first assume the truncated byte was 00 and plug that value into the equation 

to create a bitmask that attempts to turn the invalid packet into a valid 

packet. Once the packet is received by the access point, it is checked and 

either validated or rejected. Again, each packet is based upon a guess of the 

truncated byte, so it only has 1/256 chance of being correct. However, if the 

guess is correct, then the AP will validate it, and resend it back out to the 

wireless network. Assuming an attacker is monitoring the wireless network, 

they will see this packet and know that they made the right guess. Using this 

guess he plaintext can then be revealed. In this way the attack can decrypt all 

but the first 6 bytes of the packet.  

 

5.5 Fragmentation Attack 

The 802.11 standard specifies fragmentation at the MAC layer and each 

fragment is encrypted independently. During fragmentation, WEP encryption 

is performed independently on each individual fragment. Nothing stops each 

fragment from having the same IV. It is therefore possible to send data in 

chunks of 4 bytes with the 8 bytes of PRGA that has been recovered. The 

fragment number field is 4 bits allowing a maximum of 24 = 16 fragments. 

This would allow an attacker to inject 4 × 16 = 64 bytes of arbitrary data. A 

minimal IP packet requires 8 + 20 = 28 (LLC/SNAP + IP header) bytes of data. 

It is therefore possible to send 64−28 = 36 bytes of IP data on the network. 

Note that at this stage IP fragmentation may also be used if more data needs 

to be sent. 

 

After snooping one data packet, the attacker is able to recover at least eight 

bytes of keystream (LLC/SNAP header with ether type) [Figure 9]. This is 

Figure 9: LLC/SNAP Header Format 
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easily accomplished since the first eight bytes of clear-text are known and 

the cipher-text has been intercepted. After that, the attacker may use 802.11 

fragmentation for transmitting data of up to 64 bytes. By XORing these 8 

bytes with the 8 corresponding bytes of cipher text we obtain 8 bytes of 

keystream for a specific IV. Those 8 bytes of keystream cannot be used to 

send a whole packet on the network (it would be ridiculously small). But the 

WEP protocol allows to send a single packet in up to 16 fragments. Therefore, 

we can use the 8 bytes of keystream we know to broadcast a packet 

containing 64 bytes of known text in 16 fragments (We can only have 64 

bytes of known text because each fragment needs its 4 bytes long CRC32 

checksum).  

Traffic may also be decrypted in real-time using 802.11 fragmentation, 

provided that the 802.11 network is connected to the Internet. To do this, an 

attacker can use the AP to decrypt. Suppose that the attacker has 

eavesdropped an encrypted packet x and wishes to decrypt it. Clearly the AP 

knows the encryption key, and if the attacker replayed the packet, the AP 

would decrypt it. By itself, this would not be useful, as the replayed packet 

would simply be forwarded to its original destination. However, the attacker 

can use fragmentation to simply prepend an additional IP header to the front 

of the eavesdropped packet. With 802.11, only the data portion is encrypted, 

Figure 10: IP Fragmentation 
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and there is no sanity check in order to ensure that what was originally a 

complete payload cannot be replayed as a fragment. Upon reception, the AP 

will decrypt both the new header and the original packet x, and reassemble 

them into a single packet. If the new header contains an Internet address, the 

AP will send the packet there in clear-text (WEP protects only the wireless 

link). If the attacker controls the Internet host the packet was sent to, he can 

recover the clear-text of x. 

 

Figure 11: Decryption by using AP to resend 

 

This may be accomplished by constructing an IP header in four byte 

fragments using the recovered eight bytes of a keystream, followed by a 

further larger fragment containing the entire unmodified encrypted  payload 

x. The AP will decrypt, de-fragment, and send off the data to the Internet in 

the clear [11]. Figure 11 illustrates this process, although for clarity, only one 

fragment is drawn for the IP header.  

When knowing 1500 bytes of keystream for a given IV, it is easy to get 1500 

bytes of keystream for other IVs by simply sending a broadcast packet of 

1500 bytes to the AP. The AP will then relay this packet, but encrypted with a 

new IV. As C ⊕ M = K, the attacker can get the keystream for other IVs and 

build a dictionary, allowing him to decipher every single packet on the 

network, and also to create traffic. 
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6 Conclusion 

Attacks against WEP protected wireless networks are very sophisticated. 

Software and hardware necessary for an attack is widely available and almost 

no understanding of the theory behind the used mechanisms is required for a 

successful attack. Under optimal conditions the key of a WEP protected 

network can be recovered in as little as a minute. 

Therefore WEP should not be used to provide security or privacy in a wireless 

network. Different alternatives like WPA or VPN-solutions are available and 

should be used if possible. In fact, WEP as a security option has been 

eliminated from the latest version of Windows i.e. Windows 8. Nevertheless 

WEP is a nice example for a protocol design with flaws that were not 

immediately visible. 
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8 Appendix 

Implementation of FMS attack for N = 128 

#include<stdio.h> 

#include<stdlib.h> 

 

int main(int argc, char*argv[]){ 

    int i,j; 

    FILE *file; 

    char *name = argv[1]; 

    if(!name){ 

        printf("Enter file name\n"); 

        return 1;        

    } 

    file = fopen(name,"rb"); 

    if (!file) 

    { 

        fprintf(stderr, "Unable to open file %s",name ); 

        return; 

    } 

    int L, rounds; 

    fread(&L, sizeof(int), 1, file); 

    fread(&rounds, sizeof(int), 1, file); 

    printf("%d %d\n",L, rounds); 

 

    int (*IV)[3] = malloc(rounds * sizeof *IV); 

    int *out = malloc(rounds * sizeof(int)); 

    char ch; 
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    for(i=0;i<rounds;i++){ 

        for(j=0;j<3;j++){ 

            fread(&ch, sizeof(unsigned char), 1, file); 

            int x = (int) ch; 

            IV[i][j] = x; 

        } 

 

        fread(&ch, sizeof(unsigned char), 1, file); 

        int x = (int) ch; 

        out[i] = x; 

    } 

    //Begin Attack 

    int A = 0; 

    int count = 0; 

    int r,p; 

    int known_j, known_S, keybyte;  

    int S[128]; 

    int K[128]; 

    for(p = 0; p<L-3;p++){ 

        int results[128] = {0}; 

        for(r=0;r<rounds;r++){ 

            for(i=0;i<3;i++){ 

                K[i] = IV[r][i];         

            } 

            for(i=0;i<128;i++){ 

                S[i] = i; 

            } 

            j=0; 
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            int t; 

            for(i=0;i<A+3;i++){ 

                j = (j + S[i] + K[i])%128; 

                t = S[i]; 

                S[i] = S[j]; 

                S[j] = t;    

            } 

            if((S[1] + S[S[1]])%128 == A+3){ 

                count++; 

                known_j = j; 

                known_S = S[A+3]; 

                keybyte = out[r] - known_j - known_S; 

                while(keybyte<0) 

                    keybyte = keybyte + 128; 

                     

                results[keybyte]++; 

            } 

        } 

        int max_result = -1; 

        int max_count = 0; 

        int k,t; 

        for(k=0; k < 128; k++) { 

            if(max_count < results[k]) { 

                max_count = results[k]; 

                max_result = k; 

            } 

        } 

        printf("\nFrequency table for key[0] (* = most 
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frequent)\n"); 

        for(k=0; k < 16; k++) { 

            for(i=0; i < 8; i++) { 

                t = k+i*16; 

                if(max_result == t) 

                    printf("%3d %2d*| ", t, results[t]); 

                else 

                    printf("%3d %2d | ", t, results[t]); 

            } 

            printf("\n"); 

        } 

        K[A+3] = max_result; 

        A++; 

        printf("\nCount = %d and max = %d\n", count, 

max_result); 

    } 

    printf("\nKey is = "); 

    for(p=3;p<L;p++){ 

        printf("%d ",K[p]);} 

    free(IV); 

    free(out); 

    fclose(file); 

    return 0; 

} 
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Appendix 2: Frequency of candidate key bytes. The variable count denotes 

the number of weak IVs detected. The variable max denotes the key byte 

with maximum frequency 
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A Closer Look At Authentication 
 

Teo Jun Hao, Koh Jun Yang 
 

Abstract. Authentication has been a part of humans’ lives, from ancient times. 
However, it has been increasingly emphasized especially in our day and age of 
technological advancement, where a simple mistake in authentication could 
lead to a leak of confidential, sensitive information. There are many different 
protocols that are adopted by different companies and people. But they all 
converge to one focused aim – authenticity. For example, banks use multifactor 
authentication to make sure your money is safe; the military use many different 
authentication techniques for mission success. This paper zooms in on 
authentication, from past, to present and to future. 
 
Keywords: Authentication, EAP, AAA, RADIUS, TACACS+, Kerberos, 
Multifactor Authentication, Tokens, Biometrics, OTP 

1 Authentication: A Historical Perspective 

 
Authentication has been an important part of human civilization since ancient times. It 
ensured that malicious people did not get access to secret stashes, and secrets won’t 
get out. Even in the ancient military, simple authentication methods such as code 
words have been used, and are even used in military today, due to the ease of use – no 
additional equipment was required. 

1.1 Code words 

Code words were used like this: Two words will be used every day, and these words 
will be made known to the soldiers the night before. When someone wants to enter a 
restricted area, a challenge will be issued, using the first word. A correct response 
would be the second word. 
 
However, one problem about this method of authentication is that a reverse challenge 
could be issued. The attacker can approach the guards at the gate of the restricted area 
and shout the challenge word (they can find it out by getting challenged once and 
walking away). It is not a foolproof way, but there are chances where fatigue and 
tiredness will get the better of the guards and they might let off the second word. 
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1.2 Lock and Key 

Another obvious way people used to authenticate people was to use Keys and Locks. 
These useful objects were invented as far back as the 6th Century BC, when people 
found a need to make sure their stuff was not accessible to anyone and everyone.  
 
This was an ingenious method of authenticating access, without having personnel to 
manage the system. There was sort of a challenge response included as well: the 
person who wanted to open the door was challenged by the lock. He needed a key 
(response) to authenticate himself. Hence, the owner of whatever is in the safe can 
distribute keys to people he wants to give access to the safe. 
 
Again, there are also problems with this system. The keys can be stolen by people to 
access the safe. There are no ways to counter this except to be more vigilant. Also, 
another problem is the lack of control over where your keys are passed. For example, 
if you had passed a key to someone else to access a safe, you couldn’t track where it 
is being passed to. 

1.3 Passwords - an Early Form of Computer Authentication 

 
When computers became more common, there was then, another need to authenticate 
someone was the user of the information stored in the computer. Hence, they 
implemented the easiest and most apparent answer: Passwords. 
 
These worked in the same way as the lock and key. Just that it is on the computer. 
Early password protocols included the SAM protocol in Windows which utilized the 
DES to hash users’ passwords. These passwords are considered insecure now because 
it is very easy to determine the password with current technology. 
 
There has since been an increase in different authentication methods to reduce the 
chances of identity theft and unauthorized accesses in the online world.  

2 Kerberos 

Kerberos is an authentication system developed by the Massachusetts Institute of 
Technology (MIT) [1]. It functions under application layer in the Open System (OSI) 
model, operates under UDP port 88 and 750 and is mainly used to verify the identity 
of networked users using its tickets and authenticators credential model.  

2.1 A Brief History 

Kerberos, in Greek, is known as a monstrous three headed dog that guards the gates of 
hades [1]. It started off as a network authentication protocol invented as part of 
Project Athena led by Professor Steven Lerman and Professor Emeritus Jerry Saltzer, 
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under MIT during 1980s [2]. In year 1987, MIT released Kerberos software as an 
open source and by 1993; it became an IETF standard [1]. Kerberos is mainly 
installed on various operating systems, and is widely used as an authentication 
mechanism for Microsoft Server Active Directory and SUN’s Network File System 
[1]. 

2.2 How the protocol works: 

In Kerberos, a list of clients and their private keys are maintained in a database. These 
private keys are large numbers and will only be known by the Kerberos server and the 
client whom the keys belong to [3]. Before a client tries to establish a connection, the 
client is required to provide a ticket to the server. This ticket is issued to the client by 
the server beforehand and is encrypted using a secret key known only by the server 
and authentication server, containing the following information [4]: 
 

·         Requesting User information such as Username 
·         Principal of the service 
·         IP address of the client machine (Optional for Kerberos 5) 
·         Timestamp, showing when ticket validity commences 
·         Ticket maximum lifetime (expiry date of Ticket) 
·         A random session key 

 
Since the ticket is encrypted using a secret key, it creates an assurance that the ticket 
is safe to use without having to worry about user trying to modify the ticket. 
Furthermore, the ticket also contains timestamp to prevent replay attacks [4]. In 
addition, once the ticket is issued, the client can access to the server with the same 
ticket for multiple times until the ticket reaches its maximum lifetime and expires [3]. 
 
The server start issuing a ticket, when a user is being prompted and entered his 
username. To issue a ticket to client, server will encrypt the ticket, together with a 
copy of the random session key using the client private key. This client private key is 
derived from the user password as such only the server and client will know this 
private key. Upon receiving the encrypted ticket, the client is being prompt to enter 
his/her password. This password is converted into a decryption key using protocol 
such as DES, to decrypted and get access to the ticket [3]. 
 
When using this ticket for authentication, client must first generate an authenticator. 
This authenticator consists of client username, client IP address, and current 
timestamp encrypted using the random session key in the ticket. Unlike ticket, a new 
authenticator must be generated for authentication purpose [3].  
 
This encrypted authenticator is then sent to the server whereby the server will decrypt 
using its session key available and compare the data for matches. If all component 
matches, the client is authenticated and both server and client possess a session key 
that are only known to each other [3].    
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2.3 Vulnerabilities and our analysis 

 
An old vulnerability that Kerberos possess is the encryption type use to convert the 
password into a decryption key. The encryption used is DES, which are not really 
secure. This type of encryption happens in Kerberos 4 and since then, Kerberos 5 had 
replaced the older version and uses encryption such as AES [4]. 
 
Furthermore, ticket issuing policy must be enforced properly as authentication server 
no longer has any control over any issued tickets [4]. Administrator can prevent new 
tickets from being issued to a particular user but cannot retrieve previously issued 
tickets. A counter measurement currently used is ticket expiry. However, as long as 
the ticket is not expired, user will still be able to use that particular ticket [4].   
 
Lastly, a stolen ticket cache can also be vulnerable to dictionary attacks. However, the 
advantage of a ticket is that no user password is present. The keys in the cache are 
also randomly generated, adding defense against dictionary attacks and with an expiry 
time, it reduce the amount of time a hacker can perform dictionary attack [5]. 

3 The AAA Protocol 

The three As in the AAA protocol represent Authentication, Authorization and 
Accountability. Authentication is a way of knowing the person is really who he 
claims to be, authorization is giving the person the permissions to access a file or 
database, and accountability is the way of tracking what the person is doing (normally 
with a log). The AAA Protocol is implemented in a few ways, of which we will be 
covering two, the RADIUS and TACACS. 

3.1 RADIUS 

RADIUS stands for Remote Authentication Dial In User Service. It is a networking 
protocol in which AAA is managed for computers connecting to a network. It was 
developed by Livingston Enterprises Inc. in 1991 and later was included in the 
Internet Engineering Task Force Standards. The RADIUS frame is most used in 
Point-to-point Protocols and also VPN Authentication. 

3.1.1 How it works 

RADIUS uses UDP as transport and runs as a client and server protocol in the 
application layer. When a user wants to access something, a request is send to Remote 
Access Server (RAS) to gain access to a network, with the user’s access information. 
The RAS then sends a request to the RADIUS server to request for authentication. 
The request includes information such as the username and password of the user. This 
information is then checked by the RADIUS server. [6] 
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The RADIUS server will then use authentication schemes like EAP and CHAP to 
verify the user, with other information that has been transferred by the RAS including 
network addresses and such. This verification is done against a locally stored 
database, or an external one like SQL and Kerberos. The RADIUS Server will then 
produce three responses [6]: 
 

1. Access Accept 
2. Access Challenge 
3. Access Reject 

 
In the first case, the user is authenticated, but needs to be authorized what he is 
requesting to use. This data is verified in a similar way to the authentication part. The 
second case is where a user has to input more information for authentication, such as 
a PIN or Token code. Lastly, the server can reject the user because his credentials 
provided were wrong. Upon successful authentication and authorization, accounting 
takes place is the form of a usage log. 

3.1.2 Security and Vulnerabilities of RADIUS 

The RADIUS protocol is considered secure in the sense that no passwords are 
transmitted in clear text. A complex algorithm including hashing is implemented to 
hide the passwords from attackers. However, there is still some vulnerability inherent 
in the RADIUS frame. Firstly, attackers can use packet sniffers to look at RADIUS 
packets transferred in the network [7].  
 
Although RADIUS has encryption, only the hidden attributes of a packet are 
encrypted, and not the whole thing. An attacker can also build up a database of 
different responses by sniffing the packets of RADIUS. When he sees an 
AccessRequest packet similar to before, he can act as the server and replay the 
previously documented response [7]. The attacker can then be authenticated to the 
client. 
 
The RADIUS frame also has a Least Common Mechanism flaw. It allows the use of 
shared secrets or passwords. This means that once one client is compromised, many 
machines connected to the same server will be compromised. There are many other 
vulnerability related to packet sniffing in the RADIUS frame, but the few we 
highlighted are the most obvious ones as the rest are beyond our scope of discussion. 

3.2 TACACS+ Protocol 

In this section, we will be exploring about TACACS+, another network authentication 
protocol. It has a few differences from RADIUS, for example, TCP is used instead of 
UDP, and entire packets are encrypted in TACACS+, except for the header.[8] Also, 
in TACACS+, the three As are viewed at separate processes. This gives the network 
administrator much more flexibility in which protocol to use for which process.  
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For example, he could use Kerberos as an Authentication protocol and TACACS+ for 
authorization and accounting. It works similarly as RADIUS in the sense that it is a 
challenge response scheme. However, due to the decoupling of Authentication and 
Authorization in TACACS+, the challenge and response is much longer [8]. 

3.2.1 Vulnerabilities of TACACS+ 

In the TACACS+ protocol, there is a lack of integrity checking. This means that 
packets can be tampered with. One such alteration is to flip bits, where an accounting 
packet’s elapsed_time field is changed from 9000 to 1000. This makes the server 
unable to log activities properly, in a chronological order. The accounting packets are 
also vulnerable to replay attacks [9]. This is because if packets have the correct 
sequence number, they will be accepted.   
 
Hence, since accounting packets are one-off, they will always have a sequence 
number of 1, making it very easy for attackers to replay the transaction. There is also 
the problem of a lack of padding of input fields. This causes password lengths to be 
easily retrieved by the attacker, who can then run brute force attacks or dictionary 
attacks [9].  
 
Although these vulnerabilities exist theoretically, they might not be that prominent in 
the real world. This is because the attacker would need to be connected to the router 
of the network to be able to do all these packet sniffing and editing. Hence, unless 
there is an attacker locally [9], it is very difficult for external attackers to intrude into 
the server.  

4 Extensible Authentication Protocol 

Extensible Authentication Protocol (EAP) is an authentication framework defined in 
RFC3748 [10]. It is originally designed to run directly over data link layer and is used 
in point to point connection together with the Point to point protocol. EAP is also 
commonly used in IEEE802.11 (WIFI) and is well known for its flexibility which 
supports multiple authentication methods. Some common methods available are 
LEAP, EAP-FAST, EAP-TTLS and PEAP which will be discussed later [10]. 

4.1 How EAP operates 

Before focusing on the individual EAP authentication methods, the generic operation 
of EAP should be explained. Firstly, EAP defines 4 types of packets: REQUEST, 
RESPONSE, SUCCESS, and FAILURE [11]. The process begins when the 
Supplicant, the party being authenticated, send an EAPOL (EAP over Lan). The 
Authenticator which is the party demanding authentication sends an EAP REQUEST 
with its identity to the supplicant and seeks for a RESPONSE from the supplicant. 
After which, depending on the method used, authentication will take place between 
authenticator and the authentication server. Once the authentication is successful, a 
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SUCCESS packet will be sent to the supplicant. Else, a FAILURE packet will be 
sent instead [11]. There are various methods available, and in our report, we will 
focus on Certificate Based EAP consisting of EAP-TTLS and PEAP, and Password 
Based EAP which consist of LEAP and EAP-FAST used in CISCO routers. 

4.2 Password Based Authentication method:  

4.2.1 Lightweight Extensible Authentication Protocol (LEAP) 

LEAP is introduced near the end of year, 2000, to address the security weakness of 
Wired Equivalent Privacy, an algorithm used in IEEE 802.11 wireless networks. It is 
a proprietary protocol created by CISCO and is widely used in the enterprise market. 
LEAP operates under mutual authentication algorithm and uses dynamic keys [12]. It 
allows users to re-authenticate frequently and upon each successful authentication, the 
user is issued with a new session key, which thus, giving a time factor security benefit 
as a hacker must cracked the key before it expire [12]. 
 
LEAP authentication process begins when an EAP REQUEST and RESPONSE are 
sent between user and authenticator. The process is then followed by a mutual 
authentication between user and RADIUS server. During this period, a dynamic 
encryption key is derived and encrypted using a modified version of MS-CHAP [13]. 
This encryption key is then sent to the access point via a secure channel whereby 
regular network traffic forwarding is enabled when the access point received the key 
[13]. 
 
However, LEAP is very vulnerable to offline dictionary attacks. This is due to its poor 
encryption technique, MS-CHAPv2. MS-CHAPv2 uses a 2 bytes DES key, sends 
username in clear text and do not use SALT in its NT hashes. This allows hackers to 
easily retrieve its information using a decent database of likely passwords with pre-
calculated hashes [12]. In addition, this vulnerability is not being properly addressed 
as CISCO responded that LEAP is considered secured as long as the password has a 
high complexity. As a result, under tools such as ASLEAP developed by Joshua 
Wright, LEAP is broken through effortlessly and CISCO now recommended 
enterprise to use new protocol such as EAP-FAST [12]. 

4.2.2 Extensible Authentication Protocol-Flexible Authentication via 
Secure Tunneling (EAP-FAST) 

EAP-FAST is a CISCO developed protocol designed to counter the vulnerabilities of 
LEAP and provide customers who are unable to enforce a strong password policy, a 
better alternative to protect against dictionary attacks. Like LEAP, it is easy to deploy 
and does not require any digital certificate [12]. It also support password expiration 
and is considered to be as secured as PEAP version 2 [12]. Furthermore, migration 
from LEAP to EAP-FAST is also considerably easy as EAP-FAST does not require 
client or server certificates [14]. 
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The reason why EAP-FAST is able to offer protection against attacks such as Man in 
the middle and dictionary attack is due to the use of symmetric keys which provide a 
tunneled authentication [12]. This tunnel establishment depends on Protected Access 
Credential (PAC) which is managed dynamically via an AAA server. In addition, 
EAP-FAST operates under 3 phases, Phase 0 to 2 [12]. Under phase 0, PAC is 
generated using Diffe-Hellman algorithm at the server side and/or distributed to the 
user. Under phase 1, a mutual authenticated tunnel is established when both user and 
server uses PAC to authenticate each other. Under phase 2, the server then continues 
to perform client authentication in the established tunnel and reply a SUCCESS 
packet upon successful authentication [14]. As such, EAP-FAST is actually 
considered to be a hybrid method of both Password and Certificate. 
 
However, EAP-Fast is still vulnerable to attacks such as Spoofing whereby a hacker 
could disguise as an access point waiting for user seeking for PAC to connect to it 
under phase 0. The user will connect to the access point and provide the hacker the 
clear text username and hashed password to verify and obtain PAC for mutual 
authentication in phase 1. Since the access point is a fake, phase 0 will naturally be 
aborted by user. However, by then, the hacker might have captured enough data and is 
ready to access to the wireless LAN [12]. 

4.3 Certificate based authentication method: 

4.3.1 EAP-Tunneled Transport Layer Security (EAP-TTLS) VS 
Protected EAP (PEAP) 

Both PEAP and EAP-TTLS is an EAP protocol improved from EAP-TLS that 
provide protected cipher-suite negotiation, mutual authentication, and key 
management [15]. Both protocols encapsulate EAP within an encrypted and 
authenticated Transport Layer Security (TLS) tunnel to provide a secured channel. 
EAP-TTLS was co-developed by Funk Software and Certicom and is widely 
supported by various platforms such as the latest Windows 8. Where else, PEAP was 
jointly developed by Cisco Systems, Microsoft, and RSA Security. It is widely 
supported by Microsoft platform as Mircosoft is one of the developers [16]. 
 
Since both protocols are an extension of EAP-TLS, it uses the PKI Architecture. 
However, they eliminate the use of client certificate and operate under 2 phases. 
Under first phase, both protocol established a TLS tunnel by having the user to 
authenticate the server using server public key certificate [16]. This eliminates 
spoofing attacks as the user authenticates the server identity before setting up of TLS 
tunnel. In the second phase, EAP-TTLS operates differently by exchanges attribute-
value pairs (AVPs) in the TLS tunnel which carry the username and password defined 
by the AAA server. In this case, AVPs exchanges are protected against attacks such 
as Man in the middle as they are transport in a secured TLS tunnel and due to the 
flexibility of using AVP, all methods defined by EAP are supported [16]. PEAP, 
however, in the second phase uses the TLS tunnel to proceed with a second EAP 
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exchange. In this way, the second EAP is protected by the TLS tunnel and similar to 
EAP-TTLS, it also results in the flexibility to be able to use various EAP methods as 
its second exchange [16]. 

4.4 Evaluation 

On the whole, both PEAP and EAP-TTLS which are Certificate based authentication 
method are considered more secured compared to Password Based Authentication 
method such as LEAP and EAP-FAST. This is due to the fact that certificate based 
methods eliminate the risk of dictionary attacks by using PKI Architecture. 
Furthermore, PEAP and EAP-TTLS eliminate the risk of spoofing by allowing 
authentication to server before setting up of TLS tunnel. Lastly, with the use of TLS 
tunnel, it eliminates the risk of Man in the middle attack as all data are travelling in a 
secured tunnel. 
 

5 Multi-factor Authentication 

Multi-factor authentication is widely used in today’s context. It is an approach of 
authentication which consists of a combination of factors, namely, the knowledge 
factor, possession factor and inherence factor. 
 
The knowledge factor can be viewed as something the user knows (his password), 
something he has (a smart card) or something he is (fingerprinting and biometrics). 
The most common form of multi-factor authentication can be seen in ATM machines 
where users use an ATM card (possession factor) and has a PIN (knowledge factor).  
 
The thing about multi-factor authentication is that is makes it much harder for 
attackers to attack the system. This is because having multiple factors increases the 
probability of someone being really himself.  
 
Conversely, having multiple factors also mean that attackers will have a lower 
possibility of possessing the knowledge, possessions or inherent characteristics of the 
true identity holder. Let us now explore some of the more commonly used factors in 
multi-factor authentication. 
 
Firstly, we will look at the widely used tokens, most commonly seen in Internet 
Banking services. 

5.1 Token 

Token is a physical device that provides an additional proof of who the user claims to 
be during an authentication phrase with a server. Most tokens often store a 
cryptography keys or may include a small keypad for pin entry. There also exist of 
token that have the capability to generate a key number. Types of tokens that are 
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currently commonly used are grouped as disconnected tokens, connected tokens and 
contactless token. These token are typically used to enhance authentication and 
applies on two factor and multi factor authentication [17]. 

5.1.1 Disconnected tokens: 

Disconnected tokens are token that will not have any physical or logical connection 
with the client computer. A typical disconnected token will normally be able to 
generate an authentication key whereby the user must manually key in using the user 
keyboard or keypad [17]. Although this token are very commonly used together with 
a password combination, it is vulnerable to attacks such as man in the middle attack in 
which both password and generated key data might be captured by hacker using a 
sniffer. 

5.1.2 Connected Tokens 

Connected tokens are tokens that must be physically connect to the client computer in 
order for the use on authentication. An appropriate input device must be installed 
beforehand. This kind of token will automatically transmit authentication information 
to client computer, upon physical connection is established. This will result in the 
elimination of the need to manually enter authentication information. However, as 
data will still need to flow from client to server, the vulnerability that it can be under 
man in the middle attack still exists. Examples of connected tokens that currently 
Singapore Armed Forces are using are Smart Cards for Intranet Computer access and 
Dongle which contains security data in it resulting on the user to only be able to run 
particular software in a restricted mode without it. 

5.1.3 Contactless Tokens 

Contactless Tokens are tokens that do not make any physical connection but logical 
connection is established. The absence of physical contact, provide more 
conveniences for client as compared to connected and disconnected tokens. An 
example of contactless token is radio frequency identification (RFID). RFID is 
commonly used in keyless entry system which provides a fast authentication of who is 
the user. However, the currently disadvantages of RFID are RFID Tags can be easily 
clone and cracked. The battery life of these contactless tokens is also relatively short, 
which are around 3 to 5 years [18].  

Now, we will explore more about Biometrics. 
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5.2 Biometrics 

There are currently a few kinds of Biometrics authentication technology available, 
such as iris scanning, thumbprint scanning at airports, and voice recognition. These 
are considered physical biometrics. There is also behavioral biometrics such as 
recognising typing rhythms, walking posture and motion and also talking patterns. Let 
us look at current applications of biometrics. 

5.2.1 Iris Recognition 

Iris recognition has been used in ATMs as a way of identifying customers. The eye 
reader is able to detect subtle details of the iris and using some algorithm, convert it 
into something very unique. There is hence a very low false match rate.  
 
The reason they have used the Iris as the choice body part is because it is considered 
an internal organ that is protected which is also visible externally. Being protected, it 
means attackers will not easily be able to obtain or steal your eye information - the 
only way is to extract someone’s eye. Being externally visible, there is no hassle to 
use it as an authentication tool. 
 
That being said, there are many ways to work around this technology at its current 
level. Tests have shown that if you had a high quality picture of someone’s eye, you 
could potentially fool the system into believing you are that person [19]. Hence, one 
of the main improvement areas is how to overcome this problem. 

5.2.2 Fingerprinting 

A widely used form of biometric authentication is using fingerprints. It has been so 
widely adopted; you might have it in your house. The fingerprint reading technology 
is most commonly seen in the customs in the airport. Since everyone has a unique 
fingerprint, it is almost impossible to pose as somebody else. 
 
There are a few types of fingerprint readers, namely optical, ultrasonic and 
capacitance. The optical reader is just a high resolution camera which takes and 
compares your fingerprint with the database. Ultrasonic uses high frequency sound 
waves which is able to penetrate the skin and give an accurate image even if one’s 
finger is dirty or scarred. The last one is a capacitance reader which similarly gives an 
image of your fingerprint [20]. 
 
However, although it is widely used, the fingerprint technology at its current state is 
also not fully reliable. There have been tests where a photocopy of a person’s 
fingerprint has been used to fool the system, in the case of optical sensors. We feel 
that the most reliable type of reader is the ultrasonic reader as it is much harder to 
fool, and it is independent on the skin’s condition [21]. 
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5.2.3 Future Developments of Biometrics 

There are so many characteristics of humans one can use as a biometric form of 
authentication. We feel that a possible direction in this field of study would be to 
develop a DNA recognition authenticator from live cells – like in blood. Firstly 
because DNA cannot be duplicated and limiting it to live cells will add a time-factor 
so that not any DNA source can be authenticated. 

5.2.4 Closing the chapter on Biometrics 

On the whole, we feel that using biometrics is not restricted to just one body part. 
Like every other security system, it is always good to use a multi-pronged approach to 
minimize the chances of false authentication. By adding more layers of 
authentication, preferably at the same time, the biometric authentication system can 
be much more reliable.  

5.3 One-time Passwords 

Due to the vulnerabilities such as dictionary and replay attacks that the traditional 
static passwords are facing, one time password authentication is gaining its popularity 
as an authentication technique. As shown by its name, one time password means that 
the password can only be used once. This eliminates replay attacks as even if the 
hacker is able to obtain the password, he/her cannot abuse it as the password is no 
longer valid [22]. 

5.3.1 How One time password works and delivered 

One time Password (OTP) normally works in a two or multi factor authentication 
environment whereby the user requires using other forms of authentication such as 
keying of static password into system, biometrics or using of tokens. As it is difficult 
for users to memorize a large number of passwords to use as OTP, a mean to deliver 
the password is required. There are currently two common mode of delivering 
passwords which are through the use of mobile phone and through the use of an 
electronic token. With a large population of user having mobile phone nowadays, 
OTP can be delivered by sending it through via as SMS text messaging service.  
 
An example of an OTP SMS service in Singapore will be the DBS iBanking which 
send the OTP to your registered phone number. The existence of smart phone also 
contributes to better delivery of OTP. Users can now download application which act 
as a token and generate OTP. OTP is also distributed via electronic token which 
generate an OTP password. This can be seen in the authentication use in the iBanking 
for Citibank in Singapore, whereby users are issued an Online Security Device (OSD) 
from the bank to act as a second level of authentication. 
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5.3.2 What are the methods for generating OTP 

Some common methods for generating OTP include Time-Based One-Time Password 
Algorithm and HMAC-Based One-Time Password Algorithm. Both methods are 
defined in RFC6238 and RFC4226 respectively. Time Based OTP normally revolved 
around the timestamp OTP is needed and generate an OTP using that information 
[23]. Where else, HMAC, Hashed Message Authentication Code make used of a 
hashed algorithm to generate its necessary OTP [24].  

5.3.3 Vulnerabilities 

Although OTP eliminate the risk of replay attacks, it is still vulnerable to attacks such 
as man in the middle and social engineering. Furthermore, it doesn’t prevent a 
network eavesdropper from gaining access to private information and TCP session 
hijacking. In addition, encryption used in services such as SMS is also considerably 
weak and thus, although OTP is gaining its popularity, improvements are still needed 
to enhance its security. 

5.3.4 Evaluation 

Although using multi-factor authentication can make sure users are the real deal, there 
are still many limitations to it. The most obvious one is the man-in-the-middle attack, 
where users’ data are sniffed, and could even be replayed or modified. Surely, 
although identity theft is drastically lowered, this method of authentication does not 
eliminate all vulnerabilities that are present in the virtual world. 

6 Conclusion 

As a conclusion, authentication is an important procedure applied to safeguard the 
confidentiality of information. With the growing importance of system security, 
authentication techniques must be properly reviewed and the best suited method 
should be applied. In our report, we have analyzed and evaluated on how different 
types of techniques operates and its vulnerabilities. Such techniques include Kerberos, 
AAA protocols, EAP, and multi-factors authentication which covered biometrics, 
OTP and tokens. Since technology is constant improving, more and better 
authentication techniques will be designed. However, this also means that more 
techniques which compromise authentication will be created. As such, one must never 
be complacent and authentications techniques must constantly change and improve to 
enhance system security. 
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Side-channel Attacks:  
Power, Timing, Fault Induction, and TEMPEST 

Cham Tung Ming, Liu Yaguang, Shen Yaoxin, Wan Wenli 

Abstract. This paper gives an insight view of four kinds of side-
channel attacks, namely Power Analysis, Timing Attack, Fault 
Induction, and TEMPEST Attack. The paper focuses on presenting the 
basic definition of each attack, why and how each attack works, and 
countermeasures for each of the attacks. 

1 Introduction 

As a result of the rapid development of the computer technologies, people are 
relying more and more heavily on the computers. Nowadays, people can do almost 
everything with computers, many of which, such as e-banking and online shopping, 
could involve confidential information. Therefore, computer security has become one 
the major concerns for computer users. Although the computers are becoming more 
and more secure, as what the Chinese saying says, “While the priest climbs a post, the 
devil climbs ten”, attacker are coming out with more new ways to attack computer 
systems. Those attacks can be generally divided into two categories: direct attacks, 
which directly attack on a cryptosystem by applying its mathematical weakness in the 
encryption algorithm, and indirect attacks, which take advantage of implementation-
specific characteristics to recover the secret parameters involved in the computation 
[1] and always involve with physics. There are four typical side-channel attacks, 
namely Power Analysis, Timing Attack, Fault Induction, and TEMPEST Attack and 
we will dip a bit into each of the four side-channel attacks in this paper. 

2 Power Analysis Attack 

2.1 Introduction to power analysis 

Power analysis is one of the most popular side-channel attacks where a device’s 
power consumption serves as the leaked information used to exploit the particular 
device. The integrated circuits on the cryptographic device are made of individual 
transistors which act as voltage-controlled switches. When voltage is applied to the 
gate of the transistor, current flows across the substrate. The movement of electric 
charges consumes power and produces electromagnetic radiation. The power 
consumption can be externally captured and logged with oscilloscopes and computers. 
To measure a circuit’s power consumption, a small resistor is inserted in series with 
the power or ground input. The current flow in the system is obtained by dividing the 
voltage difference across the resistor by the resistance. Since the ALU (arithmetic 
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logical unit) of a microprocessor exhibits regular transistor switching patterns, it is 
possible to easily identify different instructions performed by the CPU by monitoring 
of power consumption. Power analysis is proved to be effective in breaking 
implementation of algorithms such as AES or triple DES which are believed to be 
strong mathematically. Depends on different approaches in which data are processed 
and analyzed, power analysis attack is classified into two categories: simple power 
analysis (SPA) and differential power analysis (DPA). 

2.2 Simple Power Analysis 

Simple power analysis (SPA) attack involves direct interpretation of power traces 
and timings derived from the execution of instructions by a cryptographic module. 
Operations performed by the microprocessor vary significantly during different 
phases of encryption or decryption, therefore large features such as DES rounds, RSA 
operations, etc. may be first identified. Then at higher magnification, individual 
instructions can be further differentiated. The graphic patterns are compared with 
some known power usage profiles of the microprocessor and therefore an attacker 
could potentially determine the exact sequence of operation performed. However, one 
of the major weaknesses of SPA is that it is generally unable to extract keys from the 
device if noise level in the circuit is too high. 

 
The figure above shows the power consumption pattern obtained from a typical 

DES operation performed by a smartcard. The upper trace shows the entire encryption 
period including the initial permutation, the 16 DES rounds and the final permutation. 
There are clear cut boundaries between different stages of the encryption process. The 
lower trace is a zoomed-in view of the second and third DES round. Many detailed 
information of the DES operation are now revealed.  

2.3 Differential Power Analysis 

 
Differential Power Analysis (DPA) is a much more powerful attack than SPA. 

DPA attacks use statistical analysis and error correction techniques to extract 
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information about the secret keys. The signal processing and error correction 
properties allow DPA to extract secrets from a cryptographic device when the 
measurements contain too much noise to be analyzed by SPA. A typical 
implementation of a DPA attacks begins by running the encryption algorithm for 
large number of random values and for each input, a power trace is collected. This set 
of power traces will then be split into two subsets based on a particular function S. If 
the choice of this function S is uncorrelated to the encryption process, then this 
partition would actually be arbitrary and the difference between the averages of two 
subsets will be flat. If the function S is actually correlated to the encryption process, 
there will be some spikes in the difference between the averages of two subsets and 
these spikes tell the attackers that their guess of function S has some effect on the 
encryption process. Given enough power traces, even extremely tiny correlations 
would be detected using this method. With further analysis on these results, the 
attackers would be able to extract the secret key of the cryptographic device. 

High-Order Differential Power Analysis (HO-DPA) is an advanced form of DPA 
attack. HO-DPA enables multiple data sources and different time offsets to be 
incorporated in the analysis. HO-DPA is less widely practiced than SPA and DPA, as 
the analysis is complex and most vulnerable devices can be broken more easily with 
SPA or DPA. 

2.4 Countermeasures to Power Analysis 

Power analysis techniques are of great concern nowadays because a very large 
number of vulnerable products such as smartcards are prone to power analysis attack. 
In addition, such side-channel attacks are non-invasive therefore the device will show 
no evidences of been attacked. The key to prevent power analysis attack is to un-
correlate power consumption with input data or hide power consumption of 
encryption circuit. The first step should be to eliminate large leaks that create SPA 
vulnerability. In particular, implementations should use constant execution path and 
avoid taking conditional branch on secret data. Preventing DPA attacks would require 
much more effort since DPA can exploit very small rates of information leakage. The 
statistical test accumulates signals correlated to the secret key and diminishes the 
effect of noise or uncorrelated devices. Below are some of the existing 
countermeasures to prevent SPA or DPA. 

─ Masking Techniques.  
Its basic idea is to randomize the intermediate results. Each intermediate value is 

masked by a random value. In most cases, XOR function is used for masking 
operation. The microprocessor then processes only the masked value and the 
corresponding mask. The processor’s power consumption to process randomized 
intermediate values is largely uncorrelated to the original value. Some of the 
weaknesses of this method involve reduced efficiency of the microprocessor and it 
does not prevent second-order DPA attack (SO-DPA). 
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─ Noise generator 
This method involves deliberately introducing noise into power consumption 

measurements. Adding noise increases the number of samples required for an attack 
to a level where it is no longer feasible to launch power analysis attack. The 
disadvantage of this method is that the signal is still present in the measurement. 

─ Balance power consumption 
This technique aims to reduce the information leakage by re-structure the 

cryptographic circuits to use a more balanced amount of power. It makes the amount 
of power used less dependent on the data value or operation types.  
 

3 Timing Analysis Attack 

3.1 What is a timing attack? 

Timing attack uses the variation in time taken for each operation to determine the 
input to the cryptographic algorithms. Every logical operation in a computer takes 
time to execute. The attackers measures the time for each operation and finds a 
relationship between the input and the cryptographic keys. The timing differs based 
on the input. The analysis of the relationship may be used by the attacker to exploit 
the timing measurements to reveal the cryptographic keys. This attack assumes that 
the attacker knows the design of the cryptographic module. 

3.2 Application of timing attacks. 

 Timing attacks can be applied to any algorithm that has data-dependent timing 
variation. When software runs on a CPU, the software will require the CPU to look 
into data caches for memory and hence will exhibit data-dependent timing 
variations.  Some operations, such as multiplication, may have varied execution 
time depending on the inputs. In some algorithms that use low-level operations that 
frequently exhibit varied execution time, it will be hard to removing timing-
dependencies. 

 It may be significantly easier to us timing attacks to find out secrets than using 
cryptanalysis of known plaintext, ciphertext pairs. Timing attacks is sometimes 
combined with cryptanalysis to improve the rate of information leakage. 
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3.3  Cases of timing attacks. 

In 2003, Boneh and Brumley performed a practical network-based timing attack on 
SSL-enabled web servers. Although in their experiments the actual network distance 
was small, they were able to successfully recover a server private key in a short 
period of time (hours). 

 

3.4 Countermeasures against timing attacks 

There are three countermeasures that can be used against timing attacks. 

1. Modify the algorithm in a way such that an additional subtraction is always carried 
out. Even if the results are not used afterwards. This only decreases the 
performance a little and is easy to implement. However, this method does not make 
the algorithm immune to all timing attacks. This method is efficient against those 
who exploit the reduction of the multiplication algorithm. 

2. If the attacker will not be able to simulate the internal computation, the attacker 
can hardly exploit his knowledge of the timing measurements. Hence some 
blinding can be used. 

3. As timing attack is essentially against the fact that the algorithm is constant time. 
Hence the algorithm can be improved by allowing several modular multiplications 
to be chained with only one extra reduction being performed after the last 
multiplication. 

 

3.5  Can a novice launch timing attacks easily? 

Timing attacks require the attackers to know the design of the cryptographic 
module, analyze the time variation taken to execute the algorithms and work 
backwards to determine the input. These require a technically strong attacker to 
implement. Furthermore, there are discussions and research that remote timing attacks 
can be practical, but there are not many known cases where timing attacks was used 
to obtain secrets. Hence it will be hard for a novice to launch timing attacks. 

4 Fault Induction 

4.1  What is a fault induction attack? 

Fault Induction Attack (also known as fault induction or fault attack) is one of the 
side channel attacks, which utilizes external forces to cause processing errors or 
failures in a cryptographic system. Most of the other side-channels, like power attack 
and timing attack which have been discussed in the previous sections, are passive 
attacks which merely listen to and analyze the side-channels without interfering them. 
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On the contrary, fault attacks are active ones in which the attacker tampers the device 
in order to create some errors [2]. 

 

4.2 Brief history of fault attacks 

 1996 – the first successful fault attack reported 

In September 1996, Dan Boneh, Richard DeMillo and Richard Lipton from 
Bellcore Labs announced two new attacks on variants of RSA, an algorithm based on 
the difficulty of solving factoring problem [2]. The results inspired lots of people and 
triggered extensive research on fault attacks. 

 1997 – fault attack on DES reported 

Two people from Israel described an attack which is called Differential Fault 
Analysis (DFA) and able to induce faults in secret key cryptosystems, like DES. They 
claimed to be capable of extracting the full DES key (a total break) by analyzing 
between 50 and 200 ciphertexts [3]. 

 2003 – fault attack on AES reported 

Gilles Piret and Jean-Jacques Quisquater in 2003 described a DFA technique 
which is able to break AES-128 with only 2 faulty ciphertexts. 

 

4.3  Case study of fault attacks 

Fault attacks exploit physical properties of devices. There are many possible ways 
to induce faults in an electrical device. Cosmic rays, radioactive rays, power spikes, 
clock glitches, light/optical attacks, external electrical field transient and focused ion 
beams are the most common methods. Next this article will review some real cases in 
which fault attacks are used to break cryptosystem. 

 

4.3.1 Fault attacks on RSA and CRT-RSA. 
This article will not go deeply into the mathematics of encryption process. Simply 

speaking, RSA has been based on the factoring problem, i.e., it is presumed hard to 
find the prime factors of a given integer of the power of an integer. The RSA 
normally involves two types of encryption algorithms – Left-To-Right repeated 
squaring or Right-To-Left repeated squaring. Both approaches have been proven to be 
susceptible to fault attacks. The attacks which start on the most significant bit or the 
least significant bit are both able to attack RSA and have the same computational 
costs [3]. 

 

4.3.2 Fault attacks on smartcards. 
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Nowadays smartcards have long been widely used for digital signature schemes. In 
the past they are considered to be tamper-proof until an article in 1996 suggested that 
they are only tamper-resistant. The figure below shows a brief diagram of a 
smartcard: 

 
Figure: contacts of a smartcard 

Smartcards are electronic devices and have to obey physical laws. It requires a certain 
amount of time and energy when it computes a result. Therefore it is subject to power 
attacks and timing attacks. Ross Anderson and Markus Kuhn reported that smartcards 
are susceptible towards fault attacks if an adversary is able to inflict some sort of 
physical stress on top of a smartcard. The attack would induce errors into the circuitry 
or memory which triggered faulty computation result. In a worse scenario if the 
computation is based on a secret key, the adversary is able to break the key by doing a 
comparison between the correct result and the faulty one. 

A smartcard always requires a reader providing it with power to work. From the 
figure it is found that the standard voltage of power supply Vcc should be 5V. 
According to some defined standards, for instance, ISO02b released in 2002, a 
smartcard is able to tolerate a certain amount of variation in the power supply which 
is ±10% of the standard voltage. If the variation is significantly greater than 10% 
which is known as power spikes, the smartcard is not guaranteed to function properly 
and errors may occur in memory or the execution of a program. So far a lot of 
research has done on attacking a smartcard using power spike and details on how to 
induce faults have been provided [3]. 

Another attack method is similar to power spike which is called clock glitches. The 
idea is almost the same. Smartcards usually function with a 3.5MHz clock signal and 
tolerate certain amount of deviations of clock rise and clock fall (usually is 9% from 
the standard clock period). Clock glitches are “short massive deviations from the 
standard clock signal” which is able induce faults in smartcards like power spikes. 
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4.4 Countermeasures against fault attacks 

Let us take the smartcard as an example since it is often encounter the threat of 
fault attacks and has been discussed in the previous section. There are several 
countermeasures built to protect a smartcard at hardware level [2]. 

4.4.1 Hardware countermeasures. 

 Using sensors and filters which aim to detect fault attacks. For instance, frequency 
detector, voltage detector or light detectors are effective in preventing external 
attacks to certain extent.  

 Another group of countermeasures are more costly, which utilizes redundancy. 
Dual-rail logic is a standard example of this countermeasure, where memory and 
hardware are doubled so that the device is able to compute the result twice using 
two pieces of hardware. After the two results are computed, they are compared and 
considered error free if both of them match. Since this method requires redundant 
piece of hardware and memory, it is not a standard countermeasure and not often 
used. 

 The third possible hardware-level countermeasure is the use of randomized clock 
to generate unstable internal frequency. Sometimes this method is referred to as 
'desynchronization' [4]. 

However, only using hardware countermeasures is often a great disadvantage. 
Most hardware countermeasures cannot guarantee to prevent an error from occurring. 
Therefore software countermeasures are needed. 

 

4.4.2 Software countermeasures [5]. 

 Cryptographic countermeasures aim to improve the current implementation of 
cryptographic algorithms. As previously discussed, the most frequently used public 
key algorithm, RSA, has vulnerability towards fault induction. Hence a better 
implementation is always needed. 

 Applicative countermeasures target the application code and enforce the security 
mechanism at application level. Unfortunately this kind of countermeasure often 
suffers longer execution time and bigger size. One of the examples is Java Card 
which embeds a Java card virtual machine (JCVM) and executes Java applications 
on top. Since Java is an interpreted language, its execution time is definitely longer 
than native language like C and assembly. 

 System countermeasures aim to offer a safe environment for applications. 
Common methods are dual computation which is very similar to dual rail, 
execution counter and checksum mechanism [5]. 

Sometimes a combination of application and system countermeasures is used to 
ensure the security against fault attacks. However the effectiveness of software 
countermeasures has not been very successful against fault attacks yet and more 
research is needed. 
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4.5  Can a novice launch fault attacks easily? 

Although a fault attack can be easily setup, it requires a lot of technical experience 
to successfully put such attack into practice [4]. The experience may include 
understanding of the encryption algorithm, electric circuit and fault model of the 
device. Therefore the answer for this question is tentatively NO. 
 

5 TESMPEST attack 

5.1 Introduction to TESMPEST attack 

The term “TEMPEST” is originally a U.S. government code word while it has 
stated that it is not acronym and does not have a particular meaning [6][8]. However, 
many backronyms, including "Transmitted Electro-Magnetic Pulse / Energy 
Standards & Testing", "Telecommunications Electro-Magnetic Protection, 
Equipment, Standards & Techniques", "Transient Electro-Magnetic Pulse Emanation 
STandard", and "Telecommunications Electronics Material Protected from Emanating 
Spurious Transmissions", are suggested for this term [6]. From this backronyms, we 
can easily find that the term “TEMPEST” is something related with electromagnetic 
stuffs.  It actually refers to the studies of compromising emanations [6]. 

As its name suggests, TEMPSET attacks are referring to attacks related to adoption 
of electromagnetic waves. These attacks capture and use the electromagnetic signals 
that cryptographic modules or their associate equipment emit during processing to 
obtain the confidential information. Since these attacks deal with electromagnetic 
waves, TEMPEST attacks are also known as EMA (electromagnetic analysis attacks). 
TEMPEST attacks can be used to get information like keystroke information, 
messages displayed on a video screen, and other forms of critical security information 
(e.g., cryptographic keys) [7]. The information analysis can be measured in simple or 
differential electromagnetic analysis (SEMA and DEMA), which are the same as 
power analysis attacks. However, EMA will provide much more useful information 
than power analysis attacks [1].  Moreover, TEMPEST attacks are dangerous as the 
victims cannot even be aware of such attacks even when they are being attacked. This 
is because the compromising radiation emitted by a device can be reconstructed with 
a remote equipment which is not in a way that connect or installed on the attacked 
device and thus, hard to detect it [9].  

5.2 Some history about TEMPEST attacks[8] 

 19th century 
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It was the first time the emanation problem became a concern, when the cross-talks 
problem became annoying. People sometimes can hear others’ conversation from 
their own phone. 

 Mid-1950s 

The U.S. government started to concern about the emanation problem and 
established the TEMPEST program. The first TEMPEST standards were to against 
espionage problems. 

 1960 

The MI5 was ordered to eavesdrop the French embassy of the negotiation of 
joining the European Economic Community. The cryptanalysts could not decrypt the 
enciphered the signal but they found the plain text from a faint secondary signal. 

5.3 Physical background 

All electronic devices will more or less emit electromagnetic radiation when they 
are processing. Display devices like graphic card, video cable, and monitor are more 
exposed to TEMPEST attacks because they are strongest transmitters in PCs. They 
work with high frequencies and consume more power, and thus their radiations have 
high energy and high range [8]. These devices emit radiation in three frequency 
bands: the vertical diverting signals are in lower kHz band; the diverting horizontal 
signals are in lower MHz band; and the video signals have frequencies up to 100MHz 
[8]. Moreover, the signals radiated from these devices are usually periodic. Since the 
noise in periodic signals is easy to remove, this kind of signals are easy to eavesdrop. 
Besides, the diverting signals are easy to capture and reconstruct. The spectrum of 
video signals can be obtained via Fourier transformation [8]. Also, video cable, power 
supply, and monitor amplifier can act as antennas. 

Although it is easy to capture emanations, not all information can be reconstructed 
from the emanation. For example, pictures are known to be hard to reconstruct 
because there is no known procedure to rebuild color information [8]. 

5.4 Example of TEMPEST attacks 

One of the most famous examples of TEMPEST attack would be the Van Eck 
phreaking. It refers to the process of eavesdropping the content of a CRT or LCD 
display by detecting the emitted electromagnetic radiations [10]. This term is named 
after Win van Eck, who is a Dutch researcher at the Dr. Neher Laboratories [8] [10]. 
He was asked to develop a detection equipment to monitor RF electromagnetic 
radiation to help with monitors’ installation problems. Finally, he came up with a less 
than $200 equipment, which is based on a modified TV set [8]. The basic principle of 
Van Eck phreaking is that high frequency electric signals are needed to drive the 
video display. These electric currents emit electromagnetic radiation in RF range, 
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which corresponds to the video image being displayed and thus, they can be 
reconstruct according to the theory [10]. 

The CRT monitors would be a representative of the devices which radiates 
electromagnetic wave and vulnerable to TEMPEST attacks. The CRT system contains 
an electron gun behind the screen and shoots an electron ray. When the electrons hit 
the screen, they will light up the pixel. The gun scans across the screen rapidly so that 
it makes the screen bright and dark quickly and thus produces images.  These changes 
in the high voltage system will produce signals which can be easily captured and 
constructed by TEMPEST monitoring equipment [9]. 

LCD display is thought to have reduced risk of be TEMPEST attacked but it is still 
vulnerable, revealed in April 2004 and the equipment to espionage the LCD display 
was made in a university lab with less than $2000. 

5.5 Countermeasures 

5.5.1 Electromagnetic shielding. 
A very simple countermeasure that I know is from a tutorial question of the module 

PC1432, Physics IIE, which I am taking this semester. What the question given is a 
solid conductor which is coated with a conductor tube. Both the solid conductor and 
the conductor tube carry the same amount of current with opposite direction. Figure 1 
gives a picture of such set.  

 
Figure 1 

The notation I means the current in the conductors and the arrows indicates the 
direction of the current. The, b, and c are the radius of the solid conductor, inner 
radius of the conductor tube, and outer radius of the conductor tube respectively. And 
the question asks to calculate the magnetic field with different radius r from the center 
of the solid conductor.  

The question can be solved with Ampere’s law, which suggests that ∫         . 
This formula means that the total value of the product magnetic field and its path is 
equal to the current enclosed. In this case, the formula can be simplified into      
     , where r is the radius from the center of the solid conductor. The magnetic we 
are interested is when r is greater than c. According to the formula, the opposite 
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direction currents cancel each other, which indicate enclosed current is 0. Therefore, 
the magnetic field outside the conductor tube is 0. This means that this system will 
not emit radiation and thus can be applied to against TEMPEST attacks. 

The question is exactly talking about the basic underlying idea of electromagnetic 
shielding method which is to reduce the emission of electromagnetic radiation. 
Shielding is usually applied to isolate the system with the “outside world”, and cable 
with the environment which it is running through [12]. 

5.5.2 Scramble the signal. 
For videos, one of the ways to prevent TEMPEST attacks is to scramble the signals 

so that the image is not perceptually disrupted but it is harder to reconstruct [10].  A 
scrambler, which is a device that transpose or inverts signals or encode the message 
so that if the receiver do not have a proper scrambling device will not be able to 
understand the message [11]. Scrambling can eliminate the dependency of a signal’s 
power spectrum on its data and thus can be applied to against TEMPEST attacks. 

5.6 Answer to the question “Can a novice launch attack easily?” 

Since the TEMPEST attacks are basically dealing with the electromagnetic 
radiation, the attacker at least should have some physics knowledge on the aspects of 
electromagnetic. Moreover, perform SEMA or DEMA will require the attacker to 
have a mathematics background. Moreover, although collecting the signals emitted by 
a cryptographic system seem not hard (just put up a eavesdropping machine and listen 
to the signal), reconstruct to get the original information would be the most difficult 
process of this type of attacks. The paper Attacks on Cryptosystems also suggests that 
regardless of direct or indirect attacks, the attacker needs to have some knowledge of 
the encryption algorithms. Therefore, it seems hard for a novice to launch attacks. 
 

6 Conclusion 

The various ways of indirect attacks suggests that even though the algorithm for a 
cryptosystem is mathematically perfect, it is still attackable. Therefore, although it 
seems hard for a layman to attack computers, the computer systems nowadays are far 
more than secure and there are still a long way to go to make computers secure to use. 
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Abstract. This paper explores the different techniques used for protecting 
applications from attack. The paper finds out the different types of attacks that 
can be performed on applications and provide possible techniques that can 
prevent such an attack. This paper will suggests tools that people can use to 
check the vulnerability of their application and various testing methods they can 
use to check the vulnerabilities of their system. The paper also focuses on a 
common form of attack that an attacker uses and suggests ways to prevent such 
form of attack. 

1 Introduction 

It is very important to secure our applications especially if they formed part of our 
life. In web-based application, we do our internet banking which can be dangerous if 
the application is not secure from an attack. 

2 Types of Application Attacks: 

 
Loopholes in Software Development 

Figure 1.1: Software Development Life Cycle [1] 
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The different phases of Software Development Life Cycle (SDLC) as shown in fig 1.1 
are Requirement Analysis, Design, Implementation, Testing and Evolution. There are 
flaws in the software development process and SDLC. The goal of SDLC is to 
“deliver quality systems which meet or exceed customer expectations when promised 
and within cost estimates.” It shows that security is not incorporated into the software 
because it is usually not the client’s main concern as they are concern in the 
functionality and performance more than security, which seems as an overhead. As a 
result, security flaws are normally found during the testing phrases or not even tested 
at all. Security flaws found at the testing phrase can be further improved by 
implementing security design at the design stage. [2] This would save a lot of money 
and time when proper designs are done right from the start instead of going back to 
source to debug and solve the issues. 

For example, programmer did not spend extra effort to do secure input and output 
sanitization. As a result, the application is vulnerable to SQL injection, XSS attacks. 
This incurs even more costs than if the application is deployed and flaws were 
discovered by attackers themselves. 

2.1 Buffer Overflow 

Buffer overflow is an anomaly where a program overwrites the buffer’s boundary and 
it overflow to adjacent memory while the application is writing data to a buffer. [3] 
Stack grows from highest to the lowest address. It stored all the local data and call 
information. Whenever a subroutine terminate, the process of cleaning up the stack 
will take place. After which, the stack pointer will point and access the return address. 
It jumps to instruction pointer address and continue with program flow. 

As a result, If the program use methods that does not check for boundary such as the 
command “strcpy()”. It allows more bytes to be written on stack than its usual space. 
As a result, it might overwrite other data in higher addresses and this includes return 
address. Data overwritten will be lost and attackers could use this opportunity to 
replace and run malicious code on user’s stacks using memcopy() function and by 
pointing the return address to its malicious code. With the help of instruction pointer 
and NOP (NOP-Sled) to overflow to malicious code as it grows upward the stack and 
execute it. Address 0x9090 are NOP, 0x4141 are area to replace with malicious code. 
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Figure 1.2: Stack Smashing (Buffer Overflow) finding the address to point to malicious code 

 
Even worst, if the vulnerable program is a set-root-uid program which requires access 
to root resources and some user data files. The attacker has only normal, limited 
access to the vulnerable program in the system. He/she can exploit this buffer 
overflow vulnerability and run the malicious code to get a root shell and obtain root 
privileges. 
 

 
Figure 1.3: Malicious shell code 

For example, when copying a string, strncpy() should be used instead of strcpy() as it 
is more secure by requiring user to specify the length of string’s limit instead of strcpy 
which depends on a trailing “\0”, which may not always occur. 
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2.2  Principle of Least Privilege Concept 

Users did not follow the principles and they always tend to use administrator account 
that has full control of the systems to do their daily tasks instead of low-privileged 
account, which has restricted access but it is sufficient to complete their job. As a 
result, the attacker can do lot of damages to the system when those administrator-
logged in system has been compromised. 

3 Technique to Protect Against Unknown Programs 

3.1 Sandbox 
It is a virtualization, security mechanism for separating running programs. It provides 
a heavily tightly restricted controlled set of resources for guest programs to run in. 
However, it may still boot and run as on actual hardware. All the host resources or 
input devices that are needed by the sandboxed guest operating system/application 
can only be access through an emulator. 

 
Figure 2.1: Normal Application running in window [4] 

This is a diagram of Application running on windows without any sandbox concept. 
The application can access the whole files and settings. 
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Figure 2.2: Sandboxed Application running in window [4] 
However, when application sandbox is deployed, the application will run in a sandbox 
and access only those files and setting that are only for the application without getting 
the whole files and settings. Anything created or changed by the sandboxed 
application will be confine within the sandbox without affecting other application. 
Sandbox does not save any changes the application made unless users set it to save it. 

This helps to test untested programs from unverified, untrusted sources. It won’t do 
much damage to the actual host system if the untested codes turn out to be malicious. 
Application sandbox is being implemented in Window. Whenever an application 
going to perform a potentially restricted operation. It must have required credentials 
which the operating system will verify. 

Example of tools: 
 Sandboxie 

4 Buffer Overflow Code Checking Tools 

This should be used more often in SDLC to check for vulnerabilities in the code using 
static source code analysis. 

Example of tools: 

 RATS(Rough Auditing Tools For Security) 
 Flawfinder 
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4.1 StackGuard 

 

Figure 2.3:  Stack with canary 

It is set by the compiler like gcc. It modifies the organization of data in the stack 
frame of function call to include a “canary” value that are placed between a buffer and 
control data on the stack to monitor buffer overflow. The functions check the canary 
value before exiting and if the canary value changes, it indicates there is buffer 
overflow. 
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Figure 2.4: Result of Addresses with stack guard enabled. 

As the above result has shown between stack guard enabled and disabled, the address 
used are different. Looking at the return address in fig 3.2 where the hardcode 
0xbffff2d4 is in between 0xbffff21c – 0xbffff220. However in fig 3.3, the same 
address 0xbffff21c – 0xbffff220 shows another address 0x0804b008. This shows that 
stack guard protector has added in canary’s mechanism into parts of the stack which 
lengthen/shifted the program code address. As a result, the variable that contains 
return address was modified and was not in the same position. 
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4.2 Address Space Randomization (ASLR) 

 

Figure 2.5: Result of Addresses randomization 

It randomizes the position of important data areas like heap, stack and libraries in a 
process’s address space whenever it runs. It makes it hard for attacker to run their 
malicious shell code if they tried to do buffer overflow attack like “return-to-libc” 
attacks. 

It is more effective as the search address space increases when more entropy is 
present in the random by increasing the virtual memory area space or by decreasing 
the period of randomization occurs. 

4.3 Non-executable Stack 

It uses the CPU’s memory management unit to mark the stack as non-executable. This 
disallows code from execution from the stack. This stops the attackers from executing 
the malicious code even he planted into the non-executable stack, as the vulnerable 
programs will crash if it tries to execute. This method is gaining popularity that it is 
supported on most desktop processors. 

However whenever the programs try to run any codes, it needs to request for a 
handler to be able to execute via system call. For example, Linux kernel which 
manages the resources will intercept and verify the system call is legitimate. [5] 

420



Protecting Software: Techniques Used for Protecting Applications from Attack  9 

5 Vulnerabilities 

5.1 Penetration Test 

Penetration test is a test which evaluates the security of a computer system or network 
by simulating an attack from malicious attackers from both outside and inside the 
organization. [6] This is because of poor or improper system configuration, with both 
known and unknown hardware or software flaws due to flawed software 
development, which didn’t emphasis on security. It can be done by software (widely 
adopted) or human who physically think of way to break in. It is also useful to 
evaluate the potential business impact on successful attack. 

5.2 Fuzz Test 

It is a white or black box automated or semi-automated software testing technique, 
whereby it provides invalid, unexpected random data to the input of a program in the 
form of test case. [7] Input could be like environment variable, keyboard and mouse 
events. The program is monitored to detect any potential memory leaks, crashes or 
failing codes assertions. There comes in different type – Local, Remote, In-memory 
fuzzers. 

It can also be grey-box testing through technique like Binary Analysis, a reverse 
engineering which helps in understanding of program’s behavior when source code is 
not available. This is more advanced and better in the sense that it can detect more 
vulnerability because it examined the program behavior to see what it really is instead 
of checking by going according to the checklist to see if there is error. 

Examples of Tools: 

 SPIKE fuzzer 
 BitBlaze 

6 Use of Design Principles 

Fail safe defaults 
All access should be denied except when a process needs access to a resource. Further 
validation via Access Control List will be done to check whether the object has the 
rights to the resources. For example, Operating system or application should be no-
access until request is being made. 

Complete mediation  
All access to resources should be checked to make sure it is allowable instead of just 
one-time check. Because attacker can make a request for one object which he has 
access for but makes a different request for subsequent resources which he has no 
rights to them.  
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Using the least privilege to do work 

Implementing least common mechanism 
Minimize the amount of mechanism that is shared by the applications because it 
provides a path for attacker to attack on and affect a few applications that are sharing 
that mechanism. 

Do not use clear password 
Some applications include sensitive information such as password into their source 
code. This is not a good idea as application can be decompile to produce the source 
code. Any secret hidden inside the code will be revealed. 

7 Cross Site Scripting 

Focus on methods in which attackers inject code into websites and attempt to transmit 
information/data to somewhere else i.e. another domain. Also, study ways to prevent 
such attacks from happening to yourself and web applications 

7.1 Definition 

Cross Site Scripting (XSS) is a fairly common attack against web applications. It 
involves the injection of code into websites that allow transfer of data to another 
domain, hence the term Cross Site. Out of all the common vulnerabilities and 
exposures, XSS ranks as one of the highest, alongside SQL injection. [8] 

 

 
Figure 3.1: Cross Site Scripting Attack Overview 
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7.2 Types of XSS Attacks 
Cross site scripting has many different variations, and can be categorized into 3 main 
types. 

Reflected/Non-Persistent 
In reflected cross site scripting, whatever script/code the hacker sends to the 
vulnerable website gets sent directly back to him, this the term “reflected”. However 
this might not seem much of a big deal, after all why would the hacker want to hack 
himself? As it turns out, this is actually a small step in the big plan. Once the hacker 
identifies that the website is vulnerable, he can forge a fake link and using phishing 
emails combined with some social engineering and link manipulation, he will be able 
to trick the victim into clicking the link, which will bring the victim to the legit 
website where the script is reflected onto the victim. When the script/code is executed 
in the victim's browser, the victim’s sensitive information can be compromised. [9] 
[10] 

Figure 3.2 shows an overview of how reflected cross site scripting attack is done. 

 

Figure 3.2: Reflected Cross Site Scripting Attack 

Stored/Persistent 
In stored cross site scripting, whatever script/code the hacker is going to use is stored 
in the vulnerable websites database. This is a common attack used in social networks 
such as dating websites, or websites that stores user profiles of some sort. The hacker 
will fill out his profile as normal, but at any section of the profile, the hacker can 
inject his script/code and submit it to be saved as part of the profile. Every time other 
users/victims visit his profile or page, they will view his profile normally but the 
injected script/code is executed automatically without the victim’s knowledge. [9] 
[10] 
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Figure 3.3 shows an overview of how stored cross site scripting is done. 

 
Figure 3.3: Stored Cross Site Scripting Attack 

DOM based 
DOM based cross site scripting attack is quite similar to reflected cross site scripting. 
However, it is executed directly in the web page document object. This means that the 
script/code that the hacker injects to the website does not go through the website input 
and is not echoed as output. [9] [10] 

Take the following example where the user has to choose a colour: 

Select your colour: 
<select><script> 
document.write("<OPTION 
value=1>"+document.location.href.substring(document.location.href.indexOf("defa
ult=")+8)+"</OPTION>"); 
document.write("<OPTION value=2>Black</OPTION>"); 
document.write("<OPTION value=3>Red</OPTION>"); 
</script></select> 

 
A dom based cross site scripting attack can be accomplished by modifying the URL 
and sending the following to the potential victim: 
 
http://www.example.com/page.html?default=<script>alert(document.cookie)</script> 

Another possible attack is through the use of the # or hash tag. Hash tags are 
commonly used as anchors or other forms of processing. In the URL, everything after 
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the # sign is usually not sent to the server, thus it is a possible penetration point for 
dom based cross site scripting attack. 

http://www.example.com/page.html?userid=88#<script>alert(document.cookie)</sc
ript> 

7.3 Consequences and Damages 

The consequences of cross site scripting can vary from minor irritation through 
injecting annoying pop ups to extremely serious cases where the hacker will be able 
to steal sensitive information such as username and password. 

Examples of cross site scripting damages include, but not limited to: 
 

 Stealing and continuing the session of the authenticated victim 
 Manipulating files on the victim’s computer or network 
 Key logging(record keystrokes) of the victim’s actions in an web application 
 Stealing files from the victim’s computer or network 

7.4 Prevention 

There are a few different ways to prevent cross site scripting attacks. They mainly 
focus on how to prevent hackers from injecting script/code into websites, and how 
users can keep themselves protected from such attacks. 

Server Side 

Input Validation 
A well designed procedure of input validation will prevent most cross site scripting 
attacks. Web sites may use some sort of filtering to prevent cross site scripting attacks 
from happening. 

Blacklist filter - Untrusted input is removed. This allows more flexibility and freedom 
as users can enter anything, but since invalid input is removed, the system will still be 
secure. 

Whitelist filter - Only trusted/allowed input is accepted. Used for more specific cases, 
and will restrict what users can enter. 

These filters mainly validate the following: 
 

 The length of the data 
 The data contains only a certain set of characters 
 The data matches a certain regex(regular expression) 
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For example: 
 

 Username - only alphanumeric, any other special characters such as <> can 
be ignored/removed 

 Credit card - all numbers, 16 characters max input limit 
 Email - 1 @ and 1. with characters to the left and right of the 2 special 

character 

Output Sanitization 
The primary means to stop cross site scripting attack on output is called escaping. 
When performing escaping, you are telling your browser that the data you are sending 
should be treated strictly as data and not interpreted in any other way. If an attacker 
injects script/code on the web page, the victim will not be affected if escaping is used 
because the browser will not execute the script. [11] 

Most framework or languages have their own methods to convert special characters to 
their respective HTML entities. 

The following snippet of code shows a rough outline on how input validation and 
output sanitization is done in PHP to ensure safety against cross site scripting attacks. 
[12] [13] 

<?php 
// retrieve the comment 
$comment = trim($_POST["comment"]); 
if (empty($comment)) { 
 exit("please enter a comment"); 
} 
// validate input by stripping tags 
$comment = strip_tags($comment); 
// store comment 
file_put_contents("comments.txt", $comment, 
FILE_APPEND); 
// escape output before displaying 
$comments = file_get_contents("comments.txt"); 
echo htmlspecialchars($comments); 
?> 

 
For Java there are a few different ways in which escaping can be done. [9]  
Mainly: 

 StringEscapeUtils from Apache's commons lang library 

 HtmlUtils from Spring 
 Custom method using String replace 
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StringEscapeUtils - Apache’s common lang 
library

 
 
 
HTMLUtils - 
Spring

 
 
Both methods above will result in the following output where by the special 
characters are properly 
escaped:

 

Input and output sanitization can be done through your own coding, such as checking 
for input size and pattern matching using regex. However, it is not an easy task to 
cover all cases and possibilities. Moreover, new vulnerabilities will be invented and 
discovered as hackers improve their methods, and there will be a need to update the 
input and output checks. However more often than not web applications will overlook 
this aspect as there are many more things to manage besides the security aspect. 

It is recommended to rely on continuously developed libraries such as HTMLPurifier 
and jsoup to do both input and output sanitization. These libraries have been in 
development for quite some time. They are mature and constantly updated. 

HTMLPurifier - http://htmlpurifier.org/ 
HTMLPurifier is one of the best HTML filters out there today. 
The basic code for setting up is as simple as:  
require_once '/path/to/HTMLPurifier.auto.php'; 
$config = HTMLPurifier_Config::createDefault(); 
$purifier = new HTMLPurifier($config); 
$clean_html = $purifier->purify($bad_html); 
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jsoup: Java HTML Parser - http://jsoup.org/ 
jsoup is a Java library for working with HTML. It has a HTML Cleaner with a 
configured Whitelist to only allow certain HTML strings to pass through. 
The code to filter using the basic whitelist is as follows:  
String badString = 
 "<p><a href='http://example.com/'onclick='cookieSteal()'>Link</a></p>"; 
String safeString = Jsoup.clean(badString, Whitelist.basic()); 

Client Side 

Browser Updates 
Browser selection is also an important factor to as majority of web application attacks 
target the largest user base. Internet explorer for example, has built in cross site 
scripting protection. Protect yourself by constantly making sure your most frequently 
used browser is updated. This will reduce the risk of cross site scripting attacks. 

There are also a number of programs and tools to help your browser defend itself. 
NoScript(Firefox/Chrome) and a few others are some of the tools and add-ons that 
can help you protect yourself. 

User Habits 
User habits also play a vital role in protecting yourself from harmful attacks such as 
cross site scripting. As can be seen in reflected cross site scripting, social engineering 
plays a critical part in the attack. Users can prevent such attacks from happening to 
themselves by learning to identify phishing emails and suspicious links. 

One common way of identifying phishing emails is in the way they address you. If it 
says “Dear valued customer” “Dear user” or something else along these lines, the way 
they address and greet you is very general. There is a high chance it is a phishing 
email as these emails and usually sent in masses, and the hackers do not address you 
by your first and last name, simply because they will not be able to identify 
everyone’s name. 

Users also have to be wary of suspicious links in both emails and on websites. A 
general rule of thumb is, if you think it is suspicious, do not click it. As of late, there 
are many link manipulation techniques that mask the real URL of the website. This is 
used to the hackers’ advantage in addition to social engineering techniques to give 
victims a false sense of security to lure them to click on the links. 

 

428

http://jsoup.org/


Protecting Software: Techniques Used for Protecting Applications from Attack  17 

8 References 

 

[1]  "Software Development Life Cycle," [Online]. Available: 
http://upload.wikimedia.org/wikipedia/commons/thumb/1/19/SDLC_-
_Software_Development_Life_Cycle.jpg/220px-SDLC_-
_Software_Development_Life_Cycle.jpg. 

[2]  "Security Design At Design Stage," [Online]. Available: 
http://www.security.mtu.edu/policies-procedures/SystemDevelopmentLifecycle.pdf. 

[3]  "Buffer Overflow," [Online]. Available: http://en.wikipedia.org/wiki/Buffer_overflow. 

[4]  "Sandbox," [Online]. Available: http://ask-
leo.com/whats_the_difference_between_a_sandbox_and_a_virtual_machine.html. 

[5]  "Non-Executable stack," [Online]. Available: 
http://www.cs.columbia.edu/~gskc/publications/e-NeXSh.pdf. 

[6]  "Penetration Test," [Online]. Available: http://en.wikipedia.org/wiki/Penetration_test. 

[7]  "Fuzz Test," [Online]. Available: http://en.wikipedia.org/wiki/Fuzz_testing. 

[8]  "XSS Definition," [Online]. Available: http://en.wikipedia.org/wiki/Cross-site_scripting. 

[9]  "Escaping Special Characters," [Online]. Available: 
http://java67.blogspot.sg/2012/10/how-to-escape-html-special-characters-JSP-Java-
Example.html. 

[10
]  

S. Fogie, G. Grossman, R. Hansen, A. Rager and P. Pekto D., "XSS Attacks: Cross Site 
Scripting Exploits and Defense".  

[11
]  

"Acunetix: Preventing XSS and Escaping," [Online]. Available: 
http://www.acunetix.com/blog/web-security-zone/articles/preventing-xss-attacks/. 

[12
]  

"PHP Strip Tags," [Online]. Available: 
http://www.w3schools.com/php/func_string_strip_tags.asp. 

[13
]  

"PHP Master: XSS Attacks," [Online]. Available: http://phpmaster.com/php-security-
cross-site-scripting-attacks-xss/. 

[14
]  

"OWASP: XSS," [Online]. Available: https://owasp.org/index.php/Cross-
site_Scripting_%28XSS%29. 

[15 "OWASP: XSS Prevention Cheat Sheet," [Online]. Available: 
https://owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_Sh

429



18 Choo Kah Weng Anthony, Lee Si Wei William, Pak Chong Da Glen 

]  eet. 

[16
]  

"Acunetix: Article on XSS," [Online]. Available: 
http://www.acunetix.com/websitesecurity/cross-site-scripting. 

[17
]  

D. Stuttard and M. Pinto, "The Web Application Hacker's Handbook: Finding and 
Exploiting Security Flaws - Chapter 12 on XSS".  

 

430



Cross Site Scripting 
 

James Djuhartono, Jonathan Darryl Widjaja, Jiao AnQing, YangMo, ZhouBin 

National University of Singapore 
 

james.djuhartono@nus.edu.sg, a0088436@nus.edu.sg, 
a0091810@nus.edu.sg, a0091836@nus.edu.sg, 

a0092000@nus.edu.sg 

Abstract. This paper introduces what Cross site Scripting is or commonly known 
as XSS, and the different types of XSS. It gives explanation on how an attacker 
can deliver a payload using XSS, complete with case studies. Additionally, this 
paper will provide ways to mitigate such attacks for web developers, and end 
users. This paper is also accompanied by a demonstration website (jamesdju-
z.comp.nus.edu.sg/CS2107) that can help reader to understand XSS better. 

1 Introduction 

Cross site scripting is a common attack based on the flaws of web applications. Cross 
site scripting is the third most critical web application attack according to the 2013 
OWASP top ten projects [1]. To avoid the confusion with Cascading Style Sheets 
(CSS), Cross Site Scripting is usually abbreviated as XSS. XSS occurs when web 
applications or web browser do not sanitize the input of user and use user’s input as the 
output of web applications. It allows attackers to insert harmful scripts into web sites. 
When web browsers display web pages with user’s input, the malicious scripts get 
executed and attackers can make use of these scripts to smear web sites, disclose user’s 
cookies or redirect the user to other web sites. 

According to FireHost, a secure cloud hosting company, XSS is the most prolific 
attacks in the year 2012 [2]. This indicates that attackers still favor XSS to deliver their 
malicious payloads. 

Fig. 1. Four most common cyber-attacks against FireHost’s clients in 2012 

431

mailto:james.djuhartono@nus.edu.sg
mailto:a0088436@nus.edu.sg
mailto:a0091810@nus.edu.sg
mailto:a0091836@nus.edu.sg
mailto:a0092000@nus.edu.sg


1.1 Difference from other Web attacks 

There are two main types of Web targeting attacks, server side and client side. Server 
side attacks mainly focus on the Web application itself in order to obtain the server 
privileges, such as Buffer Overflow attack. 

However, in the past ten years, the focus has moved gradually from the server side 
onto the client side. Although the Web applications on the server side still contains 
some loopholes, attackers do not choose to use them to attack the server, instead they 
use them to execute malicious script code in users’ web browser. The key of XSS is to 
run malicious JavaScript program in other user’s browser. The target of XSS is the 
client not the application. The application is merely a tool available for the attacker. 

1.2 Web 2.0 and XSS 

The transition from Web 1.0 to Web 2.0 creates an environment for XSS. The biggest 
feature of Web 2.0 is focusing on the interaction between the application and the user. 
The Web contents come from both the developers and the common users. The content 
also changes corresponding to the user and user’s different behaviors. Dynamic website 
become a suitable target for the XSS attack. The first XSS worm brought a huge impact 
on the Web world and it is changing fast every second. 

 

The newly discovered Samy worm is one of the first to exploit 
a cross-site scripting vulnerability, a technique security experts 
fear could be used to open a new front in attacks. Samy is a self-

propagating worm that appears to have been written by a 
member of MySpace.com, a community site dedicated to helping 

friends stay in touch and share pictures. By exploiting 
vulnerabilities in the MySpace.com site, the worm added a 

million users to the author's "friends" list. [3] 

1.3 Common Forms of XSS 

There are three common types of XSS:  stored (persistent) cross-site scripting, 
reflected (non-persistent) cross-site scripting and DOM-based cross-site scripting. 

Stored XSS occurs when the malicious code provided by the attacker is permanently 
stored in the database of the website. This happens when there is no input and output 
sanitization before storing data into database, and displaying data from database. When 
a persistent XSS is achieved, anyone who visits the webpage will load the malicious 
script stored. 

Reflected XSS happens when a web server reflects a user input without sanitizing it 
first. This will allow the attackers to inject a script that will be reflected back. This type 
of XSS is not as powerful as stored XSS due to its reflective nature that will only affect 
one user. However, this is usually the most common attack, and is done by tricking 
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users to open the maliciously crafted url. If the user then click on the link, the browser 
will then execute the malicious script. 

An example of reflected XSS is when a search page echoes back the query without 
sanitizing it.  

 if(isset($_GET['query'])){ 

  $message = $_GET['query']; 

 } 

 echo $message; 

An online demonstration on jamesdju-z.comp.nus.edu.sg/CS2107/reflected.php is 
available. 

DOM based XSS is an XSS attack wherein the attack payload is executed as a result 
of modifying the DOM “environment” in the victim’s browser used by the original 
client side script, so that the client side code runs in an “unexpected” manner. This is 
in contrast to other XSS attacks, wherein the attack payload is placed in the response 
page (due to a server side flaw) [4]. 

DOM based XSS can occur only if the DOM function takes in user input without 
escaping it first. An example is available on jamesdju-
z.comp.nus.edu.sg/CS2107/dom.php. 

Table 1. Differences of normal XSS and DOM based XSS [5] 

 

 Standard XSS DOM Based XSS 
Root cause Insecure embedding of client 

input in HTML outbound 
page 

Insecure reference and use (in a 
client side code) of DOM 
objects that are not fully 
controlled by the server 
provided page 

Owner Web developer (CGI) Web developer (HTML) 
Page nature Dynamic only (CGI script) Typically static (HTML), but 

not necessarily 
Vulnerability 
detection 

 Manual Fault Injection 
 Automatic Fault Injection 
 Code Review (need 

access to the page source) 

 Manual Fault Injection 
 Code Review (can be done 

remotely!) 

Attack detection  Web server logs 
 Online attack detection 

tools 

If evasion techniques are 
applicable and used – no server 
side detection is possible 

Effective 
defense 

 Data validation at server 
side 

 Attack prevention tools 

 Data validation at the client 
side (in Javascript) 

 Alternative server side 
logic 
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1.4 More Advanced XSS 

This section addresses some of the more advanced or modified attack vector to 
bypass common filters. 

─ String.fromCharCode(). In order to avoid a script injection, some developers 
choose to use magic_quotes_gpc. It is a php setting that escapes every single 
quotes, double quotes and backlash automatically. This renders common attack 
vectors useless. However, it can easily be bypassed using ASCII characters. Using 
the method String.fromCharCode(), the attackers can successfully launch the 
attack again. [21] 

─ HEX Encoding. Converting an attack vector into HEX can sometimes escape 
wrong filtering implementation, and another advantage is URLs crafted with 
HEX encoded script cannot be detected by eye, making it easier to trick end-users 
into clicking the malicious URL. [21] 

─ POST method. Many developers seemed to believe that using a POST method in 
forms will protect against XSS. This is not entirely true. While it is not possible 
to directly craft a URL if it uses a POST method (GET methods reflect the form’s 
variable in the URL, POST method does not), the attacker can create their own 
form to inject the script using POST method. A live demonstration of this attack 
is available on jamesdju-z.comp.nus.edu.sg/CS2107/post_method.php [22] 

─ More attack vectors can be discovered from 
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet [11] 

2 Exploiting XSS 

Once a website is known to vulnerable from XSS, there are a lot of things that can 
be done by an attacker. The following are just a few options that are available for the 
attacker to choose from. The list here is based on [6]. 

2.1 Session Hijacking 

Session hijacking is an exploit of a computer session to gain unauthorized access to 
information in a computer system. Because the communication between user and web 
server uses different TCP connections, the web server needs something to recognize 
the user’s connection. In session hijacking, the cookie, which is used by web servers to 
maintain sessions for users, is stolen by the attacker.   

Attackers could use XSS to get the session cookie and therefore do session hijacking. 
Usually the attacker sends a link / script to the victim, and ensures the victim that it is 
safe. Upon believing it, the victim opens the link and it turns out to be an XSS Script 
that gets the cookie and sends it back to the attacker. Now the attacker has the cookie 
and could hijack the session the user is in and acts as the user himself, and it is not 
impossible to get all private data that the user have. 

434

https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet


2.2 Phishing 

Phishing is the attempt of acquiring personal user information such as username and 
password by pretending to be a trustworthy entity. Phishing is one of the many forms 
of social engineering that is used to deceive users into believing what the attacker says. 

Unlike many phishing actions that uses spoofed/fake website to run, XSS phishing 
is a more dangerous form of phishing, the phishing website is hosted on the web itself. 
With this, it makes user have a harder time to figure out whether or not it is a phishing 
attempt. 

This attack is first initiated by the attacker sending a link to victim that looks like 
‘‘http://www.well-known-website.com/?q= 
%3Cscript%3Edocument.write%28%22%3Ciframe+src%3D%27 
http%3A%2F%2Fwww.very-bad-site.com%27+ 
FRAMEBORDER%3D%270%27+WIDTH%3D%27800%27+HEIGHT%3D%27640

%27 
+scrolling%3D%27auto%27%3E%3C%2Fiframe%3E%22%29%3C%2Fsc

ript%3E&...=...&...’’ 

At the first glance, this looks like the URL came from a legitimate website, but 
actually the attacker embeds the link with Javascript code (HEX encoding is used here). 
After deciphering the hexadecimal encoding, the URL will actually look like: 

http://www.well-known-website.com/?q=<script>document.write("<iframe 
src='http://www.very-bad-site.com' FRAMEBORDER='0' WIDTH='800' 
HEIGHT='640' scrolling='auto'></iframe>")</script>&...=...&..."> 

When the unsuspicious user opens the link, it will inject HTML code <iframe 
src='http://www.very-bad-site.com' FRAMEBORDER='0' WIDTH='800' 
HEIGHT='640' scrolling='auto'></iframe>  into the HTML code the user's browser 
would normally render when it visits www.well-known-website.com. The code sets up 
a borderless iframe, which, in turn, contains code that is fetched from www.very-bad-
site.com. After which, the attacker could get the user’s input for the ID and password 
that the user inserted in the website itself. 

Once the attacker gets the user’s private information, like in session hijacking, the 
attacker could get access as the user itself and get a hand in the private data. The main 
difference between session hijacking and phishing is that XSS phishing needs some 
work in the hosting website as well as the client, while in session hijacking, attacker 
only has to do some work in convincing the client. 

3 Case Study 

In order to show that XSS attacks are real and dangerous, this paper will address a 
few case study where real attacks happens to real website. 
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3.1 Facebook [7] 

Facebook is currently the biggest social networking platform with more than 1 
billion users. Facebook is a place where one could connect with friends, share photos, 
videos, and there is even applications or games. Facebook, with the huge amount of 
users and important functionalities, should be safe. However, until sometime ago, 
Facebook is actually prone to stored XSS attack. 

Despite the many functionalities that Facebook gives, there is a little loophole in the 
features that could lead into a big disaster if not fixed, which is adding and sharing files. 
Facebook made it possible for attackers to do XSS attack from there. 

 

 
Fig. 2. User interface to add files (from computer or dropbox) in a facebook group 

Attacker could inject something malicious by changing the title of a file into XSS 
script, for example: '"><img src=x 

onerror=alert(document.domain)>.txt 
When it is uploaded, and share link is clicked, the script will run: 

Fig. 3. XSS Script from the file name runs. 

 
When shared to another user, fortunately, one could not get affected by the script if 

the sender of malicious link copies and pastes the link directly (example of the link: 
https://www.facebook.com/ajax/sharer/?.............................). However, if the user 
modifies the link becomes https://www.facebook.com/sharer/sharer.php?...................., 
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the code will get executed immediately, provided that the victim is currently logged-in 
to Facebook. It happens as well when one is sharing file from dropbox and other 
platforms such as Pinterest. 

The good news is, Facebook has patched it and such form of attack described above 
is no longer possible. 

3.2 IVLE 

Integrated Virtual Learning Environment (IVLE) is an NUS course management 
system where students can see all the modules they are taking, announcements, grades 
and many more. IVLE also provide a forum for each modules for students and lecturers 
to discuss problems beyond the classroom environment. 
 

Given all the important functionalities of IVLE, it should be very safe. However, 
IVLE is apparently still vulnerable to XSS attacks. To make it worse, it is a persistent 
attack on IVLE forum. Anyone who click the post to view the content will be affected. 
 

IVLE provides a source tab for everyone who can post to see and edit the source 
code of their post. This creates an opportunity to escape any filtering from plaintext to 
source code. It is much harder to filter the source code directly compared to just filtering 
the plaintext and echoes it back. In the case of IVLE the filtering is not done properly. 
In the first few tries, injecting a normal <script>alert(‘XSS’);</script> 
doesn’t work. 

 
However, looking at how IVLE allows images and iframes, it is rather simple to find 

an attack vector that can deliver the payload. In this case a simple image onerror 
attribute or iframe source can be used to execute our javascript. 

Fig. 4. IVLE XSS using iframes 

<iframe src = 

"javascript:alert('XSS'); 
"></iframe> 

 

 

Fig. 5. IVLE XSS using image onerror 

<img src = 

"not_exist.jpg" 

onerror="alert('XSS')"> 
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These two very simple attack vector that can be obtained from OWASP filter evasion 
cheat sheet [11] managed to bypass the filter. There are also other vector such as using 
base 64 object encoding (found by another student). 

 
At the least, IVLE is using an HttpOnly cookie which can help to prevent session 

hijacking. But still, it is not a reason not to filter user’s input properly, considering XSS 
can be done to deliver other payloads, not just cookie stealing. The usage of HttpOnly 
cookie will be covered in section 4.1 below. 

4 Prevention 

As XSS attack is still very prevalent, it is important for both developers and users to 
protect against such attack. 

4.1 Developer’s Responsibility 

Website developers have the largest responsibility in ensuring that their website is 
secure. In the case of XSS, it is a must for developers to sanitize inputs and outputs. 
Especially if the website allows users to submit embedded media or links, a further 
validity checking for the source url is important. 

Listed below are some of the ways developers can enhance their website to be more 
secure and to eliminate XSS vulnerabilities. 

Control over inputs and outputs 
Controlling inputs from users and outputs from web applications is an efficient way 

to prevent XSS attacks. There are many ways to control inputs, such as entity encoding, 
sanitizing filters and type casting (typing) for variables. 

Sanitizing filters are used to sanitize input data from users, by removing undesired 
characters. Function filter_var is available for this purpose. For example, passing in 
FILTER_SANITIZE_EMAIL will remove characters that are inappropriate for an 
email address to contain. Frequently used filters are FILTER_SANITIZE_EMAIL, 
FILTER_SANITIZE_URL, and FILTER_SANITIZE_NUMBER_FLOAT and so on. 

Typing is another way to control inputs. By setting the types of variables, the server 
can control certain inputs, such as numbers and email addresses, and avoid code from 
attackers. 

HTML encoding is one of the most common ways to sanitize outputs from web 
applications. There are some characters that are reserved in HTML, such as >, <, &, ¢, 
£, ¥, €, §, ©, ® and ™. If those characters are used, browser will mix them with tags. 
This is the point where XSS comes in. An attack can type “<script>bad code</script>” 
as input, and then the bad code will be executed. The easy solution is to apply a function 
called “htmlspecialchars” in php, which will encode those special characters to make 
them act as common text. 

When there is a requirement to allow iframes or images or links, HTML Purifier is 
a good alternative. For example, HTML Purifier can be modified to allow safe iframes 
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with whitelisted sources. HTML Purifier is a library that can provide developers 
flexibility in allowing user input while keeping the website safe from XSS. 

A short demonstration of entity encoding and typing is shown in jamesdju-
z.comp.nus.edu.sg/CS2107/entity_encoding.php and jamesdju-
z.comp.nus.edu.sg/CS2107/control_input.php. A demonstration of HTML Purifier 
filtering is also available at jamesdju-z.comp.nus.edu.sg/CS2107/purifier.php. 

Table 2. A summary of XSS Prevention rules from OWASP[11] 

Data 
Type Context Code Sample Defense 

String HTML Body <span>UNTRUSTED DATA</span> HTML Entity Encoding 

String Safe HTML 
Attributes 

<input type="text" name="fname" 
value="UNTRUSTED DATA"> 

 Aggressive HTML 
Entity Encoding 

 Only place untrusted 
data into a whitelist of 
safe attributes1 

 Strictly validate unsafe 
attributes such as 
background, id and 
name. 

String GET 
Parameter 

<ahref="/site/search?value= 
UNTRUSTED DATA">clickme</a> URL Encoding 

String 
Untrusted URL 
in a SRC or 
HREF attribute 

<a href="UNTRUSTEDURL">clickme</a> 
<iframe src="UNTRUSTED URL" /> 

 Cannonicalize input 
 URL Validation 
 Safe URL verification 
 Whitelist http and 

https URL's only 
(Avoid the JavaScript 
Protocol to Open a 
new Window) 

 Attribute encoder 

String CSS Value <div style="width: UNTRUSTED 
DATA;">Selection</div> 

 Strict structural 
validation 

 CSS Hex encoding 
 Good design of CSS 

Features 

String JavaScript 
Variable 

<script>var currentValue='UNTRUSTED 
DATA';</script> 
<script>someFunction('UNTRUSTED 
DATA');</script> 

 Ensure JavaScript 
variables are quoted 

 JavaScript Hex 
Encoding 

                                                           
1 Safe HTML Attributes include: align, alink, alt, bgcolor, border, cellpadding, 

cellspacing, class, color, cols, colspan, coords, dir, face, height, hspace, ismap, lang, 
marginheight, marginwidth, multiple, nohref, noresize, noshade, nowrap, ref, rel, rev, 
rows, rowspan, scrolling, shape, span, summary, tabindex, title, usemap, valign, value, 
vlink, vspace, width 
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 JavaScript Unicode 
Encoding 

 Avoid backslash 
encoding (\" or \' or \\) 

HTML HTML Body <div>UNTRUSTED HTML</div> 
 HTML Validation 

(JSoup, AntiSamy, 
HTML Sanitizer) 

String DOM XSS 
<script>document.write("UNTRUSTED 
INPUT: " + 
document.location.hash);<script/> 

 HTML Escape + 
Javascript Escape 

 Further reading [12] 

 
In general, a sanitization is required whenever an input is received from user, and 

whenever a data from the database is going to be displayed to user. Furthermore, any 
tags that allow source or tags that have DOM event controller should always be escaped 
or purified to ensure that it does not execute any malicious script on event. 

Use HttpOnly cookie [8] 
Cookie stealing is one of the most common payload for XSS. As mentioned before, 

stealing a cookie can enable the bad guys to pose as the cookie owner and hijack the 
session. 

However, such payload wouldn’t be possible if the cookie is set to HttpOnly. An 
HttpOnly cookie is a cookie that will only be sent only on a HTTP request. Making a 
script unable to fetch the cookie. Important Note: Secure cookie or HTTPS cookie is 
different than HttpOnly cookie, and secure cookie is accessible to script. 

Fig. 6. Cookies accessible to javascript using document.cookie 

 
Fig. 7. Cookies accessible to the server (PHP $_COOKIE) 

To create an HttpOnly cookie, the developer only need to specify the flag of 
HttpOnly to be true. If the common cookie is done like this: 
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setcookie("Simple", $simplemsg, NULL, NULL, NULL, NULL, 

NULL); 

An HttpOnly cookie should be set like this: 

setcookie("HTTP", $httpmsg, NULL, NULL, NULL, NULL, 

true); 

A demonstration of this is available on jamesdju-
z.comp.nus.edu.sg/CS2107/cookie.php 

Penetration Testing 
There exist a lot of framework that provides tools to detect vulnerabilities in web 

application. To name a few: XSSer [16], OWASP ZAP [17], beEF [18] are freely 
available for developers to download. These frameworks are usually able to detect a 
vulnerability and report back to the user where the point of injection was, and what kind 
of attack vector was used. This would make the developers work much easier in finding 
a vulnerability. 

However, these frameworks could also make the attacker’s job much easier. Usually 
the payload used to test for XSS vulnerabilities are harmless, but the attacker could 
choose to modify the payload and use these frameworks to actually attack and harm a 
target web application. This gives more pressure for the developers to make sure that 
their web applications are safe. 

4.2 Browser Developer’s Responsibility 

A browser can also help prevent reflected XSS by disallowing a script to run from 
an HTTP request. Google Chrome, Safari, and Internet Explorer all have their own 
implementation to protect users from reflected XSS. This is the reason why all the 
attacks that can be carried from the demonstration website can only run in Firefox, it 
wouldn’t run in Chrome or Safari. Note that a browser cannot prevent stored XSS or a 
very complex input system such that it cannot detect where the script is called. 

Unfortunately, Firefox – one of the most used web browser today - does not have a 
default XSS filter, although it is reported to be in progress for future version of Firefox 
[9]. Initially, Firefox deemed that XSS protection should be done by web developers, 
and making their own filter will increase the protection complexity, which might 
introduce new attacks [10]. Furthermore, introducing an XSS filter inside the browser 
might make developers unaware that their website is actually insecure. 

However, looking at how Firefox is preparing to make its own XSS filter, perhaps 
they realized that protecting the end-user is the final goal, and by having its own XSS 
filter, Firefox can be one step closer to that goal. 
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User’s Responsibility 

Although web developers are the ones responsible for their website security, end 
users are the real victims. Therefore, as an end user, one should try to protect themselves 
while browsing unknown websites. Mainly, users should be aware of: 

─ URLs sent in an email or any URLs that looks suspicious. If possible, don’t click 
on a URL (there is a way to change the target of an onClick() method), instead, 
copy paste them to the address bar and check first before pressing enter. 

─ The address bar. Check carefully that the address bar shows the correct website, 
it is possible that an XSS redirects you to another page with the same content but 
hosted on an evil domain. 

─ Allowing Javascript. One of the basic principles of security is fail-safe defaults. 
Scripts shouldn’t be allowed to run unless necessary. Unfortunately this is not the 
default setting for most browsers. Chrome provides the setting to do this, Firefox 
also has a plugin to do this. It is much recommended for users to disallow scripts 
by default. 

5 Related Works 

There are a lot of research papers done to address the issue of XSS. Two recent 
papers described a way to automate XSS removal in web application and how to use 
randomization to defeat XSS. 

The first paper by Shar and Kuan Tan, described a two-phased approach for finding 
and removing potential XSS vulnerabilities. The first phase is taint-based analysis 
approach to track user input’s flow and identify potentially vulnerable statement. The 
second phase uses pattern matching and data dependency analysis to identify the 
referenced HTML context and required escaping mechanism. [19] 

The second paper by Van Gundy and Chen, described a technique called 
Noncespaces which can identify and annotate untrusted content. “The core technique 
of Noncespaces uses randomized (X)HTML tags to identify and annotate untrusted 
content, similar to the use of Instruction Set Randomization to defeat injected binary 
code attacks.” [20]. 

6 Conclusion 

XSS is an attack that was made available by the introduction of Web 2.0 and is 
currently the third most frequent attack on web applications. XSS could be classified 
into three types, persistent XSS, non-persistent XSS, and DOM XSS. Usually XSS 
attacks are possible to be done because the attacked website lacks input and/or output 
sanitization. 

There are many measures that could be taken to reduce the risk of getting an XSS 
attack, be it from developer’s side or the client’s side. From the developer’s side, there 
are, for example, input/output sanitization and setting cookies to HttpOnly. From end 
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user’s side, it is mostly to be careful of suspicious URLs. Users can also help 
themselves by disabling Javascript by default. 

There are also a lot of methods developed aiming to completely remove XSS. Two 
papers mentioned in Section 5 are notable examples. Hopefully with all the efforts from 
them, together with web developers, more and more XSS attacks can be mitigated. 
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SQL Injection: Attacks and 
Countermeasures 

 
Khoa Tran, Lui Yu Yao, Minh Viet, Tien Thanh Nguyen 

Abstract. Over the years, we have seen the increasing number as well as 
sophistication of SQL Injection attacks. According to Privacyrights.org, from 
2005 to 2011, SQL Injection has been responsible for 83% of successful 
hacking-related data breaches [1, 2]. Thus, it is probably the most expensive 
and costly attack since it is mainly used to steal sensitive data. It is said that a 
lot of web developers, however, still do not take precautions on this issue. This 
simple yet dangerous attack technique has fascinated us. Hence, in this paper, 
we aim to introduce SQL Injection attack, its basic attacking techniques and 
various countermeasures. In each important topic, we try to make a concluding 
paragraph to summarize what we have learnt in that topic so as to consolidate 
and convey our understanding. Also, in order to better facilitate our discussion, 
we will conduct a simple simulation on SQL injection attack using our own 
dummy web hosting account or local host. 
 

1 What is SQL? 

Structured Query Language (SQL) is the nearly universal language of databases 
that allows the storage, manipulation, and retrieval of data. Databases that use SQL 
include MS SQL Server, MySQL, Oracle, Access and Filemaker Pro and these 
databases are equally subject to SQL injection attack. 

We can see how common the SQL Injection could be, given the fact that nearly all 
databases use SQL! 
 

2 What is SQL Injection? 

SQL Injection is a code injection technique that exploits a security vulnerability 
occurring in the database layer of an application. A code injection is done when an 
unauthorized party types malicious coding into the browser URL address line, or into 
any box of any webform, such as those found on account logon pages or shopping 
carts. After which, the vulnerability is present when user input is either incorrectly 
filtered for string literal escape characters embedded in SQL statements or user input 
is not strongly typed and thereby unexpectedly executed. It is an instance of a more 
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general class of vulnerabilities that can occur whenever one programming or scripting 
language is embedded inside another. In fact, SQL Injection is well regarded as one of 
the most common attack vectors for websites but can be used to attack any type of 
SQL database. 

In essence, SQL Injection arises because the fields available for user input allow 
SQL statements to pass through without validation and query the database directly 
[3]. 

2.1 Monitoring Research Done by Imperva [2] 

In a research done by Imperva (an authoritative data security company) in 2010, a 
set of 30 real web applications have been monitored for SQL Injection attack attempts 
for nine months. On average, they have identified 53 SQL Injection attacks per hour 
and 1,093 attacks per day. Since July they have observed a slight increase in SQL 
Injection attacks, averaging 71 attacks per hour and 1,589 per day. 

Table 1. Statistics of SQL Injection occurences 

 
The large standard deviation indicates significant fluctuations in the number of 

attacks. For example, they witnessed on most days applications suffered less than 
3,000 attacks and occasionally less than 500. However, there were a few days where 
about 8,000 SQL Injection attempts were concentrated against the applications. The 
concentration of a huge number of attack attempts during a short period of time is a 
clear indication that these attacks are automated. 

2.2 Conclusion 

In this section, we clearly learn that the occurrence of SQL Injection attacks is due 
to the lack of input sanitization. This issue, though looks tiny, can cause websites 
succumb to insidious SQL Injection attacks. Whereas in the monitoring research done 
by Imperva, we really get a picture of how rampant SQL Injection attack is and 
attackers are now able to use automated hacking tools to perform a short-period 
concentrated attack against the applications to disguise their real identity as well as 
increase their attack power. 
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3 History 

Back in 1998, SQL Injection was first mentioned by Rain.Forest.Puppy (one of the 
most respected hackers and researchers in the security community in the late 1990s) 
in Phrackmagazine [4], when he cautioned readers "don't assume user's input is ok for 
SQL queries." Since then, there were numerous cases where SQL Injection Attack 
created severe damage to web servers [5]. Although it has been around 15 years since 
the first SQL Injection attack research paper and yet, today we are seeing more and 
more devastating exploitation of the SQL Injection attack than ever before. According 
to the report from HP Security in 2001, more than half of the Web applications they 
tested contained SQL Injection and Cross-Site Scripting flaws [6]. 

Some spectacular events of SQL Injection Attack are as follows: 
 
─ In February 2002, Jeremiah Jacks discovered that Guess.com was vulnerable to 

an SQL Injection attack, allowing anyone able to construct a properly-crafted 
URL to pull down 200,000+ credit cards information in the site's customer 
database. This was the first notable SQL Injection Attack. 
 

─ In June 2007, a computer criminal defaced the Microsoft UK website using SQL 
Injection. UK website The Register quoted a Microsoft spokesperson 
acknowledging the problem. 

 
─ In 2008, at least April through August, a sweep of attacks began exploiting the 

SQL Injection vulnerabilities of Microsoft's IIS web server and SQL Server 
database server. The attack does not require guessing the name of a table or 
column, and corrupts all text columns in all tables in a single request. A HTML 
string that references a malware JavaScript file is appended to each value. When 
that database value is later displayed to a website visitor, the script attempts 
several approaches at gaining control over a visitor's system. The number of 
exploited web pages is estimated at 500,000. 

 
─ In December 2009, an attacker breached a RockYou, a developer of social 

games and advertising products for social media, plaintext database containing 
the unencrypted usernames and passwords of about 32 million users using an 
SQL Injection attack. 

 
─ In March 2011, a shocking yet ironic news, MySQL.com, the official homepage 

for Oracle-owned MySQL, was compromised by a hacker using SQL blind 
Injection. 

 
─ In June 2011, PBS, a non-profit American public broadcasting television 

network, was hacked with the use of SQL Injection; the full process used by 
hackers to execute SQL Injections was described in this Imperva blog. 
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─ In June 2011, "hacktivists" of the group Lulzsec were accused of using SQL 

Injection to steal coupons, download keys, and passwords that were stored in 
plaintext on Sony's website, accessing the personal information of a million 
users. 

3.1 Conclusion 

That being said, SQL Injection vulnerabilities have been described as one of the 
most serious threats for Web applications. The most valuable lesson from the above-
mentioned cases is that web developers must check vulnerabilities thoroughly for 
every web application so as to lower the possibilities to the least of getting hacked. 
Even a database is hacked, it is a must to ensure that we do not leak important 
information, e.g. password, in plaintext form, as in the “RockYou” SQL Injection 
Attack case. 

4 Basic Form of SQL Injection 

 
Fig. 1. Basic procedure of a SQL Injection Attack [7] 

The goal of SQL Injection is to embed malicious data, most often a database query, 
into a string that will be eventually executed by the database, i.e. the query ultimately 
serves as SQL command. The insidious query may attempt any number of actions, 
from retrieving alternate data, to modifying or removing information from the 
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database. The reason of the occurrences of SQL Injection is owing to the failure of 
properly performing validation and sanitization of input data from untrusted sources. 

In order to better understand SQL Injection, we will use a simple system where 
students can log in and see their marks (Kindly refer to Appendix for more particulars 
regarding our website including website address). The system consists of two tables: 

Table 2. Table “Students” in our database 

 

Table 3. Table “Tests” in our database 

 
 

Two examples of basic form of SQL Injection are shown below [8]: 

4.1   Incorrectly Filtered Escape Characters 

This form of SQL Injection occurs when user input is not filtered for escape 
characters and is then passed into an SQL statement. This results in the potential 
manipulation of the statements performed on the database by the end user of the 
application. 

449



 
Fig. 2. Login form of our system 

The user input in the username field is passed to the $userName variable which 
will then be used to retrieve the information about the students in a SQL statement. 
The following line of code illustrates this vulnerability: 

 
statement = "SELECT * FROM Students WHERE name = ‘"  

+ $userName + “‘"; 

 

This SQL code is designed to pull up the records of the specified username from its 
table of students. However, if the $userName variable is crafted in a specific way 
by a malicious user, the SQL statement may do more than the code author intended. 
For example, setting the $userName variable as 
 

a' or 't'='t [basically anything' OR  
'anything'='anything] 

 
renders this SQL statement by the parent language: 

 
SELECT * FROM Students WHERE name = 'a' OR 't'='t'; 

 
If this code were to be used in an authentication procedure then this example could 

be used to force the selection of all valid username because the evaluation of 
't'='t' is always true. As a result, all the username and password are revealed to 
the malicious users. The following value of "userName" in the statement  below 
would cause the deletion of the "Tests" table as well as the selection of all data from 
the "Students" table (in essence revealing the information of every user), using an API 
that allows multiple statements: 
 

a';DROP TABLE Tests; SELECT * FROM Students WHERE 

 't' = 't 

 
This input renders the final SQL statement as follows: 
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SELECT * FROM Students WHERE name = 'a';DROP TABLE 

Tests; SELECT * FROM Students WHERE 't' = 't'; 
 

While most SQL server implementations allow multiple statements to be executed 
with one call in this way, some SQL APIs such as PHP's mysql_query() do not allow 
this for security reasons. This prevents attackers from injecting entirely separate 
queries, but doesn't stop them from modifying queries. 

4.2 Incorrect Type Handling 

This form of SQL Injection occurs when a user supplied field is not strongly typed 
or is not checked for type constraints. This could take place when a numeric field is to 
be used in a SQL statement, but the programmer makes no checks to validate that the 
user supplied input is numeric. For example: 
 

statement = "SELECT * FROM Students WHERE id = " +  

  a_variable; 
 

It is clear from this statement that the author intended a_variable to be a 
number correlating to the "id" field. However, if it is in fact a string then the end user 
may manipulate the statement as they choose, thereby bypassing the need for escape 
characters. For example, setting a_variable to 
 

1; UPDATE Tests SET mark=100 WHERE name=’ken’; 

 

will update (modify) the “Students” table from the database, since the SQL would 
be rendered as follows: 
 

SELECT * FROM Students WHERE id=1; UPDATE Tests SET 

mark=100 WHERE name=’ken’; 

 

As a result, ‘ken’ mark becomes 100 without the consent of the network 
administrator. 

4.3 Conclusion 

Although, the examples listed in the previous section represent a SQL Injection 
vulnerability in its simplest form, most attacks launched against web sites involve 
much more sophisticated methods, but that doesn’t mean that something as simple as 
a=a will not work and we should totally aware of such undesirable consequences. 
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5 Danger of SQL Injection [3] 

The Impact of SQL Injection could be enormous. Once an attacker realizes that a 
system is vulnerable to SQL Injection, he can try to inject SQL queries through an 
input form field. This is equivalent to handing the attacker your database and allowing 
him to execute any SQL command including DROP (delete permanently) TABLE to 
the database! (as in the example shown above). It can be worse for a financial 
institution when a malicious user try to update his/her account balance to millions of 
dollars! 

An attacker may execute arbitrary SQL statements on the vulnerable system. This 
may compromise the integrity of your database and/or expose sensitive information. 
Depending on the back-end database in use, SQL Injection vulnerabilities lead to 
varying levels of data/system access for the attacker. It may be possible to manipulate 
existing queries, to UNION (used to select related information from two tables) 
arbitrary data, use subselects, or append additional queries. 

In some cases, it may be possible to read in or write out to files, or to execute shell 
commands on the underlying operating system. Certain SQL Servers such as 
Microsoft SQL Server contain stored and extended procedures (database server 
functions). If an attacker can obtain access to these procedures, it could spell disaster. 

Unfortunately the impact of SQL Injection is only uncovered when the theft is 
discovered. Data is being unwittingly stolen through various hack attacks all the time. 
The more expert of hackers rarely get caught. The reason hackers want to maintain 
secrecy of their infiltrations is because the value of stolen data drops drastically when 
the theft is uncovered, such as credit card theft. In fact, we can really see the danger 
of SQL Injection, because they are often discovered months and in some cases, years 
after the attacks! 

5.1 Conclusion 

All in all, letting a hacker to access to your data is disastrous. Worse yet a hacker 
gaining SA (system administration) can mean that you effectively lose all of the data 
to the hacker because now he is able to launch attack behind the firewall to other 
connected servers. Lastly, the lesson to be learnt from this part is that we should 
remain vigilant to SQL Injection of various forms as the result is so severe that we 
could not afford to accept. 

 

6 Countermeasures of SQL Injection 

First of all, we need to bear in mind that the rampant occurrence of SQL Injections 
is essentially due to the fact that user inputs are not carefully taken well care. Hence, 
the most straightforward solution is to implement input validation to curb the problem 
to the root. We, however, must ensure that the input validation is rigorous and 
sufficient enough. 
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There are several ways to apply these so called “defensive coding” in our 
applications and  they are summarized as follows (with several extents we would like 
to add on) according to William G.J. Halfond, Jeremy Viegas, and Alessandro Orso in 
their paper “A Classification of SQL Injection Attacks and Countermeasures” [9]: 

We will use a few examples from “Issues in Web/Browser Application Security - 
Hugh Anderson” with slight modification to make them in line with our database 
[10]. 

6.1 Input Type Checking 

SQL Injection can be performed by injecting commands into either a string or 
numeric parameter. That being said, even a simple check of such inputs can prevent 
many attacks. For example, in the case of numeric inputs, the developer can simply 
reject any input that contains characters other than digits. Many developers disregard 
this kind of checking accidentally as user input is always represented in string; 
however, it might lead to undesirable consequences. 
 

In PHP, there is Sanitizing Filter that helps us ensure the validity of user input [10]: 
 

<?php 
... 
filter_var($somevar, FILTER_SANITIZE_NUMBER_FLOAT, 
FILTER_FLAG_ALLOW_FRACTION); 
... 
?> 

 

The above code ensures that $somevar is float, furthermore, fractional numbers 
are allowed. 

 
There is also another way that enforces the input to be some specific type called 

Typing [10]: 
 

settype($studentid, ’integer’); 
$studentid = $_GET[‘studentid’]; 
$sql = "SELECT * FROM Students WHERE 

id=’”+$studentid+”’"; 
 
As we can see, $studentid is now guaranteed to be an integer. 

6.2 Encoding of Inputs 

Injection into a string parameter is often accomplished through the use of meta-
characters that trick the SQL parser into interpreting user input as SQL tokens. 
Prohibiting any usage of meta-characters would result in restricting a non-malicious 
user’s ability to input such characters. A better solution is to use functions that encode 
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a string in such a way that all meta-characters are specially encoded and interpreted 
by the database as normal characters.  

In this context, many solutions are possible, one way to do it is by escaping.  
 
In PHP, for example, it is usual to escape parameters using the function 

mysql_real_escape_string before sending the SQL query [10]: 
 

<?php 
$userName = 

mysql_real_escape_string($_GET["userName"]); 
$sql = "SELECT mark FROM Tests 

WHERE name=`”+$userName+”`"; 
$result = mysql_query($sql) 
or die(’Error: ’ . mysql_error()); 
?> 

 
The above code will turn malicious code like “A’ OR ‘1’=‘1” to “A\’ OR 

\‘1\’ = \‘1”. The escape character “\” makes the quote (‘) interpreted as a 
character of a string instead of a SQL statement quote which in turn save us from 
insidious SQL Injection. 

 
Another example of encoding input is to make use of the hash function. The SQL 

command above can be crafted as the following [10]: 
 

$sql = "SELECT mark FROM Tests WHERE  
md5(name)=’”+md5($userName)+’"; 

 

In this case, the user input $userName is hashed and compared with the hash of 
the student name stored in the database. It is very difficult for any malicious user to 
inject SQL query when the input is hashed. 

6.3 Positive Pattern Matching 

Developers should aware that identifying positive input (“whitelist”) is better and 
more robust than identifying negative input (“blacklist”). The underlying issue is that 
developers might not be able to anticipate every type of malicious code that 
potentially could damage their applications. Hence, positive validation is a much safer 
way to check inputs.  

In the “students” example above, we can use the following PHP function to 
determine whether or not the input username is valid: 

 
function isValid($name) { 

   return !preg_match('/[^A-Za-z]/', $name); 

} 
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preg_match('/[^A-Za-z]/', $name) will return true if there is any non-
alphabetical characters in the string $name (like the quote “ ‘ “ for instances). Thus, 
the function isValid will return false for such situations. The function isValid 
only allows “whitelist” input to pass through. 

6.4 Using Stored Procedure 

A stored procedure is a database object which contains a group of SQL statements 
that form a logical unit or perform a particular task. It is called using the name of the 
stored procedure and a parameters list. Stored procedure is widely used due to the 
benefits like encapsulation of business logic in a single entity, strong validation, faster 
execution and exception handling [11]. Stored procedure, by itself, does not protect 
websites from many form of SQL Injection. It is because the usefulness of stored 
procedures as a protective measure against SQL Injection totally depends on how a 
stored procedure is written [12]. The following example shows two different ways of 
writing a stored procedure to verify students log in the example above. 

 
The wrong way: 
 

CREATE PROCEDURE VerifyStudent  
 @username varchar(50),  
 @password varchar(50)  
AS  
BEGIN  
 DECLARE @sql nvarchar(500);  
 SET @sql = 'SELECT * FROM Students  
            WHERE name = ''' + @username + '''  
            AND password = ''' + @password + ''' ';  
 EXEC(@sql);  
END  
GO 

 
If a malicious user tries to input something like this during login: 
Username: Yu Hao’ -- 
Password: anything 
 
The SQL state that is executed will be: 
 

SELECT * FROM Students WHERE name = 'Yu Hao'  
--' AND password = 'anything' 

 
The last part where it checks the password is commented out. As a result, anyone 

can log in to the system as long as they know the correct username. 
 
The right way: 
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CREATE PROCEDURE VerifyUser  
 @username varchar(50),  
 @password varchar(50)  
AS  
BEGIN  
 SELECT * FROM Students   
 WHERE name = @username   
 AND password = @password;  
END  
GO 

 
This procedure will create an execution plan on the server before the query is 

executed and this plan will only allow the original query to be executed. Any injected 
SQL code will not be executed because it is not a part of the plan. If someone type in 
“Yu Hao’ --” into the username field, it will be treated like an input string instead. 
Hence it is safe from SQL Injection. 

6.5 Using Bound Parameters 

Using bound parameters is considered a better solution to prevent SQL Injection. 
This is only supported in newer version of database-related libraries. For PHP, we 
will need to use the improved MySQLi library that comes with PHP 5. This technique 
differs slightly in that we have to define a query “template” first with placeholders, 
and then “bind” the parameters to it, and the MySQLi library takes care of the 
appropriate escaping for us. 

 
<?php 
$name = $_GET["userName"]; 
$sql = "SELECT mark FROM Tests  

WHERE userName = ?"; 
$query = mysqli_prepare($sql) 
// bind a parameter – here the first parameter is a 

short string that specifies the type that the 
// subsequent arguments should be: 
// ‘s’ means a string 
// ‘d’ means a double 
// ‘i’ means an integer 
// ‘b’ is a blob 
$query->bind_param(‘s’, $name); 
// execute the query 
$query->execute(); 
?> 

6.6 Conclusion  

Simply put, the rule of thumb is: 
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1. We need to control over all inputs that come into our application, i.e. all input 
sources must be checked. 

2. Use standard libraries and frameworks that provided to make it easier to avoid 
introducing weaknesses, i.e. do not simply reinvent software or algorithm every time. 

We have learnt that although defensive coding remains the best way to prevent 
SQL Injection vulnerabilities, there are still a wide variety of applications that mire in 
security threats. The reason is that human make errors all the time when 
implementing defensive coding by not rigorously and completely checks or perform 
adequate input validation [9]. 

Lastly, web developers can also use web application scanners to scan for 
vulnerabilities of their websites. In fact, many of these scanners are even free, such as 
sqlmap or Havij. It is done so to ensure that most of the known open threats are well 
taken care of. After all, this type of basic security checks should be incorporated into 
a healthy web development life cycle. 

 

7 Case study: Breaching of PBS 

As mentioned in previous part, PBS, a non-profit American public broadcasting 
television network, was hacked in 2011 with the use of SQL Injection. 

This case is totally funny and interesting as the hacker group tried to resurrect a 
dead man, Tupac (an American rapper and actor who died in 1996). On the other 
hand, it also served as an alarming news that big sites such as PBS was still hackable 
even with the use of SQL Injection attack through simplest web vulnerability. 
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Fig. 3. Hilarious news reporting “Tupac is still alive in New Zealand” planted by Lulzsec 

7.1 Story 

In June 2011, a report was spreading wildly on Facebook and Twitter that 
renowned rapper Tupac Shakur is shockingly "alive and well" in New Zealand, 15 
years after he died [13]. The interesting part is that the link being circulated was from 
a PBS Web story. Hence it looked completely legitimate. However, this is certainly 
fake because we all know that Tupac has died in Las Vegas in 1996. And this 
suggests that PBS has been hacked! 

Soon, Lulzsec (a notorious computer hacker group that claimed responsibility for 
several high profile attacks) claimed responsibility for it. Not only has it posted the 
misleading "Tupac Alive" news update on the PBS site, but on Twitter it also posted 
information of staffers, the PBS network, and password information of PBS stations. 

7.2 Process of Hacking 

The whole process of hacking is documented in Imperva blog, which we shall 
study it soon [14]. The process involves automated software to probe and ultimately 
breach the PBS system. 
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Step 1: Find as many as possible vulnerable pages. We can use “Google dorks” 
where hackers use Google to search for vulnerabilities on websites. Alternatively, we 
can use an automated vulnerability scanner (more likely of the two). Many of the 
open source tools are available on http://sectools.org/. 

We can see that this stage is fairly easy and does not involve any sophisticated 
technique. 

 
Step 2: Once you have identified vulnerable sites, harvest the data.  There are tools 

to do so, and the one used by the PBS hackers is called Havij.  Imperva's Application 
Defense Center managed to get several pictures of the PBS breach as shown on 
hacker forums: 

 
Fig. 4. Screenshot of several usernames and passwords of PBS admin 

Step 3:  In this final stage, with the harvested data, hackers simply login into the 
websites. They can alter content, as they did in this case (bringing Tupac back to life).  
In this case, it is noteworthy that hackers were "nice" as they only changed content 
that didn't carry an economic impact--no one loses or gains money on Tupac's 
resurrection.  But what if they had posted spurious headlines like: 

─ Steve Jobs Dies 
─ Company XYZ Pre Announces Dramatic Drop in Earnings 

459



─ Second Tsunami Hits Japan 
Imperva’s final thought is to urge news organizations to protect and secure their 

digital assets because without security, the consequence might affect a large scale of 
industries that we can’t imagine of. Also, Imperva pointed out that they knew at least 
one major news outlet that with a significant and unresolved vulnerability and they 
even tried to contact them numerous times but to no avail! This is totally unacceptable 
as “the news outlet” was not concerning about others’ safety. 

7.3 Conclusion 

After we have learnt a whole lot of techniques previously, it is easier for us to 
study the case and find it interesting. As a lesson, we should always aware of SQL 
Injection attack, try to use online open source tools to scan for vulnerabilities, this is 
certainly the responsibility of web developers, after all these tools are free. If a hacker 
can use automated tools to exploit your websites, you can use them as well to prevent 
attacks. PBS’s painful experience should serve as an alarming wake-up call to all web 
developers. 
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9 Appendix 

9.1 Simulation 

A simple simulation of SQL injection on a login page is written on Amazon server: 
 

http://ec2-54-234-7-38.compute-1.amazonaws.com/login.php 
 
 

In this website, you can enter the example name and password in the Table 2. to login 
and see your name and password displayed. However, if you enter something as 
follows: 

 
Name      :    [anything] 
Password : ' OR 1=1 --' 
        ' or '1'='1' --' 
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Fig. 5. A SQL Injection Attempt 

 
It then prints all username and passwords that stored in the database as follows: 

 
Fig. 6. All username and passwords get printed out 

9.2 Comparison 

login.php: As shown above, this file allows user to login to database using his 
username and password. Then the system will display his credentials (his username 
and password). A person can perform SQL injection attack to the database by logging 
in to the system with any username as long as the password is ' OR 1=1 --' or ' 
or '1'='1' --'. 

 
We, however, provide another version that prevents SQL Injection after learning a 

whole lot of countermeasures of SQL Injection. The website is provided below: 
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http://ec2-54-234-7-38.compute-1.amazonaws.com/prevention.php 
 
Prevention.php: This file performs the prevention for the SQL Injection attacks 

done in viewResult.php. The method is to use mysqli_real_escape_string to filter 
escape characters then use md5 to hash the resulting string. By using this way, only 
the hashes are compared, not the actual query, which makes it really difficult to inject 
malicious SQL queries. 
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Abstract. This paper will analyze the Feynman ciphers which consist of three 

different ciphers. We will start by analyzing the first cipher which had already 

been solved and deriving any pertinent information on how to decrypt the 

subsequent second and third ciphers. Afterwards, we will analyze the second 

and third ciphers and conduct analyses such as frequency analysis, index of 

coincidence analysis, Kasiski analysis and transposition analysis in an attempt 

to detect any patterns to solve the cipher. To assist us in our effort, we have also 

developed a cipher program solver to facilitate the analyses. 
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1   Introduction 

Richard Phillips Feynman was a famous American theoretical physicist who received 

a Nobel Prize in Physics in 1965 for his work in quantum electrodynamics [1]. During 

his time as a Professor in California Institute of Technology (Caltech) (1950-1988), 

he was challenged by a fellow scientist from Los Alamos that gave him three encoded 

messages. When Professor Feynman was unable to solve the cipher himself, he then 

shared the ciphers with the graduate students in Caltech. Nevertheless, the graduate 

students were also unsuccessful in their attempt to crack the ciphers. As a result, one 

of the students posted the ciphers to Usenet in 1987 and Jack C. Morrison from Jet 

Propulsion Laboratory was able to solve the first cipher. However, the remaining two 

ciphers are left unsolved even until now. [2]  

In the second section of this paper, we will analyze thoroughly the first solved 

cipher and gather any applicable information to solve the second and third ciphers. In 

the third section, we will introduce our own program coded specially to assist us in 

cracking ciphers and explain the general method of deciphering a cipher. In the fourth 

section, we will then proceed with a detailed analysis of the second cipher. In the fifth 

section, we will continue with the analysis of the third cipher. In the sixth section, we 

will then conclude our analysis. 
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2   First Feynman Cipher 

Extract of the first Feynman cipher: 

 

1. Easier  

MEOTAIHSIBRTEWDGLGKNLANEA  

INOEEPEYSTNPEUOOEHRONLTIR  

OSDHEOTNPHGAAETOHSZOTTENT  

KEPADLYPHEODOWCFORRRNLCUE  

EEEOPGMRLHNNDFTOENEALKEHH  

EATTHNMESCNSHIRAETDAHLHEM  

TETRFSWEDOEOENEGFHETAEDGH  

RLNNGOAAEOCMTURRSLTDIDORE  

HNHEHNAYVTIERHEENECTRNVIO  

UOEHOTRNWSAYIFSNSHOEMRTRR  

EUAUUHOHOOHCDCHTEEISEVRLS  

KLIHIIAPCHRHSIHPSNWTOIISI  

SHHNWEMTIEYAFELNRENLEERYI  

PHBEROTEVPHNTYATIERTIHEEA  

WTWVHTASETHHSDNGEIEAYNHHH  

NNHTW 

 

As mentioned earlier, this cipher has been solved. It is a simple transposition cipher in 

which we need to split the text into a five column pieces and then read the cipher from 

lower right upward. The result is: 

 
WHANTHATAPRILLEWITHHISSHOURESSOOTET 

HEDROGHTEOFMARCHHATHPERCEDTOTHEROOT 

EANDBATHEDEVERYVEYNEINSWICHLICOUROF 

WHICHVERTUENGENDREDISTHEFLOURWHANZE 

PHIRUSEEKWITHHISSWEETEBREFTHINSPIRE 

DHATHINEVERYHOLTANDHEETHTHETENDRECR 

OPPESANDTHEYONGESONNEHATHINTHERAMHI 

SHALVECOURSYRONNEANDSMALEFOWELESMAK 

ENMELODYETHATSLEPENALTHENYGHTWITHOP 

ENYESOPRIKETHHEMNATUREINHIRCORAGEST 

HANNELONGENFOLKTOGOONONPILGRIM 

 

This is the opening lines of Chaucer’s Canterbury Tales in Middle English. [3] 

2.1   Lessons Learned 

From the way that the first cipher is solved, we can derive some important pointers: 

1. The ciphers are using old English. 

2. The ciphers can be as simple as a transposition cipher. 

 

(1) 
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3   Cipher Solver Program 

We have created a program in python to assist us in our efforts, it is attached in 

Appendix A. 

In analyzing any cipher with only English alphabets, not only the Feynman ciphers, 

and assuming that the original plaintext is in English as well, we have also devised a 

systematic way to decrypt the cipher through various analyses: 

1. Frequency Analysis 

Determine whether the cipher is a substitution cipher or not 

2. Index of Coincidence Analysis 

Determine whether the cipher is using a mono-alphabetic substitution or 

poly-alphabetic substitution 

3. Caesar Cipher Analysis 

Decrypt a mono-alphabetic substitution 

4. Kasiski Analysis 

Determine the key length of poly-alphabetic substitution 

5. Chi-Square Analysis 

Once the key length is determined, this analysis is used to determine the 

correct shift 

6. Transposition Analysis 

Discuss some ways to decipher a transposition cipher 

3.1   Frequency Analysis 

Frequency analysis is the study of the frequency of letters or groups of letters that 

appear in ciphertext. Frequency analysis is a very powerful tool in the decrypting of 

many types of ciphers. The technique itself is based upon the tendency that human 

languages have where different letters have varying degrees of usage on average. 

While the letters may differ in different languages, this is true for all languages. For 

example, the letter E appears around 12.7% in the average English text (compare this 

to the 3.8% which would be expected if letter frequency were evenly distributed). 

 

Table 1.  Relative frequency of each letter in the modern English language. [4] 
Letter Relative 

Frequency 

Letter Relative 

Frequency 

Letter Relative 

Frequency 

Letter Relative 

Frequency 

e 12.70% h 6.09% w 2.36% k 0.77% 

t 9.06% r 5.99% f 2.23% j 0.15% 

a 8.17% d 4.25% g 2.02% x 0.15% 

o 7.51% l 4.03% y 1.97% q 0.10% 

i 6.97% c 2.78% p 1.93% z 0.07% 

n 6.75% u 2.76% b 1.49%   

s 6.33% m 2.41% v 0.98%   

 

By using the table above, we can determine whether a ciphertext is encrypted using a 

substitution cipher or not. If the results of the frequency analysis are identical to the 

467



table above, the ciphertext is not encrypted using a substitution cipher (most probably 

transposition cipher), otherwise it is encrypted using a substitution cipher. 

 

Table 2.  Relative frequency of each letter of the first Feynman cipher. 
Letter Relative 

Frequency 
Letter Relative 

Frequency 
Letter Relative 

Frequency 
Letter Relative 

Frequency 

e 15.26% i 5.79% g 2.11% b 0.53% 

h 10.79% s 5.00% y 2.11% z 0.26% 

t 8.68% l 3.68% m 1.84% j 0.00% 

n 8.16% d 3.16% u 1.84% q 0.00% 

o 7.37% p 2.63% f 1.58% x 0.00% 

r 6.58% w 2.37% v 1.32%   

a 5.79% c 2.11% k 1.05%   

 

For the first Feynman cipher, we can see that the frequency of each letter is similar to 

the natural English frequency. The difference is most probably because it is using old 

English. Nevertheless, as we can see if the frequency is similar, it is not a substitution 

cipher and most probably transposition cipher. 

3.2   Index of Coincidence Analysis 

The coincidence index or index of coincidence is a very useful for determining the 

key length of a ciphertext. If the key length found is one, then the ciphertext is either 

encrypted with a mono-alphabetic cipher or it is not encrypted with a substitution 

cipher, while if the key length of the ciphertext is larger than one the ciphertext is 

most likely encrypted using a poly-alphabetic cipher. 

The coincidence index of a text is defined as [5] 

 

 
  

In (2), n is the size of the alphabet, ml the number of occurrences for the character l, k 

the total size of the text. (δ(xi, xi) = 1 if the characters at position i and j are equals, 

else 0. But for calculation the second sum is more convenient). 

The coincidence index of a totally random text would be 1/k (and this is also the 

total minimum), while for natural language texts it is higher (0.067 for English). For a 

ciphertext encrypted by a mono-alphabetic cipher it is still the same as for the original 

plaintext, for polyalphabetic ciphers (like Vigenère) it is between those. 

This is especially useful for determining the key length of the ciphertext(if 

substitution was used).  If the index of coincidence nears 0.067, then we know that 

either mono-alphabetic substitution or better yet no substitution was used to encrypt 

the text. Otherwise, usually a value nears 0.038 is found that indicates a poly-

alphabetic key was used. 

For example, we can try to check the first Feynman cipher. Using the formula 

above we can compute the index of coincidence to be 0.071, which is near 0.067, 

(2) 
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which means that the ciphertext was not encrypted poly-alphabetically (which has 

already been proven to be true). 

3.3   Caesar Cipher Analysis [6] 

Caesar cipher analysis is used to solve mono-alphabetic substitution cipher. Caesar 

cipher, as the name suggests, was invented by the famous Julius Caesar. He used D as 

A, E as B, and so on. For example the message “All Hail Caesar” would be 

transmitted as “Doo Kdlo Fdhvdu”. To the people living in the BC era, this gibberish 

didn’t make any sense. This allowed Caesar to send orders to his army with no risk of 

leakage. According to records, only in the 9th century solutions to this cipher were 

discovered, namely by the Arabs.  

Caesar cipher is one of the simplest encryption methods and it is called a rotation 

cipher, because the sequence of letters do not change (A is before B, B is before C, 

etc). Different Caesar ciphers can be obtained by shifting the letters of the alphabet by 

X positions, where 1<=X<=25. Hence there are 25 possible forms of the Caesar 

cipher. For every possible forms of the Caesar cipher, we will compare it with the 

natural English letter frequency in figure 1. The possible form with the most similar 

frequency is most probably the right answer. 

3.4   Kasiski Analysis 

The Kasiski analysis allows us to deduce the length of the keyword used in a poly-

alphabetic substitution cipher. [7] 

The Kasiski analysis works by findings a number of letters that are repeated in a 

given ciphertext. In general, the number of characters should at least be three 

characters long for the analysis to be successful. Afterwards, we will take the 

distances between consecutive occurrences of the number of characters which are 

likely to be the multiples of the length of the keyword. Therefore, it is possible to 

narrow down the possibility of the lengths of the keyword by finding more repeated 

number of characters as we are able to take the greatest common divisor of all the 

distances. 

This analysis is effective because if a repeated number of characters occurs in the 

plaintext, and the distance between corresponding characters is a multiple of the 

keyword length, the keyword letters will line up in the same way with both 

occurrences of the number of characters. 

For example we can analyze the following string: 
 

be xav jhiiwm xlxii tii frrc kvixj  abkl myi lrqi  

yimzyx. wsv vbefgpi derr xvxvw zisa ks mvr yvix 

 

We can see that the string “ii” is repeated three times, with the first and second 

having a distance of eight and a distance of four between the second and third. So we 

can conclude that the key length might be four. 
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By dividing the sentence into four columns and using frequency analysis on each, 

we can get the following sentence. 

 
IN THE FOREST THERE ARE MANY TREES WITH THE SAME HEIGHT. 

FOR EXAMPLE MANY TREES GROW TO TEN FEET 

3.5   Chi-Square Analysis 

Chi-square analysis [8] is a measure of how similar two categorical probability 

distributions are. If the two distributions are identical, the chi-square value would be 

zero. Conversely, the higher chi-square value is, the less likely that key is the key to 

the cipher. The formula is as follows:  

 
  

where CA is the count (not the probability) of letter A, and EA is the expected count of 

letter A, usually using values of the English language.  

This makes the method only applicable to a text that is mono-substituted, like the 

Caesar cipher. To apply the chi-square analysis to a poly-substituted ciphertext, we 

need to know the length of the keyword so the ciphertext can be split into a number of 

different mono-substituted partitions. 

The procedure: we take a Caesar ciphered-text and calculate the chi-square value 

for each of the key(from 1 to 25) then compare the values. The lowest value would 

tend to be the correct key.  

Take this ciphertext as an example; it is encrypted using Caesar cipher. 

 

aoljhlzhyjpwolypzvulvmaollhysplzaruvduhukzptwslzajpwoly 

zpapzhafwlvmzbizapabapvujpwolypudopjolhjoslaalypuaolwsh 

pualeapzzopmalkhjlyahpuubtilyvmwshjlzkvduaolhswohila 

 

To calculate the chi-square statistic for the ciphertext above, we see the letter A 

appears 18 times. If it were English, we would expect it to appear 162*0.082 = 13.284 

times. Using this information we calculate the following: 

  

Then calculating the other 24 values, the result is tabulated in the following table: 

 

Table 3. Decryption key plaintext chi-square 

------------------------------------------------------------- 

0      AOLJHLZHYJPWOLYPZVULVMAOL ...    1634.09 

1      ZNKIGKYGXIOVNKXOYUTKULZNK ...    3441.13 

2      YMJHFJXFWHNUMJWNXTSJTKYMJ ...    2973.71 

3      XLIGEIWEVGMTLIVMWSRISJXLI ...    1551.67 

4      WKHFDHVDUFLSKHULVRQHRIWKH ...    1199.40 

5      VJGECGUCTEKRJGTKUQPGQHVJG ...    1466.62 

(3) 
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6      UIFDBFTBSDJQIFSJTPOFPGUIF ...    1782.26 

7      THECAESARCIPHERISONEOFTHE ...      33.67 

8      SGDBZDRZQBHOGDQHRNMDNESGD ...    1747.07 

9      RFCAYCQYPAGNFCPGQMLCMDRFC ...    1386.62 

10     QEBZXBPXOZFMEBOFPLKBLCQEB ...    3423.96 

11     PDAYWAOWNYELDANEOKJAKBPDA ...     809.38 

12     OCZXVZNVMXDKCZMDNJIZJAOCZ ...    4646.96 

13     NBYWUYMULWCJBYLCMIHYIZNBY ...     724.11 

14     MAXVTXLTKVBIAXKBLHGXHYMAX ...    2159.43 

15     LZWUSWKSJUAHZWJAKGFWGXLZW ...    1787.26 

16     KYVTRVJRITZGYVIZJFEVFWKYV ...    3527.17 

17     JXUSQUIQHSYFXUHYIEDUEVJXU ...    2967.66 

18     IWTRPTHPGRXEWTGXHDCTDUIWT ...    1368.70 

19     HVSQOSGOFQWDVSFWGCBSCTHVS ...     929.17 

20     GURPNRFNEPVCUREVFBARBSGUR ...     461.19 

21     FTQOMQEMDOUBTQDUEAZQARFTQ ...    4395.68 

22     ESPNLPDLCNTASPCTDZYPZQESP ...     703.43 

23     DROMKOCKBMSZROBSCYXOYPDRO ...    1226.79 

24     CQNLJNBJALRYQNARBXWNXOCQN ...    1817.85 

25     BPMKIMAIZKQXPMZQAWVMWNBPM ...    2939.16 

 

We can see from table 3 that the lowest chi-square value is when the key is 7, and the 

plaintext is obtained. It reads: “the caesar cipher is one of the earliest known and 

simplest ciphers it is a type of substitution cipher in which each letter in the plaintext 

is shifted a certain number of places down the alphabet” (spaces added).  

However, the lowest value may not always be the right key due to the varying 

amount of alphabets in the ciphertext. A short ciphertext would mean the distribution 

of alphabets may not be similar to English language. For example the sentence “the 

queue is fairly long” when encrypted with Caesar cipher with key 10 becomes “dro 

aeoeo sc pksbvi vyxq”. 

 When we applied the chi-square analysis on the first cipher, all the results are 

zero. This means that the first cipher has the same letter distribution as the English 

language; and no letters were substituted for another. This is consistent with the 

already known fact that the first cipher is a simple rearrangement of the plaintext. 

With this we know that the chi-square analysis is reliable to be used in further 

attempts at solving the Feynman cipher. 

3.6   Transposition Analysis 

Seeing as the first cipher was encrypted using a simple transposition cipher, we find it 

highly likely that the other two are also at least partly encrypted using transposition. 

 

A transposition cipher alters the plaintext by scrambling the order of the characters 

[9]. A certain algorithm is used to determine the new positions in the ciphertext. One 

example of this would be columnar transposition which was the technique used on the 

first Feynman cipher. 
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Transposition ciphers are different from other ciphers because only the order of the 

characters are changed, leaving the same alphabetical count (same number of As, Bs, 

etc) in the ciphertext. This renders frequency analysis and similar methods rather 

useless against a transposition cipher. By hiding patterns made by commonly used 

words, such as “the”, “and”, “be” in English language, it also makes the ciphertext 

more resistant to dictionary-based approaches. Hence solving a transposition cipher is 

usually a matter of trial and error. 

This also means that a ciphertext with peculiar results from frequency analysis 

(having ratios of letters far from the expected proportions) have not been encrypted 

solely using a transposition cipher, as transposition ciphers do not change the 

frequency of the letters. 

Some other examples include the following: [10] 

The Rail Fence cipher is a form of transposition cipher that is named after the way 

it converts plaintext into the ciphertext. In the rail fence cipher, the plaintext is written 

downwards on successive "rails" of an imaginary fence, then moving up when we 

reach the base. The message is then read off in rows. For example, we want to encrypt 

“WE ARE DISCOVERED. FLEE AT ONCE” by using three “rails”. The final result 

will look like this: 

 

W . . . E . . . C . . .   R . . .  L . . .  T  .  .  . E 

. E . R . D . S . O . E . E . F . E . A . O . C . 

. .  A  .  . . I  . . . V . . . D  .  . . E  .  . . N . . 

 

Which reads off: 

 

WECRL TEERD SOEEF EAOCA IVDEN 

 

Another example would be the route cipher. In a route cipher, we choose a route that 

we want to follow, and choose the characters from said route, until all characters are 

chosen. For example: 

 

W R I O R F E O E  

E E S V E L A N J  

A D C E D E T C X  

 

The key/command might be "spiral inwards clockwise, taking the top right as the 

starting point". The resulting ciphertext is: 

 

EJXCTEDECDAEWRIORFEONALEVSE 

 

Route ciphers have many more keys than rail fence ciphers because the key/command 

can literally be anything, while the rail fence cipher would be limited by the number 

of “rails” used.  

 

A columnar transposition was used in encrypting the first Feynman cipher. In a 

columnar transposition, we divide the plaintext into a number of columns and then 

proceed to scramble the columns. The columns are re-ordered according to the 
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alphabetical order of the characters in the key. The weakness of this transposition is 

that the key length is most of the time a factor of the number of columns of the 

ciphertext. For example, the following text is encypted using the key “TECPAS”. 

 

6  3  2  4  1  5 

W E A R E D  

I S C O V E  

R E D F L E  

E A T O N C  

E Q K J E U 

 

Providing five nulls (QKJEU) at the end. The ciphertext is then read off as: 

 

EVLNE ACDTK ESEAQ ROFOJ DEECU WIREE 

 

In the irregular case, the columns are not completed by nulls: 

 

6  3  2  4  1  5 

W E A R E D  

I S C O V E  

R E D F L E  

E A T O N C  

E  

 

This results in the following ciphertext: 

 

EVLNA CDTES EAROF ODEEC WIREE 

4   Second Feynman Cipher 

Extract of the second Feynman cipher: 

 

2. Harder 

XUKEXWSLZJUAXUNKIGWFSOZRAWURO 

RKXAOSLHROBXBTKCMUWDVPTFBLMKE 

FVWMUXTVTWUIDDJVZKBRMCWOIWYDX 

MLUFPVSHAGSVWUFWORCWUIDUJCNVT 

TBERTUNOJUZHVTWKORSVRZSVVFSQX 

OCMUWPYTRLGBMCYPOJCLRIYTVFCCM 

UWUFPOXCNMCIWMSKPXEDLYIQKDJWI 

WCJUMVRCJUMVRKXWURKPSEEIWZVXU 

LEIOETOOFWKBIUXPXUGOWLFPWUSCH (4) 
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4.1   Frequency Analysis on the Second Feynman Cipher 

Table 4.  Relative frequency of each letter of the second Feynman cipher. 
Letter Relative 

Frequency 
Letter Relative 

Frequency 
Letter Relative 

Frequency 
Letter Relative 

Frequency 

u 7.88% t 4.93% l 3.45% e 1.97% 

w 7.88% x 4.93% b 2.96% n 1.97% 

v 5.91% k 4.43% j 2.96% g 1.48% 

c 5.42% s 4.43% p 2.96% h 1.48% 

o 5.42% f 3.94% y 2.46% q 0.99% 

r 5.42% i 3.94% z 2.46%   

m 4.93% d 3.45% a 1.97%   

 

From table 4, we can see that the frequency analysis for the second Feynman cipher is 

very far from the frequency analysis of the usual English language as in figure 1. This 

is especially true with an abnormally high frequency of ‘w’ and ‘v’ and an abnormally 

low frequency of ‘e’. Therefore, we can conclude that this is a substitution cipher. We 

must now further analyze whether it is a mono-alphabetic or poly-alphabetic 

substitution. 

4.2   Index of Coincidence Analysis on the Second Feynman Cipher 

Using our program, we are able to obtain the index of coincidence of the second 

Feynman Cipher which turns out to be 0.045. As this values stray quite far from 0.067 

and closer to 0.038, we can conclude that the second Feynman cipher is encrypted 

using a poly-alphabetic cipher. Thus, we will now proceed to the analysis for poly-

alphabetic ciphers. 

 

4.3   Kasiski Analysis on the Second Feynman Cipher 

After analyzing the second Feynman cipher with our program, we found quite a few 

repetitions: 

 

XUKEXWSLZJUAXUNKIGWFSOZRAWURORKXAOSLHROBXBTKCMUW

DVPTFBLMKEFVWMUXTVTWUIDDJVZKBRMCWOIWYDXMLUFPVSHAGS

VWUFWORCWUIDUJCNVTTBERTUNOJUZHVTWKORSVRZSVVFSQXOCM

UWPYTRLGBMCYPOJCLRIYTVFCCMUWUFPOXCNMCIWMSKPXEDLYIQK

DJWIWCJUMVRCJUMVRKXWURKPSEEIWZVXULEIOETOOFWKBIUXPXU

GOWLFPWUSCH 

 

There were varying distances between the repetitions and the most likely greatest 

common divisor of all the distances is either 2 or 3. So, if the cipher is encypted (fully 

or even partly using a poly-alphabetic cipher), we estimate the length of the keyword 

used to be 2 or 3, leaving 26
2
 -1 and 26

3
 - 1 possibilities consecutively. 
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4.4   Chi-Square Analysis on the Second Feynman Cipher 

We will now apply the chi-square analysis on the second cipher with key lengths 3 as 

key length 2 is terribly short. The keywords that we obtained are “JQA”. We then 

tried to input the ciphertext again into the chi-square analysis program. By applying 

the chi-square analysis twice, the results became all zeros. This would mean that all 

the substitutions have been decrypted and we are ready to move further in solving this 

cipher. The alphabets in the three partitions now have the same distribution as in the 

English language but allocated wrongly.  

The final ciphertext of the second cipher: 

 

huboxnclqturhueuixgfjyzikwlboiuxryscrrflxsdktwunnvgdfsvmbofmgmlhtmdwlsdutvq

ubiwcnyinidowllppmchrqsmguwgoimwlsdltceftkleidueyjljhmdwbyrjfrqcvmpshhotwu

nzykblxlmtipftccbipdvwmcdewlppfhcewczgmjupoodciihudaginmjlwvimjlwviuxnerbz

svoinjvoelvsovdofpwblilhpoegfglwzwlccy 

5   Third Feynman Cipher 

Extract of the second Feynman cipher: 

 

3. New Message 

WURVFXGJYTHEIZXSQXOBGSV 

RUDOOJXATBKTARVIXPYTMYA 

BMVUFXPXKUJVPLSDVTGNGOS 

IGLWURPKFCVGELLRNNGLPYT 

FVTPXAJOSCWRODORWNWSICL 

FKEMOTGJYCRRAOJVNTODVMN 

SQIVICRBICRUDCSKXYPDMDR 

OJUZICRVFWXIFPXIVVIEPYT 

DOIAVRBOOXWRAKPSZXTZKVR 

OSWCRCFVEESOLWKTOBXAUXVB 

5.1   Frequency Analysis on the Third Feynman Cipher 

Table 5.  Relative frequency of each letter of the third Feynman cipher. 
Letter Relative 

Frequency 

Letter Relative 

Frequency 

Letter Relative 

Frequency 

Letter Relative 

Frequency 

V 7.80% c 4.30% k 3.50% n 2.60% 

O 7.40% p 4.30% u 3.50% m 2.20% 

R 7.40% w 3.90% b 3.00% z 1.70% 

X 6.50% a 3.50% j 3.00% q 0.90% 

I 5.20% d 3.50% l 3.00% h 0.40% 

T 5.20% f 3.50% y 3.00%   
S 4.80% g 3.50% e 2.60%   

(5) 
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From table 5, we can see that the frequency analysis for the third Feynman cipher is 

very different from the frequency analysis of the usual English language as in table 1. 

The distribution is not normal as ‘v’ and ‘x’ have high frequency while ‘e’ has a low 

frequency. Therefore, we can conclude that this is a substitution cipher. We must now 

further analyze whether it is a mono-alphabetic or poly-alphabetic substitution. 

5.2   Index of Coincidence Analysis on the Third Feynman Cipher 

For the third Feynman cipher, we found out using our program that it has an index of 

coincidence equaling 0.041. This value is again closer to 0.038 that indicates that it is 

a poly-alphabetic substitution rather than 0.067 of the English language. Therefore, 

we can conclude that the third Feynman cipher is a poly-alphabetic substitution cipher 

as well. Thus, we will now proceed to the analysis for poly-alphabetic ciphers. 

5.3   Kasiski Analysis on the Third Feynman Cipher 

After analyzing the third Feynman cipher we found only 2 repetitions of length 3( 

“pyt” and “icr”) and no repetitions with length 4 or greater. 

 

WURVFXGJYTHEIZXSQXOBGSVRUDOOJXATBKTARVIXPYTMYABMVUF

XPXKUJVPLSDVTGNGOSIGLWURPKFCVGELLRNNGLPYTFVTPXAJOSCW

RODORWNWSICLFKEMOTGJYCRRAOJVNTODVMNSQIVICRBICRUDCSKX

YPDMDROJUZICRVFWXIFPXIVVIEPYTDOIAVRBOOXWRAKPSZXTZKVRO

SWCRCFVEESOLWKTOBXAUXVB 

 

Thus from this, we obtain the greatest common divisor of the varying distance 

between repetitions to be 1 making the Kasiski method unhelpful for the analysis of 

this cipher. 

5.4   Chi-Square Analysis on the Third Feynman Cipher 

As the kasiski analysis bears no fruit, we will try to use the length of the cipher to 

deduce the key length. The length of the cipher is 231 and thus assuming that the 

multiply of the key length must fit in the length of the cipher, the possible key lengths 

are 3, 7 and 11. 

Applying the chi-square analysis on the third cipher with keylengths 3, 7, and 11, 

the keywords obtained are “KEO”, “OQXJCKK”, and “GTOOVADQCRI” 

respectively. We continued with length 3 as well, and input the ciphertext back into 

chi-square analysis program.  The results are similar to our attempts on the second 

cipher. The chi-square values became zeros. 

The final ciphertext of the third cipher: 
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sghrrncvoptuelnocnknwohhqpekvnwfrgfqnhytbopyowncrgvtbnggzrbboplpsdcaiesbsg

hlwvyhwaxbnzdcxfufvrfftmzkessdezahszmoushraayepszuohnmefhdpatrydocyrusnnyy

dkzoigjolpczdefgpeohrrmtuvljyrhyaboppeemlnnekjmnmaleptfpghhkemydsbhuaeehia

partmkthr 

6   Conclusion 

In both cases, using our methods, we are able to obtain a ciphertext which has a 

frequency close to that to English language. After we obtained the final ciphertext, we 

have further employed various methods in order to crack the cipher but to no avail. 

We have spent months since the beginning of this project but the cipher has proven to 

be harder than we had expected. It is of course a good step forward in obtaining the 

final ciphertext, although even we do not know whether it is the correct step forward 

in solving this cipher or not. Nevertheless, in the process, we have come up with a 

solver program and a methodology to solve any English cipher in general. Of course 

we are not naïve to believe that this method will be able to solve any code but it might 

be a good start in deciphering cipher as simple ciphers can be easily solved by our 

method.  

In conclusion, although we were unable to solve the Feynman ciphers at the end. 

We believe we had done a thorough and comprehensive examination and forwarded 

the cause in solving said cipher. We hope that our analysis can be of use to future 

cryptanalysts who endeavor to solve the Feynman ciphers. 
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Appendix A: Cipher Solver Program  

import sys 

import string 

import random 

 

prob = 

{'e':0.12702,'t':0.09056,'a':0.08167,'o':0.07507,'i':0.06

966,'n':0.06749,'s':0.06327,'h':0.06094,'r':0.05987,'d':0

.04253,'l':0.04025,'c':0.02782,'u':0.02758,'m':0.02406,'w

':0.02360,'f':0.02228,'g':0.02015,'y':0.01974,'p':0.01929

,'b':0.01492,'v':0.00978,'k':0.00772,'j':0.00153,'x':0.00

150,'q':0.00095,'z':0.00074} 

key = 0 

text = '' 

filename = raw_input('Enter input filename: ') 

 

def inputtext (): 

 global filename 

 global text 

 global key 

 key = 0 

 f = file(filename) 

 #print 'text before ' + text 

 text = '' 

 #print 'text cleared ' + text 

 for line in f: 

  text += line 

 for char in string.whitespace: 

  text = text.replace(char,'') 

 print 'The text is ' + text 

 f.close() 

 return 

  

def printtextbykey (text, k): 

 if (k == 0): 

  print text 

 else: 

  newtext = '' 

  counter = 0 

  for char in text: 

   counter += 1 

   newtext += char 
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   if (counter % k == 0): 

    newtext += ' ' 

  print newtext 

 return 

  

def printngramfreq (text, n, keylength = 1): 

 splittext = text.splitlines() 

 for x in range (0, keylength): 

  dict = {} 

  for line in splittext: 

   newline = '' 

   for y in range (0, len(line)): 

    if ((y % keylength ) == x ): 

     newline += line[y] 

      

   for i in range (0, len(newline)-n+1): 

    ngram = '' 

    for j in range (0, n): 

     ngram += newline[i+j] 

    if not ngram in dict.keys(): 

     dict[ngram]=1 

    else: 

     dict[ngram]+=1 

   #print 'The line and newline is ' + 

line + newline 

   

  print 'The ' + str(x+1) +'th' 

  for key, value in dict.items(): 

   print key + '\t' + str(value) 

  print ' ' 

 return 

 

def swap (n=0): 

 a = raw_input('The first letter to be swapped: ') 

 b = raw_input('The second one: ') 

 global text 

 global key 

 textinlist = text.split() 

 counter = 0 

 if (n == 0): 

  text = text.replace(a,'*') 

  text = text.replace(b,a) 

  text = text.replace('*',b) 

  

 ''' 

 else: 

  for char in text: 

   counter += 1 
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   if (counter % key == n): 

    if (char == a): 

     textinlist[counter-1] = b 

    elif (char == b): 

     textinlist[counter-1] = a 

    ##if a replace with b 

    ##elif b replace with a 

  text = ''.join(textinlist) 

 ''' 

  

 print 'current text is: ' 

 printtextbykey(text, key) 

 return 

 

def calcoindex(t): 

 t = t.upper() 

 ans = 0.0 

 for char in string.uppercase: 

  ans += 1.0 * t.count(char) * (t.count(char) - 

1) / (len(t)*(len(t)-1)) 

 return ans 

 

def rotate(t,n): 

 newt = '' 

 for char in t: 

  char = chr( ( (ord(char) + n ) - 19 ) % 26 + 

97) 

  newt += char 

 return newt 

  

def chi2anal(t): 

 global prob 

 t = t.lower() 

 lowestans = sys.float_info 

 lowesti = 0 

  

 for i in range (0,26): 

  newt = '' 

  for char in t: 

   for j in range (0,i): 

    char = chr( ( (ord(char)-1) - 19 ) 

% 26 + 97 ) 

   newt += char 

  ans = 0.0 

  for char in string.lowercase: 

   ans += (1.0*newt.count(char)-

prob[char]*len(newt))*(1.0*newt.count(char)-

prob[char]*len(newt))/(1.0*prob[char]*len(newt)) 
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  if (lowestans > ans): 

   lowestans = ans 

   lowesti = i 

  

 return lowesti 

  

def menu(): 

 print '' 

 print 'Type 0 to reset the input text' 

 print 'Type 1 to print text (in blocks, depending 

on proposed key length)' 

 print 'Type 2 to print frequency analysis' 

 print 'Type 3 to swap letters' 

 print 'Type 4 to calculate coincidence index' 

 print 'Type 5 to print chi-square analysis' 

 print 'Type 6 to exit' 

 ans = int (raw_input()) 

 global text 

 if ans == 0: 

  inputtext () 

  return False 

 if ans == 1: 

  print 'Proposed key length?' 

  k = int (raw_input()) 

  print '' 

  printtextbykey(text, k) 

  global key 

  key = k 

  return False 

 if ans == 2: 

  print 'We will perform an n-gram analysis 

with proposed keylength k. Type in k and n:' 

  k = int (raw_input()) 

  n = int (raw_input()) 

  print '' 

  printngramfreq (text, n, k) 

  return False 

 if ans == 3: 

  #print 'Type 0 to swap all occurences, or 

only those belonging to the partition n corresponding to 

the nth letter of the key (n must be smaller or equal 

than key length)' 

  #n = int (raw_input()) 

  swap() 

  return False 

 print '\n' 

 if ans == 4: 

  print 'Proposed keylength?' 
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  k = int (raw_input()) 

  for i in range (0,k): 

   newtext = '' 

   counter = 0 

   for char in text: 

    if (counter % k == i % k): 

     newtext += char 

    counter += 1 

   print 'Coincidence index for ' + 

(str(i+1)) + 'th partition is ' + 

str(calcoindex(newtext)) 

  return False 

 if ans == 5: 

  print 'Proposed keylength?' 

  k = int (raw_input()) 

  listofchar = ['a']*len(text) 

  for i in range (0,k): 

   newtext = '' 

   counter = 0 

   for char in text:    

    if (counter % k == i % k): 

     newtext += char 

    counter += 1 

   print 'Lowest Chi-Square value for ' + 

(str(i+1)) + 'th partition uses key of ' + 

str(chi2anal(newtext)) 

   temppart = rotate(newtext, -

1*chi2anal(newtext)) 

   print 'tempart ' + temppart 

   counter2 = 0 

   for char in temppart: 

    listofchar[counter2*k+i]=char 

    counter2 += 1 

  ans = ''.join(listofchar) 

  print 'After rotating each partition with the 

predicted key with chi-square analysis, the ans is ' + 

ans 

  text = ans 

  return False 

 if ans == 6: 

  return True 

  

 

 

inputtext () 

 

exit = False 

while not exit: 
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 exit = menu() 

raw_input() 
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CS2107 Group Project:  

Shedding Light on Kryptos K4 
 

Chew Sin Kiat, Ng Eng Chang 
 
 

 
Abstract. K4, which is the last unsolved segment of the Kryptos 
sculpture, has captured the attention of many amateur and professional 
cryptanalysts since its unveiling. However, its solution has eluded the 
minds of every single person attempting to solve it so far. In our attempt 
to solve K4, cryptanalysis was performed, including frequency analysis 
and index of coincidence. We then attempted a known plaintext attack 
based on the clue revealed by the creator of Kryptos, Jim Sanborn, in 
November 2010. 

 

1. Introduction 
This report examines Kryptos, a sculpture located on the grounds of the distinguished CIA 
headquarters in Langley, Virginia. It was installed back in 1990 by Jim Sanborn, an American 
sculptor. Kryptos, derived from the Greek word of “hidden”, contains 869 characters in total. 
Besides 4 question marks, all other 865 characters are made up of the standard 26 Latin 
alphabets. 
 
The famous sculpture is split into 2 halves, the first containing a 4 part independent series of 
encrypted messages, commonly referred to as [K1 – K4]. Hitherto, the first 3 messages have 
been decrypted, leaving K4 the as the remaining unsolved mystery.  The other half of the 
sculpture contains a Vigenère encryption tableau, used for both encryption and decryption of 
polyalphabetic substituted ciphertext. (Appendix A) 

 
1.1. Objective 
Our main goal is to identify possible solutions to decrypt K4. This paper conducts an in-depth 
analysis of K4 while investigating the solutions behind [K1 - K3], in the hope of drawing 
relevant references and clues that may assist us in solving K4. 
 
Kryptos has been around for over two decades and much information has been documented. 
Thus in addition to conducting our own analysis, we will also consider the work of other 
crypto-analysts as well as hints given to us by Jim Sanborn himself. 
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2. Preliminary Analysis of K4 

Fig 1: Orignical K4 Ciphertext. (Source: http://www.sfu.ca/) 
 
The ciphertext of K4 begins after the question mark at the end of K3. It has a total of just 97 
characters, the second lowest among the 4 ciphertext, just after K1 which has only 64 
characters.  
 
Some cryptanalysts believe that the question mark right before the first alphabet belongs to 
K4. However we rebuff that theory and will use the 97 characters as the basis for all further 
discussions in this paper. There are 2 main reasons why we will be including the question 
mark in our analysis. First, the decrypted text of K3 ends with a question, thus the question 
mark should rightly belong to K3. The second reason requires us to investigate other question 
marks left in Kryptos. As it turns out, the remaining 3 question marks are in K2 and play no 
active role towards the determination of K2’s solution. (Nicole Friedrich, 2013) This 
reasoning affirms our decision to exclude the question mark from our investigation.  
 
Due to the lack of advancements in solving Kryptos, some doubters have also raised the 
possibility that K4 does not decipher into English text. We rebuff this possibility as well since 
going by the trend of [K1 – K3] where they all are decrypted to English text, K4 seems likely 
to follow suit. Besides, our team is more equipped to tackle on that basis as we are proficient 
in English. Considering other language possibilities will just side track our progress. 
 

3. Analysis for K1 to K3 
As mentioned earlier in this paper, [K1 – K3] has been solved and verified by the creator. The 
following segments document the solution for them in the hope that we can find similarities or 
patterns that may shed some light about the mystery of K4. 
 
3.1. K1’s Solution 

 
Fig 1: Original K1 Ciphertext (Source: 
http://www.wired.com/images/article/magazine/1705/ff_kryptos3_f.jpg) 

 

K1 contains 63 alphabets, which is the shortest length among the 4 parts of ciphertext. Its 
solution requires the use of the Vigenère tableau (Appendix A) with the keyword 
“PALIMPSEST”. Since the keyword contains 10 letters, we will split the ciphertext into 
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strings of 10 characters each. We will get 7 strings, the first being “EMUFPHZLRF” and the 
last string would just contain 3 characters “MFD”. Then we will use the tableau and do the 
necessary substitution.  
 

 
Fig 2: Solution for K1 (Source: http://math.ucsd.edu/~crypto/Projects/KarlWang/index2.html) 

 

To illustrate this we will use the tableau above, which has already been adjusted to reflect the 
keywords. In order to decrypt the first alphabet, we will move down the first row to find ‘A’ 
and then move up the column to get ‘B’ which is the first alphabet of the plaintext. We do this 
for all 7 strings to retrieve the plaintext: 

“Between subtle shading and the absence of light lies the nuance of iqlusion” 
One learning point from this is that spaces between words, uppercases and lowercases have no 
impact on encryption and decryption. There is also a spelling error in the word “iqlusion”. We 
would later learn that the mistake was intentional and this will be discuss in a later part of this 
paper. The plaintext is a passage written by Sanborn himself, who tried to make it sound 
“sound good and be inscrutable enough to be interesting”. 
 
3.2. K2’s Solution 

Fig 4: K2 Solution (Source: http://www.wired.com/images/article/magazine/1705/ff_kryptos3_f.jpg) 

 
K2 contains 393 characters, which is the most among the 4 segments of Kryptos. Its solution 
is very similar to K1 with a key difference being keyword, which is “ABSCISSA” this time 
round. Since the keyword contains 8 characters, we will split K2 into strings of length 8 
before applying the Vigenère encryption tableau. K2 decrypts to give us the following:  
 

“It was totally invisible Hows that possible?  
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They used the Earths magnetic field X  
The information was gathered and transmitted undergruund to an unknown location X  
Does Langley know about this?  
They should Its buried out there somewhere X  
Who knows the exact location?  
Only WW This was his last message X  
Thirty eight degrees fifty seven minutes six point five seconds north Seventy seven 
degrees eight minutes forty  
four seconds west  
ID by rows” 
 

Once again we notice a spelling error in the word “underground” which is really meant to be 
“underground’. Alphabet ‘X’ and the 3 question marks signify the end of sentences. In 
addition on April 19th 2006, Sanborn went through his notes and realised that the 
aforementioned much publicised answer is in fact incorrect. He had omitted an X in the 
plaintext after the word “west” (equivalent to the alphabet “S” in ciphertext). With that 
revelation, the last line of the plaintext has been replaced from 
 

“ID by rows” 
to 
“X Layer Two” 
 

Even Sanborn himself was surprised that the omission still resulted in logical text after 
decryption. (John B. Wilson, 2012) 
 
3.3. K3’s Solution 

Fig 5:K3 Solution (Source: http://www.wired.com/images/article/magazine/1705/ff_kryptos3_f.jpg) 
 

K3’s solution differs greatly from K1 and K2. For one, frequency analysis done on K3 reveals 
that its letter frequency is similar to English. This forms the basis of solutions for K3, as we 
can infer that substitution techniques are less likely to be employed than transposition 
techniques. As it turns out, the encryption is based on a 2 part transposition technique, namely 
Route Transposition followed by Keyed Columnar Transposition with the key “KRYPTOS” 
(University of California, 2013). Using modular transposition a pair of grid sizes or 28x12 and 
21x16 will also give us the same result. Refer to Appendix B for more information of the 
second encryption technique.  
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There are multiple decryption techniques that can be used to attain the same end product. One 
of which is simply to count off every 192 letter, including the 192nd letter itself. Another 
method involves double rotational transposition. This is accomplished by filling the ciphertext 
in a 24 x 14 grid and rotate it 90 degrees to the right. Next we change the grid’s column width 
to 8 and rotate again. Another popular approach is the row-column transposition decryption 
technique using the key Kryptos. The following is the result obtained from the above 
decryption techniques:  

 
“Slowly, desparatly slowly, the remains of passage debris that encumbered the lower part of 

the doorway was removed. 
With trembling hands I made a tiny breach in the upper lefthand corner and then widening the 

hole a little I inserted the candle and peered in. 
The hot air escaping from the chamber caused the flame to flicker but presently details of the 

room within emerged from the mist X can you see anything Q?” 
 

For the third time in a row, there is yet another spelling error in the plaintext. “Desparatly” is 
meant to be ‘desperately” and the passage is an excerpt from a book by Howard Carter, “The 
Tomb of Tutankhamun”. 
 

4. Frequency Analysis 
Frequency analysis is the study of the frequency of letters or groups of letters in ciphertexts. It 
is usually one of the most common tools employed early in cryptanalysis processes.  
Frequency analysis is often used to break classical ciphers. Therefore, in a bid to understand 
more about K4, various forms of frequency analysis were performed on it. 

 
4.1. Letter Frequency 
 
Methodology 
A standard letter frequency was performed early in our research, as part of our initial attempt 
to learn more aboutK4. 
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Findings

Fig 6: Letter Frequencies of K4 (The green line shows the frequencies in terms of number of occurrences 
and the columns depict the letter frequencies in percentages) 
 
As can be seen, the letter ‘K’ occurs 8 times and is the most common, followed by ‘S’, ‘T’, 
‘U’ with 6 each. As the letter frequencies differ from that of the English language, it is 
immediately apparent that some form substitution or transposition cipher, possibly a 
combination of both, was used. 
 

 
Fig 7: Letter Frequency Analysis of K4 arranged in decreasing frequency of occurrence 
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A descending staircase is obtained by plotting the letters according to descending order of 
frequency, seen above in Fig 7. This phenomenon is common among letter frequency 
analyses. It may be interesting to note that there are 7 levels of frequency, which is the number 
of letters in “Kryptos”. Many have considered the possible importance of “Kryptos” as a 
keyword. However, there seems to be no association here as far as we can see. The closest 
thing to an association would be that the letters in “Kryptos” is almost completely spread out 
among the frequency levels, except for ‘S’ and ‘T’ which both occurred 6 times. 

 
Recent studies indicate that letter frequencies vary between authors and even different kinds 
of text within the English language, such as between fiction work and religious writings1. 
Thus, we also conducted a letter frequency analysis on the longest work written by Sanborn, 
which is the decrypted plaintext of K2, shown below in Fig 8. Sanborn’s letter frequency 
mostly resembles that of the English language, with the exception of ‘W’ replacing ‘U’ in the 
twelve most common letters used. We are unable to get a conclusive result from this, as the 
usefulness of the letter frequency of K4 is limited by the small amount of ciphertext available. 
 

Fig 8: Letter Frequency of K1 Plaintext 
 

4.2. Randomly Generated Strings 
Noting that a group from a previous semester actually compared Kryptos K4 with randomly 
generated strings, we performed something similar with a different end in mind. We wanted to 
analyse how K4 compared to other random strings in order to find out how “random” is the 
K4 ciphertext. Hence instead of going into other kinds of frequency analysis after conducting 
letter frequency analysis, we instead conducted testing to compare K4 to randomly generated 
strings to find out how well formed is the K4 cipher.2 
 
                                                           
1 http://letterfrequency.org/ 
2 Random strings were generated using the Random String Generator on http://textmechanic.com/Random-String-
Generator.html 
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Methodology 
We compared the level frequency of K4 compared to that of randomly generated strings 
(Appendix C). Comparisons were made with strings of different lengths, in equal parts 
containing slightly less characters than K4, containing the same number of characters and 
having slightly more characters than K4. 
 
Findings 
Comparing the average frequency levels for strings of same lengths across all cases, it can be 
easily seen that the levels of frequency increases with longer string lengths. The level of 
frequency of K4 is however slightly higher than the average (7 compared to 6.75) compared to 
randomly generated strings of the same length.  
 
What we found more interesting, however, was that out of all test cases, there were only 2 test 
cases where all 26 letters of the alphabet appeared in the random string generated. This 
implies that K4 is made up of proper text instead of being just a random string. Hence, we can 
conclude that the encryption technique used for encrypting K4 is not just any simple one, 
since the resulting ciphertext produces results comparable to randomly generated strings under 
analysis. Of course, the fact that K4 contains only 97 characters could have contributed to the 
strength of K4 in this aspect as well. Hence our results are inconclusive in determining the 
complexity of the K4 cipher. 
 
It is also important to note that without extensive testing, we cannot verify the accuracy of the 
observations made from our testing. Therefore it might be entirely possible that K4 is not 
comparable to random strings at all if a larger number of test cases are used. However, we 
believe that additional testing will not serve much purpose; hence we will not be making 
further evaluations down this front. 
 
4.3. Digraph and Tri-graph Analysis 
Another common frequency analysis performed on ciphers is to find out the frequency 
distribution of di-graphs and tri-graphs. Usually, larger ciphertexts are needed to observe 
digraphic and trigraphic patterns. However, on the off chance that we may observe some 
patterns, we still went ahead and tried it out. 
 
Findings 
Counting by hand, there were only four repeated digraphs and no repeated trigraphs at all. We 
also counted that there were six repeated letter pairs, such as “SS”. As expected, the results 
proved inconclusive as four repeated digraphs do not give us much to analyse. Once again, the 
small amount of ciphertext in K4 serves as an effective way of preventing proper frequency 
analysis of it.  
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5. Index of Coincidence 
The Index of Coincidence was developed by William Friedman in 1920 as a statistical tool to 
analyse a ciphertext. It measures how similar is the frequency distribution to the uniform 
distribution. This is especially useful in identifying ciphertext encrypted by substitution 
cipher, as the index of coincidence remains unchanged despite the encryption. The formula is 
given as follows: 
 

 
 
To understand the formula, we first look at the numerator. For each alphabet, its frequency f is 
multiplied by f-1. The summation of the 26 values gives us the numerator. We then take this 
value and divide it by N(N-1), where N is the number of alphabets in the sample.  

 
5.1. Plaintext English & Monoalphabetic Cipher 
 

Fig 9: Frequency distribution of English alphabets (Source: Henry Beker, Fred Piper, 1983) 
 
Fig 9 illustrates the frequency table of English. Using the frequencies of each alphabet, the 
probability of having 2 letters that are the same is the summation of the probability of  

IC = aa + bb + …. + zz 
For instance the probability of getting “aa” is 0.082 x 0.082. This gives us an approximate 
value of index of coincidence I≈0.065601 for plaintext English. If the cipher is 
monoalphabetic, the resulting index of coincidence should also be close to 0.066, since a 
monoalphabetic cipher is just the permutation of the 26 alphabets in the English language. 
 
5.2. Polyalphabetic Cipher 
However, the index of coincidence value we are more concerned about for Kryptos is the one 
for polyalphabetic ciphers. In a polyalphabetic cipher that uses a large number of alphabets, 
the frequencies of the each letter is assumed to be more or less uniformed. Similarly, to attain 
the index of coincidence for a polyalphabetic cipher, we add up the probability of having aa  + 
bb + …. + zz. Since the alphabets’ frequencies are similar,  

IC= (1/26 x 1/26) x 26 ≈ 0.03846 
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5.3. K4’s Index of Coincidence 
In order to calculate the index of coincidence, we can utilise Fig 6, which shows the letter 
frequency of K4. For each value n, we multiply by n-1. 
  

A B C D E F G H I 
4x3=12 5x4=20 2x1=2 3x2=6 2x1=2 4x3=12 4x3=12 2x1=2 4x3=12 
 

J K L M N O P Q R 
3x2=6 8x7=56 4x3=12 1x0=0 3x2=6 5x4=20 3x2=6 4x3=12 4x3=12 

 
S T U V W X Y Z Total 

6x5=30 6x5=30 6x5=30 2x1=2 5x4=20 2x1=2 1x0=0 4x3=12 336 
 
Total number of letters n = 97, 

IC = 336 / (97 x 96) = 0.0361 
Assuming that the plaintext is English, we can draw a conclusion from our calculation above. 
The Index of Coincidence for K4 is 0.0361, pointing towards the usage of a polyalphabetic 
cipher with complex ciphers or a combination of multiple ciphers, as the value is very close to 
0.038.  
 
The IC we have been using is known as the kappa-plaintext IC, where the value is not 
normalised. If we normalised the value to the uniform distribution of English alphabets, we 
will get kappa-random IC, 
           ICkappa-random = 0.0361/ 0.03846 = 0.939 
The value indicates a very strong possibility of polyalphabetic cipher being used as the value 
is very close to 1. From the solution in K1 and K2, we can expect the Vigenère encryption 
tableau to come into play. 
 
5.4. Finding Key Length 
In this section, we will attempt to determine the key length used in the Vigenère cipher. In 
order to do that, we will have to make use of index of coincidence again. First we assume the 
keyword has a length of 2, then we split the cipher in 2 separate strings and calculate their 
average IC. We can do this up to a period of 20 length as the probability of having a key 
longer than that falls greatly. In fact, the keyword length for K1 and K2 is only 10 and 8 
respectively.  
 
Original ciphertext: 
OBKRUOXOGHULBSOL……GKUHUAUEKCAR 

IC = 0.0361 
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IC of varying Keyword length 

IC of varying Keyword length

If keyword length = 2, 

Sequence 1: O K U X G U B O…… E C R IC= 0.0321 
Sequence 2:  B R O O H L S L …...U K A IC = 0.0381 

 
Thus, IC[mod 2] = (0.0321 + 0.0381) / 2 = 0.0352 

With that in mind, we proceed on to calculate the rest of the IC until IC[mod 20]. The figure 
below illustrates the findings of our calculation.  

 
 
 

 

Fig 10. IC of varying Keyword Lengths 
 
What we are looking out for is an obvious increase in IC, which indicates that the particular 
keyword length has a high possibility of matching the actual keyword length. However from 
the results obtained, we are unable to conclusively obtain the keyword length. Despite that we 
can still make certain estimates about the actual keyword length.  
The IC for keyword length 7, 10, 11 and 14 are found to be highest, attempts to decrypt the 
cipher should be directed towards this area first. Conversely the IC of mod 12 and 13 are 
particularly low. Brute force decryption attempts usually face resource constraints and they 
can possibly disregard keyword of those sizes. 
 

IC 0.0361 
IC[mod 2] 0.0352 
IC[mod 3] 0.0297 
IC[mod 4] 0.0335 
IC[mod 5] 0.0410 
IC[mod 6] 0.0306 
IC[mod 7] 0.0476 
IC[mod 8] 0.0265 
IC[mod 9] 0.0296 
IC[mod 10] 0.0528 
IC[mod 11] 0.0520 
IC[mod 12] 0.0238 
IC[mod 13] 0.0256 
IC[mod 14] 0.0477 
IC[mod 15] 0.0444 
IC[mod 16] 0.0357 
IC[mod 17] 0.0392 
IC[mod 18] 0.0296 
IC[mod 19] 0.0351 
IC[mod 20] 0.040 
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6. Consolidation of Clues  
Over the years, many clues related to K4 have been uncovered. Most of these clues are 
discovered or speculated by the public. However we will also see that some of them are 
released the Sanborn himself. This segment will look at each of these clues and assess their 
value in solving K4.  
 
6.1. Spelling Errors 
As seen from our analysis of the solution for [K1 – K3], there has been consistently one 
spelling error per section. Sanborn has publicly admitted that the errors in K1 and K2 were 
deliberate, and “their orientation or position” is important. However he declined to comment 
on if the misspelling in K3 is also intentional.  
 
In K3, “desperately” is wrongly spelt as “desparatly”. Since the solution involves 
transposition decryption, the difference in number of characters would have an adverse impact 
in the result.  This leaves us to wonder if it is an intentional mistake that might be related or 
K4, or is Sanborn simply embarrassed to admit that the mistake would have render the cipher 
flawed. 
 
6.2. Berlin 
On the 20th anniversary of Kryptos, Sanborn release the plaintext for 6 of the 97 letters of K4. 
The six letters of the ciphertext on position 64 to 69, “NYPVTT”, are revealed to be 
“BERLIN”. This provides a way for crackers to validate their answers.  
Sanborn also conceded that the clue is significant and would “globalize” the sculpture. This 
led people to wonder if the keyword is related to Berlin. Some even wonder if K4’s secret is 
hidden within the 3 slabs of Berlin Wall on the CIA grounds. However we believe this to be a 
far-fetched idea since the slabs were not on the CIA compound when Kryptos was 
constructed. 
 
6.3. Alignment 
Three letters in K3, “YAR”, are unaligned. They are slightly above the rest of the letters along 
the same line. However K3 was solved without taking into account of the misalignment. This 
led cryptanalyst to wonder if it is yet another clue for K4, especially since Sanborn described 
the misalignment to be “important”.  
 
6.4. Masking 
Based on interviews conducted with Ed Scheidt, Sanborn crypto-teacher, K4’s encryption is 
done in more than one step. A mask is applied to obfuscate the enciphered message before 
being encrypted again. This explains our generalised index of coincidence result, which is 
close to 1. 
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7. Attempt to Solve Using Known Plaintext Attack - Hill Cipher 
In November 2010, the New York Times published clues from Sanborn, who seemed to be 
getting frustrated that his code was taking so long to crack . A clue to part of the K4 cipher 
was given, in the form of the deciphered plaintext of the 64th to 69th characters of the 
ciphertext. The characters “NYPVTT” was thus revealed to be “BERLIN”. Given that part of 
the corresponding plaintext is known, we thought that a hill cipher may have been used and 
decided to attempt a known plaintext attack on that assumption. 
 
7.1. Our Methodology 
Our idea was to first arrange the plaintext in matrices. From there, we tried to find the key 
which is the matrix (mod 26) used to encrypt the plaintext into ciphertext. Specifically, we 
believed that the letters of the alphabet were assigned numbers to be used during the 
encryption of n2 plaintext(numbers 1-26 were used in our attempts), where n is the size of the 
n x n plaintext matrix. The ciphertext is obtained by multiplying the key matrix with the 
plaintext matrix. 
  [Key Matrix]mod 26[Plaintext] = [Ciphertext] 
Therefore, by multiplying the ciphertext matrix [Ciphertext] with the inverse of the plaintext 
matrix [Plaintext]-1, we should be able to discover the key matrix used to encrypt the 
plaintext.  
  [Ciphertext][Plaintext]-1 = [Key Matrix]mod 26 
Using the then obtained key, we apply the inverse key matrix to try and get the plaintext from 
other parts of the cipher. 
  [Key Matrix]-1mod 26 [Ciphertext] = [plaintext] 
 
7.2. Our Findings 
Since only 6 letters of plaintext were revealed, we were unable to form proper n x n matrices 
from it. Hence, we had to experiment with 2x2 matrices formed from the 6 characters of 
plaintext as well as the corresponding ciphertext. This means that we cannot be sure that the 
order of both plaintext and cipher text in the 2x2 matrices which we are using is definitely 
correct.  
 
As there are too many ways to rearrange the letters in both the know plaintext and known 
ciphertext, we were unable to conduct exhaustive testing on this end. Perhaps, given 3 more 
characters of the corresponding plaintext and ciphertext, we will be able to solve the problem, 
as 3x3 matrices can be formed from 9 characters, reducing the number of possible 
permutations. The fact that there could be multiple layers of encryption needs to be taken into 
consideration as well. Hence, using the available known plaintext, we are still unable to find 
anything using the Hill cipher.  
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8. Challenges 
Given the amount of collective effort put into decrypting K4, it comes as a surprise that it has 
not been solved in more than twenty years. We have identified some challenges that have 
contributed to this. 
 
8.1. Multiple Layers of Simple Ciphers 
In total, there could be as many as five to six layers of encryption of K4, as Sanborn has 
previously mentioned that the same number of cryptographic techniques had been used to 
encrypt the whole of Kryptos . 
 
We feel that there are probably only two, or at most three, layers of encryption, even taking 
into consideration the supposed clues that can be derived from K1 to K3. This is based on the 
fact that Sanborn himself seemed to be surprised that the decryption of K4 has taken so long, 
leading to him releasing the clue in Nov 2010. The fact that he thought revealing six 
characters of plaintext was big enough a clue to help solve the remainder of K4 also suggests 
the simplicity of the cipher used.  
 
It is almost a certainty that multiple encryption techniques were used, since out of the revealed 
six characters, the two ‘T’s in the ciphertext actually translate to ‘I’ and ‘N’. It is highly 
possible that a polyalphabetic substitution cipher is part of the encryption. This can be backed 
by the results of our letter frequency analysis, where the letter frequencies do not match that of 
the English language.  
 
We feel that the use of multiple, albeit simple, encryption techniques on the plaintext may 
have added to the complexity of the cipher, making it far harder to solve than Sanborn initially 
intended. The key to solving K4 then lies in identifying the various encryption techniques 
used. 
 
8.2. Previous Clues 
There are also apparently many clues to K4, from the keyword “Kryptos” to the clues 
provided from solving K1 to K3. However, we do not know how these clues are used. 
Overestimating their value or placing too large an emphasis on the part they play in solving 
K4 can therefore have be detrimental to solving K4 instead. The challenge here will be to 
identify how each of the clues play a part in solving K4. 
 
8.3. Amount of Ciphertext 
As mentioned multiple times in this paper, attempts to analyse or solve K4 have been severely 
limited by the amount of ciphertext given. Frequency analysis did not provide any conclusive 
clues in any way, except to confirm that some sort of substitution cipher was used.  
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In addition, the revealed six characters have also not been of much help in solving K4, 
especially in our attempt to do a known plaintext attack, where we were limited by the fact 
that only six characters were known. 
 
The limited amount of ciphertext thus contributes to the overall strength of the K4 cipher, 
making it harder to solve. 

 

9. Conclusion 

Throughout the course of analysing and trying to solve K4, we have learnt plenty about 
different cryptographic applications. Even though we failed to make any head way in 
deciphering K4 in the end, it was fun trying doing all the analysis and trying out the 
applications of different cryptographic techniques. Despite K4 resisting all attempts from 
professional and leisure crytpanalysts to solve it, we still feel that the K4 is in fact not a 
complex cipher, simply a well thought out one which seems to have eluded the best of minds. 
We welcome readers to share any thoughts on our paper, if any.  Hopefully, our paper can 
shed some light K4 and its complexities, and will inspire and guide readers in their efforts to 
decipher it. 
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Appendix A - Entire Kryptos Tableau 

 
 (Source: http://www.wired.com/images/article/magazine/1705/ff_kryptos3_f.jpg) 

 

Appendix B – Solution for K3 

Encryption of K3 (Frank Corr, 2006) 

Step 1: Fill up 21 x 16 grid with the plaintext. 

 

Step 2: Text is extracted from step 1 by column, starting from the top and beginning from 
column 21. The text is then directly used to fill up this 28 x 12 grid. 
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Step 3: Finally we repeat a similar process just like in step 2. Removing the text from column 
28 to get the ciphertext. 
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Appendix C – Comparisons of K4 to Random Generated Strings 
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Applying PKI Mechanism to 
Copy Protection of Software 

Applications 
 
Sudarsan Gopalaswami Padmanabhan, Akaash Gupta, Aravindhan 

Duraisamy, Shubham Kaushal 

 

Abstract. This paper proposes a new intuitive mechanism based on the existing 
mechanisms, PKI (Public Key Infrastructure) and CA (Certification Authority), 
which ensure copy protection of upcoming software provided by any 
participating software manufacturer. The paper also includes a detailed 
explanation of our proposed mechanism, the policies that need to be followed, 
and finally its assurances and incentives. Finally, it ends with a practical aspect 
where some parts of our proposed mechanism are implemented. 

 
 

1  Introduction 

Our proposal intends to introduce a system based on PKI (as the underlying 
infrastructure) that will help in copy protection of new softwares. Effort has been 
made to incorporate design principles (Salzer and Schroeder) in our proposal. The 
proposed system draws upon certain aspects of Java MIDlets, which used the Mobile 
Information Device Profile (MIDP) of the Connected Limited Device Configuration 
(CLDC) for the Java ME environment. A brief description of the JAVA MIDlet 
system has been covered in section 2 of this paper. 
 
The proposed solution for protecting copyrights softwares requires a number of 
conditions to be met, in order to be successful. The conditions, or assumptions are 
listed as follows: 
 

1. In addition to roles of the Software Manufacturer, Consumer and the 
Operating System (OS) in the Software industry, another key player, a 
Certifying Authority (CA), is to be added. 

2. After a manufacturer is ready to roll out a software application, it is to 
approach the CA to get its software certified. Once the software application 
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is certified, the manufacturer can then distribute the certified software 
package to its buyers 

3. On the OS end, a radical change has to be made in the way software 
applications are run. All executable software applications are to be identified 
with a new “certified extension” and only applications with this extension 
are to be allowed to run. 
 

2 Background Knowledge: A review of JAVA MIDlets. 

A MIDlet is built for resource limited devices, such as pagers, personal digital 
assistants (PDA) and phones. As cell phones increased in popularity, MIDlets became 
more closely associated with games on mobile phones. 
 
A MIDlet is normally deployed as a suite composed of a Java Archive (.jar) file and a 
Java Application Descriptor (.jad) file. For security reasons, a MIDlet cannot modify 
itself or the runtime environment and cannot escape the runtime environment 
(Retrieved from http://www.techopedia.com/definition/116/midlet). 
 
The MIDP 2.0 (used by JAVA MIDlets) specification also includes a recommended 
practice for using public key cryptography to verify and authenticate MIDlet suites. 
The general process to create a cryptographically signed MIDlet suite is as follows: 
 

1. The MIDlet author, probably a software company, buys a signing key pair 
from a certificate authority (the CA). 

2. The author attaches his signature on the MIDlet with the signing key pair and 
distributes their certificate, which has been provided by the CA, with the 
MIDlet. 

3. When the MIDlet suite is installed on the emulator or on a device, the 
implementation verifies the author’s certificate using its own copy of the 
CA’s root certificate. Then it uses the author’s certificate to verify the 
signature on the MIDlet suite. 

4. After verification, the mobile device/emulator installs the MIDlet into the 
security domain that is associated with the CA’s root certificate. Each 
security domain grants the MIDlet different zones of permissions within the 
device. 
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3 The Proposed Mechanism: 

 
The proposed system, which draws from certain aspects of the MIDlet security system 
is described in this section. For the purpose of a better understanding, a few 
terminologies and the participating actors in the proposed system are explained as 
follows: 
 
 

● A Software to be copyright-protected: 
We propose to introduce a new type of executable files instead of, for example, the 
traditional .exe or the .msi on Windows OS, which would be scraped once the new 
type is widespread in the industry. For the scope of this project, let us call this 
extension .certexe (certified exe), which will be purportedly used on Windows OS. 
Therefore an executable would thus be of the following form: “software”.certexe . 
 
The new type of executable can only be run on an OS that has the Native OS Program 
explained below (it is the prerogative of the OS manufacturers to decide the extension 
that will be used alongside the Native Program in their Operating System) 
 

● The Native OS Program: 
The Operating System on a consumer’s machine is to have a Native Program for 
making sure that only certified software applications are run. This Native Program is 
to be implemented and integrated by OS manufacturers (like Apple or Microsoft) into 
their respective flagship Operating Systems (like Macintosh or Windows). A major 
OS update is required, which may be rolled out via critical OS updates that the 
consumer’s machine goes through.  
 
Even though a specific implementation of the Native Program may be different for 
different OSes, its design has to be the same. The program is native to the OS, 
running in the background at all times and cannot be modified/terminated even by a 
user with the highest privileges (reasoned further in section 3.2.1). Running in the 
background, this Native Program mediates between all executables run on the 
machine i.e. all executables must run through the Native Program first. The program 
also maintains a database to help in verification of the software application in its 
subsequent runs. In all further references, this program will be called the Native 
Program. 
 

● The Cloud application: 
An online cloud application is used to authenticate the certified software’s first run on 
the consumer’s machine. It features a database for authentication purposes. The 
database consists of values like k2-Manufacturer and k1-Manufacturer (a pair of asymmetric 
keys used to encrypt and decrypt “software.exe”) and Nonce values for each certified 
software application of a certain consumer. 
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● The Certifying Authority: 
As is the case with Public-Key Infrastructure, a certifying and registering authority 
receives software applications from their respective manufacturers, certifies them by 
attaching a certificate to each “.exe” and sends them back to the manufacturer in the 
“.certexe” form for distribution. The certificate attached to the executable is encrypted 
and thus all OSes are to possess the public key of this CA for decryption. 
 
 

● The Software Manufacturer: 
The software manufacturer, instead of distributing its software applications to the 
consumers directly, first gets them certified by the CA and then distributes the 
certified applications. 
 

● Terminologies:  
Some of the frequently used terms are explained below. 
 
 idsoftware: Contains the information about the software which can uniquely 

identify the game such as name, manufacturer etc. 
 k1-Manufacturer: One of the keys in a pair of asymmetric keys used by the 

manufacturer to encrypt the “software”.exe. 
 k2-Manufacturer: One of the keys in a pair of asymmetric keys used by the 

manufacturer to encrypt the “software”.exe. 
 kCA-private: Private key of the Software Certifying Authority, 
 Nonce: Download ID of the Software i.e. every copy of the software is 

assigned a Unique ID which is used to register that particular copy in the 
Cloud Application. 
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The Mechanism is depicted in the following flow chart and later explained in step-by-
step:  
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3.1 The mechanism is described as follows: 

 
1. User buys the software from its manufacturer - either downloads it from the 

website or gets it through a mass storage device such as a CD, DVD, BluRay 
Disc etc. 
 

2. User installs the software on his machine. This stores the software files 
including “software”.certexe on his machine.  
 
The “software”.certexe is of the following form:  

= idsoftware + E(k1-Manufacturer, “software”.exe) + Certificate 
 

The certificate is of the form: 
= E (kCA-private, (idsoftware + Nonce + Hash (“Software.exe”))) 
 

3. For the first execution of the software, the machine needs to be connected to 
the internet for communication between the cloud application and the native 
program. When the application is run, the Native program checks if the 
application has run before (Explained Later in Point 10). If not, then the 
Native Program extracts idsoftware from the “software”.certexe and tries to find 
a match for the idsoftware in the database maintained by the Cloud Application. 
 

4. If the Native Program finds a match, it gets corresponding k2-Manufacturer from 
the Cloud Application using idsoftware and decrypts E(k1-Manufacturer , 
“software”.exe) to get “software.exe”. For subsequent runs, the Native 
program stores k2-Manufacturer in a local database (which is inaccessible to the 
user, under all circumstances). After decryption, the next step of verification 
(which also involves an Internet connection) begins. 
 

5. However, if it doesn’t find a match, the application is not allowed to run. 
This is because the “software.exe” has been encrypted by the manufacturer 
(E(k1-Manufacturer, “software”.exe)). Without the k2-Manufacturer to decrypt it, 
“software.exe” cannot be obtained. 
 

6. After the “software.exe” is obtained, the Native Program then proceeds to 
hash “software.exe” and compares it with the hash of the “software.exe” 
stored in the Certificate. If the check fails, the software application is not 
allowed to run.  

 
7. If the previous check is successful, the Native Program contacts the Cloud 

Application with the idsoftware stored inside the Certificate and compare hash 
of “software.exe” with the hash stored on the cloud application’s database. If 
the hashes are different, execution of “software.exe” is stopped. This step 
ensures the authenticity of certificate as well, as it compares the hash stored 
inside the Certificate previously. The check with the cloud application’s 
database is crucial for the first run because all subsequent runs will involve 
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only a check of the hash of “software.exe” with the hash stored in the 
Certificate (stored locally in user’s machine) 

 
8. If the two hashes match, the Native Program then contacts the Cloud 

Application with idsoftware stored inside the Certificate and tries to find a 
match for the Nonce value stored inside the Certificate with the cloud 
application’s database. If it finds a match, the Nonce has already been used 
before; the software copy is pirated and thus not allowed to run. If it does not 
find a match, then the Nonce is stored inside the online database for the 
particular software copy and the following actions take place inside the local 
database of the Native Program:  

 
As mentioned before in point 4, the local database stores the k2-Manufacturer, 
after all the validation tests have been passed. To prevent people from trying 
to copy the entire local database in an attempt to get these k2-Manufacturer, we 
propose to encrypt the data before storing it in the local database. The key 
for decryption can only be obtained by combining various hardware 
addresses that are unique to that particular machine, in a particular way. So 
the Native Program obtains the various addresses, combines them 
dynamically and uses it to decrypt the k2-Manufacturer. In the scenario that 
someone is able to copy the data stored inside the local database, the Native 
Program will try to decrypt the local database using the new machine 
addresses and when it fails to do so, will give an error and stop the execution 
of the software application. 

 
9. For subsequent runs, the Native Program tries to match the idsoftware of the 

program being run with its local database. It contains a database of all the 
idsoftware, the activation status (whether it failed or succeeded) and the 
encrypted k2-Manufacturer for all programs ever run on the machine.  
 

10. If, on subsequent runs, it finds a match for the idsoftware, there can be 2 cases: 
 

a. The activation failed previously, in which case it will try and reactivate 
on each execution until it succeeds. 

b. The activation succeeded previously, in which case the following checks 
are done:  

i. The encrypted k2-Manufacturer is decrypted, and then used to 
decrypt “software.certexe” to get “software.exe”. 

ii. “software.exe” is hashed and compared with the hash stored 
inside the Certificate. If all checks pass, the software 
application is allowed to run by the Native Program. 

c. However, if there is no match for idsoftware, the software application is 
allowed to proceed for activation (internet connection required).  
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3.2 Possible Exploits and Possible Prevention mechanisms: 

 
1. As seen in point 8, a unique identity for each user machine is needed to 

ensure proper functioning of the Native Program (which uses that unique 
identity to encrypt the local database). Associating a software with the MAC 
(Media Access Control) address of the machine it is run on, is the most 
commonly followed practice to prevent piracy. However, there now exist 
many free softwares on the internet that can temporarily ‘spoof’ the MAC 
address, jeopardizing the copyright protection mechanism. Instead of using 
MAC address, a method such as Windows product identification (WPI) can 
be used. Windows Product Activation, used in Microsoft Windows, is a 
method where a particular software is tied to a particular machine by binding 
it with the following information -   

 
 Display adapter 
 SCSI adapter 
 IDE adapter 
 Network adapter MAC address 
 RAM amount range (e.g. 0-512 MB) 
 Processor type and serial number 
 Hard drive device and volume serial number 
 Optical drive (e.g. DVD-ROM) 
 

However, a slight drawback of using such an identification method is that a 
change in the hardware components of the machine will make the user go 
through the activation process again. 
 

2. Address space layout randomization can be used in order to prevent memory 
related attack on the native program. ASLR makes the process of accessing 
the address of global variables, text, stack etc. difficult to predict. In order to 
protect stack exclusively, Data Execution Prevention can be used.  
 
 

3. Also, in order to avoid memory attacks on the Native OS program the value 
of “software”.certexe can be checked each time it is to be run by the Native 
program. The “software.certexe” must contain only letters and numbers and 
should not contain any special characters. This ensures economy of 
mechanism. In points 5 to 10 every access is checked for authority and 
ensures complete mediation. The design is also open and there is not secret 
about the working of the Native Program. The number of permissions to run 
“software.certexe” is more than one in order to ensure separation of 
privileges. 
 
 

4. Experienced software engineers may try to find ways to access the Native 
OS Program. In that case the Cloud Application could store the identity of 
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each computer (In case of Windows, the identity as calculated under WPI). 
The Cloud Application would then have a database of unique identities and 
the corresponding Native Programs, stored after successful registration of the 
software application. The WPI-like key can serve as a key for the user. When 
a particular “software.certexe” is run, a check is made with the cloud 
application will have the identity of the respective Native Program and if a 
match is not found, the cloud application may register the discrepancy in 
order to be reported to the software manufacturer. However, internet 
connection will have to be a pre-requisite on all machines if this proposed 
counter-solution is to be implemented 

 

3.3 Outlier Case Studies: 

 
1. A user gets “software.certexe” from another user and tries to install 

it on his machine. 
When the user installs particular software on his machine and 
successfully registers it for the first time, the NONCE value from the 
Certificate is stored on the online database. When a person gets the 
software from someone else and runs “software.certexe” for the first 
time, the Native Program checks whether the NONCE value in the 
certificate has been used before and if it has been used, the registration 
will not occur and the program will not run. 
 
 

2. A user runs “software.certexe” on a machine with an outdated OS 
and no Native Program. 
The person will not be able to run the “sofware.certexe” on a machine 
which does have the Native Program inculcated into its OS. An 
additional level of authentication that needs to be passed in order to run 
a program with .certexe extension. The “software.exe” is encrypted by 
the private key of the manufacturer. In order to access it, the Native 
Program has to communicate with the Cloud Application and get the 
corresponding public key of the manufacturer to decrypt “software.exe”. 
In the absence of the Native Program, this task is impossible and hence, 
a user will not be able to run a file with “.certexe” extension on a 
machine with no Native Program.  
 
 

3. A user runs “software.exe” on a machine which has the Native 
Program. 
An OS with the Native Program running in the background only allows 
applications with “.certexe” extensions to run. “.exe” extension files 
would be useless a machine running such an OS. 
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3.4 Drawbacks of the System: 
 

1) It requires a working Internet Connection for the first run of each 
software application. 

2) Requires a major infrastructural change at the OS level. 
3) A good coordination is required between the software manufacturers 

and the CA. 
4) The weakest link is the local database maintained by the Native 

Program. Although possible solutions have been discussed in this paper 
to protect its authenticity, if a user is able to gain access somehow, the 
system can be compromised. 

 
 
PRACTICAL IMPLEMENTATION: 
 
A prototype of the anti-piracy mechanism that this paper focuses on, has been 
implemented. 
 
This section does not include idsoftware or the Nonce. The areas focused by the 
prototype include hashing the software (by users and manufacturers), getting it signed 
by the certifying authority and comparing the hashes. 
 
 
The files involved:  
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The Native OS program decrypts the certificate issued by the certifying authority 
using their public key and stores the output to test2.hs 
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The Native OS program then computes the hash of test.exe and stores it in test.hs 
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The Native OS program then compares test.hs and test2.hs to ensure the 
software is not pirated. 

 

 
 
 

 

4 ACKNOWLEDGEMENT 

 
The authors would like to express gratitude to the lecturer, Associate Professor 
Norman Hugh Anderson for allowing us to choose the topic of our choice and giving 
us valuable suggestion on various aspects of our proposal. Through this project we 
were able to get an in-depth understanding of PKI mechanism and implement a demo 
for the proposed system.  
 
 
 
 
 

515



5      BIBLIOGRAPHY 

aumhna. (n.d.). Retrieved 3 16, 2013, from wpa: 
http://www.aumha.org/win5/a/wpa.php 

rsautl. (n.d.). Retrieved 4 4, 2013, from openssl: 
http://www.openssl.org/docs/apps/rsautl.htm 

techopedia. (n.d.). Retrieved 3 24, 2013, from midlet: 
http://www.techopedia.com/definition/116/midlet 

z40010b751662. (n.d.). Retrieved 4 6, 2013, from docs.oracle.com: 
http://docs.oracle.com/javame/dev-tools/jme-sdk-3.0-mac/UserGuide-
html/z40010b751662.html 

 
 

 
 

 

516



Comparing Windows security and MAC security  

in User Data Protection 

Liu Siwei, Jiang Hao 

 

National University of Singapore 

School of Computing 

{a0105570, a0105536}@nus.edu.sg 

Abstract. The security software plays an important role in different operating 

systems. In the latest versions of Windows and Mac OS, they both introduced new 
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1   Introduction 

It is known to all that operating system controls the hardware directly, and it locates at the 

bottom of the software system. Therefore, the security of operating system plays a quite 

important role. If the operating system does not have enough basic security features, the 

security of the computer system cannot get its aim.  

The concept of operating system security is quite general; it can include digital 

certificate, firewall, data encryption, password verification, etc. In this paper, we only 

focus on the data security techniques used by the two commonly used operating systems, 

which are Windows and Mac OS, and evaluate the strengths and weaknesses of them. 

For Windows, we take BitLocker as an example, and talk about how it encrypts data 

and ensure the security issues. For Mac OS, we will have a deep look at FileVault2. 

2   Windows Security (A case on BitLocker) 

BitLocker Drive Encryption is a full disk encryption feature included with the Ultimate 

and Enterprise editions of Microsoft's Windows Vista, Windows 7, and with Pro and 

Enterprise editions of Windows 8 desktop operating systems, as well as the server 
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platforms, Windows Server 2008, Windows Server 2008 R2 and Windows Server 2012. 

BitLocker helps keep everything from documents to passwords safer by encrypting the 

entire drive that Windows and your data reside on. Once BitLocker is turned on, any file 

you save on that drive is encrypted automatically. [1] 

2.1   BitLocker Encryption Technology Principles 

BitLocker support two types of encryption mode, which are TPM (Trusted Platform 

Module) Mode and USB Flash Disk Mode. 

TPM is usually installed on the mother board of a computer, it communicates through 

bus hardware and other parts of the system. The computers which contain TPM chips can 

create encryption keys and encrypt the data, so that the encrypted data can only be 

decrypted by TPM. This process is usually called “overlap” or “binding”, to help prevent 

key leakage. Every TPM has a main overlapped key, called SRK (Storage Root Key), it is 

stored inside TPM. The private part of the key created inside TPM will not be leaked. The 

computers contain TPM chips can also create a key, which is not only can be overlapped, 

but also linked to specific hardware or software. This is called sealed key. When the key 

was created for the first time, TPM records the configuration values and the snapshot of 

the hash files. Unsealing and releasing can only be achieved when the current system 

values match the snapshot hash files. BitLocker use sealed key to detect the attack to the 

completeness of Windows operating system. By using BitLocker, the private part of the 

key pair is stored outside of the memory of the operating system. TPM does not rely on 

the operating system, and will not be affected by the external software bugs, because it 

uses its own inner hardware and logical circuits to process instructions. [3] 

BitLocker uses 128-bit or 256-bit AES (Advanced Encryption Standard) to encrypt the 

whole operating system volume, including Main Boot Record (MBR), NTFS boot sector, 

NTFS boot code, BitLocker key, system files, register and hibernate files, etc., and the 

decryption key is stored in TPM (Trusted Platform Module) chips or flash disks. 

Fig.1.  Using BitLocker on a computer that has a TPM [4] 
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If it is in TPM mode, TMP will release key during the process of startup of the 

computer, this key unlock the encrypted partition after comparing the hash value of the 

important operating system configuration values and a previous snapshot. This process 

can verify the completeness of the startup of Windows. If the TPM detects that the 

Windows startup was modified, it will not release the key. The key needed for encryption 

is kept by TMP, so the attacker cannot get the data by unloading the hard disk and 

installing it on another computer. In order to increase the security level, the TMP and the 

PIN input by the user or the startup key stored in the USB flash drive can be combined. [3] 

In the computer which is not compatible with TPM chips, BitLocker can use the USB 

flash drive mode, it create a startup key which is stored in the USB flash drive. When the 

computer starts, the flash drive which stores the startup key must be plugged in so that the 

computer can finish starting. However, this mode cannot check the completeness when 

Windows starts. 

2.2   The software and hardware requirement for BitLocker 

Not all the Windows version and computer support BitLocker, it needs corresponding 

software and hardware environment. 

2.2.1 Software requirement 

In general, enterprise users and premium personal users need more security, so only 

Ultimate and Enterprise edition of Windows Vista and Windows 7, and the Pro and 

Enterprise edition of Windows 8 provide BitLocker. Besides, the enterprise users can only 

use BitLocker after adding domain. 

The first version of Windows Vista only support the encryption of Vista system 

partition, not support the encryption of other volume, this restricts the use of BitLocker a 

lot. In the SP1 of Vista, this flaw was corrected, after installing SP1, BitLocker can 

encrypt any local disk partition. 

BitLocker To Go - a new feature of Windows 7 - gives the lockdown treatment to 

easily-misplaced portable storage devices like USB flash drives and external hard drives. 

With the BitLocker improvements in Windows 8, users can protect valuable data on 

often easy-to-lose USB drives in less time and thereby increase end user acceptance of 

this form of data protection. [2] 

2.2.2 Hardware requirement 

Because BitLocker stores the encryption and decryption keys on the TPM chips or USB 

flash drivers, all the computers’ mother boards must have TPM with 1.2 version or above 

or USB flash drives. 

The computer hard disks need to meet two requirements to use BitLocker driver 

encryption. First, the disks must have at least two partitions. One of them must include the 

driver of Windows operating system, and another one is an active partition, it must not be 
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encrypted so that the computer can start. Second, the disk partition must use NTFS file 

system format. 

2.3   BitLocker without TPM chip 

Due to most computers’ mother boards not having TPM chip, only few computer uses 

TPM encryption mode. BitLocker do not support TPM chip by default. Thus, most users 

use USB flash drive mode. After starting BitLocker, choose “USB key”, then the system 

asks for saving recovery password. Recovery password is a 48-bit digital password which 

is used for emergent recovery. When the key drive lost or damaged, the computer cannot 

start and will be locked. Then the computer can also be started by inputting the recovery 

password.  

There are three ways that the recovery password can be stored, store the password on 

the USB driver, store the password on the folder and print out the password. After saving 

the recovery password, BitLocker will check the system, and then restart the computer to 

make sure that the key can be read from the USB drive, or the system will ask for the 

recovery password. The System will start to encrypt the partition automatically after 

finishing start. 

Fig. 2. How the BitLocker-protected volume is encrypted with a full volume encryption key [4] 

520



2.4   Close BitLocker 

There are two ways to close BitLocker: disabling BitLocker or decrypting volume. After 

disabling BitLocker, the hard disk driver is still in encryption status. But after decrypting 

volume, all the data on the hard disk driver will be decrypted. 

Disabling BitLocker driver encryption is a temporary method to delete BitLocker 

protection, and there is no need to decrypt the installed Windows driver. If the BIOS of 

the computer or the startup file needs to be update, it is better to disable BitLocker. This 

can prevent from BitLocker locking the driver which may lead to a long time decryption 

process. After disabling BitLocker, BitLocker will read files by using the plain text key 

stored on the computer. Although the hard driver is encrypted, the information on the 

driver is not safe. After enabling BitLocker again, the plain text key will be deleted, and 

BitLocker protect the volume by using the original encryption mode. [3] 

Decrypting volume means the BitLocker protection will be deleted from the computer, 

and the setup of Windows driver will be decrypted, this process wastes a lot of time. 

2.5   Conclusions 

BitLocker is an easy-to-use driver encryption tool, and it can prevent the loss of data in 

off-line status. The latest version of BitLocker is the BitLocker in Windows 8. There are 

some enhancements in it. With BitLocker enhancements in Windows 8, IT is better able to 

meet the security requirements they need, well still providing users with flexible and fast 

process. Besides the enhancements that the way that encrypt the driver with BitLocker in 

Windows 8, it also adds support for new drive technological encrypt drive. With encrypt 

drive, the drive is encrypting the data as it written, but the protector is stored, so that any 

app can read from it. With BitLocker in Windows 8, we can work with the new drives to 

take control of the protectors and secure the data on that drive. Windows 8 making 

BitLocker easier, faster and more secure. [2] 

3   Mac OS Security (A case on FileVault2) 

Mac OS is one of the most advanced operating systems in the world. There is an 

increasingly number of people who are using MacBook. There are several reasons that 

make Mac OS increasingly popular, two of the reasons can be innovation and creativity. It 

creates new concepts and new ways for customers, and brings a completely new operating 

experience to its users. However, there is something more important behind this fabulous 

operating system. That is security. Security is a basic factor in designing operating system. 

Nothing can be done well without an effective security mechanism. To find out how 

Apple guarantees Mac OS X’s security, we need to analyze what techniques it used.  

Actually, there are many security techniques used in Mac OS. And we will take a deep 
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view by looking at FileVault2. 

FileVault2 was first introduced in Mac OS X lion. It is a technique used to encrypt the 

entire hard drive, and prevent unauthorized users from getting the data. It encrypts data by 

XTS-AES data encryption with 128 bit blocks and a 256-bit key encrypting the disk.  

3.1 XTS-AES encryption algorithms 

XTS-AES is an adjustable block cipher. It is used for encrypting fixed-size data cells. 

These data cells are divided into (m + 1) data blocks. The first m data blocks (P0 … Pm-1) 

are of size 128 bits, and for the last one, its size is between 0 and 127 bits. One data cell 

contains at least 128 bits, 2
128

- 2 data blocks.  

3.1.1 XTS-AES encryption algorithm for a single 128-bit data block 

This encryption can be represented by the following formula: 

C  XTS-AES-blockEnc(Key, P, i, j) 

Where, Key is the 256-bit or 512-bit XTS-AES encryption key. 

 P is the 128-bit plaintext data block. 

 i is the 128-bit adjustment value. 

 j is the position value of a 128-bit data block in the data cell.  

Figure 3 illustrates this process: 

Fig. 3. XTS-AES encryption in a single 128-bit data block [5] 
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In figure 3, C is the cipher text data block. And AES-Enc is the standard AES algorithm. 

Key2 is the adjustment value key. Key1 is the data key. 

3.1.2 XTS-AES encryption algorithm for data cells 

Here, the application of this encryption algorithm is depend on the last data block’s size, b. 

Firstly, divide the data cell into m+1 data blocks. 

P = P0|...|Pm-1|Pm 

Where, the value of 128m should be less than the data block’s size P. The sizes of P0 to 

Pm-1 are 128 bits. And the last one is b, which is between 0-127 bits. 

1. For q = 0 to q = m - 2, do 

Cq XTS-AES-blockEnc (Key, Pq ,i, q) 

2. b  bit-size of Pm 

3. If b=0 then do 

Cm-1 XRS-AES-blockEnc (Key, Pm-1, i, m-1) 

Cm  empty 

4. Else if b ≠ 0, then do 

CC  XRS-AES-blockEnc (Key, Pm-1 ,i ,m-1) 

Cm  first b bits of CC 

CP  last (128-b) bits of CC 

PP  Pm|CP 

Cm-1  XTS-AES-blockEnc (Key, PP, i, m) 

5. C P0|...|Pm-1|Pm 

 

Where, XTS-AES-blockEnc is the XTS-AES encryption algorithm for a single 128-bit 

data block. After the operations above, the plaintext in the whole data cell is encrypted 

into the cipher text, which has the same length. Noted that when b equals to 0, it applies 

cipher text stealing. [6] 
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 3.2 Use of FileVault2 

FileVault2 requires OS X Lion or Mountain Lion, and a Recovery HD. Generally, 

when the user installs OS X Lion, the system will create these things.  

The user can switch on or off FileVault2 in “Security and Privacy Preferences”. When 

the user initializes, the startup drive is encrypted in a volume. And a recovery key is 

generated. This key is quite essential. It can be used as a recovery password. If the user 

forgot the password, one can use that recovery key to process it. It can be written down 

and stored by the user.  

As long as the FileVault2 is active, whenever one shuts down computer, the data on the 

drive becomes “garbage” - just a mess of bits. When one boots the computer, and 

successfully logs in, the data become available again. If the user forgets the password, the 

recovery key will be helpful. 

If a MacBook has more than one account, the system will ask the user to choose which 

one the user wants to log in. However, recently, it became unsafe. Passware, which is a 

company that solves password problems, have already had the ability to open the 

encrypted files for police or their users.  
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Fig. 4. Cipher text stealing [6] 
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3.3 Vulnerabilities of FileVault2 

Passware claims that they can extract the recovery key in 40 minutes using their software, 

which is called Passware Kit Forensic 11.4. Nevertheless, there is a reason that this 

software cannot be widely used. That is, firstly, its price is not cheap, 995 US dollars, and 

secondly, Passware only do those things when the police request them to do, or when one 

can provide several required documents to verify the identity. There are some other tips 

that can provide users’ data protection:  

1. Users can just log off the computer. When one logs off, the malicious people cannot 

steal the passwords. That is malicious people cannot log in so that they cannot access the 

data. 

2. When the user is traveling, the laptop should be shut down. This can prevent the 

malicious people from hacking the laptop.  

There is no big shortcoming except that it can be cracked by Passware. Nevertheless, 

there was a case that one upgraded to OS X Lion, and the system had to decrypt the data 

before made a new one. The system trashed the user’s password, and requested the 

recovery key in order to process it, whereas the user did not store the recovery key. [7] As 

a result, some people start to worry about that FileVault2 is not reliable. 

3.4 Conclusion 

There are many safety techniques used in Mac OS X. I only focused on FileValut2. Mac 

OS X designed many privacy features to maximum the users’ safety. Nowadays, Mac OS 

X is getting popular, and more and more malicious attacks would appear.  As for the 

users, in our daily using of the laptop, we also need to use it safely. Only in this way, we 

can protect ourselves from being attacked. 

4   Analysis 

As for encrypting data space, we should analyze it form two aspects – the encryption 

mechanism and the startup of the encryption mechanism. 

First, if the encryption mechanism needs a hardware module, like TPM, it can realize 

the purpose of encryption correctly. And it can create an encryption key inside the 

hardware safely. Under this assumption, the confidentiality and integrity can be 

guaranteed without the support of the operating system. However, with the hardware 

supported encryption, it still needs the secure operating system to deal with two 

weaknesses. 

First, the startup of encryption mechanism cannot be guaranteed. The malicious 

programs or malicious users can bypass or modify the program of the startup mechanism 

of encryption. The enforced security and protected path of the operating system can deal 
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with weakness. The enforced security can make sure that the startup mechanism cannot be 

bypassed. By using the embedded encryption mechanism, the mechanism is inserted 

between the sender and receiver physically. However, this method is not very flexible. 

Protected path mechanism can prevent malicious program pretending to be the encryption 

mechanism before starting the application program. 

Second weakness is that the mechanism is misused, including the use of unauthorized 

service, algorithm, session and key. If the operating system does not verify the identity of 

the caller, any application program can be authorized to the user who active the 

mechanism, and the mechanism cannot divide different kinds of users. In this case, the 

encryption mechanism can be misused by some malicious applications. With the support 

of operating system, the protected path mechanism can verify the identity of the caller, 

and control the use of service, algorithm, session and key. Besides, the enforced security 

mechanism can isolate the encryption mechanism, only the user who active the computer 

can run the application. 

If the encryption mechanism is realized by software, then, the code of the mechanism 

and the confidentiality and integrity of the data need the support of operating system, 

including the protection of memory and files. The integrity and confidentiality of 

encryption mechanism should be guaranteed by the enforced security. If the encryption 

mechanism needs external input, the enforced mechanism should protect the path between 

input source and encryption mechanism. 

Access control and encryption protection are two basic method used to protect data by 

the operating system. Both of BitLocker in Windows and FileVault2 in Max OS achieved 

this, and both of them can use a 256-bit key. Besides, BitLocker support both hardware 

(TPM) and software encryption. But FileVault2 in Max OS can only have the password 

the same as the system account. 

However, while BitLocker is running, the key is stored in the memory, thus the data in 

the physical memory can be hacked. The same problem happened in Max OS. In February 

2008, a group of security researchers published details of a so-called "cold boot attack" 

that allows full disk encryption systems such as BitLocker to be compromised by booting 

the machine off removable media, such as a USB drive, into another operating system, 

then dumping the contents of pre-boot memory.[8] 

Lastly, although both BitLocker in Windows and FileVault2 in Max OS use AES 

encryption, the variant that BitLocker use is Cipher-block chaining (CBC), and FileVault2 

is XEX-based tweaked-codebook mode with ciphertext stealing (XTS). CBC has been the 

most commonly used mode of encryption operation. Its main drawback is that encryption 

is sequential, so it does not support random access. So, IEEE standardized a P1619 

standard, which is IEEE Standard for Cryptographic Protection of Data on Block-Oriented 

Storage Devices, and XTS is introduced. In XTS-AES encryption mode, the disk block is 

divided into different cipher blocks, and each cipher block is independent. In addition, the 

encryption of cipher block includes index information. XTS-AES can be randomly 

accessed. Encryption and decryption can be executed at the same time. Therefore, XTS 

can realize parallelization. 
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2 Factor Authentication of 
Electronic Transactions 

Teo Jun Wen Malcolm U099007L, Lam Yi Cun U099010B 
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Abstract. This paper aims to describe existing e-transactions using 2 factor 
authentications. Credit/debit cards with its 16 digit card number with short 
messaging service providing one-time pass and eNETS and internet banking 
which makes use of user and password together with a one-time pass generating 
hardware token will be discussed. Current strengths and weaknesses will be 
evaluated and possible future improvements will be suggested to enhance 
security and user experience.  

1 2 Factor Authentication 

Popular uses of e-transactions include credit/debit card transactions, Network for 
Electronic Transactions (NETS) and Internet banking. Among these options for 
payment implementation of 2FA/MFA (2-Factor/multi-factor authentication) have 
been seen to be growing in popularity in recent years. For example, credit/debit card 
payments online requiring users to not only provide their credit card numbers but also 
to type in a one-time password that is sent over to their mobile phones via short 
messaging service(SMS). And eNETS, an online payment platform similar to internet 
banking and internet banking both requiring user to login to the bank’s online banking 
using the user’s own account, username and password followed by a second factor, a 
one-time password generated by the bank issued hardware token. 

 2FA makes use of something the user knows (password) and also something the 
user has (one-time password). MFA involves an additional layer of security, requiring 
who the user is (biometric) [1].  

The first layer of security consists of the user defined password. The password 
involved, during registration is restricted to a minimum length and has to contain 
alphanumeric characters. The password can be changed when user logins to the online 
banking account under the option for changing the password. However, any 
passwords before approval require the user to follow the strict restrictions that the 
original password has. 

Most e-transactions currently  uses only 2FA instead of MFA and the method of 
implementing 2FA normally is by using one time passwords(OTP) either from SMS 
or hardware tokens and is specific to individual users. OTP are used whenever user 
logs into the banking services site for transactions or by performing any online 
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payments. The advantages and disadvantages of using hardware tokens compared to 
using phone apps or SMS would be discussed in the following sections. 

Hardware tokens work by generating an OTP which is a function of time and its 
private key. The algorithm is based on 128 bit AES algorithm [2] and the 
authentication server on the bank’s side also runs the same algorithm. In order for the 
OTP to work, there is a requirement of both the token and the server keeping the same 
time. Access is granted when the authentication server matches the OTP from the 
hardware token to the corresponding key from the server.  

In addition, SMS is used to send OTPs as a backup service, similar to the way 
credit/debit cards online transaction are performed when the authentication server for 
the hardware token is faulty or when a user has a faulty hardware token. The software 
token is used when the user specifically requests it and a SMS message containing the 
OTP in plaintext. 

2 Level of Security 

Passwords have been in use for all sorts of applications for long periods of time. 
However, since usage of passwords is relatively easy, widespread use of passwords 
has created many problems. Users typically creates these problems by writing 
passwords down, storing them electronically, creating simple passwords such as 
“password”, or using something that is related to the user such as the user’s 
birthdates. By doing so, such passwords would become easy to obtain for any 
malicious persons, as personal information can be easily obtained from the user’s 
social website such as Facebook or blogs. It is especially the case in today’s context 
where information that is supposed to be private is instead made widely available on 
the internet. In addition, attacks by malicious persons can easily obtain user’s 
passwords and usernames by tricking users to key in their passwords or by installing 
key logger software to computers of unsuspecting users. Server side issues include 
storage of passwords by administrators in plaintext within databases, exposing them 
to SQL injection attacks. 

In the case of credit/debit card transactions, use of just the 16 digit card number is 
rather insecure even when compared to passwords as increasing number of users tend 
to store their card numbers electronically even at websites with auto complete forms 
or in databases of websites.  

Thus, in order to deal with low security issues of passwords and credit/debit 
authentication process, 2FA is increasing used, especially in the case of such e-
transactions where it involves money. It will require clients to prove that the user is 
who he is supposed to be, in addition to providing passwords or card numbers, also is 
required to provide a separate OTP.    

2.1 Security Improvement  

Password security has been increased for banking system since passwords are 
considered a component of any 2FA. Policies enforced when setting passwords 
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includes minimum length and requirement of alpha-numeric characters. These 
policies  increase the search space for a brute force attack, hence increasing the 
security. The requirement of alpha-numeric characters, not only increases the search 
space but also make the passwords less vulnerable to dictionary attacks [3]. 

There have also been an introduction of cvv2 codes that are printed on the overleaf 
of the credit/debits cards [4]. CVV2 codes are prohibited to be stored by merchants 
and sent over to be verified by the card’s issuing bank securely.  
Every transaction would require users to type in this code even if their card numbers 
are stored before any transactions, therefore improving the security compared of using 
just the credit/debit card numbers.  

The downside of the cvv2 code however is that being a 3 digit number it is rather 
easy to obtain even with a brute force attack. Next, if a credit/debit card is lost, it 
would mean that full access to payments with that card would be made possible. 

 
 

2.2 Security Advantage Over Software Tokens 

In comparison of sending the OTP over a mobile phone via SMS with hardware 
token based 2FA avoids various problems such as number redirection and lost or 
stolen phone.  

While convenience for users when SMS is used to send 2FA keys in plaintext, 
further elaboration in section 5, they are insecure as the medium for sending is usually 
through unencrypted channels. This translates to if the mobile device contains any 
form of spyware, OTP can be easily read off by an attacker, and used to perform 
unauthorized transactions.  

Security is further exacerbated by the low reliability of SMS and the fault tolerance 
to accommodate. This mean that a longer window of time to perform any attacks 
based on the OTP. This is because SMS system delays the sending of messages 
during times of busy networks and hence, chances that a SMS containing the OTP 
was sent a few minutes late to the user. To offset this delay, companies using software 
tokens normally increase the period of validity of the OTP, increasing the window for 
attack. 

Number redirection can redirect an OTP to a third party who will be able to enter 
the user’s account if prior knowledge of account and password exists. Furthermore, 
mobile devices are often easily misplaced or stolen coupled with mobile phone 
security is often either set to a minimum or none at all, thus causing the same problem 
from number redirection. All might lead to user account’s level of security brought 
down to the security of just having a single password system. 

Therefore, 2FA using mobile devices such as credit/debit cards have priority of 
convenience and costs over security, which are the advantages of OTP on mobile 
devices. 
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3 Security weakness of 2FA 

Despite the strength of the 2FA, a determined attacker can still overcome the 
security features of a 2FA system. These malicious methods are namely man-in-the-
middle attack, and Trojan attack. These kinds of attacks are possible whether the 2FA 
systems are in place or not, the role of 2FA is to make such attack difficult but not 
impossible. In addition, these attacks do not require the attacks to have strong 
technical knowledge. Information regarding malicious attacks is readily available on 
the internet and software is available for download easily. However, the attacker 
would need to be equipped with social engineering skills which mean that he would 
need to have skills that would make people divulge their confidential information. 
One such method is to design a webpage whereby normal user that type the wrong 
webpage address would enter the attacker webpage and submit their confidential 
information without knowing that they are in the wrong webpage or the attackers can 
convince the users in downloading a malicious software that will record the keystroke 
of the user and send to the attacker such as a Trojan program. 

3.1 Man in the middle attack 

Man in the middle attack is a form of active eavesdropping whereby the attacker 
relays messages between victims through independent connection. In order to make 
both victims believe that their connection is secured and there is no third person in the 
connection, the attacker would have to ensure that the malicious message he injected 
fulfill the endpoint authentication of the victim. 

One security feature of a 2FA is that the security code is only valid for a short 
period of time. Such feature would require the attacker to have a new set of security 
code once the period of validity is over thus reducing the chance for the man in the 
middle to replay the attack after the security code is invalid. 

However, it would be easy for an attacker to insert scripts into the victims’ 
computer through a phishing website convincing that it is from a trustable source. 
These phishing websites may also be an exact replicate of the original website in term 
of the user interface, user might unknowingly enter his username, password and OTP 
from the token into the phishing website login page finally display an error or redirect 
the user to the correct webpage so that the user would not suspect any foul playing. 
With all this information, the attacker can quickly proceed to do whatever transaction 
he wants within the time limit of the OTP. This is due to the fact that OTP is only 
required at the login process. Therefore once the login access is granted, the attacker 
can launch a full scale attack on the victim as he now have full access to the victim’s 
account.  

While the probability of success of such an attack can be decreased by having 
complete mediation, complete mediation is not used due to the inconvenience caused 
to users. A more user-friendly solution is to educate users to recognize the existence 
of the bank’s certificate on browsers. 

This shortcoming of the 2FA is addressed by new security token of DBS [5]. With 
new security token, the login procedure has also been modified. Users no longer have 
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to login with the OTP generated from the security token but just with the username 
and password. The OTP would only be required if the user make any transaction that 
would require higher form of security. One example is when the user is changing or 
updating one of his particulars such as the mobile phone number. The system would 
require the user to use the new token to sign the mobile phone number as the input 
and key in the resulting code generated. By doing so, the bank would be able to detect 
if there is any modification to the particulars that is sent through the network since the 
encryption of the particulars is only known to the bank. In another word, the bank 
would be sure that the changing or updating of the particulars would be done by the 
user himself not a malicious third party. Although this still does not stop man in the 
middle from observing the transaction but it does stop the attacker from performing 
malicious injection of unwanted transaction. 

3.2 Trojan attack 

An attacker can trick the user into installing a Trojan horse program on his 
computer. After the computer is infected it would then update the attacker on the user 
keystroke and activities on the computer. The attacker with the user information 
would then be able to impersonate or hack into the user bank account. In the case of 
security token, the attacker would have to wait for the user to use the internet banking 
service before he can do any attack since the OTP generated is only valid for a short 
period of time.  

Such an attack would be different to prevent as it is due to compromise computer 
machine. The user has a higher responsibility in this area as nothing much can be 
done to prevent if the user is careless. 

3.3 No server authentication 

2FA only allow the server to know that the users are authentic but do not provide 
the authentication the other way round for the user to know whether the server is the 
authentic server. This security flaw opens the possibility of phishing as the users have 
no way to authenticate the server in current implementation of 2FA.  

However, this is not the only security flaw. A possible weakness is that if the 
authenticating server has been attacked and infected. It would make 2FA useless as 
attacker would now be able to bypass the authenticating server thus reducing it to a 
single password access. 

One way to overcome this problem is to have additional feature on the hardware 
token such that it is able to connect to the bank’s website thus authenticating the 
server. However, this would then lead to attacker attempting to infect the hardware 
token leading to even more potential attacks than solving the problem.  

3.4 Leakage of seed files 

There have been incidents whereby the seed files from organization that is used to 
generate keys for the user authentication has leaked and stolen by attackers [6]. With 
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those seed files the attacker would be able to generate the OTP themselves by 
comparing it with the OTP generated by the tokens. Thus the attacker would be able 
to generate all the OTP for all users hence nullified the 2FA system reducing it to a 
single password system. If the organization are not careful with their database server 
that is connected to the internet and leave seed files unencrypted in the servers, 
attackers would be able to use this opportunity to retrieve those files and thus reduce 
the security to a single password system. 

Since the hardware token is issued to every user including malicious people, it 
would be open to reverse engineering of the token. The attacker might be able to 
obtain the secret inside the token and hence spoof as other user to perform illegal 
transactions. However, this would be of great complexity as by the time attacker gain 
knowledge to the system, another version of the token would have already been 
released. 

4 System behavior in adverse conditions 

This section discusses the ways to ensure that the authentication system is secure in 
event that it is not designed for. Therefore planning and backup are needed to handle 
the occurrence of such situation. 

4.1 Fault tolerance 

Internal clock in the hardware token may drift from the server clock as they are not 
very accurate [7]. To compensate for this inaccuracy, the server has to incur the same 
inaccuracy in time so as to offset the differences. Thus this would then enable both 
the token and the server to produce an authenticable OTP after a long period of time. 
In addition, if the window for OTP validity is too small, the user might be stuck in a 
vicious cycle whereby each OTP he attempt to generate would be exactly one OTP 
off from what the server is expecting. Hence, a bigger window of validity should be 
given but this would mean that attackers would have a longer period of time to attack 
with the same OTP.  

4.2 Single point of failure 

If the server fails to work in any situation, it would lead to breakdown in this 
mechanism of authentication. As implementation of 2FA is based on the availability 
of authentication system on the server, a server breakdown would be problematic for 
the users. Even in the situation whereby the banks have backup servers, attacks such 
as denial of service would be able to take the server down from operation. For 
example malicious user can simply overwhelming the server with requests causing 
server traffic congestion hence making legitimate users difficult or unable to access 
the service. In such cases, the bank may temporary close down the server to prevent 
any possible damage that may cause greater security risk. 
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Hence it is important for the bank to have a backup plan by having an OTP that is 
sent via SMS from a separated system. This would be safer as in case of attack of one 
server the other would still be functioning. However this would mean that the attacker 
would plan a large scale attack if there is any. 

5 Design principles 

This section discusses the future principles that could be used in redesigning the 
2FA system used for e-transactions. Attempts will be made to integrate various 
principles into the design of the systems. However, as some contradiction might occur 
between principles, thus recommendations would be made to improve the system in 
the best possible way. 

5.1 Economy of Mechanism 

MFA adds an additional layer of security on top of 2FA by making the user 
providing “who the user is”, through biometric means. However, biometric solutions 
require expensive hardware equipment to scan the user, which adds additional costs 
and usability issues. For example, the installation of equipment and maintaining of 
such equipment would also incur cost to the already expensive equipment. 
Furthermore with such high tech equipment, a steep learning curve in its usage would 
push away users who demand convenience. However in the future where the general 
population becomes more educated, learning curve would be eased and with the ever 
increasing security needs, people might even per take the learning cost in order to 
improve security on their own assets. Also with the advancement of technology, it 
may be possible for the cost of implementing such a device as cheap as the currently 
issued hardware tokens. All these factors make MFA through biometric means very 
probable in the near future. 

5.2 Fail safe default 

Fail safe default, the principle where a client will be denied access to a resource 
unless specifically requested, could be applied in the system. Once a user logins to the 
banking account for example, any transaction from the account can be performed as 
long as a set threshold amount is not exceeded. However, certain activities would 
require confirmation from the user, when the amount of money requested to be 
transferred exceeds the threshold amount or when access is suspicious for example, 
the location of login or the recipient account is opened from a foreign country or state. 
This provides convenience in a small degree of sacrificing security especially for 
someone who requires frequent online transactions but does not mind the reduced 
security for convenience.  
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5.3 Complete mediation 

Complete mediation, by checking all accesses to the server it would be able to 
deter most malicious attempts as if every transaction or action requires login and an 
OTP. Whoever, while complete mediation increases the security of the system, 
inconvenience brought to the user is not acceptable to most users who mainly 
demands convenience. For example, the user has to obtain the OTP at least 2 times 
(once for login and once for a transaction), just to perform a single transaction. The 
amount of instances would increase more than proportionately if there are existing 
intermediate steps for transactions. However increasing demand for security and 
desire to safeguard their wealth would give rise to a group of people who do not mind 
such a policy and thus may increase demand for such in the near future. 

5.4 Open design  

The system is based on 128 bit AES which is an open system. To prevent attackers 
from attacking the system, the details of implementation, as well as the key are 
generally not released to the public. Hence even though the details of implementing 
the 2FA system maybe reverse engineered or accidentally released to the public, 
without the key, an attacker is still unable to discover the OTP that would be 
generated.  

Using AES, being both a widely used system and an open design has advantages. 
Since AES is an open design, this means that the design has been widely scrutinized 
by security experts. Weaknesses and bugs in the algorithm, if any, are likely to have 
been discovered by the security industry. This is helped by the fact that AES is widely 
used by the security industry, hence players of the industry are likely to have 
ascertained that the design is safe from weakness and any attackers would have to use 
brute force attacks to determine the key for the AES design. However, this would 
have an extremely large search space, just to find the key for one hardware token, 
rendering the attack too inefficient for breaking into a large number of banking 
accounts. Therefore, for efficiency, an attacker would have to find other ways to 
overcome the design rather than try to find the key of the system. 

5.5 Separation of privilege 

Being a 2FA system, there is a clear separation of privileges as no single event is 
able to compromise the security of the entire system. For a malicious intent to 
succeed, breaking of two non-related keys will be required, the fixed personal 
password and the varying OTP. Future improvement would be to implement MFA 
which includes at least 3 sets of keys in order to access namely password, OTP and a 
biometric key to access the account, therefore increasing the difficulty of malicious 
attempts to access the account. Even breaking two out of the three which is already 
very difficult will not gain access to the user account. This increases the security of 
the system as a whole. 
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5.6 Psychological acceptability 

As security needs increases, there would be a need to implement more complex 
hardware tokens so as to be able to keep up with providing secure means to make 
payment electronically. Mobile phones dependent OTP which are issued by 
credit/debit card companies would also turn towards providing more secure OTP 
through smartphones via secure channel via apps which would be available to the 
public for free.  

However providing more complex alternatives which gives more security for less 
convenience and ease of use would turn users away from using it. But with increasing 
need for increase security to safeguard one’s wealth, people would also not mind 
sacrificing a little ease and convenience for the more than proportional increase in 
security. Therefore for future improvements, a balance needs have to be found 
between security and ease and convenience.   

 

6 Feasibility  

This section discusses the other aspects regarding the decision to design 2FA 
system, other than security design principles. The factors explained in this section are 
mainly feasibility of system, the practical concern which includes costs of 
implementation, inconvenience caused and the replacement procedure. 

6.1 Heavy costs 

The costs of implementing such a system with a separate token is that there is 
heavy costs involved when compared to simply using a device that a user already has, 
such as issuing a token to every single user instead by using a device they already 
have. Based on experts estimate on hardware's recurring costs is about S$40 to S$60 
per user per year, then comparing it to software-based tokens which is under S$10 per 
user per year [8]. This places hardware tokens at multiples of software based tokens in 
term of cost, which is too expensive.  

Furthermore, in the event of breach of seed files, as described in section 3.4, the 
bank would then have do a replacement for all users with the tokens that are affected. 
It is due to the fact that the bank might be able to replace the seed files in the server 
but they would not be able to replace the seed files in the token possessed by the user 
as that would require reprogramming of the tokens. Therefore, in this kind of 
situation, the bank would no doubt have to bear the full costs of replacement hence 
adding onto the costs as it would be an expected risk factor. 

In other situations whereby the batteries of the hardware token deplete or the user 
has misplaced the token, the user might be ask to bear the costs of replacement since 
it is now the responsibility of the user. 
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6.2 Inconvenience 

Bank customers might not be just customers to a single bank, they might have 
multiple banks account and hence multiple hardware tokens would be required to 
access different banks’ internet banking facilities. These would then be difficult to 
manage as customers’ bank accounts increases which would have the possibility 
increase the chance for the token to be stolen or lost. Malicious people that know the 
identity of the owner of the token can then perform an attack on the owner’s account. 
These is backed by studies that have been carried out which show that people tend to 
notice their belongings which are most important to them such as mobile phones 
compare to stuff like hardware tokens. Thus it would be quite some time before the 
owner notice probably only till the next usage that he has lost his hardware token. 
Therefore 2FA by using hardware tokens is not highly ranked in term of 
psychological acceptability and security in these areas in comparison with software 
tokens or SMS. 

The hassle to carry an extra tokens lead to many people leaving their tokens at 
home or at workplace but not carrying on themselves to avoid losing those tokens. 
This would then give malicious people chance to gain access to their token and reduce 
the security of the internet banking account to just a single password based system.  

In comparison with passwords based system, a 2FA system requires an additional 
challenge response protocol with is provided by the hardware token lead to additional 
procedure involved in the logging in process. These would slow down transaction and 
bring more inconvenience to the users if they are on a slow network having more 
webpage to load would be a problem. However, this would depend on implementation 
of the 2FA; there might be ways to avoid the inconvenience caused. 

6.3 Replacement 

The internal batteries in the tokens deplete after a period of about 5 to 7 years 
depending on the frequency of usage. This provide the benefit of long period of 
usage, usually last till the next version of the token therefore receiving a new token 
before the current token has stop functioning. However with exception to users who 
misplaced their tokens before the batteries deplete. The replacement of internal 
batteries cannot be done by the users as it require synchronization with the bank’s 
server hence a new token would be required. 

After replacing the hardware token, the whole procedure of registering the token to 
the account would have to be administered again. This causes the user unnecessary 
inconvenience. In term of cost of replacement of the token, it would be based on the 
agreement between the user and the bank. However, in the case of misplacement, 
usually the users would have to bear the cost of the replacement for the misplaced 
token. 
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7 Conclusion   

E-Transactions have different levels of security based on different environments 
and protocols. Each having different levels of security of its own but the most secure 
of all e-transactions would most probably be one which makes use of the 2 factor 
authentication. Although various means of obtaining the 2 factors exists, as such 
different levels of security exists even among those using the 2 factor authentication, 
such as using a hardware token’s OTP compared of using just the SMS OTP. 
However secure it might seem to be currently, increasing means and methods 
exploited by malicious people would lead to a need for increased security for such 
systems. Therefore such systems would be required to constantly improve and look 
towards new means of improving and prevent any malicious attempts for the past, 
present and future. 
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Abstract: This paper provides an overview of the most costly, crippling and 
historically significant Denial of Service attacks of the last decade with a focus on 
techniques that would have helped to prevent and defend against them. It will begin 
by delving into some of the more common protection methods in a generic manner. 
After gaining a reasonable summary of these techniques the paper will go into 
specific historical cases and how these methods could have been employed.  

 

1 Introduction  

In today‟s world of advanced technologies the internet has become a part of our lives 
and the irreplaceable source of information. However, the Internet has over millions of 
networks around the world and is not the safest place at all. It is very exposable to 
many types of attacks. Big companies and banks as well use the internet to provide 
their services to designated clients. Now, there are many ways to attack the system for 
different purposes. One of the purposes is – temporarily or indefinitely interrupting or 
suspending services of a system. In order to reach the goal, in computing, we have a 
type of attack called “denial-of-service attack”, and it‟s another type - “distributed 
denial-of-service” attack, the consecutive damages of which can be very high in cost.  

In this report we are going to explain what are the DoS attacks, what kind of threat 
they are holding, what types of DoS attacks exist, as well as the way to prevent them.  

Denial of service attack, also known as DoS (we will use this term from now on) 
attack is an attempt to shut down or bring the machine or network to its knees, and 
thus, preventing legitimate users to access it. Simply put, these types of attacks are 
designed to disrupt the services provided by other people or companies over the 
internet. This attack is usually performed by consuming as much service resources as 
possible, leaving no available resource for actual consumers. Such an attack is 
normally carried out by targeting the system bandwidth or connectivity. The victims 
of such attacks vary from simple hosts to the big enterprise website services such as 
online banking systems, stock marketing systems, credit card payment gateways. 
These attacks have even been used in gaming industry to interrupt game servers of 
“Minecraft” and “League of Legends”.  
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1.1 Types of DoS attacks  

Another type of DoS is the Distributed-Denial-of-Service attack or also known as 
DDoS (Picture 1). DDoS is a type of DoS attack where multiple compromised systems 
– which are usually infected with a Trojan virus – are used to target a single system 
causing a DoS attack. Victims of a DDoS attack consist of both the end targeted 
system and all systems maliciously used and controlled by the hacker in the 
distributed attack. According to the report on eSecurityPlanet, in a DDoS attack, the 
incoming traffic flooding the victim originates from many different sources – 
potentially hundreds of thousands or more. This effectively makes it impossible to 
stop the attack simply by blocking a single IP address; plus, it is very difficult to 
distinguish legitimate user traffic from attack traffic when spread across so many 
points of origin [1].  

DoS attacks have evolved so fast, that the relatively new type of DoS attack 
“Permanent Denial-of-Service”, also known as PDoS attack, emerged in 2008. 
Formally known as “plashing”, PDoS successfully destroys the entire system 
hardware, rendering it completely useless. Affected systems might even consider the 
replacement of the damaged hardware in order to continue functioning properly. Not 
only disrupting the service of the system, but as well as damaging the hardware of the 
system, made the industry to classify DoS type of attacks as one of the most feared 
threats in today's cyber security landscape [2].  

Picture 1. Graphical Illustration of DDoS attack 
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1.2 Threats DoS attacks represent  

DoS attacks are rapidly becoming a popular attack vector used by hackers and hacker 
groups. With the proliferation of botnets, there has been a massive increase of DDoS 
attacks and more and more organizations, not only large enterprises and service 
providers, are seeking a solution [3]. Even some big commercial websites such as 
Amazon, Yahoo! and Twitter have fallen victims to DoS/DDoS attacks which 
disrupted their services for several hours. A recent study by the Computer Emergency 
Response Team (CERT) showed that the number of DDoS attacks has increased by 
50% annually [4].  

As the result, most of the well developed countries took counter-measures to 
decrease the number of DoS attacks by classifying them as criminal activity. There are 
different legal policies worldwide which are relevant to the computer security. For our 
case, we will examine Singapore‟s law for cybercrime to illustrate how much threat 
DoS attack does provide, what measures Singapore authorities are taking to prevent 
DoS type of attack, and how it fits into the larger picture of internet hacking.  

According to the Singapore‟s Computer Misuse Act, chapter 50A, section 7 – 
“Unauthorized obstruction of use of computer”:  

If any person who, knowingly and without authority or lawful excuse interferes 
with, or interrupts or obstructs the lawful use of, a computer; or impedes or prevents 
access to, or impairs the usefulness or effectiveness of, any program or data stored in a 
computer, shall be guilty of an offence and shall be liable on conviction to a fine not 
exceeding $10,000 or to imprisonment for a term not exceeding 3 years or to both and, 
in the case of a second or subsequent conviction, to a fine not exceeding $20,000 or to 
imprisonment for a term not exceeding 5 years or to both. If any damage is caused as a 
result of an offence under this section, a person convicted of the offence shall be liable 
to a fine not exceeding $50,000 or to imprisonment for a term not exceeding 7 years 
or to both [5].  

The legal actions against attacker who performed DoS type of attack described in 
the fragment of Computer Misuse Act, clearly shows the level of threat the DoS 
attacks represent. The main concern of the authorities, big companies, banks as well as 
defence agencies was on how to prevent DoS attacks or defend against them. They put 
a lot of effort to develop techniques and technologies to prevent this type of attack. 
Further, we are going to explain the common and famous ways to prevent DoS type of 
attacks.  

2 Defence technologies and techniques  

Defending against DoS attacks typically involves the use of a combination of attacks 
detection, traffic classification and response tools, aiming to block traffic that they 
identify as illegitimate and allow traffic that they identify as legitimate [6]. There exist 
technologies and techniques to prevent common DoS attacks, even though no system 
can be perfectly secure from DoS attacks at all. Most of the cases DoS attacks might 
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succeed due to the main reason – the design of the Internet. The design of the internet 
is one of the fundamental reasons for successful DoS attacks. The internet is designed 
to run end-to-end applications. Routers are expected to provide the best-effort packet 
forwarding, while the sender and the receiver are responsible for achieving desired 
service guarantees such as quality of service and security [7]. This means that routers, 
as the intermediate networks, are created to have very high bandwidth. On the other 
hand, hosts which provide services through internet have limited bandwidth which is 
more than enough to run their services. This is the main design for attackers to 
perform DoS attacks – they use the resources of routers to deliver a huge amount of 
information to the victim‟s network and eat-up all his resources. So as the result, 
developers came out with techniques and technologies to use on target‟s side as well 
as on intermediate networks to prevent this type of attacks. We are going to explain 
well known and common techniques in today‟s use.  

2.1 Firewalls  

Firewalls are software or hardware that is used to secure the network which runs them 
on the host side. The main goals of firewalls are to monitor and control the incoming 
and outgoing network traffic by analysing the data. Depending on the predetermined 
rule set, firewall determines whether the data packet is allowed through or not [8]. So 
when it comes to the DoS type of attacks, a host can set rules to firewall such as to 
deny incoming packets from specific IP addresses and ports, as well as prohibit some 
suspicious protocols to go through it. So in case, there are a huge number of packets 
flooding from specific IP addresses, user can simply restrict the access from those IP 
addresses. This is the simplest case for simple attack. However, when it comes to very 
complex attacks, Firewalls are not enough to handle them due to the following reason 
– if attackers aim port 80 of your service, you cannot simply drop incoming traffic to 
that port. Since port 80 is the port to provide web service, dropping all incoming 
traffic on this port will lead the server to stop from serving legitimate traffic at all [9]. 
Moreover, it requires a very good knowledge for a developer to set up firewall rules 
and positioning firewall‟s location in the system, failing which will result in routers as 
well as system getting damaged. Therefore companies required better technologies to 
prevent complex DoS attacks.  

2.2 Switches and Routers  

Switches are devices in the network that handle the linking network segments and 
network devices together on the host side. They simply receive the message or packet 
from one device that is connected to it and then forward the message or packet to the 
right device the message was destined. Switches are generally intelligent and are 
capable of checking the data packets when they are received. By doing so, they 
determine the source and destination of each packet and forward them appropriately. 
By delivering packets only to the connected device intended, a network switch saves 
network bandwidth which can be used for better performance of the service the 
system provides.  

Routers, on the other hand, are similar to switches which serve as the forwarder of 
packets between networks.  
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When it comes to the DoS attacks, switches and routers provide variety of 
technologies to prevent them. The common technology for both devices is that they 
have “rate-limiting” and access control list, also known as ACL.  

2.2.1 Rate-limiting (Traffic shaping)  

Rate-limiting is a technology which controls the rate of incoming and outgoing traffic 
on the host side as well. When traffic rate is higher than required, some packets that 
make traffic exceed get dropped or get delayed. So in case of flooding and numerous 
received packets during DoS attack, rate-limiting helps to prevent them by dropping 
most of the packets or by putting them in the queue and delaying them. This will help 
to decrease the workload on the system and maintain its services. Another form of 
rate-limiting is called “Traffic shaping” [10]. Unlike rate-limiting, it delays some or 
all packets (datagrams) to make sure that system‟s bandwidth can handle them.  

Switches, on their own, have other technologies inside that are helpful in preventing 
flooding attacks such as deep packet inspection, Bogon filtering and delayed binding.  

2.2.2 Delayed binding  

Delayed binding is the postponement of the connection between the client and the 
server in order to obtain sufficient information to make a routing decision on the host 
side [11]. By doing so, they prevent the binding between server and client until proper 
handshake is acquired. Since some DoS attacks are based only on “half connection” 
where attacker does not create full connection and does not perform handshake, 
delayed binding helps to prevent DoS attacks.  

2.2.3 Bogon filtering  

This host side technique simply filters the IP addresses which are not allocated by 
authorities but exist due reservations. Those IP addresses are usually filtered by 
switches, routers and firewall and they are not big problem at all.  

2.2.4 Deep packet inspection  

Since we have covered techniques which are helpful to prevent DoS attacks on 
connection and packet rate base, we move on to the techniques which mainly focus on 
the content of the packet (data). Deep packet inspection is the technique which 
examines the part of the packet where data is stored. It checks the data for being virus, 
spam (can be used as flood) or intrusion. After checking, it decides whether let the 
packet through or forward it to other destination. This method is useful in preventing 
DoS attacks with packet flood with harmful data. As long as it detects the harmful 
data, it will block it and does not let the packet go further to the system.  

Depending on type of the DoS attack, we can apply the correct technique and 
prevent it. If we are to consider type of attacks case by case with the solution, we can 
group “SYN flood” type of attack with the “delayed binding” as its solution. The same 
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scenario can be applied for attacks coming from IP addresses with malicious 
activities. They can be prevented by using Bogon filtering. All the techniques work 
for specific type of attacks and it is up to the developer to adjust and set up routers and 
switches correctly.  

2.3 IPS based and DDS based prevention  

Intrusion prevention system, also known as IPS, is the technology that simply 
monitors the network and the system of the host for harmful activities [12]. Whereas, 
DoS Defence System, also known as DDS, focuses on the same activities and blocks 
connection-based DoS attacks and ones with malicious intent. Both of are purpose-
built system, can detect and block DoS attacks before they reach the software based 
system.  

2.4 Blackholing and sinkholing  

Blackholing and sinkholing are the techniques used on the intermediate path to handle 
all the traffic with the specific way. Whenever used, blackholing will get rid of all the 
traffic coming from attacker by sending it to so called “black hole”. As the name 
states, black hole is the region which consumes all traffic and never lets them out and 
drops them. On the other hand, sinkholing sends all the traffic to the specific IP 
address. Afterwards, traffic gets analysed – it simply removes the traffic with bad 
intent. Due to complicatedness of attacks, as well as resource consumption, sinkholing 
was decided to be inefficient for complex DoS attacks. Sinkholing was replaced with 
Clean pipes technology.  

2.5 Clean pipes  

“Clean pipes”, also known as Cisco Clean Pipes, is the similar technique to sinkholing 
which is a purpose-built architecture for dedicated DDoS detection and mitigation. As 
opposed to traditional DDoS defence techniques, the clean pipes solution can 
accurately distinguish legitimate traffic from malicious traffic destined for a mission-
critical host or application. It precisely blocks the attack traffic while allowing 
legitimate traffic to pass through [13]. The separation of traffic is handled on 
"cleaning centre" or "scrubbing centre" by using proxies, tunnels or even direct 
circuits. Cisco and Arbor Networks are in charge of developing newer and more 
efficient versions of clean pipes.  

In this chapter, we explained main and the most known technologies and 
techniques to fight against DoS attacks. However, as we mentioned before, there is no 
perfect technologies which can guarantee the prevention of DoS attacks. In the next 
sections, we are going to introduce the most famous DoS attack cases, as well as 
discuss methods that could have prevented them.  
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3 Major DoS Attacks and Possible Defences  

3.1 Spamhaus Attack  

The largest DDoS attack in history, measured on pure traffic to a single host, was 
quite recent, starting two weeks ago on the 18th of March. The attack was on a 
company called Spamhaus which helps to track many spam senders and hosts 
supporting spammers. According to some reports they help to prevent nearly 80% of 
the web‟s email spam. The attacker was a group that was put on the Spamhaus‟s 
“spam list” and believed that they should not have been. The attack was an 
oversaturation attack, meaning that they sent more traffic than the company‟s ports 
could handle. The attack began with nearly 10 Gbps of traffic sent to the Spamhaus 
website which caused it to become unreachable. [14] They engaged Cloudflare‟s 
protection service and it brought them back online for a brief period. The attack then 
ramped up to nearly 300 Gbps [15] and took Spamhaus offline again, requiring a 
major portion of Cloudflare‟s resources to prevent the attack from being successful.  

Attack Specifics:  

The attack was primarily a DNS reflection attack. The basics of this attack involve 
sending a forged request to an open DNS resolver which then causes it to respond and 
the forged request has the source IP address as the victim of attack and then the DNS 
resolver send a reply, which is much larger than the initial request, to the victim (100x 
in this case). This amplifies the attacker‟s strength to much more than their initial 
bandwidth capacity.  

Prevention:  

The best way to prevent an attack such as this and all attacks involving DNS reflection 
is simply to close all open DNS resolvers and then this amplification attack, which is 
becoming much more common, would not be possible. Seeing as that will take quite a 
bit of time and awareness the next best alternative is to use a scrubbing center to dilute 
the attack before it hits the main website‟s servers. More general methods such as 
firewalls are not effective because the traffic is coming from thousands of different IP 
addresses. The scrubbing center usually takes the brunt of the attack and goes through 
piece by piece to determine the legitimate traffic and send it on through.  

3.2 Foreign Attack on US Banks  

The largest attack before the Spamhaus case, and actually much larger in overall 
scope, time and number of victims, was an attack on a number of U.S. banks in 
September 2012. The attacker is still not certain, though a Muslim Cyber Fighters 
group claimed responsibility; many believe it was conducted by Iran in response to 
stricter economic sanctions. The attacks took 5 major US banks offline and prevented 
customers from using their services on and off for two weeks.  
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Attack Specifics:  

The attacks were done primarily by infecting thousands of computers and creating a 
botnet but this case was unique in their ability to gain control over many powerful 
servers instead of simply many home computers. The difference here is large in that 
servers are often 50-100x more powerful than home computers and do not go offline 
very frequently. While none of the banks gave specifics on the amount of traffic sent 
by the attackers it is known than it was 10 to 20x the normal amount for DoS attacks.  

Prevention:  

Because the attack specifics are not as well known it is a little more difficult to 
prescribe a specific solution, and because the banks, with some of the world‟s most 
advanced security, were not able to prevent the attacks we cannot work backwards 
from a successful solution. The traffic was too great to send to a single scrubbing 
center as it would have likely overrun and one center. A more feasible option would 
be to use a combination of a few techniques. Because the servers were a major source 
of the attack‟s power if they could be identified and added to a firewall blocking their 
IP addresses this would have subdued a major portion of the attack. If this firewall 
was combined with a rate limiting system, either through switches or some internet 
facing application, they could bring a decent amount of the traffic down. Seeing as 
banks are in a unique situation they have more options than most websites. If this 
became a persistent problem they could implement a hardware related solution where 
users have a portable chip or an identifying card on their computer and any traffic 
without this card would be prevented from accessing the website. This case was not a 
simple one, the White House was brought in and the repercussions are still being 
discussed throughout the financial industry but there are many options, though quite 
costly, to help prevent too much damage from being caused by these attacks.  

3.3 15 year old Mafiaboy cripples US corporations  

A unique case from nearly 10 years ago happened when a 15 year old Canadian took 
control of many servers and crippled Yahoo, Amazon and eBay. This was one of the 
first headline-making hacking cases and was especially noteworthy because of the age 
of the attacker and the relative ease with which he took down multiple major websites.  

Attack Specifics:  

This attack was unique in its implementation as well. Mafiaboy was not an especially 
technical hacker and he simply took a rootkit developed by someone else, added some 
additional capability to make it infect many computers and then had assembled a 
botnet with very little effort. The virus capacity was also not written by him, he 
simply combined multiple programs written by others. [16] A rootkit allows an 
external user to gain access to root, or the administrative privileges, and is generally 
on the malicious side of the computer world. Once he had control of this botnet, which 
was comprised mainly of various servers and personal computers from different 
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universities in the United States, he was able to use all of the its processing power for 
a direct distributed DoS attack.  

Prevention:  

The Mafiaboy attack was one of the first of a new generation of hacks utilizing the 
growing black hat community‟s openly available tools. These tools were easy to track 
and not terribly complex to decipher exactly how the attack was being done. In this 
case nearly all of the traffic was being generated from a few universities that had been 
infected and by determining the location of the attacking computers by IP address and 
blocking or rate limiting all IP addresses within those offending areas a good deal of 
these attacks could have been subdued. In this case, and due to the ease of tracking the 
attacker, it may have been more effective to simply find the culprit and subdue him 
with the law. This isn‟t a very computer savvy approach but may have been the 
quickest in this case. Mafiaboy‟s attacks were not able to be stopped and subsided 
only when he decided on his own to bring them to a close.  

3.4 Political Attacks on WikiLeaks  

One attack, which is important because it is signifies the growing likelihood of 
governments using cyber warfare, is the sustained DoS attack on WikiLeaks right as it 
was about to release nearly 200,000 leaked U.S. Government diplomatic cables. The 
DoS attack was kept up for nearly two weeks in early August 2012, a record for an 
attack on a major website such as WikiLeaks. The attack was suspected to be 
politically motivated and the resources required to keep a large scale attack, on the 
range of 10-50 Gbps, live for weeks adds to suspicions that it could be the US or UK 
government.[17]  

Attack Specifics:  

As stated the attack maintained a minimum traffic level of 10 Gbps and ramped up to 
50 Gbps throughout the timeframe of the attacks. The attack used many methods of 
traffic, from simple TCP flooding to faulty packet messages to attempts at using up all 
the available connection limits. This variation makes prevention especially difficult 
because specific solutions are not available to cover all these types of attacks. 
Additionally there were thousands of IP addresses used, either signifying that they had 
a massive network of computer available, or they were forging the addresses. Either 
way this also adds to the complexity of the solution.  

Prevention:  

With an attack of this complexity and magnitude the normal defences are prohibitively 
expensive or simply don‟t have the flexibility to cover all the bases. With thousands, 
and even tens of thousands, of IP addresses each one doesn‟t need to be much above 
the high end of a standard deviation to cause a strain on the victim so it is difficult to 
employ a firewall or rate limiting mechanism. The most effective way to deal with an 
attack of this type, which is aiming to simply make a website unreachable, rather than 
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steal data or private user information, is to user the same strategy as the attacker. The 
attacker here can be successful because of the many to one relationship of numerous 
computers attacking a single point but if the victim creates multiple versions of its 
website and adds redundancy into its system architecture then it becomes much more 
difficult for the attacker to succeed. This is often not an option because of the expense 
but in a case such as this it may be the only option.  

WikiLeaks was especially vulnerable on the outset of the attacks because they only 
had a single DNS provider and a single host. If they had added hosts and DNS 
providers around the world it would have secured their position and helped to prevent 
much of the outages they faced. In the end a similar solution was actually used by 
WikiLeaks. They ended up asking volunteers to create mirrors of the website and after 
they had nearly 1000 mirrors the attacks stopped completely because of the safety in 
numbers.  

3.5 Anonymous Assaults on PayPal  

A review of some of the most noteworthy DoS attacks would not be complete without 
covering an attack by the hacker group Anonymous. In December of 2010 the 
“hackivist” group launch a series of DoS attacks against PayPal in response to their 
pulling of support from WikiLeaks. [18] They also attacked Visa and MasterCard but 
we will focus on the PayPal assault now. The attacks caused upwards of US$6 million 
in damage to PayPal, due to customers being unable to use the service, in addition to 
nearly 20,000 users cancelling their accounts after the incident. [19]  

Attack Specifics:  

Generally attacks by Anonymous are conducted by thousands of volunteers all over 
the world which is a much different method than illegally creating a botnet through 
infecting unsuspecting user‟s computers but it leads to a very similar outcome and 
capability. Anonymous‟s signature tool is their Low Orbit Ion Cannon which anyone 
is able to download and offer their CPU‟s processing power to the admins of the 
LOIC. What the Cannon does is send massive amount of TCP or UDP packets to the 
victim, generally flooding the server‟s capability in an oversaturation attack. This is 
precisely what they did in the attack on PayPal and it effectively took them offline.  

Prevention:  

A naïve solution for this would be setting up a firewall for all of the IP addresses that 
are sending more than a reasonable number of packets and thus blocking all that 
traffic. This would not work in this case because it is all on the transport layer and 
thus the traffic, even if filtered at the firewall, would overwhelm the system and 
prevent any more traffic from getting through. The firewall would need to be put into 
place higher up in the food chain, preferably at the website‟s Internet Service 
Provider, to prevent the deluge from overwhelming their limited server capacity. That 
still is not the most elegant solution. The LOIC works by sending all of these TCP or 
UDP packets and this is not actually extremely bandwidth intensive unless there are a 
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multitude of users but the problem is that it takes an excessive amount of server 
connection time because LOIC users send many connection requests, not caring about 
the response, but the server responds to each and every one. So, if a switch is set up to 
rate limit the connections of specific IP addresses it would be quite effective and 
prevent any normal users from being accidentally blocked out of the site.  

4 Conclusion  

Denial of Service attacks are being more and more prevalent on the internet as 
companies and organizations continue to rely on constant uptime to please clients and 
customers which cases them to become a more attractive target. We have gone into 
depth on some common and effective manner to defend against such attacks. In many 
cases, if the attacker is determined enough, the attacks simply cannot always be 
prevented. Often they can be reacted to quickly and their effects can be mitigated but 
they will continue to happen. As problems such as open DNS resolvers and large 
botnets are attacked new ones will come up and solutions will have to be devised for 
these as well. DoS attacks can pose a real threat to major organizations and many 
industries such as the financial sector, must continue to adapt and improve their 
security measures.  
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Security techniques for digital video/multimedia 
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Abstract. This paper firstly introduces the mechanism of typical system of 
digital rights management. It further discusses different security techniques 
used for digital video/multimedia in detail. The main focus would be on DVD 
Content Scrambling Scheme, Apple’s FairPlay and Intel’s High-Definition 
Content Protection. Moreover, this paper analyses in great details failures of 
these security techniques. Lastly, this paper discusses the current issues related 
to DRM and conclude if such systems should be abandoned based on the 
technique failure analysis. 

1 Introduction 

Digital Rights Management (DRM) emerged at the climax of the widespread use of 
the Internet and the technology of streaming and compressing media such as digital 
music, images, video, books and games. Ever since then, any digital product could be 
easily distributed and delivered to any end host through the Internet. The 
improvement of technology on the propagation of digital media files had no doubt 
brought a great deal of benefits to the Internet users. On the other hand, without 
proper protection and constraints, lots of digital media had been copied, altered, and 
redistributed to a large number of recipients which indeed have caused huge losses to 
the media related companies. As such, Digital Rights Management was invented to 
protect the digital assets and control the usage. 

A DRM system should manage all the rights of digital intellectual property. A 
good DRM system should not just be able to limit the access to the digital assets and 
protects from unauthorised access, but also to provide all other rights. It should give 
rights to the digital holders to allow them to know the content and specify terms and 
conditions of the usage and dissemination of the content. Moreover, the DRM system 
must be flexible such that it can run on different systems. 

However, many companies such as Apple and Microsoft are opposed against the 
implementation of DRM techniques mainly because the protection provided by DRM 
is insufficient and ineffective. As such, this report will discuss different security 
techniques used for digital multimedia and further analyse the technical failures 
generated by these DRM systems. 

This report will firstly introduce standard DRM systems and the background 
information of Ross Anderson’s security framework. Next, it will discuss various 
security techniques and further analyse the corresponding technique failures using 
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Anderson’s security frame work. Lastly, the report will discuss the current concerns 
and opposition towards DRM. 

2 Typical DRM Systems 

DRM system focuses on enforcing a legal digital license for the protection of 
digital property. The digital license contains the product content and the authorized 
user, and specifies the right the user has in a computer readable language. A typical 
DRM system works in the way as shown in the picture below. 

 
Fig. 1. Components in a DRM system (Tyrväinen, 2006) 

The content provider is the company who owns digital assets and wants to protect 
the legal rights of all these assets. For example, a music record company owns 
millions of digital records and has to protect all the rights towards those records. 

The distributor provides a platform to better distribute and present the protected 
data to users. It receives the protected and encrypted data from the content provider 
and display on its channels. At the same time, it receives payment for the clearing 
house for doing such distribution. A distributor can be an online shopping web or 
music shop web. 

The consumer is the demand for all these digital data. Consumer obtains the 
wanted information upon the downloading or streaming of corresponding data from 
any distributor. As the same time, the consumer has to request a legal license from the 
clearinghouse to access the encrypted download file. 

The clearinghouse deals with all monetary transactions in the DRM process. It 
receives request and payment from the consumer, and further distributes the payment 
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to the distributor and also pays the loyalty fees to the content provider. Upon 
successful transaction, it will issue the requested legal license to the consumer. (Liu, 
Safavi-Naini, & Sheppard, 2003) 

 
 
DRM works in this way. The content provider first encrypts the digital content into 

protected content and transfers the protected content to different web distributors. At 
the same time, the digital license containing content decryption keys and usage rules 
is sent to the clearinghouse. On the customer side, the customer may download certain 
digital content from the distributor. In order to read the content of the downloaded 
file, the customer must request legal digital license from the clearinghouse to decrypt 
the protected package. The clearinghouse verifies the user’s identity and set up an 
online payment with the user. Once the user successfully completes the online 
transaction, the legal license will be delivered to the user so that he or she can retrieve 
information from the encrypted file (Gikas & Lahrim, 2006). 

3 Ross Anderson’s Security Framework 

Anderson’s security framework specifies 4 perspectives known as policies, 
mechanisms, assurances and incentives to examine any security failure. His 
framework will largely help build a thorough understanding of the DRM technique 
failures along the reading. As such it is necessary to briefly explain how Anderson’s 
security framework works. 

Policies are sets of rules permit what to happen and disallow what to happen. It 
gives instructions on what a system should behave. For example, in airport security, 
“knives with blades less than 3 inches were allowed.” This is instruction is a policy, 
though it can be considered as a failure since 911 event. 

Mechanisms are set of executions which enforce a policy. It deals with real 
execution of the policy. For example, in bank security, “banks maintain a kind of 
distributed bookkeeping system”. This is a mechanism which prevents transaction 
insecurity. 

Assurances are about how much reliance each mechanism has put on each other. 
For example, we can have mechanisms to prevent non-residence to enter certain 
residence by setting up card scanning at the entry of the building but also in the lift. If 
the entry scanning fails to prevent strangers to enter in the building, the card scanning 
in the lift still can prevents them from access to any level of the building. The 
mechanisms are the same, but the later one only works when the first entry fail to 
detect the strangers. 

Incentives are the motives of the people guarding and maintaining the system, and 
the attackers. For example, the policy failure in the airport security adapting 
passenger screening rather than more effective mechanisms indicates the incentives 
for policy makers prefer visible control more over other effective policies. 
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4 DRM Schemes 

4.1 Content Scrambling System (CSS) 

Introduction 
Content Scrambling System (CSS) is a digital rights management system 

developed by the DVD Forum in 1996. It is used in almost all commercially produced 
DVD-Video disks. It uses a closed 40-bit stream cipher algorithm. CSS is used to 
encrypt the contents of an MPEG digital video stream so that it is not possible to 
produce a byte-for-byte copy of that video stream. CSS was also used to force 
manufacturers to make their devices compliant to an industry-controlled standard, 
since non-compliant devices might not be compatible with a CSS-encrypted DVD 
disk. 

This system is actively being replaced with a stronger encryption scheme, like the 
Advanced Access Content System which is used in Blu-ray disks, as it has been 
deemed too weak. There are flaws in the way the content is encrypted, such that it 
only provides an effective key size of 16-bits, which could be brute-forced by a 
computer with a 450 MHz processor in less than 1 minute (Stevenson, 1999).  

Every DVD is equipped with two keys – the title key and the disk key. The title 
key is used to encrypt the DVD’s data, including the movie itself. The disk key is 
used to decrypt the title key.  

There are approximately 400 player keys which are distributed by the DVD Forum, 
and each DVD player manufacturer is allocated one of the 400 keys. Every DVD 
player contains a player key.  When a disk is inserted, it will try to decrypt the 
contents of the disk with the key in its store.  

How it works 
Every disk stores a hash of its decrypted disk key and a set of cipher text, which is 

the disk key encrypted with the available player keys. It also stores a hash of the 
decrypted disk key. 

 
For a player to decrypt a CSS-encrypted DVD, it will calculate the disk key,  by 

decrypting the corresponding cipher text which was encrypted using its key. 
 
 For example, if the player has a valid key for slot 100, it will calculate 

,  

where  is the disk’s key,  is the player’s key and  is the 
corresponding cipher text which was the disk’s key encrypted with the player’s key. 

 
The player will then verify that  is correct by calculating the hash of the derived 

key. 

,  
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If this fails, the player will try the next player key. (Swartz, 2002) 

Circumvention techniques 
One of the major flaws of the CSS system is that it is easy to brute-force, since it 

only uses a key with a length of 40 bits. This was partially due to the regulation which 
was placed by the United States, which forbids manufacturers to export cryptographic 
systems which use keys longer than 40 bits (Ogonowski, 1997). 

Furthermore, further analysis of the stream cypher algorithm used by CSS showed 
that the effective key length of the CSS system was only 16 bits, due to the way the 
algorithm was implemented (Stevenson, 1999). 

Due to these limitations, CSS was reverse engineered and programs like DeCSS 
and libdvdcss have been created to get around the encryptions. DeCSS works by 
using a cracked DVD player key decrypt the content of the disk. A free and open 
source software library called libdvdcss has also been created to decrypt the content 
of a disk via brute-force. 

4.2 FairPlay 

Introduction 
FairPlay is a proprietary digital rights management scheme, developed by Apple 

(Geer, 2004). It was originally designed to protect the music files downloaded from 
the iTunes store, but has been expended to include movies and eBooks downloaded 
from the iTunes store. Currently, Apple does not sell music which is encrypted with 
FairPlay, but movies sold are still encrypted using FairPlay. 

Current devices and applications which use FairPlay include the iPod, iPhone, 
iPad, iTunes and QuickTime player, all which are developed by Apple. 

How it works 
Audio files protected with FairPlay are regular MP4 containers whose AAC audio 

stream has been encrypted. The AES algorithm is used to encrypt the media files 
(Layton & Strickland, 2006).  The key required to decrypt the audio stream is called 
the master key, and it is stored in an encrypted form in the MP4 container. The user 
key is required to decrypt the master key. 

The user key is a random key generated each time a new customer uses iTunes to 
purchase a song. The user key, together with the customer’s account information, is 
stored on both the computer which was used to purchase the song, and on Apple’s 
servers.  

iTunes would also collect a unique machine identifier of a user’s computer when a 
user authorizes a new computer. The unique machine identifier would be stored in 
Apple’s servers. The computer would then retrieve all the user keys that are 
associated with that account. This is all done so that Apple can restrict the number of 
computers which can decrypt content bought by the user. 

The opposite happens when the user deauthorize a computer. iTunes would remove 
all the user keys stored in the computer, and would tell Apple’s server to remove the 
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unique machine identifier from their servers. This would prevent the computer from 
decrypting content that a user bought. 

The iPod also contains a place to store the user keys. Every time an encrypted track 
is copied to the iPod, iTunes would also copy the corresponding user key from its key 
repository to the iPod’s key repository. This allows the iPod to decrypt the audio files. 

Circumvention techniques 
One of the ways to get around one of the restriction where a user could only 

authorize up to 5 computers at a time was to make a backup of the computer’s key 
repository, unauthorize that computer, then restore the backup of the computer’s key 
repository (Swartz, 2002). This allows an unlimited number of computers to decrypt 
the files purchased from iTunes as the server still think that that computer has been 
deauthorized. 

Another way of getting around FairPlay was to simply burn the songs to a CD, and 
later rip them again. This was because Apple allowed users to copy the music to an 
audio CD. 

The person who created the DeCSS program, Jon Johansen, released a few 
programs which are able of circumventing FairPlay. 

One of the programs released by Jon Johansen was QTFairUse. It is an open source 
application which is able to intercept the decrypted output by iTunes. It then dumps 
the output to an unencrypted AAC file. 

He and some others also released a program called PyMusique, which is an 
alternative frontend to Apple’s iTunes. It uses the same communication protocol as 
iTunes. He exploited the fact that the song is sent to the user unencrypted from the 
iTunes Media Server to the user’s computer, and is only encrypted by iTunes with the 
user key after it has been downloaded from the iTunes Media Server. Thus, 
PyMusique would help to download the file and not encrypt it. It was said that this 
tool was meant for use on Linux, which did not have an iTunes client (Mennecke, 
2005). 

Furthermore, like every other DRM scheme, FairPlay was also susceptible to the 
analogue loophole. A user could simply connect a recording device to the computer’s 
output port and recapture it without any DRM. 

4.3 High-bandwidth Digital Content Protection (HDCP) 

Introduction 
High-bandwidth Digital Content Protection (HDCP) is a system developed by Intel 

Corporation which prevents copying of digital audio and video content as it is sent 
over a connection (Digital Content Protection LLC, 2008).  HDCP requires 
authentication and encryption to ensure that the link is secure. This would plug the 
analogue loophole which was discussed previously, as only authenticated devices 
which are able to decrypt the contents of the link may retrieve the content from the 
connection. 
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Many electronic devices nowadays implement HDCP, including DVD players, 
computers, set-top boxes, and high-definition digital televisions. To date, 
approximately one billion HDCP device keys have been distributed (Digital Content 
Protection LLC, 2008). 

HDCP is not a DRM system, but it is used to prevent people from retrieving the 
data stream from a connection. 

HDCP is incorporated into many devices, all of which have its own unique device 
key. These devices can be characterised into 3 main categories: sources, repeaters, 
and sinks. 

Sources are devices which transmit content to be displayed. Examples include 
DVD players and set-top boxes. 

Repeaters are devices which accept data, decrypt it, re-encrypt it, and then 
retransmit the data. Repeaters may do additional processing including but not limited 
to enhance the picture quality or audio quality. Examples include some home theatre 
receivers which have separate input and output ports. 

Sinks are devices which decrypts the data transmitted for display. Examples 
include televisions and audio receivers (Digital Content Protection LLC, 2008). 

All HDCP enabled devices include 40 56-bit private keys, which are known as the 
HDCP device keys. These keys are obtained from DCP, and are unique to the specific 
device (devices of the same brand and make share the same key) (Digital Content 
Protection LLC, 2008). They also include a 20-bit Key Selection Vector, which can 
be used to identify that particular device. Devices exchange the Key Selection Vectors 
while performing authentication and encryption. 

A HDCP device key can be revoked by a blacklist if it was found that the device’s 
device key was leaked, which means that the device would not be able to play content 
with its device key in the blacklist. 

How it works 
As mentioned earlier, there are two parts to HDCP: Authentication and Encryption. 

The state diagram of the HDCP protocol state diagram is displayed below. 
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Fig. 2. The HDCP Authentication Protocol state diagram (Digital Content Protection LLC, 

2009) 

 
There are 3 parts to HDCP Authentication. Firstly, both the transmitter and 

receiver calculate a shared secret session key which would be used to encrypt and 
decrypt the data. Both devices would not share their secrete device key (Digital 
Content Protection LLC, 2008).  

The next step in authentication only happens if the receiver is a repeater. The 
receiver would calculate the number of devices below it, so that the transmitter would 
know the size of the tree, and to check if it has reached the maximum number of 
devices. All devices in the tree would be check for validity in this stage too (Digital 
Content Protection LLC, 2008). 

Finally, the receiver would check every 2 seconds to see if the encryption is still 
valid between all parents and child in the tree (Digital Content Protection LLC, 2008). 

 
Encryption is done after authentication, where the shared session key will be used 

to create an encrypted stream of data that can be decrypted only by the receiver. The 
receiver would use the HDCP cipher engine and the shared session key to decrypt the 
content for display (Digital Content Protection LLC, 2008). 

Circumvention techniques 
There are HDCP strippers in the market, which would decrypt the content of a link, 

and retransmit the content without HDCP to another device. However, these devices 
may not work in the future if their device keys have been revoked (Block, 2005). 

Furthermore, some people have performed cryptanalysis of the HDCP key 
exchange protocol, and found that with as few as 50 devices’ device keys, a person 
would be able to reconstruct the secret symmetrical master key which was used to 
generate all the device keys (Crossby, Goldberg, Johnson, Song, & Wagner, 2001). 
This would render the key revocation system useless. 
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Finally, the secret master key was leaked on 14 September 2010 (Lawler, 2010). It 
was believed that the key was retrieved by using the techniques described in the 
previous paragraph. This would allow a person to create new keys in the event a 
particular key was revoked. This cannot be prevented because if the DCP changed 
their secret master key, all other devices would need to have a new device key, which 
is a very difficult task as not every device was made to be able to have their firmware 
upgraded, which might break many legitimate user’s products (Lawler, 2010). 

 

5 Opposition against DRM 

With ineffective rights management and protection by DRM, many companies 
have abandoned DRM.  

In the February of 2007, Steven Jobs claimed that the Apple wants to completely 
abolish the use of DRM system for providing protection to other companies’ digital 
media, as it is ineffective in guaranteeing the copyrights of the digital music bought 
from record companies. He also stated that DRM will easily invoke the leaking of 
user’s personal information; hence he hoped all record companies can stop 
implementing DRM techniques (Jobs, 2007).  

Also, SONY BMG has become the last one of the world’s largest record 
companies to abandon DRM and has announced to provide music record without 
DRM since 2008 (Worthham, 2008). As for Warner Music Group, WMG, EMI and 
Vivendi's Universal Music Group, they abandoned DRM since 2007 (Mnookin, 2007) 
(Leeds, 2007). 

6 Conclusion 

    In conclusion, the objective of inventing DRM system is to protect the rights of 
content produces in any form of digital assets. The legal rights to be protected are not 
just copyrights but all rights including how the digital property is used or re-
distributed.  Theoretically, most if not all DRM systems do meet the requirements in 
protecting digital properties. However, it is likely to be abandoned by the companies 
largely due to its security failures.  

 
At the same time, most, if not all DRM systems have flaws. Such flaws are very 

likely to cause serious damage to the security as discussed in the previous sections. 
This can be seen in the three examples provided in the earlier sections, where DRM 
systems have been broken due to flaws which cannot be fixed since they are not 
vetted by external parties. On the other hand, it is relatively easy to bypass most DRM 
schemes by using the analogue loophole. 

 
Therefore, designing a perfectly DRM system seems to be impossible especially 

since all the DRM systems are closed or proprietary systems. DRM systems will 
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eventually be abandoned in the future, but other alternative ways to protect digital 
assets will emerge in the near future. 
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Abstract. In this paper I will be focusing on web-based application security. 

While there are a variety of web-based application attacks, I will be exploring 

the protection techniques focusing on the more common and dangerous ones. In 

Section 1, the list of attacks covered for this paper will be given. In the 

following sections, I will cover briefly on how these attacks generally work 

while providing in depth, the countermeasures and techniques used to protect 

applications against such attacks. I will then conclude this paper, and discuss 

any possible future work.  

Keywords: Application, Security, Web-based, Software 

1   Introduction 

With the advancement in technology and global connectivity coupled with the 

increasing number of hackers due to information available on the internet, every 

application has become a potential target for attacks. As web applications plays a 

crucial role to the operations of organizations and with the wide range of attacks 

available, hence it is important to extend defensive measures to cover security.  

1.1 List of Attacks 

The list of attacks covered in this paper is as shown below. While there may be many 

other types of attack, the attacks listed and covered in this paper are of the more 

common and dangerous ones at the application level. 
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Table 1.  List of Attacks covered in this paper. 

 

 

 

 

2 Buffer Overflow Attack 

Buffer overflows are the result of stuffing more code into a buffer than it is meant to 

hold. The countermeasures can be differentiated into three different levels.  

2.1 Language level 

Changes can be made to C language itself to reduce the chance of buffer overflow. 
This is done by disallowing those specific functions in C deemed to be dangerous eg. 
C library functions such as strcpy (), strcat (), sprintf () and vsprintf () operate on null 
terminated strings and perform no bounds. Instead alternative functions such as 
strncpy and snprintf is used in place, which in addition to the buffers also takes a size 
parameter.  The get() and scanf () functions may also result in buffer overflows. One 
simple solution is to switch to a language (Java, Perl or Python) which provides 
automatic bound checking of buffer. [1, 2] 

2.2 Source Code Level 
Source code analyzers can be used to check for buffer overflow problems. Since 
malicious code is an input argument that resides in the stack and not in the code 
segment hence, stack should be invalidated so as to prevent any codes from executing 
any codes in the stack. StackShield and StackGuard are some freely available tools 
that are able to ensure that the stack does not get altered. In StackShield, the return 
address is first copied and then compared once the function terminates. Any mismatch 
will result in the abortion of the function. [1] For StackGuard, attempts made on the 
overflow buffers can be checked by placing a Canary between a buffer and control 
data on the stack to monitor buffer overflows. Similar to StackShield, during a buffer 

Attacks  

 Buffer overflow 

 Cross Site Scripting (XSS) 

 Cross Site Request Forgery (CSRF) 

 Cookie Attacks 

 Sensitive Data Leakage 

 Session Hijacking 

 Distributed Denial of Service (DDOS) 

 Sensitive Data Leakage 

 SQL Injection 

 Web Services (XML) Attacks 

 Google Hacking 

 Zero Day Attacks 
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overflow attack, the Canary value gets overwritten. Therefore, the system will not 
continue when the corrupted canary value does not match.  [2] 
 
Another security feature that can help delay a buffer overflow attack is Address Space 
Layout Randomization (ASLR) in which the positions of key data areas such as heap, 
stack and libraries are randomized in the address space of a process. With 
randomization, this makes it difficult for hackers to determine target addresses, hence 
reducing the risk of an attack. 
 

2.3 Compiler level 

Over the years, compilers have become more advanced in optimizations and the 

checks they perform. Various compiler tools offers warnings on the use of unsafe 

constructs such as gets (), strcpy (). [2] For example, this code shown below 

int main () { 

    char *str = (char *)malloc(20);// allocate 20 bytes for str 

    gets (str); // reads input from stdin and store into str 

  } 

The following warning is returned when compiled with GCC 
 
/tmp/cc203ViF.o: In function "main": 

/tmp/cc203ViF.o(.text+0x1f): the "gets" function is dangerous 

and should not be used. 

 

While no tool can completely protect against buffer overflow, these tools can aid in 

detection of buffer overflow and reduce the chance of successfully exploiting 

vulnerability. However, writing secure code is still the best possible solution to these 

attacks. [1, 2] Programmers should not take the warning given by the compiler lightly 

and must be educated to prevent the use of standard unsafe functions.  
 

3 Cookies 

 
Cookies remain the basic method of identification of tracking on most websites. The 

use of cookies presents a dangerous security risk for un-encrypted connections. Most 

websites only encrypt the username and password when initially authenticating the 

user and all traffic following the initial handshake is un-encrypted. As a result, this 

allows attackers to steal cookies from users on the network by means of appropriate 

software and obtain unauthorized information needed to gain access to users account. 
 

3.1 Techniques to protect cookies 

 
 Enforce SSL so the cookie is not sent in clear text. This means the cookie will not 

be available to any part of the site that is not secure. 
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In PHP, setting the arguments for cookies is done through some optional arguments 
on the “setcookie” function [3] : 

setcookie( name, value, expire, path, domain, secure, httponly); 

 

// A vulnerable cookie 

setcookie( 'UserName', 'Tom', 0, '/', '.test', false, false); 

 

 

// A more secured cookie 

setcookie( 'UserName', 'Tom', 0, '/forums', 'www.test.com', 

isset($_SERVER["HTTPS"]), true); 

 Limit the amount of sensitive information stored in the cookie. 

 Limit the subdomains and paths to prevent interception by another application. 
For example in the sample code above, the domain argument allows you to 
specify whether or not to send the cookie to subdomains. Setting it to 
„www.test.com‟ means that it will only be sent to that given domain. 

 
In order to change the cookie values for the session cookie, the 
“session_set_cookie_params” function needs to be called before the session is started 
as shown. [3] 

 
session_set_cookie_params($expire, $path, $domain, $secure, 

true); 

 

// A vulnerable cookie 

session_set_cookie_params(0, '/', '.test', false, false); 

 

// A more secured cookie 

session_set_cookie_params('o, /forums', 'www.test.com', 

isset($_SERVER["HTTPS"]), true) 

 
 Send The Cookie To Only Your Application 

 

The Path argument specifies what paths on the site to send the cookie. By default the 

forward slash / means every request will get the cookie. Hence it is important to limit 

the cookie to just that path. 

 

 Enable HttpOnly 

 

Another useful technique is to make the cookie unaccessible to javascript by 

including the HttpOnly tag in the HTTP reponse header for a cookie. [3] This is 

mainly a defense against cross site scripting as it cannot be accessed by client 

side scripts. Hence, the authentication cookies will not be revealed to the attacker 

if they are properly tagged with HttpOnly. 
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4 Cross Site Scripting (XSS) 

This attack requires the victim to execute a malicious URL which may be crafted to 

look legitimate. When the user opens the URL, an attacker can effectively execute 

something malicious in the victim's browser by running a javascript in the context of 

the web site which possesses the XSS bug. [6] In addition, as mentioned in the 

previous section, this also allows an attacker to steal cookies and hijack the victim 

session. 

Cross Site Scripting is generally made possible where the users input are displayed. 

Some examples are search engines, discussion forums and login pages. 

4.1 Countermeasures  

XSS attacks can be mitigated by proper filtering and sanitization of user input. For 

example, in the sample code below, as the value passed to 'name_user' is not 

sanitized, this allows the execution of any arbitrary script. [6] 

<form action="search.php" method="GET" /> Welcome!! <p>Enter your name: 

<input type="text" name="name_1" /><br /> <input type="submit" 

value="Go" /></p><br> </form> <?php echo "<p>Your Name <br />"; echo 

($_GET[name_user]); ?>  

Example exploit: 

http://victim_site/clean.php?name_1=<script>code</script> or 

http://victim_site/clean.php?name_1=<script>alert(document.cookie);</scr

ipt>  

The above code can be edited in the following manner to avoid XSS attacks: 

 <?php $html= htmlentities($_GET['name_user'],ENT_QUOTES, 'UTF-

8'); echo "<p>Your Name<br />"; echo ($html); ?>  

 

The key is to perform filtering of HTML from all user input or otherwise sanitize the 

input. Moreover, do not include JavaScript from untrusted domains. While the 

Content Delivery Network (CDN) of large companies such as Yahoo!, Google, should 

be safe, application developers should be weary of CDNs from other locations. 

 

Before displaying, all alphanumerical data entered should be URL encoded. In this 

way "<" (less then) would be converted to "&lt;". ASP.net does this with the function 

HtmlEncode. [7] 

A typical XSS vulnerability test code would then be encoded as:  
 
&lt;script&gt;alert('XSS')&lt;/script&gt; 

 

From the end user aspect, the easiest solution to Cross-Site Scripting problem would 

be to turning off the support for all scripting languages. However this leads to loss of 

functionality of such a level, that some sites are rendered useless. However, this 

measure will not be of any help if a hacker injects code in URL, or enters it in existing 

form.  
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 Softwares to prevent XSS attacks. 
 

Web firewall applications that will mitigate cross-site scripting attacks include Noxes 

which acts as a web proxy. It utilizes both automated and manual generated rules to 

mitigate and guard against possible XSS attacks. While requiring minimal user 

interaction and customization, Noxes effectively protects against information leakage 

from the user’s environment. [4] 

 

Similar to input data checks, a thorough check of all data sent by the browser can 

protect web application from XSS-attacks. Software with heuristics analysis 

capability such as XSS Auditor is able to detect script-like entities embedded in URLs 

to prevent XSS attacks. [5] 

 

 

5 Cross-site request forgery (CSRF) 

 

Another type of attack involving cookies is cross-site request forgery (CSRF). Similar 
to the XSS attacks mentioned earlier, in CSRF, the attacker is able to conduct 
malicious activities by sending a request on behalf of a logged-in user, such as 
transferring money into an account. As with XSS, input filtering and proper 
sanitization of input is an important tool in protecting against CSRF attacks.  

Additionally, there are other methods as well: 

1. Confirmation request for any sensitive action. This validation may be in the form 
of an additional login screen for enhanced security. 

2. Setting expiration time for cookies used for validation or authentication.  

3. Require validation by referrer or request type by using of POST instead of GET. 
Incoming requests should be checked to ensure that they have a referrer header 
referencing your domain so as to stop requests submitted from another domain 
possibly from a third party. 

4. The use of a unique token as a hidden field in legitimate forms. One example will 
be the use of a nounce or random value stored into a cookie so that it will be 
difficult for an attacker to forge without knowing the value. 

 

5.1 ASP.NET 

ASP.NET MVC package includes a set of helpers to aid in detection and blocking of 
CSRF [8] as seen in the example below. 

<% using(Html.Form("UserProfile", "SubmitUpdate")) { %> 

    <%= Html.AntiForgeryToken() %> 

    <!-- rest of form goes here --> 

<% } %> 
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With the use of Html.AntiForgeryToken(), the output is as shown: 
<form action="/UserProfile/SubmitUpdate" method="post"> 

    <input name="__RequestVerificationToken" type="hidden" 

value="saTFWpkKN0BYazFtN6c4YbZAmsEwG0srqlUqqloi/fVgeV2ciIFVmelvzwRZpArs" 

/> 

    <!-- rest of form goes here --> 

</form> 

The AntiForgeryToken will send a cookie to the visitor called 
__RequestVerificationToken, with the same value as the random hidden value shown 
above. Validation of a token from an incoming form post can be done by adding the 
[ValidateAntiForgeryToken] authorization filter to your target action method as 
shown below. [8] It checks that  

1) The incoming request has a cookie called __RequestVerificationToken. 

2) The incoming request has a Request.Form entry called 
__RequestVerificationToken. 

3) These cookie and Request.Form values match. 

Sample code showing the use of ValidateAntiForgeryToken: 

 [ValidateAntiForgeryToken] 

public displayResult Submit() 

{ 

    // ... etc 

} 

If any of the checks were to fail, an error message will be produced. This prevents 
CSRF as an attacker will not be able to decipher the value of the token and therefore, 
not able to forge a valid form post in Request.Form.  

5.2 Salt 

In the case whereby an attacker manages to get hold of a valid token, salt can be used 
to prevent the attacker from reusing it in the rest of the application due to the 
difference in salt value. Salt can be used to protect multiple forms independently by 
specifying an arbitrary string which produces a different salt value and anti-forgery 
token [8] as seen below 

<%= Html.AntiForgeryToken("ArbitraryString") %> 

… and also in [ValidateAntiForgeryToken], e.g.,  

[ValidateAntiForgeryToken(Salt="ArbitraryString")] 

public ViewResult SubmitUpdate() 

{ 

    // code 

} 

5.3   Django 

In django, requests via POST, PUT and DELETE can be protected by following the 
steps [9]: 
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1) Add  'django.middleware.csrf.CsrfViewMiddleware' to the 

MIDDLEWARE_CLASSES 

2) Use csrf_protect() on particular views you want to protect . 

3) For an internal URL form, use the csrf_token tag inside the <form> element 

e.g.: <form action="." method="post">{% csrf_token %} 

4) Use RequestContext, which always uses 
'django.core.context_processors.csrf'. The render to response uses 

the processor to generate the CSRF token as seen in the example below.  

from django.core.context_processors import csrf 

from django.shortcuts import render_to_response 

 

def my_view(request): 

    c = {} 

    c.update(csrf(request)) 

    # ... view code here 

    return render_to_response("a_template.html", c) 

As evident from the examples given, the most common method to prevent CSRF 
attacks is to append unpredictable challenge tokens to each request and associate them 

with the user’s session. [9] By including a challenge token with each request, this 
ensures that the request is valid and not coming from another unauthorized source.  

6 Sensitive Data Leakage 

 
The main objective of many Web application attacks is to steal sensitive data or 

information. There are several ways of accidental leakage as shown below. 

Application developers should be aware of such leaks and ensure that their system 

avoids them. 

Accidental leaking of sensitive information through error messages 

When dealing with SQL or languages that throws error, sensitive information might 

be leaked. One form of prevention is to ensure that server or error messages be parsed 

before being passed on to the user. This is to avoid an attacker from staging another 

attack with the information obtained from the error messages. A good practice is to 

set a generic error page for all unhandled exceptions. For example, in ASP.NET, it is 

the customError tag in the web.config file. [10] Ultimately, a good error handling 

mechanism will always return a generic error message that does not reveal any details 

about the error and the application.  

Accidental leaking of sensitive information through data queries 

Information can be inferred by the use of statistics or through data queries. The least 

privilege design approach should be implemented. Users should not be able to obtain 

information by data queries. 
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Accidental leaking of sensitive information through sent data 

During transmission of data, sensitive information contained in the data might be 

leaked. [10] Hence, it is important to specify data output such that no sensitive data is 

sent. Otherwise, ensure that these sensitive data has been mitigated elsewhere. In 

order to lower the overhead and possibility of data leakage, unnecessary information 

not related to the functionality of an application should also be removed. 

 

7 Session Hijacking 

 
At the application level, session hijacking occurs when an attacker obtains a valid 

session id and compromises the current session or creates new sessions in order to 

conduct malicious activities. [11] As session is linked to a legitimate user with 

security privileges and sensitive data, thus a session id is a critical part of a web 

application. Below are the techniques to protect sessions. 

 

 A new session should be created after user logs in 

Whenever possible, avoid using any session before authenticating users. In the case of 

the need for sessions for anonymous users, ensure that old sessions are invalidated 

before creating a new session. 

 

 Turn off URL rewriting 

As URL rewriting automatically appends session id as an HTTP request parameter, 

this means that third party websites linked to the website or intermediate nodes on the 

internet is able to obtain the session id by inspecting the referrer HTTP header. [12] 

Hence, it is of utmost importance to turn URL rewriting off. 

 

 Use HTTPS protocol  

As session id is stored in cookies and is sent with every subsequent request, in order 

to prevent traffic from being intercepted and session id being captured, the encrypted 

form of HTTP, HTTPS should be used for login processes and all subsequent 

requests. [12, 13] 
 

 Set HTTP cookies to secure and HTTPOnly. 

Once specified, a secure cookie will only be sent via HTTPS protocol. By setting the 

cookie to HTTPOnly, this prevents the cookie from any retrieval or manipulation by 

javascripts. [12] Therefore, these two options help enhance the defense of the session 

id. 
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 Validate the length of session 

Implement client cancellation and server revocation. All users should be able to 

cancel a current session. In cases whereby a session is being compromised, server 

should be able to revoke the associated session. Furthermore, a session timeout should 

be implemented to monitor periods of inactivity for individual sessions before 

revocation. [13] 

 

 Strong session ID 

Besides the points already mentioned above, session ID length should be sufficient 

and random to prevent hijacker from predicting and brute forcing. In order to 

protecting the integrity of session id, a MAC(Message Authenticity Code) can be 

attached to the session id for verification purposes to ensure that session id has not 

been altered. For example, the MAC can be an encoded time stamp or a hash sum of a 

session token. [11] 

 

 Re-authentication and renewal of tokens 

In the worst case scenario whereby a session is hijacked, by having re-authentication, 

this will add an additional security check thus minimizes critical damages. Moreover, 

the renewal of tokens will limit the time a hijacker has for exploiting legitimate 

tokens. 

 

 

8 Distributed Denial of Service (DDOS) 
 

DDOS, short for Distributed Denial of Service is a type of DOS attack conducted by 

multiple compromised systems also known as ‘zombie’ PCs without the owner’s 

awareness.  As the source of such attacks are geographically distributed, to detect this 

type of attack, DDoS protection policies need to study how the attacked application is 

legitimately used. This can only be done by learning how the application is accessed 

over time, including all the characteristics of valid traffic. 

 

While DDoS attacks can be categorized into network, session and application, in this 

paper I will focus mainly on the techniques used to protect against application attacks. 

DDoS attacks at the application layer comprises of seemingly large legitimate 

requests to crash the web server which includes GET Floods, POST floods, Slowloris 

attacks and HashDos. [14] 

 

Rate limiting for GET and POST Floods 

Rate limiting helps by restricting the amount of bandwidth a specific type of traffic 

can consume at any given moment. Rate-limiting can mitigate an incoming DoS 

attack by up to 50% while ensuring that services for legitimate users are not disrupted. 
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This is done by setting a threshold and dropping packets when it exceeds this amount. 

This is especially useful against GET Floods and POST Floods. [14] For example, in 

the case of GET Floods, requests are rate limited based on server performance, client 

requests as well as increases in requests from specific URIs. 
 

Slowloris attack 

 

The key concept of the Slowloris attack is by sending partially incomplete HTTP 

request slowly over large number of connection hence, consuming all the connections 

of a web server. Most mitigation techniques revolve around the use of an adaptive 

request timeout dependent on the webserver load as slow senders will run into 

timeouts while users will still be able to continue sending. [15] In Apache 2.2,  

ModReqtimeout is used which will wait up to 15 seconds for header data at a rate of 

500bps and any request after 30 seconds will run into timeout. The configuration is as 

shown below. 
<IfModule mod_reqtimeout.c> 

   RequestReadTimeout header=15-30,MinRate=500 body=15,MinRate=500 

</IfModule> 

 

HashDos Attacks 

Many hash table implementations are very similar. The best solution to date is to use 

randomized hash functions for hash tables.  

For Microsoft ASP.NET, as most applications do not require long http requests, one 

way to mitigate against HashDos is to limit http post and get request length [16] as 

seen in the example  

<configuration> 

 <system.web> 

 <httpRuntime maxRequestLength="100”/> 

 </system.web> 

</configuration> 

 

In PHP, the configuration variable max_input_vars can be used to limit the number of 

different HTTP request parameters. [16] Unlike the earlier solution above which 

limits the length of request, parameters are limited instead. Moreover, implementation 

of this solution is easier as most programmers will know the number of parameters 

needed whereas it is harder to determine the length of request used. 
 

 

9 SQL Injection 
 
In SQL Injection, an attacker abuses Web pages which allows users to enter text in 

form fields which are used for database queries. By entering a disguised SQL query, 

the attacker is able to access the connected database and change or delete its data.  
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Countermeasures and protection techniques: 

 Execute with least privileges. Never use the database administrator account. 

Instead, use database users with least privileges required to perform the assigned 

task. 

 Avoid using inputs that has not been validated. In ASP.NET, the regular 

expression validation control: RegularExpressionValidator.helps by forbidding 

characters, or allowing a limited set of characters. By limiting the length of input, 

attacks that require a large number of characters can be mitigated. [6] 

 For example, regular expression used for password and login fields with 4-12 

characters length could be: [\d_a-zA-Z]{4,12} [7] 

 PHP has mysql_real_escape_string  that sanitizes user input by prepending 

backslashes to the following characters: \x00, \n, \r, \, ', "and \x1a. [6] 

 In PHP magic_quotes_gpc function ensures that all the POST, GET, COOKIE 

data is escaped automatically.  

 Use SQL parameters to generate SQL queries instead of concatenating strings [6] 

as show in the code below 

string Query = "SELECT COUNT(*) FROM [User] WHERE  

userName = @username AND Password = @password;  

SqlCommand Command = new SqlCommand(Query, Connection);  

Command.Parameters.Add(new SqlParameter("@username",  

dbUser.Text));  

Command.Parameters.Add(new SqlParameter("@password",  

dbPassword.Text));  

 

 Replace queries with stored procedures. Security is enhanced with the use of 

stored procedures since access rights can be declared directly on the procedures 

instead of tables. As attackers are unable to directly access the tables, hence the 

extent of possible damage is greatly reduced. 

 

 Since the table often stores its data in clear text, it is better if data be encrypted or 

hashed before storing. [6] 
 

10 XML DOS Attack 
 

One of the most common forms of XML attacks is XML Entity Expansion. In XML 

Entity Expansion attacks an attacker exploit the three properties of XML such as 

nested and substitution entries and inline DTDs to form a XML Bomb. [10]  An 

example is the Billion laughs attack as shown below. 
<?xml version="1.0"?> 

<!DOCTYPE lolz [ 

<!ENTITY lol "lol"> 

<!ENTITY lol2 "&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;&lol;"> 

<!ENTITY lol3 

"&lol2;&lol2;&lol2;&lol2;&lol2;&lol2;&lol2;&lol2;&lol2;&lol2;"> 
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<!ENTITY lol4 

"&lol3;&lol3;&lol3;&lol3;&lol3;&lol3;&lol3;&lol3;&lol3;&lol3;"> 

<!ENTITY lol5 

"&lol4;&lol4;&lol4;&lol4;&lol4;&lol4;&lol4;&lol4;&lol4;&lol4;"> 

<!ENTITY lol6 

"&lol5;&lol5;&lol5;&lol5;&lol5;&lol5;&lol5;&lol5;&lol5;&lol5;"> 

<!ENTITY lol7 

"&lol6;&lol6;&lol6;&lol6;&lol6;&lol6;&lol6;&lol6;&lol6;&lol6;"> 

<!ENTITY lol8 

"&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;&lol7;"> 

<!ENTITY lol9 

"&lol8;&lol8;&lol8;&lol8;&lol8;&lol8;&lol8;&lol8;&lol8;&lol8;"> 

]> 

<lolz>&lol9;</lolz> 

 

Needless to say, this many expansions consume an exponential amount of resources 

and time, causing the DOS. As shown, an attacker needs to spend only a small 

bandwidth to cause a lot of damage through denial of service. 

The easiest way to defend against all types of XML entity attacks is to simply disable 

the use of DTD schemas in your XML parsing objects as shown below. [17] 

XmlTextReader reader = new XmlTextReader(stream); 

reader.ProhibitDtd = true; 

In this example of .NET framework, the Boolean function ProhibitDtd controlling the 

DTD parsing behavior is set to true in order to disable inline DTDs completely. 

Additional protective technique is to limit the size of entities. This can be done by 
setting the MaxCharactersFromEntities property of XmlReaderSettings object [18] as 
shown below. 
XmlReaderSettings settings = new XmlReaderSettings(); 

settings.ProhibitDtd = false; 

settings.MaxCharactersFromEntities = 1024; 

XmlReader reader = XmlReader.Create(stream, settings); 

 
void processXml(string xml) 

{ 

    MemoryStream stream = 

        new MemoryStream(Encoding.Default.GetBytes(xml)); 

    XmlReaderSettings settings = new XmlReaderSettings(); 

 

    // allow entity parsing but do so more safely 

    settings.ProhibitDtd = false; 

    settings.MaxCharactersFromEntities = 1024; 

    settings.XmlResolver = new XmlSafeResolver(); 

 

    XmlReader reader = XmlReader.Create(stream, settings); 

    XmlDocument doc = new XmlDocument(); 

    doc.Load(reader); 

} 

 

By setting a limit to the characters from entities, this can eliminate all entity 

expansion attacks as requests will be dropped when the limit is exceeded. 
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11 Zero Day Attacks 

 
There are two types of zero-day attacks namely attacks that exploit security 

vulnerabilities in application code or software applications which vendors has not yet 

released a patch. [19] 

 

Application developers should not rush to updating or upgrading current software. 

The likelihood of new versions containing vulnerabilities is high. As such, one good 

practice is to wait for vendors to provide a fix before upgrading. This helps reduces 

the risk of a zero day exploit by hackers. In addition, it is important to maintain 

backups and restore points. Application security managers should maintain regular 

backups and restore points. Although this might be a temporary solution to a zero day 

attack, by ensuring that systems can be ported back to the previously working 

configuration, this can help minimize damage before the patch is released. 

 

While it is hard to guard against Zero Day Attacks, there are two main approaches in 

defending against zero attacks are as listed below. 
 

 Implementation of a good patch management system 

Firstly a good patch management system of a company should be in place. By having 

up-to-date systems, this will allow administrators to be notified immediately on 

attacks and vulnerabilities. As such security managers can then take a proactive role 

in ensuring minimal damage as well as reduce the window of opportunity for a 

possible attack. . 

 

 Implementation of a good antivirus solution with heuristic analysis 

As there are no effective forms of detection for zero-day exploits. Therefore, there is 

no way for anti-virus software to detect using standard definitions. With heuristic 

analysis, files are being analyzed based on its normal execution and dependent on its 

behavior, be classified as virus if it is deemed suspicious, thus deterring possible zero-

day attacks. Coupled with a robust patch management, heuristic antivirus software 

can help enforce the defense against zero-day attacks. 
 

12 Google Hacking 
 

By using Google search engine, an attacker might be able to obtain sensitive 
information, misconfigurations or even security vulnerabilities of a system. This 
serves as an invaluable tool allowing attackers to stage a specific attack based on their 
findings.  
 
One form of preventive measure is to use web vulnerability scanner with Google 
hacking queries functionality such as gooscan to check for Google hacking 
vulnerabilities on applications and websites. [20] 
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Avoid putting sensitive data on the web. Before uploading webpages on the web 
servers, it is important for web admins to first analyze the contents of each page so 
that no sensitive data is leaked. When there is a need to share sensitive data, a more 
secure method such as SSH/SCP should be used. 
 
To prevent the indexing of websites by search engines robots, META tags can be used 
within pages. [21] Application developers should always use META tags on pages 
with sensitive data. An example as shown below in which the meta name specifies the 

search engine robot for Google. [22] 

 
<meta name="GOOGLEBOT" content="NOARCHIVE" /> 

 
12.1  Access control using robots.txt 

Another method is to use a ‘robots.txt’ file to block the robots from scanning the site. 

Directory listing feature on web servers should be disabled firstly to ensure that 

directory listing is not created. Next the ‘robots.txt’ file is created in the root directory 

of the site Similar to an access control, all search engines that uses search robots will 

not be able to scan the parts of the site listed in the robots.txt file. This method is like 

using some kind of an access control on the directories of the website as search 

engines that works on the robot principle will not be able to scan and crawl the 

directories and parts of the site listed in the ‘robots.txt’ file. [21] 

Below is a sample robots.txt file 

User-agent: * (wildcard referring to all search robots) 

Disallow: /norobots/ 
 

The user-agent field defines the name of the robot and Disallow field specifies the 

directories and files that are not to be scanned by the search engine robots. 

 

12.2 Removal of already-indexed pages from Google 

When there is a need to remove already indexed pages, Google provides the 

functionality of removal of content from Google’s index. This can be done by firstly 

providing details in the form of a root level page. Once verified, Google will then 

remove the requested page. [23] 

 

With the use of META tags and robot.txt file as well as the removal function provided 

from Google, one can protect their website or system from Google hacking. 
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13 Conclusion 

 

As evident from the techniques explored, most attacks rely on the flaws or loop-holes 

in the application code. Hence, it is important that application developers put to use 

the good programming practices of coding mentioned. Most of the attacks can be 

avoided by simply disabling specific functions. However if there is a need for these 

functions, appropriate mitigation techniques has to be implemented to prevent these 

attacks. While there are no guarantee that an application is perfectly safe from attacks, 

the protection techniques explored in this paper shows that with a good security 

policy and knowledge of system and application vulnerabilities, one can put in place 

defensive measures to enhance security, detect as well as deter possible attacks. As 

this paper mainly covers protection against attacks at the application level, thus there 

is also room for future research into the mitigation techniques against network and 

session layer attacks. 
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Abstract. Social login is used by millions of Facebook and Twitter users across 
the globe to log on to millions of supporting websites that provide specific 
services. The protocol behind this web-based single sign-on scheme is OAuth 2.0 
and this protocol has been adopted by major service providers such as Google 
and Microsoft. OAuth was designed to let one Web site or software service grant 
limited access to another, a process that simplifies the hassle of typing in the 
username and the password multiple times. OAuth version 2.0 was released in 
July 2012, five years after the first version was released. Some research papers 
which attempt to understand and improve the security of OAuth 2.0 have been 
published before. Most of these papers usually contain information about the 
newly found vulnerabilities of OAuth ,how they are exploited in the real world 
and some practical countermeasures to mitigate these threats. In our literature 
survey, we will summarize some of the most popular attacks that can be mounted 
against this protocol, their respective countermeasures that have been proposed 
in the research papers, highlight attacks that do not have practical 
countermeasures and analyze a case study about this protocol. 

Keywords: OAuth2.0, Web Single Sign-on , Security Model, Vulnerabilities 

1 Introduction 

OAuth stands for Open Authorization. It is a free and open protocol that is built on 
IETF standards and licenses from the Open Web Foundation. This protocol is widely 
used to secure open platforms like Twitter and Facebook. 
 
In today’s environment where there are numerous web APIs and mobile applications, 
if every website that used an API from another website had to share and store the 
website password, our passwords will be stored in numerous databases that belong to 
each of these applications.  If a hacker manages to find out our passwords to any of 
these applications, he can use it to gain access to all the other accounts that grant the 
user the access based on that password.
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OAuth is another way to provide authentication to a service. It allows users to grant 
third-party access to their web resources without sharing their passwords. The OAuth 
protocol is able to achieve this by granting an authorization token with limited rights to 
the third party application. The OAuth protocol ensures that just enough permission is 
given to the third party application for it to complete its job. The user can revoke this 
any time if they become suspicious or unsatisfied with the service provided by the 
application. 

 
For the use case in which the user identity information is authorized as an accessible 
web resource to third- party websites, OAuth can be viewed as a single sign-on (SSO) 
scheme. The site that provides the resource for example Facebook plays the role of the 
identity provider that maintains the identity information of the user and authenticates it 
, while third-party websites like CNN acts as a relying party,  that relies on the 
authenticated and authorized identity to authenticate the user and personalize the user’s 
experience. 

1.1 Motivating Example : Social Sign-On 

Social sign-on, also known as social login is the use of a social network to login to a 
third party website. This service is provided by numerous social networks and 
authentication servers using protocols like OAuth and OpenID. The OAuth protocol 
consists of three main entities. 

 Resource provider- A user, who owns some data. 
 Resource Server – A website that holds user data and offers API access to it. 
 Client or App –A third party that wishes to access the data on the Resource 

Provider. 
A visitor who visits WordPress.com will only be allowed to comment on a blog post 
only after authenticating himself or herself by logging in as a Word Press, Facebook, 
or Twitter user. 
 

 
Figure 1 
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When Alice clicks on the ‘Log in with Facebook’ button on the Wordpress website, an 
authorization protocol is started where Alice is the resource owner, Facebook is the 
resource server and WordPress is the client. Alice’s browser is then redirected to 
Facebook.com which pops up a window asking to allow WordPress.com to access her 
Facebook profile. In such cases, WordPress.com will usually request to access Alice’s 
basic information like her name and email address as a proof of her identity. 

 
Figure 2 

 
If Alice allows WordPress.com to access some of her resources, she is directed back to 
WordPress.com with an API access token that lets WordPress.com read her email 
address from Facebook and log her in. All subsequent actions performed by Alice at 
WordPress.com is associated with her Facebook identity. 
 
Such a system allows for social sharing where the client can read some data from the 
client’s social network and write about his activity on the walls of his social network. 
This enables the third party website to provide more personalized service to the user 
while using the resource owner’s social networking site as a platform for advertisement. 
Some third party websites also offer specialized services to the user after retrieving the 
necessary resources from the resource server. For example, websites which render 
photo editing services may retrieve photos from the resource server and transform then 
in a certain way. These websites enhance the user’s experience on the social networking 
sites. 
 
As such, we can see that all three parties, the resource provider, the resource server and 
the client all stand to gain some advantages by adopting this protocol. However, the 
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usefulness of this protocol is also determined by the level of security that it provides to 
the three parties. 

1.2  Security Goals 

In this section we will list down the security goals or requirements for each of the three 
entities that are involved in the protocol. 
 
The resource provider or the user wants to ensure that her activities in the client website 
are recorded correctly and accurately on her wall in her social networking site. Websites 
that have been granted permission to access her resources should only be able to access 
the resources that she wants them to view and unauthorized websites should not be able 
to access any of her resources at all. 
 
The resource server wants to ensure that both the resource owner and the client are 
indeed who they claim to be. This is essential for the server to release data to the clients 
that are allowed access by the resource owner. 
 
The client wants to ensure that the user is indeed who he or she claims to be. 
The challenge in providing these security goals lies in the enforcement of these goals 
under normal web conditions. The user, Alice may be using the same browser login on 
WordPress and, in another tab, visit a malicious website over an insecure Wi-Fi 
network. In such a situation, threats to Alice’s security goals comprises of network 
attackers who can intercept and inject clear-text HTTP  messages between Alice and 
WordPress, malicious websites which fool Alice or Facebook by pretend to be  
WordPress and malicious users who try to fool Facebook or WordPress by pretending 
to be Alice. 
 
Details of such attacks and practical solutions on how to mitigate these attacks will be 
covered in the later sections of the paper. 
 

2 How OAuth works 

Single sign on systems that are supported by OAuth are based on browser redirection 
in which the client redirects the user’s browser to the resource server which also 
contains information about the user. The resource server will then authenticate the user, 
identifies the client to the user and asks the user to grant permission to the client to 
access resources on behalf of the user. 
 
Once the user grants the requested permission to the RP with the access token that 
represents the granted permissions and the duration of the authorization. The client will 
then use the authorized access token to call for the web APIs published by the resource 
server to access the user’s resources. 
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The OAuth 2.0 specification defines two flows for RPs to obtain access tokens. The 
server flow, also known as the Authorization Code Grant is intended for web 
applications that receive access tokens from their server side logic while the client-
flow, also known as the Implicit Grant is meant for JavaScript applications running in 
a web browser. 
 

2.1 Server-flow 

 
Figure 3 

 
 

In the diagram, RP represents the client, IdP represents the resource provider, i 
represents the client ID, p represents the permission scope, r represents the redirect 
URL, a represents the state parameter, c represents the authorization code, t represents 
the access token and s represents clients secret. 
 

1. The user clicks on the social login button rendered by the client’s website to 
initiate the single sign-on process. The browser then sends this login HTTP 
request to client. 

2. Client sends its ID which was assigned during registration with the resource 
server, requested permission scope, and a redirect URL to the resource server 
via the browser to obtain an authorization response. The redirect URL, is 
where the resource server should return the response back to the client. The 
client can choose to add an optional state parameter, which will be appended 
to the redirect URL by the resource server when redirecting the user back to 
the client to maintain sate between the request and the response. 

3. Browser sends the client ID, permission scope, and redirect URL and the 
optional state parameter to the resource server. The resource server will check 
the ID and the redirect URL against its own stored data. If a cookie that was 
previously set after a successful authentication with user is presented in the 
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request, and the request permission has been granted by the user before, the 
resource server can omit the next two steps. 

4. The resource server will present a login form to authenticate the user. 
5. User provides her credentials to authenticate with the resource server, and then 

consents to the release of her profile information. 
6. The resource server generates an authorization code, and then redirects the 

browser to the redirect URL with the code and the state parameter if it was 
presented. 

7. Browser will send the authorization code and the state parameter to the redirect 
URL. 

8. Client send the client ID, redirect URL , authorization code and the client 
secret  established during the registration with the resource server to the 
resource server’s token exchange end point through a direct communication. 

9. The resource server will then check all the parameters from the client and then 
returns the access token to the client. 

10. Client makes a web API call to the resource server with the access token. 
11. Resource server validates the access token and returns the user’s profile 

attributes for the client to create an authenticated session. 
 

2.2 Client –flow 

 

 
Figure 4 

 
In the diagram, RP represents the client, IdP represents the resource provider, i 
represents the client ID, p represents the permission scope, r represents the redirect 
URL, a represents the state parameter, c represents the authorization code, t represents 
the access token and # represents the URI fragment. 

 
This flow is designed for applications that are not able to embed a secret key such as 
JavaScript clients running in browsers. Hence, the access token is returned directly in 
the response. The security aspect in this communication is handled in two ways. 
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Firstly the Resource server validates the redirect URI matches a pre- registered URL to 
ensure the access token is not sent to unauthorized clients. Secondly, the access token 
is appended as an URI fragment of the redirect URI so that the browser will never send 
it to the server. This prevents the token from being exposed on the network. 

1. The user initiates the single sign on process by clicking on the social login 
button rendered by the client. 

2. The browser sends the client ID, permission scope, redirect URL and an 
optional state parameter to the resource server. 

3. The resource server presents a login form to authenticate the user followed by 
an authorization consent form. The authentication step can be omitted if the 
user has logged to the resource server in the same browser session and the 
consent step could be skipped if the request permission has been granted 
before. 

4. The user signs into the resource server and grants the requested permissions. 
5. Resource server returns the access token appended as an uniform resource 

identifier, URI fragment of the redirect URL to the client via the browser. The 
optional state parameter is appended as a query parameter if presented. 

6. Browser sends the state parameter to the redirect URL. The browser retains 
the URI fragment locally and does not include the access token in the response 
to the client. 

7. Client returns the webpage containing a script to browser. The script extracts 
access token contained in the fragment using JavaScript commands. With the 
access token, the script could call the resource server’s web API to retrieve the 
user’s profile that is bounded to the token. 
 

3 Vulnerabilities in OAuth 

In this section, we will look at some of the security challenges of the OAuth2.0 protocol. 
We will also suggest some recommendations to reduce the vulnerabilities and increase 
the robustness of systems that use OAuth. 
 
Before OAuth, OpenID was the standard protocol for third party websites to gain access 
to the user’s data in the resource server. OAuth is claimed to be better than OpenID 
because OAuth does not require the user to enter his credentials at all. The client 
specifically requests for a limited access OAuth token to access the resource server on 
behalf of the user. 
 
OAuth2.0 comes with some critical security loopholes that allow an attacker to gain 
unauthorized access to a victim’s data in the resource server and also to impersonate 
the victim in the client site. Also, the systems that implement OAuth that do not fully 
protect the exchange of data between the parties. These two reasons can give rise to the 
possibility of various attacks. We will discuss about the possible attacks in the 
following section and suggest countermeasures wherever possible. 
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3.1 Phishing attack. 

OAuth2.0 has got rid of digital signature for authentication and instead encourages the 
use of HTTPS i.e. SSL (Secure Socket Layer) encrypted communication over HTTP. 
While this prevents man-in-the-middle attacks, it does not prevent phishing attacks. 
 
The OAuth2.0 protocol does not specify the Uniform Resource Identifiers (URI)  the 
client is allowed to send the access token to. It is the client’s responsibility to know the 
URIs that the token is valid for and ensure that it does not exchange the token with 
other servers.1 Hence, there is a possibility that malicious servers that get the token may 
use it to get access to the user’s resources. 
 
In contrast, this was not a concern in OAuth1.0 because in that protocol, the client sends 
a signature of the token. This signature includes a nonce and a timestamp which could 
prevent man-in-the-middle attacks. Unfortunately, OAuth 2.0 does not offer such a 
protection. 

3.2 CSRF (Cross-Site Request Forgery) attack. 

When a user accesses a website and logs in, the server generates a session identifier 
called a cookie and returns it to the browser. Subsequent requests from the website to 
the server use this cookie so that the server identifies the new request with a previously 
logged-in session. Cross-Site Request Forgery (CSRF) happens when the website relies 
only on this cookie even for security-sensitive operations. Suppose the user is also 
accessing a malicious website from the same browser, the malicious website may trick 
the browser into sending a cross-site request to the client site. The browser 
automatically forwards the session identifier, along with the forged request to the 
server. This is done without the user’s knowledge and hence, compromising his/her 
security. 
 
Login CSRF is a special case of CSRF where a malicious website tricks the user’s 
browser to log into the client website using the attacker’s credentials instead of that 
user. When this happens, subsequent user actions are credited to the attacker’s account 
and he can track the activity of the user. In simple words, CSRF exploits the trust a site 
has for its users as opposed to XSS (Cross site scripting) which exploits the trust a user 
has for a particular site.2 
 
Let’s take a simple use case: 

User: Harry 
Resource Server: Twitter 
Client site: Twimply 
 

                                                           
1 http://www.subbu.org/blog/2010/09/oauth-2-0-and-cookie-convergence 
2 http://nirajrules.wordpress.com/category/architecture-design/ 
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1. Harry registers with Twimply 
2. Twimply asks Twitter for a Request Token 
3. After receiving the token, Twimply redirects Harry to Twitter with the Request 

Token in the URL 
4. Harry is authenticated to Twitter by entering his Twitter user id and password 
5. Harry is prompted to authorize access by clicking a button in a link 
6. After clicking the button, Harry is redirected to Twimply 
7. Twimply exchanges the approved Request Token for an Access Token 
8. Twimply can now access Harry’s social information on Twitter 

 

 
Figure 5 

 
Now let’s consider a scenario of Social CSRF attack : 

 
1. Attacker registers with Twimply 
2. Twimply asks Twitter for a Request Token 
3. On receiving the request token, Twimply attempts to redirect the attacker to 

Twitter with the Request Token in the URL 
4. The attacker traps the request and extracts the Request Token 
5. The attacker embeds an IMG tag in a webpage that links to the OAuth 

authorization page at Twitter and sends a phishing message to Harry via 
Twitter 

6. Harry logs into Twitter ,reads his message and clicks the seemingly harmless 
link 

7. The webpage is rendered and initiates a request to Twitter authorizing the 
attackers request token 

8. Twimply exchanges the approved Request Token for an Access Token 
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9. The attacker now has access to Harry’s social information and he can use it 
any malicious manner 

Countermeasures 

Recommendations for Clients. 
Social CSRF attacks are increasingly common because client websites hastily integrate 
social login and social sharing without due consideration to security. Security is traded 
for simplicity to help the developers. A CSRF attack on the client site translates to a 
CSRF attack on the resource server and vice versa hence causing attack amplification. 
 
To prevent this attack, OAuth protocol recommends that client websites generate a 
nonce that is strongly bound to the resource server’s session at the client. This nonce 
can be created by hashing a cookie. It should then pass this nonce as an additional state 
parameter in the Request Token messages. The resource server simply returns this 
nonce and the client verifies that the two nonces are the same and they are generated in 
the same session. 

Recommendations for Resource Servers. 
Resource Servers are recommended to support only Single Sign-on by default. Single 
sign-on (SSO) is mechanism whereby a single action of user authentication and 
authorization can permit a user to access all computers and systems where he has access 
permission, without the need to enter multiple passwords. 3 
 
Currently Facebook applications can currently access all public data in a user's profile, 
including her name, profile picture, gender, and friends as well as user’s Facebook id. 
For simple single sign-on, none of this needs to be accessed. Only a valid permission 
less access token that sufficiently identifies the user needs to be accessed. Clients 
should request for each protected resource in the scope parameter to make it clear to 
users and developers what information is accessible to each party.4 
 
Users should be allowed to modify the lifetime for each access token instead of 
allowing the permanent ones by default. 

3.3 Token redirection attacks. 

In section 2.0 How OAuth works, we saw that the client will send the redirect URL to 
the resource server via the browser. The redirect URL is where the resource server 
should return the response back to the client. Such a redirection which allows the client 
to get the access token or the authorization code is a vulnerability which leads to serious 
attacks such as unauthorized login on the client and resource theft on the resource 
server. 
                                                           
3  http://www.opengroup.org/security/sso/ 
4  http://christopherpeplin.com/2011/05/oauth-privacy/ 
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Many OAuth clients such as Yahoo, host HTTP redirectors on their websites. A web 
application may use HTTP redirections to navigate between parts of an application and 
avoid breaking old URLs if the content has moved to a different URL or domain name. 
The resource server should be aware about such HTTP redirections before responding 
to the redirected site with the code or the token. If the server is unaware of the HTTP 
redirection, it may return the code or the token to a malicious website which will then 
log on to the client impersonating as the resource owner. The token may also be used 
to directly access the resources owned by the resource owner at the resource server. 

3.4 Cross-site Scripting attack. 

Cross-Site Scripting attacks are a type of injection problem, in which malicious scripts 
are injected into the otherwise benign and trusted web sites. Cross-site scripting (XSS) 
attacks occur when an attacker uses a web application to send malicious code, usually 
in the form of a browser side script, to another end user. 5Web applications that take in 
input from a user and output it without validating it are vulnerable to XSS attacks. 

 
An attacker can use XSS to send a malicious script to an unsuspecting user. The end 
user’s browser does not know that the script should not be trusted, and will execute the 
script. Such malicious scripts can access any cookies, session tokens, or other sensitive 
information retained by the user’s browser and used with that site. These scripts can 
even rewrite the content of the HTML page.6 
In the OAuth protocol, resource server implementations grant a repeated authorization 
request automatically without explicit user consent if the user has already logged into 
the server in the same browser session. Many clients use this design feature to eliminate 
the popup login window that simply blinks and then closes, refresh access token when 
it expires, and automatically log the user into the client website. 
 
Since the user is automatically logged on to the client’s website as long as he is logged 
on to the resource server in the same browser session, the token does not expire on time. 
The token is now valid for an extended period of time. This increases the time duration 
during which an XSS attack can take place.  Research has shown that an attacker could 
take advantage of this usability feature to steal access tokens through cross-site 
scripting on 91% of the client websites. 

Countermeasures. 
 
Intrusion Detection Systems (IDS) and Intrusion Prevention systems (IPS) are also used 
as detective and reactive devices for both network and application targeted attacks. 
They are commonly deployed within the demilitarized zones (DMZs) of corporate 
                                                           
5 https://www.owasp.org/index.php/Cross_Site_Scripting_Flaw 
6 https://www.owasp.org/index.php/Cross-site_Scripting_%28XSS%29 
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networks and either passively filters or actively block attacks targeted at application 
layer services. IDSs and IPSs both work at the network layer by listening to network 
traffic destined to protected systems for attacks against vulnerable services, data 
manipulation attacks on applications, privilege escalation on hosts, multiple failed 
unauthorized logins, and even access to sensitive data. Upon successful detection; IDS 
alerts are usually sent to a central console where action by an analyst can be taken. 
Intrusion Prevention Systems upon detection of an attack, can drop the packets, send 
TCP resets to the offending IP or shun further connections by malicious attackers for a 
variable period of time. Some Intrusion Detection Systems have the ability to thwart 
offending attackers communicating directly with a firewall or router to block the source 
IP address. 

 
Reverse web proxies are one of many tools that can be used to not only detect, but 
protect an application server from unauthorized, malicious, or inappropriate calls, 
posts, or queries to online web applications, services and databases. A reverse web 
proxy works by intercepting traffic destined to a protected web application or service 
and then applies filters to detect malicious commands, bad syntax, inappropriate 
content, and the like. By standing in front of the web applications, this allows the web 
application to focus on legitimate requests. 
 
We feel that systems which behave like IDS,IPS and Reverse web proxies can be used 
to prevent cross site scripting attacks from stealing access tokens from client websites. 

 
1. The provider must ensure access tokens are only provided to authenticated 

clients. The resource server should be aware of the HTTP redirections on all 
its client websites. 

2. Scope of the token should be limited to only those essential fields. Access 
tokens should be provided with just enough scope that they need in order to 
implement the respective application function. By doing this, an application 
can be stopped from accessing and using irrelevant data to the application. 
Moreover, the access tokens given to the client websites should not be 
automatically refreshed. It should only be refreshed if the user is still actively 
using the client website. 

3. Sanitize incoming and outgoing data. This prevents malicious code or content 
from entering the system. It prevents the insertion of JavaScript that could be 
used for cross-scripting attacks. 

 

3.5 Network Attacks 

 
The OAuth specification states that an access token is never exposed in network 
communication between the browser and client regardless which authorization flow is 
used. However, it is not always the case. 
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An access token is stored into an HTTP cookie by the resource server’s JavaScript SDK 
libraries or by the client themselves. This helps to simplify the accessibility of the token 
yet leads to exposing it in network communications. 
 
Some scenarios that allow the network tokens to be exposed on the network are 
discussed below. 

3.5.1 Eavesdropping on access tokens during transmission. 
 
Attackers may eavesdrop on access tokens during the transmission from the 
authorization server to the client. The attacker is then able to access all resources with 
the permissions covered by the scope of the particular access token. 

Countermeasures. 
 

1. The authorization servers must ensure these transmissions are protected using 
transport-layer mechanisms such as Transport Layer Security. If end-to-end 
confidentiality cannot be guaranteed, reducing scope and expiry time for 
access tokens can also reduce the damage. 

2. Access tokens sent as bearer tokens should not be sent over an insecure 
channel. They can be bound to a client's identifier and require the client to 
prove legitimate ownership of the token to the resource server7. 

3.5.2 Disclosure of Client Credentials during Transmission. 
 
An attacker could eavesdrop on the transmission of client credentials between the client 
and server during the client authentication process or during OAuth token requests. It 
results in revelation of a client credential enabling phishing or impersonation of a client 
service. The client’s credentials consists of the client ID, redirect URL and the client 
secret which is only required in the server flow. 

Countermeasures. 
 
The transmission of client credentials must be protected using transport-layer 
mechanisms. Alternative authentication can also be used such that sending plaintext 
credentials over the wire is not required (e.g., Hash-based Message Authentication 
Code). 
 

3.5.3 Eavesdropping or Leaking Authorization codes. 
 

                                                           
7 http://hdknr.bitbucket.org/accounts/oauth_threat.html 
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An attacker could eavesdrop transmission of the authorization code between the 
authorization server and client. Furthermore, authorization codes are passed via the 
browser, which may unintentionally leak those codes to untrustworthy web sites and 
attackers in different ways. 

Referrer headers. 
Browsers frequently pass a referrer header when a web page embeds content, or when 
a user travels from one web page to another web page. These referrer headers may be 
sent even when the origin site does not trust the destination site. The referrer header is 
commonly logged for traffic analysis purposes. 

Request logs . 
Web server request logs commonly include query parameters on requests. 

Open redirectors. 
Web sites sometimes need to send users to another destination via a redirector. Open 
redirectors pose a particular risk to web-based delegation protocols because the 
redirector can leak verification codes to untrustworthy destination sites. 

Browser history. 
Web browsers commonly record visited URLs in the browser history.  Another user of 
the same web browser may be able to view URLs that were visited by previous users. 

Countermeasures. 
 

The authorization server as well as the client must ensure that these transmissions are 
protected using transport-layer mechanisms. The authorization server should require 
the client to authenticate wherever possible, so the binding of the authorization code to 
a certain client can be validated in a reliable way. Short expiry time ought to be used 
for authorization codes. The authorization server should enforce a one-time usage 
restriction and if an authorization server observes multiple attempts to redeem an 
authorization code, the authorization server may revoke all tokens granted based on the 
authorization code. 
 
In absence of the above countermeasures, scope and expiry time for access tokens 
should be reduced. While redirect URI helps to detect malicious clients and prevents 
phishing attacks, the client server may also reload the target page of the redirect URI in 
order to automatically clean up the browser cache. 
 

4 Case Study: Twitter 

Twitter is a social networking service based around so called “tweets”. A tweet is a 140 
characters long message that can be sent by registered users and read by everyone. 
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Registered users can also follow other users, favorite and “retweet” other user’s 
messages and manage their user profile. In 2012, 340 million tweets were being sent 
each day by the 140 million active users8. 

 
31th of August 2010 Twitter moved from Basic Authentication to instead use 
OAuth.9This moved was to increase security and the user experience in third party 
applications. Usernames and passwords would no longer be stored in the applications 
and was replaced by an access token. This also meant that users could change their 
password and still leaving the other applications intact. 

4.1 Twitter API 

Twitters REST API supports a wide range of features. There exists around 90 different 
resources that enables a third party application with a user access token to use features 
as a user, add new friends and changing the users’ settings. Some of these resources 
have to be made with an access token from a user. The API has a rate limit per user and 
per application. This means that an application has a limited amount of requests it can 
make on behalf of a user or on behalf of itself during a time frame of 15 minutes. If the 
application developers do not honor this limit the application might get blacklisted and 
not able to make any further requests.10 

 
Anyone can get a consumer key and secret from Twitter. All you need is to create and 
log in with a normal account and go to the developer section where you can create an 
application. As a user of a third party application there is a possibility to revoke access 
that previously has been permitted. This possibility exists if the users think that the 
access token provided to the application has been used in a malicious way. 

4.2 Attacks on Twitter 

4.2.1   Attack on TweetGif. 
 

TweetGif is an OAuth based application which requires users to sign in with their 
Twitter accounts. 

 
On the 9th of June 2012 the Twitter web application TweetGif was hacked by a hacker 
group called LulzSec11. How the attack was made is unknown but as proof of the attack 
rows of user information, including access tokens, were extracted from the database 
and made available for download. This attack was not directly aimed at Twitter but the 

                                                           
8  http://blog.twitter.com/2012/03/twitter-turns-six.html  
9  http://blog.twitter.com/2010/08/twitter-applications-and-oauth.html  
10 https://dev.twitter.com/docs/rate-limiting/1.1  
11 http://pastebin.com/rCme2gpQ 

597

http://blog.twitter.com/2012/03/twitter-turns-six.html
http://blog.twitter.com/2010/08/twitter-applications-and-oauth.html
https://dev.twitter.com/docs/rate-limiting/1.1
http://pastebin.com/rCme2gpQ


 

access tokens that were made public could be used by spammers to send spam to 
Twitter users and hackers could access a user’s Twitter account. 

 
However, since Tweetgif is an OAuth based application, this means that no Twitter 
passwords were leaked. Only the OAuth tokens which grant access to the Tweetgif 
application and allow users to postGIFs to Twitter. 

Analysis of  attack on TweetGif . 
 
The access tokens were extracted from a database and this indicates that the database 
had a vulnerability which was exploited by the attackers. Since database attacks are not 
specific to the OAuth protocol, we did not cover such an attack. 
 
However, this attack highlights the weakest link in the OAuth protocol. It is the access 
token. The access token is used by the client websites to gain access to the resource 
owner’s resources. Any application which manages to attain these tokens will be able 
to gain access to parts of the resource owner’s data. As such access tokens should be 
stored and transmitted in a secure fashion at all times. 
 
On the other hand, this attack also reveals the strength of the OAuth protocol. The 
primary aim of the OAuth protocol was to allow users to grant third-party access to 
their web resources without sharing their passwords. Hence, in attacks like these, 
Twitter users who used the compromised app will need to revoke the access to the app. 
However, no massive password changes are needed since the compromised app has no 
knowledge of the user’s password. This gives a new perspective of the OAuth protocol. 
12Although the OAuth  protocol  has its own set of vulnerabilities, it keeps the user’s 
passwords secure which was why OAuth was created in the first place. 

4.2.2   Attack that leaked OAuth official keys. 
 

The OAuth keys and secrets used for the official Twitter applications were leaked at 
the 7th of March 2013. 13The consumer keys and secrets were extracted from the 
applications and then uploaded to Github and made public. With this information others 
have the possibility to access the API as if they were the official application. A normal 
application would be restricted by a time limit for a certain amount of requests. This is 
probably not the case with Twitter’s official keys. Twitter can’t block the keys either, 
since that would leave the official apps in a non-working condition. 

Analysis of the attack that leaked the Official keys of OAuth. 
 

                                                           
12 http://lifehacker.com/5917895/twitter-service-tweetgif-hacked-time-to-prune-your-twitter- apps 
13 https://gist.github.com/re4k/3878505 
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Details of this attack have not been released. In this section we will discuss how these 
keys and secrets may have leaked. 

 
These keys and secrets have to be transmitted between the applications and the resource 
server in order for the application gets the access token. These secret information may 
have been leaked due to some kinds of attacks like phishing attacks, cross site scripting 
attacks or network attacks. 

 
The leaked keys and secrets allow almost anyone to create applications that can fool 
Twitter into thinking that it is an authorized application. We feel that a practical way 
for twitter to solve this problem is to change the keys and secrets of authorized 
applications in an organized way. If more and more “authorized” Twitter applications 
spring up as time goes by, users will lose their trust in Twitter and Twitter’s reputation 
will be adversely affected. 

 

5 Conclusion 

The OAuth protocol was developed so that the users can grant third party access to their 
web resources without sharing their passwords. While this reduces the need for the 
users to give his passwords to various web applications that render services to the 
networking site, they are not secure. In this paper, we have seen the various 
vulnerabilities of OAuth and how they have led to the different kinds of attack. Such 
measures should be considered before future versions of OAuth are released. 
 
Our case study on how Twitter has implemented OAuth highlights the strengths and 
the weakness of the protocol. It also gives us the opportunity to ponder about what 
needs to be done and how it can be done when secret credentials of the applications are 
made public. Through this case study, we understand that the implementations of all 
parts of a protocol must be resistant to attacks for it to be a secure protocol. 
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