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ABSTRACT 

This paper explores the different techniques used to analyze 

malicious software (malware) though static analysis and 

behavioral (dynamic) analysis.  

Categories and Subject Descriptors 

K.6.5    [Security and Protection]: Invasive software  

General Terms 

Security 

Keywords 

Malware, Static analysis, Dynamic analysis  

 

1. INTRODUCTION 
Malware has become the spotlight of security threats on the 

virtual world. Many different kind of malware exist. Some have 

destruction capability such as deletion of data, while the other are 

more stealthy (eg. log keystrokes).  

The foremost goal of malware analysis is to understand malware 

behaviors. Through the understanding the behaviors, effective 

strategies can be develop to response to the threat posed by 

malwares. [1] 

 

2. DIFFERENT CLASSES OF MALWARES 
Malwares come in many different forms and often have specific 

motive and purpose. Table 2-1 describes some classes of 

malwares and their characteristics. 

Table 2-1 Malware classes and respective characteristics 

Classes Characteristics 

Keylogger 
Log key stroke and sometimes capture 

screenshots 

Ransomeware 
Deny access to user’s file  till a payment is 

made 

Rootkit 
Hiding itself and other processes from being 

detected  

Spyware 
Gather information from infected system 

without the knowledge of the victims 

Trojan Horse Appears to be legitimate program 

Virus 
Attached itself to other file or processes and 

able to self-replicate 

Worms Standalone program and have replication ability 

 

3. STATIC ANALYSIS 

3.1 Brief introduction 
Static analysis is the process of analyzing the code or structure of 

the malware without executing it. This may involve the studying 

of the file’s string, format and header, Advance static analysis 

may extend the analysis process to include reverse engineering of 

the specific piece of malware and relevant malware artifacts.  

 

3.2 Identifying Malware Using Hash 
Hashing is a common way to quickly uniquely identify a piece of 

malware. Under this technique, the malware will be passed 

through a hashing program to generate a fingerprint, known as the 

hash. This hash can be checked against online database, such as 

VirusTotal, for known malware. The most prevalent hashing 

algorithm are Message-Digest algorithm 5 (MD5) and Secure 

Hash Algorithm 1 (SHA-1) [1].  

 

 

Figure 3-1 MD5 of a malware sample using WinMD5 

 

Alternatively, suspected malware sample can be uploaded directly 

to VirusTotal to be checked against the online database.  

 

3.3 Identifying Malware Variants Using 

Fuzzy Hashing 
Most malwares often include “mutation” capabilities to avoid 

anti-virus detection. These are common known as Polymorphic 

malware. The process of morphing creates variants of the malware 

and may render the hashing technique to identify the malware 

ineffective [2].  

Fuzzy hashing can be used to help malware analysts to determine 

whether two suspected malwares are similar. For fuzzy hashing, 

hashing is performed in blocks instead of the whole file and 

comparison between the hash of each block can allow us to draw 

conclusion whether these two files are similar or not. A high 

similarity may indicate that the files in question may be variants 

of each other.  

“Ssdeep” is one of the widely used open source tool by malware 

analysts to perform fuzzy hashing [3].  
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Figure 3-2 Fuzzy hash show 79% similarity on variants of 

WIN.Adware.Screenblaze 

 

However, small files under 100 bytes cannot be accurately used 

for fuzzy hashing comparison.  

 

3.4 Strings Analysis  
Strings are often embedded within a malware. Analyzing these 

strings may provide a clue on the functionality of the malware. 

The strings usually may include references to behavior traits such 

as URL, IP address, Windows API and DLLs [1].  

To view the strings, the “strings” utility found on most Linux 

shell, can be used. Figure 3-3 and 3-4 show the use of strings 

analysis on WIN.Adware.Screenblaze malware.  

 

 

Figure 3-3 Suspicious URL found after string Analysis 

 

 

Figure 3-4 Potential malware artifacts  

 

3.5 Portable Executable (PE) 
Portable executable (PE) file format is a data structure used by 

Windows executable, object code and Dynamic Linked Libraries 

(DLL). All PE begin with a header that contains information such 

as required library and space requirement. This information can 

provide some details about the malware to malware analysts.    

Table 3-1 describes some of the interesting sections of PE header 

[1].  

Table 3-1 PE header sections 

Section Descriptions 

.text Contain executable code 

.data Contain global data 

.idata Contain import functionality 

.rsrc Contain resources required by executable 

 

Malware analysts may use software such as PEview to view 

various sections’ information. 

 

Figure 3-5 .idata of WIN.Adware.Screenblaze 

 

3.5.1 Dynamic Linked Libraries (DLLs) 
Identifying DLLs used by a malware may provide evidence on 

what operation the malware is trying to perform. Tools such as 

Dependency Walker can list all the DLL used by the malware in 

question.  

Below are some of the common DLL and the respectively 

functionality [1].  

Table 3-2 Descriptions of common DLL 

DLL Descriptions 

Kernel32.dll 
Core functionality such as file and memory 

manipulation 

Advapi32.dll 
Advance core Windows component such as 

Registry 

User32.dll User interface components for user actions 

WSock32.dll/

Ws2_32.dll 
Networking DLLs 

Wininet.dll 

Containing networking function that 

implement network protocols (eg. FTP and 

HTTP) 

 

Figure 3-6 shows a snapshot of WIN.Adware.Screenblaze after 

processing through Dependency Walker. From the DLLs used, we 

can speculate that the Screenblaze possess some networking 

capability and access Windows components from the usage of 

“wininet.dll”, “urlmon.dll” and “Advapi32.dll”.   

 

.  

Figure 3-6 Dependency Walker (WIN.Adware.Screenblaze) 
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3.6 Advanced Static Analysis 
Advance static analysis attempts to discover the inner workings of 

the malware. This often requires reverse engineering the malware 

by passing it through a disassembler and looking at the 

instruction.  

For disassembly, there are mainly two approaches, namely linear 

sweep and recursive traversal. Linear sweep start at the entry flow 

and began sweeping through the entire program. However, this is 

prone to error due to misinterpretation of data embedded in the 

program as code by the dissembler. Recursive transversal on the 

hand take into account of control flow of the program to identity 

what to disassemble. It is able to avoid the error cause by 

misinterpretation of embedded data by following through the 

whole program execution flow. However, it is still prone to error 

due to the disability of accurately identity all control flow 

successors. This approach is used by the popular disassembler, 

IDA Pro [4].   

Advanced static analysis can provide a full understanding of the 

specific malware code. However, this is a time consuming 

approach and require specialized knowledge such as x86 assembly 

and familiarity with Windows system call [1]. 

 

3.7 Limitation of Static Analysis 
Malware writers often include some preventive measure to 

prevent their malware from being analysis. One common method 

is the usage of packer. Packer often performs compression, 

encryption or code obfuscation on the target binary. In order to 

perform static analysis, malware analysts will have to manually 

unpack the malware before they can perform any effective 

analysis. If there is multiple layer of packing, they will have to 

manually unpack each layer before analysis can be conducted. 

This process is made more complex if the malware author utilize 

custom packer [5].  

Figure 3-7 and 3-8 shows portion of strings analysis of a packed 

and unpacked malware respectively. Unpacking the malware 

revealed more information about the malware and may potentially 

surfaced other malware artifacts.  

 
Figure 3-7 String analysis of packed malware 

 

 

Figure 3-8 String analysis of unpack malware 

 

4. BEHAVIORAL (DYNAMIC) ANALYSIS  

4.1 Brief Introduction 
Behavioral analysis often requires observing the execution 

behavioral of the malware. This can be done by observing the 

changes after the execution. However, a contained environment 

must be setup to prevent unintentional spread or infection of the 

malware [1].  

 

4.2 Monitoring with Process Explorer and 

Process Monitor 

4.2.1 Process Explorer 
Process explorer (http://technet.microsoft.com/en-

us/sysinternals/bb896653) is a useful utility that display all the 

processes running on the machine in a tree like structure showing 

the parent-child relationship between processes. It has color 

coding to help identify processes [6].  

Table 4-1 some of the default color scheme of process explorer 

Color Descriptions 

Pink Services 

Light blue Own process (Running under the same security 

context as process explorer) 

Purple Packed/compressed/encrypted 

 

Process that is purple color coded is packed and is a often a 

indicator of possible malware. Figure 4-1 shows that the 

“mydoomi.exe” is a packed executable.  

 

Figure 4-1 Processes with color coding 

 

Process explorer has some other useful function such as viewing 

DLLs loaded by the process into the memory.  

 

Figure 4-2 Part of the DLLs loaded by W32/MyDoom-L 
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It allows viewing strings of the content loaded into the memory by 

the processes. This can surface additional information which 

otherwise unable to discover from static string analysis [1]. 

 

Figure 4-3 String analysis of memory content of W32/MyDoom-L 

revealed the template of the spam messages.  

 

4.2.2 Process Monitor  
Process monitor (http://technet.microsoft.com/en-

us/sysinternals/bb896645) is another useful utility that is able to 

capture and provided detailed information about registry, file 

input and output, network, process and thread activity. It has 

filters (absent in process explorer) to help scope down the content. 

However, it may miss rootkits activities [1].  

 

4.3 Scan Running Processes for Unsigned 

DLLs 
Another useful tool from Sysinternal for malware analysis will be 

ListDlls(http://technet.microsoft.com/en-

us/sysinternals/bb896656). 

It allows scanning for unsigned DLLs (using the flag -u) which 

often can be a red flag for further analysis [6]. 

  

Figure 4-4 Listdlls utility displaying unsigned DLLs of 

W32/MyDoom-L 

 

4.4 Identifying Registry Changes  
Identifying changes to registry after the malware has executed can 

provide critical information on what registry key and values have 

been added or modified. Looking at the changes can help to 

understand the behavior of the malware in question Regshot 

(http://sourceforge.net/projects/regshot/) is one of the open 

sources utilities that allows comparison and identify changes to 

registry [1].  

 

 

Figure 4-5 Keys added by WIN.Adware.Screenblaze 

 

4.5 Traffic Sniffing  
Analyzing network traffic may uncover evidence of malware 

activities on the network [1]. As shown in figure 4-5 and 4-6, 

sniffing the network traffic generated by “W32/MyDoom-L” 

malware using WireShark (http://www.wireshark.org/), a network 

sniffing utility, revealed that the malware is trying to send out 

numerous potential spam emails.  

 

Figure 4-6 Network traffic generated by W32/MyDoom-L 

 

 

Figure 4-7 W32/MyDoom-L attempting to send email to 

“rra@standford.edu” 

 

4.6 Detecting Malware Persistency   
Persistency is often a common behavior of malwares. One 

common method of staying persist is to run on start up. Autoruns 

(http://technet.microsoft.com/en-us/sysinternals/bb963902) is an 

utility that scan through a comprehensive list of registry key and 

values in the registry to look for autostart entries [6].   

Another mechanism commonly used by malware to maintain 

persistent is the Windows Task Scheduler. The logs of task 

scheduler can be found at “C:\Windows\SchedLgU.txt”. 

However, the information (by default) is overwritten once the logs 

hit 32kb limit. Another utility that allows viewing of scheduled 

tasks on the system is the previous mention tool, Autoruns.  
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4.7 Debuggers 
Debuggers can provide a controlled dynamic view of the malware 

as it is being executed. Some of the well-known debuggers are 

gdb, ImmunityDebugger, OllyDbg and WinDbg [7].  

Debugging will involve stepping through the executing flow 

which often involves executing a series of instruction and 

returning the control back to the debugger. Breakpoints can be set 

at different areas of interest within the malware under analysis. 

once it reached a breakpoint during execution, the malware 

execution will be interrupted and temporary suspended for 

analysis [1].  

However, there are limits to debugging as malwares writer are 

cognizant to debugger and often embed anti-debugging 

mechanism within their malware [7].   

 

4.8 Limitation of Behavioral Analysis 
Malwares that are sensitive to the environment may attempt to 

evade analysis and resulting in inaccurate behavior when 

behavioral analysis is performed on the malware [8].   

In addition, this form of analysis is only limited to observing one 

execution path. Malware that employs trigger based mechanism 

(eg. logic bomb) may be able to evade behavioral analysis [9].  

 

5. AUTOMATED MALWARE ANALYSIS 

SYSTEM  
Many off the shelf automated malware analysis framework exist. 

A few examples are Anubis, Cuckoo Box and BitBlaze. These 

sandboxes attempts to identify malicious behaviors and often 

provide a detailed report of all usage of network activity, system 

call and modification made to the system [7].  

 

6. CONCLUSION 
Both form of analysis has their own edges and complements each 

other. In the case of static analysis, code obfuscation can often 

hinder the analysis. However, code obfuscation may not be 

effective against dynamic analysis [9].   

On the other end, static analysis is likely able to comprehensively 

analyze the malware while behavioral analysis may miss out some 

details due to the dynamics nature of the analysis method that is 

based on observation of changes.  
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Appendix A - Behavioral (dynamic) analysis 

Process Monitor (W32/MyDoom-Q) 
These are some of the information provided by process monitor.  It provides details such as name and parameter of the 

operations. The tooltips will provide detailed information.  

 
Figure A-1 some information from process monitor 

 

The filter function can also help to identify malicious activities. One good filter will be “Category is write”. This can show 

what changes the malware is doing to the system. This can be useful to malware analysts and incident responder whom want 

to clean up the malware.  

 

 

Figure A-2 Process Monitor Filter 
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Autoruns (W32/MyDoom-L) 

Autoruns scan through the registry looking for autostart entries. A good way to start looking at the 

entries will be setting the filter to “Hide Microsoft entries” to reduce the amount of entries to look 

through.  

 
Figure A-3 Filter options 

 

Upon scanning the infected system with Autoruns, a suspicious entry is found. 

There is an entry named “Traybar” with the executable “lsass.exe”. However, “C:\windows” is not a 

common path to store windows processes. Other suspicious flag are the lack of publisher for a 

executable that seemly come from Microsoft and suspicious timestamp with the year “1970”.  

 

 
Figure A-4 suspicious entry 

 

A submission of this file to virustotal.com revealed that it is W32/MyDoom-L. 

 

Figure A-5 virustotal.com scan result 
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Appendix B – Automated Malware Analysis System 

Anubis (http://anubis.iseclab.org/index.php) 

Anubis is an automated malware analyzer that provides a web frontend for submission for Windows 

executable and Android APK. Unlike other analyzer such as Cuckoo Sandbox, Anubis is not available 

for downloads.   

 

 
Figure B-1 – Anubis frontend 

 

 

Upon submission of binaries and analyze completion, Anubis provide a report (html, xml, pdf and text) 

for downloads. A pcap file containing the network activity captured is also provided,   

 

 

Figure B-2 Analysis report  

 

 

Some information provided in the report is  

 Network activities (DNS queries and STMP, TCP Connection attempts) 

 Load-time Dlls and Run-time Dlls 

 Registry keys created  

 Registry values read/modified  

 File system access and changes 

 Memories mapped files 
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Figure B-3 Summary of Anubis report of W32/MyDoom-L 
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ABSTRACT 

In this paper, we will showcase different cryptography and 

protocols tools that are used in the Near Field Communication 

(NFC) aspect. It is intended to provide overview and brief 

introduction on the different techniques used on ensuring secure 

contactless transactions over both mobile devices and inexpensive 

devices like CEPAS transit cards. 

Categories and Subject Descriptors 

D.4.6 Security and Protection - Cryptographic controls 

B.4 Input/output and Data Communication – Data 

Communications Device  

General Terms 

Security, Communication 

Keywords 

NFC, CEPAS 

1. INTRODUCTION 
Near Field Communication (NFC) is a subset standard for the 

RFID family which was patented in the 1983 by Mr. Charles 

Walton. NFC standard is more specialize in the area of mobile 

communication devices such as smartphones. It was formally 

establish by a few major mobile phones company such as Nokia 

and Sony during the NFC forum in 2004. NFC is designed to 

support existing RFID transaction including contactless payments 

and ticketing systems, as well as being a generally programmable 

platform [1]. 

One unique characteristic of NFC is its short range proximity 

technology. Unlike RFID technology which can go up to 25 

meters for passive RFID tag, NFC could only usable within a few 

centimeters. Another unique feature of NFC is its peer to peer 

connectivity ability since NFC serves as both a reader and a 

transmitter.  

There is also other inexpensive system which mechanism is 

similar to NFC such as CEPAS technology. CEPAS technology is 

a Singapore contactless payment specification which is mainly 

used in Singapore Transportation System, also known as EZ-Link 

card. 

With NFC and other contactless payment technology, there is a 

rise in security concern of theft and stealing of personal 

information. Hence, this paper will layout the different protocol 

and cryptography method used in these technology. 

2. CRYPTOGRAPHY 
This section will cover the 2 cryptography methods used in the 

NFC field. 

2.1 ECDH 
Elliptic Curve Diffie-Hellman scheme (ECDH) is one of the 

cryptography method used when 2 different devices is 

communicating using the NFC standard. 

ECDH is one of the key agreement schemes which objective is to 

establish a secure connection over an insecure channel as 

illustrated in Figure 1. It is designed to provide a variety of 

security goals depending on its application— goals it can provide 

include unilateral implicit key authentication, mutual implicit key 

authentication, known-key security, and forward secrecy - 

depending on issues like whether or not public keys are 

exchanged in an authentic manner, and whether key pairs are 

ephemeral or static [2]. 

 

 
 

Figure 1: How ECDH works 

 

There is also possibility of a man-in-the-middle attack on the 

ECDH since either party have the difficulty of authenticating on 

the public key. A PKI or a signature procedure might be able to 

remedy such vulnerability. 

 

NFC makes use of ECDH to establish the key agreement between 

two devices which will then proceed to data encrypting and 

integrity checking using AES which we will discuss below. 

 

2.2 AES 
NFC security features include support of encryption and 

decryption using the Advanced Encryption Standard (AES-128) 

[3]. The AES is also used for integrity checking. 
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AES is a standard to encrypt or decrypt data invented by Vincent 

Rijmen and Joan Daemen. AES had a block size of 128 bits and it 

is a symmetric encryption algorithm. With the help of a key, AES 

is able to transform the 128 bits block in to a new block which has 

the same size. AES may configured to use different key-lengths, 

the standard defines 3 lengths and the resulting algorithms are 

named AES-128, AES-192 and AES-256 respectively to indicate 

the length in bits of the key[4].  

AES will need to go through 4 main stages in order to produce the 

final cipher text. The 4 main stages are namely, Key Expansion 

round, Initial round, middle round and the final round. There are 

4 main steps within the 4 main stages except the Key Expansion 

round. 

There is the SubByte step which is part of the middle round and 

final round which involve substitution of bytes from a fixed 8 bit 

look up table in Figure 2.  

 

Figure 2: SubByte step 

 

ShiftByte step is involve in the middle and final stage where rows 

of bytes are shifted an incremental one position to the left depend 

on which row it is in (E.G. row 2 will shift 1 position; row 3 will 

shift 2 position). First row will remain unchanged in Figure 3. 

 

Figure 3: ShiftByte step 

Mix columns step in Figure 4 only involve in the middle stage. 

The mechanism is that every column is multiplied by a fixed 

polynomial.  Max columns step works hand in hand with 

ShiftByte to produce a dispersion effect. 

 

Figure 4: Mix Column Step 

Lastly, there is AddRoundKey step where for each round of AES 

step, a subkey will be obtained from Rijndael’s key schedule and 

it will be combined with the specific state pair in Figure 5. 

 

Figure 5: AddRoundKey Step 

 

Data confidentiality is ensured by AES with 128 bit key length in 

CTR mode which is secured and suitable for restricted 

communication bandwidth because no padding is required [5].  

 

3. Protocol 
There are two protocols on NFC which this paper will highlight, 

namely NFC-SEC protocol and NFC M-coupon protocol. 

 

3.1 NFC-SEC protocol 
NFC-SEC defines a protocol stack that enables application 

independent encryption functions on the data link layer [6]. 

NFC-SEC comprises 2 different services, shared secret service 

and secure channel service. Shared secret service enables 2 NFC 

users to have a shared secret channel in which encryption 

mechanism is established within as illustrated in Figure 6.  Secure 

channel service used that shared secret channel and secure the 

communication flow from both side with cryptography method 

like AES and ECDH. 
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Figure 6: SSE and SCH 

The NFC-SEC protocol will also go through 4 main steps for the 

establishment of a secured session. The four steps are key 

agreement, key confirmation, PDU security and Termination as 

illustrated in Figure 7. 

 

Figure 7: NFC-SEC Flow Chart 

3.1.1 Key Agreement 
With activation request PDU initialed, activation response PDU 

will kick in and create the shared secret channel between 2 NFC 

users. 

3.1.2 Key Confirmation 
The shared secret channel will be verified by the verification 

request PDU followed by the corresponding response PDU. 

3.1.3 PDU Security 
Encrypted packet PDU will protect the data flow between the 2 

NFC users when they are exchanging data. Integrity, 

Confidentiality is taken care of in this stage. 

3.1.4 Termination 
Lastly, the entire session will be terminated by the terminate PDU 

prior to user initiate the process. Otherwise, the session will be 

terminated if one of the NFC devices is switched off. 

The NFC-SEC mainly provides 4 main functions namely, 

Message contents with concatenation rules for keys and other 

fields; Key primitives; Random number 

requirements;  Conversion and transformation rules; 

Cryptographic algorithms and methods[6]. 

3.2 NFC M-Coupon Protocol 
This protocol was proposed by Dominikus and Aigner. NFC M-

coupon protocols which allow secure issuing and cashing of 

electronic coupons [7]. 

3.2.1 NFC M-Coupon Mechanism 
Firstly, a NFC user will place his NFC device on a NFC tag 

(Product with NFC-tagging, Smart poster, advertisement on 

newspaper etc.). An M-Coupon will be created and transferred to 

the NFC user’s device. The NFC user will physically go to the 

designated vendor and collect his/her goods by allowing the 

cashier to verify the m-coupon. Once the cashier verifies the M-

coupon, the promised good will then is transferred to the NFC 

user. The flow will be illustrated in Figure 8. 

 

Figure 8: How M-coupon works 

3.2.2 NFC M-Coupon Security Requirements 
There are 4 Security Requirements [8]: 

 No Multiple Cash-in of M-coupon 

 No Unauthorized  Generation of M-coupon 

 No Manipulation of M-coupon 

 No Unauthorized Copying of M-coupon 

Depend on the vendor’s requirement, Multiple Cash-in and 

Unauthorized Copying properties might be optional [8]. 

3.2.3 Security measure to fulfill security requirement 
The mechanism which is mentioned earlier will be empowered 

with encryption mechanism and simple authentication protocol to 

ensure freshness of the session. The flow is illustrated in Figure 9. 

 

Figure 9: Flow of M-Coupon 
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The NFC user will first send a nonce to the issuer (Smart poster, 

advertisement on newspaper with NFC tagging). The issuer will 

send back a message that contain its identity, the NFC user’s 

nonce, the promised product and the encrypted portion of both the 

nonce and the promised product.  

The NFC user will then proceed to the vendor or cashier to 

redeem his/her promised product. The NFC user will pass the 

entire message that he/she received from the issuer to the vendor 

or cashier. The vendor or cashier will ensure the message fulfill 3 

statuses. 

 The M-coupon is not used before by checking the nonce 

 The encrypted portion is same as the portion that was 

not encrypted. 

 The encryption key is from the actual issuer. 

Once the three statuses are fulfilled, the NFC user will be able to 

claim his/her promised product. 

4. Other Similar Inexpensive Method 

4.1 CEPAS System 
Contactless e-Purse Application System also known as CEPAS is 

a specification proposed by the Infocomm Development Authority 

of Singapore. CEPAS is intended to replace the original EZ-link 

card as a new electronic money smart card. National e-Purse 

standard will facilitate the participation of multiple suppliers, 

issuers, providers and acquirers in a common payment 

environment [9]. CEPAS is also the current national standard for 

transit payment card. 

It resembles the NFC mechanism where CEPAS only allow a 

transaction within close proximity. Furthermore, CEPAS need to 

handle 200 million transactions per day. Due to the high volume 

of required transactions, security is the main concern of CEPAS 

deployment. 

4.1.1 CEPAS Security 
There are 3 main key types under the Security Key Management 

Framework as illustrated in Table 1. 

 

Table 1: Security Key Management Framework 

The 3 main key types ensure that every transaction from CEPAS 

enabled cards is authentic and accurate. 

4.1.2 CEPAS ERP Security/Car parking  
CEPAS also have individual unique keys for each of these 

applications. This is to prevent conflict or hacking attempt to 

trigger loophole and errors on the card. Figure 10 illustrate the 

overview of various applications on the same CEPAS card [10]. 

 

Figure 10: Overview of CEPAS Unique Applications 

5. Conclusion 
There are a lot of security challenges ahead in the future for NFC 

standard. Fuzzing the NFC stack and other software loophole may 

allow attacker to take full control of the NFC device without any 

user authorization. If challenges like these are not resolved, 

attacker can bypass through all the cryptography method and 

security protocol to gain advantages from the very top surface. 

Moreover, other inexpensive methods like CEPAS which is a 

standalone system (Only handle monetary transaction unlike NFC 

which tag along with mobile devices) might provide a better 

security framework with the least common mechanism as stated in 

Salzer and Schroeder’s design principle.  
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ABSTRACT 

In this paper, we describe NFC and research on the level of 

cryptography and protocols used in NFC and other (inexpensive) 

system for similar purposes. For each system, we will be exploring 

their strength and weakness. 
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1. INTRODUCTION 

1.1 Near Field Communication (NFC) 
Near Field Communication also known as NFC is a type of 

wireless communication technology. It builds upon Radio 

Frequency Identification (RFID) systems by allowing two way-

communications between NFC smart devices such as smartphones 

or tablets and is used for the devices to establish radio 

communication with each other by touching or bringing them into 

close proximity (no more than a few inches). Other than smart 

devices, the communication is also possible between an NFC 

device and an unpowered NFC chip that is also known as a “tag” or 

“NFC bridging device” [1].  

1.2 Radio Frequency Identification (RFID) 
Radio Frequency Identification, also known as RFID, is the 

contactless usage of radio-frequency electromagnetic fields to 

transfer data through the use of tags which are attached to the 

object and contain objects information. All the RFID systems are 

comprises of three main components – the tag, the reader and data 

processing system. Some tags are passive and can only be read at 

few centimeters while some tags are active and can be read up to 

200 M. RFID is widely used in many industries for tracking 

purpose. It comes in different forms and can be attached to 

different surfaces or even implanted within people.  [2]  

2. Background Knowledge 

2.1 Modes of NFC 
NFC comes in three different modes – Reader/Writer mode, Card 

Emulation Mode, Peer-to-Peer Mode. In Reader/Writer Mode, 

there is two-way communication (read and write) between the NFC 

device and NFC tags. NFC device will acts as an initiator and the 

passive tags (no any source of power is required) is the target. The 

magnetic inductive couple created by the active NFC device will 

power up the tags when it gets into close proximity.  In Card 

Emulation Mode, one NFC device acts as a tag and the other NFC 

devices can read data from it. This mode is cost-efficient, as no tag 

will be needed. In Peer-to-Peer Mode, two NFC devices can 

exchange data at link-level. 

2.2 Benefits of NFC 
NFC comes with many benefits and some can improve our daily 

lives. Take for example; NFC-enabled mobile phone acts as the 

credit cards or house key to eliminate the physical object to 

decrease the size of our wallet and bag. Data transfer can be done 

on the go to increase mobility and decrease in physical dependency. 

The table below shows the other benefits of NFC based on the 

three different modes [3]: 

Card Emulation 

Mode 
Reader/Writer Mode Peer-to-Peer 

Mode 

1. Physical object 

elimination 

2. Access control 

1. Increase mobility 

2. Decreases physical 

effort 

3. Ability to be adapted 

by many scenarios 

4. Easy to implement 

1. Easy data 

exchange 

between devices 

2. Device 

pairing 

Table 1: Benefits of NFC inside different modes 

2.3 Usage of NFC 
Through Card Emulation Mode, the NFC-enabled mobile phone 

acts as a NFC tag. This eliminates the use of contactless credit card 

or cash. All payment can be done through tapping of the mobile 

phone with the NFC reader. At the same time, with the same 

mobile phone, it also eliminates the carrying of physical key or 

contactless smart key. It provides the access control to the room by 

tapping the phone and the NFC door lock. Apart from all those, the 

mobile phone can be used in attendance taking in school or even 

movie ticketing application. Data transfer from a tag to NFC device 

can be completed easily in the reader / writer mode. Transferring of 

data such as text, website address, contact number or any other 

data can be done by tapping the NFC device with the tag. In 

shopping center, the shopper can simply tag their NFC-enabled 

phone with the tag on the promotion poster to see the latest deal in 

town. Peer-to-Peer Mode is used for device pairing, networking and 

file transferring operation. Users can exchange their business cards 

by touching their NFC-enabled mobile phones. Bluetooth pairing 

for mobile phone and car’s hands-free equipment will be achieve in 

this mode too. 

3. Cryptography 

3.1 Overview 
NFC by itself doesn’t specify any security mechanism against 

eavesdropping or data modifications. But this can be done by 
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establishing a secure channel easily since NFC communication is 

not susceptible to Man-in-the-Middle attack. Thus a key agreement 

technique without authentication would be a feasible way to 

provide standard secure channel. In order to have adequate security 

without compromising the time cost, symmetric encryption like 

AES-128 could be used. According to NIST and ECRYPT, 128 bit 

key for symmetric ciphers should offer good security for 

approximately 30 years if today’s processing speed development 

carries on. [4] 

3.1.1 NFC-SEC Standards Series 

The NFC-SEC is a series of NFC security standards that specify 

cryptographic mechanisms using the Elliptic Curve Diffie-Hellman 

(ECDH) protocol for key agreement and the AES algorithm for 

data encryption and integrity. 

This standard ensures secure communication between two NFC 

devices that do not share any common secret prior to their 

communication over a non-secure and public medium.  

Below is a summary of the security services provided by these 

standards: [5] 

Protocol Security Services 

NFC-SEC Eavesdropping, Data Modification 

NFC-SEC-01 Shared Secret Service (SSE) 

-Elliptic Curve Diffie-Hellman (ECDH) Key 
Exchange (192 bit) 

-Key derivation and confirmation (AES 128 bit) 

 Secure Channel Service (SCH) 

-Data encryption (AES 128 bit) 

-Data integrity (AES 128 bit) 

Table 2. Summary of Provided Security Services 

3.2 ECDH and AES 
Public key cryptography is used to establish a shared secret 

between two NFC devices, to be specific, the Elliptic Curve Diffie-

Hellman key agreement protocol. The shared secret is then used in 

establishing the Shared Secret Service (SSE) and the Secure 

Channel Service (SCH). Usually the agreement is used to derive the 

key material. AES can then use the key material to encrypt 

subsequent messages. 

The two services SSE and SCH are defined in NFC-SEC as below: 

[6] 

 

Figure 1: SSE and SCH in NFC-SEC 

3.3 Mathematics in ECDH  
The ECDH protocol relies on two public numbers: p and g. P is a 

large prime number, and g is an integer that is less than p. These 

two numbers are exchanged over a non-secure medium. After both 

Alice and Bob receive the two public numbers, they choose private 

integers. Alice picks a and Bob picks b. The two values a and b are 

referred to as private keys. 

Alice and Bob then generate public keys using the public numbers 

p and g and their own private keys. Alice uses (g^a) mod p, and 

Bob uses (g^b) mod p. These are asymmetric keys as they do not 

match. 

Alice and Bob exchange the public keys and compute their shared 

secret agreement separately. ECDH mathematics will make sure 

that both Alice and Bob will generate the same shared secret 

agreement, even though they do not know each other's private keys. 

But note that only a, b, g^ab = g^ba are kept confidential. All the 

other values are open to the public. 

If someone intercepts the communication link, he will be able to 

get p, g, and the two public keys. However, it’s computationally 

impractical to derive a shared secret agreement solely from the four 

publicly available values without knowing Alice and Bob's private 

keys. 

Decrypting a message which is encrypted by ECDH algorithm 

using brute force is around the same level of difficulty as the 

discrete logarithm problem. However, with a shorter key length, the 

ECDH algorithm is still able to achieve the same level of security 

as it relies on elliptic curves instead of logarithmic curves. 

3.4 ECDH Example 
Some small integers are used in the following example to 

demonstrate ECDH algorithm. [7] 

1. Alice and Bob agree on a prime number p and a base 

integer g: 

p = 83, g = 8 

2. Alice chooses a secret integer a = 9, and then sends 

Bob (g^a) mod p: 

(8^9) mod 83 = 5 

3. Bob chooses a secret integer b = 21, and then sends 

Alice (g^b) mod p: 

(8^21) mod 83 = 18 

4. Alice computes ( ( (g^b) mod p)^a) mod p: 

(18^9) mod 83 = 24 

5. Bob computes ( ( (g^a) mod p)^b) mod p: 

(5^21) mod 83 = 24 

Alice and Bob generates the same result 24 according to the 

equation g^(ab) = g^(ba). This value is referred as the shared 

secret. Now Alice and Bob can use this result to derive the 

symmetric key which is going to be used by AES in the following 

information exchange to encrypt the messages. 

Since 24 is a relatively small number, the messages that are 

encrypted by 24 would be rather easy to decrypt using a brute force 

attack.  

However, it’s practically difficult to achieve that as p, g, a and b 

are large numbers that are generated by computer. 
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3.5 Protocol Analysis 
3.5.1 Man-in-the-Middle Attack 

Lacking an authentication mechanism, the ECDH key exchange 

protocol is prone to Man-in-the-Middle attack as the sender of the 

public keys cannot be authenticated. However, it is claimed that 

mounting a Man-in-the-Middle attack on an NFC link is practically 

impossible. [8] The reasons are the following: 

 If Alice is talking to Bob and Alice is in active mode 

while Bob is in passive mode, Alice generates a Radio 

Frequency (RF) field and sends data to Bob. An attacker 

could eavesdrop the data sent by Alice but he has to 

actively disturb Alice to make sure that Bob doesn’t 

receive the data from Alice. In this case, Alice could stop 

the protocol immediately when she detects the 

disturbance.  

 Assume that Alice is not aware of the disturbance, the RF 

field generated by her still exists. Thus the attacker needs 

to generate his own RF field. By doing so, it creates a big 

challenge for the attacker to perfectly align the two RF 

fields. Even if the attacker could send data to Bob, it’s 

nearly impossible for Bob to understand the data. 

3.5.2 Best of Both Worlds 
Typical asymmetric systems (e.g: ECDH) are very slow. So they 

are normally not used to encrypt large messages. Symmetric 

systems (e.g: AES), which are a lot faster, are more commonly 

used. 

As stated in section 3.2, a cryptographic system normally derive a 

symmetric shared secret agreement with the help of an asymmetric 

system. The key material is then derived from the shared secret 

agreement and it is used by a symmetric algorithm for message 

encryption. By doing this we are able to have the advantages from 

both asymmetric system and symmetric system. 

3.6 RFID 

3.6.1  MiFare Crypto-1 Cipher 
The cryptography found in the MiFare cards is a stream cipher with 

48-bit symmetric keys. The length of the key is considered insecure 

as DES cracking machine could brute force 56-DES. The data on 

the MiFare card is divided into sectors and each of them holds two 

different keys. Those sections also have different access rights such 

as read, write or read-only. During manufacturing, all secrets are 

set to default. However, before issuing the tags to users, the secrets 

will be changed. In the same system, different tags may share the 

same or different read keys. Sharing of keys minimize the overhead 

of key distribution to offline readers. However, this method 

increases the chances of different users impersonating each other. 

Thus, unique read and write keys should be used for each tag. [9] 

4. Protocol 

4.1 NFC 

4.1.1 Main Overview of NFC Protocol Layer  
NFC utilises different kinds of protocols in the course of its 

transactions. The figure below shows a diagram of all the NFC 

protocols used during NFC transactions.  

In general, NFC is a set of communication protocols built on radio-

frequency identification (RFID) standards, namely ISO 14443. The 

frequency of RFID is 13.56 MHz and its typical spectrum ranges 

between 3-10 centimeters theoretically, although the spectrum 

range will be slightly lower in real word scenarios. In real world 

scenarios, it’s observed that the spectrum range would range from 

2-3 centimeters. NFC operates at low data rates ranging from 

106kbit/s to 424kbits/s. 

There 2 general scenarios for a NFC communication to take place. 

In the first scenario, there will be an initiator and a target. Let’s 

take the initiator to be a smartphone in this scenario. At the start of 

the NFC communication, the smartphone will keep generating a 

radio frequency (RF) field that will power up the target which is 

usually a passive NFC tag. The NFC tag will response back by 

modulating an existing field provided by the smartphone. In this 

scenario, the smartphone can read and even write data to and from 

the tag. There are many different types of NFC tags and many 

protocols that are involved in the interaction with other different 

tags, please refer to Figure 1 for detailed information. [10] 

 

Figure 2: NFC Protocol Layer 

The other scenario for a NFC communication to take place is peer-

to-peer (P2P). As compared to the first scenario which do not 

requires both devices to be powered on, this scenario requires both 

devices to be powered and generate their own RF fields for a NFC 

communication to take place. 

4.1.2 Physical and RF Layer 
This is the lowest of the NFC protocol layer. In this layer, 

communication takes place following the ISO 14443 A-2 standard. 

NFC utilizes two different coding systems to transfer data on the 

RF signal in this layer.  The Manchester coding format is typically 

used with a modulation level of 10% for most cases. For an active 

device transmitting at 106kpbs, another coding scheme is used 

instead. This coding scheme is known as modified Miller coding 

scheme and this scheme is used with a 100% modulation level. [11] 

4.1.2.1 Manchester Coding 
As mentioned earlier, Manchester coding is normally used for NFC 

communications. There are 2 different types of transitions in the 

Manchester coding scheme. A low-to-high transition represents a 0 

bit while a high-to-low transition on the other hand represents a 1 

bit transition. 
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Figure 3: Manchester Coding Scheme in NFC Communication 

4.1.2.2 Modified Miller Coding 
The Modified Miller coding scheme is use much lesser as 

compared to the Manchester coding scheme because it is less 

intuitive. The Modified Miller has a fixed encoding pattern for high 

transition. However unlike the Manchester coding scheme, it do not 

have a fixed encoding pattern for a low transition. The low 

transition is encoded differently based on what preceded it. 

 

Figure 4: Modified Miller Coding Scheme used for 106 kbps 

active device during NFC data transfer 

 

Data Rate 

(Kbps) 
Active Device Passive Device 

106 Modified Miller, 100% 

ASK 
Manchester, 10% 

ASK 

212 Manchester, 10% ASK Manchester, 10% 

ASK 

424 Manchester, 10% ASK Manchester, 10% 

ASK 

Table 3: Summary of Coding Schemes and Modulation Level 

of the RF Layer 

4.1.3 Initialization, Anti-Collision and Protocol 

Activation Layer 
This layer is where two NFC enabled devices sense the presence of 

each other and initialize a NFC communication. In this layer, there 

are little data exchanged between the two devices. 

4.1.4 Protocol Layer (Different Types of NFC Tags) 
The few layers mentioned earlier mainly focus on the physical 

aspect and initializing of NFC communication. The protocol layer 

facilitates the transmitting and receiving of data during NFC 

communication. There are a wide variety of protocol layer 

protocols (NFC tags) out there in the market. We’ll be briefly 

describing them below in a table. 

 

 

Features / 

Properties 
Type 1 Type 2 Type 3 Type 4 

UID Yes Yes No Yes 

Lockable to 

read only 
Yes Yes Yes Yes 

Unit Price Low Low Higher Higher 

Standards ISO 

14443-A 
ISO 

14443-A 
Japanese 

Industrial 

Standard 

(JIS) X 

6319-4  

FeliCa 

ISO 

14443-

A and 

ISO 

14443-

B 

Communica-

tion Speed 
106 kbit/s. 106 kbit/s. 212 kbit/s 

or 424 

kbit/s. 

424 

kbit/s 

Memory Size Between 

96 bytes 

and 2 

Kbytes 

Between 

48 bytes 

and 2 

Kbytes 

Up to 1 

Mbyte 
Up to 

32 

Kbytes 

Example Innovision 

Topaz 
Mifare 

Ultralight 
Sony Felica DESfire 

Table 4: Summary of the Four Different Tags [12] 

In summary, Type 2 is reliable and cost-efficient and thus it is the 

most common NFC tag among the four. It has been commercially 

available for long time through different formats such as indoor 

stickers/labels, outdoor tags, contactless cards and mobile phones. 

On the other hand, Type 3 is more complicated and expensive and 

thus suitable for more complex NFC applications. 

4.1.5 Application Layer 
NFC devices normally exchange data in a standard data format 

known as the NFC Data Exchange Format (NDEF). NDEF is a 

simple binary message format that is constructed by encapsulating 

multiple application defined payloads into a single message 

construct. A NDEF message normally contains one or more 

records. 

Based on the figure below, each NDEF record comprises of 2 

components which are the header and the payload.  The header 

component can be further break down into the identifier, length and 

type components. The usage of the identifier is for identification 

purpose. The length refers to the length of the payload. It is usually 

defined as one octet for short records or four octets for longer 

records. The payload type component will contains information on 

what type of data is stored in the payload. The payload component 

of the record can be made up of many types and formats. Lastly, 

the payload contents are usually defined in a NFC Record Type 

(RTD) file. [13] 
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Figure 5: Structure of a NFC NDEF Data Exchange Format 

4.2 RFID  

4.2.1 Main Overview of RFID Protocol Layer 
Every form of communication has its own sets of protocols. 

Similarly to NFC, RFID have its own sets of protocols to facilitate 

the encoding and transmitting of data. There are many distinct 

protocols used in the RFID systems and we will briefly cover the 

main few in this paper. [14] 

4.2.2 ISO 11784 / 11785 
ISO 11784 / 11785 are the protocol standards used for 

identification of animals. A microchip will be implanted into the 

animal under its skin for easy identification. This microchip adhere 

to the ISO 11784/ 11785 protocol standards. The ISO 11784 

usually specifies the encoding and format of the identification code 

while ISO 11785 on the other hand specifies how the information 

stored in the microchip is transferred to a transceiver. [15] 

4.2.3 ISO 14223 
ISO 14223 is a slightly advanced protocol standard that based on 

ISO 11784 and 11785.  Other than having the features of ISO 

11784 / 11785, ISO 14223 also allow for larger data storage. ISO 

14223 also facilities the storage and retrieval of data and 

information that is linked to an integrated database. 

4.2.4 ISO 10536 
ISO 14223 is the protocol standard that specifies the physical 

characteristics of close-coupled cards (CICCs). This protocol 

standard also specifies the characteristics of the fields used for 

power and bidirectional communications between card coupling 

devices (CCDs) and CICCs. [16] 

4.2.5 ISO 18000 Series 
ISO 18000 is the protocol standard that specifies the different 

RFID technologies. ISO 18000 comprises of 7 parts with a unique 

frequency range for each part. 

4.2.6 Summary of the RFID Protocols  
The table below summarized the various RFID protocols discussed 

above according to their frequency and tag type. 

 

Table 5: Summary of RFID Protocol 

 

5. Conclusion 
In conclusion, we have chosen to discuss about Near-field 

communication (NFC) and Radio Frequency Identification (RFID) 

for our project topic. In the first part of this paper, we gave the 

readers a basic introduction and some background knowledge of 

NFC and RFID. Next, we explored the various cryptography 

standards used for NFC and RFID. Lastly, we touched on the 

various protocols standards that are used by both NFC and RFID. 

The authors hope that this paper will give the readers a better 

insight of the NFC and RFID technologies and perhaps generate 

some interest on wireless technology in the readers.    
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ABSTRACT 
This paper explores some of the various techniques used in side 
channel attacks on cryptographic systems and summarizes some 
of the various counter-measures used to mitigate such attacks. 
Side channel attacks involve examining and/or exploiting the 
physical operation of a cryptographic system in order to 
determine the key or discover data or algorithmic secrets. 

In this paper, we will examine timing attacks, electromagnetic 
emanation attacks, differential fault analysis, acoustic attacks 
and power attacks. 

Categories and Subject Descriptors 
K.6.5 [Security and Protection]: Physical Security 

General Terms 
Security 

Keywords 
Side-channel attack, indirect attack, timing analysis, acoustic 
attack, differential fault analysis, electromagnetic attack, power-
monitoring attack. 

1. INTRODUCTION 
Traditional methods of cryptanalysis require brute-force testing 
of plaintext, ciphertext or keys and the theoretical analysis of 
algorithms for weaknesses, such as ciphertext collisions. Side 
channel attacks observe the physical operation of the system and 
attempt to exploit them through various methods. This requires 
physical access to the system, although research has been done 
into applying certain attack methods to encrypted transmissions 
over the Internet [1] [2]. 

Acoustic attacks work by analyzing the sounds produced by the 
operation of a computer. Differential fault analysis involves 
inducing faults during computation and analyzing the output. 
Timing analysis measures the time taken to complete operations 
to deduce sensitive information. Electromagnetic attacks are 
similar to acoustic attacks but work by measuring the output of 
electromagnetic radiation of the computer. Power monitoring 
attacks measure power consumption as computations are 
performed to deduce the operations of the system. 

For some devices, such as embedded security devices, where 
data or algorithmic secrets are hidden within the device and 
interfacing with the cryptographic system is limited, side 
channel attacks are one of the few ways to break the system. 

2. TIMING ATTACK 
In cryptography, a timing attack is a side channel attack in 
which the attacker attempts to compromise a cryptosystem by 
analyzing the time taken to execute cryptographic algorithms 
[3]. Kocher was the first to identify timing attacks [4]. Due to 

performance optimizations, computations performed by a 
cryptographic algorithm often take different amounts of time 
depending on the input and the value of the secret parameter. If 
RSA private key operations can be timed to a reasonable 
accuracy, statistical analysis can be applied to recover the secret 
key involved in the computations. 

2.1 Timing Attack on RSA 
In a simplified example of RSA, we encrypt a plaintext message 
M by computing C = Me mod N, where C is the encoded 
message. To decrypt the cipher text C, we compute M = Cd mod 
N, which yields the original message M; where {e, N} is the 
public key and d is the private key. The operation in RSA that 
involves the private key is thus the modular exponentiation M = 
Cd mod N. The attacker’s goal is to find d. 

2.1.1 Technique 
In most implementations of RSA, a simple and efficient 
algorithm for computing Cd mod N is the square and multiply 
algorithm as shown in Figure 1. Where d = d0d1…dn in binary of 
the secret key, with d0 =1. 
Figure 1: Square and multiply algorithm 

 

Figure 2: mod(x, N) algorithm 

 
In addition, the mod(x, N) operation is implemented as shown in 
Figure 2. By analyzing the code, we see that whenever dj = 0,  
the mod function is called once, if dj = 1, the mod function is 
called twice. Of note is that the modular reduction, %, is only 
executed if the intermediate result of the multiplication is greater 
than the modulus N. Our demonstration exploits these two facts 
and uses two sets of messages, one for which the computation of 
mod(xC, N) would require a reduction and another for which it 
would not, to recover bit dj. Assuming  access to the system for 
an attacker to decrypt any message of his choice, which is often 
possible in real systems, an attack on d1 can be implemented by 
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choosing the two messages Y and Z, where Y3 < N and Z2 < N < 
Z3. 
If d1 is really 1, operation x = mod(x * x2, N) will be performed. 
Since Y3 < N, the % operation does not occur for message Y. 
But since Z2 < N < Z3, the % operation occurs for message Z.  
On the other hand, if the actual value of d1 is 0, the operation x = 
mod(x * x2, N) will not be performed and the computations on Y 
and Z would be the same. This means that if the algorithm is 
longer for Z, we know that the bit d1 is 1.  
In this example, we have illustrated how a timing attack can 
compromise an RSA algorithm. As a demonstration, we used N 
= 512 and a secret key of 3 bits in the source code. In addition, 
we added a 0.2 seconds delay for the mod operation to make the 
results more significant than the noise). Below is a sample 
output of a program written on python to demonstrate this 
technique on RSA. The full source code is attached in Appendix 
1. 
To discover d1, we use Y = 7, Z = 9. 
Refer to Appendix A, Figure 8 
 
The operation time for both decryption operations is the same at 
approximately. 0.7 seconds. We can infer that the key is 0b10x. 
The first bit is always 1 as the preceding zeros are usually 
removed. 
To discover d2, we use different requirements of Y and Z [14]: 
Y7 < N, Z6 < N < Z7 if d1 is 1 and Y5 < N, Z4 < N < Z5 if d1 is 0.  
Next we use Y = 3 and Z = 4. 
Refer to Appendix A, Figure 9 
 
We realize that the operation time for Z = 4 is longer than Y = 3. 
Therefore we conclude that the 3rd bit is 1. The secret key that is 
used in this RSA algorithm should be 0b101. 

3. ELECTROMAGNETIC ANALYSIS 
In electromagnetic analysis, the attacker monitors the 
electromagnetic (EM) emanations from a cryptographic device 
so as to collect and analyze the data to extract compromising 
information related to the crypto key. Analysis of EM 
emanations from devices has shown to reveal more information 
when compared to other conventional side-channel  attacks such 
as timing attacks and power attacks [5]. Rohatgi and Pankaj 
showed that EM attacks can bypass countermeasures for power 
attacks [6]. In this section, we will first introduce the basics of 
EM emanation before providing an example of a simple 
electromagnetic attack. 

3.1 Understanding EM Emanation 
A deep understanding of EM Emanation is requisite to execute 
or defend from an EM attack successfully. Currently, integrated 
chips are constituted of millions of transistors and 
interconnections through which data-dependent current flows. In 
EM attacks, these small moving charges produce a variable 
magnetic field, which generates a detectable electromagnetic 
field [7]. There are two types of EM emanation, direct 
emanation and unintentional emanation. 

3.1.1 Direct Emanation 
Direct emanation results from intentional current flows within 
the circuit generating electric and magnetic fields related by 
Maxwell’s equation. EM emanations are observable over a wide 
frequency band. More often than not, most useful information is 

contained in the higher frequency band as the lower frequency 
band is more affected by noise and interference. Current 
technology allows manufacturers to create smaller and denser 
circuit boards, making it more difficult to isolate direct 
emanation from interference. The attacker requires smaller and 
more accurate probes placed closer to the signal source. In some 
cases, this requires a more invasive attack. 

3.1.2 Unintentional Emanation 
Due to the fact that modern chips are miniaturized and complex, 
current Complementary Metal-Oxide-Semiconductor CMOS 
devices are prone to electrical and electromagnetic coupling 
between components in close proximity. Small amounts of 
coupling are usually ignored by circuit designers as long as the 
functionality is not compromised. Small couplings provide a 
rich source of EM emanation for attackers. These EM 
emanations manifest themselves as modulations of the carrier 
signals generated. An example of a strong source of carrier 
signal is the “Square-Wave” clock signal which carries high 
frequency harmonics.  

Figure 3: Time domain graph of a square wave signal and its 
respective fast fourier transform. 

 
Figure 3 shows an ideal square wave in the time domain on the 
left and on the right, its dominant frequency components at its 
fundamental frequency and the rest of the odd frequency 
harmonics with decreasing amplitudes. There are two types of 
modulation: amplitude modulation and angle modulation. 
Amplitude modulation occurs when there is non-linear coupling 
between a carrier signal and a data signal. Data here can be 
extracted via AM demodulation using a receiver tuned to the 
carrier frequency. Angle modulation can also result from 
coupling of circuits. For example, if the circuit draws upon a 
limited energy source the generated signal will often be angle 
modulated by the data signal.  
Exploiting unintentional emanation can be more effective as 
they propagate further than direct emanation. This enables 
attackers to be carried out without dealing with invasive attacks 
[5]. 

3.2 EM Propagation 
EM emanations can propagate by both radiation and conduction. 
To an attacker, conduction emanations are more useful than 
radiation emanation as radiated emanations tend to attenuate 
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rapidly with distance in air since they obey the inverse square 
law. 

3.3 A Simple EM Attack 
This example of a simple EM attack involves visual inspection 
of the EM trace. 
Algorithms that run on many embedded cryptographic devices 
are programmed in a predictable manner. Cryptographic 
algorithms consist of several functions which map to different 
instructions supported by the microprocessor. For example, the 
AES algorithm consists of these steps: SubBytes, ShiftRows, 
MixColumns and AddRoundKey [8]. In most cases, each 
operation maps to different instructions and these instructions 
are executed on different components of the hardware. 
Examples of such hardware are the arithmetic logic unit, the 
internal or external memory or input and output ports. 
Moreover, these components are physically separated on the 
microprocessor. For this reason, every instruction has a typical 
EM trace, which generates a characteristic EM pattern, also 
known as an EM fingerprint. This means that if a key bit is 1, a 
specific instruction is processed, and if a key bit is 0, a different 
instruction is processed. It is then possible to determine the 
secret key directly from the measured EM trace by looking at 
the sequence of instructions performed by the microprocessor.  
Martinasek, Zeman and Trasy have shown a typical attack on an 
asymmetric algorithm, RSA [9]. The RSA algorithm includes a 
calculation based on modular exponentiation. The most 
commonly used method for implementation of cryptographic 
modules is the square and multiply algorithm. 
 
In this algorithm, each key bit (d) is processed sequentially (left 
to right) and is processed with a modular square operation 
followed by a conditional modular multiplication. In addition, 
the multiplication is executed only when the associated key is 
equal to one. A pseudo code of the algorithm is shown in Figure 
1. The attacker can then monitor the EM trace and determine 
which step of the algorithm was performed. An example of the 
current consumption (EM Trace) of the square and multiply 
algorithm is shown in Figure 4. 
Figure 4: EM Trace of square and multiply algorithm [9] 

 

3.4 Countermeasures against EM Attacks 
Since EM traces are generated from the current running through 
the circuit and attackers monitor the EM traces by placing 
probes near them, an elegant method for disturbing EMA is via 
noise addition. If the attacker cannot build an EM pattern for 
each instruction used in the processor, it becomes very hard to 
analyze the code. 
The first method is the reduction of the electromagnetic field 
emanation. By changing the metal used to build the chip, chip 
designers are able to reduce the electromagnetic field emanation. 

For example, some metals such as aluminum or copper are not 
do not have impactful ferromagnetic properties and their 
presence strongly reduces part of the electromagnetic field.  
Another method to block the electromagnetic field radiated by 
the device is to imprison it in a Faraday cage. However as 
Quisquater and Samyde explains [10], a device that requires 
external modular contacts cannot reside in a perfect faraday 
screen cage. A work-around exist but it is necessary that each 
hole coming through the shielding of the cage is accompanied 
by a guide of wave having a length eight times higher than its 
diameter. This, while not impossible, requires far greater 
manufacturing cost and effort. Moreover, the existence of such a 
cage will not prevent attackers from trying to strip the cage or 
introduce leaks. 
Some researchers also suggest designs with very low current 
consumption. One technique used is the silicon installation on 
insulator (SOI). SOI decreases the current consumed by the 
processor, and thus reduces the radiated electromagnetic field 
[11]. Since the attacker cannot easily amplify the secret 
information contained in the trace, it suffices to decrease the 
signal to noise ratio of the side-channel information. 
Finally, masking techniques have also been extensively studied 
in the literature. The general principle of a masked 
implementation is to replace intermediate values v by some 
combinations C(v, m) of v and a random value m [12]. An 
example is the split mask countermeasure by which will thwart 
the first order analysis on some symmetric key encryption 
algorithms, such as Rijndael, DES, CAST [13]. 
 

4. DIFFERENTIAL FAULT ANALYSIS 
Differential fault analysis (DFA) works by inducing faults in 
hardware implementing cryptographic procedures and then 
analyzing the differences between the correct and faulty outputs 
to determine the system's internal states. This requires a certain 
level of knowledge of the cryptographic implementation as well 
as the hardware implementation so as to exploit the system. 
DFA must be applied directly to the hardware. [14] What raises 
concerns is that Biham and Shamir have shown that many 
known cryptographic systems are vulnerable to DFA [15], 
resulting in continued efforts to mitigate this vulnerability. 

4.1 Inducing Faults 
Faults are induced by exposing the hardware to extreme 
environmental conditions for a short amount of time. Usually, 
hardware is guaranteed to operate correctly within a set of 
conditions which are specified by the manufacturer or other 
industrial standards. Operation outside such boundaries may 
result in faulty operation or hardware failure. However, faulty 
operation can result without permanent damage to the device if 
exposed to extreme conditions for only a very short time. 
Extreme conditions include very high or very low temperatures, 
unsupported power supply voltages or current, high clocking 
speeds, strong electric fields, strong magnetic fields and ionizing 
radiation [16]. 
When applying the following methods to induce faults, they can 
only induce faults to a certain degree of probability. It is also not 
possible to predict where faults will be induced. As such, the 
induction of faults is not an exact science but is based on 
probability. However, by inducing faults and flipping a few bits 
of information during the cryptographic computation, the 
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resulting output can still be compared and analyzed to crack the 
system [17]. 

4.1.1 Invasive versus Non-Invasive DFA [16] 
Invasive differential fault analysis involves using physical and 
chemical means to remove the mechanical protection around the 
chip. This is a particularly difficult and expensive means of 
DFA since it requires both expertise and possibly expensive 
equipment. Expensive precision drilling machines, fuming acids, 
x-ray imaging, electron-microscope imaging, precision 
oscilloscopes, microelectronic probe stations and bus analyzers 
are a few of the rather expensive tools used in invasive DFA. 
When conducting an invasive attack circuitry is exposed and 
connections are made areas of the circuit directly. This can 
easily destroy the circuit permanently. This method of DFA is 
usually only done by large corporations and governments with 
the requisite expertise and financial resources.  
Non-invasive DFA works by varying the conditions under which 
the circuit is run. It is inexpensive and easy to perform but may 
also destroy a sensitive circuit when the circuit exposed to 
extreme conditions for too long. 

4.1.2 Temperature Extremes 
Physical transistors in the hardware are designed to guarantee a 
certain logic level (0 or 1) output when a certain voltage or 
current is applied to their inputs. The electrical properties of the 
transistors in the hardware vary with temperature. At 
temperature extremes beyond what is designed, some parts of 
the circuitry may start failing to give the correct logic levels, 
thus introducing faults. 

4.1.3 Unsupported Power Supplies and Clock 
Speed 
In the circuitry, logic 0 or 1 is represented as a voltage or current 
value. These values have a certain threshold value depending on 
the logic family used. For example, in CMOS 3.3V logic, logic 
0 can be between 0V to 0.8V while logic 1 is 2.4V to 3.3V [18]. 
Exceeding or undersupplying the power supply voltage will 
result in the transistors not receiving the correct voltage or 
current values required to produce the logic value within the 
designed logic value threshold, resulting in faults. 
 
Using excessive clock speeds beyond that which is supported by 
the circuit can also result in faults. Transistors take a certain 
amount of time to switch between logic states. The transition of 
a clock of a circuit determines when the circuit changes state. 
The period between clock transitions give time for the logic 
levels in the circuit to rise or fall to their correct threshold values 
before the next step in the circuit logic occurs. If the clock is 
faster than the rise/fall time of the transistor logic, logical faults 
occur. 

4.1.4 Electric, Magnetic, Ionizing Radiation 
Electric fields, magnetic fields and ionizing radiation induce 
faults by the induction of spurious current and voltage within the 
circuit, resulting in bit changes in the logic. 

4.1.5 Usefulness of Above Methods of Fault 
Injection 
Applying temperature extremes to hardware is a slow process 
compared to the speed at which software (encryption?) is 
executed. The change in temperature also affects the whole 
computation chip. This makes the method imprecise; the time 

and location of fault occurrences cannot be well-controlled but it 
is a cheap and easy method of DFA. 
 
The application of unsupported power supply levels and clock 
speeds can be a more precise procedure and is possible with 
entry-level electronic tools. By analyzing the operation of the 
circuit, one can introduce a blip of voltage or sudden clock surge 
when the moment is right. When applied to the external pins of 
the device; the timing is controlled but the location of fault 
occurrence within the chip logic cannot be controlled. However, 
by using more invasive methods, changes in voltage or clock 
speed can be directly applied to localized parts of the circuit. 
This method will usually not destroy circuits beyond function. 
 
The use of strong electric or magnetic fields or ionizing 
radiation is a very powerful way of inducing faults. Using 
invasive methods, the timing and location of fault occurrence 
can be better controlled. Even without invasive procedures, a 
fault effect can be achieved with greater probability than using 
temperature extremes [16]. 

4.2 Guarding Against DFA 
It is possible to implement hardware level provisions against 
DFA. To guard against temperature, over-voltage or over-
clocking DFA attacks, circuitry can be implemented that will 
result in a hardware fault exception being thrown should the 
operational conditions exceed the design. A thermistor circuit 
can check for excessive temperatures. Independent watchdog 
timers can check if the clocking speed exceeds the design. 
Current fuses and voltage regulation circuits can guard against 
over-voltage attack. However, it is difficult to implement 
circuitry to guard against invasive attacks except by 
implementing circuitry that is very fragile and very likely to 
break under an invasive attack. Other methods involve 
implementation of logic and circuitry to double-check 
calculations before giving an output which reduces the 
probability of successfully applying DFA. 

4.3 Examples of DFA on Cryptographic 
Systems 
These examples show that with differential fault analysis, these 
systems could be compromised in much less complexity than 
required for brute force search. 

4.3.1 DFA on RSA through CRT (Bellcore Attack) 
The RSA (Rivest, Shamir and Adleman) algorithm is an 
asymmetric encryption cipher for public-key cryptography that 
depends on the complexity of factoring large numbers [19]. Part 
of the computation involves computing an equation as follows: 
Equation 1 [14] 

𝒎 ≡ 𝒄𝒅(𝒎𝒐𝒅 𝒏) 
In Equation 1 , c is the ciphertext to be decrypted; d is the secret 
decryption exponent and n is the very large product of two very 
large prime numbers. Computation of cd is expensive and the 
Chinese Remainder Theorem (CRT) can be used to split up the 
computation into two parts to be combined later. This is about 4 
times more efficient than repeated squaring modulo n [14]. If a 
fault can be introduced during the computation of the factors of 
cd, then the faulty result can be compared to get a multiple of 
either prime factors of n which will eventually allow the secret 
key d to be discovered. 
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This is known as the Bellcore attack, introduced by Boneh, 
Demillio and Lipton from Bellcore in 1996 [20]. 

4.3.2 DFA on DES / AES and Other Block Ciphers 
Many symmetric key block ciphers such as DES and AES 
encipher blocks of bits through iterated application of a round 
function (Feistel function). These are called iterated block 
ciphers [21]. Due to the iterative nature of such block ciphers, 
they are susceptible to differential fault analysis where faults are 
induced during one or more middle rounds [22]. 
 
The Data Encryption Standard (DES) encryption algorithm is a 
56-bit key operating on 64-bit blocks. The encryption process 
consists of splitting the 64-bit block into two 32-bit blocks 
called the left and right halves. The right half is passed through a 
Feistel function which is then XORed with the left half. This 
result is then passed through the next Feistel function in the next 
round. The right half forms the left half for the next round of 
XOR [22]. 
Figure 5: A single round of DES [22] 
 

 
In using DFA against DES, a plaintext is passed through the 
cipher resulting in a ciphertext. The same plaintext is then 
passed through again but a fault is induced, resulting in two 
different ciphertext from the same plaintext. If the occurrence of 
the fault can be guessed to have happened before the last round, 
it is very likely that the difference in ciphertext is due to a single 
bit change. The keys of the substitution boxes in the Feistel 
function can be guessed. This method can be repeated for every 
round until the full 56-bit key is broken, or with the last subkey 
found, we know that the subkey contains 48 out of the 56 bits of 
the full key and can now guess the other 8 bits in only 28 tries. In 
the example given by Biham and Shamir, they found the entire 
last subkey with 200 tries of ciphertext [15]. 
 
After Biham and Shamir’s paper [15] on applying differential 
fault analysis on DES-like ciphers and using DFA to analyze 
even unknown encryption ciphers in embedded security devices, 
there have been further papers on applying DFA to other 
iterative block ciphers. The Advanced Encryption Standard 
(AES) is the successor to DES. It has also been subjected to 
scrutiny under DFA and has been found to be similarly 
susceptible to DFA attacks. In the original paper by Piret and 
Quisquarter, it was shown that it is possible to dramatically 
reduce the key search on 128-bit key AES from 2128 to 240 with 
just one faulty ciphertext induced [8]. Giraud and Thillard have 
done a further study and shown that it is possible to reduce 
keysearch on 256-bit key AES from 2256 to 218 with three faulty 
ciphertexts [23]. 
There have been other studies conducted on less widely adopted 
block ciphers as well as stream ciphers [24]. Therefore, 
differential fault analysis is a very powerful indirect attack on 

cryptosystems, able to compromise even the most 
algorithmically secure ciphers. 

4.4 Summary on DFA 
Differential fault analysis is a powerful side channel attack that 
can compromise many types of cryptographic ciphers. This is 
because ciphers have been generally designed against brute-
force and direct cryptanalysis but have had little to no defenses 
designed against non-conventional attacks such as DFA. Simple 
DFA methods using non-invasive solutions are completely 
achievable by those knowledgeable but may not be very 
successful. Invasive methods can be used to gleam more detailed 
operational information as well as increase the success of the 
attack but require more knowledge and resources, the latter only 
available to large corporations or governments. Practical 
application of DFA mostly requires full physical access to the 
hardware in order to apply faults; this alone serves to keep these 
systems secure to a high degree. However, DFA is especially 
useful against embedded security devices where direct attacks 
are unfeasible (slow execution) or impossible (limited interface).  

5. ACOUSTIC ATTACKS 
5.1 Brief Introduction 
An acoustic attack utilizes the sound emanating from a computer 
when it runs to gleam sensitive information. Acoustic attacks are 
cheap to implement and secure facilities rarely implement 
acoustic attack countermeasures, choosing to focus more on 
more widely known side-channel attacks, such as TEMPEST or 
power analysis attacks.  

5.2 Computer Acoustic Emanations 
5.2.1 The HLT Instruction 
The analysis of computer acoustic emanations is possible due to 
the 80x86 “HLT” instruction [25]. When this instruction is 
issued, the computer enters a low-power state; this not only 
greatly reduces the system’s power consumption but also alters 
its acoustic emanations significantly for a long duration. The 
change in acoustic emanation is significant enough for detection 
by the human ear and easily picked up by various recording 
devices. 

5.2.2 Method of Attack 
A good target for such an attack is a remotely accessed server 
that alternates between states of little to no activity and states of 
higher power consumption when processing cryptographic 
operations. This yields information concerning server activity 
and the length of time required for each operation.  
 
Each computer produces a specific spectral signal that is 
affected by both ambient conditions and the hardware in use 
[25]. This allows possible attackers to specifically target an 
individual computer amongst a large group of possible targets or 
target multiple devices with a single recording. 
 
Adi Shamir and Eran Tromer have shown experimentally that 
acoustic emanations recorded via low cost equipment have 
yielded sensitive information sufficient to mount timing attacks. 
The experiment used commercialized and ubiquitous recording 
devices and picked up useful data when placed within 20 cm of 
the targeted computer [25]. More sensitive microphones and 
sophisticated processing software could be used to affect greater 
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ranges. As such, this form of acoustic attack is easily 
implemented by a skilled attacker. 

5.3 Keyboard Acoustic Emanations 
While keyboard emanations may sound relatively uniform to the 
naked ear, subtle differences due to the differing locations of 
keys can yield sensitive information. An alternative form of 
acoustic attack proven possible via experimentation is the 
deciphering of the sound of recorded keystrokes. Dmitri Asonov 
and Rakesh Agrawal trained a neural network1 to recognize 
individual keys by analysis of acoustic samplings of typing via a 
Fast Fourier Transform. According to their findings [26], each 
key press results in two unique windows of active intervals: the 
interval when the finger touches the key and the interval when 
the key hits the keyboard. The neural network was completely 
successful in identifying all keys pressed given laboratory 
conditions. 
 
Plaintext of password length could be extracted from recordings 
made by PC microphones up to a meter away, while a parabolic 
microphone was useful up to a distance of 15m. The range of 
such an attack could further increase with more sensitive 
equipment and is relatively easy to implement inconspicuously 
[26]. 
 
However, such a system is not perfect and requires a significant 
sampling of keyboard key recordings to be effective. Differing 
keyboards and differing typing styles also result in slightly 
differing acoustic emanations which will lower the accuracy of 
yielded information [26]. An attacker would require a large 
sampling of the victims typing before such an attack could be 
used to decipher large amounts of text.   
 
A solution to these shortfalls was proposed by Fiona Au in [27], 
in which multiple microphones were used to triangulate specific 
key positions along a keyboard. By measuring the time taken for 
the sound of each key press to reach two different microphones, 
the exact location of the key can be identified. The main 
difficulty of this method is the synchronization of the 
microphones and the elimination of background noise. If these 
complications are overcome, a person with basic understanding 
of mechanics and the requisite equipment and sound processing 
software would be able to launch non-invasive acoustic attacks. 

5.4 Preventative Measures 
There is significant difficulty in preventing acoustic attacks as 
small and cheap recording devices attached to inconspicuous 
locations are sufficient to extract sensitive information. Some 
possibilities may include soundproof rooms or computer 
casings, to reduce acoustic emanations. Stricter rules preventing 
devices with recording capabilities, such as smart phones, 
laptops or tablets, from entering areas with sensitive information 
is also possible. Asonov and Agrawal recommend the usage of 
rubber keyboards which render acoustic emanations useless. 
Another possible method is to use in-built electronic keyboards 
when typing sensitive information, such as passwords. This 
bypasses the need for a physical keyboard entirely. 

1 A neural network is an advanced machine learning 
computational model to solve problems where traditional 
programs have great difficulty. 

6. POWER ATTACKS 
6.1 Introduction 
By monitoring the power consumption of smart card devices 
during encryption, a skilled attacker will be able to extract 
useful information concerning the encryption process and maybe 
even break the secret key. Power attacks can be easily 
implemented by use of a resistor in series with the power or 
ground input and an oscilloscope, collecting a set of data known 
as a ‘trace’ [28]. Despite the fact that data can be sampled easily 
by an amateur, interpretation of data attained via power attacks 
requires knowledge of encryption processes involved. In this 
paper, we shall only examine Power Attacks on DES but power 
attacks are possible on all forms of encryption. There are two 
kinds of Power Attacks: Simple and Differential. 

6.2 Simple Power Attack (SPA) 
A Simple Power Attack refers to direct analysis of the power 
consumption data collected during an encryption operation. 
Most smart card devices still use a 16 round DES encryption. A 
power trace of such a smart card is seen in Figure 6  
Figure 6: Sample of Power Trace [28] 

By close analysis of each round of the trace, specific 
characteristics of the power consumption of each round reveal 
information about the DES operation. This is due to the different 
amount of power consumed when processing a ‘1’ and ‘0’, as a 
bit switched on requires more energy; the number of nonzero 
characters in a string is also known as the Hamming weight [29]. 
Attackers can identify the presence and operand values of 
multipliers as well as the presence of exponentiation (as powers 
are often computed by iterating multiplication) [30]. A skilled 
attacker would then be able to identify the types and order of 
operations used during the encryption process, be they 
permutations, rotations, multipliers or exponentiatiors. 
Messerges shows that analysis of Hamming weight information 
reduces the possible keyspace of a 128-bit key on an 8-bit 
processer from 2128 to 290.43 [31]. SPA is able to reduce the 
possible keys required for a successful brute force attack by 
many orders of magnitude. 

6.3 Differential Power Attack (DPA) 
Unlike in SPA, where information is gathered visually from a 
single trace, DPA uses statistical analysis to identify the value of 
the secret keys used [28]. The first step is data collection; DPA 
requires a large sampling of power traces and either their 
corresponding input or output. (This is mostly in the form of 
ciphertext but DPA can be performed from either direction to 
identify the master key used). Let Ti be the set of traces such that 
Tn is the nth Trace, Ti[j] referencing the data point of Trace i at 
time j. Let Ci be the set of ciphertext or plaintext available, such 
that Cn corresponds to the nth Trace. We use a DPA selection 
function, denoted by D(Ci, Kn), where Kn is the guess for part of 
the key, to split the traces into subsets. 
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A differential average trace can be created using the equation, 
which separates traces into two subsets using the function D. 
Equation 2 [32] 

∆𝐷[𝑗] =
∑ 𝐷(𝐶𝑖 ,𝐾𝑛)𝑇𝑖[𝑗]𝑚
𝑖=1
∑ 𝐷(𝐶𝑖 ,𝐾𝑛)𝑚
𝑖=1

−
∑ (1 − 𝐷(𝐶𝑖 ,𝐾𝑛)𝑇𝑖[𝑗])𝑚
𝑖=1

∑ �1 − 𝐷(𝐶𝑖 ,𝐾𝑛)�𝑚
𝑖=1

  

The differential trace will allow attackers to identify the right 
key. If the guessed key is incorrect, the resulting data will not 
have any relation to the corresponding power consumption. Due 
to the large amount of data processed, the summation of all the 
resultant calculations will tend to zero as all values are equally 
possible. If there is some correlation found, indicating that the 
guessed key is correct, one subset will overpower the other and 
noticeable spikes will be seen on the differential trace. 
Figure 7: Example of Differential Traces [32] 

 
We can easily identify the third trace as the one corresponding 
to the correct key in the diagram above. This is only possible if a 
large amount of data is used to mitigate the presence of 
measurement errors and background “noise” that results in the 
minute perturbations visible in the diagram above [32]. The 
entire process is repeated for every bit in the secret key to 
achieve a complete break. Conducting a DPA requires the ability 
to correctly identify the traits of encryption used, such as the 
possible keysize or possible methods of acquiring plaintext or 
ciphertext, and construction of a differential trace for analysis. If 
an expert were to provide an amateur with the requisite 
software, equipment required and instructions, it would not be 
difficult for a layman to launch such an attack. 

6.4 Preventative Measures 
Power attacks are passive in nature and it can be very hard to 
both detect and prevent. The main method for preventing SPAs 
is to reduce the amount of conditional branching when 
conducting secret operations. Systems should use the same set of 
execution paths for every task, reducing the leakage of sensitive 
information. Preventing DPA is much more difficult as the 
attack is able to extract secret keys even if very small amounts 
of information are leaked. There are several methods proposed 
by Kocher, Jaffe and Jun to prevent DPA [32]. The first is 
leakage reduction, in which the “signal-to-noise-ratio” is 
decreased, either by reducing the signal or increasing the 
background “noise” such that additional traces are required for a 
successful attack. Noise can be introduced by adding circuits 
that consume variable amounts of power, adding elements that 
perform calculations unrelated to the encryption operations or 
use of dummy operations or branching. Adding physical 
shielding and implementing balanced circuits (in which power 
consumption and operation type are no longer directly 
correlated) can also be used to counter DPA and SPA. 

7. CONCLUSION 
Secure cryptographic ciphers depend heavily on the unfeasibility 
of breaking a secret key within a feasible time. They have been 
designed against theoretical attacks in mind. However, practical 
cryptographic systems require actual implementation in 
hardware which comes along with practical problems of cost 
and feasibility constraints. This is where side-channel attacks 
succeed in breaking the security of these ciphers. Some of these 
methods such as differential fault analysis and electromagnetic 
attacks have been found to be very powerful tools in breaking 
these ciphers. Fortunately, most side-channel attacks require 
physical access to the cryptosystem and conventional methods 
of securing them against attacker keeps them rather secure. 
Additionally, some of these methods of attack also require 
expertise and resources not readily available to the general 
public. 
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APPENDIX 
A. SIMULATION OF TIMING ATTACK 
Simulation of timing attack on RSA algorithm executed using a 
python script in a Microsoft Windows environment. Shell 
environment is Windows PowerShell. 
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ABSTRACT 
In this paper, we look into some of the security issues surrounding 
the Public Key Infrastructure, as well as measures which can be 
taken to help prevent and mitigate them.   

 

1. INTRODUCTION 
The Public Key Infrastructure (PKI) is a security framework that 
allows secure and authentic communication around the world. It 
consists of a pair of keys: one is used to encrypt information; the 
other to decrypt information. In addition, one key is made public 
while another key is kept private, known only to its owner. By 
making use of the public and private key pair, users are able to 
initiate a private and authentic exchange of data. The public key 
of this key pair can be obtained and shared through a trusted 
authority.  

There are 4 main PKI roles that different parties can take on. They 
are: 

1. Certification Authority: A Certificate (or Certification) 
Authority is in charge of issuing digital certificates to 
individuals or organisations after their identity has been 
verified. These digital certificates, when sent with a 
message, are proof that the senders are who they claim 
to be. The CA also issues Certificate Revocation Lists 
(CRLs). Certificates on the CRL are no longer trusted 
for various reasons such as a private key being 
compromised.  

2. Registration Authority: A Registration Authority (RA) 
is an authority that helps to authenticate a user's identity 
after he requests for a digital certificate. Once verified, 
the RA then tells the CAs to review and approve these 
certificate request. At times, an external CA may act as 
the RA to process the certificate request.  

3. Subject: A subject is the owner of the digital certificate 
and can be a person, organisation, system or device.  

4. Relying party: A relying party is any party who interacts 
with a subject’s digital certificate and uses to 
authenticate the subject’s identity. 

 

 

Although users can make use of the PKI to ensure the authentic 
and private communication, there are still a number security 
vulnerabilities with the PKI. This paper focuses on the 
authenticity objective of the PKI, and covers the following five 
vulnerabilities associated with PKI: 

1. Duplicated private key attacks 

2. Certificate Authority breach 

3. Trustworthiness of third parties 

4. Difficulty in protecting the private key 

5. Clashes with other security software 

 

2. VULNERABILITY #1: DUPLICATED 
PRIVATE KEY ATTACKS 
 

2.1 Overview 
A duplicated private key attack occurs when a hacker manages to 
get a CA to give the private key of a user to him. This is done by 
deceiving the CA into thinking that the user’s digitally signed 
certificate has been compromised or lost. 

There are 5 level of assurance for certificates, with class 1 being 
least secured. A class 1 certificate can be easily obtain by 
individuals by using their respective email addresses. This process 
requires little proof of identity aside from a challenge phrase. 
Since most CAs allow users to search for certificates by their 
email addresses, these type of certificates provide an opportunity 
for hackers to create a duplicated key and use them for malicious 
intent. 

 
Figure 1. Searching for a digital certificate 
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2.2 Duplicating a key 
The process of duplicating a private key takes place according to 
the following steps: 

1. A hacker can hack into a Simple Mail Transport 
Protocol (SMTP) server and obtain a list of email 
addresses and other vital information such as their 
names and challenge phrases. 

2. He then uses the email addresses and/or names to search 
for certificates on the CA’s website, using the 
passwords to verify his identity.  

3. Once the hacker has found a certificate, he proceeds to 
send a revoke request to the CA, pretending that the 
certificate has been compromised or lost. 

4. The CA will then generate a new key for the user. 
However, since this process requires the CA to 
reconfirm the user’s identity, most CAs instead choose 
the more convenient option of sending the user (or 
hacker, in this case) the same key as before. This 
duplicated key is treated by the CA as identical to the 
original key. 

5. The hacker now has the duplicated key, and easily 
verifies it using the email address which he has taken 
control of.  

In some cases, the hacker does not discover in the email the 
challenge phrases for verifying himself as the owner of the 
certificate. This is easily overcome as many of these challenge 
phrases are weak, or the hacker is able to reset it using the email 
address. He may even choose to send hints for the challenge 
phrase to the email. 

 

2.3 Preventive Measures 
There are a few things that can be done in order to make it harder 
for hackers to carry out a duplicated private key attack. 

1. The CA should not allow an unauthorised user to search 
for certificates. Each user should only be allowed to 
search for their own certificates. 
 

2. The protocol for recovering a class 1 certificate should 
be improved. They should include other security 
features instead of simply using an email for verification 
as an email can be compromised easily. 
 

3. The CA should change the requirements for the 
challenge phrase to be more complex, making it 
necessary for users to include both upper and lower 
cases, numbers, and symbols. 

 

3. VULNERABILITY #2: CERTIFICATE 
AUTHORITY BREACH 
 

3.1 Overview 
A certificate authority breach occurs when a CA has been 
compromised and its private key obtained by the attackers, 
allowing them to forge various certificate or keys of other 
organisations. While this security breach can be done physically, 
more often it comes in the form of a digital attack.  

2011 was an especially bad year for information security, with 
over ten CA breaches. This report will highlight in particular the 
incident with DigiNotar, due to the severity and scale of it. 
 

3.2 Case study: DigiNotar 
In June and July 2011, the CA known as DigiNotar suffered a 
security breach. The attacker used DigiNotar’s key to create 
hundreds of false certificates for websites, including those of 
major companies like Google. When DigiNotar detected this in 
July, they revoked the certificates which they knew to be false, 
and carried out an investigation. This security breach was not 
make it public at that time as DigiNotar wrongly believed that 
they had it contained. 
In August 2011, it was discovered that these false certificates had 
been used in a large scale Man-In-The-Middle (MITM) attack on 
around 300,000 users in Iran. The attacker was able to eavesdrop 
on and hijack the data in the email and web browsing sessions of 
those affected users. 
The Dutch government took immediate steps to mitigate the 
damage once the incident was made public, including taking over 
DigiNotar’s operational management. Shortly after, DigiNotar 
filed for voluntary bankruptcy. 
 

3.3 Preventive Measures 
There were three main reasons for the severity of the incident. 

1. DigiNotar chose not to report the security breach even 
after they discovered it. This was against PKI 
procedures which states that a CA should immediately 
inform their clients and the government in the case of a 
security breach. Should they have done so, the damage 
would have been lesser and more controlled. This issue 
can be resolved by introducing more stringent laws and 
SOP (standard operating protocol) when dealing with 
incident reporting, such as the European law that makes 
sure telecommunication providers reports when they 
face any breach in security.  
 

2. DigiNotar had taken virtually no security measures. 
Basic measures like updating their software installed on 
public web servers, using an antivirus software and 
sufficiently complex administrator passwords were 
completely absent. As the critical player in the PKI, it is 
crucial that all CAs oblige to the basic security best 
practices and conduct regular third party auditing like 
the European Telecommunications Standards Institute 
(ETSI) one.  
 

3. The implementation of HTTPS is poor. A computer or 
browser has a list of trusted CAs, and when one of them 
is compromised, every single user and website is at risk. 
In addition, due to many previous false alarms, users 
have been conditioned to ignore the security warning a 
browser gives when it detects an issue with a website’s 
certificate. This issue is trickier to address, as a lot 
depends on the users themselves, but clearer warnings 
would certainly help. Browsers should also remove any 
compromised CA from their list as soon as the trust has 
been broken.  (European Network and Information 
Security Agency). 
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4. VULNERABILITY #3: 
TRUSTWORTHINESS OF THIRD PARTIES 
 

4.1 Overview 
As mentioned in the introduction of this report, the usage of PKI 
is not limited to just the subject and relying parties, but includes 
third parties such as the CA, RA and other authorities that help to 
store the certificates. The entire PKI works based on the 
assumption that these third parties can be trusted.  
As the crucial party, CAs have a detailed Certificate Practice 
Statement (CSP) which details the liability and meaning of the 
certificates. Although they are supposed to adhere strictly to this 
CSP, can we really trust them to conduct our various online 
activities, including activities like signing a multimillion dollar 
transaction? 
The main role for CA would be making certificates, but it does 
not dictate the certificate’s contents, which may contain things 
like name of key holder and the server’s DNS name.  The problem 
arises when SSL CAs are not authorised to handle things like the 
DNS name assignments, but are still able to issue “proper” 
certificates. In addition, there may be CAs who issue certificates 
without proper verification.  
Another issue is the expiration date of a certificate. The purpose 
of an expiration date is to ensure the key remains secure, but is 
abused by the CAs as an opportunity for profit by charging their 
clients an extension fee. 
 

4.2 Preventive Measures 
Instead of having just one CA handling the digital certificate for 
an entire organisation, the organisation should adopt a multi-tier 
PKI system of at least two levels. For a two-tier PKI, there are 2 
different certificates. The root certificate can be stored offline in a 
highly secured room while different departments can have 
different subordinate CAs. This means that even if one CA has 
been found to be untrustworthy, the rest of the certificates the 
organisation has which have been signed by another CA are still 
valid and can be trusted. 
In addition, simple precautions can be taken, such as checking the 
reviews and reputation of various CAs. This is especially so if a 
user is dealing with important data. 

 
Figure 2. Reviews for Certificate Authorities 

5. VULNERABILITY #4:  DIFFICULTY IN 
PROTECTING THE PRIVATE KEY 
 

5.1 Overview 
The essential key to the CA-based system is the individual private 
signing key. It is supposed to be “non-repudiation” as the digital 
signature algorithm is deemed to be unbreakable and a third party 
will not be able to forge the signature. Hence, under the digital 
signature law, owners of private keys are legally responsible for 
everything that the private key signs. This is regardless of the fact 
that someone else or some virus does the signing once the 
approved CA has certified the signing process.  
However, even if the computing system has extremely high 
security, it might not have the best physical protection. It is 
difficult for a subject to ensure nobody uses his private key 
without his knowledge. Even if the private key is in the form of a 
small micro computer that can be brought along wherever the 
subject goes, there are still chance that it might be pickpocketed. 
It is almost impossible to create the perfect system that offers 
protection from both physical and virtual world, and at the same 
time can only be accessed by one person. 
Typically, most private keys are generated by the subjects 
themselves. However, for subjects who require a private key, its 
distribution is usually a manual process which relies on 
technological means like smart cards, which do not have good 
protection. 
 

5.2 Preventive Measures 
The CAs or owner of the keys should take up both a proactive and 
retrospective approach when protecting their keys. 
A proactive approach is about preventing hackers from attacking. 
The keys should be stored in a highly secured location with strong 
walls and multiple locks. The keys to the lock should be given to 
different people. 
A retrospective approach refers to how an organisation conducts a 
recovery should an attack take place. All the activities with the 
keys, signatures should be logged and kept under constant 
surveillance. This is to facilitate an easier recovery if there was an 
attack as they would be able to detect activities like issuing of 
false certificates. 
 

6. VULNERABILITY #5: CLASHES WITH 
OTHER SECURITY SOFTWARE 
 

6.1 Overview 
Most organisations implement their own security software -- such 
as antivirus software, content inspection software, etc. -- to ensure 
that they have a safe network. However some of these security 
software may cause security issues when used in conjunction with 
the PKI. 
When an organisation uses their private keys to decrypt the 
messages it receives, it may be detected by the antivirus software 
or content inspection software. This decryption gets cached into 
the software and may be exploited by hackers. However, if the 
organisation does not use such security software, their system 
risks getting infected by viruses, which may in turn compromise 
their private keys. 
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6.2 Preventive Measures 
Organisations should ensure that messages are sent in a secured 
network and at the same time able to avoid detection by various 
security software and malicious viruses. This can be done by 
adding the messages to the exclusion list of the scanning software 
so that they will not be picked up by the system. 
 

7. CONCLUSION 
Security is only strongest at its weakest link; the smallest security 
issue may be the right opportunity for hackers to exploit the 
system. While PKI is an effective system for authentication of 
messages, as with all security systems, however, it has its own set 
of security issues.  
In this paper, we have examined some of these security issues as 
well as their preventive measures. Ultimately, all companies use 
PKI, and how secure it is depends on the actions of the involved 
parties. 
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ABSTRACT 
The objective of this paper is to give an overview of the types of 

defenses that can be implemented to mitigate weak RSA keys in 

Public Key Infrastructure. Defenses mentioned in this report are 

targeted at two groups of people - the device manufacturers and 

the end users. 

1.  INTRODUCTION 
Public Key Infrastructure (PKI) is a framework to ensure the 

confidentiality and authenticity of the information exchanged 

online. PKI uses asymmetric key encryption that requires a pair 

of keys - public and private key. The pair of keys are generated 

using a public key signature algorithm (e.g. RSA, DSA). 

In 2012, Lenstra et al. [3] and Heninger et al. [2] both published 

research papers regarding a vulnerability they found in keys used 

in PKI. Despite obtaining similar results, Lenstra et al. 

concluded that weak keys is attributed to RSA algorithm flaws 

and that we should consider using DSA instead since it is less 

riskier than RSA1. Heninger et al. on the other hand concluded 

that there was nothing wrong with the RSA algorithm and the 

reason for weak keys is attributed to improper seeding of Pseudo-

Random Number Generator (PRNG) and using manufacturer 

default keys in embedded devices. 

Weak keys are not a desirable trait in PKI because it leads to 

security vulnerabilities that can allow Man-in-The-Middle 

(MiTM) attacks. PKI is built to guarantee the authenticity, 

confidentiality and integrity of messages relayed in the network. 

Therefore, weak keys which provide an attacker the opportunity 

to compromise any of the three mentioned purposes of PKI, is a 

real problem that has to be addressed and rectified. 

In this paper, the weak key problems illustrated are with respect 

to the RSA key. This paper will also briefly discuss factors 

leading to weak keys. We will explore the different methods 

proposed to defend against weak keys. These defenses are mainly 

directed towards resolving weak key issues pertaining to 

duplicate or factorable public keys. 

2. BACKGROUND INFORMATION 
In this section, we will discuss the algorithm implemented in 

RSA public-key cryptography. Subsequently we will describe the 

                                                             

1 DSA algorithm makes use of one secret whereas RSA has two 

secrets (i.e. two prime numbers). Therefore a system with one 

secret is less riskier than a system with two secrets. 

different types of weak keys and then discuss the factors leading 

to weak keys in PKI. 

2.1 RSA Key Algorithm 
RSA public key consists of a modulus  which is the product of 

two random prime numbers  and  (i.e. . An 

attacker intending to compromise an RSA key has to know the 

factorization of  (  and ). This in turn allows him to derive 

the private key by computing 

 

A news article in 2007 reported by Jeremy Kirk [12] states that 

RSA keys with 1024-bits may not be sufficient to ensure a secure 

transaction over the internet in the coming years. Kirk 

interviewed a cryptology professor at EPFL2 who managed to 

crack a 700-bit RSA encryption key over 11 months. The 

professor then cautioned that in 5 to 10 years it may also be 

possible to crack 1024-bit RSA encryption keys. 

However, the time needed for attackers to discover RSA private 

keys need not take years to crack weak RSA keys present in the 

internet. 

2.2 Type of Weak Keys 
Based on research by Heninger et al., weak keys can be 

categorized into two distinct groups. 

2.2.1 Repeated Public Keys  
When two hosts share the same public key, they will also share 

the same private key. This happens when two RSA public keys 

share the exact same pair of prime numbers thus having the same 

modulus. By exploiting this weakness, an attacker can retrieve a 

repeated private key by compromising one of the weaker hosts 

which shares the same public key.  

2.2.2 Factorable Public Keys  
All RSA public key is a modulus of two large random prime 

numbers. Therefore, when two RSA public keys share a common 

prime factor, an attacker can easily obtain the common prime 

factor by calculating the greatest common divisor shared by both 

moduli of the public keys. This facilitates the discovery of the 

other prime number by dividing the each modulus by the 

common prime factor.  

                                                             

2 Ecole Polytechnique Fédérale de Lausanne (EPFL) 
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2.3 Factors Contributing To Weak Keys 
The following factors have been identified to contribute to the 

weak key problems. These factors concern primarily for 

certificates that exist for embedded devices such as routers, 

firewalls, and VPN devices [6]. 

2.3.1  Low Entropy for PRNG Seeding 
Entropy3 is collected from events such as drive-seek timings, 

random mouse and keyboard interactions and network events [9]. 

When PRNG in embedded devices share entropy, the keys 

generated are no longer random and an attacker can predict and 

compute the two primes without having to factorize the modulus 

N [4]. Research by Heninger et al. observed that embedded 

devices with weak keys are a result of manufacturers’ key 

generation malpractice which generates keys at the device’s first 

boot up. This practice does not allow enough time for building up 

entropy. 

2.3.2 Using manufacturer default keys 
Some manufacturers choose to pre-configure default keys in their 

embedded devices’ firmware which results in devices of the 

same model share the same pair of keys. Data collected by 

Heninger et al. shows that of public keys checked for 

vulnerability in the research, 670,391 (5.23%) of them are using 

default keys or certificates [2]. This means that 1 in every 20 

embedded devices share the exact same set of keys. 

Using the software LittleBlackBox [15], private keys 

corresponding to these default public keys can be easily 

discovered. LittleBlackBox is a database of known default SSL 

public and private keys for embedded devices. As of December 

2010, the bulk of the SSL private keys stored in LittleBlackBox 

database belong to a variety of DD-WRT4 firmware. Still, there 

are also private keys belonging to Cisco, Linksys, D-Link and 

Netgear devices [16].   

3. DEFENSES 
This section will illustrate the different defenses that can be 

employed to prevent weak key problems. They are mainly 

targeted at the manufacturers and end-users of embedded 

network devices. 

3.1 Avoid Using Factory-Default 

Keys/Certificates on Embedded Devices 
Embedded device manufacturers should avoid using default keys 

or certificates in the firmware of their devices. Instead, they 

should consider programming their devices to generate a set of 

fresh keys with sufficient entropy or force their users to upload 

their own set of keys. Using this approach, manufacturers can 

ensure that device users are not vulnerable to MiTM attacks 

                                                             

3 Entropy is an important feature for cryptography as it is used to 

generate random numbers. 

4 DD-WRT is a Linux-based firmware for wireless routers and 

access points 

since the embedded device will no longer likely share the same 

keys or certificate. 

3.2 Check for Weak Keys 
Heninger et al. has provided an Online Key-Checking Service [1] 

which contains a database of known vulnerable keys and 

certificates. Users should utilize this service to check if their TLS 

certificates or SSH host keys are weak. If the outcome from the 

service suggests that the key entered is weak, the user should 

regenerate a new and stronger key for security purposes. 

To use the key checking service, we can enter a publicly 

accessible website URL or the website’s IP address that uses 

TLS/SSL (URL that contains “https”) and select the “check” 

button to produce a report. You can also check your base-64 

encoded TLS certificate (Figure 1) or SSH host key (Figure 2) 

that is generated on your machine. 

3.3 Increase Size of RSA Keys 
According to Lenstra et. al, 26444 out of 7.1 million (0.4%) 

1024-bits RSA encryption keys were discovered to have at least 

one prime factor in common. On the other hand, only 10 out of 

3.2 million (0.0003%) 2048-bits RSA encryption keys share this 

same vulnerability [3]. Therefore, it is recommended that RSA 

encryption keys of 2048-bits, 3072-bits, 4096-bits or larger are 

used instead of 1024-bits RSA encryption keys. Doing so will 

help increase the range of keys allowable (i.e. increases entropy) 

hence reducing the probability of two keys having a common 

prime factor. 

Recently, embedded device manufacturing company Innominate 

Security Technologies has issued a security advisory for a range 

of their mGuard products that generates weak HTTPS and SSH 

keys. One of the methods employed by the company to strengthen 

their key generation was to increase RSA key length of their 

affected products to 2048-bits [17]. 

3.4 Generate Keys When Required 
On the system’s first boot, the amount of entropy collected is 

close to none. Therefore, it is not recommended to generate keys 

when the device starts up for the first time. Instead, keys should 

be generated the very first time it is required so that devices have 

an extended period of time to build up additional entropy so that 

stronger keys can be generated.  

In 2012, Juniper Networks posted a security bulletin for their 

products which were vulnerable to MiTM attack due to weak 

certificate generation. Juniper Network identified lack of entropy 

as the main reason weak certificates were generated. Juniper 

Networks resolved this problem by adopting “generate keys 

when required” approach to generate stronger keys and 

certificates. Juniper Networks have been implementing this 

approach in the later versions of their Junos OS as well as 

providing an interim solution for users to re-generate new keys in 

an environment with sufficient entropy [18]. 
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3.5 Use Hardware Random Number 

Generator (HRNG) 
Embedded network devices have weak Pseudo-Random Number 

Generator (PRNG) implementation. PRNG in embedded devices 

are not able to gather sufficient entropy due to a lack of user 

interaction and inputs to the device. For this very reason, 

manufacturers usually ship their devices with a hardcoded seed 

value [9]. As device models are usually hardcoded with the same 

seed value, it is highly likely that PRNG in all the devices of a 

particular model will generate the same key since PRNG is 

deterministic as it uses numerical sequences according to its 

seeding. 

HRNG is able to generate unpredictable random number 

sequences based on microscopic phenomena such as thermal 

noise, the photoelectric effect or other quantum phenomena. 

HRNG takes a much longer time to generate random numbers 

than PRNG. Since random seeds are much smaller in length, it is 

more efficient to use HRNG to generate a random seed for the 

device’s PRNG to generate the random number sequence for the 

public key rather than generating the sequence itself [24]. 

Therefore, embedded network device manufacturers should 

consider using HRNG to seed the PRNG in devices. By doing so, 

HRNG can ensure sufficiently high entropy in PRNG so that a 

strong random number sequence can be generated for its public 

key. 

3.6 Use Recommended Cryptography 

Standards 
Manufacturers should use recommended RSA cryptography 

standards for all their embedded devices. RSA has been 

developing cryptography standard for implementing RSA 

algorithm since 1993 [20]. These standards ensure that devices 

storing public keys are properly secured. Other than following 

RSA cryptography standards, manufacturers should also comply 

to cryptography standards contributed by organizations such as 

ISO, ANSI, IEEE, NIST and IETF. For instance, in 2011 NIST 

has released a new recommended RSA key size of 2048 bits and 

from 2030 onwards, 3072 bit RSA keys will be required [22]. 

3.7 Document Entropy Sources 
Manufacturers should document their entropy sources (e.g. drive-

seek timings, network events) and the rationale of why the 

sources provide sufficient entropy [8]. This helps to facilitate 

easy testing and reviewing of entropy problems if any at the later 

stage. The following guidelines for the documentation are given 

by IBM for its Kernel-based Virtual Machine, in which it could 

also apply to other systems for the purpose of improving security 

key strength. 

a. Give an explanation of why the entropy source in use is 

unpredictable and resistant to malicious influence. 

b. Make sure all contracts are matched with actual 

sources of entropy by conducting an end-to-end analysis 

for the whole system. 

3.8 Quality Assurance of Entropy 
Prior to the release of the product, manufacturers should include 

the testing of entropy as part of their regression testing to ensure 

the quality of entropy in the PRNG of the product.  

Testing of entropy can be accomplished by incorporating the 

algorithm and software provided by the US National Institute of 

Standards and Technology Computer Security Resource Center 

[19], into the product test suite. 

Fourmilab Switzerland [13] has developed a program [14] which 

carries out a series of tests on a file containing random data to 

determine its quality of randomness.  

With reference to Figure 3, the quality check can simply be 

carried out by 

1. Collecting 8192 blocks of random data from 

/dev/random generator in a machine and saving the 

output in a text file named random_output. 

2. Executing the pseudorandom number sequence test 

program called ent on the random_output file 

3. The output of the ent program shows the results of the 

following types of tests [23] being carried out on the 

data 

a. Optimum Compression: Performance of 

existing data compression algorithms is often 

used as a rough estimate of the entropy of a 

block of data. During the data compression 

process, if the same data structure is repeated 

multiple times, a short binary representation 

can substitute long data structures thus 

reducing the size of the file. For a random 

data to be deemed as truly random, it should 

not have any compression possibility. 

Therefore, we strive to achieve 0% optimum 

compression.  

b. Chi - square distribution: A chi-square 

distribution is calculated for the stream of 

bytes in the file. It is expressed as an 

absolute number and a percentage which 

indicates how frequently a truly random 

sequence would exceed the value calculated. 

(‘Chi- Square Calculator’ could be found in 

Fourmilab Switzerland website, which 

provides a way to calculate the Chi-Square 

value)   Hence, the percentage can be 

interpreted as the degree to which the 

sequence tested is suspected of being non-

random. One standard is if the percentage is 

between 10% and 90%, the sequence is 

considered random.  

c. Monte Carlo Value for Pi: Each successive 

sequence of six bytes is used as 24 bit (3 

byte) X and Y coordinates within a square. If 

the distance of the randomly generated point 
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is less than the radius of a circle inscribed 

within the square, the six-byte sequence is 

considered a hit. The percentage of hits can 

be used to calculate the value of Pi 

(3.14159265). For very large streams the 

value will approach the correct value of Pi if 

the sequence is close to random. 

d. Serial Correlation Coefficient: This 

quantity measures the extent to which each 

byte in the file depends upon the previous 

byte. For random sequences, this value 

(positive or negative) will be close to zero.  

e. Arithmetic Mean: The arithmetic mean is 

calculated by summing up all the bytes in the 

text file and dividing it by the length of the 

file. The value should be close to 127.5 for 

the data considered to be random. If the mean 

is higher than 127.5, then the data values in 

the text file are consistently high and vice 

versa. 

4. CONCLUSION 
From this survey, we can conclude that it is possible to inhibit 

weak key problems in PKI. The weak key problems that were 

identified with respect to RSA keys comprise of repeated public 

keys and factorable public keys. Even though RSA is a solid 

cryptographic algorithm that has been around for a long time, 

there are weak RSA keys as a consequence of low entropy in 

seeding of PRNGs as well as using manufacturer default keys in 

embedded devices. 

Manufacturers and end-users of embedded devices were 

recommended to avoid using pre configured factory default 

keys/certificates and use a key check service to check for 

vulnerability in their TLS/SSL certificates or SSH keys.  

Manufacturers were also advised to increase the RSA key size 

used to be more than 1024 bits to reduce the possibility of 

generating weak keys. Furthermore, to ensure keys are generated 

with sufficient entropy, manufacturers were suggested to 

program devices to generate keys when required for the first time 

rather than on first boot which gives devices more time 

allowance to collect entropy as well as to use HRNGs to provide 

random seeds to the PRNGs in devices. 

In addition, manufacturers should follow the recommended 

cryptography standards from organizations like NIST, ISO, 

ANSI, etc. They can also document their devices’ entropy sources 

to ease testing for and reviewing of entropy problems. Quality 

assurance of entropy can also be done in the testing phase of 

embedded devices to ensure the quality of randomness in the 

device prior to generating a key. 

With these suggested defenses in place it is still important to 

note that even though there is nothing wrong with the RSA 

algorithm, a proper implementation is essential in ensuring that 

public-keys are not susceptible to any weaknesses and attacks. 
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APPENDIX 

 

 

Figure 1: Checking TLS/SSL certificate of www.ivle.nus.edu.sg 
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Figure 2: Checking of RSA SSH host key
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Figure 3: Using test program ent developed by Fourmilab Switzerland to carry out a series of tests on random data that was 

generated using /dev/random generator 
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ABSTRACT 

Despite the effort to communicate secret messages using Quantum 
Key Distribution (QKD) in Quantum Cryptography, it lacks 
authentication and repudiation in security. Involving a third party 
would be a simple solution to this problem. In this paper, we 
present an idea of our proposed quantum key infrastructure (QKI) 
that illustrates how a secure website may be authenticated using 
QKD.  
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1. INTRODUCTION 
Quantum Cryptography is one of the most dynamic topics widely 
discussed in modern cryptography. [12] It uses the quantum 
mechanical effect to perform encryption as well as decryption 
tasks. [12] One widely known application of quantum 
cryptography is the Quantum Key Distribution (QKD) that is 
described in detail in this paper. 

1.1 Why Quantum Cryptography? 
Cryptography is the study of keeping communication private. The 
central idea of cryptography is to render readable information 
unreadable through encryption and transmit it through an unsecure 
network like the Internet and change it back to readable 
information through decryption at the intended receiver. 

1.1.1 Classical Cipher  
As encryption gets more and more complex over the years, 
Vernam Cipher can be considered as an outlier in the world of 
cryptography [12]. It was invented during the 1920s by Bell 
telephone engineer Gilbert Vernam [12]. This simple cipher is 
currently in existence that has a sound theoretical proof of 
unbreakable security [12].  

It is a simple cipher, suppose a sender named Alice has a message 
consisting of a sequence of digits. She writes down a key 
consisting of random sequence of digits as long as her message. 
She then encrypts the message by adding each message digit with 
its corresponding key digit [12]. Without knowing Alice’s key, 
there is no way an attacker can extract any part of the original 
message from encrypted transmission.  

However, there are limitations as well. Firstly, Alice’s key must 
be random as any correlations in the key would result the attacker 
to guess some part of the key and subsequently break the 
encrypted message. Secondly, the key must be as long as the 
message and never be reused. If any part of the key is being 
reused, the attacker could detect the repeating portion of the 
cipher text and break the coded message.  

1.1.2 RSA Cryptosystem 
Developed by Rivest, Shamir and Aldeman (RSA algorithm), they 
solved the key distribution (PKI) issue by using number theory 
[12]. The RSA algorithm is designed in such a way that it is 
simple to compute in one direction but difficult the other way 
around. This is accomplished by obtaining a semi-prime by 
multiplying two large prime numbers [12]. Time complexity of 
the RSA algorithm is O (nk), which means it can be computed in 
linear or at worst higher order polynomial time. In other words, to 
factorize a large semi-prime (in order to break such a 
cryptosystem), it would exponentially take a lot of computational 
power and time [12]. As a result, it enables the secret keeper to 
always stay ahead of the attackers [12]. An illustration on how 
RSA Cryptosystem works can be found in appendix 1 Table 1. 

So why is this RSA cryptosystem so secure? Well the answer lies 
in the fact that e is a member of the integer modulo-N which has a 
unique inverse [12]. Bob keeps d secret and there is no way the 
attacker, Eve, can compute D(y). In addition, Eve need to know ϕ 
(N) in order to compute d. Therefore Eve needs to factorize N 
back to p and q. Factoring N back to p and q turns out to be 
extremely difficult or an impossible mission [12]. As a result, 
ϕ(N) is known as the trapdoor function. 

Currently, there is no polynomial time algorithm to solve this 
Nondeterministic Polynomial time – complete (NP-complete) 
problem. The most efficient prime factorization algorithm is the 
General Number Field Sieve (GNFS), a sub-exponential algorithm 
with asymptotic running time [15]. Since the GNFS running time 
is longer than polynomial, factoring N = p . q back to p and q will 
take many years as p and q becomes larger. 

The largest number factored was in December 2009, a six-
institution research team led by T. Kleinjung had successfully 
factored a 232 digit number using GNFS method in RSA-768 
challenge number [15]. It took them 3 years to find out the 2 large 
prime numbers [15]. Hence we can deduce that RSA cryptosystem 
is indeed the most secure cryptography for now.  
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1.1.3 Breaking the RSA Cryptosystem - Shor’s 
Algorithm 
While we can conclude that the RSA Cryptosystem is indeed the 
most ubiquitous cipher in the world, there is a significant group of 
scientists studying a concept called quantum computing [10]. This 
concept of quantum computing could possibly allow for 
computations using qubits as qubits can exist in 0 and 1 at the 
same time in quantum superposition. In 1994, Peter Shor 
illustrated that quantum computers are able to factor large primes 
in polynomial time [10]. An illustration on how Shor’s Algorithm 
works can be found in appendix 1 Table 2. The largest number 
that had been factored on a quantum processor was 21.  

In 12 April 2012, physicists had set a new record for quantum 
factorization by developing the first quantum algorithm, called the 
Adiabatic Quantum Computation (AQC) that can factor a 3-digit 
integer. It successfully factorized 143 into its prime factors, 11 
and 13 respectively [16]. The potential of a faster factoring 
algorithm immediately compromises the security of RSA 
cryptosystem. Therefore all existing public key systems using 
RSA cryptosystem can be considered insecure [3]. 

2. QUANTUM KEY DISTRIBUTION 
As mentioned earlier in the report, with the invention of quantum 
computers, the RSA will no longer be secure. Therefore, many 
research have been carried out to counter this problem.  

One of these researches is Quantum key distribution (QKD), 
which makes use of certain properties of quantum states to 
generate and share a random secret key discreetly in qubits over a 
quantum channel. 

QKD is only used for generating and sharing a random key 
securely, but not for transmission of messages. Messages are 
usually encrypted using the random key generated using QKD and 
transmitted over the standard communication channel. 

In following sections, we introduce the two protocols used by 
QKD: BB84 and E91. 

2.1 The BB84 Protocol 
In 1984, Charles H. Bennett and Gilles Brassard published the 
BB84 protocol [14].  

In BB84, the sender (i.e. Alice) transmits the polarized photons to 
the receiver (i.e Bob) through the quantum communication 
channel. This channel can be an optical fiber or free space. The 
photons are polarized according to their bit value and the basis 
used [4]. 
The bases used for polarization can be a rectilinear basis of 
vertical (0o) and horizontal (90o), a diagonal basis of 45o and 135o 
or the circular basis of left- and right –handedness [14]. Any two 
of these bases can be used in this protocol for QKD. In this 
illustration, rectilinear and diagonal bases are used.  

The main property of quantum states being used here for security 
is quantum indeterminacy. It is impossible to know the 
polarization of the photon without measuring it using a basis and 
the basis may change the polarization of the photon if the wrong 
basis is used. One must guess the basis used to measure the 
photon if the sender did not disclose the basis used. 

Another essential property of quantum is that the photon cannot 
be cloned. This prevents the snooper from cloning a copy of the 
“unmeasured” photon. In this way, the snooper can be detected 

easily since he could easily change the polarization of the photon 
by measuring the photon state with the wrong basis [14].  

 
Fig. 2.1 - Diagram illustrating BB84 without eavesdropper (i.e 
Eves) [14] 

2.1.1. Sequence of generating and distributing the 
random secret key (without any eavesdropper) 
1. Alice creates a random bit value of 0 or 1 and then randomly 

picks one of her two bases to transmit. Photon is polarized 
according to the basis and its bit value: 

   
Subsequently, she records down the bit value, time, and basis 
of the photon being sent [14]. 

This process is repeated until a certain amount of photons is 
being transmitted. 

2. On the receiving end, because of the quantum indeterminacy 
property of photons, there is no way for Bob to know the 
basis by which the photons were polarized with. Therefore, 
Bob can only select a basis randomly to measure the photon. 
There will be a 50% chance that Bob uses the correct basis 
and will most likely obtain the correct bit value of the 
photon. If Bob measures using the wrong basis, the 
polarization of the photon will be altered and there will be a 
50% chance that Bob will obtain the wrong bit value. For 
example, if Bob measures the photon created by a rectilinear 
basis using the diagonal basis, there will be a 50% chance 
that the photon will be polarized to 450 and 1350 respectively.  

Bob records down the basis he used and the bit value that he 
measured each time. 

3. After Bob has finished receiving all the photons, Bob and 
Alice compare the bases they used over the classical channel 
and discard the bits where Bob used a wrong basis. The 
remaining undiscarded bits may now be used as a shared key 
for both parties. A partial part of these key bits will be 
compared and if less than 10 % of the bits are wrong, most 
likely there is no eavesdropper. The length of the partial part 
should be at least 72 bits to detect the eavesdropper. This 
partial part of the key bits is then discarded after the check. 
The remaining undiscarded bits will be used as shared key 
for both parties. Subsequently, information reconciliation 
such as cascade protocol is being carried to ensure that the 
shared key owned by Bob is similar to Alice’s. In cascade 
protocol, the shared keys are divided into blocks and the 
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parity of those blocks is being compared over the classical 
channel [14].  

 
Fig 2.1.2 - Diagram illustrating BB84 with eavesdropper 
(i.e Eves) [14] 

2.1.2 How does BB84 defend against an 
eavesdropper? 
If Eve wants to eavesdrop, due to the non-cloning property of 
quantum, she can only intercept and measure the photon in the 
quantum channel, and then she needs to send the same photon to 
Bob so that Bob will receive the correct amount of photon sent by 
Alice in sequence. As it stands, Bob will not know the presence of 
an eavesdropper immediately. However, due to the fact that 
photon has a quantum indeterminacy property and that Eve does 
not know the basis in which these photons were polarized in, Eve 
will need to randomly choose a basis to measure each photon. 
Same as Bob, there will be 50% of the time that she measured the 
photon using the wrong basis. When she uses the wrong basis to 
measure the photon, she will inevitably change the polarization of 
photon as shown in Fig 2.1.2. 

Therefore, after the transmission of photons, Eve will introduce an 
average of 25% of error into the key bits of Bob. If Bob and Alice 
detect that there is more than 15% difference between their shared 
key, this would most likely mean that their channel has been 
eavesdropped.  

Alice and Bob would have to find an alternative quantum channel 
to regenerate and redistribute their shared key [14]. 

2.2 E91 Protocol 
The BB84 protocol would serve as a basic model for quantum 
cryptography. As such, many new protocols namely BB92 and 
SARG04 were developed [7].  

In 1991, Artur Ekert proposed an interesting protocol for QKD 
termed E91 protocol [8]. This scheme is based on shared 
entangled pair of photons that comes from a single source and 
uses Bell inequality [9] to detect possible eavesdropping. Alice 
and Bob will receive a photon each from a pair photon generated 
from the source. The diagram below illustrate a simple process of 
this protocol:  
 

Fig. 2.2 - Illustration of a simple E91 protocol 

1. The source generates a pair of photons and sends it to Alice 
and Bob. 

2. During the transmission, an eavesdropper, Eve may 
intercept the traffic 

3. During an intercept, Eve cannot copy the qubits without 
changing the state of the qubits based on the no-cloning 
theorem in quantum physics [9]. Even if Eve is able to do it, 
there is no information on the qubits yet!  

4. It is during the measurement of qubits (random) that decides 
the value of bits via communication over classical channel.  

As such, many different types of QKD protocols have been 
researched to combine quantum physics along with cryptography 
key distribution.   

However, most QKD research focus on distributing a key only 
and highlight that the authentication and repudiation of QKD 
poses a problem. A simple way to solve this problem might be a 
third party that is involved in the key distribution. Our paper 
proposes a simple idea that involves a third party that would help 
authenticate a secure website and a key distribution (BB84) to two 
authentic parties through the usage of a quantum channel. This 
idea would illustrate a simple quantum key infrastructure (QKI) 
that eliminates the use of Diffie Hellman [9] key exchange in our 
current PKI and the reason for doing so has been previously 
explained in section 1.1.3.    

3. QUANTUM KEY INFRASTRUCTURE 
As mentioned earlier in the report, QKD protocols ensure 
confidentiality because it is able to detect eavesdroppers and keep 
them at bay. 

However, there is one problem with the QKD protocols that is it is 
susceptible to the man-in-the-middle (MITM) attack because they 
have no mechanism to authenticate Alice and Bob. This means 
that an attacker could pretend to be either of them and attempt to 
obtain the key or distribute one. For example, assuming Eve is the 
MITM for both quantum and classical channel. Eve could pretend 
to be Bob and distribute a key to Alice or she could pretend to be 
Alice to receive a key. As a result, integrity of the key is achieved 
through QKD but there is lack of authentication between a sender 
and receiver.  

In addition, in the future, the digital signature and PKI may not be 
secure since the RSA algorithm could be cracked easily using a 
quantum computer. Due to this vulnerability, a client may not be 
able authenticate the website using the Certifying Authority’s 
(CA) signature. 

As a result, we have come out with an idea called Quantum Key 
Infrastructure (QKI) that may solve the problem of authentication 
in the QKD protocol as well as serve as one of the alternatives to 
the current PKI. 

In the following sections, we describe the components that build 
up QKI and illustrate how it works. We also suggest a possible 
implementation of QKI. 

3.1 Trusted Authority (TA) 
In our proposed QKI model, the Trusted Authority (TA) is trusted 
by both the certified website and the user that is surfing the 
secured website. The TA is basically a trusted third party such as 
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an international government agency that helps the user to 
authenticate the website. The role of a TA is similar to a 
Certificate Authority (CA) used in our existing Public key 
Infrastructure (PKI) but the procedure used to authorize the 
website is different.  

In order for the website to have the privilege of being proven 
authentic by the TA, the website needs to be registered and 
certified by the TA. Before the website can be certified, the RA 
does some auditing and site checking to see if the website service 
is trustworthy and legitimate. Once proven trustworthy and 
legitimate, the website will be certified by a unique basis key 
issued by the TA. The website will be proven authentic with the 
use of this basis key during a connection with the TA when the 
client connects to the website. We will describe more in-depth of 
the basis key in the next section.  

3.2 Basis Key 
In QKI, the secured website and individual user/company uses a 
unique key called the basis key for authentication of TA. These 
basis keys are issued and authorized by the TA and the TA keeps 
corresponding duplicates of them in its database. For a secured 
website, registration of a basis key is described in section 3.1.  For 
a user, basis keys are distributed through a certified Internet 
service provider. These basis keys are unique and are 2048 bits 
long. 

The TA keeps a list of all clients’ basis key: 
 

 
Table 3.2 – Basis key table  

3.2.1 -How does the basis key authenticate and 
communicate with the TA? 

The TA uses the sequence of basis, which is unique and same as 
the client’s basis key to communicate through the quantum 
channel by sending a standard message. A standard message is a 
message that is transmitted by TA in a form of a photon through 
the quantum channel and this message is meant for the receiving 
end to authenticate the TA. It is a pre-agreed message from start 
but may not necessarily be a secret. The client uses the basis key 
to receive the transmitted photon such that it will evaluate to the 
same standard message. If the standard message received has less 
than 10% error, this means that the message really comes from the 
TA. This is because TA is the only subject that knows the client’s 
basis key.  

Table 3.2.1 shows an example of how basis key is used for 
authentication of TA: 
If the client basis key is “xx+x++xxx+…”. 

 
Table 3.2.1 – Example of basis key authentication 

As shown in the table above, if the TA uses the correct basis key, 
the client will receive the correct standard message. This will 
convince the client that the connection to TA is authentic. If an 
incorrect basis key was used in step 2, the standard message 
received by the client would be incorrectly evaluated. This would 
imply that there is man-in-the-middle or a severed communication 
link. 
 
*Only known to TA and Client 

3.3 QKI Illustration 
This section would illustrate an overview process of this idea. 
Take note that some terms/steps require extensive explanation and 
they are marked with ‘*’ and explained at the end. A sequence 
diagram is also provided at Appendix 2 for an alternative 
illustration. 

 
Fig. 3.3 below illustrates our concept of a QKI: 

 
Fig. 3.3 – Illustration of a QKI 

 
1. Suppose Alice connects to the bank for the first time. * 

They will identify themselves on the classical channel, but of 
course, the user will not trust Bank’s identity and Alice needs 
to authenticate the Bank via the TA. 

2. Alice and the Bank will then initiate another connection to a 
trusted authority (TA) in order for the bank to prove its 
authenticity to Alice. Refer to 3.1 for a detailed description 
of TA.  

3. The TA sends a **standard message to Alice polarized with 
reference to Alice’s basis key (unique) to Alice, which only 
the TA knows (shared secret). This means that if Alice is 
able to receive it correctly (eg. 90%), she can be certain that 
the TA is genuine  
The TA also sends the standard message of the Bank 
polarized with reference to the Bank’s basis key (unique) to 
the Bank, which only the TA knows (shared secret). This 
means that if the Bank is able to receive it correctly (eg. 

Bank's x + + x + …
Harry's	   + x + + x …
Alice's	   x + x x + …
Bob's + x x + x …
Eve's	   + x x + + …

2048	  bits	  long
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90%). It can be certain that the TA is genuine. Refer to 
section 3.2.1 for a more detailed explanation. 

If either Alice or the Bank receive a poor percentage (error) 
of the standard message that they received from the TA. It 
could be an attacker such as man-in-the-middle (MITM) or a 
major inference in the channel. The connection will be 
refused and re-initiated. This process prevents an attacker to 
pretend to be the TA.  

4. The Bank will have to send a standard message of the TA 
polarized with reference to its own basis key. Since, only the 
TA knows the authentic bank’s basis key, the TA should be 
able to receive the standard message if that particular basis 
key was used.   

If the TA received a poor percentage (error) of the standard 
message, it could be an attacker such as man-in-the-middle 
(MITM) or a major inference on the channel. The connection 
will be refused and re-initiated. Notice that this step is 
similar to step 3 with the roles reverse.  

5. The website should be secured by now but a shared key 
should be generated to allow a secure communication 
between Alice and the Bank. The Bank and the TA would 
then proceed with a quantum key distribution using the BB84 
protocol to generate a random symmetric key, Ks.  

6. The TA sends a copy of the symmetric key, Ks polarized with 
reference to the Alice’s basis key (unique) to the Alice.  

7. By now, a successful symmetric key, Ks should be shared 
between the Bank and Alice. Alice may store Ks to 
authenticate the website in future. The website will be proven 
to be an authentic site by the bank, which will send an 
encrypted message (identity), using Ks. Notice that we have 
yet to authenticate Alice’s identity, because her identity will 
be verified through a challenge-and-response protocol used 
by the Bank. A session key will then be generated for further 
communiation. The notation is shown below:  
Let SigKs(x) = E(Ks,h(x)) 

B→A:  Idbank+ nb + Sig Ks(Idbank + nb) 

A→B:  IdAlice + na + E(h(pwd),nb) + Sig Ks(IdAlice + na 
+  E(h(pwd),nb)) 

B→A:  E(Ks, session key + na) 

 
If any of the steps (particularly step 2 to 6) failed, connection will 
be dropped and the steps will be re-initiated.    

*If a valid, Ks is already shared, a secured connection will 
automatically be established as only Alice and a legit secured 
website can decrypt the message encrypted with Ks. Step 2 to 6 
will be ignored. 
** A standard message is a message that is polarized and checked 
against at the receiver’s end. It is pre-agreed from start but may 
not be a secret. This could be embedded into the basis key card as 
described in section 3.4.  
 
 

3.4 Possible implementation of QKI  
In this section, we would like to evaluate more on the possible 
implementations of QKI as a system and how it could be done in 
real life. 

3.4.1 Trusted Authority (TA) 
As mentioned earlier in the report, A TA should be a trusted third 
party such as an international government agency and its role is to 
help web users authenticate the website. To be able to do that, the 
TA needs to be accessible by all internet users. 

One possible way for TA to be available for all internet users is to 
implement TA in the form of base towers or satellites owned by 
the government or a trusted organization. Each country would 
have its own TA towers or satellites authorised and will be able 
communicate with each other through a secured communication. 
For satellite TAs, it could just be a line of sight laser or polarised 
RF communication in a free space enviroment. For TA towers, 
they could be connected to a quantum channel that is linked to 
homes and offices that depends on the internet. This link is 
probably via a fibre optic cable link. The TA tower would be 
preferred for this implementation as it is easily available to most 
users and cheap compared to a satellite communication but we 
would like to reserve this detailed argument for the future. 

These TA towers are very secured and only authorised staff with 
high security clearance will be able to enter.  Every TA tower 
from every country would be connected worldwide via a 
geostationary satellite.  

Fig. 3.4.1 shows a generalized global structure of the TA: 

 
Fig. 3.4.1 - Global structure of the TA 

3.4.2 How a basis key is being distributed and stored 
safely? 
When a household subscribes for the Internet, they will be given a 
smart card and a setup box. These smart cards are licensed and 
authorized by the TA.  

The smart card contains the encypted basis key and the standard 
message that are used to authenticate the TA.  The reason why 
they are stored in the smart card is because smart cards are easier 
to distribute and are specially designed by the experts to keep 
secret data and algorithm. In addition, it may be difficult for the 
hacker to exploit or clone the hardware in the smart card since the 
chip within the smart card is only a few millimetre square in area. 
This will ensure secrecy of the basis key and message. 
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The encryption algorithm, service provider information and type 
of Internet service they subscribed are also stored inside the card. 

In order for the user to access the Internet, they will have to insert 
the smart card into set-top box. A typical set-top box is shown in 
Fig. 3.4.2.  

 
         Fig 3.4.2 – A typical set-top box 

The interior of the set-top box consists of  a quantum device and a 
classical channel modem. The quantum modem is to used to 
connect to the TA in order to autheticate the website they visit and 
the classical modem allows the user to surf the Internet. The 
quantum modem and a classical channel modem are actually the 
neccessities for the user to surf the internet. Therefore, when the 
user subscribes to the Internet, he/she will be provided with a 
bundle of a quantum modem and a classical channel modem in the 
form of a set-top box 

The card may expire periodically and the client may need to 
renew it at the TA. Upon renewal of this card, the client may be 
given a replacement card with improved and up-to-date security 
protection. 

 

4. CONCLUSION 
The QKI discussed in this paper is just one of the possible 
solutions to overcome the authentication of key distribution and a 
secure website. As quantum computers evolve, an attacker 
equipped with such a computer running Shor’s algorithm would 
easily defeat our current public-private key distribution and allow 
decryption of messages at a faster rate . Therefore, any secured 
website especially a bank website will no longer be deemed ‘safe’ 
to visit and a quantum cryptography solution should be considered 
to overcome this issue. 

The solution proposed by us is based on its practical 
implementation and the use of the famous key distribution 
protocol, BB84. This idea suggests quantum cryptography, which 
allows users to connect to secure websites without using a digital 
signature based on public-private key scheme. However, this 
paper does not suggest replacing the public-private key scheme 

Quantum cryptography is still an on-going research topic and 
perhaps being implemented practically in some ways. Our QKI 
solution could provide a guide to future practical 
implementations.  
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7. APPENDIX 1 
Table 1: How RSA Cryptosystem Works [10]. 

Step Person Description 
1 Alice Alice wants to send message to Bob.  
2 Bob Bob chooses 2 large prime numbers p and q. He then compute N = p.q and also chooses an integer e such 

that 
gcd (e,	 ϕ (N))=1 & d = e-1 

Bob then sends Alice N and e, his so-called public key, keeping d as his secret, private key. 
 

3 Alice Alice encodes message in binary digits, x, where x < N. She computes the encrypted message using Bob’s 
public key. 

y = E(x) = xe  mod N 
Alice sends this to Bob. 

4 Bob Bob decrypt Alice’s message using 
x = D(y)=yd mod N 

 
Table 2: How Shor’s Algorithm Works [10]. 

Given n, find 2n2 < q <3n2 such that q is a product of prime numbers [10]. Assume q=2l 
S/N Description Examples 

1 Prepare the computer in initial state 
|𝜑 = |0, 0  

Apply quantum gate 
𝑅 = !

√!
1 1
1 −1   

to each qubits in the 1st register leaving computer in 
the state 

|𝜑 =   
1
𝑞
   |𝑎 |0
!!!

!!!

 

 

We simulating a quantum computer factoring n=55. q=213=8192. 
Fix x=13. 
 |𝜑 = !

!"#$
(|0,0 + |1,0 + 

|2,0 +⋯+ |8192,0   ) 

2 Randomly choose x between 1 and n. Apply the 
reverse transformation 

|a, 0 → |𝑎, 𝑥!  𝑚𝑜𝑑  𝑛   

Apply modular exponentiation 

|𝜑 =
1
8192

(|0,1 + |1,13 + |2, 13!  mod  55 +⋯

+ |8192, 13!"#$mod  55   ) 

=
1
8192

(|0,1 + |1,13 + |2,4 +⋯+ |8192,2   ) 

 
3 Measure the 2nd register to be in a base state |𝑘  

where k is power of x mod n. Derive the new state 

|𝜑 =   
1
𝑀

|𝑎, 𝑘
!∈!

 

Observe register 2.  
All ten powers of x mod 55 are equally likely to be observed. 
Suppose we observed 28 as a power of  
X  mod  55. 

|𝜑 =
1
410

(|9,28 + |29,28 + 

|49,28 +⋯+ |8189,28   ) 
 

4 Apply Discrete Fourier Transform Uq to the 1st 
register. Transform the state 

|𝜑 =   
1
𝑀

|𝑎, 𝑘
!∈!

 

Discrete Fourier Transform of register 1. 
|𝜑 = 

𝑒!!".!!/!"#$

3358720
𝜁!

!"#

!!!

!"#"

!!!

 

Where 𝜁 = 𝑒!!".!"!/!"#$ 
5 Measure register 1 with probability 

Pr  (𝑐) =    !
!"

𝜁!!!!
!!! ^2 

Measure register 1. The probability of register 1 to be in state |𝑐  is  

Pr 𝑐 =   
1

3358720
𝜁!

!"#

!!!

!

 

6 From the observe of c, find fraction of d/r very 
close to c/q hoping it give the true order of r of x 
mod n. 

Continue Fraction Convergent. 
𝑐
𝑞
=
4915
8192

=
1

1 +    1

1 +    1

2 +    1
1638
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Convergent: 
1
1
= 1 

1

1 + 11
=
1
2

 

1

1 +    1

1 + 12

=   
3
5

 

1

1 + 1

1 + 1

2 + 1
1638

=   
4915
8192

 

Stop before denominator exceed n=55, => r1= 5 
Possible value of r, are multiple of r1 = 5 

a 13a  mod 55 
5 

10 
15 
20 

43 
34 
32 
1 

 
r = 20, y= 1310 mod 55 = 34 and the factors of n = 55 are: 

p = gcd(y+1,  n) = gcd(35, 55) = 5 
q = gcd(y-1, n) = gcd(33, 55) = 11 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

53



        APPENDIX 2  
 
 

 

54



Protecting Web-based Applications 
 Choo Cheng Mun Paulina 

National University of Singapore, 
School of Computing 

13 Computing Drive, Singapore 
117417 

+65 6516 2727 

a0088751@nus.edu.sg 

 

 
 

 

 

ABSTRACT 

In this paper, we introduce several common web application 

security risks. For each type of security risk, this paper will 

explore techniques and preventive measures that can be taken to 

stop such attacks or risks.  

Categories and Subject Descriptors 

D.2.0, K.5.1 [SOFTWARE ENGINEERING]: General – 

Protection mechanisms, Standards 

General Terms 

Security, Verification 

Keywords 

Web applications, Injection Attack, SQL Attack, Cross-Site 

Scripting, Cross-Site Request Forgery, Authentication, Session 

Management, Direct Object Reference 

1. INTRODUCTION 
As digital and information technology continues to improve, the 

number of organisations that embrace the benefits of using the 

internet in their operations also continues to grow. However, as 

the use of Web applications becomes more widespread, so do 

concerns that people can attack and obtain sensitive information 

from these applications to use for malicious purposes. Hence, it is 

crucial for developers to be aware of possible security loopholes 

that can arise when developing Web applications and how to 

prevent attacks from exploiting them. To this end, the paper aims 

to provide an introduction to some of the top most critical security 

risks when developing Web applications and the preventive 

measures that should be taken to guard against them. 

2. INJECTION ATTACKS 

2.1 Description 
Injection flaws are flaws that allow attackers to inject malicious 

code into the system via web applications. The malicious code 

includes scripts that, after injection, are executed on the target 

system and can perform a variety of actions. As long as a web 

application makes use of interpreters such as forms to receive 

input from the user, it is at risk of having injection flaws that are 

exploited in the attacks. 

Of particular interest are SQL injection attacks, which are very 

common and can possibly have severe consequences. In an SQL 

attack, the attacker finds and modifies the parameters of the SQL 

command sent by the web application to the database. By 

changing the parameters to include malicious SQL commands, the 

attacker can send the commands to the database through the web 

application and manipulate the database 

For example, an application uses the user input without checking 

in the following SQL query: 

String query = “SELECT * FROM accounts WHERE  

    accountID=’” + request["id"] +”‘”; 

The attacker inputs “ ‘ or ’1′=’1 ” as the value of  id, 

changing the query such that it would return all the accounts in the 

database, instead of only specified account data as originally 

intended. 

As a result, SQL injection flaws are easily exploitable and can 

have severe consequences, such as the corruption or loss of data 

and denial of access. It is also possible for the attacker to end up 

taking over the host and database. 

2.2 Preventive Measures 

2.2.1 Prepared Statements 
In the previously mentioned example, the attack could succeed as 

the user’s input was merely appended to the SQL query string, 

regardless of the contents of the input. To prevent such an exploit, 

developers can make use of prepared statements to prevent attacks 

from changing SQL queries. 

Prepared statements force developers to define all SQL queries 

beforehand, and later pass the needed parameters in. The 

developer can then control the data type of the parameters, such as 

String or Integer, and ensure that the user-given input is of the 

particular data type. 

For example, the following is a section of code using the 

PreparedStatement class in Java [2]: 

 

String custname =  

    request.getParameter("customerName"); 

String query = "SELECT account_balance FROM  

    user_data WHERE user_name = ? "; 

PreparedStatement pstmt =  

    connection.prepareStatement( query ); 

pstmt.setString( 1, custname);  

ResultSet results = pstmt.executeQuery( ); 

 

For the above code, if an attacker were to attempt to enter '1'='1 

as the customer name, the query will instead search for a 

username that matches '1'='1. The attack would fail as a result. 

 

Permission to make digital or hard copies of all or part of this work for 

personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 

copies bear this notice and the full citation on the first page. To copy 

otherwise, or republish, to post on servers or to redistribute to lists, 

requires prior specific permission and/or a fee. 
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Using prepared statements exclusively also has the benefit of 

keeping all the SQL code within the application, making the 

application more independent of the database. 

2.2.2 Stored Procedures 
Similar to prepared statements, stored procedures make 

developers define the SQL queries beforehand and then pass the 

required parameters into it, resulting in the same effect at 

preventing SQL injections as prepared statements. The difference 

is that stored procedures are defined and stored in the database 

and are called by the application. 

The following is an example of the usage of a stored procedure 

using the CallableStatement class in Java [2]: 

 

String custname =  

    request.getParameter("customerName");  

try { 

    CallableStatement cs =  

        connection.prepareCall("{call  

        sp_getAccountBalance(?)}"); 

    cs.setString(1, custname); 

    ResultSet results = cs.executeQuery(); 

    // … result set handling 

} catch (SQLException se) { 

    // … logging and error handling 

} 

 

The procedure sp_getAccountBalance is stored in the database 

and provides the same functionality as the prepared statement 

code in section 2.2.1. 

If stored procedures are used exclusively, it is possible to limit the 

access of database accounts such that only the stored procedures 

can be accessed for extra security. Furthermore, there can be 

performance benefits as some compilation overhead can be 

avoided. In addition, having the SQL code in one location can 

make it easier to perform maintenance. 

2.2.3 Escaping User-supplied Input 
In some cases, using prepared statements or stored procedures 

may negatively impact the performance of the application. As 

result, the SQL queries still need to be protected from malicious 

user input. 

To ensure that the given input is safe, developers can escape 

characters that have special meaning in SQL and transform the 

characters into SQL string literals. For example, all occurrences of 

a single quote (‘) should be turned into double quotes (‘’). Since 

the characters have been changed to string literals, they lose their 

special meaning and can be passed in as part of the parameters 

safely. 

3. CROSS-SITE SCRIPTING (XSS) 

3.1 Description 
Cross-Site scripting (XSS) is an attack in which the attacker 

injects malicious code into a web site and makes use of a web 

application to send the code to other end users. This usually arises 

when applications makes use of user inputs without checking the 

inputs for validity. 

The malicious script can be made to execute automatically in the 

web browser. As a result, the attacker can use XSS to execute 

scripts that, for example, hijack browsing sessions or collect and 

send personal information back to the attacker. 

There are two main kinds of XSS attacks, stored and reflected 

attacks. 

Stored attacks are attacks where the malicious code is injected and 

stored on the servers for the web site, such as in a message. As a 

result, all other users who view the message end up running the 

script on their browsers. 

Reflected attacks are attacks where the malicious code is sent to 

the web server and reflected back to the victim as an error 

message or other similar responses from the web server. An 

attacker sends the code to be injected to the victim through routes 

such as e-mails or other web servers, with the code disguised as 

links or forms. When the victim clicks on the link or submits the 

form, the code is sent to the web server where it is returned to the 

victim. As a result, the victim’s browser assumes that the contents 

of the response must be safe since it came from a supposedly 

trusted web site and executes the malicious code on the victim’s 

machine. 

3.2 Preventive Measures 

3.2.1 Escape String Inputs 
Similar to the escaping of user-supplied inputs as a measure 

against SQL injection attacks (section 2.2.3), the same can be 

done for string inputs to prevent XSS attacks. By escaping the 

string input, the input is transformed into data that can be 

displayed on the user’s browser without being executed as code. 

For example, ‘<’ and ‘>’ are significant in HTML and can be 

interpreted by browsers as code if left untouched. However, 

escaping then into &lt and &gt respectively ensures that they 

will not be interpreted as code and executed when output to the 

user. 

3.2.2 Sanitize HTML Inputs 
When web applications require or allow user HTML inputs, such 

as in forum messages, developers should ensure that all inputs are 

checked for possible attack patterns that could be present inside 

the input. Inputs that contain possible attack patterns, such as 

script tags, are cleaned before being sent to the server or displayed 

to the user. This can be done by making use of available libraries 

such as OWASP AntiSamy or HTML Purifier. 

An example usage of HTML Purifier is as follows [9]: 

 

$config = HTMLPurifier_Config::createDefault(); 

$purifier = new HTMLPurifier($config); 

$clean_html = $purifier->purify($dirty_html); 

 

The $dirty_html would be the user input, and $clean_html 

should be used as output. 

Many sanitizers are usually implemented using blacklisting or 

whitelisting. Blacklisting involve maintaining a list of unsafe 

elements. If the input is found to have elements that have been 

blacklisted, the input is sanitized. On the other hand, whitelisting 

involves listing a safe subset of the input language, not accepting 

unlisted elements as they might be unsafe. 

While blacklisting is easier to implement and maintain, 

whitelisting provides better security. This is because in the event 
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that unlisted code is found, it is regarded to be unsafe by default 

and sanitized. On the other hand, blacklists allow code to be 

passed along if it is not on the list, regardless of whether the code 

is safe or not. 

3.2.3 Cookie Security 
Since it can be difficult to protect applications from XSS attacks, 

another option would be to set the HTTPOnly flag in session 

cookies and other cookies used by the application. As a result, 

when the client tries to access the cookies in a scripted XSS 

attack, a blank string would be returned and the attack would fail. 

4. CROSS-SITE REQUEST FORGERY 

(CSRF) 

4.1 Description 
CSRF is an attack that involves an attacker sending forged HTTP 

requests via a victim user to the target site.  

A typical attack would first involve the attacker created a forged 

HTTP request. The attacker then uses methods such as social 

engineering and creating malicious webpages to make the victim 

send the HTTP request. If the victim user has already been 

authenticated at the target site, the users’ browser will send the 

credentials such as session IDs and cookies along with the HTTP 

request. As a result, the target site believes that the HTTP request 

was legitimately sent by the user and the attacker would be able to 

execute commands without the users’ knowledge or permission. 

A possible attack would be to hide the link in an image tag. For 

example, a user, Alice, views a website containing the following 

HTML code: 

<img src = "http:// 

example.com/transfer.php?from=Alice&amt=1000000&to

=Bob"> 

When the Alice’s browser parses the above HTML and tries to 

retrieve the image, it sends a GET request with given link. If Alice 

had previously been authenticated for the target site, and has a 

non-expired cookie, the cookie would be sent along with the 

request. Thus, a transfer could be authorised without Alice’s 

knowledge or approval. 

The difference between XSS and CSRF attacks is that while XSS 

attacks exploit the trust that a user has in a website, CSRF attacks 

exploit the trust that a website has for a user. 

4.2 Preventive Measures 

4.2.1 Synchronizer Token Pattern 
The main preventive measure against CSRF attacks is to include 

an unpredictable token in each HTTP request that should be 

unique to each user session. To do so, developers can make use of 

the Synchronizer Token Pattern. 

The Synchronizer Token Pattern requires that a randomly 

generated challenge token be included with HTTP requests that 

involve sensitive server-side operations. The generated token 

would have to be unique to the user’s current session. Upon 

receiving such a HTTP request, the server has to verify that the 

correct token was sent. This method allows the server to verify if 

the request was intended to be sent by the user. 

The damage from a CSRF attack can thus be mitigated as the 

attacker would need to guess the value of the randomly generated 

challenge token. Without the correct token, the attacker cannot 

create a HTTP request that will be accepted by the server and the 

attack will fail. 

Usually, only one token needs to be generated for each session. 

The token is initially stored in the session and used for all requests 

until the session expires. In the event that the server receives a 

request with a missing or incorrect token, the request should be 

aborted and a new token should be generated to prevent further 

attacks. 

4.2.2 Challenge-Response 
An alternative measure would simply be to require the user to re-

authenticate, such as by logging in again. Another way would be 

to require the user to prove that they are indeed a real user when 

making a request, such as through the use of CAPTCHAs. 

However, these measures could negatively affect the user 

experience if the user has to repeatedly log in or solve 

CAPTCHAs. 

4.2.3 Preventing XSS Vulnerabilities 
It is also vital for developers to pay attention to possible XSS 

vulnerabilities in developing their web applications. If an 

application has an XSS vulnerability while CSRF tokens are in 

use, attackers can make use of XSS attacks to obtain the CSRF 

tokens. 

5. BROKEN AUTHENTICATION AND 

SESSION MANAGEMENT 

5.1 Description 
When using web applications, users are usually authenticated 

through a login process, generating a session ID that serves as an 

identification token for the user. The session ID is used to 

maintain the session data throughout the interaction with user, and 

is commonly maintained in URL arguments, hidden form fields or 

cookies. 

However, since the session ID are also authenticators, if an 

attacker were to obtain a user’s session ID, they could hijack and 

access the user’s session without the user’s permission. For 

example, if the session ID is exposed in the URL and can be 

rewritten, an attacker could simply change the session ID on their 

own browser to that of the victim’s and possibly access the 

victim’s personal information. 

Alternatively, an attacker could trick the victim into using a 

particular session ID in a session fixation attack, where the 

attacker makes the victim use a particular session ID. For 

example, an attacker could trick the victim into logging in to a 

website while using the attackers’ session ID. As a result, the 

attacker would then be able to access the victims’ account 

information since the attacker already knows the session ID. 

In order for an attacker to obtain the session ID, they would use 

any flaws or loophole in the management related features, or other 

security risks such as XSS vulnerabilities. 

The following are some other possible flaws that could lead to an 

attack: 

1. User authentication credentials are not properly 

protected through means such as hashing and 

encryption. 

2. Sessions take too long to timeout in the event the user 

does not logout. 

3. Session IDs are reused. 

4. User authentication credentials are sent over 

unencrypted networks. 
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5.2 Preventive Measures 

5.2.1 Restrict Session ID Usage 
In order to protect session IDs from being reused for malicious 

purposes, the usage of the IDs should be restricted in several 

ways. 

Firstly, session IDs should be tied to information that is unique to 

the user that started the session. One way would be to bind an ID 

to the user’s IP address. This prevents attackers from reusing the 

IDs on different machines. Another way would be to bind the ID 

to the user’s SSL client certificate, where the server has to check 

that the session ID given by a user was indeed started by the user 

with the corresponding certificate. 

Secondly, web applications should have a logout system that 

destroys the current session, as well as any other previous sessions 

that may still be active. This involves deleting the session from 

the server as well as deleting the session cookie on the client’s 

side. 

Thirdly, sessions should also timeout after a specified period of 

time to prevent attackers from maintaining sessions, such as when 

a previous user of a machine forgets to log out, leaving their 

session active. After timing out, the sessions should be cleaned 

out to prevent reuse. The amount of time taken before a timeout 

should not be too long or too short, depending on how long a 

normal user of the web application takes to use it. 

5.2.2 Strong Password Policies 
Developers should also enforce strong password policies in their 

applications. Passwords should have restrictions that ensure that 

passwords are of a minimum length and complexity. Furthermore, 

there should also be restrictions on the number of login attempts 

for an account before a security alert is raised. In addition, users 

should be made to provide both the old and new passwords when 

changing passwords. 

5.2.3 Prevent Sensitive Data Exposure 
Considering that a user’s authentication credentials can be stolen 

and used for attacks, developers must ensure that such sensitive 

data is always protected. All sensitive data should be encrypted, 

whether at rest or in transit through a network. Strong algorithms 

and keys should be used, and keys should be carefully managed. 

Furthermore, sensitive data should not be stored beyond the time 

that the data is needed for and should be discarded if the data is no 

longer needed. 

6. INSECURE DIRECT OBJECT 

REFERENCES 

6.1 Description 
A direct object reference occurs when a developer exposes a 

reference to an internal implementation object, such as a file, 

directory, database record, or key, as a URL or form parameter. 

[14] When generating web pages, applications commonly use the 

name or key of an object. However, the application may not have 

verified if the user is authorised to use the object in question, 

resulting in an insecure direct object reference. Hence, in the 

absence of an access control check, an attacker could simply 

change the value of the key or parameters and refer to a different 

object that the attacker is not authorised to access. 

For example, the database for an application could have been set 

up such that each user has a unique ID. To access the information 

for a particular user, the ID is used to retrieve the corresponding 

data with a URL such as: 

http://example.com/user/viewDetail?id=123 

However, without proper protection and checks, an attacker could 

simply change the value of id to be able to view the information 

of other users without their permission. 

6.2 Preventive Measures 

6.2.1 Use an Indirect Reference Map 
The main reason why attackers can exploit insecure direct object 

references is that the key to the object is exposed and predictable. 

Hence, developers can use an indirect reference map to hide the 

direct reference and prevent attackers from exploiting the direct 

references. 

 

Figure 1: Indirect Reference Map 

An indirect reference map basically maps the direct references to 

objects on the server to alternate references that can be exposed 

externally without risk of being exploited. These substitutions 

should be randomly generated in order to reduce predictability. In 

addition, the mappings should be kept in the session state so that 

the mappings are valid only for the current user and session.  

When in use, a mapping is first created between the actual key 

and the alternate one. The actual key is then translated before 

being sent to the user. When the user requests the object, the 

substituted key is given to the server, which uses the reference 

map to translate the given key to the actual reference to the object 

in order to retrieve it. 

By using indirect references, attackers cannot directly target 

objects on the database. Even if they obtain a reference, without 

the mapping to translate it, the attacker cannot retrieve the object. 

6.2.2 Implement Access Control 
Another measure is to simply check the user’s authorisation every 

time sensitive information or objects are requested. This would 

verify whether the object is being accessed by a real user, and that 

the user is allowed to make use of the object in question. 

7. CONCLUSION 
While this paper introduces some security risks in web-based 

applications, it is not an exhaustive list of risks and solutions. 

Furthermore, developers should not apply protection to their 

application in a diagnostic fashion as protection against some 

attacks can be completely wasted if there is a different security 

leak within the same application. Thus, developers should always 

keep in mind that it is only a matter of time before their 

applications experience attacks, so it is better to take precautions 
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and steps to secure their applications throughout the development 

process. 
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ABSTRACT
This paper explores and compares the computer security re-
lated aspects in both Windows NT and UNIX-based operat-
ing systems. For each aspect we are examining the technique
used in respective operating system, the rationale behind
them and we are doing a comparison to better investigate
the strength and weakness of techniques applied in respec-
tive operating systems.
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D.4.0 [Operating System]: Security, Windows NT and
Linux

General Terms
Security

Keywords
Security, Windows BT, Linux, Operating System Security,
Windows 8, Linux Mint

1. INTRODUCTION
As we are moving into the personal computer era, operat-
ing systems are also advancing with times. The colorful
fancy user interfaces of today is a sharp contrast to what we
used to have in the 1990s — a screen with only black and
white. In spite of the radical changes that took place on user
interfaces, security measures of operating systems are also
evolving at an amazing speed. To investigate the computer

security related aspects in operating systems we are look-
ing into both the Linux (GNU/Linux) family of operating
systems and the windows family of operating systems.

Linux is a Unix-like computer operating system assembled
under the model of free and open source software devel-
opment and distribution the defining component of which
being the Linux Kernel. It is a UNIX-like operating sys-
tem but is was developed without any actual UNIX code.
Linux operating systems are widely adopted on servers and
embedded systems. We are looking into the Linux family
here since despite its vibrant variety of distributions (E.G
Ubuntu, Linux Mint, Red Hat), the security measures are
quite much similar across them.

Microsoft Windows NT, on the other hand is more familiar
to personal computer users. The server edition of which is
still widely used though. The Windows NT family consists
of a large group of members ranging from Windows NT 3.1
to Windows NT6.3 for windows 8.1, the most recent distri-
bution.

As the two families of operating systems add together con-
stitutes a large proportion of mainstream operating systems
and the fact that the two families of operating system have
quite different ways of implementing security measures, com-
paring and contrasting the two gives us a good feel of how
modern operating system deal with things on the computer
security aspect, as we will illustrate in detail below.

2. FILE SYSTEM SECURITY
Good security is like an onion, it has many layers. The file
system is just another layer in the proverbial onion. While
there are numerous file systems in existence, this guide tries
to remain agnostic and focus more on the hierarchy itself
rather than an individual implementation.

2.1 Permission
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2.1.1 File System Security in Linux
In Unix, everything is a file. As such, permissions revolve
around a series of file attributes[23]. In a short word, these
attributes relate to a; read-bit, write-bit, set user id-bit,
sticky-bit, executable-bit, set group id-bit, and information
about owner, group, and world.

Let’s have some more specific points. Grasping your basic
permissions bits are easy, but set user id and set group id
bits are a little harder and considerably more dangerous if
used incorrectly. But if used correctly, setuid and setgid
bits can make system management much easier by making
permissions more flexible. Essentially the set user id bit
when activated, will allow the file to be executed with the
permissions of its owner by anyone. So the idea is that
set group id will allow any user to execute a file with the
permissions of its group[13].

The logic here is that this allows administrators to give
users access to particular programs that would otherwise
need privileged without handing out the root password and
giving them full access to the rest of the system.

The sticky-bit may be very confusing, while it also has a
very clear usage which has evolved over time. What’s more,
lots of uses for the sticky-bit are also used in many different
flavors of UNIX. On UNIX the sticky bit can be set on di-
rectories, and only the owner can delete or unlink these files
in the directory.

2.1.2 File System Security in Windows
Windows file permissions can be seen as having similar prop-
erties as UNIX or Linux file (Modes) permissions they are
just represented differently. For example, you are probably
used to having permissions represented as 644/666 755/777,
instead of being described in the terms above. So, when you
are quoted to use 644 this equates to:

• The owner of this file can read and write to it.

• The owner’s group can read the file.

• Everyone else can read the file.

So this is where Windows and UNIX do not quite equate,
but what can be done is to ”match” or ”correlate” equiva-
lent meanings. So this outline is not really going to provide
you with a Windows or an NTFS specific permissions guide
but more of an understanding of how the commonly quoted
numbered UNIX/Linux style permissions correlate on a ma-
chine with an NTFS file system. The files that are placed in
the www or public html root folder, or whatever directory
your site (www.domain.com.au or localhost) points to on
your hard drive should be owned by your user account, but
only if that user is not what is considered as a privileged user
like ”Administrator” on Windows or ”root” on UNIX/Linux.
These accounts should not be used for everyday use.

2.2 Encryption
Encryption is a way to enhance the security of a message or
file by scrambling the contents so that it can be read only
by someone who has the right encryption key to unscramble

it. For example, if you purchase something from a website,
the information for the transaction (such as your address,
phone number, and credit card number) is usually encrypted
to help keep it safe. Use encryption when you want a strong
level of protection for your information.

2.2.1 Encryption in Unix
For the encryption in UNIX, let’s take a program as an ex-
ample. UNIX crypt is an encryption program that is in-
cluded as a standard part of the UNIX operating system.

The crypt program uses a simplified simula-
tion of the Enigma encryption machine described
in ”The Enigma Encryption System” earlier in
this chapter. Unlike Enigma, which had to en-
crypt only letters, crypt must be able to encrypt
any block of 8-bit data. As a result, the rotors
used with crypt must have 256 ”connectors” on
each side. A second difference between Enigma
and crypt is that, while Enigma used three or
four rotors and a reflector, crypt uses only a sin-
gle rotor and reflector. The encryption key pro-
vided by the user determines the placement of
the virtual wires in the rotor and reflector.

Partially because crypt has but a single rotor, files encrypted
with crypt are exceedingly easy for a cryptographer to break.
For several years, no cryptographers have been able to break
messages encrypted with crypt as well, thanks to a program
developed in 1986 by Robert Baldwin, then at the MIT Lab-
oratory for Computer Science. Baldwin’s program, Crypt
Breaker’s Workbench ( CBW ), decrypts text files encrypted
with crypt within a matter of minutes, with minimal help
from the user.

CBW breaks crypt by searching for arrangements of ”wires”
within the ”rotor” that cause a file encrypted with crypt to
decrypt into plain ASCII text. The task is considerably sim-
pler than it may sound at first, because normal ASCII text
uses only 127 of the possible 256 different code combinations
(the ASCII codes 0 and 128 through 255 do not appear in
normal UNIX text).

2.2.2 Encryption in Windows
Encrypting File System (EFS) in Windows is used to en-
crypt the system page file and the per-user Offline Files
cache. EFS is also more tightly integrated with enterprise
Public Key Infrastructure (PKI), and supports using PKI-
based key recovery, data recovery through EFS recovery cer-
tificates, or a combination of the two. There are also new
Group Policies to require smart cards for EFS, enforce page
file encryption, stipulate minimum key lengths for EFS, en-
force encryption of the user’s Documents folder, and pro-
hibit self-signed certificates. The EFS encryption key cache
can be cleared when a user locks his workstation or after a
certain time limit.

The Encrypting File System re-keying wizard allows the user
to choose a certificate for EFS and to select and migrate ex-
isting files that will use the newly chosen certificate. Certifi-
cate Manager also allows users to export their EFS recovery
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certificates and private keys. Users are reminded to back
up their EFS keys upon first use through a balloon notifica-
tion. The re-keying wizard can also be used to migrate users
in existing installations from software certificates to smart
cards. The wizard can also be used by an administrator
or users themselves in recovery situations. This method is
more efficient than decrypting and encrypting files.

Bit locker in window is windows’ featured encryption system
[24]. Bit Locker Drive Encryption is a data protection fea-
ture of the operating system that was first made available in
Windows Vista. Subsequent operating system releases have
continued to improve the security offered by Bit Locker pro-
tection to allow the operating system to provide Bit Locker
protection to more drives and devices. Having Bit Locker in-
tegrated with the operating system addresses the threats of
data theft or exposure from lost, stolen, or inappropriately
decommissioned computers.

2.3 Integrity Checking
integrity checking is the process of comparing the current
state of stored data and/or programs to a previously recorded
state in order to detect any changes.

Another very good way to detect local (and also network)
attacks on your system is to run an integrity checker like
Tripwire, Aide or Osiris. These integrity checkers run a
number of checksums on all your important binaries and
config files and compares them against a database of former,
known-good values as a reference. Thus, any changes in the
files will be flagged.

It’s a good idea to install these sorts of programs onto a
floppy, and then physically set the write protect on the
floppy. This way intruder can’t tamper with the integrity
checker itself or change the database. Once you have some-
thing like this setup, it’s a good idea to run it as part of your
normal security administration duties to see if anything has
changed.

3. NETWORK SECURITY
Network security consists of the provisions and policies adopted
by a network administrator to prevent and monitor unau-
thorized access, misuse, modification, or denial of a com-
puter network and network-accessible resources. Network
security involves the authorization of access to data in a
network, which is controlled by the network administrator.
Users choose or are assigned an ID and password or other
authenticating information that allows them access to in-
formation and programs within their authority. Network
security covers a variety of computer networks, both public
and private, that are used in everyday jobs conducting trans-
actions and communications among businesses, government
agencies and individuals. Networks can be private, such as
within a company, and others which might be open to public
access. Network security is involved in organizations, enter-
prises, and other types of institutions. It does as its title
explains: It secures the network, as well as protecting and
overseeing operations being done. The most common and
simple way of protecting a network resource is by assigning
it a unique name and a corresponding password.

3.1 Windows Security

Windows security policies are very effective in protecting
the windows machines by providing restricted access to the
users. If the Windows security policies are not properly con-
figured, users can easily tamper the registry, control panel
applets, and other critical system settings, which can lead
to system crash. Hence suitably configuring Windows secu-
rity policies in each windows machine in the network is very
important.

Manage Engine Desktop Central helps administrators to eas-
ily configure and deploy Windows security policies through-
out the network using its Web user Interface. These security
policies configurations can be applied to users or computers
or mass installation can be done to OUs, Domains or Sites.

3.2 Linux Security
For the network security of UNIX,[22] let’s talk about the
Network Information Service. NIS was developed by SunMi-
crosystems primarily to reduce the effort required to setup
and maintain a network of Unix workstations. This is ac-
complished through the centralization on a NIS server of the
major configuration files required to setup a UNIX machine
for a particular site. Thus only the set of configuration files
on the NIS server need to be updated to affect all machines
at a site. This has proven to be a very powerful network
administration tool. However, it also becomes an enormous
security problem. Spoofing of the NIS server can be used to
completely penetrate security on an NIS client.

Here is some basis introduction of the structure of NIS. NIS
is based upon the Remote Procedure Call (RPC) protocol
which uses the External Data Representation) standard[21].
Below this level are the raw communications services of
Transmission Control Protocol and User Datagram Protocol
provided by the Internet Protocol[20]. Also, there are some
weaknesses of NIS. NIS is considered secure since the server
does not modify the maps directly and the files are world
readable to begin with. However, when the focus is placed
on the NIS client, the security of NIS is actually quite poor.

4. SOFTWARE INSTALLATION
Installation of software have been tightly regulated by both
studied OS-es. As of the most recent iteration of the OS-
es. There are majorly 2 ways where common users can in-
stall an application, either through an executable package,
or through a central repository.

4.1 Windows
As of Windows 8, the implementation of Smartscreen and
Windows App Store are improvements made by Microsoft
in order to address security issues with regard to threats in
software installations.

4.1.1 Stand Alone Distribution
Since the beginning of Windows OS, software has always
been installed into the OS via standalone distributions that
come in the form of .exe files and more recently .msi files.
These distributions are traditionally distributed through hard
media like diskettes and optical drives which also included
some form of certification signed by the software developers.
.msi files are deemed to be safer route of installing because
they are strictly database files used by Windows Installer to
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perform installation functions[9]. As opposed to .exe files,
which can be anything ranges from a self-executable installer
to a potentially malicious program, .msi file ensures that the
file executed is an intended installation file.

4.1.2 SmartScreen
With the advent of fast broadband internet, users are in-
creasingly using internet as their main form of obtaining
software. This form of installation that involve download-
ing applications from the internet poses a security threat
because it allows malicious programs to invade the system
under the guise of ”‘good software”’.Traditionally, it is rec-
ommended by Microsoft for an anti-virus to be installed in
order to screen the software downloaded from the internet.
In Windows 8, Microsoft went an extra step in order to en-
sure security of user by implementing a ’reputation checker’
in the form of SmartScreen to ensure the trustworthiness of
the programs to be installed. A warning will be issued to
ask for user for permission to install the software if the does
not come with an Extended Validation code from Microsoft
[14]. That is done on top of the UAC features[17] that is
introduced since Windows Vista, providing double security
when the disks needs to be written by programs, both safe
and unknown. Software developers will need to buy Ex-
tended Validation code from Microsoft in order to pass the
reputation check.

4.1.3 Windows Store
Windows Store is the counterpart to Mac’s App Store, An-
droid’s Google Play, Debian’s Synaptic Package Manager,
Ubuntu Linux’s Ubuntu App Store and Linux Mint’s MintIn-
stall. It is a central repository containing both applications
to be ran on the ’Modern UI’ as well as a full-fledged desktop
program. The repository is maintained by Microsoft, hence
the application listed on the store is scanned for malwares
and security flaws prior to being listed. Windows Store it-
self is coded using JAVA and HTML5 with security in mind
[25]. Aside from that, app developer has to comply Mi-
crosoft’s certification requirements and APIs in order to be
listed in the store to ensure content’s security[16, 15].

5. MEMORY PROTECTION
5.1 Address space layout randomization (ASLR)
Address Space Randomization, in short ASLR, is an exploit
mitigation technique invented by the PaX team. The idea
is that attackers generally need to know where code is in a
processes address space in order to carry out attacks. ASLR,
as the name, randomizes the address space and makes it
more difficult for attackers to exploit programs. [1]

5.1.1 Windows
Windows is taking ASLR to the next level in windows 8
implementation. The possible area of randomization has
been expanded and the entropy has also been raised to a
higher level which reduces the risk of ASLR bypass using
predicable pages. The native support for Force ASLR has
also been carried out in windows 8, this means all non-ASLR
modules injected into a process are forced to use ASLR so no
areas of memory is predictable which means no loophole for
attack. Like in the previous versions of windows, ASLR is
enabled by default in windows 8 but only for the executables

and dynamic link libraries specifically linked to be ASLR-
enabled. User can choose to enable ASLR for system wide
though. [12]

5.1.2 Linux
Linux has a weaker form of ASLR enabled by default since
kernel version 2.6.12, later patches have strengthened the
mechanism by completing the implementation. [6]

5.1.3 Strength and weaknesses
ASLR works on the premises that the process does not need
fix memory location, and its effectiveness on the entropy
present in a randomized address space. 64 bit Windows 8
operating system here have a clear advantage over normal
32-bit Linux operating system as ASLR on it is far less pre-
dictable.

6. BUILT IN FIREWALLS IN OPERATING
SYSTEMS

6.1 Firewalls for computer security
Firewalls constitute a large proportion of computer security
defence measure despite the sad fact that a number of peo-
ple are not even aware of its existence. [18] There exists a
vibrant variety of types of computer firewalls, what we are
discussing here mainly refers to software firewalls which con-
trols both incoming and outgoing traffic to the applications
or the operating system, and lets you restrict your network’s
access to the internet and someone else’s access from the in-
ternet to your network.[5]

6.1.1 Windows Firewall for Windows 8
Windows Firewall is a software component of Microsoft Win-
dows that provides firewalling and packet filtering functions.
It came into place since windows XP (for users) and windows
server 2003(for servers).

The firewall is provided in the form of an opt-out service
with basic functionalities intended to provide windows user
an easy-to-use elementary tool for computer protection.

Basically the windows firewall is designed to run with little
user input. When a program intend to receive incoming
connections from the internet, the windows firewall prompts
the user for permission before it release the block on the
connection. When it comes to outgoing internet traffic the
windows firewall by default allows them without the need
for user’s confirmation.[11]

6.1.2 Iptables for Linux
Iptables are the tables provided by the Linux kernel firewall
(implemented as different Netfilter modules) and the chains
and rules it stores. Only users with the root privilege are
allowed to operate on the Iptables.

There are built-in rules in the Iptables while user can de-
fine their own rules. The incoming packet are filtered by
the rules before they can be received. Despite its detailed
control, it is difficult to configure Iptables manually and as
the effectiveness of Iptables lies on the rules built this means
that the level of security is a bit compromised because of the
Psychological acceptability of the software.[7]
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6.1.3 Strength and Weaknesses
Both the windows firewall and the Iptables for Linux are de-
signed to provide only the basic protection for the operating
system against network related attacks. However, they differ
quite a lot in terms of form of representation and principle of
design. The windows firewall emphasized on the Economy
of mechanism as what it does is just displaying connections
for user so they do not miss anything. In contrast, the Ipta-
bles for Linux pay its emphasis on complete mediation as it
is filtering all packets all the time. Of course if high level of
protection is needed users are suggested to resort to other
third party firewalls but the unique ways windows and Linux
implement their built in firewalls and the design principles
behind them are of great reference value.

7. USER ACCOUNT SECURITY
7.1 Windows
The user mode comprises Local Security Authority (LSA)
and Security Account Manager(SAM)[10]. The LSA is em-
bedded in the BIOS and forms the central part of the Win-
dow NT security also known as the Security Subsystem.
LSA played the key role in window logon authentication
process. It is also responsible for maintaining the local se-
curity policies. During a login session, information such as
user and password is been passed to LSA which will call the
relevant authentication package. The password is encoded
in a one-way hash function and stored in the file C:32. LSA
then queries the SAM database for the user’s account de-
tails. Once a key is matched, access token would be gener-
ated. The SAM is a database which manages the username
and password stored, it is part of the registry and can be
found on the hard drive. The SAM service is responsible for
the connection to the database of username and password.
It is disabled once a log in is successful.

7.2 Linux
Linux system uses similar authentication method for user
account log in. In Linux system, login passwords are nor-
mally encrypted in MD5 format and stored in etc/shadow
file. The MD5 security is compromised by hash collisions
therefore a more robust algorithm such as SHA-512 is more
recommended. The SHA-2 provides improvised security by
introducing the round option for password encryption. The
number of rounds plays an significiant role in enforcing the
security, as the number of rounds get larger, a hacker have to
compute n number of hashes every time he or she attempts
to log in.

8. KERNEL
The kernel is a computer program that manages input/ out-
put request from software, and translate them into data
processing instructions for the central processing unit and
other electronic component of the computer. Kernel forms
the fundamental part of modern computer operating sys-
tem. The current Windows 8 runs on Microsoft Windows
NT Kernel while that of Linux Mint runs on Linux Kernel.
Kernel serves as a bridge between users and the hardware.
Kernel can be classified as monolithic and microkernel. In
monolithic kernel, the entire operating system is run in the
kernel space while in that of microkernel, there is a very
limited amount of services in kernel space.

8.1 Windows NT Kernel
The Windows NT Kernel consist involves two main compo-
nents, user mode and kernel mode. It is designed to work
on uniprocessor and symmetrical multi processors (SMP)-
based computers [3]. Windows NT Kernel is also known as
a Hybrid Kernel comprises both the microkernel and mono-
lithic kernel features. In a hybrid kernel, minimum amount
of executable lines is presented in the kernel space which
reduce the amount of security vulnerabilities in the code.
Programs and subsystems in the user mode is usually lim-
ited in term of system resources which they are allowed to
access. In the Kernel mode however, has unrestricted access
to system memory and external devices.

The Kernel mode comprises a kernel, hardware abstraction
layer (HAL), drivers, and a range of services known as Exec-
utive. The kernel mode stop user mode services, applications
and third party programs from accessing the critical areas
of the operating system. User mode services can only ask
permission from the kernel mode to run the access on their
behalf. In such a way, protecting it from intrusive access
to the key system. The Executive consist of a sub section
known as Security Reference Monitor (SRM). The SRM is
part of a Windows Security Architecture. The SRM will
check for proper authorization before granting access to ob-
jects, an object manager would need to seek permission from
SRM in order to execute actions on an object. In addition,
SRM also implements auditing functions to keep track of
attempts to access an object.

8.2 Linux Kernel
Linux Kernel is a monolithic Kernel in which device drivers
and kernel extensions are run in kernel space, granted with
full access to hardware with some of the features ran in
user space. Unlike Windows NT, the graphics system is not
operated by kernel mode in most Linux. The Linux kernel
also provides pre-emptive scheduling in which processes in
user mode would be interrupted by higher order priority
processes.

Linux Kernel consists of LSM (Linux Security Modules)
which is a framework that supports a variety of computer se-
curity models. This feature provides the flexibility of Linux
security system and prevents domination of one single se-
curity scheme. Linux 2.6, AppArmor, SELinux and some
others are the current accepted security modules in official
kernel. LSM aims to provide the specific need in mandatory
access control while minimizing implementation of changes
to the kernel system. Apparmour module allows the admin-
istrator to associate with each program a security profile
that restricts the capabilities of that program which supple-
ments the discretionary access model by providing manda-
tory access control by the administrator.

Security-Enhanced Linux (SELinux) is an alternative to Ap-
pArmor. It is originally made by the United States National
Security Agency (NSA). SELinux makes modifications to the
kernel and user-space tools. SELinux gives only minimum
privileges to executing programs required to complete their
tasks. SELinux could also be used to control user privileges.
Unlike AppArmour, SElinux does not use filepaths, instead
it uses the filesystem to mark executables during permission
tracking. Since SELinux uses the filesystem itself for manag-
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ing executables, it cannot offer protection on all filesystems
like AppArmour.

The Linux Intrusion Detection System (LIDS) is a secu-
rity patch for linux kernel that adds mandatory access con-
trol features. This patch behaves like a LSM module. All
these modules make up the essential security components
for Linux kernel.

9. BRING YOUR OWN DEVICE (BYOD)
The increasing trend of bring your own device model has
its benefits. While it provide employees with a more com-
fortable working environment, it has security flaws in terms
of policy. There are issues of possible leakage of company
information to non-employees. While moving to clouds is
one way to circumvent this problem, another way of solving
this situation comes in the form of 3rd party software to
remotely wipe company owned data from the devices once
the employee leaves the company.

9.1 Windows
Windows 8.1 that came out recently includes a special fea-
ture just to cater to this situation. It’s ”‘Remote business
data removal”’ feature supports partial wipes of personal
laptops or devices, to remove corporate data while leaving
personal data alone[8]. Admins can use this to schedule dele-
tion of specific data assets on a PC whenever it checks in
with a server on the Internet.

10. PRIVILEGE RESTRICTION
The principle of least privilege requires that the users and
their programs be granted the least amount of privilege pos-
sible to perform required tasks. This is to ensure that each
process will be isolated and will have no access whatsoever
to manipulate other parts of the system, limiting damages
of security breaches. Both OS-es has their own version of
implementation of the principle.

10.1 Privilege Restriction in Windows
Windows uses a practical 2-part to implement this principle,
User Account Control (UAC) and Low-privileged User Ac-
count (LUA). It is an interdependent system which requires
both component to ensure the success of the mechanism.
LUA was first introduced into Windows XP while UAC was
introduced in Windows Vista which is in considered late in
relative to other UNIX-like OS-es. LUA is implemented very
similar to the

10.1.1 User Account Control (UAC)
UAC was first introduced in Windows Vista when the de-
velopers realized that 90% of the users will just consistently
use the administrator privilege to go about using their sys-
tems. The UAC is in place to make it more convenient for
users to adhere to the Principle of Least Privilege. The
mechanism works in such a way where the OS will prompt
the user if there is a process that needs a privilege eleva-
tion. In the Windows 7 implementation, there is an option
to customize the level of of intrusion of UAC. Specifically in
windows 7, when never notify option is used, UAC is dis-
abled. While in Windows 8, the privilege elevation happens
automatically. Application still has to be UAC aware. So, if
application assumes that it has privilege and never ask for

UAC elevation, the application will fail. Editing registry at
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curre

ntVersion\Policies\System is needed to truly disable UAC.

10.2 Linux
Similar mechanism has been in Linux system. By default,
user of a system is registered as a user of a lower privilege
account. When there is a need to perform a process using
root, a prompt will be given, or alternatively, run the process
from the terminal using the verb|sudo| command.

10.3 Strength and Weaknesses
In terms of the implementation of the principle of least priv-
ilege, as of current state of art, both system has it’s equal
counterpart which perform similar function. UAC in Win-
dows serves the exact same function as verb|sudo| in Linux.

11. SYSTEM LOGGING FOR SECURITY REA-
SON

11.0.1 Necessity and importance of logging security
related system events

The Security Log is one of the primary tools used by Admin-
istrators to detect and investigate attempted and successful
unauthorized activity and to troubleshoot problems. The
log and the audit policies that govern it are also favorite
targets of hackers and rogue system administrators seeking
to cover their tracks before and after committing unautho-
rized activity. Therefore the operating systems will not only
have to record the activities under the audit policies, it will
have to keep the security log ’secure’ as well.

11.0.2 The Security Log for Windows
The Security Log contains record for login/logout activity or
other security-related events defined by the system’s policy.
Microsoft describes it as âĂIJyour Best and Last defenceâĂİ
[19]

Since Windows Server 2003 (windows NT5.2) the operating
system is capable of not only recording user login activities
but IP address information and many other categories of
events as well. E.G. Object access, policy change, etc.

Unfortunately Windows is not requiring additional locks to
access the logs and the logs are not encrypted by default as
well. To do so third party software is needed.[4]

11.0.3 Logging in Linux/Unix for security related events
For Linux the default sub-system for performing operating
system logging is the Syslog/klog. Any application is ca-
pable of generating log messages then pass them to the log
daemon where the message is handled. The range of logs on
a Linux system is usually not as wide as the range of win-
dows security log. The syslog-ng implementation of Linux
syslog has included TLS encryption of the log.[2]

11.0.4 Strength and Weaknesses
The security log function of windows is definitely more spe-
cialized as it is designed for this specific purpose while the
syslog in Linux is just processing logs passed in. It would
be better if the principle of separation of privilege can be
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applied to the windows log files to increase data integrity.
I.E. access control of the log file that is independent of user
login.

12. CONCLUSIONS
Operating systems are converging their security features in
order to defend against attackers. The mechanism involved
in implementing the security features are different but gener-
ally the policies involved are similar. The adoption and iden-
tifying reliable source of software can be an effective means
to guard the users from accidentally downloading malicious
software. This strategy has been exhibited both in Windows
NT and Linux system. Cooperation should be established
continuously between operating system producers to combat
against the pool of malware authors. Despite having the two
major operating system platforms’ security feature listed in
this paper, it is no doubt that continuous improvision of the
techniques is necessary to defend against the ever-changing
security world.
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ABSTRACT 
In this paper, we present a survey on electronic voting (e-voting) - 
specifically in the context of “an election or referendum that 
involves the use of electronic means in at least the casting of the 
vote [1].” We first describe a list of desired properties of an ideal 
voting scheme and an outline of several protocols commonly used 
in practice. We then explore the various security vulnerabilities of 
e-voting in general as well as the limitations of each type of 
protocols.  

General Terms 
Electronic voting (e-voting) – Electronic means of both casting a 
vote and counting votes.  
E-voting scheme – Protocol or a set of protocols (specifically for 
vote casting and vote counting) used in an electronic voting 
system. 
E-voting system – The entire e-voting process, inclusive of the 
scheme (or protocol), types of machine used, parties involved, etc. 
Ballot - The legally recognized means by which the voter can 
express his/her choice of voting option. 
Public channel – The communication medium where any 
participant can send a message to any other participant and the 
message can be seen by everyone. 
Anonymous channel – The communication medium where the 
anonymity of the sender is guaranteed. Recipient of the message 
does not know the identity of the sender. No one is able to trace 
the message back to the sender. The message, however, can still 
be traced. 
Deniable encryption – A form of encryption that allows an 
encrypted message to be decrypted to different sensible 
plaintexts, depending on the key used, or otherwise makes it 
impossible to prove the existence of the real message without the 
proper encryption key. 
Cryptographic primitives – Well-established, low-level 
cryptographic algorithms that are frequently used to build 
computer security systems. 

1. INTRODUCTION 
1.1 Background 
In democratic societies, election and voting is essential in 
consulting the populations’ choice and/or opinion on critical 
issues and events. As such, the voting system (in this context, we 
focus on e-voting systems) to be adopted should be able to 1) 
reliably record voter preferences and 2) accurately report them. 
The first function requires the human voter to interact with the 
means used to present the roster of candidates and issues and 
direct the voter through them to determine his choices; the second 
function pertains to the recording, tabulation, printing and 

auditing of votes in total. According to Shamos [2], recording 
voter preferences is “a human factors problem” whereas reporting 
is “a technological problem”. Nonetheless a poor solution to 
either problem can lead to “confusion, disenfranchisement and 
loss of confidence in the electoral process.”  
In as early as the 1960s, E-voting systems were already being 
implemented in the form of a punch card system [3]. E-voting 
machines were subsequently developed in the 1980s and are now 
widely adopted in many countries such as the USA (United States 
of America) and India. Over the decades, researchers had been 
continuously combining existing or developing new 
cryptographic primitives to construct efficient e-voting schemes 
that aim to fulfill the desired properties of an ideal voting scheme.     

1.2 Overview 
An e-voting system consists of three main stages: initialization 
stage, voting stage, and counting stage. Each stage may consist of 
more phases depending on the protocol used [4]. 
Initialization stage: Here, the system is set up by the authorities 
who also announce the elections, formulate the question and 
possibilities for an answer, create a list of eligible voters, and so 
on. They generate their public and secret keys, and publish only 
the public values. 
Voting stage: As the name suggests, the voters cast their votes. 
They do so by communicating with authorities through the 
channels they can use, forming a ballot containing their individual 
vote. The ballots are sent to their respective destinations for the 
next stage. 
Counting stage: The authorities use their public and secret 
information to open the ballots and count the votes. Once 
completed and verified, the results of the elections are published. 

2. DESIRED PROPERTIES 
There is no standard set of properties of an ideal voting scheme as 
authors often propose their own definition of this set of properties 
[5]. Also, these properties are required for all forms of voting 
protocols or schemes, be it implemented as e-voting systems or 
traditional paper and ballot voting systems. For simplicity, the 
properties listed are known to be the more common and agreeable 
amongst e-voting researchers [6] [7]: 

2.1 Privacy 
No participant other than the voter can gain any knowledge about 
the voter's vote [8]. In other words, the voter’s identity must be 
anonymous and therefore, untraceable. 
Depending on various examples we can specify privacy to be: 

Perfect Privacy: No coalition of participants (voters or 
authorities), excluding the voter himself, can gain any 
information about the voter's vote. 
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n-Perfect Privacy: No coalition of at most n authorities 
and any number of voters, excluding the voter himself, 
can gain any information about the voter's vote. 

2.2 Receipt Freeness 
Voters must neither be able to obtain nor construct a receipt 
which can prove the content of their vote [9]. This serves to 
prevent voting coercion and vote-selling. 

2.3 Robustness 
Faulty behavior of n-coalition of authorities and/or faulty 
coalition of any number of users can be tolerated. Any cheating 
voter can be detected [4]. The objective here is to minimize 
probability of intrusion or undetected error. 

2.4 Verifiability 
No one can falsify the results of the voting [9]. The accuracy of 
the protocol can help foster public trust. 

Individual Verifiability: Each voter can verify that his 
own vote is correctly included in the final result [4]. 
Universal Verifiability: Anyone can verify that the 
protocol correctly processes and tallies all the valid 
votes. 

2.5 Democracy 
Only eligible voters are allowed to vote; and each voter can cast 
only one vote [9]. 

2.6 Fairness 
No voters can gain any knowledge about a partial tally before the 
official counting process, i.e. counting stage [4]. Gaining 
knowledge of the partial tally could affect the intentions of voters 
who have yet to vote. 

3. PROTOCOLS IN E-VOTING SCHEMES 
It is important to note that the properties seldom complement each 
other and this has often been a major challenge for researchers to 
develop the perfect e-voting scheme. In particular, the biggest 
problem is ensuring eligibility and verifiability without preserving 
the link between the voter and his vote (i.e. making it inaccessible 
to everyone including the authority) and only a few approaches 
are successful in achieving privacy together with eligibility and 
verifiability [4]. In this section, we outline three common 
approaches (based on cryptographic primitives) adopted in e-
voting schemes and compare their performances in achieving the 
required properties [4] [6] [7]. 

3.1 Blind Signature Approach 
E-voting schemes use this form of digital signature in which the 
encrypted content of a message is not decrypted before it is 
signed. The resulting blind signature can be publicly verified 
against the original message in the manner of a regular digital 
signature.  

 
Figure 1: An illustration demonstrating the use of blind 

signature in e-voting 
The voting stage consists of a registration phase and a voting 
phase. 
In the registration phase, (1) the voter encrypts his message 
containing his vote using the authority’s public key and a random 
string known only to the voter and sends the vote to the authority 
for authentication. (2) Upon approval for eligibility the authority 
generates a blind signature from the encrypted message using its 
private key. (3) The blind signature is returned to the voter, 
serving as a unique token granting him the right to vote in the 
next phase. The token cannot be generated by the voter himself 
since the authority’s private key is used and the token for the 
eligible voter is provided only once, thus ensuring democracy. (4) 
The voter then decrypts the blind signature with his random string 
to obtain a fresh signature.  
In the voting phase, (5) the voter submits his ballot containing the 
fresh signature and his vote through an anonymous channel to the 
e-voting database. The fresh signature can be verified by anyone 
using the authority’s public key and so the authority will not 
accept the ballot with an invalid token or with a token that has 
already been used. 
As no one, including the authority, can make any connection 
between the voter and the token or trace the casted ballot back to 
the voter, no one can deduce anything about how the voter voted 
before the publication of the results. Hence, privacy is achieved. 

3.1.1 Evaluation 
While this approach allows for democracy and privacy, it is 
unable to account for abstinence from voting. In other words, 
corrupt authorities may cast their own votes by impersonating the 
absentees. This compromises universal verifiability since 
verification has become meaningless. 

3.2 Homomorphic Encryption Approach 
E-voting schemes involve voters sending encrypted through a 
public channel such as a bulletin board. The unique feature of 
homomorphic encryption enables specific types of computations 
to be carried out on encrypted content in which the result, when 
decrypted, actually matches the result of operations performed on 
the content in plaintext. 

To reduce the chance for corrupt authorities to collude, the 
decryption protocol for the vote can only be achieved by requiring 
a threshold number of authorities to cooperate. For example, if the 
minimum number of authorities needed for decryption is t, any 
groups with fewer than t authorities will not derive any useful 
information. The number is set to be greater than the estimated 
largest probable coalition size of corrupt authorities (a smaller 
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size runs lower risk of detection and tends to be easier to 
coordinate). This strategy is accomplished by either: 

1) Have all the authorities share the private key such 
that messages can be decrypted only with the 
cooperation of at least the threshold number of 
authorities. 
2) Or have the voter allocate a share of his vote (i.e. the 
secret) among all the authorities. The secret can be 
reconstructed only when the sufficient threshold number 
of shares is combined together; individual shares are of 
no use on their own. 

In the counting stage, the encrypted votes are multiplied and 
authorities decrypt the result which will correspond to the sum of 
the votes.  

3.2.1 Evaluation 
Homomorphic encryption offers relatively more security 
properties and e-voting schemes often combine this strategy with 
the bulletin board as a public way to post election data for 
auditing and verifying purposes. Individual verifiability is assured 
by checking a particular hash value or a serial number (i.e. the 
receipt) that the voter received from the ballot itself. 
However, this approach violates receipt freeness because the use 
of a public channel implies that the encrypted vote C is known to 
everyone. If the coercer’s favorite vote conflicts with the voter (W 
versus V), the coercer can force the voter to reveal how W is 
encrypted to C, which is the encryption of V. The only way out 
for the voter is to show the coercer that C looks like the 
encryption of W and this is possible only if deniable encryption is 
used. Unfortunately, a deniable encryption with homomorphic 
property and suitable to threshold cryptographic techniques is not 
yet discovered.  

3.3 Vote Mixing Approach 
The key purpose of this approach maintains the anonymity of the 
voter; while ballot box voters vote in an order, the votes come out 
in a different order as the counting stage commences. Therefore, 
an ordered list of the votes is sent through the network of 
authorities (or servers) and each authority shuffles the list using a 
secret permutation.  
The voter first makes his vote on a randomized candidate list and 
encrypts his ballot with the respective public keys of every 
authority before sending via an anonymous channel. At the end of 
the voting stage, the first authority receives all the messages and 
decrypts its own layer of encryption using its private key. The 
message order is permuted and sent to the next authority. The 
process repeats until the last authority sends the messages to the 
target recipient in charge of tallying the votes. 
Every ballot has a cryptographic value that is used to reconstruct 
the order of the candidate lists (not the voting order) and 
determine the result of the individual ballot.  

3.3.1 Evaluation 
E-voting schemes of this approach allow for the n-perfect privacy 
property. Compromised voting equipment will not be able to 
match a particular vote to a voter. Furthermore, having the vote 
encrypted with multiple keys ensures that no single corrupt 
authority (or malicious server) can discover the voters’ identity. 
This approach, however, only guarantee privacy and fairness. E-
voting schemes may need to employ other approaches such as 

homomorphic encryption to increase the strength of the e-voting 
system.  

4. OTHER VULNERABILITIES 
It is evident that a good e-voting system is one that implements a 
variety of cryptographic primitives (not restricted the three 
approaches introduced earlier) that achieves the most desired 
properties and at the same time further include complementary 
policies to fulfill these properties. 
The challenge in e-voting is not just about the lack of a perfect 
scheme. Proponents of e-voting systems must also address 
software security and reliability issues, undetected intrusions, 
audit trails, deliberate misdirection of the public (by malicious 
parties), etc.  

4.1 A Case Example 
One of the more high profile cases where the e-voting system is 
exploited is the Diebold AccuVote voting system that was 
implemented in the 2004 elections in the US. 
Security analysis conducted by various bodies including academic 
institutions and non-profit organizations exposed numerous 
security vulnerabilities [10]. In this paper, we examine a recent 
vulnerability in the form of remote tampering to the Diebold 
AccuVote voting system discovered by researchers at the 
Department of Energy's Argonne National Laboratory [11]. 
The attack can be done by installing a piece of inexpensive “alien 
electronics” into the machine which grants the attacker access to 
the voting machine from a distance. During the remote tampering, 
the attacker can revote for the previous registered votes, and 
because voters could not inspect the change of the votes, the 
manipulated votes will then be registered in the machine. This 
type of attack is hard to detect and requires no modification, 
reprogramming or even the knowledge of the voting machines 
source code. 

4.1.1 Take Back 
This example demonstrates that an attacker need not find loop 
holes in the e-voting scheme if he can exploit the hardware 
without any security measures. 
Besides safeguarding from malicious code by digitally signing the 
software updates, and verifying the signature of every update 
before the installation, the hardware needs the capability of 
maintaining tampering proofs, such as tampering logs, records or 
counters.  
Regulating physical access control may require a possible 
approach of adding more seals, for example, sealing the voting 
machine’s box, memory card or password loggers. This is to hope 
that we can detect the attack when the seals are broken.  

5. CONCLUSION 

5.1 Recap 
We have introduced the e-voting system as an alternative to 
traditional paper and ballot voting systems and highlighted the 
similarities in terms of their desired properties. We also presented 
a selection of approaches commonly used by e-voting schemes 
and evaluated their individual strengths and limitations. Finally, 
we highlight the importance of security to ensure that various 
properties of the e-voting system are not being compromised.    

71

http://www.anl.gov/�


5.2 Future of E-voting 
E-voting have constantly faced opposition despite its decades-
long history of use. It may appear to better trust counting by hand 
than letting computer programs and micro circuitry decide an 
election outcome, but we often neglect the human error associated 
with vote counting. In most cases, the election results tend to be 
decisive with the winning party leading by 10% of the votes or 
more. However, when it comes to rare occasion where the margin 
of separation is less than 1%, a recount is often required by 
constitution. Unfortunately, recount is never straightforward 
especially if millions of votes are involved. In the 2000 
Presidential Elections in Florida, USA and 2008 Senate Elections 
in Minnesota, USA, the recount process stretches up to weeks and 
months before the results are confirm []. Human error consistently 
leads to different vote tallies and the running parties tend to take 
turns engaging in lengthy legal protests whenever they find 
themselves in the losing position as the recount takes place. 
It is most certain that e-voting continues to face challenges in 
maintaining a secure environment for voters. Yet, it is difficult to 
put a quantifiable measure to say the likelihood of machine 
tampering is more probable than forgery of paper votes. In fact, 
the fact that both systems share the same objectives in the desired 
properties implies that they share similar security and reliability 
issues (for example, the need to reduce the opportunity for corrupt 
parties to manipulate votes). Considering that e-voting systems 
are more efficient in vote counting and less reliant on manpower, 
they have an edge over the paper and ballot in variable cost 
savings and elimination of human error while carrying the same 
security and reliability issues. 
With better software development and more efficient e-voting 
schemes to provide sufficiently formidable barriers and maintain 
the voting system’s integrity, the benefits of e-voting systems will 
far outweigh its risks. 
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