
Explicit Data Structures and Automatic Induction Proofs

Abstract
We first present a specification language for modelling memory ex-
plicitly as an array, and models pointers and data elements uni-
formly as integers, used here as an abstraction of a machine word.
There are three distinguishing features: the use of recursive defi-
nitions, the use of set variables representingexplicit footprintsin
order to implement the concept ofseparation, and finally, the lan-
guage can express thestrongest postconditionof a loop-free pro-
gram. This provides a basis for implementing a Floyd-Hoare-style
program verifier which generates verification conditions for an ex-
ternal theorem prover.

We then present a prover in the form of inference rules that are
systematically applied. We argue that a large class of verification
conditions can thus be automatically proven. The main novelty is
the ability to employ induction hypotheses that areautomatically
generatedin order to reason about the interplay between recursive
definitions, arrays, sets and integers. Finally, recursivedefinitions
are reduced into purely integer formulas, which we can finally
dispense with using a standard system.

1. Introduction
Reasoning about programs which construct and manipulate mu-
table data structures remains an open problem in the sense that
present methods are limited in applicability, and that theydo not
scale well to large programs.

A traditional challenge is how to implement a notion ofclosure,
such as transitive closure. Typically, there is no closed form to de-
scribe a typical class of data structures, for example, the acyclic
singly-linked lists. Therefore, in order to specify that a variable
points to such a structure, one would require an inductive orre-
cursive formulation. Indeed, such a class of data structures is often
called “recursive” in the literature. For example, to provethat a cell
q is reachable from a cellp one would need some formulation of
the reachability closure ofp.

Another traditional challenge concernsaliasing, the problem of
reasoning about two pointers which may, or definitely do not,point
to the same data structure. For example, one specific challenge is
to determine, when a data structure pointed to by one particular
pointer is changed, what the effect is on all other pointers.Some
approaches focus on maintaining non-aliasing information. Thus,
for example, after operations are performed on a data structure
pointed to byp, we may reason that no change has taken place
on the structure of another pointerq. Conversely, there is also need
to consider explicit aliasing information. For example, ifq points
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to the third cell of an acyclic listp, and if a three-step traversal of
p results inr, we would require thatq = r.

The most important challenge of all, however, is to captureab-
stract properties of data structures in such a way that the formal
techniques are in tandem with the intuitive reasoning embodied
in the user program. For example, the recent advance in Separa-
tion Logic [20] provided a succinct way to specify the separation
of “footprints” of data structures, a concept which is frequently
useful. The development of Separation Logic inference rules then
suggested that proving certain verification conditions involved in-
tuitively appealing steps. In our language, we model the notion
of footprint explicitly as a set expression, and will show that this
methodology is as intuitive in both the specification and proving
phases.

This paper comprises two main parts. We first define a language
of array, multiset and integer expressions. The class of integer ex-
pressions includes both array elements and array indices. These ba-
sic formulas can describe basic and detailed properties about muta-
ble heaps and pointers. We then embed this formalism in Constraint
Logic Programming (CLP) so that CLP predicates can be used to
describe recursive properties of data structures. This formulation of
recursion then provides for the specification of basic closure prop-
erties, amongst other properties. Further, because the CLPformal-
ism has a well-understood logical reading, assertion predicates can
be designed to represent abstract properties of data structures. At
the same time, low-level specifications, such as pointer arithmetic
or memory management operations, can be represented by the rich
constraint language.

The second and main part is a proof method which is based on
the standard concept of fold/unfold for recursive definitions. Tra-
ditional approaches perform fold/unfold operations untilthe proof
obligation is either trivial (e.g. a tautology), or it is subsumed by
a previous proof obligation, i.e. a form of “loop-checking”. What
is novel here is the use ofautomatic induction, a method which
permits a dynamically generated but yet unproved obligation to be
assumed truewithin the proof process itself. We thus can obtain
automatic proofs of important classes of properties which tradition-
ally required proofs by induction where the induction hypotheses is
manually provided.

The unfolding process ultimately reduces the proof obligation
to a basic formula or “constraint” that no longer contains recur-
sive predicates. The algorithm then arithmetizes the remaining con-
straints, involving array, multiset and integer constraints, into an
integer formula. Thus, at this point, the remaining proof obligation
can be dispensed with standard constraint solvers.

1.1 Related Work

The use of proof rules for proving properties of user-definedpred-
icates in a CLP-based setting has been widely explored [10, 5, 17,
23]. For example, the “negation as failure” inference in [10] is akin
to our left unfold rule, while the “definite clause inference” step in
[10, 11] is akin to our right-unfold step. In [23], fold/unfold trans-
formations are performed toward the objective of transforming two
programs into syntactically identical ones. These do not explicitly
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use induction hypotheses. Recent work [3] provides a methodfor
proving the equivalence of general CLP programs that makes use
of a coinduction rule. However, all these works do not address the
problem of mutable data structures.

In contrast, our method for reducing recursive definitions is
based on [8] in which the central step is the use of certain existing
proof obligations asinductive hypotheses. This induction-based
method does not require a base case. Therefore the key advantage
is that our method is automatic.

With regard to data structures, the area ofshape analysisadopts
an abstract interpretation-based approach, and is surveyed in [24].
Here the focus is on the accuracy and efficiency trade-off involving
the abstract domain (which is constructed of predicates that define
the “shape” of the data structure), and the fix-point iteration algo-
rithm. As argued in [4], it is rather difficult to construct modular,
interprocedural shape analyses, since after every memory update,
all reachability relations have to be recomputed. Attemptsto intro-
duce local reasoning into shape analysis are presented in [21, 22].
Also, [9] propose an interprocedural shape analysis that represents
each procedure as a rather coarse abstraction of its input-output re-
lation.

Next we mention some other works specialized on reasoning
about data structures in customized ways.

Other approaches to data structure verification include theap-
proaches based ongraph types[13, 18], which is based on Hoare
logic, and PALE [18] verifier can be efficiently run when loop in-
variant is given. The paper [16] presents an algorithm for specifi-
cation and verification of data structure using equality axioms. It
has a support for scalar values as compared to most works on shape
analysis. These works on shape analysis and customized reasoning
about data structures do not model memory explicitly.

A significant advance is Separation Logic [20], an extensionof
Hoare logic for reasoning about programs that use shared mutable
data structures. At its core there are separation constructs that allow
the specification of program properties that hold in separate parts
of the underlying heap. This logic is demonstrated in the context of
user-defined recursive definitions.

A recent work [19] provides some level of automation to Sepa-
ration Logic. They consider a class of pointer operations augmented
with a separation construct, and allows user-defined shape proper-
ties. They employ folding and unfolding rules, whereas we employ
unfolding alone, augmented with a induction rule. They do not con-
sider arrays.

Finally, the advantages of explicit footprints and their amenabil-
ity to automated reasoning is folklore. Some recent works are
[12][25] which deal with footprints of procedures and methods,
but not of recursive data structures. We however will elaborate in
section 3 to focus on our particular context of data structures and
recursive definitions.

2. The Specification Language
2.1 Basic Specifications - Constraints

We consider three kinds of terms: integer, array and multiset terms.
Integer terms are constructed in the usual way, with one addition:
the array element. The latter is defined recursively to be of the form
a[i] wherea is anarray expressionandi an integer term. An array
expression is either an array variable or of the form〈a, i, j〉 wherea
is an array expression andi, j are integer terms. A multiset term
is either a singleton multiset{i} where i is an integer variable,
a multiset variable, or it is constructed from an array “segment”:
a{i.. j} wherea is an array expression andi, j integer variables.

The meaning of an array expression is simply a map from
integers into integers, and the meaning of an array expression

a′ = 〈a, i, j〉 is a map just likea except thata′[i] = j . The meaning
of array elements is governed by the classic McCarthy [15] axioms:

i = k → 〈a, i, j〉[k] = j
i 6= k → 〈a, i, j〉[k] = a[k]

The meaning of a singleton multiset is obvious, and the meaning of
a multiset term of the forma{i.. j} is the multiset of array elements
{a[i],a[i +1], · · · ,a[ j ]}.

A constraintis either an integer equality or inequality, an equa-
tion between array expressions, or amultiset constraint. The latter
is of one of the forms:

• M =M1∪M2

• M1⊗M2⊗·· ·⊗Mn, n≥ 2

The purpose of the first form is clear, to allow the propagation of
equational reasoning between multiset terms constructed naturally
via multiset union. The latter form, which in fact defines a family of
n-ARC constraints⊗, specifies that the multisetsM i ,1≤ i ≤ n, are
disjoint, That is, each element appearing in one multiset does not
appear in the other. As we shall see later, this constraint isspecially
introduced in order to capture the notion ofseparationbetween the
cells of two different data structures.

The meaning of a constraint is defined in the obvious way.
In what follows, we use constraint to mean either an atomic

constraint or a conjunction of constraints. We shall use thesymbol
ψ or Ψ, with or without subscripts, to denote a constraint.

2.2 Recursive Specifications

We present some preliminary definitions about CLP [6]. Anatom
is of the formp(t̃) wherep is a user-defined predicate symbol and
t̃ a tuple of terms, as defined above. Arule is of the formA:-Ψ, B̃
where the atomA is theheadof the rule, and the sequence of atoms
B̃ and constraintΨ constitute thebodyof the rule. Aprogram is a
finite set of rules. Agoalhas exactly the same format as the body of
a rule. A goal that contains only constraints and no atoms is called
final.

A substitutionθ simultaneously replaces each variable in a term
or constrainte into some expression, and we writeeθ to denote the
result. A renamingis a substitution which maps each variable in
the expression into a distinct variable. Agroundingis a substitution
which maps each array, multiset or integer variable into itsintended
universe of discourse: an array, a multiset or an integer. WhereΨ
is a constraint, a grounding ofΨ results intrueor falsein the usual
way.

A groundingθ of an atomp(t̃) is an object of the formp(t̃θ). A
groundingθ of a goalG ≡ (p(t̃),Ψ) is a groundingθ of p(t̃) where
Ψθ is true. We write[[G ]] to denote the set of groundings ofG .

Let G ≡ (B1, · · · ,Bn,Ψ) and P denote a non-final goal and
program respectively. LetR≡ A:-Ψ1,C1, · · · ,Cm denote a rule in
P, written so that none of its variables appear inG . Let the equation
A = B be shorthand for the pairwise equation of the corresponding
arguments ofA and B. A reduct of G using a ruleR, denoted
REDUCT(G ,R), is of the form

(B1, · · · ,Bi−1,C1, · · · ,Cm,Bi+1, · · · ,Bn,Bi = A,Ψ,Ψ1)
provided the constraintBi = A∧Ψ∧Ψ1 is satisfiable.

A derivation sequencefor a goalG 0 is a possibly infinite se-
quence of goalsG 0,G 1, · · · whereG i , i > 0 is a reduct ofG i−1. If
the last goalG n is a final goal, we say that the derivation issuc-
cessful. A derivation treefor a goal is defined in the obvious way.

DEFINITION 1 (Unfold). Given a program P and a goalG ,
UNFOLD(G ) is {G ′|∃R∈ P : G ′ = REDUCT(G ,R)}.

In the formal treatment below , we shall assume, without losing
generality, that goals are written so that atoms contain only distinct
variables as arguments.
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2.3 Assertions in CLP

We describe here the use of constraints and (recursive) predicates
as assertions, i.e. as specifications of program variables at given
program points.

We assume all variables in a user program are integer variables
except one special array variableh, called theheap, representing
the entire memory. We write∗x to denoteh[x], and where there
is an underlying structure for a cell that is pointed to, we write
x→ f to denote the field of the structure pointed to byx (in the
tradition of C). Thus, for example, when dealing with structures for
a binary tree of integers,∗x denotes the value of the node while
x→ le f t andx→ right can be used to denote the values of the cells
pointed to by the left and right fields of the cell pointed to byx.
Thus assuming that the left and right pointers of a structureare
positioned immediately after the value of the structure,x→ le f t
andx→ right are equivalently,∗(x+1) and∗(x+2) respectively.

A basic assertion is expressed directly in CLP as a constraint,
using the original program variable names. A recursive assertion is
one that uses CLP predicates whose arguments may contain some
or all of the original program variable names, in addition tonew
variables. An example of a new variable is a multiset variable which
appears in the predicate but not in the program.

A typical predicate is one which describes a property, say pos-
itiveness, of the elements a singly-linked list, e.g. the following
predicateb says that the elements in the listx are bigger than 999.
Note that we assume that the offset “nxt” here refers to the pointer
field.

biglist(H, X) :- X = 0.
biglist(H, X) :-

X > 0, H[X] > 999, biglist(H, H[X + nxt]).

Such a predicate is a ”one-heap” predicate because it mentions just
one array variableh. Another typical kind of predicate is a ”two-
heap” predicate mentioning two array expressions. This is used to
relate the current heap with the value of the heap at another program
point. For example, the following predicatep can be used to say
that the listx in the current heaph is the same as the listx in another
heaph0 except that all the elements have now been set to zero. One
important point to note here is that the heapsh andh0 areidentical
outside the footprint ofx.

allzero(H, H, X) :- X = 0.
allzero(H0, H, X) :-

X > 0, H[X] = 0, allzero(H0, H, H0[X + nxt]).

Note that in these two definitions, the use of the variables such
ash andh0 are the same as the program variables by coincidence
only. We could have used any other names. However, when these
predicates are used asassertions, it is then important to match
the names of the variables in the predicates with the names ofthe
program variables to which they correspond.

Abbreviation of Predicates

It is almost universal that the variableh is used in predicates (for
it represents the memory) and so we shall omit writingh when
defining predicates, when no confusion is possible. Correspond-
ingly, when we refer to the field of a structure in the context of the
(current) heaph, we shall use the more recognizable syntax men-
tioned above. More precisely, we write∗x to abbreviateh[x], and
instead of writingh[x+1] andh[x+2] to denote the left and right
pointers of a node in a binary tree residing in the heaph, we shall
write x→ le f t and x→ right respectively. Thus for example, we
could rewrite the definition of the predicatebiglist into:

biglist(X) :- X = 0.
biglist(X) :- X > 0, *X > 999, biglist(X→nxt).

Program:
i=0;

〈0〉 while (i<n-1) do
〈1〉 j:=0
〈2〉 while (j < n-1-i) do
〈3〉 if (*(j+1) < *j) then

t:=*(j+1) *(j+1):=*j *j:=t endif
〈4〉 j:=j+1 end
〈5〉 i:=i+1 end 〈6〉

Predicates:
sorted(I, N) :- I = N.
sorted(I, N) :- I < N, *I ≤ *(I+1), sorted(I+1, N).
max(Y, ) :- 0 > Y.
max(Y+1, U) :- 0 ≤ Y+1, *(Y+1) ≤ U, max(Y, U).

Figure 1. Bubble Sort

2.4 An Array Example: Bubblesort

Here we consider array segments and multisets. Consider thebub-
ble sort program and definitions of the predicatesmaxandsortedin
Figure 1. The CLP definition ofsorted(i,n) is a one-heap predicate
that specifies that the sequence of cells∗i,∗(i + 1), · · · ,∗(i + n), if
i < n, is an ordered sequence. The predicatemax(y,u) is true if u is
an upper bound of the values∗(0),∗(1), · · · ,∗y.

We will later exemplify two proofs of the inner loopB (between
〈2〉 and 〈5〉 of the bubble sort program in Figure 1). The “Hoare
triples” are:
{j = 0,0≤ i < n−1,max(n−i−1,n−i),
sorted(h,n−i,n)}

B
{0≤ i < n−1,max(n−i−2,n−i−1),
sorted(h,n−i−1,n)},

(1)

and
{j = 0,0≤ i < n−1,h = h0}

B
{0≤ i < n−1,h0{0 . . .n-1} = h{0 . . .n-1}}

(2)

The condition(1) states that given the array elements fromn-i to
n is sorted beforeB, the execution results in a sorted array from
n-i-1 to n. It also specifies the upper bounds of certain array
segments. The condition(2) states that at the endB’s execution,
the values in the array is a permutation of the original array. We
note here that equality between array segments above is the multiset
equality, that is, the equality holds iff the multiset of theelements of
the lhs array segment is the same as those of the rhs array segment.

2.5 An List Example: Reverse

The CLP program forreverse(h1,h2, i1, i2, j) in Figure 2 describes
a two-heap predicate. It states that the linked list in heaph1 starting
with i1 up to but not includingi2 is the reverse of that of the null-
terminated list in the heaph2 which starts from cellj . The array
updates in the specification are used to specify that the listj2 is an
update of the listh1, hence the reverse operation isin-situ. Just as
importantly, note that the predicate also says that the two heaps are
identical for addresses outside the list in question.

The CLP program foralist(h, l ,s) defines an acyclic list whose
set of node addresses iss.

3. Separation and Explicit Footprints
Recent work on verification of programs with shared mutable data
structures [20] introduced the concept ofSeparation Logicas a
means to simplify the reasoning process and make program cor-
rectness proofs less tedious. The separating connectives provide el-
egant and concise means of specifying that a set of data structures
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Program:
{alist(h0, i0,m0)}
j:=0

〈0〉 while (i>0) do
〈1〉 k,[i+1],j:=[i+1],j,i

i:=k end 〈2〉
{reverse(h0,h, i0,0,j),alist(h,j,m0)}

Predicates:

rev(H, H, I, I, 0).
rev(H1, 〈H2, J+1, New〉, I, Old, J) :-

H2[J+1] = Old, rev(H1, H2, I, J, New).
alist(H, L, {}).
alist(H, L, S ∪ {L, L+1}) :-

L > 0, {L, L+1} ⊗ S, alist(H, H[L+1], S).

Figure 2. List Reverse

are not shared, or that the elements of a data structure are not reach-
able from within another data structure.

The general idea is that heap predicatesΨi may be combined,
in pairs or in a tuple, in the formΨ1 ⋆ Ψ2 ⋆ · · · ⋆ Ψn, n ≥ 2 by
a separationoperator⋆. The interpretation of a heap predicate is
just a heap in which the predicate is true. The interpretation of
Ψ1⋆Ψ2⋆ · · ·⋆Ψn is a heap which can be decomposed inton disjoint
heapsHi in which Ψi holds, 2≤ i ≤ n.

Some important advantages of Separation Logic are:

• Succinctness
The separation operator⋆ concisely specifies that given formu-
las hold and simultaneously, that their ”footprints” are disjoint.

• Ease of Proof
Separation Logic formulas, when applied to by a generator
of verification conditions, produces entailment formulas whose
proof depends on steps that are intuitive.

• Modularity
There is a key rule, the ”Frame Rule”, allowing the preservation
of a property across a program fragment provided that the prop-
erty’s footprint is disjoint from that of the program fragment.

We now demonstrate our language, focusing on these aspects,in
order to compare with Separation Logic.

3.1 Succinctness

In Separation Logic, the expressionΨ ⋆ Φ states not only that the
formulasΨ andΦ hold, but that they hold in separate heaps, that
is, in separate parts of overall memory. Using an explicit modelling
of memory, it is folklore that to achieve this, one would have
to specify that each relevant heap location in one formula isnot
equal toall the relevant heap locations in the other formula. This
if the two formulas describe two lists of lengthn, the explicit
specification would involveO(n2) disequalities. This is exemplified
by using a recursive definition as follows, which unrolls into O(n2)
invocations of the formulax 6= y:

list(0).
list(X) :- X > 0, list(X→nxt).
separate list(0, Y).
separate list(X, Y) :-

X > 0, X != Y, list(X→nxt),
separate list(X→nxt, Y).

However, in our framework, we achieve the specification of sepa-
ration by first creating an assertion predicatepi which defines the
heap predicateΨi , and explicitly mentions its heap locations as a

multiset1 variableM i. We shall informally callM i the footprint of
the predicate. Then, we simply add the constraint
M1⊗M2⊗·· ·⊗Mn

For the example immediately above, our proposed encoding ofsep-
aration would be to use a set variable associated with the recursive
definition of a list:

list(0, {}).
list(X, {X} ∪ S) :- X > 0, list(X→nxt, S).

so that the separation of two lists, saylist(x1, S1) andlist(x1,
S2), can be simply specified by the (non-recursive) formulaS1⊗S2.

3.2 Ease of Proof

We next deal with the more important aspect of whether theproof
processof formulas (arising from the generation of verification
conditions) is in fact simplified by this encoding using set vari-
ables. Here we revisit the canonical “reverse” example in [20]. The
program is displayed in Figure 2. Let us examine the proof of the
loop invariant, summarized as follows. Note that the symbol⋆ de-
notes the separation operator in Separation Logic,α andβ denote
sequences and the notationαR denotes the reverse sequenceα.

list a.α(i,nil)⋆ list β( j ,nil),αR
0 = (a.α)R.β

i 7→ a,k⋆ list α(k,nil)⋆ list β( j ,nil),αR
0 = (a.α)R.β

i 7→ a,k⋆ list α(k,nil)⋆ list β( j ,nil),αR
0 = (a.α)R.β

i 7→ a, j ⋆ list α(k,nil)⋆ list β( j ,nil),αR
0 = (a.α)R.β

list α(k,nil)⋆ list a.β(i,nil),αR
0 = (a.α)R.β

The key steps in this proof in fact reasons as follows:

• If l is a list, then its headh and tailt are separate, i.e.h⋆ t holds.

• If l and l2 are separate lists, then the headh of l may be
appended tol2 form a new list, i.e.list h.l2 holds.

In our framework, this step essentially translates into thestraight-
forward proof of the following, where the predicatelist has been
defined above:

list(i,s), j→nxt = i, j ⊗s |= list( j , )

Note that in this example, it was not proven that the reversaltook
place in-situ. That is, there was no specification about how the final
heap relates to the initial heap. In contrast, we proved boththese
properties in the example on Figure 2 above.

3.3 A Frame Rule for Modular Reasoning

Perhaps the main strength of Separation Logic is that it facilitates
modular or compositional reasoning. This is realized in theform of
a frame rule:

{Ψ} P {Φ}

{Ψ⋆ψ} P {Φ⋆ψ}
where no occurrence of a variable free inψ is modified by the pro-
gram fragmentP. This allows a (previously established) proof that
the footprint of the programP is contained in the heap indicated by
Ψ to infer that any property separated fromΨ remains unchanged
by P.

In our framework, the notion of separation is notbuilt-in,
but ratheruser-definedin the form of set variables, representing,
amongst other things, sets of memory addresses. Thus, in order to
use a frame rule (whether in a manual or automated setting), it is
necessary to first verify that the relevant set variable in fact behaves
like a footprint.

This is tantamount to proving a Hoare triple of the form:

{p(x,s), y⊗s} ∗y := e {p(x,s)}

1 In this paper, we use set and multiset synonymously.
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which in turn means to prove a formula of the form:

p(h,x,s),y⊗s |= p(〈h,y,e〉,x,s) (1)

where p is the predicate of interest,h and 〈h,y,e〉 denote respec-
tively the heap immediately before and after the assignment, ande
is any expression. Thus the formula (1) says that the property p wrt
the ”handle”x is unaffected by the assignment to the heap location
y. We now informally show, assuming a ”typical” formulation of p,
that the proof can easily be done automatically. Later sections of
the paper makes provides for the formal proof.

A most typical formulation ofp is a tail-recursive specification
of a list, say that all its elements are zero:

p(H, 0, {}).
p(H, X, {X} ∪ S) :- H[X] = 0, p(H, H[X+1], S).

Returning to formula (1), let us ”unfold” the definition ofp on the
lhs, and obtain two subobligations corresponding to each ofthe two
rules definingp. The first case, using the first rule forp, results in:

x = 0, s= {}, y⊗s |= p(〈h,y,e〉,x,s) (2)

and this is straightforward because both the predicatesp(h,x,s)
and p(〈h,y,e〉,x,s) reduce totrue in the contextx = 0,s = {}.
The second case, obtained from unfolding using the recursive rule
definingp, results in:

h[x] = 0, p(h,h[x+1], s−{x}), y⊗s |=
p(〈h,y,e〉,h[x+1],s−{x}) (3)

Now the crucial step: we note that the lhs contains an instance of
(1), and replacing this instance with the rhs of (1), we get

∗x = 0, p(〈h,y,e〉,h[x+1], s−{x}),y⊗s |=
p(〈h,y,e〉,h[x+1],s−{x}) (4)

This is an example of a step we call ”induction application”,which
is formalized later. Intuitively, what we have done is simply to as-
sumethat the original proof obligation (1) is true when we are try-
ing to prove antecedents of the obligation. We do not use explicitly
resort to any notion of a level of induction, an induction hypoth-
esis, nor a base case. Instead, the consideration of a base case is
inheritedfrom the definition of the predicate.

The proof of (4) is obvious and we are done.
We have just described how the proof system can be used to

“certify” that the use of the distinguished multiset variable s in
the definition ofp indeed corresponds tos being a footprint ofp.
We did this by proving that the definition ofp(h,x,s) is such that
when the heaph is changed at a location outsides, the property
p continues to hold. Since it is almost always the case that the
predicate definition is such that the multiset variable isfaithful to
the definition, it is very useful to perform such certification offline.
We show concretely how we use these certifications in theFLATTEN
rule in Section 5 later.

In order to use such a certified predicate with program frag-
ments in a modular way, we also need tocertify the program. The
process here is essentially an extension of the proof of (1) above.
The idea is to attach, given a programP, an assertion just before
each assignment inP. More precisely, at every assignment∗y = e
in P, the assertion states thaty is disjoint from the set variable in
question. For example, if the predicate of interest werep(x,s), the
assertion required just before an assignment of the form∗y = e
would bey⊗ s. The proof process then disposes of the proof of
the entire program in the usual way. We omit the details in this in-
formal section. In the next section, we formalize the generation of
verification conditions from an annotated program. If the annotated
program were proved, we may then say that the programP has been
certified to have the footprintaway from s.

We can now state our Frame Rule as follows. LetPbe a program
with certified footprints and p a predicate with certified footprint
s2. Then the following Hoare triple holds.

{p(x,s2)} P {p(x,s2)}

Note that this rule is not formally required in our proof system
(since its result can directly be proven from first principles). How-
ever, it can be useful for compositional reasoning in both anauto-
mated as well as well as a manual setting. In fact, we use this in our
algorithm, detailed in section 5.4.

3.4 Explicit Footprints go beyond Separation

We conclude this section by exemplifying the use of set variables
beyond that of specifying footprints. Rather, we show here,that
a multiset variable can usefully specify subsets of a footprint.
Consider for example the specification of a list of integers and the
sum of these integers which are positive:

sumpos(0, 0, {}).
sumpos(X, Sum, S) :-

*X ≤ 0, sumpos(X→nxt, Sum, S).
sumpos(X, Sum + *X, S ∪ {X}) :-

*X > 0, sumpos(X→nxt, Sum, S).

Now suppose we assign addressy with the value 0. Clearly
the predicatesumpos(x,sum,s) continues to hold, regardless of
whethery is an address within the listx, or not. That is, we can
prove both

{sumpos(l ,s,sum),y⊗s} ∗y = 0 {sumpos(l ,s,sum)}
{sumpos(l ,s,sum),∗y < 0} ∗y = 0 {sumpos(l ,s,sum)}

although the proof in each case is different. We omit furtherdetails.
In summary for this subsection: because our multisets are not

built-in to represent footprints, this provides for their use with
arbitrary flexibility. The subsequent dispensing of the verification
conditions that arise then is entrusted to the general inference rules
presented in this paper.

4. Generation of Verification Conditions
In this brief section, we provide an algorithm for the generation
of verification conditions given an annotated program. In the usual
Floyd-Hoare tradition, it essentially suffices to have a rule for the
assignment statement. We note that in contrast, SeparationLogic
does not provide such an algorithm2.

Define a functionpost representing thestrongest postcondition
of an assignment statement as follows. Letx′ denote a fresh collec-
tion of variables representing the program variables.

post(Ψ,x = e)
def
= x = e[x/x′],Ψ[x/x′]

post(Ψ,∗x = e)
def
= h = 〈h′,x,e〉,Ψ[h/h′]

Extending the functionpost to if-statements is obvious:

post(Ψ, i f (b) s1 else s2)
def
= post(Ψ∧b,s1)∨ post(Ψ∧¬b,s2)

Finally we deal with loops: assuming that each loop is provided
with a loop invariantI , we have:

post(Ψ,while b do s)
def
= I ∧¬b

where there is a side condition:{I ∧ b} s {I }. We note that the
function post, now including the consideration of loops, does not
necessarily compute the strongest postcondition. It does,however,
compute the strongest postcondition wrt the invariantI .

2 See eg: [1] which provide an algorithm for a subset of Separation Logic.
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Figure 3. Informal Structure of Proof Process

Note that the generation process is nowcompletein the sense of
Cook [2].

Finally, the verification process is now simply stated: in order
to prove the Hoare triple{Ψ}P{Φ}, we prove the verification
conditionpost(Ψ,P) |= Φ, and all side conditions (which in general
will generate more verification conditions).

5. Proof of Verification Conditions
In this key section, we consider proof obligations of the form
G |= H whereG andH are CLP goals andvar(H ) ⊆ var(G ).
The validity of this formula expresses the fact thatH θ succeeds
w.r.t. the CLP program at hand wheneverG θ succeeds, for any
groundingθ of G . They are the central concept of our proof system,
by being expressive enough to capture interesting properties of data
structures, and yet amenable to automatic proof process.

The general idea is to reduce the proof obligation into one that
can be proven by using the constraint solver alone. Essentially, this
involves removing all occurrences of assertion predicatesin the
obligation. In general, however, this method is not always appli-
cable to the obligation at hand. That is, upon predicate removal, the
constraint proof fails. Then it is necessary to reduce the obligation
to another obligation upon which the constraint proof can beat-
tempted again. This reduction process, which constitutes asearch
process, is based on a standard notion of unfolding the definitions
of assertion predicates contained in the obligation.

5.1 Unfolding Recursive Assertions

Intuitively, we proceed as follows: unfoldG completely a finite
number of steps in order to obtain a “frontier” containing the goals
G1, . . . ,Gn. Then unfoldH , but this time not necessarily com-
pletely, that is, not necessarily obtainingall the reducts each time,
obtain goalsH 1, . . . ,Hm. This situation is depicted in Figure 3.
Then, the proof holds if

G1∨ . . .∨Gn |= H1∨ . . .∨Hm

or alternatively,Gi |= H1∨ . . .∨Hm for all 1≤ i ≤ n. This follows
easily from the fact thatG |= G1 ∨ . . .∨ Gn, andH j |= H for all
j such that 1≤ j ≤ m. More specifically, but with some loss of
generality, the proof holds if

∀i : 1≤ i ≤ n,∃ j : 1≤ j ≤ m : Gi |= H j

and for this reason, ourproof obligationshall be defined below to
be simply a pair of goals, writtenGi |= H j .

5.2 Proof Rules

We now present a formal calculus for the proof ofG |= H . To han-
dle the possibly infinite unfoldings ofG andH , we shall depend
on the use of a key concept:induction. Proof by induction allows
us to assume the truth of apreviousobligation.

The proof process starts with a set of proof obligations and
attempts to discharge them one by one (although at times the set
may in fact become larger).

DEFINITION 2 (Proof Obligation).A proof obligation is of the
form Ã ⊢ G |= H where theG and H are goals andÃ is a set
of assumptiongoals.

The role of proof obligations is to capture the state of a proof.
The setÃ contains goals whose truth can be assumed inductively to
discharge the proof obligation at hand.

Our proof rules3 are presented in Figure 4. The⊎ symbol
represents the disjoint union of two sets, and emphasizes the fact
that in an expression of the formA⊎B, we have thatA∩B= /0. Each
rule operates on the (possibly empty) set of proof obligationsΠ, by
selecting one of its proof obligations and attempting to discharge
it. In this process, new proof obligations may be produced.

The left unfold with induction hypothesis(LU+IH) is key rule.
It performs a complete unfold on the lhs of a proof obligation,
producing a new set of proof obligations. The original assertion,
while removed fromΠ, is added as an assumption to every newly
produced proof obligation, opening the door to using induction in
the proof.

The ruleright unfold (RU) performs an unfold operation on the
rhs of a proof obligation. In general, the two unfold rules will be
systematically interleaved. The resulting proof obligations are then
discharged either inductively or directly, using theIA andCP rules,
respectively.

The rule induction application(IA ) transforms an obligation
by using an assumption, and thus opens the door to discharging
that obligation via the direct proof (CP) rule. Since assumptions
can only be created using theLU+IH rule, theIA rule realizes the
coinduction principle. The underlying principle behind the (IA )
rule is that a ”similar” assertionG ′ |= H ′ has been previously
encountered in the proof process, and assumed as true4.

Note that this test for coinduction applicability is itselfof the
form G |= H . However, the important point here is that this test
can only be carried out using constraints, in the manner prescribed
for the CP rule described below. In other words, this test does not
use the definitions of assertion predicates.

Finally, the ruleconstraint proof(CP), when used repeatedly,
discharges a proof obligation by reducing it to a form which con-
tains no assertion predicates. Note that one application ofthis re-
moves one occurrence of a predicatep(ỹ) appearing in the rhs of
an obligation. Once a proof obligation has no predicate in the rhs,
a constraint proof may be attempted by simply removing any pred-
icates in the corresponding lhs. We do not discuss an algorithm for
such direct proofs; instead we resort to standard methods, eg [14].

Given a proof obligationG |= H , a proof shall start withΠ =
{Ã ⊢ G |= H }, and proceed by repeatedly applying the rules in
Figure 4 to it. The conditions in which a proof can be completed
are stated in the following theorem.

THEOREM1 (Soundness of Unfolding).A proof obligationG |=
H holds if, starting with the proof obligation/0 ⊢ G |= H , there
exists a sequence of applications of proof rules that results in
proof obligationsÃ ⊢ G ′ |= H ′ such that (a)H ′ contains only
constraints, and (b)G ′ |= H ′ can be discharged by the constraint
solver.

3 We place the obligation on top, and its reduced form at the bottom.
4 In fact, the repeating pattern corresponds to a loop in the original program-
ming language, andH acts as an invariant.
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(LU+IH)
Π⊎{Ã⊢ G |= H }

Π ∪
Sn

i=1{Ã∪{G |= H } ⊢ G i |= H }

UNFOLD(G ) =
{G1, . . . ,Gn}

(RU)
Π⊎{Ã⊢ G |= H }

Π∪
S

1≤i≤k{Ã⊢ G |= H ′
}
H ′

∈ UNFOLD(H )

(IA )
Π⊎{Ã⊢ G |= H }

Π∪{Ã ⊢ H ′θ |= H }

G ′ |= H ′
∈ Ã and there

exists a substitutionθ s.t.
G |= G ′θ

(CP)
Π⊎{Ã ⊢ G ∧ p(x̃) |= H ∧ p(ỹ)}

Π⊎{Ã⊢ G |= H ∧ x̃ = ỹ}

Figure 4. General Proof Rules

5.3 Automatic Induction

Here we elaborate on the keyLU+IH rule, and exemplify the auto-
matic proof of an inductive property. As mentioned above, a stan-
dard approach to disposing of entailments of recursively defined
predicates is a process of folding/unfolding until the proof obliga-
tion becomes trivial. This means that the proof obligation becomes
a tautology, or it is subsumed by a previous proof obligation. We
call the latter situation a “loop”.

This process is akin to a process of computing a transitive
closure. It is also akin to the proof of equations defined by term-
rewriting systems, where the folding/unfolding serves to arrive at a
normal formso that equality reduces to the problem of having the
same normal form5.

In contrast, our left unfold rule automatically tables the parent
goal as an induction hypothesis, which can be used in the scope of
the subsequent proof process. We consider with a classic example:

fib(0, 0).
fib(1, 1).
fib(X, Y1+Y2) :-

X >= 2, fib(X - 1, Y1), fib(X - 2, Y2).

and outline a proof off ib(x,y) |= x≤ y. Consider just the recursive
rule above (the other two cases are straightforward) and unfold the
formula into:

x≥ 2, f ib(x−1,y1), f ib(x−2,y2) |= x≤ y (5)

At this point, the original obligation istabledas an induction hy-
pothesis. Next, we canapply this hypothesis to reduce the expres-
sion f ib(x−1,y1) in (5) into x−1≤ y1. Similarly doing this with
the other expression in (5) results in

x≥ 2, x−1≤ y1, x−2≤ y2 |= x≤ y

which clearly can be finally dispensed with by a standard theorem-
prover.

Note that we have not explicitly used an induction hypothesis
nor a base case, and hence the automation. As mentioned above,
the consideration of a base case isinherited from the definition
of the predicate. In this example, had the two base cases of the
fib predicate been missing, the proof obligation (5) would still be
provable. Of course, since the definition offib is vacuous, this
proof is hardly interesting.

There are some subtle points over this seemingly trivial useof
induction. Consider another example:

double(0, 0).
double(X+1, Y+2) :- double(X, Y).

5 Strictly speaking, we also require that the system isconfluent.

We can provedouble(x,y) |= y = 2x in much the same way as we
proved thef ib formula above. However, we cannotprovey= 2x |=
double(x,y). Technically, this is because the use of induction is
preconditioned by a previous use of the left-unfold rule. Infact,
a standard approach to conducting the proof here would involve
well-founded induction, and thus be harder to automate.

We conclude this subsection with a final example showing the
use of induction on a programming example. Imagine a loop in
which the elements of a list are being assigned to zero. The predi-
catezlistseg(x,y,s), stating that the list starting atx and ending at
y contains only zero elements, is naturally suited as a loop invari-
ant. However, it is more natural to use the simpler predicatezlist to
define simply a list of all zero elements.

zlistseg(X, Y, {X}) :- X = Y, *X = 0.
zlistseg(X, Y, {X} ∪ S) :-

X != Y, *X = 0, X ⊗ S, zlistseg(X→nxt, Y, S).

zlist(0, {}).
zlist(X, {X} ∪ S) :-

X > 0, *X = 0, zlist(X→nxt, S).

Thus a verification condition that arises is of the form
zlistseg(x,y,s),y→nxt = 0 |= zlist(x,s). However, as with thef ib
example above, we cannot prove this example by a simple process
of folding/unfolding (using loop-checking), but can do so with the
use of our induction rule. We omit the details.

5.4 A Systematic Strategy for Applying Rules

We now describe a systematic strategy for applying certain rules
in order to dispense a proof obligationG |= H mechanically. In
Figure 5, the functionconsproof performs basic constraint solving
as prescribed by theCP rule in Figure 4. It acts as the base case of
our recursive algorithm.

Note that the algorithm is nondeterministic because of achoose
construct. The first and outermost one chooses one strategy out
of three. The second chooses one of the reducts ofH . Overall
termination, which is not guaranteed, is obtained when one proof
is found. Clearly this nondeterminism is the main challenge, for
it can produce a large search tree of proof obligations. However,
recursive definitions are typically small (they are intended to be
undertstandable specifications, not programs). We demonstrate the
algorithm later in section 6.

The main features of the algorithm are

• a MONOCUT rule to select just one of several atoms in the lhsG

• a MONOSPLIT rule for disposing each atom in the rhsH in
sequence

• tabling onlymonogoalsas induction hypothesis, and

• flattening array expressions within certified predicates.

We begin with the rules:

(MONOCUT)
Π⊎{Ã ⊢ g,G |= H }

Π∪{Ã ⊢ g |= H }
whereg is a monogoal

(MONOSPLIT)
Π⊎{Ã⊢ G |= h,H }

Π∪{Ã ⊢ G & θ |= H }
Ã⊢ G &θ |= h

The first ruleMONOCUT is key: it chooses exactly one atom on the
lhs G in order to attempt the proof. This is a specialized version
of what is commonly known as a “cut” rule, and is clearly not
completely general. Cut rules have the problem of automation, for
it is not always clear in what way to generalize the hypothesis goal
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G . Our formulation solves this problem, and so it provides a basis
for a tractable algorithm.

The important thing is that this particular rule, in conjunction
with the other steps of the algorithm, is sufficient for a large class
of proof obligations, including all the examples in this paper. The
general intuition behind this sufficiency is that it worksin tandem
with the right unfold rule (which reduces one atom on the rhs
into possibly several atoms) and theMONOSPLIT rule which in
turn focuses on each of these atoms individually. Ultimately, the
resulting monogoals, goals which contain at most one atom, can
typically be proven by induction.

The second rule (MONOSPLIT) simply breaks the problem down
by proving one atomh in the rhs at a time. Upon each application
of this rule, a “binding”θ indicating values for existential variables
(not appearing inG ) that the constructive proof process produced.
When this rule is used in conjunction with the (MONOCUT) rule,
the prover, after a search process, has ultimately to deal with proof
obligations of monogoals, ie: goals with at most one atom.

These two rules, in turn, means that the theLU+IH rule, which
tables new induction hypotheses on-the-fly, to monogoals. This
is important because the application of induction requiresa test
that a proposed goal is an instance of some induction hypothesis.
With general goals, this raises a combinatorial problem of choosing
which atoms in the proof obligation match the atoms in the induc-
tion hypothesis. In short, the tabling of monogoals is a major factor
toward tractable implementation.

The last, but not least, main feature of the algorithm is to use
certifiedpredicates in order to reduce or flatten array expressions
appearing in the predicate. Recall that in subsection 3.3, we de-
scribed how a definition of a predicatep with a distinguished set
variables can be certified in the sense thats is proved to be a faith-
ful footprint of p. That is, we (in an initial and separate phase)
prove that the definition ofp(h,x,s) is such that when the heaph
is changed at a location outsides, the propertyp continues to hold.
We then sayp(h,x,s) is certified wrt toh ands. We also indicated
in subsection 3.3 that such a certification proof can be done using
induction. We exemplify this more precisely below.

Now, our algorithm will perform simplification of expressions
in the proof obligationG |= H by using the following rule, whose
informal syntax simply means toflatten any array expression
〈h, i, j〉 appearing in a context such asp(〈h, i, j〉,x,s) into p(h,x,s)
whenever it is established thati⊗s

(FLATTEN)
Π⊎{Ã⊢ ·· · p(〈h, i, j〉,x,s) · · ·}

Π∪{Ã⊢ ·· · p(h,x,s) · · ·}

p(h,x,s) certified for
h,s and i⊗s

Recall the main algorithm in Figure 5. We finally remark that side
condition for applying induction uses theconsproof function, ie
a constraint solver. It is in fact possible to generalize theside
condition by a (recursive) use of thesolveprocess itself (with an
empty set of induction hypothesis as a base). This would clearly
make the search space larger. We have chosen the simpler use at
this time because it is sufficient for all of the examples we have
investigated.

5.5 Examples of Proofs

Bubble Sort

The program has two loops. Here we shall just prove that the inner
loop satisfies a particular input-output relation. The following proof
obligation states the correctness of the symbolic execution exiting
the inner loop:

solve(G |= H , I ) returns θ

let G = Ψ,g1, · · · ,gm and H = Φ,h1, · · · ,hn

foreach i = 0 to n
foreach j = 1 to m

if (i = 0) h = Φ; θ = consproof(Ψ,h))
else h = hi; θ = consproof((Ψ,gj ),h))
if θ return θ
choose
(induction)

suppose G ′ |= h′ ∈ I and β = consproof(G ′,gj)
if (θ = solve(h′β |= h,I ) continue
else return ⊥

(right unfold)
chooseone reduct h′ of h
if (i > 0 & θ = solve(gj |= h′,I ) continue
else return ⊥

(left unfold)
forall reduct g′ of gj

if (θ = solve(g′ |= h,I ∪{G |= H }) continue
else return ⊥

endchoose
endfor
G := G & θ

endfor
if (θ = solve(G |= Φ, I ) return θ else return ⊥

Figure 5. The Algorithm

i f = i,nf = n,0≤ i f < nf −1,
max(nf − i f −2,∗(nf − i f −1)),
sorted(nf − i f −1,nf −1) |=

i f = i,nf = n,sorted(nf − i f −2,nf −1).

(S.1)

We now perform one left unfold onmax, and one right unfold on
sortedso that we obtain

i f = i,nf = n,0≤ i f < nf −1,
0≤ nf − i f −2,∗(nf − i f −2) ≤ ∗(nf − i f −1),
max(nf − i f −3,∗(nf − i f −1)),
sorted(nf − i f −1,nf −1) |=

i f = i,nf = n,nf − i f −2 < nf −1,
∗ (nf − i f −2) ≤ ∗(nf − i f −1),
sorted(nf − i f −1,nf −1)

(S.2)

Next we replace both array references∗(nf − i f − 2) and∗(nf −
i f −1) with simple integer variables.

Now the proof obligation contains only integer constraints, and
its validity is easy to verify.

Reverse

Consider the list reverse example in Figure 2. Note that the defini-
tion of reverse, corresponds to an “in-situ” property of the reverse
function. In particular, the memory region occupied by the list is
unchanged.

In what follows we present one particular path that the algorithm
in Figure 5 would traverse, and succeed.

We prove the loop invariantΨ ≡ ∃t,u.reverse(h0,h, i0,i,j),
alist(h,j,t), alist(h,i,u). which amounts to proving:establishing
the following obligation:

reverse(h0,h, i0, i, j),alist(h, j,t),alist(h, i,u),
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,〈h, i +1, j〉, i0,h[i +1], i),
alist(〈h, i +1, j〉, i,?t ′),
alist(〈h, i +1, j〉,h[i +1],?u′ ),
?t ′⊗?u′,?t ′∪?u′ = s

(R.1)
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First left unfold the atomalist(h, i,u) in the lhs resulting in two
obligations which must be proved separately. One of them is:

reverse(h0,h, i0, i, j),alist(h, j,t),alist(h,h[i +1],u1),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,〈h, i +1, j〉, i0,h[i +1], i),
alist(〈h, i +1, j〉, i,?t ′),
alist(〈h, i +1, j〉,h[i +1],?u′ ),
?t ′⊗?u′,?t ′∪?u′ = s

(R.2b)

Perform a right unfolding step on the rhs atomreverseresults in:

reverse(h0,h, i0, i, j),alist(h, j,t),alist(h,h[i +1],u1),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,h, i0, i, j),
alist(〈h, i +1, j〉, i,?t ′),
alist(〈h, i +1, j〉,h[i +1],?u′ ),
?t ′⊗?u′,?t ′∪?u′ = s

(R.3)

Another right unfolding step on the first occurrence of thealist
predicate on the rhs results in the following:

reverse(h0,h, i0, i, j),alist(h, j,t),alist(h,h[i +1],u1),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,h, i0, i, j),
alist(〈h, i +1, j〉,〈h, i +1, j〉[i +1],?t1),
alist(〈h, i +1, j〉,h[i +1],?u′ ),
i > 0, i ∈?t,?t =?t1∪{i, i +1},{i, i +1}⊗?t1 ,
?t ′⊗?u′,?t ′∪?u′ = s

(R.4)

We now proceed to remove predicates reducing the problem to a
constraint proof.

At this point, we will apply theFLATTEN rule using the certifi-
cation (which we prove separately below) that:

alist(h, j ,s),{i}⊗s |= alist(〈h, i,e〉, j ,s) (L.1)

Flattening the rhs ofR.3 results in the following:

reverse(h0,h, i0, i, j),alist(h, j,t),alist(h,h[i +1],u1),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,h, i0, i, j),
alist(h,〈h, i +1, j〉[i +1],?t1),{i +1}⊗?t1,
alist(h,h[i +1],?u′ ),{i +1}⊗?u′ ,
i > 0, i ∈?t,?t =?t1∪{i, i +1},{i, i +1}⊗?t1 ,
?t ′⊗?u′,?t ′∪?u′ = s

(R.3)

The algorithm then proves each rhs atoms by matching it with a
lhs atom (by theMONOSPLIT rule). Firstly we deal with the three
atoms in the rhs, and lastly, deal the constraints in the rhs.Note that
the last step here requires only constraint solving.

reverse(h0,h, i0, i, j), i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

reverse(h0,h, i0, i, j)
(R.3a)

alist(h, j,t),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

alist(h,〈h, i +1, j〉[i +1],?t1)

(R.3b)

alist(h,h[i +1],u1),
i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

alist(h,h[i +1],?u′ )

(R.3c)

i > 0,u = u1∪{i, i +1},{i, i +1}⊗u1 ,
t ⊗u,s= t ∪u, i > 0 |=

{i +1}⊗?t1,{i +1}⊗?u′ ,
i > 0, i ∈?t,?t =?t1∪{i, i +1},{i, i +1}⊗?t1 ,
?t ′⊗?u′,?t ′∪?u′ = s

(R.3d)

Each of the above obligations can be established by reasoning on
the constraints. The proof ofR.3a does not produce any binding
on the existentially-quantified variables in the rhs. The proof of
R.3b andR.3c, however produces some bindings that are ultimately
passed on for further use.

Certifying alist

We finally demonstrate the proof ofL.1., thus certifying the predi-
catealist and justifying the use of flattenning above. For this proof,
left unfolding is performed on the only atom resulting in twoobli-
gations:

j = 0,s= {},{i}⊗s |= alist(〈h, i,e〉, j ,s) (L.2a)
alist(h,h[ j +1],t),s= t ∪{ j},t ⊗{ j},{i}⊗s |=
alist(〈h, i,e〉, j ,s) (L.2b)

OnL.2a the algorithm performs right unfolding resulting in

j = 0,s= {},{i}⊗s |= j = 0,s= {} (L.3)

which holds by constraint reasoning. Similarly, the algorithm per-
forms right unfolding onL.2b resulting in the following obligation:

alist(h,h[ j +1],t),s= t ∪{ j},t ⊗{ j},{i}⊗s |=
alist(〈h, i,e〉,〈h, i,e〉[ j +1],?t ′),s=?t ′ ∪{ j},?t ′⊗{ j} (L.4)

On this the algorithm performs induction step usingL.1 as hypoth-
esis resulting in the following obligation:

alist(〈h, i,e〉,h[ j +1],t),s= t ∪{ j},t ⊗{ j},{i}⊗s |=
alist(〈h, i,e〉,〈h, i,e〉[ j +1],?t ′),s=?t ′ ∪{ j},?t ′⊗{ j} (L.5)

Since{i}⊗{ j} is implied by the lhs, we can simplify the rhs ex-
pression〈h, i,e〉[ j +1] into h[ j +1]. By also matching the existen-
tial variablet ′ in the rhs with the variablet, we get the following
obligation, which can be discharged by constraint reasoning.

alist(〈h, i,e〉,h[ j +1],t),s= t ∪{ j},t ⊗{ j},{i}⊗s |=
alist(〈h, i,e〉,h[ j +1],t),s= t ∪{ j},t ⊗{ j} (L.6)

6. Experiments
We implemented our algorithm using the CLP(R ) programming
language [7], and present some results for various example prob-
lems in Table 1. We chose a couple of number theoretic functions
fib and idempotent, as well as a number of classic programs deal-
ing with list reseting, list reverse, array bubblesort and AVL tree
rebalancing.

The “Obligations” column displays the total number of proof
obligations in the proof tree. The “Constraint Proof” is thenumber
of successful constraint proofs, the “Induction” column displays
the number of succesful induction application, the “Left Unfold”
displays the number of left unfoldings which are not necessarily
results in succesful proof, and finally, the “Right Unfold” column
displays the number of right unfolds attempted not necessarily
resulting in succesful proofs.

Running times are insignificant, less than a second, and hence
not displayed.

We implemented an iterative deepening strategy in order to
cover the nondeterministic choices in the algorithm. That is, we
specify a depth bound for some of the problems that we experi-
mented with, incerasing this bound successively. For the first three
problems the proofs are completed by induction, hence it is not
necessary to specify a depth bound. The last three proofs arecom-
pleted by a number of unfoldings. We note that the “Reverse” row
reports the result for the proof obligation R.1 in Section 5.5. The
“Bubble Sort” row displays the results for the proof of obligation
S.1. Finally, the “AVL Tree” considers the standard program(not
listed here) and a proof of rebalancing.

We believe these experiments would extrapolate to many larger
examples because the nature of the proof obligations, for example
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Problem Depth Obligations Constraint Induction Left Right
Bound Proof Unfold Unfold

Fibonacci ∞ 8 5 2 1 0
Idempotent ∞ 25 5 1 5 12
List Reset ∞ 17 1 1 2 6
Reverse 2 23 2 0 4 13

Bubble Sort 2 11 5 0 3 2
AVL Tree 1 13 4 0 0 2

Table 1. Experimental Results

the reversing and marking operations in the Schor-Waite program
on graphs, have essentially a similar structure to our experimental
programs.

7. Conclusion
We presented a specification language which describes memory ex-
plicitly as an array, and describes pointers and data elements as
integers. In conjunction with user-defined recursive definitions, the
language provides for the explicit modelling of data structures. Fur-
thermore, with the inclusion of set expressions, we showed how
the language expressed “footprints” of both user-defined predicates
and program fragments, thus proving the ability to specify separa-
tion properties. Verification conditions can then be automatically
generated from a program annotated with specifications.

The second part of the paper presented an algorithm for proving
verification conditions. The distinctive feature of the algorithm is
the ability to generate and then use induction hypotheses. Induction
then allowed us tocertifypredicates so that their multiset arguments
are faithful representations of the predicate footprint. We then used
a monocut rule as a main heuristic a cut rule to provides a basis for
a practical implementation. Finally, we demonstrated the algorithm
on a collection of classic problems.
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