Explicit Data Structures and Automatic Induction Proofs

Abstract

We first present a specification language for modelling mgrars
plicitly as an array, and models pointers and data elememits u
formly as integers, used here as an abstraction of a machireg w
There are three distinguishing features: the use of re@udfi-
nitions, the use of set variables representnglicit footprintsin
order to implement the concept séparation and finally, the lan-
guage can express tls¢rongest postconditionf a loop-free pro-
gram. This provides a basis for implementing a Floyd-Haayte
program verifier which generates verification conditionsaio ex-
ternal theorem prover.

We then present a prover in the form of inference rules thet ar
systematically applied. We argue that a large class of gatifin
conditions can thus be automatically proven. The main mypisl
the ability to employ induction hypotheses that argomatically
generatedn order to reason about the interplay between recursive
definitions, arrays, sets and integers. Finally, recurdefnitions
are reduced into purely integer formulas, which we can finall
dispense with using a standard system.

1. Introduction

Reasoning about programs which construct and manipulate mu
table data structures remains an open problem in the sease th
present methods are limited in applicability, and that tHeynot
scale well to large programs.

A traditional challenge is how to implement a notionctdsure
such as transitive closure. Typically, there is no closethfto de-
scribe a typical class of data structures, for example, tyelia
singly-linked lists. Therefore, in order to specify that ariable
points to such a structure, one would require an inductiveser
cursive formulation. Indeed, such a class of data strustisreften
called “recursive” in the literature. For example, to praivat a cell
g is reachable from a cefp one would need some formulation of
the reachability closure dd.

Another traditional challenge concerakasing the problem of
reasoning about two pointers which may, or definitely do point
to the same data structure. For example, one specific chellsn
to determine, when a data structure pointed to by one péaticu
pointer is changed, what the effect is on all other point8msne
approaches focus on maintaining non-aliasing informatidrus,
for example, after operations are performed on a data steict
pointed to byp, we may reason that no change has taken place
on the structure of another pointgrConversely, there is also need
to consider explicit aliasing information. For exampleqipoints

[Copyright notice will appear here once "preprint’ opti@réemoved.]

to the third cell of an acyclic lisp, and if a three-step traversal of
presults inr, we would require thag =r.

The most important challenge of all, however, is to capalre
stract properties of data structures in such a way that the formal
techniques are in tandem with the intuitive reasoning erigabd
in the user program. For example, the recent advance in &epar
tion Logic [20] provided a succinct way to specify the sefiara
of “footprints” of data structures, a concept which is freqgtly
useful. The development of Separation Logic inferencesrthen
suggested that proving certain verification condition®ived in-
tuitively appealing steps. In our language, we model theonot
of footprint explicitly as a set expression, and will shovattlhis
methodology is as intuitive in both the specification andvprg
phases.

This paper comprises two main parts. We first define a language
of array, multiset and integer expressions. The class efertex-
pressions includes both array elements and array indites€elba-
sic formulas can describe basic and detailed propertiast aiata-
ble heaps and pointers. We then embed this formalism in €onst
Logic Programming (CLP) so that CLP predicates can be used to
describe recursive properties of data structures. Thisdtation of
recursion then provides for the specification of basic cleguop-
erties, amongst other properties. Further, because thef@htfal-
ism has a well-understood logical reading, assertion pagels can
be designed to represent abstract properties of data iatesctAt
the same time, low-level specifications, such as pointénragtic
or memory management operations, can be represented kgtihe r
constraint language.

The second and main part is a proof method which is based on
the standard concept of fold/unfold for recursive defimisoTra-
ditional approaches perform fold/unfold operations uthtéd proof
obligation is either trivial (e.g. a tautology), or it is sumed by
a previous proof obligation, i.e. a form of “loop-checking¥hat
is novel here is the use @utomatic inductiona method which
permits a dynamically generated but yet unproved obligatiicbe
assumed truavithin the proof process itself. We thus can obtain
automatic proofs of important classes of properties whiatlition-
ally required proofs by induction where the induction hyyestes is
manually provided.

The unfolding process ultimately reduces the proof obiigat
to a basic formula or “constraint” that no longer containsure
sive predicates. The algorithm then arithmetizes the neimgicon-
straints, involving array, multiset and integer constigifnto an
integer formula. Thus, at this point, the remaining prodfgaiion
can be dispensed with standard constraint solvers.

1.1 Related Work

The use of proof rules for proving properties of user-defipieti-
icates in a CLP-based setting has been widely explored [117,5
23]. For example, the “negation as failure” inference in]iGkin
to our left unfold rule, while the “definite clause inferehstep in
[10, 11] is akin to our right-unfold step. In [23], fold/urnébtrans-
formations are performed toward the objective of transfogitwo
programs into syntactically identical ones. These do nptieXy
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use induction hypotheses. Recent work [3] provides a mefibiod
proving the equivalence of general CLP programs that mages u
of a coinduction rule. However, all these works do not adslthe
problem of mutable data structures.

In contrast, our method for reducing recursive definitiogs i
based on [8] in which the central step is the use of certaistiexj
proof obligations adnductive hypothesesThis induction-based
method does not require a base case. Therefore the key adgeant
is that our method is automatic.

With regard to data structures, the arealafpe analysiadopts
an abstract interpretation-based approach, and is suheye4].
Here the focus is on the accuracy and efficiency trade-offiiing
the abstract domain (which is constructed of predicatetsdisiine
the “shape” of the data structure), and the fix-point it@mglgo-
rithm. As argued in [4], it is rather difficult to construct chdar,
interprocedural shape analyses, since after every menpuigte,
all reachability relations have to be recomputed. Atteripiatro-
duce local reasoning into shape analysis are presented i222.
Also, [9] propose an interprocedural shape analysis thmesents
each procedure as a rather coarse abstraction of its inpptrore-
lation.

Next we mention some other works specialized on reasoning
about data structures in customized ways.

Other approaches to data structure verification includeathe
proaches based araph typeq13, 18], which is based on Hoare
logic, and PALE [18] verifier can be efficiently run when loop i
variant is given. The paper [16] presents an algorithm fec#p
cation and verification of data structure using equalityoms. It
has a support for scalar values as compared to most worksape sh
analysis. These works on shape analysis and customizezhiegs
about data structures do not model memory explicitly.

A significant advance is Separation Logic [20], an extensibn
Hoare logic for reasoning about programs that use sharedheut
data structures. At its core there are separation constttugt allow
the specification of program properties that hold in sepapatts
of the underlying heap. This logic is demonstrated in theexdrof
user-defined recursive definitions.

A recent work [19] provides some level of automation to Sepa-
ration Logic. They consider a class of pointer operationgranted
with a separation construct, and allows user-defined shayep
ties. They employ folding and unfolding rules, whereas welemn
unfolding alone, augmented with a induction rule. They diocon-
sider arrays.

Finally, the advantages of explicit footprints and theireguabil-
ity to automated reasoning is folklore. Some recent worlks ar
[12][25] which deal with footprints of procedures and methp
but not of recursive data structures. We however will elat®in
section 3 to focus on our particular context of data strestiand
recursive definitions.

2. The Specification Language
2.1 Basic Specifications - Constraints

We consider three kinds of terms: integer, array and mulgsens.
Integer terms are constructed in the usual way, with onetiaddi
the array element. The latter is defined recursively to ba@fdrm
ali] wherea is anarray expressiorandi an integer term. An array
expression is either an array variable or of the fdean, j) wherea
is an array expression andj are integer terms. A multiset term
is either a singleton multisefi} wherei is an integer variable,
a multiset variable, or it is constructed from an array “segtft
a{i..j} whereais an array expression angd integer variables.

The meaning of an array expression is simply a map from
integers into integers, and the meaning of an array exmmessi

a = (a,i,j) is a map just likea except tha#/[i] = j. The meaning
of array elements is governed by the classic McCarthy [1EBjas:
i=k —(ai,j)K=]
i#k — (aij)K=aK
The meaning of a singleton multiset is obvious, and the nmegoii
a multiset term of the form{i..} is the multiset of array elements
{a[iLa[i + 1]7 e 7a“]}
A constraintis either an integer equality or inequality, an equa-
tion between array expressions, amaltiset constraintThe latter
is of one of the forms:

o M = Mq1UM>o

o MIRDMy®:---@Mp, N>2

The purpose of the first form is clear, to allow the propagatib
equational reasoning between multiset terms constructadaily
via multiset union. The latter form, which in fact defines rnfly of
n-ARC constraintsg, specifies that the multisets;, 1 <i < n, are
disjoint, That is, each element appearing in one multiset does not
appear in the other. As we shall see later, this constraggésially
introduced in order to capture the notionsefparatiorbetween the
cells of two different data structures.

The meaning of a constraint is defined in the obvious way.

In what follows, we use constraint to mean either an atomic
constraint or a conjunction of constraints. We shall usesgmabol
W or W, with or without subscripts, to denote a constraint.

2.2 Recursive Specifications

We present some preliminary definitions about CLP [6].d0om

is of the formp(f) wherep is a user-defined predicate symbol and
t a tuple of terms, as defined aboveruie is of the formA: - W, B
where the atorA is theheadof the rule, and the sequence of atoms
B and constraint! constitute thebodyof the rule. Aprogramis a
finite set of rules. Agoal has exactly the same format as the body of
a rule. A goal that contains only constraints and no atomallea
final.

A substitutior® simultaneously replaces each variable in a term
or constraine into some expression, and we wré@to denote the
result. Arenamingis a substitution which maps each variable in
the expression into a distinct variable gfoundingis a substitution
which maps each array, multiset or integer variable intmtended
universe of discourse: an array, a multiset or an integelenéAy
is a constraint, a grounding &f results intrue or falsein the usual
way.

A grounding® of an atomp(f) is an object of the fornp(f6). A
grounding® of a goalg = (p(f), W) is a grounding of p(f) where
WO is true. We write [ ] to denote the set of groundings @f

Let 6 = (By,---,Bn,¥Y) and P denote a non-final goal and
program respectively. L&R = A: - W1,Cq,---,Cy, denote a rule in
P, written so that none of its variables appeaginL_et the equation
A = B be shorthand for the pairwise equation of the corresponding
arguments ofA and B. A reduct of g using a ruleR, denoted
REDUCT(G,R), is of the form

(B].: T Bi,l,C]_, e 7Cm7 Bi+17 ] Bn, Bi = A7 pr Lpl)
provided the constraim®; = AAWA W, is satisfiable.

A derivation sequencéor a goal g is a possibly infinite se-
quence of goals; 5, G 1,--- whereg;,i > 0 is a reduct ofg;_. If
the last goalg , is a final goal, we say that the derivationsisc-
cessful A derivation treefor a goal is defined in the obvious way.

DeFINITION 1 (Unfold). Given a program P and a goat,
UNFOLD(G) is{g'|[3Re P: g’ =REDUCT(G,R)}. []

In the formal treatment below , we shall assume, withoutlgsi
generality, that goals are written so that atoms contain distinct
variables as arguments.
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2.3 Assertions in CLP

We describe here the use of constraints and (recursive)cated
as assertions, i.e. as specifications of program variablg&/en
program points.

We assume all variables in a user program are integer vasabl
except one special array varialiiecalled theheap representing
the entire memory. We writex to denoteh[x], and where there
is an underlying structure for a cell that is pointed to, wetavr
x— f to denote the field of the structure pointed tosbyin the
tradition of C). Thus, for example, when dealing with stouwes for
a binary tree of integersx denotes the value of the node while
x—left andx— right can be used to denote the values of the cells
pointed to by the left and right fields of the cell pointed to>by
Thus assuming that the left and right pointers of a strucanee
positioned immediately after the value of the structwe; left
andx— right are equivalentlyx(x+ 1) and«(x+ 2) respectively.

A basic assertion is expressed directly in CLP as a constrain
using the original program variable names. A recursiveréiesds

Program:

i =0;
(0) while (i<n-1) do
(1) j:=0
(2) while (j <n-1-i) do
(3) if (*(j+1) < *j) then
DEX(jHL) *(j 1) =F) *ji=t endif
(4) j:5+1 end
(5) i:=i+1 end (6)
Predicates:
sorted(l, N :- 1 =N
sorted(l, N) :- I <N *I < *(1+1), sorted(l+1, N).
max(Y,) :- 0 >Y.
mx(Y+1l, U :- 0 < Y+1, *(Y+1) < U, max(Y, U.

Figure 1. Bubble Sort

2.4 An Array Example: Bubblesort

one that uses CLP predicates whose arguments may conta@ somHere we consider array segments and multisets. Considéuthe

or all of the original program variable names, in additiomgw
variables. An example of a new variable is a multiset vaeatttich
appears in the predicate but not in the program.

A typical predicate is one which describes a property, say po
itiveness, of the elements a singly-linked list, e.g. thikofeing
predicateb says that the elements in the lisare bigger than 999.
Note that we assume that the offset “nxt” here refers to thieteo
field.

biglist(H X :-
biglist(H X :-
X >0, HX > 999, biglist(H HX + nxt]).

X =0.

Such a predicate is a "one-heap” predicate because it nmarjtist
one array variablé. Another typical kind of predicate is a "two-
heap” predicate mentioning two array expressions. Thisésldo
relate the current heap with the value of the heap at anotbgram
point. For example, the following predicafecan be used to say
that the listxin the current heah is the same as the lizin another

ble sort program and definitions of the predicatesxandsortedin
Figure 1. The CLP definition cfortedi, n) is a one-heap predicate
that specifies that the sequence of cells(i + 1), -, (i +n), if
i < n, is an ordered sequence. The predicas(y, u) is trueif uis
an upper bound of the valueg0), x(1), -, xy.

We will later exemplify two proofs of the inner lodp(between
(2) and (5) of the bubble sort program in Figure 1). The “Hoare
triples” are:

{] =0,0<i <n—1maxn—i —1,n—i),
sortedh,n—i ,n)}
B D

{0<i <n—1maxn—i —2n—i —1),
sortedh,n—i —1,n)},

and

{] =0,0<i <n—1h=hp}
B (2

{0<i <n-1,hp{0...n-1} =h{0...n-1}}

heapho except that all the elements have now been set to zero. Onetpe condition(1) states that given the array elements from to

important point to note here is that the hea@ndhg areidentical
outside the footprint ok.

allzero(H H X) :-
allzero(HO, H X) :-
X>0, HX =0, allzero(H0, H HO[X + nxt]).

X =0.

Note that in these two definitions, the use of the variableh su

ash andhg are the same as the program variables by coincidence

n is sorted beforeB, the execution results in a sorted array from
n-i-1 ton. It also specifies the upper bounds of certain array
segments. The conditiof2) states that at the er's execution,
the values in the array is a permutation of the original arvslg
note here that equality between array segments above isutisen
equality, that is, the equality holds iff the multiset of #dements of
the Ihs array segment is the same as those of the rhs arragsegm

only. We could have used any other names. However, when these2-5 An List Example: Reverse

predicates are used assertions it is then important to match
the names of the variables in the predicates with the nam#wof
program variables to which they correspond.

Abbreviation of Predicates

It is almost universal that the variableis used in predicates (for

it represents the memory) and so we shall omit writmgvhen
defining predicates, when no confusion is possible. Coom$p
ingly, when we refer to the field of a structure in the contexhe
(current) heaph, we shall use the more recognizable syntax men-
tioned above. More precisely, we writ& to abbreviateh[x], and
instead of writingh{x+ 1] andh[x+ 2] to denote the left and right
pointers of a node in a binary tree residing in the heawe shall
write X — left and x — right respectively. Thus for example, we
could rewrite the definition of the predicabeglist into:

biglist(X) :- X=0.
biglist(X) :- X >0, *X > 999, biglist(X—nxt).

The CLP program foreverséhs, hy,i1, i, j) in Figure 2 describes
a two-heap predicate. It states that the linked list in Hgagiarting
with i up to but not including; is the reverse of that of the null-
terminated list in the heal, which starts from cellj. The array
updates in the specification are used to specify that thélistan
update of the lish;, hence the reverse operationinissitu. Just as
importantly, note that the predicate also says that the &eps are
identicalfor addresses outside the list in question.

The CLP program foalist(h,|,s) defines an acyclic list whose
set of node addressessis

3. Separation and Explicit Footprints

Recent work on verification of programs with shared mutabla d
structures [20] introduced the concept ®¢paration Logicas a
means to simplify the reasoning process and make program cor
rectness proofs less tedious. The separating connectiveslp el-
egant and concise means of specifying that a set of datastesc
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Program:
{alist(ho,io, o)}

j:=0
(0) while (i>0) do
(1) K, [i+1],j:=[i+1],j,Ii

i=k end (2)
{reversého,h,i0,0,] ),alist(h,j ,mo)}
Predicates:
rev(H H I, 1, 0).
rev(HL, (H2, J+1, New), I, Od, J) :-
H[J+1] = Od, rev(HL, H2, I, J, New).

alist(H L {}).
alist(H L SuU{L, L+1})
L>0 {L L+1} ® S, alist(H HL+1], S).

Figure 2. List Reverse

are not shared, or that the elements of a data structure treanh-
able from within another data structure.

The general idea is that heap predicatganay be combined,
in pairs or in a tuple, in the formPy x Wy x---+x Wy, n > 2 by
a separationoperatorx. The interpretation of a heap predicate is
just a heap in which the predicate is true. The interpretatib
Wi xWox---xWy is a heap which can be decomposed mthisjoint
heapsH; in which W; holds, 2<i <n.

Some important advantages of Separation Logic are:

e Succinctness
The separation operaterconcisely specifies that given formu-
las hold and simultaneously, that their "footprints” arsjalint.

e Ease of Proof
Separation Logic formulas, when applied to by a generator
of verification conditions, produces entailment formuldsge
proof depends on steps that are intuitive.

e Modularity
There is a key rule, the "Frame Rule”, allowing the preséovat
of a property across a program fragment provided that the-pro
erty’s footprint is disjoint from that of the program fragnie

We now demonstrate our language, focusing on these asjprects,
order to compare with Separation Logic.

3.1 Succinctness

In Separation Logic, the expressithx ® states not only that the
formulasW and ® hold, but that they hold in separate heaps, that
is, in separate parts of overall memory. Using an explicitelling

of memory, it is folklore that to achieve this, one would have
to specify that each relevant heap location in one formulaots
equal toall the relevant heap locations in the other formula. This
if the two formulas describe two lists of length the explicit
specification would involv®(n?) disequalities. This is exemplified
by using a recursive definition as follows, which unrollif(n?)
invocations of the formula # y:

list(0).
[ist(X) :- X >0, list(X—nxt).
separatelist(0, V).
separatelist(X, Y) :-
X>0, X!=Y, list(X—nxt),
separate.ist(X—nxt, V).

However, in our framework, we achieve the specification pse
ration by first creating an assertion predicatevhich defines the
heap predicat&;, and explicitly mentions its heap locations as a

multiset variableas;. We shall informally calla; the footprint of

the predicate. Then, we simply add the constraint
MR M2 R -+ & Mp

For the example immediately above, our proposed encodiagbf

aration would be to use a set variable associated with thesiee

definition of a list:

list(0, {}).

list(X, {X} US :- X>0, list(X—nxt, S).

so that the separation of two lists, dat (x1, s1) andlist(x1,
$2) , can be simply specified by the (non-recursive) fornsla S.

3.2 Ease of Proof

We next deal with the more important aspect of whetherptioef
processof formulas (arising from the generation of verification
conditions) is in fact simplified by this encoding using sativ
ables. Here we revisit the canonical “reverse” example @}).[2Zhe
program is displayed in Figure 2. Let us examine the proohef t
loop invariant, summarized as follows. Note that the symbodé-
notes the separation operator in Separation Lagiand3 denote
sequences and the notatioR denotes the reverse sequence

list a.a (i, nil) «list B(j,nil),af = (a.a

i — a kxlist a(k,nil) xlist B(j,nil),a ( a)RB
i — a kxlist a(k,nil) xlist B(j,nil),a & (aa)RB
i — a, j*list a(k,nil)«list [3(] nil), a(%_(aa)RB

list a(k, nil) «list a.B(i, nil),af = (a.a)R.p
The key steps in this proof in fact reasons as follows:

e If | is alist, then its heal and tailt are separate, i.ext holds.

e If | andl, are separate lists, then the helacdbf | may be
appended td, form a new list, i.elist h.l, holds.

In our framework, this step essentially translates intostnaight-
forward proof of the following, where the predicdtest has been
defined above:

list(i,s), j »nxt=1i, j@s = list(j, )

Note that in this example, it was not proven that the reverszt
place in-situ. That is, there was no specification about ha/fibal
heap relates to the initial heap. In contrast, we proved Hutke
properties in the example on Figure 2 above.

3.3 A Frame Rule for Modular Reasoning

Perhaps the main strength of Separation Logic is that itifaies
modular or compositional reasoning. This is realized inftine of
aframe rule

{w} P {o}
{Wrw} P {®xy}
where no occurrence of a variable frealiris modified by the pro-
gram fragmenP. This allows a (previously established) proof that
the footprint of the prograr® is contained in the heap indicated by
Y to infer that any property separated frébhremains unchanged
by P.

In our framework, the notion of separation is nloilt-in,
but ratheruser-definedn the form of set variables, representing,
amongst other things, sets of memory addresses. Thus, én tard
use a frame rule (whether in a manual or automated setting), i
necessary to first verify that the relevant set variabledhtfehaves
like a footprint.

This is tantamount to proving a Hoare triple of the form:

{p(x,s), yost «y:=e {p(xs)}

11n this paper, we use set and multiset synonymously.
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which in turn means to prove a formula of the form:

p(h,X,S),y@S |: p((h,y,e>,x,s) (1)

where p is the predicate of interesh, and (h,y,e) denote respec-
tively the heap immediately before and after the assignneerte
is any expression. Thus the formula (1) says that the prpmpenirt

We can now state our Frame Rule as follows.lR&e a program
with certified footprints and p a predicate with certified footprint
$. Then the following Hoare triple holds.

{p(x;52)} P {p(x,2)}
Note that this rule is not formally required in our proof ®yst

the "handle’x is unaffected by the assignment to the heap location (since its result can directly be proven from first princg)leHow-

y. We now informally show, assuming a "typical” formulatioh o
that the proof can easily be done automatically. Later gestdf
the paper makes provides for the formal proof.

A most typical formulation ofp is a tail-recursive specification
of a list, say that all its elements are zero:

p(H 0, {}).

p(H X, {X} US) :- HX =0, p(H HX+], S).

Returning to formula (1), let us "unfold” the definition pfon the
Ihs, and obtain two subobligations corresponding to eatheotivo
rules definingp. The first case, using the first rule fpyresults in:

X=0, S:{}v y®s ‘: p((h,y,e>,x,s) (2)

and this is straightforward because both the predicatésx,s)
and p((h,y,e),x,s) reduce totrue in the contextx = 0,s = {}.
The second case, obtained from unfolding using the re@irsie
definingp, results in:

hx =0, p(h,hx+1], s—{x}), y®s
p((h.y,€),h[x+1],s—{x}) 3)

Now the crucial step: we note that the lhs contains an instafc
(1), and replacing this instance with the rhs of (1), we get

wx=0, p((hy,e),hx+1], s—{x}),y®s =
p(<hye>7h[x+1}sf {X}) (4)

This is an example of a step we call "induction applicatiomhich

is formalized later. Intuitively, what we have done is signfd as-
sumethat the original proof obligation (1) is true when we are try
ing to prove antecedents of the obligation. We do not useattpl
resort to any notion of a level of induction, an induction btp
esis, nor a base case. Instead, the consideration of a besasca
inheritedfrom the definition of the predicate.

The proof of (4) is obvious and we are done.

We have just described how the proof system can be used to

“certify” that the use of the distinguished multiset vat@ls in
the definition ofp indeed corresponds ®being a footprint ofp.
We did this by proving that the definition gf(h,x,s) is such that
when the heaj is changed at a location outsidethe property

p continues to hold. Since it is almost always the case that the

predicate definition is such that the multiset variabléaithful to
the definition, it is very useful to perform such certificatioffline.
We show concretely how we use these certifications iftheTEN
rule in Section 5 later.

ever, it can be useful for compositional reasoning in botlaatio-
mated as well as well as a manual setting. In fact, we usertlisri
algorithm, detailed in section 5.4.

3.4 Explicit Footprints go beyond Separation

We conclude this section by exemplifying the use of set Wem
beyond that of specifying footprints. Rather, we show hémnat
a multiset variable can usefully specify subsets of a faotpr
Consider for example the specification of a list of integerd the
sum of these integers which are positive:

sunpos(0, 0, {}).
sunmpos(X, Sum S) :-

*X < 0, sunpos(X—nxt, Sum S).
sunpos(X, Sum+ *X, S U {X}) :-

*X > 0, sunpos(X—nxt, Sum S).

Now suppose we assign addregswith the value 0. Clearly

the predicatesumpog$x,sums) continues to hold, regardless of
whethery is an address within the list or not. That is, we can

prove both

{sumpod s sum,y@s} *y =0 {sumpo8.s,sum}
{sumpo$l,s,sum,xy < 0} xy=0{sumpos§l,s,sum}

although the proof in each case is different. We omit furtiegails.

In summary for this subsection: because our multisets are no
built-in to represent footprints, this provides for theseuwith
arbitrary flexibility. The subsequent dispensing of theifieation
conditions that arise then is entrusted to the generalenfas rules
presented in this paper.

4. Generation of Verification Conditions

In this brief section, we provide an algorithm for the getiera
of verification conditions given an annotated program. ndkual
Floyd-Hoare tradition, it essentially suffices to have a& ridgr the
assignment statement. We note that in contrast, Sepaiatigic
does not provide such an algorithm

Define a functionpostrepresenting thetrongest postcondition
of an assignment statement as follows. ¥edenote a fresh collec-
tion of variables representing the program variables.

def
= X

post¥,x = e) =e[x/X],¥[x/X]

def

post(W, xx = ) h=(H,x,e),W[h/h]

In order to use such a certified predicate with program frag- Extending the functiompostto if-statements is obvious:

ments in a modular way, we also needcetify the programThe
process here is essentially an extension of the proof ofl{aye
The idea is to attach, given a progrdman assertion just before
each assignment iR. More precisely, at every assignmeiyt= e
in P, the assertion states thats disjoint from the set variable in
question. For example, if the predicate of interest wgpes), the
assertion required just before an assignment of the foym e

postW, if (b) s else g) def postWAb,s)V postWA-b,sp)
Finally we deal with loops: assuming that each loop is predid
with a loop invariant’, we have:

postW,while bdo g % A-b

would bey®s. The proof process then disposes of the proof of where there is a side conditiofiz Ab} s {r}. We note that the

the entire program in the usual way. We omit the details ig it
formal section. In the next section, we formalize the getiemeof
verification conditions from an annotated program. If theatated
program were proved, we may then say that the prod?éas been
certified to have the footprirdaway from s

function post, now including the consideration of loops, does not
necessarily compute the strongest postcondition. It domsever,
compute the strongest postcondition wrt the invariant

2See eg: [1] which provide an algorithm for a subset of Sefmratogic.
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Figure 3. Informal Structure of Proof Process

Note that the generation process is mmmpletan the sense of
Cook [2].

Finally, the verification process is now simply stated: ider
to prove the Hoare tripld W}P{®d}, we prove the verification
conditionpostW, P) = ®, and all side conditions (which in general
will generate more verification conditions).

5. Proof of Verification Conditions

In this key section, we consider proof obligations of thenfor
G =+ whereg and# are CLP goals andar(# ) C var(g ).
The validity of this formula expresses the fact tlra® succeeds
w.r.t. the CLP program at hand whenewgP succeeds, for any
groundingd of g . They are the central concept of our proof system,
by being expressive enough to capture interesting prasafidata
structures, and yet amenable to automatic proof process.

The general idea is to reduce the proof obligation into oa¢ th
can be proven by using the constraint solver alone. Esdigntias
involves removing all occurrences of assertion predicatethe
obligation. In general, however, this method is not alwagglia
cable to the obligation at hand. That is, upon predicate vamthe
constraint proof fails. Then it is necessary to reduce thigaton
to another obligation upon which the constraint proof carabe
tempted again. This reduction process, which constitutesaach
process, is based on a standard notion of unfolding the defigi
of assertion predicates contained in the obligation.

5.1 Unfolding Recursive Assertions

Intuitively, we proceed as follows: unfolg completely a finite
number of steps in order to obtain a “frontier” containing tioals
G1,---,Gn. Then unfold s/, but this time not necessarily com-
pletely, that is, not necessarily obtainialj the reducts each time,
obtain goals# 1, ...,#m. This situation is depicted in Figure 3.
Then, the proof holds if

G1V...VGn = H1V...V Hn

or alternativelyg; = #4 V...V 9y forall 1 <i <n. This follows
easily from the fact that; |= g, V...V Gn, and % |= ¢ for all

j such that 1< j < m. More specifically, but with some loss of
generality, the proof holds if

Viil<i<n3Ij:il<ji<m:g = 4
and for this reason, oyroof obligationshall be defined below to
be simply a pair of goals, writteg; |= 7 .
5.2 Proof Rules

We now present a formal calculus for the proofgof= # . To han-
dle the possibly infinite unfoldings af and #, we shall depend
on the use of a key conceptiduction Proof by induction allows
us to assume the truth ofpeeviousobligation.

The proof process starts with a set of proof obligations and
attempts to discharge them one by one (although at timesethe s
may in fact become larger).

DEFINITION 2 (Proof Obligation).A proof obligationis of the
form A+ ¢ = # where theg and # are goals andA is a set
of assumptiorgoals. []

The role of proof obligations is to capture the state of a proo
The setA contains goals whose truth can be assumed inductively to
discharge the proof obligation at hand.

Our proof rule$ are presented in Figure 4. The symbol
represents the disjoint union of two sets, and emphasizefatt
that in an expression of the forAw B, we have thaANB = 0. Each
rule operates on the (possibly empty) set of proof obligeid, by
selecting one of its proof obligations and attempting tellisge
it. In this process, new proof obligations may be produced.

The left unfold with induction hypothes{gsu+iH) is key rule.

It performs a complete unfold on the |hs of a proof obligation
producing a new set of proof obligations. The original asser
while removed fronT1, is added as an assumption to every newly
produced proof obligation, opening the door to using iniductn

the proof.

The ruleright unfold (RU) performs an unfold operation on the
rhs of a proof obligation. In general, the two unfold ruledl e
systematically interleaved. The resulting proof obligas are then
discharged either inductively or directly, using theandcprules,
respectively.

The ruleinduction application(1A) transforms an obligation
by using an assumption, and thus opens the door to disclgargin
that obligation via the direct proofcf) rule. Since assumptions
can only be created using the+IH rule, thelA rule realizes the
coinduction principle. The underlying principle behindet(ia)
rule is that a "similar” assertio;’ |= #' has been previously
encountered in the proof process, and assumed &S true

Note that this test for coinduction applicability is itself the
form ¢ | #. However, the important point here is that this test
can only be carried out using constraints, in the mannecpbesi
for the cp rule described below. In other words, this test does not
use the definitions of assertion predicates.

Finally, the ruleconstraint proof(cpP), when used repeatedly,
discharges a proof obligation by reducing it to a form whicn-c
tains no assertion predicates. Note that one applicatidhisfre-
moves one occurrence of a predicig) appearing in the rhs of
an obligation. Once a proof obligation has no predicate énrtis,

a constraint proof may be attempted by simply removing aegpr
icates in the corresponding lhs. We do not discuss an atgorfiior
such direct proofs; instead we resort to standard methgd44¢.

_ Given a proof obligation; |= #, a proof shall start wittil =
{At ¢ = #}, and proceed by repeatedly applying the rules in
Figure 4 to it. The conditions in which a proof can be complete
are stated in the following theorem.

THEOREM1 (Soundness of UnfoldingA proof obligationg |=

# holds if, starting with the proof obligatiof - ¢ |= #, there
exists a sequence of applications of proof rules that resumt
proof obligationsa + ¢’ |= #’ such that (a)#’ contains only
constraints, and (b);’ |= # ' can be discharged by the constraint
solver.

3We place the obligation on top, and its reduced form at theobot

41n fact, the repeating pattern corresponds to a loop in tigénat program-
ming language, and’ acts as an invariant.
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Figure 4. General Proof Rules

5.3 Automatic Induction

Here we elaborate on the key+IH rule, and exemplify the auto-
matic proof of an inductive property. As mentioned abovetaas
dard approach to disposing of entailments of recursivefindd
predicates is a process of folding/unfolding until the probliga-
tion becomes trivial. This means that the proof obligatiendmes
a tautology, or it is subsumed by a previous proof obligative
call the latter situation a “loop”.

This process is akin to a process of computing a transitive
closure. It is also akin to the proof of equations defined lognte
rewriting systems, where the folding/unfolding servesrtiva at a
normal formso that equality reduces to the problem of having the
same normal forf

In contrast, our left unfold rule automatically tables treggnt
goal as an induction hypothesis, which can be used in thessaop
the subsequent proof process. We consider with a classiopza

fib(0, 0).
fib(1, 1).
fib(X Y1+Y2) :-
X >= 2, fib(X -

1, Y1), fib(X - 2, Y2).

and outline a proof ofib(x,y) = x <y. Consider just the recursive
rule above (the other two cases are straightforward) anddittie
formula into:

x>2, fib(x—1,y1), fib(x-2y,) | x<y (5)

At this point, the original obligation isabledas an induction hy-
pothesis. Next, we caapply this hypothesis to reduce the expres-
sion fib(x—1,y1) in (5) intox—1 < y;. Similarly doing this with
the other expression in (5) results in

X>2,Xx=1<y;, Xx=2<y; = x<y

which clearly can be finally dispensed with by a standardréree
prover.
Note that we have not explicitly used an induction hypothesi

nor a base case, and hence the automation. As mentioned, above

the consideration of a base caserikerited from the definition
of the predicate. In this example, had the two base caseseof th
fi b predicate been missing, the proof obligation (5) would bél
provable. Of course, since the definition fafb is vacuous, this
proof is hardly interesting.

There are some subtle points over this seemingly trivialaise
induction. Consider another example:

doubl e(0, 0).

doubl e( X+1, Y+2) :- double(X ).

5 Strictly speaking, we also require that the systeroisfluent

We can provedoubléXx,y) =y = 2x in much the same way as we
proved thefib formula above. However, we caot provey = 2x |=
doublgx,y). Technically, this is because the use of induction is
preconditioned by a previous use of the left-unfold rulefdat,

a standard approach to conducting the proof here would vevol
well-founded induction, and thus be harder to automate.

We conclude this subsection with a final example showing the
use of induction on a programming example. Imagine a loop in
which the elements of a list are being assigned to zero. Téwipr
catezlistseg@x,y,s), stating that the list starting atand ending at
y contains only zero elements, is naturally suited as a loagrin
ant. However, it is more natural to use the simpler predizhaseto
define simply a list of all zero elements.

zlistseg(X Y, {X}) :- X =Y,
zlistseg(X, Y, {X} UYS :-
X1I=Y, *X =0, X® S, zlistseg(X—nxt, Y, S).

*X = 0.

zlist(0, {}).
zlist(X, {X} U9 :-
X >0, *X =0, zlist(X—nxt, S).

Thus a verification condition that arises is of the form
zlistsegx,y,s),y—nxt=0 [= zlist(x,s). However, as with théib
example above, we cannot prove this example by a simple ggoce
of folding/unfolding (using loop-checking), but can do sithathe
use of our induction rule. We omit the details.

5.4 A Systematic Strategy for Applying Rules

We now describe a systematic strategy for applying certaliesr

in order to dispense a proof obligatian |= # mechanically. In
Figure 5, the functiomonspr oof performs basic constraint solving
as prescribed by thep rule in Figure 4. It acts as the base case of
our recursive algorithm.

Note that the algorithm is nondeterministic becausedf@ose
construct. The first and outermost one chooses one stratggy o
of three. The second chooses one of the reducts ofOverall
termination, which is not guaranteed, is obtained when onefp
is found. Clearly this nondeterminism is the main challerfge
it can produce a large search tree of proof obligations. Kewe
recursive definitions are typically small (they are intesthde be
undertstandable specifications, not programs). We demateshe
algorithm later in section 6.

The main features of the algorithm are

e aMONoOcuTrule to select just one of several atoms in theghs

e a MONOSPLIT rule for disposing each atom in the rkis in
sequence

e tabling onlymonogoalsas induction hypothesis, and
o flattening array expressions within certified predicates.

We begin with the rules:

Ne{Alg,6 o}

(MoNoOcCuUT) =
NU{AkgE 2}

whereg is a monogoal

Ne{Arg E=hs}
NU{AFG & B}

(MONOSPLIT) A G&B8Eh

The first rulemoONOCUT is key: it chooses exactly one atom on the
Ihs g in order to attempt the proof. This is a specialized version
of what is commonly known as a “cut” rule, and is clearly not
completely general. Cut rules have the problem of automatar
it is not always clear in what way to generalize the hypothgsial
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G . Our formulation solves this problem, and so it provides sida  solve@G =7, I) retums 8
for a tractable algorithm.

The important thing is that this particular rule, in conjtion let G =W,g1,---,gm and s = ®,hy,--- hn
with the other steps of the algorithm, is sufficient for a éagjass foreach i=0 ton
of proof obligations, including all the examples in this paprhe f0fea_Ch I = ltom
general intuition behind this sufficiency is that it workstandem if (i=0) h=a®; 8= consproof(¥,h))
with the right unfold rule (which reduces one atom on the rhs elseh="h; 6= consproof ((¥.gj).h)
into possibly several atoms) and t®NOSPLIT rule which in if & return 6
turn focuses on each of these atoms individually. Ultinyatile ‘3_h°059_
resulting monogoals, goals which contain at most one at@m, c (inductior)
typically be proven by induction. suppose G'=ENerand B= conspr oof ( G'.9j)
The second ruleMONOSPLIT) simply breaks the problem down if (8= solve(WB}=h,r) continue
by proving one atonh in the rhs at a time. Upon each application ) else return L
of this rule, a “binding”8 indicating values for existential variables (right unfold)
(not appearing in; ) that the constructive proof process produced. ?hOPSeone reduct h of h _
When this rule is used in conjunction with thegNocuT) rule, if (i>0 & 6= solve(gj=H,1) continue
the prover, after a search process, has ultimately to dealprdof else return L
obligations of monogoals, ie: goals with at most one atom. (left unfold
These two rules, in turn, means that the the+iH rule, which forall reduct g of g _
tables new induction hypotheses on-the-fly, to monogoalss T if (6= solve(g =hr1U{g Es}) continue
is important because the application of induction requadsst else return L
that a proposed goal is an instance of some induction hypisthe endchoose
With general goals, this raises a combinatorial problenhobsing endfor
which atoms in the proof obligation match the atoms in theigad Gi=6 &8
tion hypothesis. In short, the tabling of monogoals is a miajctor _endfor
toward tractable implementation. if (6= solve(g=®, 1) retun 6 else return L

The last, but not least, main feature of the algorithm is t® us
certified predicates in order to reduce or flatten array expressions
appearing in the predicate. Recall that in subsection 3e3de+
scribed how a definition of a predicagewith a distinguished set
variables can be certified in the sense tlsas proved to be a faith- i —in=n0<if<ni—1
ful footprint of p. That is, we (in an initial and separate phase) ma)(r;f i izl(nf i 71’))
prove that the definition op(h,x,s) is such that when the hedp sortedn; — it 1 n—1) '
is changed at a location outsidethe propertyp continues to hold. it =in=n sc;rte((nf “ir—2n—1)
We then sayp(h,x,s) is certified wrt toh ands. We also indicated ' ' ' ) i
in subsection 3.3 that such a certification proof can be dsilgu Ve now perform one left unfold omax and one right unfold on

Figure 5. The Algorithm

(s1)

induction. We exemplify this more precisely below. sortedso that we obtain
Now, our algorithm will perform simplification of expressi® it =inf=n0<if<nf—1,
in the proof obligation; |= #¢ by using the following rule, whose 0<ng—ir —2.%(nf —if —2) <=(nf —if —1),
informal syntax simply means tflatten any array expression max(ng —if —3,x(nf —if —1)),
(h,i, j) appearing in a context such p§h, i, j),x,s) into p(h,x,s) sortedns —is —1nf —1) = (82
whenever it is established thiat s it =i,nf=nnf—if—2<nf -1,

*(nf —if 72) < *(nf —if 71),
~ sortedns —if —1,nf — 1)
MEAFR P01 1).%9) -} p(hx.s) certified for Next we replace both array reference®; — i — 2) and(n; —
NU{Ak-..phxs).--} hsandios i+ — 1) with simple integer variables.
Now the proof obligation contains only integer constraiatsd
its validity is easy to verify.

(FLATTEN)

Recall the main algorithm in Figure 5. We finally remark thiaes
condition for applying induction uses tlenspr oof function, ie
a constraint solver. It is in fact possible to generalize site Consider the list reverse example in Figure 2. Note that éiimid
condition by a (recursive) use of tls®lveprocess itself (with an tion of reverse corresponds to an “in-situ” property of the reverse
empty set of induction hypothesis as a base). This wouldlglea function. In particular, the memory region occupied by tisé ik
make the search space larger. We have chosen the simplet use ainchanged.
this time because it is sufficient for all of the examples weeha In what follows we present one particular path that the atlgor
investigated. in Figure 5 would traverse, and succeed.

We prove the loop invarian® = 3t ,u.reverséhg,h,ig,i ,j ),

alist(h,j ,t), alist(h,i ,u). which amounts to proving:establishing

Reverse

5.5 Examples of Proofs the following obligation:
Bubble Sort reverseého,h,io,i,_j),alist(h, j,b),alist(h,i,u),
. ) tou,s=tuui >0}k
The program has two loops. Here we shall just prove that therin reversého, (h,i+1, j),io, hli + 1],i),
loop satisfies a particular input-output relation. Thedafing proof alist((hi+1, )i, %), ' (R
obligation states the correctness of the symbolic exeguidating alist((h,i+1, ), hfi +1],20),
the inner loop: AU, AU =s
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First left unfold the atonalist(h,i,u) in the Ihs resulting in two
obligations which must be proved separately. One of them is:
reverseho, h,io,i, j),alist(h, j,t),alist(h,h[i + 1],uy ),
i>0u=uU{i,i+1}{i,i+1}®u,
teous=tuu,i >0
reversého, (h,i+1,j),io,h[i +1],i),
alist((h,i+1,j),i, "),
alist((h,i+1, ), h[i+1],20),
A, AU =s
Perform a right unfolding step on the rhs ateamerseresults in:
reverseho, h,io,i, j),alist(h, j,t),alist(h,h[i + 1],u1 ),
i>0u=uU{i,i+1}{i,i+1}®u,
teou,s=tuu,i >0
reversého, h,io, i, j),
alist((h,i+1,j),i,2"),
alist({h,i+1, j),h[i +1),20),
Ao, AU =s
Another right unfolding step on the first occurrence of Hiist
predicate on the rhs results in the following:
reversého, h,io,i, j),alist(h, j,t),alist(h,h[i +1],u ),
i>0u=uU{i,i+1},{i,i+1}@u,
tous=tuu,i >0
reverséhp, h,io,i, j),
alist((h,i+1, ), (hi+1,)[i+1), %),
alist((h,i+1,),h[i+1],2),
i>0,iex,t =2 0{i,i+1},{i,i+1}®2,
Ao, AU =s

(R2b)

(R3)

(R4)

Each of the above obligations can be established by reasomin
the constraints. The proof &®.3a does not produce any binding
on the existentially-quantified variables in the rhs. Theoprof
R.3b andR.3c, however produces some bindings that are ultimately
passed on for further use.

Certifying alist
We finally demonstrate the proof &f1., thus certifying the predi-
catealist and justifying the use of flattenning above. For this proof,
left unfolding is performed on the only atom resulting in telali-
gations:
j=0,s={}.{i}@s|=alist((hi.e),],9)
alist(h,h[j +1];t), s=tu{j}hta{j}.{i}@sk
alist((h,i,e), j,s) (L.2b)
OnL.2athe algorithm performs right unfolding resulting in
j=0s={}{i}eskj=0s={} (L3
which holds by constraint reasoning. Similarly, the altjori per-
forms right unfolding orL.2b resulting in the following obligation:
alist(h,h[j +1),t),s=tU{j},te{j}.{i}osE
alist((h.i.e),(h.i.@)[j+1.%),s=2'U{j}. 2 @{j} (L4)
On this the algorithm performs induction step using as hypoth-
esis resulting in the following obligation:
alist((h,i,e),h[j+1].t),s=tU{j}ta{j} {i}osk
alist((h.i.€), (h.i.e)[j +1,2),s=2'U{j}, ¥ @{j} (L5
Since{i} ®{j} is implied by the lhs, we can simplify the rhs ex-

(L.2a)

We now proceed to remove predicates reducing the problem to apression(h,i,e)[j -+ 1] into h[j + 1]. By also matching the existen-

constraint proof.
At this point, we will apply therLATTEN rule using the certifi-
cation (which we prove separately below) that:
alist(h, j,s),{i} ®s|=alist((h,i,e),j,s) (L.1)
Flattening the rhs oR.3 results in the following:
reversého, h,io,i, j),alist(h, j,t),alist(h,h[i +1],u1 ),
i>0,u=uU{i,i+1},{i,i+1}®u,
t@u,s=tuu,i>0k
reversého, h,io,i, ),
alist(h, (h,i+1, )i+ 1],20), {i + 1} @2,
alist(h, hji + 1), 20), {i + 1} @2/,
i>0i e, = U{i,i+1},{i,i+1}®2,
A, AU =s
The algorithm then proves each rhs atoms by matching it with a
Ihs atom (by themoNosPLITrule). Firstly we deal with the three
atoms in the rhs, and lastly, deal the constraints in theNbate that
the last step here requires only constraint solving.
reversého, h,ig,i,j), i>0u=uU{i,i+1}{i,i+1}®u,
tou,s=tuu,i >0}
reversého, h,ig, i, j)

alist(h, j,t),
i>0u=uU{i,i+1},{i,i+1}@u,
tous=tuu,i >0

alist(h, (h,i+1, j)[i+ 1], %)

alist(h,hli+1],uy),
i>0u=uU{i,i+1},{i,i+1}@u,
tous=tuu,i >0
alist(h, hfi + 1], 2u")

i>0u=uU{i,i+1},{i,i+1}@u,
tous=tuu,i >0
{i+ e {i+1}onf,
i>0iex,2=20{i,i+1},{i,i+1}®2,
A, AU =5

(R3a)

(R3b)

(R3c)

(R3d)

tial variablet’ in the rhs with the variablé, we get the following
obligation, which can be discharged by constraint reagpnin

alist((h,i,e),h[j+1,t),s=tu{jLte{j},{i}eskE
alist(¢(h,i,e),h[j +1],t),s=tU{j},t®{j} (L.6)

6. Experiments

We implemented our algorithm using the Cl#gP(programming
language [7], and present some results for various example p
lems in Table 1. We chose a couple of nhumber theoretic funstio
fib andidempotentas well as a number of classic programs deal-
ing with list reseting, list reverse, array bubblesort anéAree
rebalancing.

The “Obligations” column displays the total number of proof
obligations in the proof tree. The “Constraint Proof” is thember
of successful constraint proofs, the “Induction” columipdays
the number of succesful induction application, the “Leftfad”
displays the number of left unfoldings which are not necelysa
results in succesful proof, and finally, the “Right Unfold3lamn
displays the number of right unfolds attempted not necégsar
resulting in succesful proofs.

Running times are insignificant, less than a second, andehenc
not displayed.

We implemented an iterative deepening strategy in order to
cover the nondeterministic choices in the algorithm. Tlsatwe
specify a depth bound for some of the problems that we experi-
mented with, incerasing this bound successively. For tietfiree
problems the proofs are completed by induction, hence ibis n
necessary to specify a depth bound. The last three proofsare
pleted by a number of unfoldings. We note that the “Reverse/ r
reports the result for the proof obligation R.1 in Sectiob. 3-he
“Bubble Sort” row displays the results for the proof of olalfgpn
S.1. Finally, the “AVL Tree” considers the standard prograrat
listed here) and a proof of rebalancing.

We believe these experiments would extrapolate to mangiarg
examples because the nature of the proof obligations, fample
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Problem Depth | Obligations | Constraint | Induction Left Right
Bound Proof Unfold | Unfold
Fibonacci 00 8 5 2 1 0
Idempotent 0 25 5 1 5 12
List Reset 00 17 1 1 2 6
Reverse 2 23 2 0 4 13
Bubble Sort 2 11 5 0 3 2
AVL Tree 1 13 4 0 0 2

Table 1. Experimental Results

the reversing and marking operations in the Schor-Waitgrara
on graphs, have essentially a similar structure to our éxyeital
programs.

7. Conclusion

We presented a specification language which describes rgemxor
plicitly as an array, and describes pointers and data eltsman
integers. In conjunction with user-defined recursive defing, the
language provides for the explicit modelling of data stuoes. Fur-
thermore, with the inclusion of set expressions, we showad h
the language expressed “footprints” of both user-definedipates
and program fragments, thus proving the ability to specifyesa-
tion properties. Verification conditions can then be auticady
generated from a program annotated with specifications.

The second part of the paper presented an algorithm formgovi
verification conditions. The distinctive feature of theaithm is
the ability to generate and then use induction hypotherdsction
then allowed us teertify predicates so that their multiset arguments
are faithful representations of the predicate footprint. thén used
a monocut rule as a main heuristic a cut rule to provides aliasi
a practical implementation. Finally, we demonstrated therithm
on a collection of classic problems.
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