Honours Lab’s Information.
· Applying for door access: https://mysoc.nus.edu.sg/~eform/forms
· Any door access problems will be forwarded to smartcardop@comp.nus.edu.sg. ( S15 helpdesk ). 
· Your NUSNET ID. is the administrator of your PC. Login to NUSSTU.

· PC OS = WINXP . Students who need Linux have to install themselves. ( We don’t provide LINUX ).
· Corrupted WinXP will be “ghosted”. No software troubleshooting will be done for you.

· DO NO CHANGE THE COMPUTERNAME
· DO NO CHANGE LOCAL ADMINISTRATOR’S NAME AND PASSWORD.

· DO NOT REMOVE STAFF ADMINISTRATORS.

· DO NOT CHANGE THE DOMAIN
· DO NOT UNINSTALL  TREND’S OFFICESCAN ANTIVIRUS. (NOC WILL DISABLE YOUR NETWORK)
· PST321 printer out of paper or toner : Students are to get fresh supply from SOC1, #08-16 or #08-10.  For PST619 printer, please get from #06-17.

· Wireless network is supported in Honours Labs.
· Any network problems will be forwarded to the SOC’s network team. ( S15 helpdesk )
· No electrical power bar is provided.

· No large personal items are allowed in.(eg. Mattress, bicycle, T.V etc.)
· No outsiders ( Non-SOC students ) are allowed in.  Honours Labs are only meant for registered honours students.

PC SHARING POLICY :
· Two students will be allocated to a PC.

· PC usage time is based on mutual agreement between the two users. 

· Students are advised to get a partner before registration. Else partner will be randomly assigned.
· Students who cannot afford to share a PC, have to get his/her project supervisor to email to labhon@comp.nus.edu.sg stating valid reasons.

· Permission is granted subjected to PC availability.

LOCKERS :

· Registration for lockers is from August onwards.

· You will be notified by the admin staff-in-charge on when to apply and the procedures involved.

PRINTERS :
· Printers PST321 and PST619 are only meant for honours students printing.
· At the beginning of the new semester, there might be a delay in updating new users to the printserver for these two printers.

· Any student not able to print to these 2 printers, please email to helpdesk@comp.nus.edu.sg stating your UNIX user id.

Graduating:

· Most students will complete their project in MAY or NOV. All PCs will be “ghosted” during these two periods. All personal data will be lost from the harddisks. Reminder email will be sent out in advance.
SOFTWARES :
· Your PC comes with standard softwares (Licensed or Free ) for the Dept. 

· All students are required to sign the Software Agreement Form. (SOC1: #08-16, #08-09, #06-17)
· Any extra software that is required to be installed, will have to be referred to helpdesk for licensing matters. Your project supervisor will have to sign on your Software Agreement Form.  
SOFTWARE COPYRIGHT LAW.

A new amended Copyright Act will take effect on Jan 1, 2005. Please refer to http://www.newiplaws.org.sg.
It will be a CRIMINAL offense for organizations or individuals to infringe a copyrighted work, eg using unlicensed or improperly licensed software, data, video, audio (MP3), graphics etc.

After an assessment by the court on a case-by-case basis, the criminal liability may be:

- 1st offence: fine max $20K and/or imprisonment max 6 months;

- 2nd offence: fine max $50K and/or imprisonment max 3 years.

It is our policy to comply with the laws and any license agreements entered. We have ensured that all intellectual-property works installed by us on any SoC equipment/service have proper licensing.

You are fully responsible to ensure that any software or intellectual-property work (eg s/w, MP3, video, game etc) which you have installed or used does not infringe any copyrighted work or its licensing terms and conditions. Pls remove any illegal work promptly.

We have been told that random audits will be carried out. Pls email helpdesk or workshop if you have any queries.

SOC CENTRAL FACILITIES.
Security Vulnerabilities :

· All PCs are scanned daily for any security vulnerabilities.

· Students are responsible for any security vulnerabilities found on your PC.

· Login using your UNIX ID to https://noc.comp.nus.edu.sg/  to check the security status of your PC.

· PCs with security vulnerabilities will be marked. The users will receive warning emails.

· Users will refer to the link provided in the email for steps to be taken.

· After remedial action has been done, please request for a re-scan. Leave the PC turned ON overnight for the scanners to scan again.

· If no action taken by the users up to 3 days, the PC’s network will be cut off.

REMINDERS:

· ALWAYS BACKUP YOUR DATA.
· MAKE SURE TREND’S VIRUS PATTERN FILE IS UP TO DATE.

· MAKE SURE WINXP SECURITY PATCHES ARE UP TO DATE.
· MAKE SURE OFFICE2003 SECURITY PATCHES ARE UP TO DATE. 

· SWITCH OFF YOUR PC WHEN NOT IN USE.

· DOORS ARE TO REMAIN CLOSED.

· LAST PERSON OUT, PLEASE OFF THE LIGHTS.
· NO LITTERING/ VANDALISM.
· KEEP THE LAB TIDY.
· CLEAN YOUR MOUSE’S BALLS AND ROLLERS.
