Neat Ideas in
Computer Science




DISCLAIMER

a personal view of what’s neat
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some problems can’t be solved by a computer

some problems can be solved easily in one
way but difficult in the reverse direction




s it possible to pose an Algo*Mania contest
- problem that is impossible to solve? -
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Given a program P with input |,
will the program halt?




Write another program

X(P) 1
while (HALT (P, P)) {
[/ loop forever if P halts
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X(P) {
while (HALT (P, P)) {
} I/ loop forever if P(P) halts

J

5;:-__:. I._-I -‘: ik T : P o S e
e AT e L e - [ ]
e R e o KB k L
v i Bt S Sl MR o T e 1 I e e e E
(X P g L it e : ;
g iy g A ;_"-..-..'! ::.:l: o p.,-“ -.-l_ :_A:_a_._ __..I iy -':_'::._ i B oy ’
: . X . e iy RS 2 N Al i P e Pk B Pt
h N =y ""-'-'T".-".'r.."'._ :-".':' _“. ".h_-."_. M Ty 2
h il o EUMDT Ky [Re) N it Dbl L ) d
et ) y -,,.:i.‘-_ . l o "l -.r--_l_l g RETTS e = T
g AN | e _"_,‘| !l.];_:i s M .u i _, r S e g ) 1' ! g
A\ & i D e PR [ _f‘-'-1 ot L Sl R o= I : X ;
: 3| B LR e A i e .
d s e By ey e oo = i e ke L -
A ] ey w0 fox N O AR b e L ik el o o L
] gy AN " fna sy oAy e .-'
: AV TEar e il @ 2
A ) H R\ P Sy |




X(P) {
while (HALT (P, P)) {
I/ loop forever if P(P) halts
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Halting Problem




Why is this neat?
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Computer can’t program better than human!



Given two programs P| and P2,
equivalent?
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Given a program F
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Computer can’t replace mathematician
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Fermat’s Last Theorem

X" + y" = z" has no non-zero integer
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Fermat() {
for all possible non-zero integer values
of X,y,z,and n > 2 do
if x" + y" = z" // found a solution
return true




Other Non-computable Problems

Given a set of substitution rules,
and two strings s and t,
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P and NP




some problems are known to
have efficient solutions




some problems have
no known efficient solutions




No one knows if
integer factoring




Factor the following 200-digit integer:

2799783391122132787082946763872260162107
i s 0446786955428537560009929326 I 28400 I 07609 T
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2799783391122132787082946763872260162107/0446786955
428537560009929326128400107/6093456/7/105295536085006
182235191095136578806371059544820065767 750985805570
13579098734950144178863178946295187237809221823983

3532461934402770121272060497819846436807119/74001970
2502304930346877612125367942320005854 7956528088349

X

79258609954478333033347/08584148005908/77379758573642
19960734330341455767872818152135381409304/740185467




Some problems are easy to compute one way,
but computing the reverse is difficult
(unless you know a secret)




Why is this neat?
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Public Key Cryptography

Easy: encrypt a message




Public Key Cryptography

publish C (product of two large
primes A and B)




Sender and receiver no longer have
to agree on a common key before
communication!
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A hash function transforms
input into a fixed length string.

hash(input) = k




hash(input) = k

good hash function:
slight change in input gives totally different k
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hash(input) = k

good hash function:
given k, hard to guess input




build data structures (hash tables)

store passwords




Authenticated Messages
with common secret

Sender: h = hash(msg + secret)
send msg and h
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Mitigate Spam




Sender must find a number X such that
first k bits of
hash(X + time + receipient email)
are zeros.

v 9 EE ¥ 3 2 3 e .
= h - 3 s Sy’ -5 - . e 3 =
T e P L s WL AP o T e g e et A8, i el W Ty, oy e S LT e L LB L B ek g e e R e o el e s et Tl N R e £ 7
i -'—i*'l‘a:"“ TR Lok e I TR, L S 5 f" - 'l"‘""‘u e e et T T e e b b e e L b g piubtrar L e oS R X DR T
s i ah ,.._I;a. .:_..1:.- rr_r'.'r-l;'.-_::I. u-:_-f |;. I] + _ll_ _:: i .:'i...-:_._ . - I-..r;r.l l:rlrl. :_--‘_‘- ".'-"? "_I-__TI- i : '..'-. ..l.._.‘i'_l?_-;.- ‘TJ:':..'-- ":l:'.',-'.l‘l'-"“.‘ -.__I_.!..._.-; '1.:-'; 0 ﬂ “I-.:.:l._:-i:- “;—:. I-':'.'!'J I-I“.:_!l - "-'1._: !-'i'l!- ;:.':'1:'."."_|:-".r_'|.r"'a:_l'-"-a.- {'-'!.!-_.l-:"l"'i:'-"l"'-.‘l‘-- Il"I‘_;—l:-. e .11' 15«'- ] ] ': e i "-I. 'y -.I-Ir
. x e U y 1 1 St I 2l - - " | ) 1 - e F



mailto:adam@cypherspace.org
mailto:adam@cypherspace.org

Receiver verifies that the first
bits of the hash Il zeros
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Other one way function can be used.

allenge
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Integer factoring is especially hard
if the number is a







IsPrime? (n) {

for (k

If n is divisible by k then
return not a prime
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Sieve of Eratosthenes

Prime numbers

(Animation from Wikipedia)



IS

35324019344027701212720049/7819846436806/11974001976
2502364930340877012 125367942320@058547956‘5280883.4.9
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| can be 99.9999% sure
this number is a prime
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Fermat showed that if n is prime then




but if n is not prime then




A Probabilistic Algorithm

IsPrime? (n) {
repeat k times

randomly pick a from between | and n-|
if 2! != | mod n then
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| can tell if

3532401934402/ 70121272604
9781984043080/7/119740019/76
2502364930340877012125367
942320005854 79506528088349

is a prime with a probability 0.999999 by
looping 20 times instead of 10'% times



NOTE: The above discussion ignores the existance
of Carmichael numbers, which are odd composites
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some problems can’t be solved by a computer

some problems can be solved easily in one
way but difficult in the reverse direction







