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Threat Model 6122

« Malicious OS
« Mutually distrusting applications (compromised during runtime)

« DoS attacks are out of scope
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Spatial isolation: memory region is either always private or always public

Temporal isolation: different enclaves may access memory region at different times
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Each memory region has exactly one enclave as its owner
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Three elements:
« Maximum permissions
- Effective permissions (= maximum permissions)

« Synchronization: lock bit
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Evaluation question: Performance of Elasticlave compared to spatial isolation
Benchmarks:

« Handcrafted microbenchmarks for data sharing patterns

 Standard benchmarks: I0Zone (1/0), SPLASH-2 (sharing)
Baselines:

« Spatial isolation (Keystone)

« Native Linux execution

Run on cycle-accurate FPGA-accelerated simulator (FireSim)
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Two enclaves performing parallel computation
Elasticlave: memory region accessible to both enclaves

Spatial isolation: passing data through extra copies and encryption/decryption

Native: two threads
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« Elasticlave: maximum permissions, effective permissions, lock bit
« Prototype implementation on RISC-V (using PMP)
« Evaluation: 1-2 orders of magnitude performance improvement
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« Elasticlave: maximum permissions, effective permissions, lock bit
« Prototype implementation on RISC-V (using PMP)
« Evaluation: 1-2 orders of magnitude performance improvement

ARTIFACT
EVALUATED

yusenix

AVAILABLE

Artifact available: https://github.com/jasonyul996/elasticlave

Thanks for listening!



