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ABSTRACT

"Vehicle to Grid" power or V2G will be a new green energy
scheme that allows electricity to flow from Electric Vehicles (EVs)
to power lines. The objective of this paper is to design and develop
a secure wireless communication platform for V2G research, with
the aim to develop a suitable wireless test bed for the V2G in
Singapore. First, this paper presents our system block diagram and
required methods design which include V2G architecture design,
integrated OBU (on-board unit) design, base station (Aggregator),
Telematics, V2G authentication protocol, and schedule
optimization of EVs against Grid conditions. It then focuses on the
authentication protocol for secure wireless communications
between the Aggregators and EVs. It addresses the new and special
challenges related to EVs, such as large overhead and latency,
which are crucial for secure wireless communications with
dynamic and fast moving EVs. Finally, the paper presents the
initial test results and shows that our authentication protocol can
securely protect the exchanged information with less overhead and
less authentication latency.

Categories and Subject Descriptors
C.2.0 [Computer-Communication Networks]: General - Data
communications, Security and protection.

General Terms
Algorithms, Performance, Design, Experimentation, Security,
Verification.

Keywords
Secure wireless communication; electric vehicle; power grid;
authentication protocol

1. INTRODUCTION

Vehicle-to-grid (V2G) describes a system in which electric or plug-
in hybrid vehicles communicate with the power grid to sell demand
response services by either delivering electricity into the grid or by
throttling their charging rate [1, 2]. For example, Electric Vehicles
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(EVs) have the energy source within them and power electronics
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capable of producing the 50 Hz AC electricity that can be used to
power offices and homes. V2G power will be a new scheme that
adds the connections to allow this electricity to flow from cars to
power lines. Cars pack a lot of power and one typical EV can put
out over 10kW, the average draw of 10 houses [3].

The concept of V2G that allows the electricity to flow from EVs to
power lines is very new. The project will be enable building the first
nationwide test bed in the world for V2G, a new green energy
scheme. It will address new and special issues and challenges
related to EVs, such as latency and authentication, which are the
crucial for secure wireless communications with dynamic and fast
moving EVs. Thus, the main objective of this paper is to design and
develop a secure wireless communication platform for EV-to-Grid
research, with the aim to develop a suitable wireless test bed for the
V2G in Singapore.

The system block diagram is shown in Fig. 1. The scenario of V2G
is that the Power Aggregator, which obtains the electricity
requirement instruction from the Control Center, will send out
messages to call the EVs within a certain distance. The EVs will
respond if EVs want to sell back the electricity to the Aggregator.
As shown in Fig. 1, the wireless communications will involve the
Aggregator, EVs, and the Control Center. Global Positioning
System (GPS) signals from satellites are used to determine the
location of EVs and guide the EVs to the Aggregator.
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Figure 1. Ssytem block diagram for V2G



The remainder of this paper is organized as follows: The
background is presented in the next section. We describe our
methods design for EV-to-Grid research in Section 3. Section 4
presents the drawback of the traditional PKI-based authentication
protocol and hence presents our Hybrid authentication protocol,
while Section 5 presents the initial test of our algorithm. Finally,
Section 6 outlines our conclusions and future works.

2. BACKGROUND

V2G will enable EVs or hybrid EVs with battery to plug into the
power grid. Since most vehicles are parked an average of 95 percent
of the time, their batteries could be used to let electricity flow from
the vehicles to the power lines and back. The ability of the V2G
car’s battery to act like a sponge provides a solution for utilities,
which pay millions to generating stations that help balance the grid
with a value to the utilities of up to $4,000 per year per car [4, 5].

There are currently a number of groups on V2G research. One
notable V2G project in the United States is at the University of
Delaware, where a V2G team has been conducting on-going
research. Their goals are to educate about the environmental and
economic benefits of V2G and enhance the product market [3, 5].
Other researchers and companies are the Pacific Gas & Electric
Company, Google, Xcel Energy, the National Renewable Energy
Laboratory, and, in the United Kingdom, the University of Warwick
[5, 6].

3. METHODS DESIGN

In this section, we present the required methods design for EV-to-
Grid research. The communications between the Aggregator and the
EVs, and between the Aggregator and the Control Center will be
realized through 3.5G mobile broadband communication. The
security requirements include authentication of EVs, privacy
protection of EVs and owners, and preventing fake messages,
replaying message and eavesdropping. The information that the
Power Aggregator needs from EVs includes ID of EVs, battery
voltage, battery chemistry type, temperature, charging profile (how
much available), driving habit, etc. Fig. 2 illustrates the methods
which will be deployed in this project. The scope of this project
includes the following six aspects.
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Figure 2. Methods of secure wireless communication for V2G

3.1 V2G Architecture Design

The R&D will investigate and design the V2G architecture which
includes hardware requirements, communication system set up, and
communication software design for the Aggregator, OBU and the
Control Center.

In this stage, performance evaluations will be carried out in three
aspects:
—  Communications
The project will evaluate whether there is difficulty in
transmitting data between the Control Center, the
Aggregator and vehicles; and whether information
conveyed to vehicles by satellite is clear and precise.
—  Delay
The project will evaluate the latency to identify the
location-based vehicles, and response time for vehicles’
driving to the Aggregator.
—  Accuracy
The project will test and evaluate the accuracy of
transmitting the information, determining the location-
based vehicles, and guiding the vehicles to the
Aggregator.

3.2 Integrated OBU Design

The R&D will investigate and integrate the OBU which will be
purchased commercially and modified and will be embed in an EV.
The OBU will connect to the in-vehicle networks to obtain real-
time information about the status of the EV. The OBU will be
equipped with Telematics Communications Unit including 3.5G
mobile broadband communication and GPS antenna, receiver &
transmitter. The OBU will have a tamper-resistant Hardware
Security Module to store the private cryptographic key material,
provide cryptographic functions (digital signature generation &
decryption of encrypted messages), and provide key and device
management functions.

Through the hardware and software design, the project will enable
the OBU to obtain the following information:
—  User secure identification
—  Enable response signal
—  Battery state-of charge,
—  Temperature — too hot is not wanted
—  Grid frequency — 50 HZ (< 48 HZ is not wanted)
—  User preference select (discharge time, charged time,
power discharged/ charged by 10 %, 20 % or 50%)
—  Vehicle location e.g. zone, control area (using GPS)
—  Charging station(s) location (GPS)
—  Vehicle speed — how fast to plug in
—  Driving pattern / history — very sensitive information
(need to protect)
—  Metering data for actual power flow (demand/supply),
e.g. charging/discharging time, current, utility power
rates.

3.3 Base Station (Aggregator)

The project will involve the software design for the Aggregator to
communicate with OBUs in EVs and the Control Center together
with the authentication protocol. The software will receive the
power requirement from the Control Center and then call for EVs to
buy back the power. It will also capture the number of EVs and
measure the power using bi-directional power meters.



3.4 Telematics

Telematics is the integrated use of telecommunications and
informatics, which is the specifically integrated use of GPS
technology, computers and mobile communications technology in
EVs. The project will design the telematics system which includes
software development for Data Modules and data mining to process
the data that the OBU obtains from various sensors and from ECUs
(Electronic Control Units) inside an EV, Telematics software will
be used for the transmission of data, voice and GPS geographic
location information, and receiving information from the
Aggregator and the Control Center.

3.5 V2G Authentication Protocol

The project will design authentication protocols with symmetric key
cryptography and/or asymmetric key cryptography for the
authentication between EVs and the Aggregator/Control Center,
develop the software on both EV and the Aggregator, and evaluate
the performance. It will propose a new authentication scheme and
key exchange protocol that takes into account the limitations and
capabilities of the OBU/Aggregator. It will investigate the
performance of open-source authentication protocols vs. our
proposed authentication protocols, and study and evaluate storage
requirement and usage of secure key.

3.6 Schedule Optimization of EVs against Grid

Conditions

In this area, the project will monitor the Grid frequency, monitor the
charging point operation on the number of EVs which are plugged
into the charging points, and collect the position data on the location
of charging points and EVs. The authentication protocol and
security protection will be developed for the information exchanged
between the charging points/EVs and Grid. Based on all the
dynamic data collected from the EV parameters, traffic condition,
Grid status, the key function of this task is to develop a database
software management system to schedule and optimize V2G
operation according to multi-functional criteria, i.e., cost, emission,
time, efficiency, and reliability.

4. AUTHENTICATION PROTOCOL

4.1 Related Works

Currently there is the IEEE 1609 - Family of Standards for Wireless
Access in Vehicular Environments (WAVE). The WAVE standards
define an architecture and a complementary, standardized set of
services and interfaces that collectively enable secure vehicle-to-
vehicle (V2V) and vehicle-to-infrastructure (V2I) wireless
communications. The IEEE 1609 Family of WAVE Standards
consists of IEEE P1609.1 - Standard for WAVE - Resource
Manager, IEEE P1609.2 - Standard for WAVE - Security Services
for Applications and Management Messages, IEEE P1609.3 -
Standard for WAVE - Networking Services, and IEEE P1609.4 -
Standard for WAVE - Multi-Channel Operations [7].

In IEEE 1609.2, to authenticate a message’s sender and achieve the
message’s integrity, OBUs and RSUs should sign the messages
with their private keys before sending the messages. The format of
a signed message is shown in Fig. 3, where a 125-Byte certificate
and a 56-Byte Elliptic Curve Digital Signature Algorithm (ECDSA)
signature have to be attached for each 69-Byte message [8]. Thus,
the cryptographic overhead (the certificate and the signature) takes
up a significant portion of the total packet size [9].
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Figure 3. Format of a signed message

In [10], vehicular communication systems adopt the traditional
public key infrastructure (PKI)-based security scheme. The sender
calculates a signature using its private key and also attaches its
certificate. The receiver can verify the message signature using the
sender’s public key in the attached certificate, which can be verified
using the pre-installed public key of Certification Authority (CA).
Again, the cryptographic overhead is big too.

In addition, the cryptographic algorithms with public key
cryptography perform at relatively slow speeds [11].

4.2 A Hybrid Authentication Protocol

In this protocol, we use a hybrid authentication scheme. The main
idea is that first we use a PKI for the communication between the
Aggregator and EVs to establish shared secret keys; next, the
subsequent communications use the shared secret keys for the
encryption and decryption of data so as to reduce the cryptographic
overhead since the public keys and public keys certificates are
significantly larger than the shared secret keys.

In our scheme, both Aggregators and EVs share a common trust
point that they both use the same CA such as Land Transportation
Authority to have their certificates signed. The steps for the secure
communication between an Aggregator and an EV are listed below.
In those steps, || is the message concatenation operation, which
appends in a special format; {M},,, is to encrypt or decrypt the
message M using the corresponding key, S is a signature using the
corresponding secret key, and H(.) is a one way hash function, like
SHA-1.

(1) An Aggregator signs a message (M) using its private key
SKA and attaches its certificate C, to call the EVs for
electricity: M, || Cy || Sska

(2) AnEV in a nearby location receives the message and uses
the Aggregator’s public key PKA which is in the attached
certificate to verify that the message is from the
Aggregator: { Sska}pka = Ma

(3) The EV decides to provide its electricity and thus it
establishes a shared secret key SSK with the Aggregator
using the Diffie-Hellman key exchange algorithm [12].

(4) Now the shared secret key SSK is established between the
Aggregator and the EV. The following communication
between these two parties will use the shared secret key.

(5) The EV sends the information (M;) that the Power
Aggregator needs, which is shown Fig. 2, together with
the ID of EV, IDE, and timestamp, 7S: H(IDE,
(TS || M3} ssi ) || {7S|| M} ssk- The hash function H is used
to protect the privacy of the EV and the timestamp 75 is
used to prevent replay attack and the IDFE is used by the
Aggregator to look for the right shared secret key to
decrypt the message.

(6) When the Aggregator receives the message from the EV,
it uses the IDs of EVs to hash the received encrypted
message to find out the right vehicle [Di: H(IDi,
(TS||M}ssx ) = HUDE, {TS|M;}ssx). Hence, after
getting the vehicle IDi, the Aggregator obtains the
corresponding right shared secret key SSK to decrypt the



message: {{TS"MI}SSK}ssF TS||M,. Finally, the
Aggregator obtains the required information M; from the
EV.

(7) The Aggregator then sends an acknowledgement message
to the EV.

(8) Steps 5 to 7 are repeated until all information from the
EV are securely received and authenticated by the
Aggregator.

(9) After the Aggregator receives all information from the
EV and finds that the EV is eligible to supply the
electricity, the Aggregator encrypts a confirmed message
(M,) together with the timestamp 7S using the shared
secret key SSK and sends it to the EV: {TS ||ML.}SSK.

(10) The EV decrypts the confirmed message using the same
shared secret key: {{TS ||Mc} ssktssk= TS ||MC. Finally, the
EV will be driven toward the Aggregator for the
electricity supply.

5. EXPERIMENTAL RESULTS

The quickest and easiest way to secure a TCP-based network
application is with SSL (Secure Sockets Layer) [13]. Thus, we
adopt the OpenSSL Open Source toolkit [14] to implement the
traditional PKI-based security scheme. We then implement our
hybrid scheme and compare the performances in terms of overhead
and message authentication delay.

5.1 Communication Overhead

As shown in Fig. 3, the communication overhead in the traditional
PKI-based security scheme includes the certificate and signature.
For our hybrid scheme, Steps 1 and 2 are the same as the traditional
PKI-based scheme. From Step 4, all the following communications
use a shared secret key and no longer attach the certificate and
signature. Thus, the overhead is greatly reduced.

5.2 Message Authentication Delay

Message authentication delay (completion time) is from the time of
the Aggregator’s call to the Aggregator receiving and decrypting all
responding messages from the vehicles.

We carry out experiments using our proposed hybrid scheme,
compared to the standard PKI-based ECDSA scheme in [8], and
RSA scheme [15]. In our experiments, we adopt the OpenSSL Open
Source toolkit and run the software for the traditional PKI-based
security scheme using the RSA algorithm and the ECDSA scheme.
In our hybrid security scheme, we use Diffie-Hellman algorithm to
establish the shared secret key and then use Blowfish [16], which is
a keyed, symmetric block cipher for data encryption and decryption.
We made a for loop in each system so that vehicles will send
messages multiple times, respectively.

In the first experiment, we use the message size of 69 bytes to test
with three schemes respectively. The number of messages is varied
from 1000 to 5000. The results are shown in Fig. 4. From Fig. 4, it
is clear to show that the authentication delay in the hybrid scheme is
the smallest; the authentication delay in ECDSA is medium, while
the delay in the RSA scheme is the largest. There are some reasons
for those results. (1) Key size: NIST (National Institute of Standards
and Technology) guidelines state that ECC keys should be twice the
length of equivalent strength symmetric key algorithms [17]. So we
use 192 bits shared key size for the hybrid scheme, use 384 bits
ECC key size for the ECDSA scheme, and 2048 bits key size for
the RSA scheme. (2) Overhead: The hybrid scheme uses a shared
secret key instead of attaching the certificate and signature, while

the PKI-based ECDSA scheme and RSA scheme need to attach the
certificate and signature. (3) Computational time and transmission
time: Because of the smallest key size and overhead, the
computational time and transmission time in hybrid scheme are
reduced greatly. Therefore, the total completion time in the hybrid
scheme is the smallest.

Next, we carry out more intensive tests for various message
sizes and message number for three schemes, respectively. The
results are shown in Figures 5, 6, and 7 respectively. From three
figures, it also clearly shows that the completion time in the hybrid
scheme is the smallest and the completion time in the RSA scheme
is the largest. Furthermore, these figures also indicate that the
message sizes are not the dominant factors. The completion time is
more affected by the number of messages. The reason is that the
more messages to be exchanged, the more time saved with the
smallest key and overhead are achieved.
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Figure 4. Message authentication delay for three schemes
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In summary, the experimental results prove that our hybrid scheme
can reduce the authentication delay.

6. CONCLUSIONS

In this paper, we propose a secure wireless communication platform
for V2G research, with the aim to develop a suitable wireless test
bed in Singapore. We describe the methods design for EV-to-Grid
research which includes the V2G architecture design, integrated
OBU design, Aggregator software design, Telematics design, V2G
authentication protocol, and schedule optimization of EVs. We then
focus on the design and development of a hybrid authentication
protocol which uses the PKI-based scheme to establish a shared
secret key and then uses the shared secret key to fast encrypt and
decrypt the messages so as to meet the challenges of the highly
dynamic vehicular communication. The experimental results show
that our hybrid scheme can reduce overhead and message
authentication delay.

In the future, we will continue the R&D of the whole system,
including the hardware and software design and implementation,
and evaluate the various performances.
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