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Abstract
Highly-availabledistributedstoragesystemsarecommonly
designedto optimizetheavailability of individual dataob-
jects,despitethefactthatuserlevel taskstypically request
multipleobjects.In thispaper, weshow thattheassignment
of objectreplicas(or fragments,in thecaseof erasurecod-
ing) to machinesplaysadramaticrole in theavailability of
suchmulti-objectoperations, without affecting the avail-
ability of individual objects. For example, for the TPC-
H benchmarkunderreal-world failures,we observe differ-
encesof upto fourninesbetweenpopularassignmentsused
in existingsystems.Experimentsusingourwide-areastor-
agesystemprototype,MOAT, on thePlanetLab,aswell as
extensive simulations,show whichassignmentsleadto the
highestavailability for agivensetting.

1 Intr oduction

With thefastadvanceof systemsresearch,performanceis
no longer the sole focusof systemsdesign[19]. In par-
ticular, systemavailability is quickly gaining importance
in both industryandtheresearchcommunity. Dataredun-
dancy (i.e., replicationor erasurecoding)is oneof thekey
approachesfor improving systemavailability. When de-
signinghighly-availablesystems,researcherstypically op-
timize for the availability of individual dataobjects. For
example CFS [9] aims to achieve a certain availability
target for individual �le blocks, while OceanStore[26]
and Glacier [18] focus on the availability of individual
(variable-size)objects.However, a user-level taskor oper-
ationtypically requestsmultipledataobjects.For example,
in orderto compileaproject,all of its �les needto beavail-
ablefor thecompilationto succeed.Similarly, a database
querytypically requestsmultipledatabaseobjects.

Thiswork is motivatedby thefollowing question:Is op-
timizing the availability of individual dataobjectsan ef-
fective approachfor ensuringthehigh availability of these
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multi-object operations? We observe that existing dis-
tributedstoragesystemscandifferdramaticallyin how they
assignreplicas,relative to eachother, to machines. For
example, systemssuchas GFS [15], FARSITE [5], and
RIO [33] assignreplicasrandomlyto machines(we call
this strategy RAND); otherssuchastheoriginalRAID [28]
andCoda[25] manuallypartitiontheobjectsinto setsand
thenmirror eachsetacrossmultiplemachines(wecall this
strategy PTN); otherssuchasChord[36] assignreplicasto
consecutive machineson theDHT ring. However, in spite
of the existenceof many different assignmentstrategies,
previous studieshave not provided generalinsight across
strategiesnor have they comparedthe availability among
thestrategiesfor multi-objectoperations.This leadsto the
centralquestionof this paper: What is the impactof the
replicas' relativeassignmenton the availability of multi-
objectoperations?

Answering the above two questionsis crucial for de-
signing highly-available distributed systems. A negative
answerto the �rst questionwould suggestthatsystemde-
signersneedto think aboutsystemavailability in a differ-
entway—weshouldoptimizeavailability for multi-object
operationsinsteadof simply for individual objects.An an-
swerto thesecondquestionwouldprovidevaluabledesign
guidelinestowardsuchoptimizations.

This paperis the �rst to study and answerthesetwo
questions,usinga combinationof trace/model-drivensim-
ulationandrealsystemdeployment.Our resultsshow that,
surprisingly, differentobjectassignmentstrategiesresultin
dramaticallydifferent availability for multi-object opera-
tions, even thoughthe strategies provide the sameavail-
ability for individual objectsand usethe samedegreeof
replication.For example,we observe differencesof multi-
ple ninesarisingbetweenpopularassignmentsusedin ex-
isting systemssuchasCAN [29], CFS[9], Chord,Coda,
FARSITE, GFS,GHT [30], Glacier [18], Pastry [31], R-
CHash[22], RAID, andRIO. In particular, the difference
undertheTPC-Hbenchmarkreachesfournines:somepop-
ular assignmentsprovide lessthan50% availability, even



when individual objectshave 5 nines availability, while
othersprovide up to 99.97%availability for the samede-
greeof replication.

To answerthe secondquestionabove, we examinethe
entireclassof possibleassignmentstrategies,includingthe
aforementionedRANDandPTN, in thecontext of two types
of multi-objectsoperations:strict operationsthat cannot
tolerateany missingobjectsin theanswer(i.e., thatrequire
completeanswers)and more tolerantoperationsthat are
not strict.

We designour simulationexperimentsbasedon an ini-
tial analyticalstudy of assignmentstrategies undersome
speci�c parametersettings[44]. Our initial analysis[44]
indicatesthati) for strictoperations,PTNprovidesthebest
availability while RANDprovidestheworst; ii) for certain
operationsthat aremoretolerant,RANDprovidesthe best
availability while PTNprovidestheworst;andiii) it is im-
possibleto achieve thebestof bothPTNandRAND.

Basedon theabove theoreticalguidance,we designour
simulationstudyto explore the largeparameterspacethat
is not covered by the analysis. Our simulation shows
thatalthoughoperationscanhavemany differenttolerance
levels for missing objects,as a practical rule of thumb,
only two levelsmatterwhenselectinganassignment:does
the operationrequireall requestedobjects(strict) or not
(loose)? The resultsshow that the above analytical re-
sult for “certain operationsthat aremoretolerant” gener-
alizesto all looseoperations.Namely, for all looseoper-
ations,RANDtendsto provide the bestavailability while
PTN tendsto provide the worst. Theseresultshave the
following implicationsfor multi-objectavailability: PTN-
basedsystemssuchasRAID andCodaareoptimizedfor
strict operations;RAND-basedsystemssuchasGFS,FAR-
SITE, and RIO are optimized for loose operations;and
otherassignmentstrategies,suchastheoneusedin Chord,
lie betweenPTNandRAND.

Next, weconsiderpracticalwaysto implementPTNand
RANDin distributedsystemswhereobjectsandmachines
may be addedor deletedover time. CAN approximates
RANDin sucha dynamicsetting.On theotherhand,PTN
is morechallengingto approximatedueto its rigid struc-
ture. We proposea simpledesignthat approximatesPTN
in dynamicsettings.We have implementedour designfor
PTN, aswell asotherassignmentstrategies,in a prototype
wide-areadistributedstoragesystemcalledMOAT (Multi-
ObjectAssignmentToolkit). Althoughour prototypecon-
sidersthechallengesof wide-areadistributedstorage,our
�ndings applyto local-areasystemsaswell.

Finally, we study multi-object availability in the pres-
enceof two importantreal-world factors: load imbalance
resultingfrom theuseof consistenthashing[22] andcorre-
latedmachinefailuresexperiencedby mostwide-areasys-
tems[42]. We study theseeffects using MOAT undera
modelfor network failures,a real eight-month-longPlan-

etLab failure trace,a query traceobtainedfrom the Iris-
Log network monitoringsystem[2], andtheTPC-Hbench-
mark. We useboth live PlanetLabdeploymentandevent-
driven simulationas our testbed. Our resultsshow three
intriguing facts. First, both consistenthashingand ma-
chine failure correlationhurt the availability of more tol-
erant operations,but surprisingly, they slightly improve
the availability of morestrict operations(if the availabil-
ity of individual objectsis keptconstant).Second,popular
assignmentssuchasGlacier that approximatePTNunder
perfectloadbalancing,fail to do sounderconsistenthash-
ing. Third, our earlierconclusions(which assumeperfect
loadbalanceandindependentmachinefailures)hold even
with consistenthashingandcorrelatedfailures:therelative
rankingamongtheassignmentsremainsunchanged.

Althoughthispaperfocusessolelyonavailability, object
assignmentalsoaffectsperformance—exploring the inter-
actionbetweenperformanceandavailability goalsispartof
ourfuturework. Notethatin somecases,thesegoalscanbe
achievedseparately, by usinga primarystoragesystemfor
performancegoalsanda backupstoragesystem(thatuses
replicationor erasurecoding)for availability goals[18].

In the next sectionwe discussmotivating applications
and examples. Section3 de�nes our systemmodel and
gives a classi�cation of popularassignments.Section4
shows that PTN and RANDdominateother assignments.
Section5 presentsour designsto approximatePTNin dy-
namicsettings.Section6 describesMOAT andevaluates
assignmentsunder real-world workloadsand faultloads.
Section7 discussesrelatedwork and Section8 presents
conclusions.

2 Moti vation

2.1 Moti vating Applications

In mostapplicationsincluding traditional�le systemsand
databasesystems,useroperationstendto requestmultiple
objects.Theseapplicationscaneasilymotivateour work.
In this section,however, we focuson two classesof appli-
cationsthatareextremein termsof thenumberof objects
requestedby commonoperations.For eachoperation,we
will focuson thenumberof objectsrequestedandthetol-
erancefor missingobjects.

Image databases.In recentyears,computersystemsare
increasinglybeingusedto storeandserve imagedata[6,
21, 35, 37]. Thesedatabasescanbe quite large. For ex-
ample, with each2D protein image object being 4MB,
a distributed bio-molecularimagedatabase[35] can eas-
ily reachmultiple terabytesof data. The SkyServer as-
tronomydatabase[37], which storesthe imagesof astro-
nomicalspheres,is rapidly growing, with the potentialof
generatingonepetabyteof new dataper year [38]. Such
large databasesare typically distributed amongmultiple
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Figure 1: Four possibleassignmentsof 8 objects,A throughH, to 8 machines.Each boxrepresentsa machine. A dash
(- ) indicatesanobjectthat is notaccessedby thegivenquery.

machineseither residing in a LAN or distributed in the
wide-area(e.g.,similar to theGrid [1]). High availability
hasbeenanintegral requirementof thesesystems.For ex-
ample,theTerraServer systemfor aerialimagesexplicitly
aimsfor four ninesavailability [6].

Queriesto theseimagedatabasescantouchanon-trivial
fraction of the entire database.For example,amongthe
35 typical queriesusedto benchmarkSkyServer, at least
onequerytouchesover 9.7%of theentiredatabase,while
at least four other queriestouch over 0.5% of the entire
database[17]. Clearly, thesequeriestoucha largenumber
of objects. In otherimagedatabases[21], it is dif�cult to
suitably index the databecausequeriesare not known a
priori andoftenrequiredomain-speci�cknowledge.As a
result,eachqueryessentiallysearchesevery object in the
database.

Therequirementsfrom thesequeriescanvary basedon
their semantics.For example,a SkyServer query “com-
putetheaveragebrightnessof all galaxies”would likely be
ableto toleratesomemissingobjects.On theotherhand,a
queryof “checkwhetherany of theimagesin thedatabase
containthefaceof a criminal” would likely requirecheck-
ing all objectsin thedatabase,andis thusastrictoperation.

Data storage used in network monitoring. Our sec-
ondclassof applicationsis Internet-scaledistributedstor-
agesystemssuchasIrisNet [2, 11, 16], SDIMS [41] and
PIER [20] that are usedfor monitoring potentially hun-
dredsof thousandsof network endpoints.In orderto avoid
theunnecessarybandwidthconsumptionfor datatransfer,
data are typically storednear their sources(e.g., at the
hostsbeing monitored)[2, 11, 20, 41]. As a result, the
databaseis distributed over a large numberof wide-area
hosts.Many queriesfrom theseapplicationsrequestaggre-
gatedinformationoveralargedataset,e.g.,thedistribution
of resourceusageover the hosts,the correlation(join) of
the worm-infectedhostsandtheir operatingsystems,etc.
Eachsuchquerytouchesanon-trivial fractionof theentire
database.Theseaggregation queriesare likely to be able
to toleratesomemissingobjects.However, otherqueries,
e.g.,by asystemadministratortrying to pinpointanetwork
problemor �nd all virus-infectedhosts,maynotbeableto

tolerateany missingobjects,andarethusstrict operations.

2.2 Moti vating Example

With our motivating applicationsin mind, the following
simpleexampleillustratesthe impactandthesubtletiesof
objectassignment.

A simple examplewith subtle answers.Consideranim-
age databasewith 16 objectsand a query that requests
8 of the 16 objects,namely A through H. An example
is the query of “check whetherany of the imagesin the
databasecontainthefaceof a givenmalecriminal”, where
A throughH arethe imageswith malefaces.Becauseof
thenatureof this operation,thequeryis successfulonly if
all the 8 imagesA–H areavailable. Supposeeachobject
hasexactly two copies,thereare8 identicalmachineson
which we canplacethesecopies,andeachmachinemay
hold no more than four objects. Eachmachinemay fail
(crash),causingall its datato becomeunavailable.An ob-
ject is unavailableif andonly if bothits copiesareunavail-
able. For simplicity, assumethat machinesfail indepen-
dentlywith thesameprobabilityp < 0:5.

Figure1 givesfour (of the many) possibleassignments
of objectsto machines,depictingonly the 8 objectsre-
questedby the query. Which of thesefour assignments
givesusa betterchancethatall 8 imageobjectsareavail-
ableso that the query for criminal facessucceeds?Intu-
itively, it maymakesensethatconcentratingtheobjectson
fewer machines,asin assignmentsI andII, givesusa bet-
ter chance.However, thatstill leavesa choicebetweenas-
signmentI andassignmentII. A carefulcalculationshows
that in fact assignmentI provides betteravailability than
assignmentII1, andhencethe bestavailability amongall
four assignments.

Now considera network monitoring databasewith 16
objects,and a query for the averageload on U.S. hosts,
whereobjectsA–H contain the load information for the
U.S.hosts.Supposewe arewilling to toleratesomeerror
in the averageand the querysucceedsas long aswe can

1ThefailureprobabilitiesareF P (I ) = p4+ 4p3 (1� p)+ 2p2 (1� p)2

andF P (I I ) = p4 + 4p3 (1 � p) + 4p2 (1 � p)2 .



retrieve 5 or moreobjects. Intuitively, it may now make
sensethatspreadingtheobjectsacrossmoremachines,as
in assignmentsIII andIV, givesusa betterchancethatthe
querysucceeds.However, thatstill leavesachoicebetween
assignmentsIII andIV andagainit isnotclearwhichis bet-
ter. A carefulcalculationshowsthattherelativeassignment
of objectsin assignmentIV 2 providesthebestavailability
amongall four assignments.

Whathappenswhenthequeryrequires6 or 7 objectsto
succeedinsteadof 5 or 8? What aboutall the otherpos-
sibleassignmentsthatplacetwo objectspermachine?Do
any of them provide signi�cantly betteravailability than
assignmentIV? For databaseswith millions of objectsand
hundredsof machines,answeringthesequestionsby brute-
forcecalculationis not feasible,soeffective guidelinesare
clearlyneeded.
Example remainsvalid under erasure coding. Our sim-
ple exampleusesreplicationfor eachobject. The exact
sameproblemalsoariseswith erasurecoding,wherewe
assignfragments(insteadof copies)to machines. If the
numberof fragmentsper object is the sameas the total
numberof machinesin the system(e.g., 8 in our exam-
ple), thentheassignmentproblemgoesaway. However, in
large-scalesystems,the total numberof machinesis typi-
cally muchlargerthanthenumberof fragmentsperobject.
As aresult,thesamechoiceregardingfragmentassignment
arises.

Also, in our simple example,it is possibleto useera-
surecodingacrossall objects(i.e., treatingthemasa sin-
gle pieceof data).This would clearlyminimizethefailure
probabilityif weneedall theobjectsfor theoperationto be
successful.However, dueto thenatureof erasurecoding,it
is not practicalto useerasurecodingacrosslargeamounts
of data(e.g.,usingerasurecodingacrossall thedatain the
database).Speci�cally, for queriesthat requestonly some
of theobjects(asin ourexample),erasurecodingacrossall
the objectsmeansthat muchmoredatais fetchedthanis
neededfor thequery. On theotherhand,whenobjectsare
small,it is practicalto useerasurecodingacrosssetsof ob-
jects.In suchscenarios,weview eacherasure-codedsetof
objectsasa singlelogical object. In fact,we intentionally
usea relatively large objectsizeof 33MB in someof our
laterexperimentsto capturesuchscenarios.
Summary. The impactof objectassignmenton availabil-
ity is complicatedandsubtle. Intuitive rulesmake sense,
suchas“concentrateobjectson fewer machinesfor strict
operations”and“spreadobjectsacrossmachinesfor more
tolerantoperations”.However, theseintuitive rulesarenot
usefulfor selectingamongassignmentswith thesamede-
greeof concentration/spread(e.g,for choosingbetweenas-
signmentsI and II in our example). This paperprovides

2The failure probabilitiesare F P (I I I ) = p8 + 8p7 (1 � p) +
28p6 (1 � p)2 + 24p5 (1 � p)3 + 6p4 (1 � p)4 and F P (I V ) =
p8 + 8p7 (1 � p) + 28p6 (1 � p)2 + 8p5 (1 � p)3 .

N numberof objectsin thesystem
k numberof FORsperobject
m numberof FORsneededto reconstruct

anobject(outof thek FORs)
n numberof objectsrequestedby anoperation
t numberof objectsneededfor theoperation

to besuccessful(outof then objects)
s numberof machinesin thesystem
l numberof FORsoneachmachine(= N k=s)
p failureprobabilityof eachmachine

F P(� ) failureprobabilityof assignment�

Table1: Notationusedin thispaper.

effective guidelinesfor selectingamongall assignments,
includingamongassignmentswith thesamedegreeof con-
centration/spread.As our resultsshow, suchguidelinesare
crucial: popularassignmentswith thesamedegreeof con-
centration/spreadcan still vary by multiple nines in the
availability they provide for multi-objectoperations.For
theexampleabove,our resultswill show thatfor thequery
that cannottoleratemissingobjects,assignmentI is actu-
ally nearoptimalamongall possibleassignments.On the
otherhand,for moretolerantqueries,arandomassignment
of theobjectsto themachines(with eachmachineholding
two objects)will giveusthehighestavailability.

3 Preliminaries

In this section,we setthecontext for our work by present-
ing our systemmodelandthenreviewing andclassifying
well-known assignments.

3.1 SystemModel

Webegin by de�ning oursystemmodelfor bothreplicated
anderasure-codedobjects. Table1 summarizesthe nota-
tion weuse.

Thereare N dataobjectsin the system,wherean ob-
ject is, for example,a �le block, a �le, a databasetuple,a
groupof databasetuples,an image,etc. An operation re-
quests(for readingand/orwriting) n objects,1 � n � N ,
to performa certainuser-level task. Thereares machines
in the system,eachof which may experiencecrash(be-
nign) failureswith a certainprobability p. Replicationor
erasurecodingis usedto provide fault tolerance.Eachob-
jecthask replicas(for replication)or k fragments(for era-
surecoding). We usethe samek for all objectsto ensure
a minimal level of fault tolerancefor eachobject.Extend-
ing themodelandour resultsto differentk's is partof our
futurework. To unify terminology, we call eachfragment
or replicaa FOR of the object. The k FORsof an object
are numbered1 throughk. We assumethat m out of k
FORsareneededfor a givenobjectto beavailablefor use.
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Figure 2: Placementof a singleobjecto in differentconsistenthashing-basedassignmentsusedin varioussystems.The
machines(shownassquares)haverandomIDs in thecircular ID space. Theobjectis replicatedonthreemachines(shown
asblack solidsquares).Each singleobjectplacementrule determinesa differentrelativeplacementamongobjects,which
in turn resultsin different availability. For each such assignment,we also note the correspondingideal assignmentif
consistenthashingachievedperfectloadbalancing(PLB).

non-idealassignments(consistent-hashing-based) systemsusingsimilar non-idealassignments
Chord [36] (Figure2(a)): i th successorof hash(o)
Multi-hash (Figure2(b)): 1stsuccessorof hash(o; i ) CAN [29], GFS[15], FARSITE [5], RIO [33]
Pastry [31] (Figure2(c)): machinewith thei th closestID to hash(o)
Glacier [18] (Figure2(d)): 1stsuccessorof hash(o) + MAX ID � (i � 1)=k GHT [30], R-CHash[22, 40]
Group (Figure2(e)): SeeSection5.1 OriginalRAID [28], Coda[25, 34]3

Table 2: Salientobjectassignments.For theassignmentsin the �r st column,we noteto which machine the i th FORof
objecto is assigned.

If an object haslessthen m FORsavailable, we say the
object fails. A global assignment(or simply assignment)
is a mappingfrom thekN FORsto thes machinesin the
system.An assignmentis ideal (in termsof loadbalance)
if eachmachinehasexactly l = kN=s FORs.Thevaluel
is alsocalledtheload of amachine.

For an operationrequestingn objects,if not all n ob-
jectsareavailable,the operationmay or may not be con-
sideredsuccessful,dependingon its tolerancefor missing
objects.This paperstudiesthresholdcriteria: anoperation
is successfulif andonly if at leastt outof then objectsare
available.Heret is anoperation-speci�cvaluefrom 1 to n
basedon theapplicationsemantics.

We needto emphasizethat the operationthresholdt is
not to beconfusedwith them in m-out-of-k erasurecod-
ing:

� In erasurecoding, a single object is encodedinto k
fragments,and we can reconstructthe object from
any m fragments.Moreover, thereconstructedobject
is the sameregardlessof which m fragmentsarere-
trieved.

� For anoperationwith a thresholdt, it doesnot recon-
structthen objects.Rather, theusermaybe reason-
ably satis�ed even if only t objectsareretrieved be-
causeof thespeci�c applicationsemantics.Depend-
ing onwhich t objectsareretrieved,theanswerto the

3NotethatCoda[25] itself doesnot restricttheassignmentfrom vol-
umesto servers. However, in mostCodadeployments[34], systemad-
ministratorsuseanassignmentsimilar to PTN.

userquerymaybedifferent.But theuseris willing to
acceptany of theseapproximateanswers.

Finally, we de�ne the availability of an operationas
the probability that it is successful.We use“number of
nines” (i.e., log0:1(1 � avail ability )) to describeavail-
ability. The complementof availability is calledunavail-
ability or failure probability. For a given operation,we
useF P(� ) to denotethe failure probability of a partic-
ular assignment� . When we say that one assignment
� is x ninesbetterthan anotherassignment� , we mean
log0:1 F P(� ) � log0:1 F P(� ) = x. Finally, our availabil-
ity de�nition currentlydoesnot capturepossibleretriesor
thenotionof “wait time” beforea failedoperationcansuc-
ceedby retrying. We intendto investigatetheseaspectsin
our futurework.

3.2 ClassifyingWell-Known Assignments

Next, we review popularassignmentsfrom the literature,
andthende�ne threeidealassignments.

We focuson well-known assignmentsbasedon consis-
tenthashing[22]. In consistenthashing,eachmachinehas
a numericalID (between0 andMAX ID) obtainedby, for
example,pseudo-randomlyhashingits own IP address.All
machinesare organizedinto a single ring wherethe ma-
chineIDs arenon-decreasingclockwisealongthering (ex-
ceptat thepointwheretheID spacewrapsaround).

Figure 2 visualizesand Table 2 describesthe assign-
mentsused in Chord, CAN, Pastry and Glacier. Intu-
itively, in Chord, the object is hashedonceand then as-



signedto the k successorsof the hashvalue. In CAN (or
Multi-hash ), theobjectis hashedk timesusingk differ-
enthashfunctions,andassignedto thek immediatesucces-
sorsof the k hashresults.4 Pastryalsohashesthe object,
but it assignsthe object to the machineswith the k clos-
estIDs to thehashvalue.Finally, Glacierhashestheobject
andthenplacestheobjectatk equi-distantpointsontheID
ring. Becauseof the useof consistenthashing,machines
in theseassignmentsmaynot have exactly thesameload;
hence,by de�nition, theassignmentsarenot ideal.Table2
alsolists otherpopularassignmentsthataresimilar to the
onesdiscussedabove.

Next we de�ne threeidealassignments.RANDis theas-
signmentobtainedby randomlypermutingthe N k FORs
and then assigningthe permutationto the machines(l
FORspermachine)sequentially. Note thatstrictly speak-
ing, RANDis a distribution of assignments. If the ma-
chineIDs andthehashesof theobjectsin consistenthash-
ing wereexactly evenly distributedaroundthe ring, then
Multi-hash would bethesameasRAND(Figure2(b)).
In PTN, we partitionobjectsinto setsandthenmirror each
setacrossmultiple machines.Speci�cally, the FORsof l
objectsareassignedto machines1 throughk, theFORsof
anotherl objectsareassignedto machinesk + 1 through
2k, andsoon. If consistenthashingprovidedperfectload
balancing,thenGlacier wouldbethesameasPTN(Fig-
ure 2(d)). This is becauseall objectswhosehashesfall
into thethreeID regions(delimitedby blacksolid squares
andtheircorrespondingpredecessors)will beplacedonthe
threeblacksolidsquares,andthosethreemachineswill not
hostany otherobjects.Finally, in SW(slidingwindow), the
FORsof l=k objectsareassignedto machines1 throughk,
theFORsof anotherl=k objectsareassignedto machines
2 throughk + 1, andsoon. If consistenthashingprovided
perfectload balancing,thenChord andPastry would
be the sameasSW(Figures2(a) and(c)), becauseall ob-
jects falling within the ID region betweena machineand
its predecessorwill beassignedto thesamek successors.

Finally, wede�ne theconceptof aprojectedassignment
for a givenoperation. For an assignmentanda given op-
erationrequestingn objects,the projectedassignmentis
themappingfrom thenk FORsof then objectsto thema-
chines. In other words, in the projectedassignment,we
ignoreobjectsnot requestedby the operation.We extend
thede�nitions of PTNandRANDto projectedassignments.
A projectedassignmentis calledPTNif theglobalassign-
mentis PTNandthenk FORsresideon exactly nk=l ma-
chines.Namely, then objectsshouldconcentrateonasfew
machinesaspossibleandobey the PTNrule within those
machines(asin assignmentI of Figure1, wheren = 8 and

4Strictly speaking,CAN usesconsistenthashingin multiple dimen-
sionsinsteadof asingledimension.ThusweusethetermMulti-hash
to describethisassignment.

k = 2).5 Similarly, a projectedassignmentis calledRAND
if theglobalassignmentis RANDandthenk FORsreside
on exactly min(nk; s) machines.Here,RANDspreadsthe
n objectson asmany machinesaspossible. In Figure1,
assignmentsIII and IV have the desiredspread,but such
well-structuredassignmentsare highly unlikely to occur
underthe RANDrule. Whenthe context is clear, we will
not explicitly distinguishanassignmentfrom its projected
assignment.

4 Study of Ideal Assignments

In this section,we investigatethe idealassignmentsunder
independentmachinefailures. Later, Section6 will study
themorepracticalassignmentsunderrealfailuretraces.

4.1 Simulation of Ideal Assignments

Webegin ourstudyby usingsimulationto compareRAND,
PTNandSW. We considerherethecasewheren = N and
leave thecasesfor n < N to our laterevaluationof practi-
calassignments.Therearesix freeparametersin oursimu-
lation: N , s, k, m, p andt. Wehave performeda thorough
simulationover theentireparameterspaceandconsidered
additionalassignmentsbeyondthosein Section3.2,but in
thispaperweareableto presentonly asmallsubsetof our
results(Figure3). Eachof theobservationsdescribedbe-
low extendsto all theotherparametersettingsandassign-
mentswith whichweexperimented.NotethatFigure3 and
other�gures in thispaperusearelatively largefailureprob-
ability p, in orderto show theunderlyingtrendwith con�-
dence,given the limited durationof our simulations.The
observationsandconclusionsdo not changewith smaller
p.

Figure3 showsthatwhent = n, PTNhasthelowestun-
availability (roughly0:08) amongthethreeassignmentsin
the �gure. In contrast,whent = n RANDhasthehighest
unavailability (nearly1) amongthe three. Hence,PTNis
thebestandRANDis theworstwhent = n. As t decreases,
theunavailability of PTNdoesnotchangeuntil weareable
to tolerate300 missingobjects(i.e., t=n � 98:7%). The
reasonis that in PTN, whenever oneobjectis unavailable,
thenthe other l � 1 objectson the samesetof machines
becomeunavailableaswell (l = 300). For RAND, theun-
availability decreasesmuchfasteraswe areableto toler-
atemoreandmoremissingobjects. The curves for PTN
andRANDcrosswhent=n � 99:8%, below which point
RANDbecomesthebestamongall assignmentswhile PTN
roughlybecomestheworst. This crossingpoint appearsto
be not far from the availability probability for individual
objects,i.e., 1 � pk � 99:9%. Whent=n = 99:4%, the
differencebetweenPTNandRANDis alreadythreenines.

5Note that assignmentsII and III fail to have the PTN rule and the
desiredconcentration,respectively.
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Figure 3: Unavailability of ideal assignmentsfor an op-
eration that requestsall 24000objectsstored on 240 ma-
chines in the system. The numberof machines is set to
match our PlanetLabdeployment.Each objecthas3 repli-
cas,and each machine fails with probability 0:1. Thex-
axisis thefraction(t=n) of the24000objectsthatneedsto
beavailablefor theoperation to succeed.

The intuition behindthe above resultsis that eachas-
signmenthasacertainamountof “inter-objectcorrelation”.
BecauseeachmachinemayholdFORsof multipleobjects,
theseobjectsbecomecorrelatedeven if machinefailures
are independent.Intuitively, PTN is the assignmentthat
maximizesinter-objectcorrelation,while RANDminimizes
it. Whent is verycloseto n, largerinter-objectcorrelation
is betterbecauseit doesnothelpfor asmallnumberof ob-
jectsto be availableby themselves. On the otherhand,if
t is not closeto n, smallerinter-objectcorrelationis bet-
ter becauseit decreasesthe chancethat many objectsfail
together.

It is importantto notethatthecrossingbetweenPTNand
RANDoccursverycloseto 100%.As wementionedearlier,
in all our experiments,thecrossingpoint occurswhent=n
is nearthe availability of individual objects. As long as
this availability is reasonablyhigh, thecrossingpoint will
becloseto 100%.Thisobservationhassigni�cant practical
importance.Namely, despitethefactthatt canrangefrom
1 to n, we canlargely classifyoperationsinto “strict” op-
erationsand“loose” operations,asfollows: An operation
is strict if it cannottolerateany missingobjects,otherwise
it is loose. With practicalparameters,looseoperationswill
mostlikely fall into theregionwhereRANDis thebest.On
theotherhand,PTNis bestfor strict operations.

4.2 Analytical Study of Ideal Assignments

Theabove simulationstudyshows thatamongtheassign-
mentswe simulated,PTNandRANDareeachthe bestin
two different regions. But is this becausewe missedout
on someotherassignments?Do we needto consideraddi-
tional assignments?De�niti ve answersto thesequestions
arenot readilyobtainedexperimentally, becausethereare
exponentiallymany possibleassignments.

We have separatelyobtainedanalyticalresults[44] on
optimal assignmentsundersomespeci�c t valuesandas-
suming failure independence.Becausetheseresultsare
only for restrictedparametersettingsandarenot thecon-
tribution of this paper, following we provide only a brief
summaryof theanalyticalresultsfrom [44]:6

� For t = n (i.e., strict operations),PTNis thebest(to
within 0.25 nines)andRANDis the worst (to within
0.70nines)amongall possibleidealassignments.

� For t = l + 1 andn = N (or t = 1 andn < N ),
PTNis theworstandRANDis thebest(to within 0.31
nines)amongall possibleidealassignments.

� It is impossibleto achieve the bestof both PTNand
RAND.

Theanalysisin [44] also�nds arigorousmathematicaldef-
inition for inter-objectcorrelation,whichcon�rms ourear-
lier intuition.

5 Designsto Approximate Optimal Assign-
ments

Our study in the previous sectionshows that PTN and
RANDare(near)optimalfor strictandlooseoperations,re-
spectively. This motivatestheexplorationof practicalde-
signsthat approximatetheseideal assignmentswhenob-
jectsandmachinesmaybeaddedor deletedonthe�y . Our
goal is to approximatenot only PTN andRAND, but also
their projectedassignmentsfor n < N . We have also
exploredoptimizingsolutionsfor systemswherestrict and
looseoperationsmaycoexist. For lack of space,we defer
thesolutionsto [43]. We refer thereaderbackto Table2
for de�nitions of variousnon-idealassignments.

RAND is already approximated by Multi-hash .
Moreover, for any operation requesting n objects,
Multi-hash is likely to spreadthe nk FORsevenly on
theID ring. This meansthattheprojectedassignmentwill
alsoapproximateRAND. Thus,we do not needany further
designin orderto approximateRAND.

For PTN, RAID [28] andCoda[34, 25] achieve PTNby
consideringonly a staticsetof machines(or disks in the
caseof RAID). Adding or deletingmachinesrequireshu-
man intervention. Glacier handlesthe dynamiccase,
andit would have achievedPTNif consistenthashingpro-
vided perfectload balancing. However, we will seelater
that in practice,it behaves similar to Chord (and hence
far from PTN). Therefore,we proposea Group DHT (or
Group in short)designthatbetterapproximatesPTN. Re-
gardlessof whetherwe useGlacier , Chord , Pastry

6Becauseit only wastesresourcesfor onemachineto hostmultiple
FORsof thesameobject,we consideronly assignmentswhereeachma-
chinehas� 1 FOR of any given object. The only exceptionis RAND,
wheresomeassignmentsin thedistributionmayviolatethisproperty.



or Group , their projectedassignmentswill not approxi-
matePTN whenn < N . Therefore,we further propose
designsto ensurethat the projectedassignmentsapproxi-
matePTNfor n < N .

Ourdesignsarecompatiblewith thestandardDHT rout-
ing mechanismsfor locatingobjects. It is worth pointing
out that whenn is large, DHT routing will be inef�cient.
For thosecases,multicasttechniquessuchasin PIER[20]
canbeusedto retrievetheobjects.Ourdesignsarecompat-
ible with thosetechniquesaswell. Finally, for caseswhere
a centralizeddirectory server is feasible(e.g., in a LAN
cluster),neitherDHT routingnor multicasttechniquesare
requiredfor ourdesign.

5.1 Approximating PTNfor n = N

This sectiondescribeshow we approachPTNwith Group
DHT. Thedesignitself is notthemaincontributionor focus
of thispaper– thuswewill provideonly abrief description,
and leave the analysisof Group DHT's performance,as
well asdiscussionsof securityissues,to [43].

Basic Group DHT design. In GroupDHT (or Group ),
eachDHT node is a group of exactly k machines(Fig-
ure2(e)providesanexamplefor k = 3).7 We assignthek
FORsof anobjectto thek machinesin thesuccessorgroup
of theobject's hashvalue.Herewe assumethatall objects
have thesamenumberof FORs,andamoregeneraldesign
is partof our futurework. Thereis a smallnumberr (e.g.,
r = s=1000) of “rendezvous” machinesin thesystemthat
helpusform groups.

For machinejoin, it is crucial to observe thata machine
joins thesystemfor two separatepurposes:usingtheDHT
(asaclient)andproviding service(asaserver). A machine
canalwaysusethe DHT by utilizing someotherexisting
machine(that is alreadyin theDHT) asa proxy, evenbe-
fore itself becomespartof thering. It mustbeableto �nd
sucha proxy becauseit needsto know a bootstrappoint to
join theDHT.

In orderto provideserviceto othermachines,amachine
�rst registerswith a randomrendezvous. If thereareless
thank new machinesregisteredwith therendezvousat this
point,thenew machinesimplywaits.Otherwise,thek new
machinesform agroup,andjoin theDHT ring. During the
delayedjoin, the new machinecanstill usethe DHT asa
client – it simply cannotcontribute. The only factor we
needto considerthenis whethertherewill bea largefrac-
tion of machinesthat cannotcontribute. With 1=1000of
themachinesservingasrendezvousmachines,eachwith at
mostk � 1 waiting, the fraction of the machinesthat are
waiting is at most(k � 1)=1000. Given that k is a small
numbersuchas5, this meansthat only 0:4% of the ma-

7In this section,we usenodeto denotea logical nodein theDHT and
machineto denoteoneof thes physicalmachines.

chinesin thesystemarenot beingutilized,which is negli-
gible.

Whena machinein a groupfails or departs,the group
hastwo options.The�rst optionwouldbeto dismissitself
entirely, andthenhave thek � 1 remainingmachinesjoin
the DHT again. This may result in thrashingbecausethe
leave/join rateis arti�cially in�ated by a factorof k. The
secondoptionwould befor thegroupto wait, andhopeto
recruitanew machinesothatit canrecover to k machines.
However, doingsocausessomeobjectsto have fewer than
k FORsfor possiblyanextendedperiodof time.

In our design,we usea mixtureof bothoptions. When
a group losesa member, it registerswith a randomren-
dezvous. If the rendezvoushasa new machineregistered
with it, thegroupwill recruitthenew machineasits mem-
ber. If thegroupis notableto recruitanew machinebefore
the total numberof membersdropsfrom k � 1 to k � 2,
it dismissesitself. The thresholdof k � 2 is tunable,and
a smallervaluewill decreasethejoin/leave rateat thecost
of having fewer replicason average.However, our study
shows that even a thresholdof k � 2 yields a nearopti-
mal join/leave rate,andhencewe alwaysusek � 2 asthe
threshold.Finally, thegroupwill alsodismissitself if it has
waitedlongerthanacertainthresholdamountof time.

Rendezvous. It is important to rememberthat the ren-
dezvous machinesare contactedonly upon machinejoin
and leave, andnot during object retrieval/lookup. In our
system,we intend to maintainroughly r = s=1000 ren-
dezvousin thegroupDHT. Thisr is well abovethenumber
of machinesneededto sustaintheloadincurredby machine
join/leaveunderpracticalsettings,andyetsmallenoughto
keepthefractionof un-utilizedmachinesnegligible.

We use the following design to dynamically in-
crease/decreaser with s. Eachgroup independentlybe-
comesarendezvouswith probabilityof 1=1000. Theseren-
dezvousthenusetheRedir[24] protocolto form a smaller
rendezvousDHT. To contacta randomrendezvous,a ma-
chinesimply choosesa randomkey andsearchesfor the
successorof the key in the smallerrendezvous DHT. As
with othergroupsin the system,rendezvousgroupsmay
fail or leave. Fortunately, the statesmaintainedby ren-
dezvousgroupsaresoft states,andwe simply useperiodic
refresh.

5.2 Approximating PTNfor n < N

Group approximatesa globalPTNassignment.However,
for an operationrequestingn < N objects, the corre-
spondingprojectedassignmentwill notbePTN. This is be-
causethe hashfunction spreadsthe n objectsaroundthe
ring, whereasthe projectedPTN assignmentrequiresthe
n objectsto occupy as few machinesas possible. Next
we presentdesignsfor approximatingprojectedPTN, us-
ing known designsfor supportingrangequeries.



De�ning a global ordering. To ensurethat the projected
assignmentsapproximatePTN, we �rst de�ne anordering
amongall the objects. The orderingshouldbe suchthat
mostoperationsroughly requesta “range” of objectsac-
cordingto theordering.Note that theoperationsneednot
berealrangequeries.In many applications,objectsarese-
manticallyorganizedinto a treeandoperationstendsto re-
questentiresubtrees.For example,in network monitoring
systems,userstendsto askaggregation questionsregard-
ing someparticularregionsin thenetwork. In thecaseof
�le systems,if a userrequestsoneblock in a �le, shewill
likely requestthe entire �le. Similarly, �les in the same
directoriesare likely to be requestedtogether. For these
hierarchicalobjects,we caneasilyusethe full path from
theroot to theobjectasits name,andtheorderis directly
de�ned alphabeticallyby objectnames.

Placing objects on the ID ring according to the order.
After de�ning aglobalorderingamongtheobjects,weuse
anorder-preservinghashfunction[14] to generatetheIDs
of theobjects.Comparedto astandardhashfunction,for a
givenordering“< ” amongtheobjects,anorder-preserving
hashfunction hashor der () hasthe extra guaranteethat if
o1 < o2, then hashor der (o1) < hashor der (o2). If we
have someknowledgeregardingthedistribution of theob-
jectnames(e.g.,whentheobjectsarenamesin atelephone
directory),thenit is possible[14] to make the hashfunc-
tion uniformaswell. The“uniform” guaranteeis important
becauseit ensuresthe load balancingachieved by consis-
tent hashing.OtherwisesomeID regionsmay have more
objectsthanothers.

For caseswherea uniform order-preservingfunction is
not possibleto construct,we furtheradoptdesigns[7, 23]
for supportingrangequeriesin DHTs. In particular, MOAT
usesthe item-balancingDHT [23] designto achieve dy-
namicloadbalancing.Item-balancingDHT is thesameas
Chord exceptthateachnodeperiodicallycontactsa ran-
dom othernodein the systemto adjustload (without dis-
turbingtheorder).

Finally, therearealsocaseswherea singleordercannot
bede�ned over theobjects.We arecurrentlyinvestigating
how to addressthosecasesusingdatabaseclusteringalgo-
rithms[46].

6 Study of Practical Assignments

In this section, we use our MOAT prototype, real fail-
uretraces,andrealworkloadsto studyconsistenthashing-
basedassignments.In particular, we will answerthe fol-
lowing two questionsthatwerenot answeredin Section4:
Whichassignmentis thebestundertheeffectsof imperfect
loadbalancingin consistenthashing,andalsoundertheef-
fectsof machinefailure correlation? How do the results
changefrom ourearlierstudyon idealassignments?

For lack of space,we will considerin this sectiononly
the scenariowhereeachobjecthas3 replicas,unlessoth-
erwisenoted. We have also performedextensive experi-
mentsfor generalerasurecodingwith differentm andk
values—theresultswe obtainarequalitatively similar and
all ourclaimsin thissectionstill hold. In thefollowing, we
will �rst describeour MOAT prototype,the failure traces
and the workload, and then thoroughly study consistent
hashing-basedassignments.

6.1 MOAT Implementation

We have incorporatedthe designsin the previous sec-
tion into a read/writewide-areadistributedstoragesystem
calledMOAT. MOAT is similarto PAST [32], exceptthatit
supportsall theconsistent-hashing-basedassignmentsdis-
cussedin this paper. Speci�cally, it supportsGlacier ,
Chord , Group andMulti-hash .8 For Group , unless
otherwisementioned,we meanGroup with the ordering
techniquefrom Section5.2. Otherassignmentsdo not use
theorderingtechnique.MOAT currentlyonly supportsop-
timistic (besteffort) consistency. We have implemented
MOAT by modifyingFreePastry1.3.2[13]. MOAT is writ-
ten in Java 1.4, andusesnonblockingI/O andJava serial-
izationfor communication.

DespitethefactthatwesupportDHT routingin MOAT,
as we mentionedin Section5, DHT routing will not be
usedif eithera centralizedserver is feasibleor whenthe
numberof objectsrequestedby an operationis large. To
isolateDHT routing failures(i.e., failuresby the DHT to
locateanobject)from objectfailuresandto betterfocuson
theeffectsof assignments,in all ourexperimentswede�ne
availability astheprobabilitythatsomelive,accessiblema-
chinein thesystemhasthatobject.

6.2 Faultloadsand Workloads

A faultloadis, intuitively, afailureworkload,anddescribes
whenfailuresoccurandon which machines.We consider
two different faultloadsintendedto capturetwo different
failure scenarios.The �rst faultload,NetModel, is a syn-
theticoneandaimsto captureshort-termmachineunavail-
ability causedby local network failuresthat partition the
localmachinefrom therestof thenetwork, renderingit in-
accessible.We usethe network failure model from [10]
with a MTTF of 11571seconds,MTTR of 609 seconds,
anda failure probability of p = 0:05. The MTTR is di-
rectly from [10], while the MTTF is calculatedfrom our
choiceof p.

The second faultload, PLtrace, is a pair-wise ping
trace[3] amongover 200 PlanetLabmachinesfrom April
2004 to November2004. Becauseof the relatively large

8In theremainderof thepaper, wewill notexplicitly discussPastry
asit is similar to Chord for thepurposesof thispaper.



(15 minutes)samplinginterval, PLtracemainly captures
machinefailuresratherthannetwork failures. This trace
enablesus to studytheeffectsof failurecorrelation,FOR
repair (i.e., generatingnew FORsto compensatefor lost
FORsdue to machinefailure), as well as heterogeneous
machinefailure probabilities. In our evaluation,we con-
sideramachineto havefailedif noneof theothermachines
canping it. Furtherdetailsabouthow we processthetrace
canbefoundin [43].

We alsousetwo realworkloadsfor useroperations,the
TPC-Hbenchmarkanda querylog from IrisLog [2]. Our
two workloadsareintendedto representthetwo classesof
applicationsin Section2. NotethatTPC-His notactuallya
benchmarkfor imagedatabases.However, it hasa similar
data-miningnatureandmostqueriestoucha largenumber
of objects(e.g.,severaltouchover 5%of thedatabase).

In ourTPC-Hworkload,weusean800GBdatabase(i.e.,
aTPC-Hscalingfactorof 8000)and240MOAT machines.
Becauseof our 3-fold replication overhead,the overall
databasesizeis 2.4TB.9 Eachobjectis roughly33MB and
containsaround29,000consecutive tuplesin therelational
tables.Notethatwe intentionallyusea relatively largeob-
jectsizeto take into accountthepotentialeffectsof erasure
codingacrosssmallerobjects(recall Section2.2). Using
smallerobjectssizeswill only further increasethe differ-
encesamongtheassignmentsandmagnifytheimportance
of usingtheappropriateassignments.Theorderingamong
theobjectsfor TPC-H is de�ned to be theorderingdeter-
minedby (table name, tuple name), wheretuple
name is the primary key of the �rst tuple in the object.
Note that most queriesin TPC-H are not actually range
querieson the primary key. So this enablesus to study
theeffectof anon-idealorderingamongobjects.

In our IrisLog workload,thequerytracecontains6,467
queriesprocessedby the systemfrom 11/2003to 8/2004.
IrisLog maintains3530objectsthatcorrespondto theload,
bandwidth, and other information about PlanetLabma-
chines. The numberof objectsrequestedby eachquery
rangesfrom 10 to 3530,with an averageof 704. Theob-
jectsin IrisLog form a logical treebasedondomainnames
of themachinesbeingmonitored.Theorderingamongthe
objectsis simply de�ned accordingto their full pathfrom
the root of the tree. In contrastto TPC-H, the operations
in IrisLog requestcontiguousrangesof objectsalongthe
ordering.

6.3 Effectsof ConsistentHashing

We performthis setof experimentsby deploying the 240
MOAT machineson 80 PlanetLabmachinesandusingthe
network failurefaultloadof NetModel.Themachinesspan

9For comparison,industrialvendorsusea10TB databasewith TPC-H
in clusterswith 160machines[4].
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Figure 4: Unavailability of an operation requestingall
24,000objectsin thesystem,undertheNetModelfaultload.
t=n is thefractionof objectsthat needsto beavailablefor
theoperation to succeed.

North America, Europeand Asia, and include both aca-
demicandnon-academicsites.Eachmachineemulateslo-
cally whetherit is experiencinganetwork failureaccording
to NetModel,andlogs theavailability of its local objects.
We thenmeasuretheavailability of differentoperationsby
collectingandanalyzingthelogs.During theexperiments,
therewereno failurescausedby PlanetLabitself, andall
failuresexperiencedby thesystemwereemulatedfailures.
For Group , weuseonly asinglerendezvousnode.

Figure4 plotstheunavailability of asingleoperationre-
questingall 24,000objectsin MOAT underMulti-hash ,
Glacier , Chord andGroup . We focuson t valuesthat
arecloseto n, to highlight thecrossingpointsbetweenas-
signments.We alsoobtainedthreecurves(via simulation
as in Section4.1) for their counterpartideal assignments
(i.e., PTN, SW, andRAND). For clarity, however, we omit
the SWcurve. The generaltrendsindicate that our ear-
lier claims about the optimality of PTN and RANDhold
for Group andMulti-hash . Furthermore,thecrossing
pointbetweenPTNandRANDis rathercloseto n.

The sameconclusionholds for Figure 5, which plots
theunavailability of amuchsmaller“range”operation(re-
questingonly 600 objects). The large differenceamong
differentassignmentsshows that objectassignmentshave
dramaticavailability impactevenonoperationsthatrequest
a relatively small numberof objects. The 600 objectsre-
questedonly compriseof 2.5%of the24,000objectsin the
system. It is also easyto observe that for n < N , the
order-preservinghashfunction (in Group with order) is
necessaryto ensuregoodavailability. Next we look at two
deeperaspectsof theseplots.

Does consistent hashing increase or decrease avail-
ability? In Figure 4, Group is close to PTN, which
meansit well-approximatesthe optimal assignmentof
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Figure 5: Unavailability of a smaller operation that re-
questsonly 600 objects(amongthe 24,000object in the
system),underthe NetModelfaultload. Again, t=n is the
fraction of the 600 objectsthat needsto be available for
theoperation to succeed.

PTN. Multi-hash has the sametrend as RANDbut it
doesdepartfrom RANDsigni�cantly. The imperfectload
balancingin consistenthashingdecreasestheslopeof the
Multi-hash curve (ascomparedto RAND), andmakes
it slightly closerto PTN. Thismeansthattheunavailability
for looseoperationsis increased,while the unavailability
for strict operationsis decreased.We also observe sim-
ilar effectsof consistenthashingwhencomparingChord
againstSW, andGroup againstPTN(exceptthattheeffects
aremuchsmaller).

We pointedout in Section4 that the key differencebe-
tweenPTN and RANDis that PTN maximizesthe inter-
objectcorrelationwhile RANDminimizesthe inter-object
correlation. Imperfect load balancing(as in Group and
Multi-hash ) increasessuchinter-objectcorrelation.As
aresult,consistenthashingmakesall curvescloserto PTN.

We arguethat this effect from imperfectloadbalancing
in consistenthashingshouldbe explicitly taken into ac-
count in systemsdesign,becausethe differencebetween
RANDandMulti-hash caneasilyreachmultiple nines.
For example,whent=n = 99:8% in Figure4, theunavail-
ability underMulti-hash is 1:12 � 10� 3, while theun-
availability underRANDis only 1:67� 10� 5 (notshown in
thegraph).

Does Glacier approximate PTN well? As with
Group , thecounterpartidealassignmentfor Glacier is
PTN, the bestassignmentfor strict operations.However,
Figure 4 clearly shows that Glacier is much closerto
Chord thanto Group whent=n is closeto 1.0. This can
beexplainedby carefullyinvestigatingtheinter-objectcor-
relationin theseassignmentsandcountingthe numberof
machinesintersectingwith any given machine. Two ma-
chinesintersectif they hostFORsfrom the sameobjects.

A smaller numberof intersectingmachines(as in PTN)
roughlyindicateslargerinter-objectcorrelation.

In Chord , the total numberof intersectingmachinesis
roughly2(k � 1), wherek is thenumberof replicasor frag-
mentsperobject.In Group , thisnumberis k. For Glacier,
supposethatthegivenmachineis responsiblefor ID region
(v1; v2). Thenext setof FORsfor theobjectsin this region
will fall within (v1 + MAX ID=k; v2 + MAX ID=k). Unless
this region exactly falls within a machineboundary, it will
besplit acrosstwo machines.Following this logic, thetotal
numberof intersectingmachinesis roughly2(k � 1). This
explainswhy Glacier is closerto Chord thanto Group
whent=n is closeto 1.0.

Whent = n in Figure4, the unavailability of Chord
(0.027) and Glacier (0.034) is about 4 times that of
Group (0.0074).Theadvantageof Group becomeslarger
when k increases. We observe in our experimentsthat
whenusingtheNetModelfaultloadwith p = 0:2 and12-
out-of-24erasurecoding(i.e.,m = 12andk = 24), theun-
availability of Chord andGlacier is 0:0117and0:0147,
respectively. Ontheotherhand,Group hasanunavailabil-
ity of only 0:00067– roughlya 20-fold advantage.In our
otherexperimentswealsoconsistentlyobservethatthedif-
ferencebetweenGroup andGlacier is aboutk times.

6.4 Effectsof Failur eCorr elation

We next useour secondfaultload,PLtrace,to studytheef-
fectsof correlatedmachinefailures(togetherwith consis-
tenthashing).Giventhatwewantto obtaina fair compari-
sonacrossdifferentassignments,weneedthesystemto ob-
serve only failuresinjectedaccordingto thetracesandnot
the (non-deterministic)failureson the PlanetLab. This is
ratherunlikely usingour live PlanetLabdeploymentgiven
oureightmonthlong traceandtherequireddurationof the
experiments.

Simulation validation via realdeployment.To solve this
problem,we usea mixture of real deploymentandevent-
driven simulationfor PLtrace. Using tracecompression,
we are able to inject and replay a one-weekportion of
PLtraceinto our MOAT deploymenton the PlanetLabin
around12 hours. To observe a suf�cient numberof fail-
ures,we intentionallychoosea weekthat hasa relatively
large numberof failures. These12-hourexperimentsare
repeatedmany times(around20 times)to obtaintwo runs
(onefor Group andonefor Multi-hash ) without non-
deterministicfailures.

Thesetwo successfulrunsthenserveasvalidationpoints
for ourevent-drivensimulator. Wefeedthesameone-week
traceinto our event-drivensimulatorandthencomparethe
resultsto validateits accuracy (Figure6). It is easyto see
that the two simulationcurves almostexactly matchthe
two curvesfrom thePlanetLabdeployment,which means
oursimulatorhassatisfactoryaccuracy. For spacereasons,
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Figure 7: Effectsof failure correlation: Theavailability
of an operation that requestsall 24,000objectsin thesys-
tem.Thelegend“(c)” meansthat thecurveis for PLtrace
with correlatedfailures,while “(i)” meansthat the curve
is obtainedassumingindependentfailures.

we omit othervalidationresults.We next inject theentire
PLtraceinto oursimulator.

Doesfailur e correlation increaseor decreaseavailabil-
ity? Figure7 plotstheunavailability of asingleoperation
underPLtracefor Glacier , Multi-hash , andGroup .
For clarity, we did not plot the curve for Chord , which
is closeto Glacier . Thedata(not includedin Figure7)
show that for all threesettings,the averageunavailability
of individual objectsis around10� 5. We thenperforma
separatesimulationassumingthateachmachinefails inde-
pendentlywith afailureprobabilityof 0:0215, avaluecho-
sensuchthat0:0215k � 10� 5 (recallk = 3). We include
thecorrespondingsimulationcurves(for the threeassign-
ments)underthis independentfailuremodelin Figure7 as
well. For clarity, we omit the curve for Glacier under
independentfailures.

Comparing the two sets of curves reveals that ma-

chinefailurecorrelationmakesall thecurvesmove toward
Group andaway from Multi-hash (i.e.,decreasingthe
slopeof thecurves).Theeffect is themostprominentwhen
we compareMulti-hash (c) and Multi-hash (i). In
retrospect,this phenomenonis easyto explain. The rea-
sonis exactly thesameastheeffect of imperfectloadbal-
ancingdiscussedin Section6.3. Namely, machinefailure
correlationincreasesthe inter-objectcorrelationof all as-
signments.This alsoprovidesintuition regardingwhy our
earlierconclusions(assumingfailureindependence)onthe
optimality of PTN and RANDhold even undercorrelated
failures. Namely, even though all assignmentsbecome
closerto PTNundercorrelatedfailures,their relative rank-
ing will not changebecausetheextra “amount”of correla-
tion addedis thesamefor all assignments.

6.5 Overall Availability for RealWorkloads

Up to this point, we have presentedresultsonly for the
availability of individual operations. This sectioninves-
tigatesthe overall availability of all operationsin our two
realworkloads,via simulationdrivenby PLtrace.Because
thequeriesin theworkloadsareof differentsizes,herewe
assumethat they have thesamet=n values.Theseresults
provide a realisticview of how muchavailability improve-
mentwecanachieve by usingappropriateassignments.

The TPC-H benchmarkconsistsof 22 differentqueries
on a given database. To evaluate their availability in
our simulator, we �rst instantiatethe given databaseasa
MySQL databaseanduseit to processthequeries.Wethen
recordthesetof tuplestouchedby eachquery. Finally, we
simulatea replicatedanddistributedTPC-H databaseand
usethetraceto determinetheavailability of eachquery.

We plot only two assignmentsbecauseour resultssofar
have alreadyshown that Group and Multi-hash are
eachnear-optimal in differentregions. In bothFigure8(a)
and (b), we seethat when t = n, Group outperforms
Multi-hash by almost4 nines. On the otherhand,for
t=n = 90%, Multi-hash achievesat least2 morenines
than Group ; this differencebecomeseven larger when
t=n < 90%. The absoluteavailability achieved under
thetwo workloadsaredifferentlargely dueto thedifferent
sizesof the operations.In TPC-H, the operationsrequest
moreobjectsthanin theIrisLog trace.Finally, thecrossing
betweenGroup and RANDagain occurswhen t is quite
closeto n. This indicatesthat from a practicalperspec-
tive,we mayconsideronly whetheranoperationis ableto
toleratemissingobjects,ratherthanits speci�c t.

7 RelatedWork

To the best of our knowledge, this paper is the �rst to
studytheeffectsof objectassignmenton multi-objectop-
erationavailability. On the surface,objectassignmentis
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Figure 8: Overall availability underrealworkloadsandthePLtracefaultload.

relatedto replicaplacement.Replicaplacementhasbeen
extensively studiedfor both performanceandavailability.
Replicaplacementresearchfor availability [8, 12, 45] typ-
ically considerstheavailability of individualobjectsrather
than multi-object operations. Theseprevious resultson
replicaplacementcannotbeeasilyextendedto multi-object
operationsbecausethe two problemsare fundamentally
different.For example,thereplicaplacementproblemgoes
away if all the machinesare identical, but as our results
show, assignmentstill affectsavailability evenwhenall the
machinesareidentical.

Despitethefactthatprevioussystems[5, 15, 22, 29,31,
36, 39] usedifferentassignmentsfor objects,all systems
exceptChainReplication[39] studyonly theperformance
(ratherthanthe availability) of objectassignments(if the
effectsof assignmentareexploredat all). Chainreplica-
tion [39] investigatesthe availability of individual objects
in LAN environments. In their setting,the availability of
individual objectsis in�uenced by the different data re-
pair timesfor differentassignments.For example,after a
machinefailure, in orderto restore(repair)thereplication
degreefor the objectson that failed machine,it is faster
to createnew replicasof theseobjectson many different
target machinesin parallel. As a result, more random-
ized assignmentssuchasMulti-hash arepreferableto
morestructuredassignmentssuchasGroup . Compared
to ChainReplication,this paperstudiesthe effectsof as-
signmentson multi-objectoperations.The �ndings from
ChainReplicationandthis paperareorthogonal.For ex-
ample,for strict operations,our studyshows that Group
yieldsmuchhigheravailability thanMulti-hash . When
restoringlost replicas,we canstill usethe patternassug-
gestedin Chain Replication,and temporarily restorethe
replicasof the objectson many different machines.The
objectreplicascanthenbelazily movedto theappropriate
placesas determinedby the desiredassignment(e.g., by
Group ). In this way, all assignmentswill enjoy thesame
minimumrepairtime.

As in ourGroup design,theconceptof groupingnodes
is alsousedin Viceroy [27], but for a differentpurposeof
boundingthein-degreesof nodes.Becauseof thedifferent

purpose,the size of eachgroup in Viceroy can vary be-
tweenc1 logs to c2 logs, wherec1 andc2 areconstants.
Viceroy maintainsthegroupssimplyby splittingagroupif
it is too large,or merging a groupwith its adjacentgroup
if it is too small. In our design,the groupsizeshave less
variance,andweachieve thisby theuseof rendezvous.

This paperstudiestheeffectsof objectassignmentsex-
perimentally. In [44], we have also obtainedinitial the-
oretical optimality resultsundersomespeci�c parameter
settings(namely, whent = n andt = l + 1). Usingexper-
imentalmethods,thispaperanswerstheobjectassignment
questionfor all t values.It alsoinvestigatestheeffectsof
two real-world factors—failure correlationand imperfect
loadbalancing—thatwerenot consideredin [44].

8 Conclusion

This paperis the �rst to reveal the importanceof object
assignmentto the availability of multi-object operations.
Without affecting the availability of individual objectsor
resourceusage,appropriateassignmentscan easily im-
prove the availability of multi-object operationsby mul-
tiple nines. We show that under realistic parameters,if
an operationcannottoleratemissingobjects,thenPTNis
the bestassignmentwhile RANDis the worst. Otherwise
RANDis the bestwhile PTNis the worst. Designsto ap-
proximatetheseassignments,Multi-hash andGroup ,
respectively, have beenimplementedin MOAT andeval-
uatedon the PlanetLab. Our resultsshow differencesof
2–4ninesbetweenGroup andMulti-hash for bothan
IrisLog querytraceandtheTPC-Hbenchmark.
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