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Abstract
Highly-availabledistributedstoragesystemsrecommonly

designedo optimizethe availability of individual dataob-
jects,despitethe factthatuserlevel taskstypically request
multiple objects.In thispaperwe shaw thattheassignment
of objectreplicas(or fragmentsjn the caseof erasurecod-
ing) to machineglaysadramaticrole in theavailability of
suchmulti-objectopeiations without affecting the avail-
ability of individual objects. For example,for the TPC-
H benchmarkunderreal-world failures,we obsere differ-
encef uptofour ninesbetweerpopularassignmentased
in existing systems. Experimentaisingourwide-areastor
agesystemprototype MOAT, onthe PlanetLabaswell as
extensie simulations shov which assignmentieadto the
highestavailability for a givensetting.

1 Intr oduction

With the fastadwanceof systemgesearchperformances
no longerthe sole focus of systemsdesign[19]. In par
ticular, systemavailability is quickly gaining importance
in bothindustryandthe researcicommunity Dataredun-
dang (i.e., replicationor erasurecoding)is oneof the key
approachegor improving systemavailability. When de-
signinghighly-availablesystemsresearchertypically op-
timize for the availability of individual dataobjects. For
example CFS [9] aims to achiee a certain availability
taget for individual le blocks, while OceanStorg26]
and Glacier [18] focus on the availability of individual
(variable-sizepbjects.However, a userlevel taskor oper
ationtypically requestsnultiple dataobjects.For example,
in orderto compileaproject,all of its les needto beavail-
ablefor the compilationto succeed.Similarly, a database
querytypically requestsnultiple databasebjects.
Thiswork is motivatedby thefollowing question:ls op-
timizing the availability of individual dataobjectsan ef-
fective approactor ensuringthe high availability of these
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multi-object operations? We obsere that existing dis-

tributedstoragesystemsandiffer dramaticallyin how they

assignreplicas, relative to eachother to machines. For

example, systemssuchas GFS [15], FARSITE [5], and
RIO [33] assignreplicasrandomlyto machines(we call

this stratgyy RAND); otherssuchastheoriginal RAID [28]

andCoda[25] manuallypartitionthe objectsinto setsand
thenmirror eachsetacrossnultiple machinegwe call this

stratgly PTN); otherssuchasChord[36] assigrreplicasto

consecutre machineon the DHT ring. However, in spite
of the existenceof mary differentassignmenstrategies,
previous studieshave not provided generalinsight across
stratgies nor have they comparedhe availability among
the stratgiesfor multi-objectoperationsThis leadsto the
centralquestionof this paper: What is the impactof the
replicas' relative assignmenbn the availability of multi-

objectoperations?

Answeringthe aborve two questionsis crucial for de-
signing highly-available distributed systems. A negative
answerto the rst questionwould suggesthat systemde-
signersneedto think aboutsystemavailability in a differ-
entway—we shouldoptimize availability for multi-object
operationsnsteadof simply for individual objects.An an-
swerto thesecondjuestionwould provide valuabledesign
guidelinestoward suchoptimizations.

This paperis the rst to study and answerthesetwo
guestionsusinga combinationof trace/model-drien sim-
ulationandrealsystemdeployment.Our resultsshow that,
surprisingly differentobjectassignmenstrat@iesresultin
dramaticallydifferent availability for multi-object opera-
tions, even thoughthe strateyies provide the sameavail-
ability for individual objectsand usethe samedegree of
replication.For example,we obsene differencef multi-
ple ninesarisingbetweerpopularassignmentsisedin ex-
isting systemssuchas CAN [29], CFS[9], Chord,Coda,
FARSITE, GFS,GHT [30], Glacier[18], Pastry[31], R-
CHash[22], RAID, andRIO. In particular the difference
underthe TPC-Hbenchmarkeachegour nines:somepop-
ular assignmentgrovide lessthan 50% availability, even



when individual objectshave 5 nines availability, while
othersprovide up to 99.97%availability for the samede-
greeof replication.

To answerthe secondquestionaborve, we examinethe
entireclassof possibleassignmenstratgies,includingthe
aforementioneRANDandPTN in thecontet of two types
of multi-objectsoperations: strict operationsthat cannot
toleratearny missingobjectsin theanswer(i.e.,thatrequire
completeanswers)and more tolerantoperationsthat are
notstrict.

We designour simulationexperimentsbasedon anini-
tial analyticalstudy of assignmenstratgies undersome
speci ¢ parametesettings[44]. Our initial analysis[44]
indicateshati) for strictoperationsPTNprovidesthe best
availability while RANDprovidesthe worst; ii) for certain
operationghat are moretolerant, RANDprovidesthe best
availability while PTN providestheworst; andiii) it isim-
possibleto achiere the bestof bothPTNandRAND

Basedon the above theoreticalguidancewe designour
simulationstudyto explore the large parametespacethat
is not covered by the analysis. Our simulation shavs
thatalthoughoperationcanhave mary differenttolerance
levels for missing objects, as a practical rule of thumb,
only two levelsmatterwhenselectinganassignmentdoes
the operationrequire all requesteddbjects(strict) or not
(loosg§? The resultsshov that the above analytical re-
sult for “certain operationghat are moretolerant” gener
alizesto all looseoperations.Namely for all looseoper
ations, RANDtendsto provide the bestavailability while
PTN tendsto provide the worst. Theseresultshave the
following implicationsfor multi-objectavailability: PTN
basedsystemssuchasRAID and Codaare optimizedfor
strict operationsRANDbasedsystemsuchasGFS,FAR-
SITE, and RIO are optimized for loose operations;and
otherassignmenstratgies,suchasthe oneusedin Chord,
lie betweerPTNandRAND

Next, we considempracticalwaysto implementPTNand
RANDiIn distributed systemswvhereobjectsand machines
may be addedor deletedover time. CAN approximates
RANDin sucha dynamicsetting. On the otherhand,PTN
is more challengingto approximatedueto its rigid struc-
ture. We proposea simple designthat approximate$TN
in dynamicsettings.We have implementedur designfor
PTN aswell asotherassignmenstratgies,in a prototype
wide-areaistributedstoragesystemcalledMOAT (Multi-
ObjectAssignmenftToolkit). Although our prototypecon-
sidersthe challengeof wide-areadistributed storage our

ndings applyto local-areasystemsaswell.

Finally, we study multi-object availability in the pres-
enceof two importantreal-world factors: load imbalance
resultingfrom theuseof consistenhashing22] andcorre-
latedmachinefailuresexperiencedy mostwide-areasys-
tems[42]. We study theseeffects using MOAT undera
modelfor network failures,a real eight-month-longPlan-

etLabfailure trace,a query trace obtainedfrom the Iris-

Log network monitoringsysteni2], andthe TPC-Hbench-
mark. We usebothlive PlanetLabdeploymentand event-
driven simulationas our testbed. Our resultsshav three
intriguing facts. First, both consistenthashingand ma-
chine failure correlationhurt the availability of moretol-

erantoperations,but surprisingly they slightly improve
the availability of more strict operationg(if the availabil-

ity of individual objectsis keptconstant). Secondpopular
assignmentsuchas Glacierthat approximatePTN under
perfectload balancingfail to do sounderconsistenhash-
ing. Third, our earlierconclusiongwhich assumeperfect
load balanceandindependenmachinefailures)hold even
with consistenhashingandcorrelatedailures:therelative
rankingamongthe assignmentsemainsunchanged.

Althoughthis paperfocusessolelyonavailability, object
assignmenalsoaffects performance—eploring the inter
actionbetweerperformancendavailability goalsis partof
ourfuturework. Notethatin somecasesthesegoalscanbe
achieved separatelyby usinga primary storagesystemfor
performancegoalsanda backupstoragesystem(thatuses
replicationor erasurecoding)for availability goals[18].

In the next sectionwe discussmotivating applications
and examples. Section3 de nes our systemmodel and
gives a classi cation of popularassignments.Section4
shaws that PTN and RANDdominateother assignments.
Section5 presentour designgo approximatePTNin dy-
namic settings. Section6 describedMOAT and evaluates
assignmentsunder real-world workloads and faultloads.
Section7 discussegelatedwork and Section8 presents
conclusions.

2 Motivation

2.1 Motivating Applications

In mostapplicationsncludingtraditional le systemsand
databaseystemspuseroperationgendto requesimultiple
objects. Theseapplicationscan easily motivate our work.
In this section,however, we focuson two classe®f appli-
cationsthatareextremein termsof the numberof objects
requestedy commonoperations.For eachoperation,we
will focuson the numberof objectsrequeste@ndthetol-
erancegor missingobjects.

Image databases.In recentyears,computersystemsare
increasinglybeingusedto storeandsene imagedata[6,
21, 35, 37]. Thesedatabasesanbe quite large. For ex-
ample, with each2D protein image object being 4MB,
a distributed bio-molecularimage databasd435] can eas-
ily reachmultiple terabytesof data. The SkySener as-
tronomy databasg37], which storesthe imagesof astro-
nomicalspheresis rapidly growing, with the potentialof
generatingone petabyteof new dataper year[38]. Such
large databasesre typically distributed amongmultiple
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Figure 1: Four possibleassignmentsf 8 objects,A throughH, to 8 madines. Each boxrepresentsa madine A dash

(- ) indicatesan objectthatis notaccessedy the givenquery

machineseither residingin a LAN or distributed in the
wide-areale.g.,similar to the Grid [1]). High availability
hasbeenanintegral requirementf thesesystems For ex-
ample,the TerraSerer systemfor aerialimagesexplicitly
aimsfor four ninesavailability [6].

Queriegso theseémagedatabasesantouchanon-trivial
fraction of the entire database.For example,amongthe
35 typical queriesusedto benchmarkSkySener, at least
onequerytouchesover 9.7% of the entiredatabasewhile
at leastfour other queriestouch over 0.5% of the entire
databas¢17]. Clearly thesequeriestoucha large number
of objects. In otherimagedatabasef?1], it is dif cult to
suitably index the databecausegueriesare not knovn a
priori andoftenrequiredomain-speci cknowledge. As a
result,eachquery essentiallysearchegvery objectin the
database.

The requirement$rom thesequeriescanvary basedon
their semantics. For example,a SkySener query “com-
putetheaveragebrightnesf all galaxies"wouldlikely be
ableto toleratesomemissingobjects.Onthe otherhand,a
queryof “checkwhetherary of theimagesn thedatabase
containthefaceof a criminal” would likely requirecheck-
ing all objectsin thedatabaseandis thusastrictoperation.

Data storage used in network monitoring. Our sec-
ond classof applicationss Internet-scalalistributed stor
agesystemssuchaslrisNet [2, 11, 16], SDIMS [41] and
PIER [20] that are usedfor monitoring potentially hun-
dredsof thousand®f network endpointsin orderto avoid
the unnecessarpandwidthconsumptiorfor datatransfer
data are typically storedneartheir sources(e.g., at the
hostsbeing monitored)[2, 11, 20, 41]. As a result,the
databases distributed over a large numberof wide-area
hosts.Marny queriesfrom theseapplicationgequestggre-
gatedinformationoveralargedataset,e.g. thedistribution
of resourceusageover the hosts,the correlation(join) of
the worm-infectedhostsand their operatingsystemsgetc.
Eachsuchquerytouchesa non-triial fractionof the entire
database.Theseaggreation queriesarelikely to be able
to toleratesomemissingobjects. However, otherqueries,
e.g.,by asystemadministratotrying to pinpointanetwork
problemor nd all virus-infectechosts maynotbeableto

tolerateary missingobjects,andarethusstrict operations.

2.2 Motivating Example

With our motivating applicationsin mind, the following
simpleexampleillustratesthe impactandthe subtletiesof
objectassignment.

A simple examplewith subtle answers.Consideranim-
age databasewith 16 objectsand a query that requests
8 of the 16 objects,namely A throughH. An example
is the query of “check whetherary of the imagesin the
databaseontainthefaceof a givenmalecriminal”, where
A throughH arethe imageswith malefaces. Becauseof
the natureof this operationthe queryis successfubnly if
all the 8 imagesA-H areavailable. Supposesachobject
hasexactly two copies,thereare 8 identicalmachineson
which we can placethesecopies,and eachmachinemay
hold no more than four objects. Eachmachinemay fail
(crash),causingall its datato becomeunavailable. An ob-
jectis unavailableif andonly if bothits copiesareunavail-
able. For simplicity, assumethat machinesfail indepen-
dentlywith the sameprobabilityp < 0:5.

Figure 1 givesfour (of the mary) possibleassignments
of objectsto machines,depictingonly the 8 objectsre-
questedby the query Which of thesefour assignments
givesus a betterchancethatall 8 imageobjectsareavail-
able so that the queryfor criminal facessucceeds?Antu-
itively, it may make sensdghatconcentratinghe objectson
fewer machinesasin assignment$ andll, givesusa bet-
ter chance However, thatstill leavesa choicebetweeras-
signmentl andassignmentl. A carefulcalculationshavs
thatin fact assignment provides betteravailability than
assignmentl?, and hencethe bestavailability amongall
four assignments.

Now considera network monitoring databasewith 16
objects,and a query for the averageload on U.S. hosts,
whereobjectsA—H containthe load information for the
U.S. hosts. Supposene arewilling to toleratesomeerror
in the averageandthe query succeedsslong aswe can

IThefailureprobabilitiesareF P (1) = p*+4p3(1 p)+2p2(1 p)?
andFP(I1)=p*+ 4p3(1 p)+ 4p°(1 p)2.



retrieve 5 or more objects. Intuitively, it may nov make
sensehat spreadinghe objectsacrossmore machinesas
in assignmentdl andlV, givesusa betterchancehatthe
querysucceedsHowever, thatstill leavesachoicebetween
assignmentll andlV andagainit is notclearwhichis bet-
ter. A carefulcalculationshavsthattherelatve assignment
of objectsin assignmentV? providesthe bestavailability
amongall four assignments.

Whathappensvhenthe queryrequiresb or 7 objectsto
succeednsteadof 5 or 8? What aboutall the other pos-
sible assignmentthat placetwo objectsper machine?Do
ary of them provide signi cantly betteravailability than
assignmentV? For databasewith millions of objectsand
hundredof machinesansweringhesequestiony brute-
force calculationis not feasible so effective guidelinesare
clearlyneeded.

Example remainsvalid under erasure coding. Our sim-
ple example usesreplicationfor eachobject. The exact
sameproblemalso ariseswith erasurecoding, wherewe
assignfragments(insteadof copies)to machines. If the
numberof fragmentsper objectis the sameas the total
numberof machinesin the system(e.g., 8 in our exam-
ple), thenthe assignmenproblemgoesaway. However, in
large-scalesystemsthe total numberof machiness typi-
cally muchlargerthanthe numberof fragmentgerobject.
As aresult,thesamechoiceregardingfragmentassignment
arises.

Also, in our simple example, it is possibleto useera-
surecodingacrossall objects(i.e., treatingthemasa sin-
gle pieceof data). This would clearly minimize the failure
probabilityif we needall theobjectsfor theoperatiorto be
successfulHowever, dueto thenatureof erasureoding,it
is not practicalto useerasurecodingacrosdarge amounts
of data(e.g.,usingerasureodingacrossll the datain the
database)Speci cally, for queriesthatrequesonly some
of theobjects(asin ourexample),erasureodingacrossall
the objectsmeansthat muchmore datais fetchedthanis
neededor the query Ontheotherhand,whenobjectsare
small,it is practicalto useerasureodingacrosssetsof ob-
jects.In suchscenarioswe view eacherasure-codesetof
objectsasa singlelogical object. In fact, we intentionally
usea relatively large objectsize of 33MB in someof our
laterexperimentdo capturesuchscenarios.

Summary. Theimpactof objectassignmenbn availabil-
ity is complicatedand subtle. Intuitive rulesmake sense,
suchas“concentrateobjectson fewer machinedor strict
operations’and“spreadobjectsacrossmachinesor more
tolerantoperations”.However, theseintuitive rulesarenot
usefulfor selectingamongassignmentsvith the samede-
greeof concentration/sprede.g,for choosingoetweeras-
signmentd andll in our example). This paperprovides

2The failure probabilitesare FP(111) = p8 + 8’ (1 p) +
28p8(1  p)2 + 24p°@@ p) + 6p*(1  p)* andFP(IV) =
PP+ 8p’(1 p)+28p°(1 p)?+ 8 p)d

N numberof objectsin the system
numberof FORsperobject
numberof FORsneededo reconstruct
anobject(out of thek FORS)
n numberof objectsrequestedby anoperation
t numberof objectsneededor theoperation
to besuccessfu{out of then objects)
S numberof machinesn thesystem
I numberof FORson eachmaching(= N k=s)
p failure probability of eachmachine
FP( )| failureprobabilityof assignment

3| x

Table 1: Notationusedin this paper

effective guidelinesfor selectingamongall assignments,
includingamongassignmentwith thesamedegreeof con-
centration/spreadAs our resultsshav, suchguidelinesare
crucial: popularassignmentsith the samedegreeof con-
centration/spreadan still vary by multiple ninesin the
availability they provide for multi-object operations. For
theexampleabove, our resultswill shav thatfor thequery
that cannottoleratemissingobjects,assignment is actu-
ally nearoptimalamongall possibleassignmentsOn the
otherhand for moretolerantqueriesarandomassignment
of the objectsto the machinegwith eachmachineholding
two objects)will give usthehighestavailability.

3 Preliminaries

In this section,we setthe context for our work by present-
ing our systemmodelandthenreviewing and classifying
well-knowvn assignments.

3.1 SystemModel

We beggin by de ning our systemmodelfor bothreplicated
and erasure-codedbjects. Table 1 summarizeghe nota-
tion we use.

ThereareN dataobjectsin the system,wherean ob-
jectis, for example,a le block, a le, adatabaséuple,a
groupof databaseuples,animage,etc. An opetion re-
guestdfor readingand/orwriting) n objects1 n N,
to performa certainuserlevel task. Thereares machines
in the system,eachof which may experiencecrash(be-
nign) failureswith a certainprobability p. Replicationor
erasurecodingis usedto provide faulttolerance Eachob-
jecthask replicas(for replication)or k fragmentgfor era-
surecoding). We usethe samek for all objectsto ensure
aminimal level of fault tolerancefor eachobject. Extend-
ing the modelandour resultsto differentk’sis partof our
future work. To unify terminology we call eachfragment
or replicaa FOR of the object. The k FORsof an object
are numberedl throughk. We assumethat m out of k
FORsareneededor a givenobjectto be availablefor use.
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non-ideal assignmentgconsistent-hashing-based)

systemsusing similar non-ideal assignments

Chord [36] (Figure2(a)):ith successoof hash(o)

Multi-hash  (Figure2(b)): 1stsuccessoof hash(o;i)

CAN [29], GFS[15], FARSITE [5], RIO [33]

Pastry [31] (Figure2(c)): machinewith theith closestiD to hash(o)

Glacier

[18] (Figure2(d)): 1stsuccessoof hash(o) + MAXID (i

1)=k | GHT [30], R-CHash22, 40]

Group (Figure2(e)): SeeSection5.1

Original RAID [28], Coda[25, 34T

Table 2: SalientobjectassignmentsFor the assignmentf the r st column,we noteto which madinetheith FOR of

objecto is assigned.

If anobjecthaslessthenm FORsavailable, we saythe
objectfails. A global assignmentor simply assignment
is a mappingfrom thekN FORsto the s machinesn the
system.An assignmenis ideal (in termsof load balance)
if eachmachinehasexactlyl = kN=s FORs. Thevaluel
is alsocalledtheload of amachine.

For an operationrequestingn objects,if notall n ob-
jectsare available, the operationmay or may not be con-
sideredsuccessfuldependingon its tolerancefor missing
objects.This paperstudiesthresholdcriteria: anoperation
is successfuf andonly if atleastt outof then objectsare
available.Heret is anoperation-speci cvaluefrom 1 ton
basedntheapplicationsemantics.

We needto emphasizehat the operationthresholdt is
not to be confusedwith the m in m-out-ofk erasurecod-

ing:

In erasurecoding, a single objectis encodednto k
fragments,and we can reconstructthe object from
ary m fragments Moreover, thereconstructeabject
is the sameregardlessof which m fragmentsarere-
trieved.

For anoperatiorwith athreshold, it doesnotrecon-
structthe n objects. Rathey the usermay be reason-
ably satis ed evenif only t objectsareretrieved be-
causeof the speci c applicationsemantics.Depend-
ing onwhicht objectsareretrieved,theanswelto the

SNotethat Coda[25] itself doesnot restrictthe assignmentrom vol-
umesto seners. However, in most Codadeployments[34], systemad-
ministratorsuseanassignmengimilarto PTN

userquerymay be different.But the useris willing to
acceptary of theseapproximateanswers.

Finally, we de ne the availability of an operationas
the probability that it is successful. We use “number of
nines” (i.e., logy.1(1  avail ability )) to describeavail-
ability. The complemenbf availability is called unavail-
ability or failure probability. For a given operation,we
useFP( ) to denotethe failure probability of a partic-
ular assignment . When we say that one assignment

is X ninesbetterthan anotherassignment , we mean
logy.s FP( ) logy, FP( ) = x. Finally, our availabil-
ity de nition currentlydoesnot capturepossibleretriesor
thenotionof “waittime” beforeafailedoperationcansuc-
ceedby retrying. We intendto investigatetheseaspectsn
our futurework.

3.2 Classifying Well-Known Assignments

Next, we review popularassignment$rom the literature,
andthende ne threeidealassignments.

We focuson well-known assignmentdasedon consis-
tenthashing22]. In consistenhashingeachmachinehas
anumericallD (between0 andMAXID) obtainedby, for
example pseudo-randomlizashingts own IP addressAll
machinesare organizedinto a single ring wherethe ma-
chinelDs arenon-decreasinglockwisealongthering (ex-
ceptatthepointwherethelD spacenrapsaround).

Figure 2 visualizesand Table 2 describesthe assign-
mentsusedin Chord, CAN, Pastry and Glacier Intu-
itively, in Chord, the objectis hashedonce andthen as-



signedto the k successorsf the hashvalue. In CAN (or
Multi-hash ), theobjectis hashedk timesusingk differ-
enthashfunctions,andassignedo thek immediatesucces-
sorsof thek hashresults? Pastryalsohasheghe object,
but it assignghe objectto the machineswith the k clos-
estIDs to thehashvalue.Finally, Glacierhashesheobject
andthenplacegheobjectatk equi-distanpointsonthelD
ring. Becauseof the useof consistenthashing,machines
in theseassignmentsnay not have exactly the sameload;
hencepy de nition, theassignmentarenotideal. Table2
alsolists otherpopularassignmentshat are similar to the
onesdiscusse@bore.

Next we de ne threeidealassignmentsdRANDis theas-
signmentobtainedby randomlypermutingthe N k FORs
and then assigningthe permutationto the machines(l
FORsper machine)sequentially Note that strictly speak-
ing, RANDis a distribution of assignments.If the ma-
chinelDs andthe hashe®f the objectsin consistenhash-
ing were exactly evenly distributed aroundthe ring, then
Multi-hash  would be the sameasRAND(Figure2(b)).
In PTN we partitionobjectsinto setsandthenmirror each
setacrossmultiple machines.Speci cally, the FORsof |
objectsareassignedo machinedl throughk, the FORsof
anotherl objectsareassignedo machinesk + 1 through
2k, andsoon. If consistenhashingprovided perfectload
balancingthenGlacier wouldbethesameasPTN(Fig-
ure 2(d)). This is becauseall objectswhosehashedall
into thethreelD regions(delimitedby black solid squares
andtheircorrespondingredecessorsyill beplacedonthe
threeblacksolid squaresandthosethreemachinewill not
hostary otherobjects.Finally, in SW(slidingwindow), the
FORsof |=k objectsareassignedo machinesl throughk,
the FORsof anothen =k objectsareassignedo machines
2 throughk + 1, andsoon. If consistenhashingprovided
perfectload balancing,then Chord andPastry would
be the sameas SW(Figures2(a) and(c)), becausall ob-
jectsfalling within the ID region betweena machineand
its predecessowill beassignedo thesamek successors.

Finally, we de ne the concepif aprojectedassignment
for a givenopemtion. For anassignmenanda given op-
erationrequestingn objects,the projectedassignments
themappingfrom thenk FORsof then objectsto the ma-
chines. In otherwords, in the projectedassignmentwe
ignore objectsnot requestedy the operation. We extend

thede nitions of PTNandRANDto projectedassignments.

A projectedassignments calledPTNIif theglobalassign-
mentis PTNandthe nk FORsresideon exactly nk=I ma-
chines.Namely then objectsshouldconcentrat®n asfew

machinesas possibleand obey the PTN rule within those
machinegasin assignment of Figurel, wheren = 8 and

4Strictly speaking,CAN usesconsistenthashingin multiple dimen-
sionsinsteadof a singledimension.Thuswe usethetermMulti-hash
to describethis assignment.

k = 2).5 Similarly, a projectedassignmenis calledRAND
if the globalassignmenis RANDandthe nk FORsreside
on exactly min(nk; s) machines.Here,RANDspreadghe
n objectson as mary machinesaspossible. In Figure1,
assignment$ll andIV have the desiredspreadbut such
well-structuredassignmentsre highly unlikely to occur
underthe RANDrule. Whenthe contet is clear we will
not explicitly distinguishanassignmentrom its projected
assignment.

4 Study of Ideal Assignments

In this section,we investicatethe ideal assignmentsinder
independentachinefailures. Later, Section6 will study
themorepracticalassignmentanderrealfailuretraces.

4.1 Simulation of Ideal Assignments

We begin our studyby usingsimulationto compareRAND
PTNandSW We considelherethe casewheren = N and
leave thecasedor n < N to our laterevaluationof practi-
calassignmentsTherearesix freeparameters our simu-
lation: N, s, k, m, p andt. We have performedathorough
simulationover the entire parametespaceandconsidered
additionalassignmentbeyondthosein Section3.2,but in
this papemwe areableto presenbnly a smallsubsebf our
results(Figure 3). Eachof the obsenationsdescribedbe-
low extendsto all the otherparametesettingsandassign-
mentswith whichwe experimentedNotethatFigure3 and
other gures in thispapetusearelatively largefailureprob-
ability p, in orderto shav the underlyingtrendwith con -
dence giventhe limited durationof our simulations. The
obserationsand conclusionsdo not changewith smaller
p.
Figure3 shavsthatwhent = n, PTNhasthelowestun-
availability (roughly0:08) amongthe threeassignment
the gure. In contrastwhent = n RANDhasthe highest
unavailability (nearly 1) amongthe three. Hence,PTNis
thebestandRANDs theworstwhent = n. Ast decreases,
theunavailability of PTNdoesnot changeuntil we areable
to tolerate300 missingobjects(i.e.,t=n  98:7%). The
reasonis thatin PTN wheneer oneobjectis unavailable,
thenthe otherl 1 objectson the samesetof machines
becomeunavailableaswell (I = 300. For RANDthe un-
availability decreasesmuchfasteraswe areableto toler
ate more and more missingobjects. The curvesfor PTN
and RANDcrosswhent=n 99:8%, belowv which point
RANDbecomeghe bestamongall assignments/hile PTN
roughly becomegheworst. This crossingpoint appeargo
be not far from the availability probability for individual
objects,iie., 1  p¢  999%. Whent=n = 99:4%, the
differencebetweerPTNandRANDs alreadythreenines.

5Note that assignmentsl and |l fail to have the PTN rule and the
desiredconcentrationtespectrely.
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Figure 3: Unavailability of ideal assignment$or an op-
eration that requestsall 240000bjectsstored on 240 ma-
chinesin the system. The numberof madinesis setto
matd our PlanetLabdeploymentEad objecthas3 repli-
cas,and eadh madine fails with probability 0:1. The x-
axisis thefraction (t=n) of the240000bjectsthat needgo
beavailablefor the opemtionto succeed.

The intuition behindthe above resultsis that eachas-
signmenhasa certainamounf “inter-objectcorrelation”.
Becauseachmachinemayhold FORsof multiple objects,
theseobjectshecomecorrelatedeven if machinefailures
are independent. Intuitively, PTN is the assignmenthat
maximizesnter-objectcorrelationwhile RANDminimizes
it. Whent is very closeto n, largerinter-objectcorrelation
is betterbecausé doesnot helpfor a smallnumberof ob-
jectsto be available by themseles. On the otherhand,if
t is not closeto n, smallerinter-objectcorrelationis bet-
ter becauset decreasethe chancethat mary objectsfail
together

It isimportantto notethatthecrossingoetweerPTNand
RANDoccursvery closeto 100%.As we mentionecdearlier
in all our experimentsthe crossingpoint occurswhent=n
is nearthe availability of individual objects. As long as
this availability is reasonablhyhigh, the crossingpoint will
becloseto 100%. Thisobsenationhassigni cant practical
importance Namely despitethefactthatt canrangefrom
1 to n, we canlargely classify operationgnto “strict” op-
erationsand“loose” operationsasfollows: An operation
is strict if it cannottolerateany missingobjects,otherwise
it is loose With practicalparameterdposeoperationswill
mostlikely fall into theregion whereRANDs thebest.On
theotherhand,PTNis bestfor strict operations.

4.2 Analytical Study of Ideal Assignments

The above simulationstudy shavs thatamongthe assign-
mentswe simulated,PTN and RANDare eachthe bestin
two differentregions. But is this becauseve missedout
on someotherassignments®o we needto consideraddi-
tional assignmentsPe niti ve answergo theseguestions
arenot readily obtainedexperimentally becausdhereare
exponentiallymary possibleassignments.

We have separatelyobtainedanalyticalresults[44] on
optimal assignmentsindersomespeci c t valuesandas-
suming failure independence.Becausetheseresultsare
only for restrictedparametesettingsandare not the con-
tribution of this paper following we provide only a brief
summaryof theanalyticalresultsfrom [44]:6

Fort = n (i.e., strictoperations)PTNis the best(to
within 0.25 nines)and RANDiIs the worst (to within
0.70nines)amongall possibleideal assignments

Fort = I+ 1andn = N (ort = 1andn < N),
PTNis theworstandRANDis the best(to within 0.31
nines)amongall possibleideal assignments

It is impossibleto achieve the bestof both PTN and
RAND

Theanalysign [44] also nds arigorousmathematicadief-
inition for inter-objectcorrelationwhich con rms our ear
lier intuition.

5 Designsto Approximate Optimal Assign-
ments

Our study in the previous sectionshawvs that PTN and
RANDare(near)optimalfor strictandlooseoperationsre-
spectvely. This motivatesthe explorationof practicalde-
signsthat approximatetheseideal assignmentsvhen ob-
jectsandmachinesnaybeaddedor deletedonthe y . Our
goalis to approximatenot only PTN and RAND but also
their projectedassignmentéor n < N. We have also
exploredoptimizingsolutionsfor systemsvherestrictand
looseoperationanay coexist. For lack of spacewe defer
the solutionsto [43]. We referthereademackto Table2
for de nitions of variousnon-idealassignments.

RAND is already approximated by Multi-hash
Moreover, for ary operation requesting n objects,
Multi-hash s likely to spreacthe nk FORsevenly on
theID ring. This meanghatthe projectedassignmenwill
alsoapproximateRAND Thus,we do not needary further
designin orderto approximateRAND

For PTN RAID [28] andCoda[34, 25| achiere PTNby
consideringonly a static setof machineg(or disksin the
caseof RAID). Adding or deletingmachinesequireshu-
man intervention. Glacier handlesthe dynamiccase,
andit would have achiezed PTNif consistenhashingpro-
vided perfectload balancing. However, we will seelater
thatin practice,it behaes similar to Chord (andhence
far from PTN). Therefore,we proposea Group DHT (or
Group in short)designthatbetterapproximate®TN Re-
gardlessof whetherwe useGlacier , Chord , Pastry

6Becauset only wastesresourcegor one machineto host multiple
FORsof the sameobject,we consideronly assignmentsvhereeachma-
chinehas 1 FOR of ary given object. The only exceptionis RAND
wheresomeassignment thedistribution may violatethis property



or Group, their projectedassignmentsvill not approxi-
matePTNwhenn < N. Therefore,we further propose
designsto ensurethat the projectedassignmentsapproxi-
matePTNforn < N.

Ourdesignsaarecompatiblewith thestandardHT rout-
ing mechanismgor locatingobjects. It is worth pointing
out thatwhenn is large, DHT routing will be inef cient.
For thosecasesmulticasttechniquesuchasin PIER[20]
canbeusedto retrieve theobjects.Ourdesignsaarecompat-
ible with thosetechniquesswell. Finally, for caseshere
a centralizeddirectory sener is feasible(e.g.,in a LAN
cluster),neitherDHT routing nor multicasttechniquesre
requiredfor our design.

5.1 Approximating PTNfor n = N

This sectiondescribedow we approachiPTNwith Group
DHT. Thedesignitself is notthemaincontritutionor focus
of thispaperthuswewill provideonly abrief description,
and leave the analysisof Group DHT's performanceas
well asdiscussion®f securityissuesto [43].

Basic Group DHT design. In GroupDHT (or Group ),

eachDHT nodeis a group of exactly k machines(Fig-

ure2(e) providesanexamplefor k = 3).” We assigrthek

FORsof anobjectto thek machinesn thesuccessogroup
of the object’s hashvalue. Herewe assumehatall objects
have thesamenumberof FORs,anda moregeneradesign
is partof our futurework. Thereis asmallnumberr (e.g.,
r = s=1000 of “rendezwus” machinesn the systemthat
helpusform groups.

For machingjoin, it is crucialto obsene thata machine
joinsthe systemfor two separateurposesusingthe DHT
(asaclient) andproviding service(asasener). A machine
canalwaysusethe DHT by utilizing someotherexisting
machine(thatis alreadyin the DHT) asa proxy, evenbe-
foreitself becomegartof thering. It mustbeableto nd
sucha proxy becausét needgo know a bootstragpoint to
join the DHT.

In orderto provide serviceto othermachinesa machine

rst registerswith arandomrendezous. If thereareless
thank new machinesegisteredwith therendezwusatthis
point,thenew machinesimply waits. Otherwisethek new
machinegorm agroup,andjoin the DHT ring. Duringthe
delayedjoin, the new machinecanstill usethe DHT asa
client — it simply cannotcontribute. The only factorwe
needto considerthenis whethertherewill bealargefrac-
tion of machineghat cannotcontritute. With 1=1000 of
themachineservingasrendezwusmachineseachwith at
mostk 1 waiting, the fraction of the machineghatare
waiting is at most(k  1)=100Q Giventhatk is a small
numbersuchas b5, this meansthat only 0:4% of the ma-

7In this sectionwe usenodeto denotea logical nodein the DHT and
madineto denoteoneof thes physicalmachines.

chinesin the systemarenot beingutilized, which is negli-
gible.

Whena machinein a groupfails or departsthe group
hastwo options.The rst optionwould beto dismissitself
entirely andthenhavethek 1 remainingmachinegoin
the DHT again. This may resultin thrashingbecausehe
leave/join rateis arti cially in ated by a factorof k. The
secondoptionwould be for the groupto wait, andhopeto
recruitanew machinesothatit canrecoverto k machines.
However, doing socausesomeobjectsto have fewer than
k FORsfor possiblyanextendedperiodof time.

In our design,we usea mixture of both options. When
a group losesa membey it registerswith a randomren-
dezwus. If therendezwushasa nev machineregistered
with it, thegroupwill recruitthe new machineasits mem-
ber If thegroupis notableto recruitanen machinebefore
the total numberof membergdropsfromk 1tok 2,
it dismissestself. Thethresholdof k 2 is tunable,and
asmallervaluewill decreas¢hejoin/leave rateatthe cost
of having fewer replicason average. However, our study
shaws that even a thresholdof k 2 yields a nearopti-
mal join/leave rate,andhencewe alwaysusek 2 asthe
threshold Finally, thegroupwill alsodismissitselfif it has
waitedlongerthana certainthresholdamountof time.

Rendezwus. It is importantto rememberthat the ren-
dezwus machinesare contactedonly upon machinejoin
and leave, and not during objectretrieval/lookup. In our
system,we intendto maintainroughlyr = s=1000ren-
dezwusin thegroupDHT. Thisr is well abore thenumber
of machinesieededo sustairtheloadincurredby machine
join/leave underpracticalsettingsandyet smallenoughto
keepthefractionof un-utilizedmachinesegligible.

We use the following design to dynamically in-
crease/decreagewith s. Eachgroupindependentiybe-
comesarendezwuswith probabilityof 1=100Q Theseen-
dezwusthenusethe Redir[24] protocolto form asmaller
rendezousDHT. To contacta randomrendezwus,a ma-
chine simply choosesa randomkey and searchegor the
successopf the key in the smallerrendezous DHT. As
with othergroupsin the system,rendezwus groupsmay
fail or leave. Fortunately the statesmaintainedby ren-
dezwusgroupsaresoft statesandwe simply useperiodic
refresh.

5.2 Approximating PTNforn < N

Group approximates globalPTNassignmentHowever,
for an operationrequestingn < N objects, the corre-
spondingprojectedassignmentvill notbe PTN Thisis be-
causethe hashfunction spreadghe n objectsaroundthe
ring, whereasthe projectedPTN assignmentequiresthe
n objectsto occupy asfew machinesas possible. Next
we presentdesignsfor approximatingprojectedPTN us-
ing known designdor supportinglangequeries.



De ning a global ordering. To ensurethatthe projected
assignmentapproximaté®PTN we rst de ne anordering
amongall the objects. The orderingshouldbe suchthat
most operationsroughly requesta “range” of objectsac-
cordingto the ordering. Note thatthe operationseednot
berealrangequeries.In mary applicationspbjectsarese-
manticallyorganizedinto atreeandoperationgendsto re-
questentiresubtreesFor example,in network monitoring
systemsuserstendsto ask aggregation questionsegard-
ing someparticularregionsin the network. In the caseof
le systemsif auserrequestoneblockin a le, shewill
likely requestthe entire le. Similarly, les in the same
directoriesare likely to be requestedogether For these
hierarchicalobjects,we can easily usethe full pathfrom
theroot to the objectasits name,andthe orderis directly
de ned alphabeticallyby objectnames.

Placing objects on the ID ring according to the order.
After de ning aglobalorderingamongthe objectswe use
anorder-preservinghashfunction[14] to generatghelDs
of theobjects.Comparedo a standarchashfunction,for a
givenordering“<” amongthe objects,anorderpreserving
hashfunction hashg, 4er () hasthe extra guarantedhat if
01 < 0, thenhashg ger (01) < hashgrger (02). If we
have someknowledgeregardingthe distribution of the ob-
jectnamegqe.g.,whentheobjectsarenamesn atelephone
directory),thenit is possible[14] to make the hashfunc-
tion uniformaswell. The“uniform” guaranteés important
becausét ensureshe load balancingachiezed by consis-
tent hashing. OtherwisesomelD regionsmay have more
objectsthanothers.

For caseswvherea uniform orderpreservingiunctionis
not possibleto constructwe furtheradoptdesigng7, 23]
for supportingangeqgueriesn DHTSs. In particular MOAT
usesthe item-balancingDHT [23] designto achiese dy-
namicloadbalancing.ltem-balancinddHT is the sameas
Chord exceptthateachnodeperiodicallycontactsa ran-
dom othernodein the systemto adjustload (without dis-
turbingtheorder).

Finally, therearealsocasesvherea singleordercannot
bede ned over the objects.We arecurrentlyinvestigating
how to addresshosecasesusingdatabaselusteringalgo-
rithms[46].

6 Study of Practical Assignments

In this section, we use our MOAT prototype, real fail-

uretracesandrealworkloadsto studyconsistenhashing-
basedassignmentsin particular we will answerthe fol-

lowing two questionghatwerenot answeredn Section4:

Which assignmenis thebestundertheeffectsof imperfect
loadbalancingn consistenhashingandalsoundertheef-

fects of machinefailure correlation? How do the results
changdrom our earlierstudyon idealassignments?

For lack of spacewe will considerin this sectiononly
the scenariowhereeachobjecthas3 replicas,unlessoth-
erwisenoted. We have also performedextensve experi-
mentsfor generalerasurecoding with differentm and k
values—thaesultswe obtainare qualitatively similar and
all ourclaimsin this sectionstill hold. In thefollowing, we
will rst describeour MOAT prototype,the failure traces
and the workload, and then thoroughly study consistent
hashing-basedssignments.

6.1 MOAT Implementation

We have incorporatedthe designsin the previous sec-
tion into a read/writewide-areadistributedstoragesystem
calledMOAT. MOAT is similarto PAST [32], exceptthatit
supportsall the consistent-hashing-basadsignmentslis-
cussedn this paper Speci cally, it supportsGlacier
Chord, Group andMulti-hash .8 For Group, unless
otherwisementionedwe meanGroup with the ordering
techniquefrom Section5.2. Otherassignmentslo not use
theorderingtechnique MOAT currentlyonly supportsop-
timistic (besteffort) consisteng. We have implemented
MOAT by modifying FreeRstry1.3.2[13]. MOAT is writ-
tenin Java 1.4, andusesnonblockingl/O andJava serial-
izationfor communication.

Despitethefactthatwe supportDHT routingin MOAT,
aswe mentionedin Section5, DHT routing will not be
usedif eithera centralizedsener is feasibleor whenthe
numberof objectsrequestedy an operationis large. To
isolate DHT routing failures(i.e., failuresby the DHT to
locateanobject)from objectfailuresandto betterfocuson
theeffectsof assignmentsn all our experimentsve de ne
availability astheprobabilitythatsomelive,accessiblena-
chinein the systemhasthatobject.

6.2 Faultloads and Workloads

A faultloadis, intuitively, afailureworkload,anddescribes
whenfailuresoccurandon which machines We consider
two differentfaultloadsintendedto capturetwo different
failure scenarios.The rst faultload,NetMode] is a syn-
theticoneandaimsto captureshort-termmachineunavail-
ability causedby local network failuresthat partition the
local machinefrom therestof thenetwork, renderingt in-
accessible.We usethe network failure modelfrom [10]
with a MTTF of 11571secondsMTTR of 609 seconds,
and a failure probability of p = 0:05. The MTTR is di-
rectly from [10], while the MTTF is calculatedfrom our
choiceof p.

The secondfaultload, PLtrace is a pairwise ping
trace[3] amongover 200 PlanetLabmachinesdrom April
2004 to November2004. Becauseof the relatively large

8In theremaindernf thepaperwe will notexplicitly discussPastry
asit is similarto Chord for the purpose®f this paper



(15 minutes)samplinginterval, PLtracemainly captures
machinefailuresratherthan network failures. This trace
enableausto studythe effectsof failure correlation,FOR
repair (i.e., generatingnev FORsto compensatdor lost
FORsdueto machinefailure), as well as heterogeneous
machinefailure probabilities. In our evaluation,we con-
sideramachineto havefailedif noneof theothermachines
canpingit. Furtherdetailsabouthow we procesghetrace
canbefoundin [43].

We alsousetwo realworkloadsfor useroperationsthe
TPC-Hbenchmarkanda querylog from IrisLog [2]. Our
two workloadsareintendedo representhetwo classeof
applicationsn Section2. Notethat TPC-His notactuallya
benchmarkfor imagedatabasesHowever, it hasa similar
data-miningnatureandmostqueriestouchalarge number
of objects(e.g.,severaltouchover 5% of thedatabase).

In our TPC-Hworkload,we usean800GBdatabasé.e.,
aTPC-Hscalingfactorof 8000)and240MOAT machines.
Becauseof our 3-fold replication overhead,the overall
databassizeis 2.4TB? Eachobjectis roughly33MB and
containsaround29,000consecutie tuplesin therelational
tables.Notethatwe intentionallyusearelatively large ob-
jectsizeto take into accounthe potentialeffectsof erasure
codingacrosssmallerobjects(recall Section2.2). Using
smallerobjectssizeswill only further increasethe differ-
encesamongthe assignmentandmagnify the importance
of usingthe appropriateassignmentsThe orderingamong
the objectsfor TPC-His de ned to bethe orderingdeter
minedby (table  name, tuple name), wheretuple
name is the primary key of the rst tuple in the object.
Note that most queriesin TPC-H are not actually range
querieson the primary key. So this enablesus to study
theeffect of anon-idealorderingamongobjects.

In our IrisLog workload, the querytracecontains6,467
queriesprocessedy the systemfrom 11/2003to 8/2004.
IrisLog maintains35300bjectsthatcorrespondo theload,
bandwidth, and other information about PlanetLabma-
chines. The numberof objectsrequestechy eachquery
rangesfrom 10 to 3530, with an averageof 704. The ob-
jectsin IrisLog form alogical treebasedn domainnames
of themachinedeingmonitored.The orderingamongthe
objectsis simply de ned accordingto their full pathfrom
theroot of thetree. In contrastto TPC-H, the operations
in IrisLog requestcontiguousrangesof objectsalongthe
ordering.

6.3 Effectsof ConsistentHashing

We performthis setof experimentsby deplgying the 240
MOAT machineson 80 PlanetLalmachinesandusingthe
network failurefaultloadof NetModel. Themachinespan

9For comparisonindustrialvendorsusea 10 TB databasaith TPC-H
in clusterswith 160machineg4].
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Figure 4: Unavailability of an opemtion requestingall
24,0000bjectsin thesystemundertheNetModefaultload.
t=n is thefraction of objectsthat needgo be availablefor
theopefationto succeed.

North America, Europeand Asia, and include both aca-
demicandnon-academisites.Eachmachineemulatedo-
cally whetheliit is experiencinga network failureaccording
to NetModel,andlogs the availability of its local objects.
We thenmeasurdhe availability of differentoperationsy
collectingandanalyzingthelogs. During the experiments,
therewere no failurescausedoy PlanetLabitself, andall
failuresexperiencedy the systemwereemulatedfailures.
For Group , we useonly asinglerendezwousnode.

Figure4 plotstheunavailability of asingleoperatiorre-
questingall 24,0000bjectsn MOAT underMulti-hash
Glacier , Chord andGroup . Wefocusont valuesthat
arecloseto n, to highlight the crossingpointsbetweeras-
signments.We alsoobtainedthreecurves (via simulation
asin Section4.1) for their counterparideal assignments
(i.e., PTN SWandRAND. For clarity, however, we omit
the SWcurwe. The generaltrendsindicate that our ear
lier claims aboutthe optimality of PTN and RANDhold
for Group andMulti-hash . Furthermorethe crossing
pointbetweerPTNandRAND s rathercloseto n.

The sameconclusionholds for Figure 5, which plots
theunavailability of amuchsmaller‘range” operation(re-
questingonly 600 objects). The large differenceamong
differentassignmentshaws that objectassignmentfiave
dramaticavailability impactevenonoperationghatrequest
a relatively small numberof objects. The 600 objectsre-
questednly compriseof 2.5%of the24,0000bjectsin the
system. It is also easyto obsere thatfor n < N, the
orderpreservinghashfunction (in Group with order)is
necessaryo ensuregoodavailability. Next we look at two
deepeaspectof theseplots.

Does consistent hashing increase or decrease avail-
ability? In Figure 4, Group is closeto PTN which
meansit well-approximatesthe optimal assignmentof
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Figure 5: Unavailability of a smaller opeiation that re-
questsonly 600 objects(amongthe 24,0000bjectin the
system)underthe NetModelfaultioad. Again, t=n is the
fraction of the 600 objectsthat needsto be available for
theoperationto succeed.

PTN Multi-hash hasthe sametrend as RANDbut it
doesdepartfrom RANDsigni cantly. The imperfectload
balancingin consistenthashingdecreasethe slopeof the
Multi-hash ~ curve (ascomparedo RAND, and makes
it slightly closerto PTN This meanghatthe unavailability
for looseoperationds increasedwhile the unavailability
for strict operationsis decreased.We also obsere sim-
ilar effectsof consistenthashingwhencomparingChord
againstSWandGroup againstPTN(exceptthattheeffects
aremuchsmaller).

We pointedout in Section4 thatthe key differencebe-
tween PTN and RANDis that PTN maximizesthe inter-
objectcorrelationwhile RANDminimizesthe inter-object
correlation. Imperfectload balancing(asin Group and
Multi-hash ) increasesuchinter-objectcorrelation.As
aresult,consistenhashingmakesall curvescloserto PTN

We arguethatthis effect from imperfectload balancing
in consistenthashingshouldbe explicitly taken into ac-
countin systemsdesign,becauseahe differencebetween
RANDandMulti-hash  caneasilyreachmultiple nines.
For example,whent=n = 99:8% in Figure4, the unavail-
ability underMulti-hash ~ is1:12 10 3, while theun-
availability underRANDs only 1:67 10 ° (notshowvnin
thegraph).

Does Glacier  approximate PTN well? As with
Group , the counterpartdealassignmentor Glacier is
PTN the bestassignmenfor strict operations.However,
Figure 4 clearly shavs that Glacier is much closerto
Chord thanto Group whent=n is closeto 1.0. This can
beexplainedby carefullyinvestigatingtheinter-objectcor
relationin theseassignmentand countingthe numberof
machinesntersectingwith ary given machine. Two ma-
chinesintersectif they hostFORsfrom the sameobjects.

A smaller numberof intersectingmachines(asin PTN
roughlyindicatedargerinter-objectcorrelation.

In Chord , thetotal numberof intersectingmachineds
roughly2(k 1), wherek is thenumberof replicasor frag-
mentsperobject.In Group , thisnumberis k. For Glacieg
supposé¢hatthegivenmachinds responsibldor ID region
(v1; v2). Thenext setof FORsfor theobjectsin thisregion
will fall within (v1 + MAXID=k; v, + MAXID=k). Unless
this region exactly falls within a machineboundaryit will
besplitacrosswo machinesFollowing thislogic, thetotal
numberof intersectingnachiness roughly2(k  1). This
explainswhy Glacier iscloserto Chord thanto Group
whent=n is closeto 1.0.

Whent = n in Figure4, the unavailability of Chord
(0.027) and Glacier  (0.034)is about4 times that of
Group (0.0074).Theadwantageof Group becomesarger
when k increases. We obsere in our experimentsthat
whenusingthe NetModelfaultloadwith p = 0:2 and12-
out-of-24erasureoding(i.e.,m = 12andk = 24), theun-
availability of Chord andGlacier is0:0117and0:0147,
respectiely. Ontheotherhand,Group hasanunavailabil-
ity of only 0:00067— roughly a 20-fold advantage.In our
otherexperimentsve alsoconsistentiyobsere thatthedif-
ferencebetweenGroup andGlacier is aboutk times.

6.4 Effectsof Failure Correlation

We next useour secondaultload,PLtrace to studytheef-

fectsof correlatedmnachinefailures(togethemwith consis-
tenthashing).Giventhatwe wantto obtaina fair compari-
sonacrosdlifferentassignmentsye needthesystento ob-

sene only failuresinjectedaccordingto thetracesandnot
the (non-deterministic¥ailureson the PlanetLab This is

ratherunlikely usingour live PlanetLabdeploymentgiven
our eightmonthlong traceandtherequireddurationof the
experiments.

Simulation validation via real deployment. To solve this
problem,we usea mixture of real deploymentandevent-
driven simulationfor PLtrace. Using trace compression,
we are able to inject and replay a one-weekportion of
PLtraceinto our MOAT deploymenton the PlanetLabin
around12 hours. To obsenre a sufcient nhumberof fail-
ures,we intentionally choosea weekthat hasa relatively
large numberof failures. Thesel2-hourexperimentsare
repeatednary times(around20 times)to obtaintwo runs
(onefor Group andonefor Multi-hash ) without non-
deterministicfailures.

Theseawo successfulunsthensene asvalidationpoints
for our event-drivensimulator We feedthe sameone-week
traceinto our event-drivensimulatorandthencomparethe
resultsto validateits accurag (Figure6). It is easyto see
that the two simulation curves almostexactly matchthe
two curvesfrom the PlanetLabdeployment,which means
our simulatorhassatishctoryaccurag. For spaceeasons,
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Figure 6: Validationresults:Unavailability of a singleop-
eration that requestsall 24,0000bjectsin the systemas
measued in WAN deploymentand as observedn event-
driven simulation. The numberof macdinesand the ma-
chine failure probability are determinedcby PLtrace We
cannotobserveany probability below10 4 dueto the du-
ration of theexperiment.
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Figure 7: Effectsof failure correlation: The availability
of an opemtion that requestall 24,0000bjectsin the sys-
tem. Thelegend“(c)” meanghatthe curveis for PLtrace
with correlatedfailures,while “(i)” meansthat the curve
is obtainedassumingndependentailures.

we omit othervalidationresults. We next inject the entire
PLtraceinto our simulator

Doesfailur e correlation increaseor decreaseavailabil-
ity? Figure7 plotstheunavailability of asingleoperation
underPLtracefor Glacier , Multi-hash , andGroup .
For clarity, we did not plot the curve for Chord , which
is closeto Glacier . Thedata(notincludedin Figure7)
shawv thatfor all threesettings,the averageunavailability
of individual objectsis around10 °. We thenperforma
separatsimulationassuminghateachmachinefailsinde-
pendentlywith afailure probabilityof 0:0215 avaluecho-
sensuchthat0:0218 10 ° (recallk = 3). Weinclude
the correspondingimulationcurves (for the threeassign-
ments)underthisindependentailure modelin Figure7 as
well. For clarity, we omit the curve for Glacier under
independentailures.

Comparingthe two sets of curwes reveals that ma-

chinefailure correlationmakesall the curvesmove toward
Group andawayfrom Multi-hash  (i.e.,decreasinghe
slopeof thecurwes). Theeffectis themostprominentwhen
we compareMulti-hash  (c) and Multi-hash ~ (i). In

retrospectthis phenomenoris easyto explain. The rea-
sonis exactly the sameasthe effect of imperfectload bal-

ancingdiscussedn Section6.3. Namely machinefailure
correlationincreaseghe inter-objectcorrelationof all as-
signments.This alsoprovidesintuition regardingwhy our
earlierconclusiongassumindailureindependence)nthe
optimality of PTN and RANDhold even undercorrelated
failures. Namely even thoughall assignmentdecome
closerto PTNundercorrelatedailures,their relative rank-
ing will notchangebecausehe extra “amount” of correla-
tion addeds the samefor all assignments.

6.5 Overall Availability for Real Workloads

Up to this point, we have presentedesultsonly for the
availability of individual operations. This sectioninves-
tigatesthe overall availability of all operationsn our two
realworkloadsvia simulationdrivenby PLtrace.Because
thequeriesin theworkloadsareof differentsizesherewe
assumehatthey have the samet=n values. Theseresults
provide arealisticview of how muchavailability improve-
mentwe canachieve by usingappropriateassignments.
The TPC-H benchmarkconsistsof 22 differentqueries
on a given database. To evaluate their availability in
our simulator we rst instantiatethe given databasasa
MySQL databasanduseit to procesgshequeries Wethen
recordthe setof tuplestouchedby eachquery Finally, we
simulatea replicatedand distributed TPC-H databasend
usethetraceto determinghe availability of eachquery
We plot only two assignmentbecaus®ur resultssofar
have alreadyshavn that Group and Multi-hash  are
eachnearoptimalin differentregions. In both Figure8(a)
and (b), we seethatwhent = n, Group outperforms
Multi-hash by almost4 nines. On the otherhand,for
t=n = 90%, Multi-hash  achiezesatleast2 morenines
than Group ; this differencebecomeseaven larger when
t=n < 90%. The absoluteavailability achiezed under
thetwo workloadsaredifferentlargely dueto thedifferent
sizesof the operations.In TPC-H, the operationgequest
moreobjectsthanin thelrisLog trace.Finally, thecrossing
betweenGroup and RANDagain occurswhent is quite
closeto n. This indicatesthat from a practical perspec-
tive, we may consideronly whetheran operationis ableto
toleratemissingobjects ratherthanits speci c t.

7 RelatedWork

To the bestof our knowledge, this paperis the rst to
studythe effectsof objectassignmenbn multi-objectop-
erationavailability. On the surface, objectassignments
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Figure 8: Ovemll availability underreal workloadsandthe PLtracefaultload.

relatedto replicaplacement.Replicaplacementhashbeen
extensiely studiedfor both performanceand availability.
ReplicaplacementesearcHor availability [8, 12, 45] typ-
ically considerghe availability of individual objectsrather
than multi-object operations. Theseprevious resultson
replicaplacementannotbeeasilyextendedo multi-object
operationshecausehe two problemsare fundamentally
different.For example thereplicaplacemenproblemgoes
away if all the machinesare identical, but asour results
shaw, assignmenstill affectsavailability evenwhenall the
machinesreidentical.

Despitethefactthatprevioussystemgb, 15, 22, 29, 31,
36, 39] usedifferentassignmentsor objects,all systems
exceptChainReplication[39] studyonly the performance
(ratherthanthe availability) of objectassignmentgif the
effects of assignmenare exploredat all). Chainreplica-
tion [39] investigatesthe availability of individual objects
in LAN ernvironments. In their setting, the availability of
individual objectsis in uenced by the different datare-
pair timesfor differentassignmentsFor example,aftera
machinefailure,in orderto restore(repair)the replication
degreefor the objectson that failed machine,it is faster
to createnew replicasof theseobjectson mary different
target machinesin parallel. As a result, more random-
ized assignmentsuchasMulti-hash  arepreferableto
more structuredassignmentsuchas Group . Compared
to Chain Replication,this paperstudiesthe effects of as-
signmentson multi-objectoperations.The ndings from
ChainReplicationandthis paperare orthogonal. For ex-
ample,for strict operationspur study shows that Group
yieldsmuchhigheravailability thanMulti-hash . When
restoringlost replicas,we canstill usethe patternassug-
gestedin Chain Replication,and tempoarily restorethe
replicasof the objectson mary differentmachines. The
objectreplicascanthenbelazily movedto the appropriate
placesas determinedby the desiredassignmenf{e.g., by
Group ). In thisway, all assignmentsvill enjoy the same
minimumrepairtime.

Asin our Group designthe conceptbf groupingnodes
is alsousedin Viceroy [27], but for a differentpurposeof
boundingthein-degreesof nodes.Becausef thedifferent

purpose,the size of eachgroupin Viceroy canvary be-
tweenc, logs to ¢, logs, wherec; andc, areconstants.
Viceroy maintainghegroupssimply by splitting a groupif
it is too large, or memging a groupwith its adjacentgroup
if it is too small. In our design,the groupsizeshave less
variance andwe achieve this by the useof rendezwous.
This paperstudiesthe effectsof objectassignmentsx-
perimentally In [44], we have also obtainedinitial the-
oretical optimality resultsundersomespeci ¢ parameter
settingg(namely whent = n andt = | + 1). Usingexper
imentalmethodsthis paperanswerghe objectassignment
questionfor all t values. It alsoinvesticatesthe effectsof
two real-world factors—#ilure correlationand imperfect
loadbalancing—thatwerenot consideredn [44].

8 Conclusion

This paperis the rst to reveal the importanceof object
assignmento the availability of multi-object operations.
Without affecting the availability of individual objectsor

resourceusage,appropriateassignmentsan easily im-

prove the availability of multi-object operationsby mul-

tiple nines. We shav that underrealistic parametersif

an operationcannottoleratemissingobjects,thenPTNis

the bestassignmentvhile RANDis the worst. Otherwise
RANDis the bestwhile PTNis the worst. Designsto ap-
proximatetheseassignmentdVulti-hash ~ andGroup,

respectiely, have beenimplementedn MOAT and eval-

uatedon the PlanetLab Our resultsshav differencesof

2—4ninesbetweenGroup andMulti-hash  for bothan
IrisLog querytraceandthe TPC-Hbenchmark.
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