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Abstract

Overlay networks have emegedasa powerful andhighly flexible
methodfor delivering content.We studyhow to optimizethrough-
putof largetransfersacrosgichly connectedadaptve overlay net-
works, focusingon the potentialof collaboratve transferdetween
peersto supplemenbngoingdownloads.First, we make the case
for an erasure-resilieneéncodingof the content.Using the digital
fountain encodingapproachend-hostscan efficiently reconstruct
theoriginal contentof sizen from asubsebf anyn symbolsdravn
from a large universeof encodedsymbols.Suchan approachaf-
fords reliability and a substantialdegreeof application-leel flex-
ibility, asit seamlesslyaccommodatesonnectionmigration and
parallel transferswhile providing resilienceto paclet loss. How-
ever, sincethe setsof encodedsymbolsacquiredby peersduring
downloadsmay overlapsubstantiallycaremustbe takento enable
themto collaborateeffectively. Our main contribution is a collec-
tion of usefulalgorithmictoolsfor efficientestimationsummariza-
tion, and approximatereconciliationof setsof symbolsbetween
pairsof collaboratingpeersall of which keepmessageompleity
and computationto a minimum. Throughsimulationsand experi-
mentson a prototypeimplementationywe demonstratéhe perfor
mancebenefitsof our informed contentdelivery mechanismsnd
how they complemenexisting overlay network architectures.
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1 Intr oduction

Considerthe problem of distributing a large new file acrossa
contentdelivery network of several thousandgeographicallydis-
tributed machines.Transferringthe file with individual point-to-
pointconnectiondrom asinglesourceancurstwo performancéim-
itations. First, the bandwidthconsumptiorof suchan approachs
wasteful.Secondthe rate of eachindividual transferis limited by
the characteristic®f the end-to-endpath betweenthe sourceand
thatdestinationThe problemof excessive bandwidthconsumption
canbe solved by a reliable multicast-base@pproachWith multi-
cast,only a singlecopy of eachpaclet payloadtransmittedby the
sener traverseseachlink in the multicasttree en routeto the set
of clients.Providing reliability posesadditionalchallengesbut one
elegant and scalablesolutionis the digital fountain approach8],
wherebythe contentis first encodediia anerasure-resilieréncod-
ing [18, 24, 17], thentransmittedo clients.In additionto providing
resilienceto paclet loss, this approachalso accommodateasyn-
chronousclient arrivals and,if layeredmulticastis alsoemployed,
heterogeneoudienttransfemrates.

Although multicast-basedlisseminatioroffers nearoptimal scal-
ing propertiesin bandwidthand sener load, IP multicastsuffers
from limited deployment.Thislack of deploymenthasledto thede-
velopmenbf end-systerapproachegl0, 13, 9], alongwith awide

variety of relatedschemeselevantto peerto-peercontentdelivery
architecture$25, 27, 29, 30, 32]. Mary of thesearchitecturesver

comethe deploymenthurdlefacedby IP multicastby requiringno

changeso routersnor additionalrouterfunctionality. Insteadthese
architectureonstructoverlay topologies,comprisingcollections
of unicastconnectionshetweenend-systemsin which eachedge
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(a) Initial deliverytree.

(b) Paralleldownloads.

(c) Collaboratve transfers. (d)

Figurel: Possibilitiesfor contentdelivery. Shadedontentwithin anodein thetopologyrepresenttheworking setof thatnode.Connections
in (b) supplementa); connectionsn (c) supplementa)+(b). SourceS andpeerF have the contentin its entirety A, B eachhave different,
but overlappinghalvesof thefull content.C, D, E eachhave 25% of thecontent.

(or connection)n the overlayis mappedonto a pathin the under
lying physicalnetwork by IP routing.

End-systenmulticastdiffersfrom IP multicastin a numberof fun-
damentabspectsFirst, overlay-basedpproachedonotuseamul-
ticasttree;indeedthey may mapmultiple virtual connection®nto
the samenetwork links. Secondunlike IP multicasttrees,overlay
topologiesmayflexibly adaptto changingnetwork conditions.For
example,applicationsusing overlay networks may reroutearound
congestedr unstableareasof the Internet[2, 28]. Finally, end-
systemsare now explicitly requiredto cooperateThis last point
is crucial and forms the essencef the motivation for our work:
giventhatend-systemarerequiredto collaboratén overlays,does
it necessarilyjollow thatthey shouldoperatdik e routers,andsim-
ply forward paclkets?We argue that this is not the case,andthat
end-systemsn overlayshave the opportunityto improve perfor
manceprovided they have the ability to actively collaboratejn an
informedmanner

We now return to the secondlimitation with traditional service
modelsbasedon tree topologies:the transferrate to a client in

suchatopologyis boundedby the available bandwidthof the bot-

tlenecklink on the pathfrom the sener. In contrast,overlay net-
works canovercomethis limitation. In systemswith ampleband-
width, transferatesacrossoverlay networks cansubstantiallyben-
efit from additionalcross-connectionsetweerend-systemsf the
end-systemsollaborateappropriatelyAssumingthat a given pair
of end-system$iasnot receved exactly the samecontent,this ex-

tra bandwidthcanbe usedto fill in, or reconcile the differencesn

receved contentthusreducingthetotal transfertime.

Our approachto addressingheselimitations is illustratedin the
contentdelivery scenarioof Figure 1. In the initial scenariode-
pictedin Figure 1(a), S is the sourceand all other nodesin the
tree (nodes A through E) representend-systemslowvnloading a
largefile via end-systermulticast.Eachnodehasa working setof
paclets,the subsedf pacletsit hasreceved (for simplicity, we as-
sumethe contentis notencodedn this example).Evenif theover-
lay managemenof the end-systemmulticastarchitectureensured
the bestpossibleembeddingpf the virtual graphonto the network

graph(for someappropriatelefinitionof best) thereis still consid-
erableroomfor improvementaA firstimprovementcanbe obtained
by harnessinghe power of parallel downloadd7], i.e. establishing
concurrentconnectiongo multiple senersor peerswith complete
copiesof thefile (Figure 1(b)). More generally additionalsignif-

icant performancebenefitsmay be obtainedby taking advantage
of “perpendicular'connectionbetweemodeswvhoseworking sets
are complementaryas picturedin Figure 1(c). Benefitsof estab-
lishing concurrentonnectiongo multiple peershave beendemon-
stratedby popularpeerto-peerfile sharingsystemsuchasKazaa,
Groksterand Morpheus.The improvementsin transferratesthat
theseprogramsobtain provide preliminary informal evidenceof

availability of bandwidthfor opportunisticdownloadsbetweercol-

laboratingpeers Thelegendof 1(d) depictsthe portionsof content
which canbebeneficiallyexchangediia opportunistidransfersoe-

tweenpairsof end-systems this scenario.

As discusseckarlier thetreeanddirectedagyclic graphtopologies
of Figuresl(a) and1(b) impedethe full flow of contentto down-

streanrecevers,astherateof flow monotonicallydecreasealong
eachend-systenhop on pathsaway from the source.In contrast,
the opportunisticconnection®f the graphof Figure1(c) allow for

higher transferrates,but simultaneouslydemanda more careful
level of orchestratiorbetweenend-systemso achieve thoserates.
In particular any pair of end-system# a peerto-peerrelationship
mustbe ableto determinewhich pacletslie in the setdifferenceof

their working sets,andsubsequentlynake aninformedtransferof

thosepaclets,i.e. they mustreconcilethetwo working sets.

Whenworking setsarelimited to smallgroupsof contiguouslocks
of sequentiallyindexedpaclets,reconciliationis simple,sinceeach
block can be succinctly specifiedby an index and a size. How-
ever, restrictingworking setsto suchsimplepatternggreatlylimits
flexibility to the frequentchangeswhich arisein adaptve overlay
networks, aswe amguein Section2. In that section,we alsoelab-
oratethe numerousbenefitsof using encodedcontent.The main
drawvback of the addedflexibility provided by the useof erasure-
resilientcontentis thatreconciliationbecomes more challenging
problem.To addresghis challengejn Sections3, 4 and5, we pro-
vide a setof toolsfor estimatingsummarizingandapproximately



reconcilingworking setsof connectectlients, all of which keep
messageomplity andcomputationto a minimum. In Section6,
we demonstratehroughsimulationsand experimentson a proto-
type implementationthat thesetools, coupledwith the encoding
approachform a highly effective delivery methodwhich cansub-
stantiallyreducetransfertimesover existing methodsWe provide
arecapof ourresultsanddrav conclusionsn Section?.

2 Content Delivery AcrossOverlay Networks

We motivate our approachfirst by sketching fundamentalchal-
lengesthat mustbe addressedtby any contentdelivery architecture
andoutlining the setof opportunitiesthat an overlay approachaf-
fords. Next, we armgue the pros and consof encodedcontent,the
consprimarily beinga smallamountof addedcompleity andthe
prosbeinggreatlyimproved flexibility andscalability We outline
the encodingbuilding blocks we use and enumeratethe benefits
they provide andthe coststhey incur.

2.1 Challengesand Opportunities

Whenoperatingin the contet of the fluid ervironmentof the In-
ternet,therearea numberof fundamentaproblemsthata content
delivery infrastructuremustcopewith, including:

e Asynchrony: Receversmay openandcloseconnectionr
leave andrejoin theinfrastructureat arbitrarytimes.

e Heterogeneity: Connectionwvary in speedandlossrates.

e Transience: Routers,links and end-systemsnay fail and
their performancenay fluctuateovertime.

e Scalability: Theservicemustscaleto largerecever popula-
tionsandlarge content.

Overlay networks should tolerate asynchrog and heterogeneity
andshouldadapto transienbehaior, all in ascalablenannerFor
example,arobustoverlay network shouldhave the ability to adap-
tively detectand avoid congestedr temporarily unstable[15, 2]
areasof the network. Continuousreconfiguratiorof virtual topol-
ogy by overlaymanagemergtrivesto establistpathswith themost
desirableend-to-endcharacteristicsWhile optimal pathsmay be
difficult to identify, an overlay node can often identify pathsthat
arebetterthandefault Internetpaths[2, 28]. Suchreactve behaior
of thevirtual topologymay frequentlyforcethe nodesto reconnect
to bettersuitedpeersBut of coursethis adaptve behaior thenex-
acerbateshefundamentaproblemsenumeratea@bove.

Another consequencef the fluidity of the ervironmentis that
contentis likely to be disseminatechon-uniformly acrosspeers.
For example,discrepanciedetweenworking setsmay arise due
to uncorrelatedossesbandwidthdifferencesasynchronougins,

and topology reconfigurationsMore specifically recevers with

highertransferratesandreceverswho initiate the download ear

lier will simply have morecontentthantheir peers As thetransfers
progressanddifferentend-systempeerwith oneanotherworking

setswill becomdurtherdivergentandfragmentedBy carefullyor-

chestratingconnectionspne may be ableto managethe level of

fragmentationbut only at the expenseof restrictingpotentialpeer

ing arrangementgherebylimiting throughput.

Finally, we alsowantto take advantageof a significantopportunity
presentedby overlay networks discussedn the introduction: the

ability to downloadcontentacrosamultiple connectionsn parallel.
Or moregenerallywe wish to make beneficialuseof ary available
connectiorpresentn anadaptve overlay, includingephemeraton-
nectionswhich may be short-lived, may be preemptedpr whose
performancemay fluctuateover time. This opportunityraisesthe
furtherchallengeof deliveringcontentwhichis notonly useful,but
which is usefuleven when other connectionsare beingemployed
in parallel,and doing so with a minimum of set-upoverheadand
messageompleity.

2.2 Limitations of Stateful Solutions

Solutionsto the problemsandconcernf the precedingsubsection
cannotbe scalablyachievedwith techniqueghatrequirestateto be
storedat connectionendpoints For example,while issuesof con-
nectionmigration,heterogeneityandasynchrog aretractable so-
lutionsto eachproblemgenerallyrequiresignificantperconnection
state.Theretainedstatemakessuchapproachegighly unscalable.
Moreover, bulky perconnectionstatecan have significantimpact
on performancesincethis statemustbe maintainedn the faceof
reconfiguratiorandreconnection.

Paralleldownloadingusingstatefulapproacheis alsoproblematic,
asdiscussedn [7]. The naturalapproachs to divide the rangeof

themissingpacletsinto disjoint setsin orderto downloaddifferent
rangesfrom differentsourcesWith heterogeneoulsandwidthand
transientnetwork conditions effectively predictingthe correctdis-

tribution of rangesamongsourcesds difficult, and hencefrequent
rengotiation may be required.Also, thereis a naturalbottleneck
thatarisesrom the needto obtain“the lastfew paclets’ If anend-
systemhasnegotiatedwith multiple sourcego obtaincertainpaclet
rangesandonesources slow in sendinghelastnecessarpaclets,
the end-systenmusteitherwait or pursuea fine-grainedrenaoti-

ationwith othersourcesBoth of theseproblemsare alleviated by

theuseof encodedcontent,aswe describebelon. While we do not
amguethatparalleldownloadingwith unencodeaontentis impos-
sible (for example,se€[26]), the useof encodingfacilitatessimpler
andmoreeffective paralleldowvnloading.

Oneothercomplicationis thatin orderto maximizethe advantage
of obtainingusefulcontentfrom multiple peersiit is actuallyben-
eficial to have partially dowvnloadedcontentdistributed unevenly
acrosarticipatingend-systemsso thatthereis considerablalis-
crepanyg betweenworking sets.As notedearlier discrepancien
working setswill naturally arise due to factorssuchas uncorre-
latedlosseshandwidthdifferencesasynchronougoins, andtopol-
ogy reconfigurationsBut statefulapproaches whichend-systems
attemptto downloadcontiguoushlocksof unencodegbacletswork
againstthis goal, sinceend-systemsffectively strive to reducethe
discrepanciebetweerthe pacletsthey obtain.Again, in schemes
usingencodedontent this problemis nota consideration.

2.3 Benefitsof EncodedContent

An alternatve to usingstatefulsolutionsasdescribedabore is the
useof thedigital fountainparadigm[8] runningover anunreliable
transporfprotocol.Thedigital fountainapproactwasoriginally de-
signedfor point-to-multipointtransmissiorof largefiles overlossy
channelsln thisapplication scalabilityandresilienceo pacletloss
is achievedby usinganerasuee correctingcode[17, 18, 24] to pro-
ducean unboundedstreamof encodingsymbolsderived from the



sourcefile. Theencodingstreamhasthe guarante¢hatareceveris
virtually certainto be ableto recover the original sourcefile from
any subsef distinct symbolsin the encodingstreamequalto the
sizeof theoriginalfile. In practice this strongdecodingguarantee
is relaxedin orderto provide efficientencodinganddecodingimes.
Someimplementationsirecapableof efficiently reconstructinghe
file having receved only a few percentmore thanthe numberof
symbolsin the original file [17, 16, 8], andwe assumesuchanim-
plementatioris used.A digital fountainapproactprovidesa num-
ber of importantbenefitswhich are usefulin a numberof content
delivery scenario$8, 7, 16].

e Continuous Encoding: Senderswith a completecopy of a
file maycontinuouslyproduceencodedgymbolsfrom thecon-
tent.

e Time-Invariance: New encodingsymbolsare producedn-
dependentlfrom symbolsproducedn the past.

e Tolerance: Digital fountainstreamareusefulto all recevers
regardlessof thetimesof their connectionsr disconnections
andtheir ratesof samplingthe stream.

e Additi vity: Fountainflows generatedby sendersvith differ-
entsource®f randomnesareuncorrelatedsoparalleldovn-
loadsfrom multiple senerswith completecopiesof the con-
tentrequireno orchestration.

While the full benefitsof encodedcontentdescribedabove apply
primarily to asourcewith acopy of theentirefile, somebenefitcan
beachiezedby end-systemwith partialcontentpy re-encodinghe
contentasdescribedn Section5.4. Theflexibility providedby the
useof encodingfreestherecever from receving all of asetof dis-
tinct symbolsandenabledully statelessonnectiormigrations,in
which no stateneedbetransferrecamonghostsandno danglingre-
questdor retransmissiomeedberesohed. It alsoallowsthenodes
of theoverlaytopologyto connecto asmary senderasnecessary
and obtain distinct encodingsymbolsfrom each,provided these
sendersrein possessionf theentirefile.

Thereis onesignificantdisadwantagefrom usingencodectontent,
asidefrom thesmalloverheadhssociateavith encodinganddecod-
ing operationsIn a scenariowhereencodingsymbolsare dravn
from a large, unomdered universe,end-systemshat hold only part
of thecontentmusttake careto arrangdransmissiomf usefulinfor-
mationbetweeneachother The digital fountainapproachthandles
this problemin the casewherean end-systenhasdecodedhe en-
tire contentof thefile; oncethis happensthe end-systentangen-
eratenew encodedcontentat will. It doesnot solwe this problem
whenan end-systentanonly forward encodingpaclets,sincethe
receving end-systenmay alreadyhave obtainedthosepaclets.To
avoid redundantransmission# suchscenariosye describemech-
anismdor estimatingandreconcilingdifferencedetweenworking
setsandsubsequentlperforminginformedtransfers.

2.4 Suitable Applications

Reliabledelivery of large files leveragingerasure-resilienéncod-
ings is only one representatie example of contentdelivery sce-
nariosthatcanbenefitfrom the approacheproposedn this paper
More generallyary contentdelivery applicationwhich satisfieghe
following conditionsmay standto benefit.

e Thearchitectureemploys arich overlay topology potentially
involving multiple connectiongperpeer

e Peersnayonly have aportionof thecontentwith potentially
comple correlationbetweertheworking setsof peers.

e Working setsof peersaredravn from alarge universeof pos-
siblesymbols.

Another naturalapplicationwhich satisfiesthesecriteriais video-

on-demand This applicationalso involves reliable delivery of a

largefile, but with additionalcomplicationsdueto timelinesscon-

straints,buffering issues,etc. Our methodsfor informed content
delivery cannaturally be utilized in conjunctionwith existing ap-

proachedor video-on-demanduchas[19] to move from a pure
client-serer modelto an overlay-baseanodel. While the methods
of [19] alsoadwocatetheuseof erasure-resiliertodespurmethods
for informedcontentdelivery for video-on-demanépply whether
or not codesareused.Similarly, informedcontentdelivery canbe

usedfor nearreal-timedelivery of live streamsFor thisapplication,
wherereliability is not necessarilyssentialgollaborationrmayim-

prove best-efort performanceFinally, our approachmay be used
for peerto-peerapplicationsrelying on a sharedvirtual erviron-

ment,suchasdistributedinteractive simulationor networkedmulti-

playergames For theseapplicationspeersmay only be interested
in reconstructinga smallsubspacef whatcanbeaverylarge-scale
ervironment.Here, in addition to issuesof scalablenamingand
indexing, summarizatioris also essentiafor facilitating effective

collaboratiorbetweerpeers.

3 Reconciliationand Informed Delivery

The precedingsectionshave establisheaxpectationgor informed
collaboration:an adaptve overlay architecturedesignedfor scal-
abletransmissiorof rich content.We abstractour solutionsaway
from the issuesof optimizing the layout of the overlay over time
[10, 13, 2], aswell asdistributednamingandindexing [25, 29, 27];
our systemsupplementsiry setof solutionsemployedto address
theseissues.

Theapproacheto reconciliatiorwhichwewishto addressrelocal
in scope,and typically involve a pair or a small numberof end-
systemsin the settingof wide-areacontentdelivery, mary pairsof
systemsmay desireto transfercontentin aninformedmanner For
simplicity, we will considereachsuchpairindependentlyalthough
we point to the potentialuse of our techniquego perform more
comple, non-localorchestration.

Our goalis to provide the mostcost-efective reconciliationmech-
anisms,measuringcost both in computationand messagecom-
plexity. In the subsequensectionswe proposethe following ap-
proaches:

Coarse-grainedreconciliation emplgysworking setsketches ob-
tainedby randomsamplingor min-wisesketchesCoarseap-
proachesare not resource-intense andallow usto estimate
the fraction of symbolscommonto the working setsof both
peers.

Speculatvetransfers involve a sender performing “educated
guessesasto which symbolsto generateandtransfer This
processcanbefine-tunedusingresultsof coarse-grainedec-
onciliation.



Fine-grainedreconciliation employs compact,searchablevork-
ing setsummariesuchasBloom filters or approximaterec-
onciliationtrees Fine-grainedapproachearemoreresource-
intensive and allow a peerto determinethe symbolsin the
working setof anothempeerwith a quantifiabledegreeof cer
tainty.

The techniqueswe describeprovide a rangeof optionsand are
usefulin differentscenariosprimarily dependingon the resources
available at the end-systemsthe correlation betweenthe work-
ing setsat the end-systemsand the requirementsof precision.
The sketchescan be thoughtof as an end-systens calling card:
they provide some useful high-level information, are extremely
lightweight, canbe computedefficiently, canbe incrementallyup-
datedat an end-systemandfit into a single1KB paclet. Generat-
ing the searchablsummariesequiresa bit moreeffort: while they
canstill be computedefficiently and incrementallyupdated they
requirea modestamountof spaceat the end-systenanda gigabyte
of contentwill typically requirea summaryon the orderof 1MB
in size.Finally, recodedcontentoptimizestransfersby tuning, or
personalizingthe contentacrossa particularpeerto-peerconnec-
tion basedon informationpresentedn sketchesWe describethese
methodsandtheir performancdradeofs in thefollowing sections.

4 Estimating Working SetSimilarity

In this section,we presentsimple and quick methodsfor estimat-
ing theresemblancef the working setsof pairsof nodesprior to

establishingconnectionsKnowledgeof the resemblancallows a
recever to determinethe extent to which a prospectie peercan
offer usefulcontent.We alsousethe resemblancéo optimize our
recodingstrateyy describedn Section5.4. Sinceit is essentiathat
thedatato computetheresemblancée obtainedasquickly aspos-
sible,our methodsaredesignedo give accurateanswersvhenonly

a single 1KB paclet of datais transferrecbetweenpeers.We em-
phasizehattherearedifferenttradeofs involvedin eachof theap-
proachesve describethe bestchoicemay dependon specificsof

theapplication.

We first establishthe framavork andnotation.Let peersA and B
haveworkingsetsS 4 andSs containingsymbolsfrom anencoding
of thefile.

Definition 1 (Containment) The containmentof B in A is the
quantity $40Sel 4nce '

Definition 2 (Resemblance) Theresemblancef A and B is the

: SaNns
quantltyiszusg}.

Thesedefinitionsaredueto Broder[5] andwereappliedto deter

minethesimilarity of documentsén searctengineg1]. Thecontain-
mentrepresentshefractionof elementsB thatareuselesgalready
known) to A. If this quantityis closeto zero,the containmenis

small,and B ratesto be a usefulsourceof informationfor A. We

point out that containmenis not symmetricwhile resemblancés.

Also, given|S 4| and|Sg|, anestimatefor one caneasilybe used
to calculateanestimatefor the other

We supposehat eachelementof a working setis identified by an
integer key; sendingan elemententails sendingits key. We will

think of thesekeys asunique,althoughthey may not be; for exam-
ple,if theelementsaredeterminedy ahashfunctionseededy the
key, two keys may generatehe sameelementwith small probabil-
ity. This mayintroducesmall errorsin estimatingthe containment,
but sincewe generallycareonly aboutthe approximatemagnitude
of thecontainmentthiswill nothave a significantimpact.With 64-
bit keys, a 1KB packet canhold roughly 128 keys, which enables
reasonablesstimatesfor the techniqueswve describe.Finally, we
assumehattheintegerkeys aredistributedover the key spaceuni-
formly at random,sincethe key spacecanalwaysbe transformed
by applyinga (pseudo)randorhashfunction.

Thefirstapproactwe consideiis straightforvardrandomsampling:
simply selectk elementsof the working setat random(with re-
placementandtransportthoseto the peer (We may alsosendthe
size of the working set, althoughthis is not essential.)Suppose
A sendsB arandomsampleK 4 from S4. The probability that
eachelementin K 4 is alsoin Sp is 142581, andhencelX4p5zl
is an unbiasedestimateof the containmentRandomsamplescan
be incrementallyupdateduponacquisitionof new elementsusing
resenoir sampling[31]. Randomsamplingsuffers the dravback
that B must searchfor eachelementof K4 in its own list Sg.
Although such searchesan be implementedquickly using stan-
darddatastructureginterpolationsearchwill take O(loglog |SB|)
averagetime per element) they requiresomeextra updatingover
head.One remedy suggestedn [5], is to sampleonly thoseele-
mentswhosekeys are 0 modulo . for an appropriatelychosenk,
yielding samplesKk 4 and K 5. (Here we specificallyassumehat
the keys arerandom.)In this case% is an unbiasedesti-
mateof the containmentmorewer, all computationsanbe done
directly on the small samplesjnsteadof on the full working sets.
However, this techniquegeneratesamplef variablesize,which
canbeawkward,especiallywhenthesizeof theworking setsvaries
dramaticallyacrospeersAnotherconcermaboutbothof theseran-
domsamplingmethodss thatthey do not easilyallow onepeerto
checkthe resemblancbetweenprospectie peers.For example,if
peerA is attemptingto establishconnectionwith peersB andC,
it might be helpful to know the resemblanc®etweenthe working
setsof B andC.

“7‘]4‘15‘3‘27‘9‘3]‘ Workingset‘
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Figure2: Exampleof minwisesummarizatiorandestimationof re-
semblancéKey universesizeis 64, examplepermutatiorfunctions
shawn).



Anotherclever samplingtechniquefrom [5] avoids the dravbacks
of thefirst two approachesThis approachwhich we employ, cal-

culatesworking setresemblancéasedon min-wisesketches fol-

lowing [5, 6]; the methodis depictedin Figure 2. Let 7; repre-
senta randompermutationon the key universeU. For asetS =

{51,82,-..,8n}, letm;(S) = {mj(s1),7;(s2),...,mj(sn)}, and
let min 7r;(S) = ming 7;(sk). Thenfor two working setsS4 and
S containingsymbolsof thefile F', we have z = min 7;(S4) =

min7;(Sp) if andonly if 77 (z) € Sa N Sp. Thatis, the min-

imum elementafter permutingthe two setsS4 and Sg matches
only whentheinverseof thatelementiesin bothsets.In this case,
we alsohave z = minm;(Sa U S). If 7; is arandompermu-
tation, theneachelementin S4 U Sg is equallylikely to become
the minimum elementof 7;(S4 U Sg). Hencewe concludethat
min7;(Sa) = minm;(Sp) with probabilityr = 14552 Note
that this probability is the resemblancef A and B. Now to es-
timate the resemblancepeer A computesmin7;(S4) for some
fixednumberof permutationsr; (asshowvn on Figure2), andsimi-

larly for B andSg. The peersmustagreeon thesepermutationsn

adwance;we assumehey arefixed universallyoff-line.

For B to estimateigzﬂgﬁi, A sendsB a vector containing A’s

minima, v(A). B thencompares(A) to v(B), countsthe num-
ber of positionswherethe two are equal,and divides by the total
numberof permutationsas depictedin Figure2. The resultis an
unbiaseckestimateof theresemblance sinceeachpositionis equal
with probability r.

In practice truly randompermutationsannotbe used,asthe stor
agerequirementsreimpractical.Instead we may usesimple per
mutations,suchas;(z) = az + b (mod |U|) for randomly
choseru andb andwhenU is prime, without affectingoverall per
formancesignificantly[4, 6].

The min-wise sketchesabove allow similarity comparisongjiven

ary two sketchedfor ary two peers.Moreover, thesesketchescan
becombinedn naturalways.For example the sketchfor theunion

of S4 and Sg is easilyfound by taking the coordinate-wisemin-

imum of v(A) andv(B). Estimatingthe resemblancef a third

peersworking setS¢ with thecombinedworkingsetS4 U Sg can
thereforebe donewith v(A), v(B), andv(C). Min-wise sketches
canalsobeincrementallyupdateduponacquisitionof new content,
with constanbverheadperreceiptof eachnew element.

5 ReconcilingDifferences

As shavn in the previoussection asinglepaclet canallow peergto
estimatethe resemblancén their working sets.If the differenceis
sufficient to allow usefulexchangeof data,the peersmaythenact
to determinewhat datato exchange We provide methodsfor this
problemthat generallyrequire transmissiorof only a handful of
paclets.Therearea numberof relatedperformanceonsiderations
thatwe developbelow.

The problemwe consideris a setdifferenceproblem.Specifically
supposeeerA hasaworking setS4 andpeerB hasaworking set
S, bothsetsbeingdravn from auniversel with |U| = u. PeerA
sendpeerB somemessagé/ with thegoalof peerB determining
asmary elementsn thesetSg — S4 aspossible.

The setdifferenceproblemhasbeenwidely studiedin communi-
cationcompleity. The focus,however, hasgenerallybeenon de-

terminingthe exact differenceSg — S4. With encodectontent,a
peerdoesnot generallyneedto acquireall of the symbolsin this
difference For example,two peersmay eachhave 3/4 of the sym-
bolsnecessaryo reconstructhefile with no overlapbetweerthem.
Hencewe do notneedexactreconciliationof the setdifferenceap-
proximationswill sufiice. One of our contritutionsis this insight
that approximatereconciliationof the setdifferenceds suficient
andallows usto determinea large portion of Sg — Sa with very
littte communicatioroverhead.

In this section,we describehow to quickly determineapproximate
differencesusing Bloom filters [3]. We alsointroducea new data
structure,which we call an approximatereconciliationtree. Ap-
proximatereconciliationtreesare especiallyuseful when the set
differences smallbut still potentiallyworthwhile.

There are several performanceconsiderationsn designingthese
datastructures:

e Transmissiorsizeof the messagédatastructure).
e Computatiortime.

e Accuragy of theapproximation(definedbelow).

Definition 3 (Accuracy) A methodor setreconciliationhasaccu-
racya if it canidentifya givendiscrepancybetweerthe setsof two
peess with probability a.

Traditionalapproachewhichwewill describéorieflyin Sections.1
provide perfectaccurag (i.e. accurag equalto 1) but are pro-
hibitive in eithercomputatiortime or transmissiorsize.Bloom fil-

tersandapproximateeconciliationtreestradeoff accurag against
transmissiorsize and computationtime and will be describedin
Sections.2and5.3.

5.1 Exact Approaches

To computedifferencesexactly, peer A can obviously sendthe
entireworking set.S 4, but this requiresO(|S4|logu) bits to be
transmitted.A naturalalternatve is to use hashing.Supposethe
setelementsare hashedusinga randomhashfunction into a uni-

verseU’' = [0,h). PeerA then hashessachelementand sends
the setof hashesnsteadof the actualworking setS4. Now only

O(]S4|log h) bits aretransmitted.Strictly speaking this process
maynotyield theexactdifferencethereis someprobabilitythatan

elementr € Sg \ S4 will have thesamehashvalueasanelement
y of S4, in which casepeer B will mistalenly believe z € S4.

The missprobability canbe madeinverselypolynomialin |S 4| by

settingh = poly(|Sal), in which case®(|S4|log|Sal) bits are
sent.

Anotherapproachs to usesetdiscrepang methodsof [22]. If the
discrepang d = |Sg — Sa| + [Sa — Sg| is known, thenpeerA
cansendadatacollectionof sizeonly O(d log u) bits, or if hashing
is doneas pre-processingof sizeonly O(dlog h) bits. However,
if d is not known, a reasonableipperboundon d mustbe deter
mined through multiple roundsof communicationln the special
casewhereS4 C Sp, thisinformationis usedto find coeficients
of a characteristipolynomialwhich is factoredto recover the dif-
ferencesOtherwise a rationalpolynomialis interpolatedandfac-
toredto recoverthedifferenceln eithercasetheamountof work is



©(d?). This protocolwaslaterimprovedin [21] to runin expected
O(d) time at the costof requiringmoreroundsof communication.
For our application,multiple roundsof communicationare unde-
sirable,sincethe durationof eachroundis at leastone round-trip
time.

5.2 A Bloom Filter Approach

In our applicationsit is sufficientfor peerB to beableto find most
or evenjust someof the elementsn |Sg — S4|. We describehow
to useBloomfiltersin this case.

We first review the Bloom filter datastructure[3]. More detailsand
otherapplicationscanbe foundin [12]. A Bloom filter is usedto
representisetS = {s1, s2,. .., sn} Of n elementdrom auniverse
U of sizeu, andconsistof anarrayof m bits,initially all setto 0. A
Bloomfilter usesk independentandomhashfunctionshy, . . . , hx
with range{0, .. ., m — 1}. For eachelements € S, thebits h;(s)
aresetto 1 for 1 < ¢ < k. To checkif anelementz isin S, we
checkwhetherall h;(z) aresetto 1. If not, thenclearly z is not
amemberof S. If all h;(z) aresetto 1, we assumehatz is in
S, althoughwe arewrong with someprobability Hencea Bloom
filter may yield a false positive whereit suggestshatan element
z isin S eventhoughit is not. The probability of a falsepositive f
dependon the numberof bits usedperitem m/n andthe number

of hashfunctionsk accordingto the following equation:f = (1 —
7kn/m)k
e .

For an approximatereconciliationsolution,peer A sendsa Bloom
filter F'4 of S4; peerB wouldthencheckfor eachelemenbf Sg in
F4. Whenafalsepositive occurs,peer B assumeshatpeerA has
asymbolthatit doesnothave,andsopeerB failsto senda symbol
that would have beenuseful. However, the Bloom filter doesnot
causepeer B to ever mistalenly sendpeer A a symbolthatis not
useful.As we have argued,if the setdifferenceis large, the failure
to sendsomeusefulsymbolsis not a significantproblem.

Thenumberof bits perelementanbekeptsmallwhile still achies-
ing highaccurag. For example,usingjustfour bits perelementaand
threehashfunctionsyields an accurag of 85.3%; usingeightbits
per elementandfive hashfunctionsyields an accurag of 97.8%.
Usingfour bits perelementwe cancreatdfiltersfor 10,000symbols
usingjust40,000bits, which canfit into five 1 KB paclets.Further
improvementscan be had by using the recentlyintroducedcom-
pressedloomfilter, which reduceghe numberof bits transmitted
betweermpeersatthecostof usingmorebitsto storethe Bloomfilter
at the end-systemandrequiring compressiorand decompression
atthepeerq23]. For simplicity, we useonly standardBloom filters
in the experimentsin this paper For computationtime, O(|S4|)
preprocessings requiredto setup the Bloom filter, andO(|S&|)
work is requiredto find the setdifference.

Therequiremenfor O(|S4|) preprocessingime andO(|Sa|) bits
to be sentmay seemexcessve for large |S 4|, especiallywhenfar
fewer than |S4| paclets will be sentalong a given connection.
Therearesereral possibilitiesfor scalingthis approactupto larger
numbersof paclets. For example,for large |S4| or |Sg|, peerA
cancreatea Bloom filter only for elementsof S4 thatareequalto
B modulo~y for someappropriates andy. PeerB canthenonly use
thefilter to determineelementsn Sg — S4 equalto 8 modulo-y
(still arelatively large setof elements)The Bloom filter approach
canthenbe pipelinedby incrementallyproviding additionalfilters

for differing valuesof 3 asneeded.

5.3 Approximate Reconciliation Trees
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Figure 3: Exampleof creationand Bloom filtering of an approxi-
matereconciliationtree. (M is O(poly |S4l); in this case,M =
|Sal? = 49, h is 64, and example permutationfunctionsare as
shaown.

Bloom filters are the preferreddatastructureswhen the working
setsof thetwo peershave smallresemblance-owever, ouroverlay
approachcan be useful even when the resemblancés large, and
lessthan 1% of the symbolsat peer B might be usefulto peer A
(this differencemaystill be hundredf symbols).For this casewe
suggest potentiallyfasterapproachusinga new datastructureve
have developedcalledapproximateeconciliationtrees.

Our approximatereconciliationtreesuseBloom filters on top of a
treestructurethatis similarin spirit to Merkle treeswhich areused
in cryptographicsettingsto minimize the amountof datatransmit-
tedfor verification[20]. We limit ourseheshereto anintroductory
descriptionfocusedon our applicationshere;otheruseful proper
tiesandapplicationswill be detailedin a subsequerpaper

Ourtreestructureis mosteasilyunderstoody consideringhefol-
lowing constructionPeerA (implicitly) constructsa binarytreeof
depthlog u. The root correspondgo the whole working set.Sa.
The children correspondo the subsetof S4 in eachhalf of U;
thatis, the left child is S4 N [0,u/2 — 1] andthe right child is
Sa N [u/2,u — 1]. Therestof thetreeis similar; the jth child at
depthk correspondso thesetS4 N [(j — 1) - u/2%, 5 - u/2F —1].
Similarly, peerB constructasimilartreefor elementsn Sg. Now
supposenodesin the tree canbe comparedn constantime, and
peerA sendsits treeto peerB. If theroot of peerA matcheshe
root of peerB, thenthereareno differencedetweerthe sets.Oth-
erwise thereis adiscrepanyg. PeerB thenrecursvely considershe
childrenof theroot.If z € Sg — S4, eventuallypeerB determines



thattheleaf correspondingo z in its treeis notin thetreefor peer
A. HencepeerB canfind ary x € Sg — Sa. Thetotal work for
peerB tofind all of Sg — S4 is O(dlog u), sinceeachdiscrepang
may causepeerB to tracea pathof depthlog u.

The above treehas©(u) nodesanddepth©(log ), which is un-
suitablewhentheuniverses large.However, almostall thenodesn

thetreecorrespondo thesamesets.In factthereareonly O(|S4|)

non-trivial nodesThetreecanbecollapsedy removing edgeshe-
tweennodesthatcorrespondo the sameset,leaving only ©(|S 4])

nodesUnfortunatelytheworst-caselepthmaystill be2(|S4|). To

solwe this problemwe hasheachelementinitially beforeinserting
it into the virtual tree,asshavn in Figure3(a,b). Therangeof the
hashfunctionshouldbe at leastpoly(]|.S 4|) to avoid collisions.We
assumehatthis hashfunction appearsandom,sothatfor ary set
of values theresultinghashvaluesappearandom.n this casethe
depthof the collapsedree caneasilybe shovn to be ©(log |S4)

with high probability. This collapsedreeis whatis actuallymain-
tainedby peersA andB.

As seenin Figure3(b), eachnodecanrepresent setof ©(n) el-
ementswhich would make comparingnodesin constantime dif-
ficult. We solwe this problemagain with hashing,so that eachset
of elementsorrespondso a value.The hashassociateavith each
internalnodeof the treeis the XOR of the valuesof its children,
asshawn in Figure 3(d). Unfortunately the high orderbits of the
first hashvaluesof adjacenteavesin thetreearehighly correlated,
sincethisfirst hashdetermineplacemenin thetree.Thereforewe
hasheachleaf elementagain into a universeU’ = [1, h) to avoid
this correlation.lt is thesesecondhashvaluesthat are usedwhen
computingthe XOR of hashesn a bottom-upfashionup the tree.
Checkingif two nodesare equalcanbe donein constantime by
checkingthe associatedalues,with a smallchanceof a falsepos-
itive dueto the hashing As with Bloom filters, falsepositvesmay
causepeerB to misssomenodesn the setdifferenceSg — Sa.

The adwantageof the tree over a Bloom filter is thatit allows for
fastersearchof elementdn the difference whenthe differenceis
small;thetimeis O(dlog |Sg|) usingthetreeinsteadof O(|Sz|)
for the Bloom filter. To avoid somespaceoverheadn sendingan
explicit representatioof thetree,we insteadsummarizeéhehashes
of thetreein a Bloomfilter. For peerB to seeif anodeis matched
by anappropriatenodefrom peerA, peerB cansimply checkthe
Bloom filter for the correspondindnash.This useof a Bloom filter
introducedalsepositivesbut allows asmallconstanhumberof bits
perelemento be usedwhile maintainingreasonablaccurag.

A false positive from the Bloom filter prematurelycuts off the
searchfor elementsin the differenceSg — S4 alonga pathin
the tree.If the falsepositive rateis high, the searchingalgorithm
may never follow a path completelyto the leaf. We can amelio-
rate this weaknesdyy not terminatinga searchat the first match
betweennodes.Instead,we add a correctionlevel ¢ correspond-
ing to the numberof consecutie matchesallowedwithout pruning
thesearchj.e. settingec = 0 terminateghe searchatthefirst match
found,while settinge = 1 terminateshesearctonly whenmatches
areidentifiedboth at aninternalnodeanda child of thatnode,and
soon.If thecorrectionlevel is greaterthand, thenary nodein the
bottomd levelsof thetreeis atgreaterrisk of leadingto afalsepos-
itive. To copewith this problem,we useseparatdloom filters for
internalhashesndleafhashesgiving finer controlovertheoverall

falsepositive probability.

Figure 4 shaws the resultsof experimentsusingapproximaterec-

onciliationtrees.Theseexperimentsusedsetsof 10,000 elements
with 100 differencesFor larger sets,keepingthe bits per element
constanwill causethe errorrateto increaseslowly dueto thetree

traversals- we note that only Q(loglog¥) bits per elementare

neededo avoid this for £ elementsFigure4(a) demonstrateboth

thetradeof involvedwhenchanginghenumberof bits usedfor the

internalnodesandleaveswhile keepingthe total constantandthe

benefitsof using morelevels of correction.The figure shavs that

usingmore correctionlevels and protectingthe leaf hasheswith a

large numberof bits per elementsignificantly improves the frac-

tion of differencesfound. For example,at ¢ = 5, internalnodes
arewell protectedagninstfalsepositives,so the bestperformance
is achieved when nearly 6 of the 8 available bits per elementare

allocatedto theleaffilters.

Table4(b) shavs the accurag for variousnumbersof bits perele-
mentandlevels of correctionusingthe optimal distribution of bits
betweenthe filters for leaves andinterior nodes.The accurag is
roughly 62% whenusing4 bits per elementand over 90% with 8
bits perelement.

Finally, themaintradeofs betweeroptimizedBloomfilters andap-
proximatereconciliationtreesarepresentedn Figure4(c). With 8
bits per element both datastructureshave over 90% accurag, but
the searchtime on the Bloom filter scaledinearly with the size of
theset,notthe setdifference.

5.4 RecodedContent

Thefinal techniquewe describds recoding atechniquewvhich can
be appliedonly whenencodedcontentis employed (sketchesand
approximatereconciliationmethodscan be employed whetheror
not erasurecorrectingcodesare used).Recodingis bestapplied
whencollaboratingpeersareknown to have correlatedvorking sets
but do not yet know what elementsare sharedj.e. in conjunction
with coarse-grainedeconciliation.One obvious possibility is for
peersto sendrandomencodingsymbols,but this leadsto a large
amountof uselessdatabeingtransmittedin mary circumstances.
For example,if the containmenbf B in A is 0.8, thensendinga
randomsymbolwill beuseles80%of thetime.Ontheotherhand,
aswe explain more clearly below, sendinga combination(using
XOR) of 9 distinctoutputsymbolsis uselessvith probability only
0.8° ~ 14%. To describerecoding,we begin by providing rele-
vantdetailsfor erasurecorrectingcodesin Section5.4.1.We then
introducerecodingfunctionalityin Section5.4.2.

5.4.1 SpaseParity Chek Codes

To describehe recodingtechniquesve emplgy, we mustfirst pro-
vide someadditionaldetailsandterminologyof sparseparity-check
codesnow adwocatedfor errorcorrectionand erasureresilience,
andusedin constructionswvhich approximatean idealizeddigital
fountain. Detailed performanceevaluation of thesecodesin net-
working applicationsis detailedin [8]. A pieceof contentis di-
videdinto a collectionof £ fixed-lengthblocksz1, . . . , z,, eachof
size suitablefor pacletization.For cornvenience we referto these
as input symbols.An encoderproducesa potentially unbounded
sequencef outputsymbols,or encodingpaclets,yi, y2, . . . from
the setof input symbols.With parity-checkcodes,eachsymbolis
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bits per element in leaf bloom filters

(a) Accurag tradeofs at 8 bits perelement

Correction Bits perElement
2 4 6 8
0 0.0000 | 0.0087 | 0.0997 | 0.2540
1 0.0063 | 0.1615| 0.3950 | 0.6246
2 0.0530| 0.3492| 0.6243| 0.8109
3 0.1323| 0.4800| 0.7424| 0.8679
4 0.2029 | 0.5538 | 0.7966 | 0.9061
5 0.2677| 0.6165| 0.8239 | 0.9234

(b) Accuragy of approximataeconciliationtrees

DataStructure || Sizein bits | Accuray Speed
Bloomfilters 8|S4] 98% O(|S4l)
AR.T. (c=5) 8|54l 92% O(dlog|Sal)

(c) Comparisorof datastructuresat 8 bits perelement

Figure4: ApproximateReconciliationStatistics

simply the bitwise XOR of a specificsubsef the input symbols.
A decodemttemptso recover the contentfrom the encodingsym-
bols. For a given symbol,we referto the numberof input symbols
usedto producethe symbolasits degreg i.e. y3 = x3 @ x4 has
degree2. Thetime to producean encodingsymbolsfrom a setof
inputsymbolsis proportionato thedegreeof thesymbol,while de-
codingfrom a sequencef symbolstakestime proportionalto the
total degreeof the symbolsin the sequenceusingthe substitution
rule definedin [17]. Encodinganddecodingimesarea functionof
theaveage degree;whentheaveragedegreeis constantye saythe
codeis sparse.

Well-designedsparseparity checkcodestypically requirerecovery
of afew percentlessthan5%) of symbolsbeyond/, the minimum
neededor decoding.The decodingoverheadof a codeis defined
to be eq if (1 + €4)¢ encodingsymbolsare neededon averageto
recover theoriginal content.

Provably good degree distributions have beendevelopedand an-
alyzedin [17, 16]. Our experiencehas beenthat heuristic ap-
proachego generatedegreedistributionsthat leverageideasfrom
theseworksalsoperformwell in practicefor our application[11].

TRANSMISSION OF ENCODED CONTENT

\ Peer A

Full Server / \ Peer B

ool 00 ool o o

99| 8o 0| o_| o, ol o

ocPoo dto o FH o
60 ol o ol o
50 o

I o R o R O/R

TRANSMISSION OF RECODED CONTENT

—> Encode 4~ Decode \_A Network transfer

Figure5: Exampleof transmissiorof encodedanrecodedcontent.
I inputsymbols(original datablocks),0: encodedutputsymbols,
R: recodecbutputsymbols.

5.4.2 RecodingViethods

A recodedsymbolis simply the bitwise XOR of a setof encoded
symbols.Like a regular encodedsymbol, a recodedsymbol must
be accompaniedby a specificationof the symbolsblendedto cre-
ateit. To specifythe input symbolscombined,a recodedsymbol
mustalsolist identifiersfor theencodedsymbolsfrom whichit was
producedAs with normalsparseparity checkcodes,irregular de-
greedistributionswork well, althoughwe adwcateuseof a fixed
degreelimit primarily to keepthe listing of identifiersshort. En-
codingand decodingare performedin a fashionanalogoudo the
substitutionrule. For example,a peerwith outputsymbolsys, ys
andy,3 cangenerateecodedsymbolsz; = yi13, 22 = ys @ ys and
z3 = y5 @ y13. A peerthatrecevesz;, zo andzs canimmediately
recorer y13. Thenby substitutingy,s into z3, the peercanrecover
ys, andsimilarly canrecoverys from zo. As theoutputsymbolsare
recovered,thenormaldecodingprocesgproceedsThe overall flow
from input symbolsto recodedsymbolsand backin an example
whereaseneris directly connectedo two peersandthetwo peers
areengagedin anadditionalcollaborationis illustratedin Figure5.

To getafeel for the probabilitiesinvolved, we considerthe proba-
bility thatarecodedsymbolis immediatelyuseful. AssumepeerB
is generatingecodedsymbolsfrom file F' for peerA andby virtue
of atransmittedsketch,knows the containment = % The
probability that a recodedsymbol of degreed immediatelyyields
cISBl)((1=)I5p])
a nev encodedsymbolis ~4=1 L
("7

ford = [ < ] (Note thatasrecodedsymbolsarereceied, con-

. This is maximized

1—c

tainmentaturallyincreasesndthetargetdegreeincreasesccord-
ingly.) Usingthis formulafor d maximizesheprobabilityof imme-
diatebenefitbut is actuallynot optimal, sincea recodedsymbol of
this degreerunsalargerisk of beinguselessThuswe usethisvalue
of d asa lower limit on the actualdegreegeneratedandgenerate
degreeshetweerthis valueandthe maximumallowabledegree,in-
clusively. Recodedsymbolswhich are notimmediatelyusefulare
often eventually usefulwith the aid of recoded(or encodedsym-
bolswhich arrive later. By increasinghe degreeat the costof im-
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Figure6: Scenariogonsideredn our experiments(a) Peerto-peer
reconciliation,(b) Peerto-peercollaborationaugmentinga down-
load, (c) Downloadfrom multiple peersin parallel.
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mediatebenefitthe probabilityof completelyredundansymbolsis
substantiallyreduced.

6 Experimental Results

Our experimentsfocus on shaving the overheadand potential
speedupf using our methodsin peerto-peerreconciliationas
well asin the setting of downloadsaugmentedy collaboratve

transfers.We first shov the feasibility of reconcilingwith a peer
with partial content,by demonstratinghe overheadin receving

symbolsfrom sucha senderNext, we evaluatethe useof senders
with partialcontent.aloneor supplementindull sendersandshov

thepotentialfor speedupfrom parallelcollaboratve transfersThe

simplescenariosve presentiredesignedo beillustrative andhigh-

light the primary benefitsof our methods;the performanceim-

provementave demonstrateanbeextrapolatecbntomorecomplex

scenarios.

6.1 Simulation Parameters

All of ourexperimentfocuson collaboratve transferof a 128MB
file. We assumehattheorigin senerdividesthisfile into 95,870in-
putsymbolsof 1400byteseach,andsubsequentlgncodeshis file
into a large setof outputsymbols.We associateachoutputsym-
bol with anidentifierrepresentinghe setof input symbolsusedto
producdt; our simulationsused64-bitidentifiers.Theirregularde-
greedistribution usedin the codeswas generatedising heuristics
basedon the discussiorin Section5.4 anddescribedn [11]. This
degreedistribution had an averagedegree of 11 for the encoded
symbolsandaveragedecodingoverheadf 2.3%. The experiments
usedthe simplifying assumptiorof a constantdecodingoverhead
ea = 2.5%. For recoding,we generatediegreedistributionsin the
samefashionwith a maximumdegreeof 50. Ratherthangenerate
recodingdegreedistributionson thefly, we insteadgeneratedhem
off-line and parameterizedby containmentand the percentagef
availablesymbolsdesiredby thereceving peer bothin increments
of 0.05. We notethatusingmoresophisticatedechniquegor gen-
eratingdegreedistributionsandreducingdecodingoverheadsuch
asthosedescribedn [17, 16] will improve our resultsaccordingly
Min-wise summarieemployed 180 permutationsyielding 180en-
tries of 64 bits eachfor a total of 1440bytesper summary Fine-
grainedreconciliationusedBloom filters with 6 hashfunctionsand
8(1 + eq) bits perinput symbol, for a total of 96 KB per filter.
Overheadmeasurementgresentedn this sectionusingthe faster
approximateeconciliationtreemethodsarevisually indistinguish-
ablefrom thoseusingBloomfiltersandarenotincluded Additional
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experimentscomparingapproximatereconciliationtreesto Bloom
filters will be detailedin asubsequerpaper

6.2 Collaboration Methods

We comparethe following threemethodsof orchestrating-ollab-
orationin our experiments,describedboth in increasingorder of
compleity andperformanceWhile ourmethodsnaybecombined
in otherways,thesescenariodllustratethe basictradeofs. Thede-
tails of thescenariosreasfollows.

Uninformed Collaboration The sendingpeerrandomlypicks an
available symbol to send.This simple stratgy is usedby
Swarmcast[30] and works bestwhen working setsare un-
correlated.

Speculative Collaboration The sending peer uses a min-wise
summaryfrom thereceving peerto estimatehe containment
andheuristicallytunethe degreedistribution of recodedsym-
bolswhich it encodesandsendsThe containmenestimated
from the min-wise summaryandthe numberof symbolsre-
questedare usedto pick a pre-generatediistribution tuned
asdescribedearlier Fractionsusedin picking pre-generated
distributionswereroundeddown to multiplesof 0.05 except
whenthedesiredractionwould bezero.This choiceof distri-
bution doesnot take into accountcorrelationwith othersend-
ing peersbut will beatleastasefficientasuninformedcollab-
oration(arguablya specialcase)andfrequentlymoreso.

ReconciledCollaboration The sendingpeeruseseithera Bloom
filter or anapproximateeconciliationtreefrom thereceving
peerto filter out duplicatesymbolsand sendsa randomper
mutationof themwithoutrepetition.The Bloomfilter andap-
proximatereconciliationtreesaremadelarge enoughto con-
tain all of the outputsymbolsat the endof the processsince
they will be updatedncrementallyasoutputsymbolsarere-
covered. Randompermutationsof the transmittedencoding
symbolsareusedto minimizethelik elihoodthattwo distinct
sendingpeerssendidenticalencodingsymbolsto the recev-
ing peer

Techniquedrom speculatie collaborationcan be combinedwith
the methodsfor reconciledcollaborationto optimize performance
over lossychannelsor whentransfersfrom peerswith highly cor
relatedworking setsareemployedin parallel.

6.3 Scenariosand Evaluation

In the scenariosve examine,we vary threecomponentsthe setof
connectionsn the overlay formedbetweensourcesand peersthe
distribution of contentamongcollaboratingpeers,andthe slackof
the scenariodefinedasfollows.

Definition 4 (Slack) Theslacks associatedvith a setof peesY

S
is lUXGfYXl whele Sx is theworkingsetof peer X and/ is the
total numberof input symbols.

By this definition,in ascenarioof slacks, thereares/ distinctout-
put symbolsin the working setsof peersin Y. Clearly, whenthe
slackis lessthan1 + ¢4, the setof peersY will be unableto re-
cover the file evenif they use an exact reconciliationalgorithm,
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Figure7: Overheadf peerto-peereconciliation.

sincethe decodingoverheadaloneis 4. Whenthe slackis larger
thanl + €4, andif peersareusinga reconciliationalgorithmwith

accuray a, thenthey canexpectto be ableto retrieve the file if

(1 + eq) < sa. Our methodsprovide the mostsignificantbenefits
over naive methodswhenthereis only a smallamountof slack;as
notedearlier approximatereconciliationis not especiallydifficult

whentheslackis large. We useslackvaluesof 1.1, 1.2, and1.3 for

comparisorbetweercompactscenariosith little availableredun-
dang andlooserscenariosWhenvarying slackhaslittle effecton

theresults,only theresultsfor aslackvalueof 1.1 areshavn.

For simplicity, we assumethat each connectionhas the same
amountof available bandwidth;our methodsapply irrespectve of

this assumptionThe receving peer A for whom we measurghe
overheadalways startswith 0.5¢ outputsymbolsfrom the sener.

The outputsymbolsknown to the sendingpeersaredeterminedy

the slackof the scenaricandthe containmentefinedin Section4;

thiswill bediscussedn detailfor eachparticularscenaricdbelow.

To evaluateeachtechnique we measurethe overall overheadof

eachstratey wherean overheadf e meanshat (1 + €)¢ symbols
needto bereceived on averageto recover afile of £ inputsymbols.
In caseof a sener sendingencodecdtontentwithout aid from peers
with partialcontenttheoverheads merelythe decodingoverhead,
i.e. e = €4. In otherscenariostheremay be additionalreception
overheadarisingfrom duplicateor uselesseceved encodingsym-
bols or recodingoverheadfrom uselesgecodedsymbols.The x-

axis of eachplot is the rangeof containmenbf the sendingpeers
by thereceving peer Eachdatapointis the averageof 50 simula-
tions.

6.3.1 Peerto-PeerReconciliation

The simplestscenarioto consideris composedf two peerswith
partialcontentwhereonepeersendsymbolsto theother This sce-
nariois illustratedin Figure 6(a), andis designedo illustratethe
feasibility of ourapproactevenin theworstcasewhensenerswith
a completecopy of thefile areno longeravailableandreconcilia-
tion andrecovery is barelypossible.

For receving peer A, sendingpeer B, with afile consistingof £
inputsymbolsandslacks,

ts S| + |S5| — |1Sa N S5l. )
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By thedefinitionof containmentg = %
ls —|S4|

S
55| 1-c¢

= )
Thesetwo equationghereforeuniquely determine|Sa4|, |Sg| and
|SanSg| asafunctionof theslackandthecontainmentThe|S U
Sg| symbolsarethendistributedasfollows: |S4 N Sg| symbols
aredistributedto both A and B, |S4| — |Sa N Sg| symbolsare
distributedto A, andtheremaindemaredistributedto B.

Beforecontinuing,we notethatoneadditionalconstraints needed
to keep the scenariosrealistic, namely neither A nor B alone
shouldbeableto recorerthefile (otherwisenotransferis necessary
or B cangeneratdreshsymbols).Thatis, |S4, S| < (1 + €a)¥,
wheree  is the decodingoverhead This givesan upperboundon
feasiblevaluesof ¢ for agivenslacks, explainingthevariationbe-
tweenvalueson the x-axesof our plots.

Figure 7 shaws the resultsof our experimentsfor this scenario.
In eachexperimentuninformedcollaborationperformspoorly and
degradessignificantly as containmenincreasesThis resultis in-
tuitive andcanbe preciselyanalyzedusinganalysissimilar to that
of the well known CouponCollector’s problem[14]. Essentially
the rate of uselessymbolstransmittedincreasesvith the number
of symbolssharedbetweerpeers.The degreeof sharingincreases
both asthe initial containmentncreasesand as the transferpro-
gresses.
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Figure9: Overheactollaboratingwith multiple peersin parallel.

Speculatie collaborations moreefficientthanuninformedcollab-

oration, but the overheadstill increaseslowly with containment.

In comparisonthe overheadof reconciledcollaborationis virtu-
ally indistinguishablefrom plain encodedransfersfrom a sener
anddoesnotincreasewith containmentTheextra overheadf rec-
onciledcollaborationis purely from the costof reconciliation(i.e.
transmittinga Bloom filter or approximateeconciliationtree)soit
is lessthana percentwhensending8 bits for every symbol (1400
bytes).

6.3.2 PeerAugmentedownloads

Thenext scenariove considerconsistof adownloadfrom asener
with completecontent,supplementedby a perpendiculatransfer
from a peerasillustratedin Figure6(b). In contrasto the previous
scenariothis scenariodemonstratethe utility of additionalband-
width in parallelwith anongoingdownloadfrom asener. Asin the
caseof peerto-peerreconciliation the distribution of symbolsbe-
tweenpeersatthebeginningof thescenarids preciselydetermined
by the slackandcontainment.

The resultsof this scenarioare shovn in Figure 8 andare similar
regardlessof the slack. The overheadof uninformedcollaboration
is considerablyflower thanin the scenariof Figure 7, primarily

becausea larger fraction of the contentis sentdirectly via fresh
symbolsfrom thesener. Usingour methodsspeculatie collabora-
tion performssimilarly to uninformedcollaboratiorin thisscenario,
astherecodingmethodsusedarenot highly optimized— someim-

provementsare possiblewith additionaleffort. In all casesrecon-
ciled collaborationstill hasoverheadust slightly higherthanthat
of only receving symbolsdirectly from the sener, but the trans-
fer time is substantiallyreducedvhenthe additionalconnectionis

employed.

For this scenariojt is naturalto considerthe speedughatis ob-
tainedby augmentinghe downloadwith anadditionalconnection.
Definingthespeedupo betheratio betweerthetransfertime using
a singlesendemwith full content(andincurring no decodingover-
head)andthetransfertime we achieve, we have:

numberof senders

speedup= 1+ overhead ’
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sinceall connectionsareassumedo have equalbandwidthandare
fully utilized. Therefore areconciledtransferwith 0.025overhead
achieresa speedumf 1.95,while anuninformedtransferwith 0.20
overheadachiezes a more modestspeedupof 1.67 over a vanilla
download.

6.3.3 Collaborating with Multiple Peersin Parallel

Finally, we considera peer collaboratingconcurrentlywith four
peers,all with partial content,as illustratedin Figure 6(c). This
scenariodemonstrateshat given appropriatereconciliationalgo-
rithms, onecanleveragebandwidthfrom peerswith partialcontent
with only aslightincreasen overhead.

Whenencodingsymbolsareallocatedacrossmultiple peers slack
andcontainmenno longeruniquelydeterminetheinitial distribu-

tion of symbols.We employ the following allocationmethod.As

before thereceverinitially hasexactly 0.5¢ symbols.Oneof these
symbolsis known to asendingpeerwith probabilityc. Theremain-
ing symbolsareknown to a sendingpeerwith probability p such
that ;= = (Ol'f/(f))_g/;f) . Any of thesesymbolsnot known to

ary sendingpeersis discardedandreplaced.This resultsin each
peerhaving an expected0.5¢ symbolsat the beginning of the ex-

periment

The resultsof this scenarioare shovn in Figure9. As onewould
expect, uninformedcollaborationperformsextremely poorly. For
low valuesof containmentspeculatie collaborationperformsthe
sameas uninformed collaboration,but dramaticallyimproves as
containmentncreasesWe again recallthatthe degreedistribution
wastunedto the accordingto the containmentin contrastto pre-
vious experimentsreconciledcollaborationhasmuchhigherover-

headthanbefore.Thisarisesrom correlationacrossnultiple peers.
For example,sendingpeersD and E mayidentify sharedsymbolz

asbeingin Sp — S4 andSg — S4, respectiely, andthenbothsend
z to receving peerA. Whenasymbolis receved multiple times, it

directly contributesto the overheadFor similar reasonsthe perfor

manceof speculatie collaboratioris alsodegradedastherecoding
algorithmis optimizedonly for transfersbetweerpairsof peers.

Giventherelatively poor performanceof reconciledcollaboration
whenthereis sharingbetweensendingpeerswe now considerthe
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Figure10: Overheadbf collaboratingwith multiple peersin parallelandupdatingperiodically Slack=1.1.

effects of periodically updatingthe summariesjn contrastto the
previous experimentswhich performedfine-grained-econciliation
only once,at the beginning of the scenario We repeatthe exper
imentsfor this scenariowith the containmentonstrainedo zero
(theworstcasefor reconciledcollaborationjandmodulatethe fre-
queng of reconciliation.Figure10(a)shavs the resultsof this ex-
periment.In this graph,the updatefrequeny f meanghatan up-
dateis performedafterreceving £/ f symbols,i.e. a frequeng of
20 implies that updatesaretriggeredafter every 5% of the down-
load progressesThe bottomcurve reflectsthe extra bandwidthof
traffic to thereceving peer Thetop curve addsthe bandwidthcon-
sumedby updatesthus accountingfor the total amountof extra
communicationin both directions.For example,as f increases,
thebandwidthspenton reconciliationupdatedrecomesignificant,
andultimately would dominatethe bandwidthof the actualtrans-
fer. Whenoptimizing total bandwidthconsumptionwe find thata
reasonableeconciliationfrequeny is roughly 10 — 20 depending
on the slackof the scenariomeaningthatthereis an updateafter
every 0.05¢ — 0.10¢ symbolsthataretransferred.

Figure10(b) shawvs theresultsof usingtheseupdatesn thescenar
ios of Figure9, i.e. speculatie collaborationupdateghe min-wise
summaryand reconciledcollaborationupdatesthe Bloom filters.
An updatefrequengy of 10is usedandboth speculatie andrecon-
ciled collaborationshav dramaticimprovement.

7 Conclusions

Overlay networks offer a powerful alternatve to traditionalmech-
anismsfor contentdelivery, especiallyin termsof flexibility, scal-

ability anddeployability. In orderto derive the full benefitsof the

approachsomecareis neededo provide methodsfor represent-
ing andtransmittingthe contentin a mannerthatis asflexible and

scalableas the underlying capabilitiesof the delivery model. We

amuethat straightforvard approachest first appeareffective, but

ultimately suffer from similar scalingand coordinationproblems
that have underminedbther multipoint servicemodelsfor content
delivery.
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In contrast,we amguethat a digital fountainapproachto encoding
the contentaffords a greatdeal of flexibility to end-systemper

forming large transfersThe maindravbackof the approachs that
the large spaceof possiblesymbolsin the systemmeansthat co-
ordinationacrossend-systemss alsoneededhere,in this caseto

filter useful contentfrom redundantcontent.Our main contritu-

tionsfurnishefficient, conciserepresentationshich sketchtherel-

evant stateat an end-systenin a handfulof pacletsandthenpro-
vide appropriatealgorithmictools to performwell underary cir-

cumstancesWith thesemethodsin hand,informed and effective
collaboratiorbetweerend-systemsanbe achieved, with all of the
benefitsof usinganencodedontentrepresentation.
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