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Abstract

Overlaynetworkshave emergedasa powerful andhighly flexible
methodfor deliveringcontent.We studyhow to optimizethrough-
putof largetransfersacrossrichly connected,adaptiveoverlaynet-
works,focusingon thepotentialof collaborative transfersbetween
peersto supplementongoingdownloads.First, we make the case
for an erasure-resilientencodingof the content.Using the digital
fountainencodingapproach,end-hostscanefficiently reconstruct
theoriginalcontentof size � from asubsetof any � symbolsdrawn
from a large universeof encodedsymbols.Suchan approachaf-
fords reliability anda substantialdegreeof application-level flex-
ibility , as it seamlesslyaccommodatesconnectionmigration and
parallel transferswhile providing resilienceto packet loss.How-
ever, sincethe setsof encodedsymbolsacquiredby peersduring
downloadsmayoverlapsubstantially, caremustbetakento enable
themto collaborateeffectively. Our main contribution is a collec-
tion of usefulalgorithmictoolsfor efficientestimation,summariza-
tion, and approximatereconciliationof setsof symbolsbetween
pairsof collaboratingpeers,all of which keepmessagecomplexity
andcomputationto a minimum.Throughsimulationsandexperi-
mentson a prototypeimplementation,we demonstratethe perfor-
mancebenefitsof our informedcontentdelivery mechanismsand
how they complementexistingoverlaynetwork architectures.
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1 Intr oduction

Considerthe problem of distributing a large new file acrossa
contentdelivery network of several thousandgeographicallydis-
tributed machines.Transferringthe file with individual point-to-
pointconnectionsfrom asinglesourceincurstwo performancelim-
itations.First, the bandwidthconsumptionof suchan approachis
wasteful.Second,the rateof eachindividual transferis limited by
the characteristicsof the end-to-endpathbetweenthe sourceand
thatdestination.Theproblemof excessive bandwidthconsumption
canbe solved by a reliablemulticast-basedapproach.With multi-
cast,only a singlecopy of eachpacket payloadtransmittedby the
server traverseseachlink in the multicasttreeen route to the set
of clients.Providing reliability posesadditionalchallenges,but one
elegant andscalablesolution is the digital fountainapproach[8],
wherebythecontentis first encodedvia anerasure-resilientencod-
ing [18, 24, 17], thentransmittedto clients.In additionto providing
resilienceto packet loss, this approachalso accommodatesasyn-
chronousclient arrivalsand,if layeredmulticastis alsoemployed,
heterogeneousclient transferrates.

Although multicast-baseddisseminationoffers near-optimal scal-
ing propertiesin bandwidthand server load, IP multicastsuffers
from limited deployment.Thislackof deploymenthasledto thede-
velopmentof end-systemapproaches[10, 13,9], alongwith awide
varietyof relatedschemesrelevantto peer-to-peercontentdelivery
architectures[25, 27, 29, 30, 32]. Many of thesearchitecturesover-
comethedeploymenthurdlefacedby IP multicastby requiringno
changesto routersnoradditionalrouterfunctionality. Instead,these
architecturesconstructoverlay topologies,comprisingcollections
of unicastconnectionsbetweenend-systems,in which eachedge
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Figure1: Possibilitiesfor contentdelivery. Shadedcontentwithin anodein thetopologyrepresentstheworkingsetof thatnode.Connections
in (b) supplement(a); connectionsin (c) supplement(a)+(b).SourceS andpeerF have thecontentin its entirety. A, B eachhave different,
but overlappinghalvesof thefull content.C, D, E eachhave ����� of thecontent.

(or connection)in theoverlay is mappedontoa pathin theunder-
lying physicalnetwork by IP routing.

End-systemmulticastdiffersfrom IP multicastin a numberof fun-
damentalaspects.First,overlay-basedapproachesdonotuseamul-
ticasttree;indeed,they maymapmultiple virtual connectionsonto
thesamenetwork links. Second,unlike IP multicasttrees,overlay
topologiesmayflexibly adaptto changingnetwork conditions.For
example,applicationsusingoverlaynetworksmay reroutearound
congestedor unstableareasof the Internet [2, 28]. Finally, end-
systemsare now explicitly requiredto cooperate.This last point
is crucial and forms the essenceof the motivation for our work:
giventhatend-systemsarerequiredto collaboratein overlays,does
it necessarilyfollow thatthey shouldoperatelike routers,andsim-
ply forward packets?We argue that this is not the case,and that
end-systemsin overlayshave the opportunity to improve perfor-
manceprovided they have theability to actively collaborate,in an
informedmanner.

We now return to the secondlimitation with traditional service
modelsbasedon tree topologies:the transferrate to a client in
sucha topologyis boundedby theavailablebandwidthof thebot-
tlenecklink on the path from the server. In contrast,overlay net-
works canovercomethis limitation. In systemswith ampleband-
width, transferratesacrossoverlaynetworkscansubstantiallyben-
efit from additionalcross-connectionsbetweenend-systems,if the
end-systemscollaborateappropriately. Assumingthata givenpair
of end-systemshasnot received exactly thesamecontent,this ex-
tra bandwidthcanbeusedto fill in, or reconcile, thedifferencesin
receivedcontent,thusreducingthetotal transfertime.

Our approachto addressingtheselimitations is illustratedin the
contentdelivery scenarioof Figure 1. In the initial scenariode-
picted in Figure 1(a), � is the sourceand all other nodesin the
tree (nodes 	 through 
 ) representend-systemsdownloadinga
largefile via end-systemmulticast.Eachnodehasa workingsetof
packets,thesubsetof packetsit hasreceived(for simplicity, weas-
sumethecontentis not encodedin this example).Evenif theover-
lay managementof the end-systemmulticastarchitectureensured
thebestpossibleembeddingof thevirtual graphonto thenetwork

graph(for someappropriatedefinitionof best),thereis still consid-
erableroomfor improvement.A first improvementcanbeobtained
by harnessingthepowerof parallel downloads[7], i.e.establishing
concurrentconnectionsto multiple serversor peerswith complete
copiesof the file (Figure1(b)). More generally, additionalsignif-
icant performancebenefitsmay be obtainedby taking advantage
of “perpendicular”connectionsbetweennodeswhoseworkingsets
are complementary, as picturedin Figure1(c). Benefitsof estab-
lishingconcurrentconnectionsto multiplepeershavebeendemon-
stratedby popularpeer-to-peerfile sharingsystemssuchasKazaa,
Groksterand Morpheus.The improvementsin transferratesthat
theseprogramsobtain provide preliminary, informal evidenceof
availability of bandwidthfor opportunisticdownloadsbetweencol-
laboratingpeers.Thelegendof 1(d) depictstheportionsof content
whichcanbebeneficiallyexchangedvia opportunistictransfersbe-
tweenpairsof end-systemsin thisscenario.

As discussedearlier, thetreeanddirectedacyclic graphtopologies
of Figures1(a) and1(b) impedethe full flow of contentto down-
streamreceivers,astherateof flow monotonicallydecreasesalong
eachend-systemhop on pathsaway from the source.In contrast,
theopportunisticconnectionsof thegraphof Figure1(c) allow for
higher transferrates,but simultaneouslydemanda more careful
level of orchestrationbetweenend-systemsto achieve thoserates.
In particular, any pair of end-systemsin a peer-to-peerrelationship
mustbeableto determinewhich packetslie in thesetdifferenceof
their working sets,andsubsequentlymake aninformedtransferof
thosepackets,i.e. they mustreconcilethetwo workingsets.

Whenworkingsetsarelimited to smallgroupsof contiguousblocks
of sequentiallyindexedpackets,reconciliationis simple,sinceeach
block can be succinctlyspecifiedby an index and a size. How-
ever, restrictingworking setsto suchsimplepatternsgreatlylimits
flexibility to the frequentchangeswhich arisein adaptive overlay
networks,aswe arguein Section2. In that section,we alsoelab-
oratethe numerousbenefitsof using encodedcontent.The main
drawbackof the addedflexibility provided by the useof erasure-
resilientcontentis that reconciliationbecomesa morechallenging
problem.To addressthis challenge,in Sections3, 4 and5, we pro-
vide a setof toolsfor estimating,summarizing,andapproximately
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reconcilingworking setsof connectedclients, all of which keep
messagecomplexity andcomputationto a minimum.In Section6,
we demonstratethroughsimulationsandexperimentson a proto-
type implementationthat thesetools, coupledwith the encoding
approach,form a highly effective delivery methodwhich cansub-
stantiallyreducetransfertimesover existing methods.We provide
a recapof our resultsanddraw conclusionsin Section7.

2 Content Delivery AcrossOverlay Networks
We motivate our approachfirst by sketching fundamentalchal-
lengesthatmustbeaddressedby any contentdelivery architecture
andoutlining thesetof opportunitiesthatan overlayapproachaf-
fords. Next, we argue the pros and consof encodedcontent,the
consprimarily beinga small amountof addedcomplexity andthe
prosbeinggreatly improved flexibility andscalability. We outline
the encodingbuilding blocks we useand enumeratethe benefits
they provideandthecoststhey incur.

2.1 Challengesand Opportunities

Whenoperatingin the context of the fluid environmentof the In-
ternet,therearea numberof fundamentalproblemsthata content
delivery infrastructuremustcopewith, including:

� Asynchrony: Receiversmayopenandcloseconnectionsor
leave andrejoin theinfrastructureatarbitrarytimes.� Heterogeneity: Connectionsvary in speedandlossrates.� Transience: Routers,links and end-systemsmay fail and
theirperformancemayfluctuateover time.� Scalability: Theservicemustscaleto largereceiver popula-
tionsandlargecontent.

Overlay networks should tolerateasynchrony and heterogeneity
andshouldadaptto transientbehavior, all in ascalablemanner. For
example,a robustoverlaynetwork shouldhave theability to adap-
tively detectandavoid congestedor temporarilyunstable[15, 2]
areasof the network. Continuousreconfigurationof virtual topol-
ogyby overlaymanagementstrivesto establishpathswith themost
desirableend-to-endcharacteristics.While optimal pathsmay be
difficult to identify, an overlay nodecanoften identify pathsthat
arebetterthandefault Internetpaths[2, 28]. Suchreactivebehavior
of thevirtual topologymayfrequentlyforcethenodesto reconnect
to better-suitedpeers.But of coursethis adaptivebehavior thenex-
acerbatesthefundamentalproblemsenumeratedabove.

Another consequenceof the fluidity of the environment is that
contentis likely to be disseminatednon-uniformly acrosspeers.
For example,discrepanciesbetweenworking setsmay arisedue
to uncorrelatedlosses,bandwidthdifferences,asynchronousjoins,
and topology reconfigurations.More specifically, receivers with
higher transferratesandreceiverswho initiate the downloadear-
lier will simplyhavemorecontentthantheirpeers.As thetransfers
progress,anddifferentend-systemspeerwith oneanother, working
setswill becomefurtherdivergentandfragmented.By carefullyor-
chestratingconnections,one may be able to managethe level of
fragmentation,but only at theexpenseof restrictingpotentialpeer-
ing arrangements,therebylimiting throughput.

Finally, wealsowantto takeadvantageof asignificantopportunity
presentedby overlay networks discussedin the introduction: the

ability to downloadcontentacrossmultipleconnectionsin parallel.
Or moregenerally, wewish to makebeneficialuseof any available
connectionpresentin anadaptiveoverlay, includingephemeralcon-
nectionswhich may be short-lived, may be preempted,or whose
performancemay fluctuateover time. This opportunityraisesthe
furtherchallengeof deliveringcontentwhich is notonly useful,but
which is usefuleven whenotherconnectionsarebeingemployed
in parallel,anddoing so with a minimum of set-upoverheadand
messagecomplexity.

2.2 Limitations of Stateful Solutions

Solutionsto theproblemsandconcernsof theprecedingsubsection
cannotbescalablyachievedwith techniquesthatrequirestateto be
storedat connectionendpoints.For example,while issuesof con-
nectionmigration,heterogeneity, andasynchrony aretractable,so-
lutionsto eachproblemgenerallyrequiresignificantper-connection
state.Theretainedstatemakessuchapproacheshighly unscalable.
Moreover, bulky per-connectionstatecanhave significantimpact
on performance,sincethis statemustbemaintainedin the faceof
reconfigurationandreconnection.

Paralleldownloadingusingstatefulapproachesis alsoproblematic,
asdiscussedin [7]. The naturalapproachis to divide the rangeof
themissingpacketsinto disjointsetsin orderto downloaddifferent
rangesfrom differentsources.With heterogeneousbandwidthand
transientnetwork conditions,effectively predictingthecorrectdis-
tribution of rangesamongsourcesis difficult, andhencefrequent
renegotiationmay be required.Also, thereis a naturalbottleneck
thatarisesfrom theneedto obtain“the lastfew packets.” If anend-
systemhasnegotiatedwith multiplesourcesto obtaincertainpacket
ranges,andonesourceis slow in sendingthelastnecessarypackets,
theend-systemmusteitherwait or pursuea fine-grainedrenegoti-
ationwith othersources.Both of theseproblemsarealleviatedby
theuseof encodedcontent,aswe describebelow. While we do not
arguethatparalleldownloadingwith unencodedcontentis impos-
sible(for example,see[26]), theuseof encodingfacilitatessimpler
andmoreeffective paralleldownloading.

Oneothercomplicationis that in orderto maximizetheadvantage
of obtainingusefulcontentfrom multiple peers,it is actuallyben-
eficial to have partially downloadedcontentdistributed unevenly
acrossparticipatingend-systems,so that thereis considerabledis-
crepancy betweenworking sets.As notedearlier, discrepanciesin
working setswill naturally arisedue to factorssuchas uncorre-
latedlosses,bandwidthdifferences,asynchronousjoins,andtopol-
ogyreconfigurations.But statefulapproachesin whichend-systems
attemptto downloadcontiguousblocksof unencodedpacketswork
againstthis goal,sinceend-systemseffectively strive to reducethe
discrepanciesbetweenthe packetsthey obtain.Again, in schemes
usingencodedcontent,thisproblemis nota consideration.

2.3 Benefitsof EncodedContent

An alternative to usingstatefulsolutionsasdescribedabove is the
useof thedigital fountainparadigm[8] runningover anunreliable
transportprotocol.Thedigital fountainapproachwasoriginally de-
signedfor point-to-multipointtransmissionof largefiles over lossy
channels.In thisapplication,scalabilityandresiliencetopacketloss
is achievedby usinganerasurecorrectingcode[17, 18,24] to pro-
ducean unboundedstreamof encodingsymbolsderived from the
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sourcefile. Theencodingstreamhastheguaranteethatareceiver is
virtually certainto be ableto recover theoriginal sourcefile from
anysubsetof distinctsymbolsin theencodingstreamequalto the
sizeof theoriginal file. In practice,this strongdecodingguarantee
is relaxedin orderto provideefficientencodinganddecodingtimes.
Someimplementationsarecapableof efficiently reconstructingthe
file having received only a few percentmore than the numberof
symbolsin theoriginal file [17, 16, 8], andwe assumesuchanim-
plementationis used.A digital fountainapproachprovidesa num-
ber of importantbenefitswhich areuseful in a numberof content
deliveryscenarios[8, 7, 16].

� Continuous Encoding: Senderswith a completecopy of a
file maycontinuouslyproduceencodedsymbolsfromthecon-
tent.

� Time-Invariance: New encodingsymbolsareproducedin-
dependentlyfrom symbolsproducedin thepast.� Tolerance: Digital fountainstreamsareusefulto all receivers
regardlessof thetimesof their connectionsor disconnections
andtheir ratesof samplingthestream.� Additi vity: Fountainflows generatedby senderswith differ-
entsourcesof randomnessareuncorrelated,soparalleldown-
loadsfrom multiple serverswith completecopiesof thecon-
tentrequireno orchestration.

While the full benefitsof encodedcontentdescribedabove apply
primarily to asourcewith acopy of theentirefile, somebenefitscan
beachievedby end-systemswith partialcontent,by re-encodingthe
contentasdescribedin Section5.4.Theflexibility providedby the
useof encodingfreesthereceiver from receiving all of asetof dis-
tinct symbolsandenablesfully statelessconnectionmigrations,in
whichnostateneedbetransferredamonghostsandnodanglingre-
questsfor retransmissionneedberesolved.It alsoallows thenodes
of theoverlaytopologyto connectto asmany sendersasnecessary
and obtain distinct encodingsymbolsfrom each,provided these
sendersarein possessionof theentirefile.

Thereis onesignificantdisadvantagefrom usingencodedcontent,
asidefrom thesmalloverheadassociatedwith encodinganddecod-
ing operations.In a scenariowhereencodingsymbolsare drawn
from a large, unordered universe,end-systemsthat hold only part
of thecontentmusttakecaretoarrangetransmissionof usefulinfor-
mationbetweeneachother. Thedigital fountainapproachhandles
this problemin thecasewhereanend-systemhasdecodedtheen-
tire contentof thefile; oncethis happens,theend-systemcangen-
eratenew encodedcontentat will. It doesnot solve this problem
whenanend-systemcanonly forwardencodingpackets,sincethe
receiving end-systemmayalreadyhave obtainedthosepackets.To
avoid redundanttransmissionsin suchscenarios,wedescribemech-
anismsfor estimatingandreconcilingdifferencesbetweenworking
setsandsubsequentlyperforminginformedtransfers.

2.4 Suitable Applications

Reliabledelivery of large files leveragingerasure-resilientencod-
ings is only one representative exampleof contentdelivery sce-
nariosthatcanbenefitfrom theapproachesproposedin this paper.
Moregenerally, any contentdeliveryapplicationwhichsatisfiesthe
following conditionsmaystandto benefit.

� Thearchitectureemploys a rich overlay topologypotentially
involving multiple connectionsperpeer.� Peersmayonly haveaportionof thecontent,with potentially
complex correlationbetweentheworkingsetsof peers.� Workingsetsof peersaredrawn from a largeuniverseof pos-
siblesymbols.

Anothernaturalapplicationwhich satisfiesthesecriteria is video-
on-demand.This applicationalso involves reliable delivery of a
largefile, but with additionalcomplicationsdueto timelinesscon-
straints,buffering issues,etc. Our methodsfor informed content
delivery cannaturallybe utilized in conjunctionwith existing ap-
proachesfor video-on-demandsuchas [19] to move from a pure
client-server modelto anoverlay-basedmodel.While themethods
of [19] alsoadvocatetheuseof erasure-resilientcodes,ourmethods
for informedcontentdelivery for video-on-demandapplywhether
or not codesareused.Similarly, informedcontentdelivery canbe
usedfor nearreal-timedeliveryof livestreams.For thisapplication,
wherereliability is notnecessarilyessential,collaborationmayim-
prove best-effort performance.Finally, our approachmay be used
for peer-to-peerapplicationsrelying on a sharedvirtual environ-
ment,suchasdistributedinteractivesimulationor networkedmulti-
playergames.For theseapplications,peersmayonly beinterested
in reconstructingasmallsubspaceof whatcanbeaverylarge-scale
environment.Here, in addition to issuesof scalablenamingand
indexing, summarizationis alsoessentialfor facilitating effective
collaborationbetweenpeers.

3 Reconciliationand Inf ormed Delivery

Theprecedingsectionshave establishedexpectationsfor informed
collaboration:an adaptive overlay architecturedesignedfor scal-
abletransmissionof rich content.We abstractour solutionsaway
from the issuesof optimizing the layout of the overlay over time
[10, 13, 2], aswell asdistributednamingandindexing [25, 29,27];
our systemsupplementsany setof solutionsemployed to address
theseissues.

Theapproachesto reconciliationwhichwewishto addressarelocal
in scope,and typically involve a pair or a small numberof end-
systems.In thesettingof wide-areacontentdelivery, many pairsof
systemsmaydesireto transfercontentin aninformedmanner. For
simplicity, wewill considereachsuchpair independently, although
we point to the potentialuseof our techniquesto perform more
complex, non-localorchestration.

Our goal is to provide themostcost-effective reconciliationmech-
anisms,measuringcost both in computationand messagecom-
plexity. In the subsequentsections,we proposethe following ap-
proaches:

Coarse-grainedreconciliation employsworkingsetsketches, ob-
tainedby randomsamplingor min-wisesketches.Coarseap-
proachesarenot resource-intensive andallow us to estimate
the fraction of symbolscommonto the working setsof both
peers.

Speculative transfers involve a sender performing “educated
guesses”asto which symbolsto generateandtransfer. This
processcanbefine-tunedusingresultsof coarse-grainedrec-
onciliation.
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Fine-grained reconciliation employs compact,searchablework-
ing setsummariessuchasBloom filters or approximaterec-
onciliationtrees.Fine-grainedapproachesaremoreresource-
intensive and allow a peerto determinethe symbolsin the
working setof anotherpeerwith a quantifiabledegreeof cer-
tainty.

The techniqueswe describeprovide a rangeof options and are
usefulin differentscenarios,primarily dependingon theresources
available at the end-systems,the correlationbetweenthe work-
ing setsat the end-systems,and the requirementsof precision.
The sketchescan be thoughtof as an end-system’s calling card:
they provide someuseful high-level information, are extremely
lightweight,canbecomputedefficiently, canbe incrementallyup-
datedat anend-system,andfit into a single1KB packet. Generat-
ing thesearchablesummariesrequiresa bit moreeffort: while they
can still be computedefficiently and incrementallyupdated,they
requirea modestamountof spaceat theend-systemandagigabyte
of contentwill typically requirea summaryon the orderof 1MB
in size.Finally, recodedcontentoptimizestransfersby tuning, or
personalizing,thecontentacrossa particularpeer-to-peerconnec-
tion basedon informationpresentedin sketches.We describethese
methodsandtheirperformancetradeoffs in thefollowing sections.

4 Estimating Working SetSimilarity

In this section,we presentsimpleandquick methodsfor estimat-
ing the resemblanceof the working setsof pairsof nodesprior to
establishingconnections.Knowledgeof the resemblanceallows a
receiver to determinethe extent to which a prospective peercan
offer usefulcontent.We alsousethe resemblanceto optimizeour
recodingstrategy describedin Section5.4.Sinceit is essentialthat
thedatato computetheresemblancebeobtainedasquickly aspos-
sible,ourmethodsaredesignedto giveaccurateanswerswhenonly
a single1KB packet of datais transferredbetweenpeers.We em-
phasizethattherearedifferenttradeoffs involvedin eachof theap-
proacheswe describe;the bestchoicemay dependon specificsof
theapplication.

We first establishthe framework andnotation.Let peers	 and �
haveworkingsets�� and ��� containingsymbolsfromanencoding
of thefile.

Definition 1 (Containment) The containmentof � in 	 is the
quantity � ������������ ����� .

Definition 2 (Resemblance)The resemblanceof 	 and � is the
quantity � ������������ � ��� � � � .
Thesedefinitionsaredueto Broder[5] andwereappliedto deter-
minethesimilarityof documentsin searchengines[1]. Thecontain-
mentrepresentsthefractionof elements� thatareuseless(already
known) to 	 . If this quantity is closeto zero,the containmentis
small,and � ratesto be a usefulsourceof informationfor 	 . We
point out thatcontainmentis not symmetricwhile resemblanceis.
Also, given � ���� and � ����� , anestimatefor onecaneasilybeused
to calculateanestimatefor theother.

We supposethateachelementof a working setis identifiedby an
integer key; sendingan elemententailssendingits key. We will

think of thesekeys asunique,althoughthey maynot be;for exam-
ple,if theelementsaredeterminedby ahashfunctionseededby the
key, two keys maygeneratethesameelementwith smallprobabil-
ity. This mayintroducesmallerrorsin estimatingthecontainment,
but sincewe generallycareonly abouttheapproximatemagnitude
of thecontainment,thiswill nothaveasignificantimpact.With 64-
bit keys, a 1KB packet canhold roughly 128 keys, which enables
reasonableestimatesfor the techniqueswe describe.Finally, we
assumethattheintegerkeys aredistributedover thekey spaceuni-
formly at random,sincethe key spacecanalwaysbe transformed
by applyinga (pseudo)randomhashfunction.

Thefirst approachweconsideris straightforwardrandomsampling:
simply select � elementsof the working set at random(with re-
placement)andtransportthoseto thepeer. (We mayalsosendthe
size of the working set, althoughthis is not essential.)Suppose	 sends� a randomsample�� from �� . The probability that
eachelementin �  is alsoin � � is � ����� ������ ���!� , andhence � "���� �����#
is an unbiasedestimateof the containment.Randomsamplescan
be incrementallyupdateduponacquisitionof new elementsusing
reservoir sampling[31]. Randomsamplingsuffers the drawback
that � must searchfor eachelementof �� in its own list ��� .
Although suchsearchescan be implementedquickly using stan-
darddatastructures(interpolationsearchwill take O $&%('�)*%('�)+� ����� ,
averagetime perelement),they requiresomeextra updatingover-
head.One remedy, suggestedin [5], is to sampleonly thoseele-
mentswhosekeys are0 modulo � for an appropriatelychosen� ,
yielding samples�� and ��� . (Herewe specificallyassumethat
the keys are random.)In this case � "*��� "*���� " � � is an unbiasedesti-
mateof the containment;moreover, all computationscanbe done
directly on the small samples,insteadof on the full working sets.
However, this techniquegeneratessamplesof variablesize,which
canbeawkward,especiallywhenthesizeof theworkingsetsvaries
dramaticallyacrosspeers.Anotherconcernaboutbothof theseran-
domsamplingmethodsis that they do not easilyallow onepeerto
checkthe resemblancebetweenprospective peers.For example,if
peer 	 is attemptingto establishconnectionswith peers� and - ,
it might be helpful to know the resemblancebetweentheworking
setsof � and - .
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semblance(Key universesizeis 64,examplepermutationfunctions
shown).

5



Anotherclever samplingtechniquefrom [5] avoids thedrawbacks
of thefirst two approaches.This approach,which we employ, cal-
culatesworking set resemblancebasedon min-wisesketches, fol-
lowing [5, 6]; the methodis depictedin Figure 2. Let gCh repre-
senta randompermutationon the key universe i . For a set �0jk�l�m=n5l=o?nqpqpqpqn5lsrCt

, let g h $u�v,wj k g h $ l�m , n g h $ l=o , nxpqpqpqn g h $ lsr , t , and
let y{z(|�gCh�$u�v,�j}y~z(| # gCh�$ l # , . Thenfor two working sets�� and� � containingsymbolsof thefile � , we have ��j�y{z(|�g h $u�  ,!jy{z(|�gCh�$u����, if andonly if gv� mh $&��,E�4��U����� . That is, themin-
imum elementafter permutingthe two sets �  and � � matches
only whentheinverseof thatelementlies in bothsets.In this case,
we alsohave ��j�y~z(|�gOh�$u����P����, . If gCh is a randompermu-
tation, theneachelementin ��U�U��� is equallylikely to become
the minimum elementof gCh�$u����P���!, . Hencewe concludethat
y{z(|�gCh�$u���,�j�y{z(|�gCh�$u����, with probability ��j � � � ��� � �� ��� � ���!� . Note
that this probability is the resemblanceof 	 and � . Now to es-
timate the resemblance,peer 	 computesy{z(|�gCh�$u���, for some
fixednumberof permutationsg h (asshown onFigure2), andsimi-
larly for � and ��� . Thepeersmustagreeon thesepermutationsin
advance;weassumethey arefixeduniversallyoff-line.

For � to estimate � ������������ � ��� � � � , 	 sends� a vector containing 	 ’s
minima, ��$J	w, . � thencompares��$J	w, to ��$J��, , countsthe num-
ber of positionswherethe two areequal,anddividesby the total
numberof permutations,asdepictedin Figure2. The result is an
unbiasedestimateof theresemblance� sinceeachpositionis equal
with probability � .
In practice,truly randompermutationscannotbeused,asthestor-
agerequirementsareimpractical.Instead,we mayusesimpleper-
mutations,suchas gCh�$&��,�j���������$&y{' �P� i{� , for randomly
chosen� and � andwhen i is prime,withoutaffectingoverall per-
formancesignificantly[4, 6].

The min-wisesketchesabove allow similarity comparisonsgiven
any two sketchesfor any two peers.Moreover, thesesketchescan
becombinedin naturalways.For example,thesketchfor theunion
of �� and ��� is easilyfound by taking the coordinate-wisemin-
imum of ��$J	w, and ��$J��, . Estimatingthe resemblanceof a third
peer’sworkingset ��� with thecombinedworkingset ����E��� can
thereforebe donewith ��$J	w, n ��$J��, , and ��$u-�, . Min-wise sketches
canalsobeincrementallyupdateduponacquisitionof new content,
with constantoverheadperreceiptof eachnew element.

5 ReconcilingDifferences

As shown in theprevioussection,asinglepacketcanallow peersto
estimatethe resemblancein their working sets.If thedifferenceis
sufficient to allow usefulexchangeof data,thepeersmay thenact
to determinewhat datato exchange.We provide methodsfor this
problemthat generallyrequiretransmissionof only a handful of
packets.Therearea numberof relatedperformanceconsiderations
thatwedevelopbelow.

Theproblemwe consideris a setdifferenceproblem.Specifically,
supposepeer 	 hasaworkingset �� andpeerB hasaworkingset��� , bothsetsbeingdrawn from auniversei with � i{��j�� . Peer	
sendspeerB somemessage� with thegoalof peerB determining
asmany elementsin theset �����P�� aspossible.

The setdifferenceproblemhasbeenwidely studiedin communi-
cationcomplexity. The focus,however, hasgenerallybeenon de-

terminingtheexactdifference���H� �� . With encodedcontent,a
peerdoesnot generallyneedto acquireall of the symbolsin this
difference.For example,two peersmayeachhave 3/4 of thesym-
bolsnecessaryto reconstructthefile with nooverlapbetweenthem.
Hencewedonotneedexactreconciliationof thesetdifference;ap-
proximationswill suffice. Oneof our contributions is this insight
that approximatereconciliationof the setdifferencesis sufficient
andallows us to determinea large portion of � � �4�  with very
little communicationoverhead.

In this section,we describehow to quickly determineapproximate
differencesusingBloom filters [3]. We alsointroducea new data
structure,which we call an approximatereconciliationtree. Ap-
proximatereconciliationtreesare especiallyuseful when the set
differenceis smallbut still potentiallyworthwhile.

Thereare several performanceconsiderationsin designingthese
datastructures:

� Transmissionsizeof themessage(datastructure).� Computationtime.� Accuracy of theapproximation(definedbelow).

Definition 3 (Accuracy) A methodfor setreconciliationhasaccu-
racy � if it canidentifya givendiscrepancybetweenthesetsof two
peerswith probability � .

Traditionalapproacheswhichwewill describebriefly in Section5.1
provide perfect accuracy (i.e. accuracy equal to ¡ ) but are pro-
hibitive in eithercomputationtime or transmissionsize.Bloom fil-
tersandapproximatereconciliationtreestradeoff accuracy against
transmissionsize and computationtime and will be describedin
Sections5.2and5.3.

5.1 Exact Approaches

To computedifferencesexactly, peer 	 can obviously sendthe
entire working set �� , but this requires ¢{$5� ����£%('�)*�L, bits to be
transmitted.A naturalalternative is to usehashing.Supposethe
setelementsarehashedusinga randomhashfunction into a uni-
verse iw¤�j¦¥ § n5¨ , . Peer 	 then hasheseachelementand sends
the setof hashesinsteadof the actualworking set �� . Now only¢{$5� ����£%©'�) ¨ , bits are transmitted.Strictly speaking,this process
maynotyield theexactdifference:thereis someprobabilitythatan
element���U���«ªQ�� will have thesamehashvalueasanelement¬ of �� , in which casepeer � will mistakenly believe ���� .
Themissprobabilitycanbemadeinverselypolynomialin � ���� by
setting

¨ j poly $5� �  � , , in which case ®�$5� �  �u%('�)+� �  � , bits are
sent.

Anotherapproachis to usesetdiscrepancy methodsof [22]. If the
discrepancy ¯°j±� ���P� ����=�0� ���� ���w� is known, thenpeer 	
cansendadatacollectionof sizeonly ¢{$J¯*%©'�)*�L, bits,or if hashing
is doneaspre-processing,of sizeonly ¢²$J¯*%('�) ¨ , bits. However,
if ¯ is not known, a reasonableupperboundon ¯ mustbe deter-
mined throughmultiple roundsof communication.In the special
casewhere ���³���� , this informationis usedto find coefficients
of a characteristicpolynomialwhich is factoredto recover thedif-
ferences.Otherwise,a rationalpolynomialis interpolatedandfac-
toredto recover thedifference.In eithercase,theamountof work is
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®�$J¯µ´=, . This protocolwaslaterimprovedin [21] to run in expected¢{$J¯ , time at thecostof requiringmoreroundsof communication.
For our application,multiple roundsof communicationareunde-
sirable,sincethe durationof eachroundis at leastoneround-trip
time.

5.2 A Bloom Filter Approach

In ourapplications,it is sufficient for peer� to beableto find most
or evenjust someof theelementsin � ����� ���� . We describehow
to useBloomfilters in thiscase.

Wefirst review theBloomfilter datastructure[3]. Moredetailsand
otherapplicationscanbe found in [12]. A Bloom filter is usedto
representaset ��j k�l m n5l o nxpqpspxn5l r t

of � elementsfrom auniversei of size� , andconsistsof anarrayof ¶ bits,initially all setto 0.A
Bloomfilter uses� independentrandomhashfunctions

¨�m=nqpspxpqn5¨ #
with range

k § nqpxpspqn ¶·�P¡ t . For eachelement
l �«� , thebits

¨C¸ $ l ,
aresetto 1 for ¡«¹»ºE¹¼� . To checkif an element� is in � , we
checkwhetherall

¨C¸ $&��, areset to 1. If not, thenclearly � is not
a memberof � . If all

¨ ¸ $&��, are set to 1, we assumethat � is in� , althoughwe arewrong with someprobability. Hencea Bloom
filter may yield a falsepositive, whereit suggeststhat an element� is in � eventhoughit is not.Theprobabilityof a falsepositive ½
dependson thenumberof bits usedper item ¶�¾?� andthenumber
of hashfunctions � accordingto thefollowing equation:½Sj�$^¡¿�À � # rµÁ\Â , # p
For anapproximatereconciliationsolution,peer 	 sendsa Bloom
filter �v of �� ; peer� wouldthencheckfor eachelementof ��� in�v . Whena falsepositive occurs,peer � assumesthatpeer 	 has
asymbolthatit doesnothave,andsopeer� fails to sendasymbol
that would have beenuseful.However, the Bloom filter doesnot
causepeer � to ever mistakenly sendpeer 	 a symbolthat is not
useful.As we have argued,if thesetdifferenceis large,thefailure
to sendsomeusefulsymbolsis nota significantproblem.

Thenumberof bitsperelementcanbekeptsmallwhile still achiev-
ing highaccuracy. For example,usingjust four bitsperelementand
threehashfunctionsyieldsanaccuracy of Ã�� p Ä � ; usingeightbits
per elementandfive hashfunctionsyields an accuracy of Å�Æ p Ãµ� .
Usingfourbitsperelement,wecancreatefiltersfor 10,000symbols
usingjust40,000bits,whichcanfit into five1 KB packets.Further
improvementscan be had by using the recentlyintroducedcom-
pressedBloom filter, which reducesthenumberof bits transmitted
betweenpeersatthecostof usingmorebitsto storetheBloomfilter
at the end-systemsandrequiringcompressionanddecompression
at thepeers[23]. For simplicity, weuseonly standardBloomfilters
in the experimentsin this paper. For computationtime, ¢{$5� ���� ,
preprocessingis requiredto setup the Bloom filter, and ¢{$5� � � � ,
work is requiredto find thesetdifference.

Therequirementfor ¢²$5� ���� , preprocessingtimeand ¢²$5� ���� , bits
to besentmayseemexcessive for large � ���� , especiallywhenfar
fewer than � ���� packets will be sent along a given connection.
Thereareseveralpossibilitiesfor scalingthisapproachup to larger
numbersof packets.For example,for large � ���� or � ����� , peer 	
cancreatea Bloom filter only for elementsof �  thatareequaltoÇ

moduloÈ for someappropriate
Ç

andÈ . Peer� canthenonly use
thefilter to determineelementsin � � �4�  equalto

Ç
modulo È

(still a relatively largesetof elements).TheBloom filter approach
canthenbepipelinedby incrementallyproviding additionalfilters

for differingvaluesof
Ç

asneeded.

5.3 ApproximateReconciliationTrees
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Figure3: Exampleof creationandBloom filtering of an approxi-
matereconciliationtree.( î is ï{ð poly ñ ò�ó�ñ ô ; in this case,îöõñ ò�ó�ñ ÷�õùøµú , û is 64, and examplepermutationfunctionsare as
shown.

Bloom filters are the preferreddatastructureswhen the working
setsof thetwo peershavesmallresemblance.However, ouroverlay
approachcan be useful even when the resemblanceis large, and
lessthan1% of the symbolsat peer ü might be useful to peer ý
(thisdifferencemaystill behundredsof symbols).For thiscasewe
suggestapotentiallyfasterapproach,usinganew datastructurewe
havedevelopedcalledapproximatereconciliationtrees.

Our approximatereconciliationtreesuseBloom filters on top of a
treestructurethatis similar in spirit to Merkle trees,whichareused
in cryptographicsettingsto minimizetheamountof datatransmit-
tedfor verification[20]. We limit ourselveshereto anintroductory
descriptionfocusedon our applicationshere;otherusefulproper-
tiesandapplicationswill bedetailedin a subsequentpaper.

Our treestructureis mosteasilyunderstoodby consideringthefol-
lowing construction.Peerý (implicitly) constructsa binarytreeof
depth þ©ÿ���� . The root correspondsto the whole working set ò�ó .
The childrencorrespondto the subsetsof ò�ó in eachhalf of � ;
that is, the left child is ò�ó���� 	�
����������� and the right child isò�ó���� �����
�������� . The restof the treeis similar; the � th child at
depth � correspondsto theset ò�ó����(ð������=ô! ��"���#$
%�� &�"���#'����� .
Similarly, peerü constructsasimilar treefor elementsin ò)( . Now
supposenodesin the treecanbe comparedin constanttime, and
peer ý sendsits treeto peer ü . If the root of peer ý matchesthe
rootof peer ü , thenthereareno differencesbetweenthesets.Oth-
erwise,thereis adiscrepancy. Peerü thenrecursively considersthe
childrenof theroot.If *�+«ò ( �°ò ó , eventuallypeerü determines
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thattheleaf correspondingto � in its treeis not in thetreefor peer	 . Hencepeer � canfind any � � ���H� �� . The total work for
peer� to find all of ���²���� is ¢{$J¯*%('�)*�L, , sinceeachdiscrepancy
maycausepeer � to tracea pathof depth %©'�)v� .

The above treehas ®�$&�L, nodesanddepth ®²$&%©'�)*�L, , which is un-
suitablewhentheuniverseis large.However, almostall thenodesin
thetreecorrespondto thesamesets.In factthereareonly ¢{$5� ���� ,
non-trivial nodes.Thetreecanbecollapsedby removing edgesbe-
tweennodesthatcorrespondto thesameset,leaving only ®²$5� ���� ,
nodes.Unfortunately, theworst-casedepthmaystill be ,+$5� ���� , . To
solve this problemwe hasheachelementinitially beforeinserting
it into thevirtual tree,asshown in Figure3(a,b).Therangeof the
hashfunctionshouldbeat leastpoly $5� �  � , to avoid collisions.We
assumethat this hashfunctionappearsrandom,so that for any set
of values,theresultinghashvaluesappearrandom.In thiscase,the
depthof thecollapsedtreecaneasilybeshown to be ®�$&%('�)+� ���� ,
with high probability. This collapsedtreeis what is actuallymain-
tainedby peers	 and � .

As seenin Figure3(b), eachnodecanrepresenta setof ®²$&� , el-
ements,which would make comparingnodesin constanttime dif-
ficult. We solve this problemagain with hashing,so that eachset
of elementscorrespondsto a value.Thehashassociatedwith each
internalnodeof the tree is the XOR of the valuesof its children,
asshown in Figure3(d). Unfortunately, the high orderbits of the
first hashvaluesof adjacentleavesin thetreearehighly correlated,
sincethisfirst hashdeterminesplacementin thetree.Therefore,we
hasheachleaf elementagain into a universe iw¤�j�¥ ¡ n\¨ , to avoid
this correlation.It is thesesecondhashvaluesthat areusedwhen
computingtheXOR of hashesin a bottom-upfashionup the tree.
Checkingif two nodesareequalcanbe donein constanttime by
checkingtheassociatedvalues,with a smallchanceof a falsepos-
itive dueto thehashing.As with Bloom filters, falsepositivesmay
causepeer � to misssomenodesin thesetdifference�����P�� .

The advantageof the treeover a Bloom filter is that it allows for
fastersearchof elementsin the difference,whenthe differenceis
small; the time is ¢{$J¯*%©'�)w� ����� , usingthetreeinsteadof ¢{$5� ����� ,
for the Bloom filter. To avoid somespaceoverheadin sendingan
explicit representationof thetree,we insteadsummarizethehashes
of thetreein a Bloom filter. For peer � to seeif a nodeis matched
by anappropriatenodefrom peer 	 , peer � cansimply checkthe
Bloom filter for thecorrespondinghash.This useof a Bloom filter
introducesfalsepositivesbut allowsasmallconstantnumberof bits
perelementto beusedwhile maintainingreasonableaccuracy.

A false positive from the Bloom filter prematurelycuts off the
searchfor elementsin the difference ���}��� along a path in
the tree.If the falsepositive rate is high, the searchingalgorithm
may never follow a path completelyto the leaf. We can amelio-
rate this weaknessby not terminatinga searchat the first match
betweennodes.Instead,we add a correctionlevel - correspond-
ing to thenumberof consecutive matchesallowedwithout pruning
thesearch,i.e. setting-�j § terminatesthesearchat thefirst match
found,while setting-Qj¡ terminatesthesearchonly whenmatches
areidentifiedbothat aninternalnodeanda child of thatnode,and
soon. If thecorrectionlevel is greaterthan ¯ , thenany nodein the
bottom ¯ levelsof thetreeis atgreaterrisk of leadingto afalsepos-
itive.To copewith this problem,we useseparateBloom filters for
internalhashesandleafhashes,giving finercontrolover theoverall

falsepositiveprobability.

Figure4 shows the resultsof experimentsusingapproximaterec-
onciliation trees.Theseexperimentsusedsetsof ¡s§ n §�§�§ elements
with ¡s§�§ differences.For largersets,keepingthebits per element
constantwill causetheerror rateto increaseslowly dueto thetree
traversals- we note that only ,w$&%('�)�%('�)/.s, bits per elementare
neededto avoid this for . elements.Figure4(a)demonstratesboth
thetradeoff involvedwhenchangingthenumberof bitsusedfor the
internalnodesandleaveswhile keepingthe total constantandthe
benefitsof usingmore levels of correction.The figure shows that
usingmorecorrectionlevels andprotectingthe leaf hasheswith a
large numberof bits per elementsignificantly improves the frac-
tion of differencesfound. For example,at -�jù� , internalnodes
arewell protectedagainstfalsepositives,so the bestperformance
is achieved whennearly6 of the 8 availablebits per elementare
allocatedto theleaf filters.

Table4(b) shows theaccuracy for variousnumbersof bits perele-
mentandlevelsof correctionusingtheoptimaldistribution of bits
betweenthe filters for leavesand interior nodes.The accuracy is
roughly 62% whenusing 0 bits per elementandover 90% with 8
bitsperelement.

Finally, themaintradeoffs betweenoptimizedBloomfiltersandap-
proximatereconciliationtreesarepresentedin Figure4(c). With 8
bits perelement,bothdatastructureshave over 90%accuracy, but
thesearchtime on theBloom filter scaleslinearly with thesizeof
theset,not thesetdifference.

5.4 RecodedContent

Thefinal techniquewedescribeis recoding, a techniquewhichcan
be appliedonly whenencodedcontentis employed (sketchesand
approximatereconciliationmethodscan be employed whetheror
not erasurecorrectingcodesare used).Recodingis bestapplied
whencollaboratingpeersareknown to havecorrelatedworkingsets
but do not yet know what elementsareshared,i.e. in conjunction
with coarse-grainedreconciliation.Oneobvious possibility is for
peersto sendrandomencodingsymbols,but this leadsto a large
amountof uselessdatabeing transmittedin many circumstances.
For example,if the containmentof � in 	 is 0.8, thensendinga
randomsymbolwill beuseless80%of thetime.Ontheotherhand,
as we explain more clearly below, sendinga combination(using
XOR) of 9 distinctoutputsymbolsis uselesswith probabilityonly§ p Ã�132 ¡&0 � . To describerecoding,we begin by providing rele-
vantdetailsfor erasurecorrectingcodesin Section5.4.1.We then
introducerecodingfunctionalityin Section5.4.2.

5.4.1 SparseParity Check Codes

To describetherecodingtechniqueswe employ, we mustfirst pro-
videsomeadditionaldetailsandterminologyof sparseparity-check
codesnow advocatedfor error-correctionand erasureresilience,
andusedin constructionswhich approximatean idealizeddigital
fountain.Detailedperformanceevaluationof thesecodesin net-
working applicationsis detailedin [8]. A pieceof contentis di-
videdinto a collectionof . fixed-lengthblocks � m=nxpqpspxn �54 , eachof
sizesuitablefor packetization.For convenience,we refer to these
as input symbols.An encoderproducesa potentially unbounded
sequenceof outputsymbols,or encodingpackets, ¬ m n ¬ o nspxpqp from
thesetof input symbols.With parity-checkcodes,eachsymbolis
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bits per element in leaf bloom filters

correction = 5
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correction = 3
correction = 2
correction = 1
correction = 0

(a)Accuracy tradeoffs at 8 bitsperelement

Correction Bits perElement
2 4 6 8

0 0.0000 0.0087 0.0997 0.2540
1 0.0063 0.1615 0.3950 0.6246
2 0.0530 0.3492 0.6243 0.8109
3 0.1323 0.4800 0.7424 0.8679
4 0.2029 0.5538 0.7966 0.9061
5 0.2677 0.6165 0.8239 0.9234

(b) Accuracy of approximatereconciliationtrees

DataStructure Sizein bits Accuracy Speed
Bloomfilters Ã � ���� Å�Ã�� ¢{$5� ���� ,
A.R.T. (c = 5) Ã � ���� Å���� ¢{$J¯*%©'�)w� ���� ,

(c) Comparisonof datastructuresat8 bits perelement

Figure4: ApproximateReconciliationStatistics

simply thebitwiseXOR of a specificsubsetof the input symbols.
A decoderattemptsto recover thecontentfrom theencodingsym-
bols.For a givensymbol,we refer to thenumberof input symbols
usedto producethe symbolas its degree, i.e. ¬ ´ j � ´�7 ��8 has
degree2. The time to producean encodingsymbolsfrom a setof
inputsymbolsis proportionalto thedegreeof thesymbol,while de-
codingfrom a sequenceof symbolstakestime proportionalto the
total degreeof thesymbolsin thesequence,usingthesubstitution
ruledefinedin [17]. Encodinganddecodingtimesarea functionof
theaveragedegree;whentheaveragedegreeis constant,wesaythe
codeis sparse.

Well-designedsparseparity checkcodestypically requirerecovery
of a few percent(lessthan5%)of symbolsbeyond . , theminimum
neededfor decoding.The decodingoverheadof a codeis defined
to be 9�: if $^¡¿�;9�:?,%. encodingsymbolsareneededon averageto
recover theoriginal content.

Provably good degreedistributions have beendevelopedand an-
alyzed in [17, 16]. Our experiencehas been that heuristic ap-
proachesto generatedegreedistributionsthat leverageideasfrom
theseworksalsoperformwell in practicefor our application[11].

O RI O RIO RI

<>=?=?@BA <�=?=?@DCTRANSMISSION OF ENCODED CONTENT

TRANSMISSION OF RECODED CONTENT

EBF?G GIH>=?@ JK=?@

Encode Decode Network transfer

Figure5: Exampleof transmissionof encodedanrecodedcontent.
I : inputsymbols(originaldatablocks),O: encodedoutputsymbols,
R: recodedoutputsymbols.

5.4.2 RecodingMethods

A recodedsymbolis simply the bitwise XOR of a setof encoded
symbols.Like a regular encodedsymbol,a recodedsymbolmust
be accompaniedby a specificationof the symbolsblendedto cre-
ate it. To specify the input symbolscombined,a recodedsymbol
mustalsolist identifiersfor theencodedsymbolsfrom which it was
produced.As with normalsparseparity checkcodes,irregularde-
greedistributionswork well, althoughwe advocateuseof a fixed
degreelimit primarily to keepthe listing of identifiersshort.En-
codinganddecodingareperformedin a fashionanalogousto the
substitutionrule. For example,a peerwith outputsymbols ¬$L , ¬�M
and ¬ m ´ cangeneraterecodedsymbolsN m j ¬ m ´ , N o j ¬$L 7 ¬�M andN ´ j ¬�L 7 ¬ m ´ . A peerthatreceives N m , N o and N ´ canimmediately
recover ¬ m ´ . Thenby substituting¬ m ´ into N ´ , thepeercanrecover¬$L , andsimilarly canrecover ¬�M from N o . As theoutputsymbolsare
recovered,thenormaldecodingprocessproceeds.Theoverall flow
from input symbolsto recodedsymbolsand back in an example
wherea server is directly connectedto two peersandthetwo peers
areengagedin anadditionalcollaborationis illustratedin Figure5.

To geta feel for theprobabilitiesinvolved,we considertheproba-
bility thata recodedsymbolis immediatelyuseful.Assumepeer �
is generatingrecodedsymbolsfrom file � for peer	 andby virtue
of a transmittedsketch,knows thecontainment-�j � ����� ���!�� ����� . The
probability that a recodedsymbolof degree ¯ immediatelyyields

a new encodedsymbol is
$DO�P Q � PRTSVU ,x$BW U>S O?XDP Q � PU ,

$ P Q � PR , . This is maximized

for ¯«jZY�[m � [
\
. (Note that asrecodedsymbolsarereceived,con-

tainmentnaturallyincreasesandthetargetdegreeincreasesaccord-
ingly.) Usingthisformulafor ¯ maximizestheprobabilityof imme-
diatebenefitbut is actuallynot optimal,sincea recodedsymbolof
thisdegreerunsalargerisk of beinguseless.Thusweusethisvalue
of ¯ asa lower limit on the actualdegreegenerated,andgenerate
degreesbetweenthisvalueandthemaximumallowabledegree,in-
clusively. Recodedsymbolswhich arenot immediatelyusefulare
ofteneventuallyusefulwith the aid of recoded(or encoded)sym-
bolswhich arrive later. By increasingthedegreeat thecostof im-
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Figure6: Scenariosconsideredin ourexperiments.(a)Peer-to-peer
reconciliation,(b) Peer-to-peercollaborationaugmentinga down-
load,(c) Downloadfrom multiple peersin parallel.

mediatebenefit,theprobabilityof completelyredundantsymbolsis
substantiallyreduced.

6 Experimental Results

Our experimentsfocus on showing the overheadand potential
speedupsof using our methodsin peer-to-peerreconciliationas
well as in the setting of downloadsaugmentedby collaborative
transfers.We first show the feasibility of reconcilingwith a peer
with partial content,by demonstratingthe overheadin receiving
symbolsfrom sucha sender. Next, we evaluatethe useof senders
with partialcontent,aloneor supplementingfull senders,andshow
thepotentialfor speedupsfrom parallelcollaborativetransfers.The
simplescenarioswepresentaredesignedto beillustrativeandhigh-
light the primary benefitsof our methods;the performanceim-
provementswedemonstratecanbeextrapolatedontomorecomplex
scenarios.

6.1 Simulation Parameters

All of ourexperimentsfocusoncollaborativetransfersof a128MB
file. Weassumethattheorigin serverdividesthisfile into 95,870in-
put symbolsof 1400byteseach,andsubsequentlyencodesthisfile
into a large setof outputsymbols.We associateeachoutputsym-
bol with anidentifierrepresentingthesetof input symbolsusedto
produceit; oursimulationsused64-bit identifiers.Theirregularde-
greedistribution usedin the codeswasgeneratedusingheuristics
basedon thediscussionin Section5.4 anddescribedin [11]. This
degreedistribution had an averagedegreeof 11 for the encoded
symbolsandaveragedecodingoverheadof � p Ä � . Theexperiments
usedthe simplifying assumptionof a constantdecodingoverhead9�:Nj0� p ��� . For recoding,we generateddegreedistributionsin the
samefashionwith a maximumdegreeof 50. Ratherthangenerate
recodingdegreedistributionson thefly, we insteadgeneratedthem
off-line andparameterizedby containmentand the percentageof
availablesymbolsdesiredby thereceiving peer, bothin increments
of § p §µ� . We notethatusingmoresophisticatedtechniquesfor gen-
eratingdegreedistributionsandreducingdecodingoverheadsuch
asthosedescribedin [17, 16] will improveour resultsaccordingly.
Min-wisesummariesemployed180permutations,yielding180en-
tries of 64 bits eachfor a total of 1440bytesper summary. Fine-
grainedreconciliationusedBloomfilterswith 6 hashfunctionsandÃO$^¡N��9 : , bits per input symbol, for a total of 96 KB per filter.
Overheadmeasurementspresentedin this sectionusingthe faster
approximatereconciliationtreemethodsarevisually indistinguish-
ablefrom thoseusingBloomfiltersandarenotincluded.Additional

experimentscomparingapproximatereconciliationtreesto Bloom
filters will bedetailedin a subsequentpaper.

6.2 Collaboration Methods

We comparethe following threemethodsof orchestratingcollab-
oration in our experiments,describedboth in increasingorder of
complexity andperformance.While ourmethodsmaybecombined
in otherways,thesescenariosillustratethebasictradeoffs. Thede-
tailsof thescenariosareasfollows.

Uninformed Collaboration The sendingpeerrandomlypicks an
available symbol to send.This simple strategy is usedby
Swarmcast[30] and works bestwhen working setsare un-
correlated.

SpeculativeCollaboration The sending peer uses a min-wise
summaryfrom thereceiving peerto estimatethecontainment
andheuristicallytunethedegreedistributionof recodedsym-
bolswhich it encodesandsends.Thecontainmentestimated
from the min-wisesummaryandthe numberof symbolsre-
questedare usedto pick a pre-generateddistribution tuned
asdescribedearlier. Fractionsusedin picking pre-generated
distributionswereroundeddown to multiplesof § p §µ� except
whenthedesiredfractionwouldbezero.Thischoiceof distri-
butiondoesnot take into accountcorrelationwith othersend-
ing peersbut will beat leastasefficientasuninformedcollab-
oration(arguablya specialcase)andfrequentlymoreso.

ReconciledCollaboration Thesendingpeeruseseithera Bloom
filter or anapproximatereconciliationtreefrom thereceiving
peerto filter out duplicatesymbolsandsendsa randomper-
mutationof themwithout repetition.TheBloomfilter andap-
proximatereconciliationtreesaremadelargeenoughto con-
tain all of theoutputsymbolsat theendof theprocesssince
they will beupdatedincrementallyasoutputsymbolsarere-
covered.Randompermutationsof the transmittedencoding
symbolsareusedto minimizethelikelihoodthattwo distinct
sendingpeerssendidenticalencodingsymbolsto thereceiv-
ing peer.

Techniquesfrom speculative collaborationcanbe combinedwith
the methodsfor reconciledcollaborationto optimizeperformance
over lossychannelsor whentransfersfrom peerswith highly cor-
relatedworkingsetsareemployedin parallel.

6.3 Scenariosand Evaluation
In thescenarioswe examine,we vary threecomponents;thesetof
connectionsin the overlay formedbetweensourcesandpeers,the
distribution of contentamongcollaboratingpeers,andtheslackof
thescenario,definedasfollows.

Definition 4 (Slack) Theslack
l

associatedwith a setof peers ]
is �%^�_a`cbN� _ �4 where �)d is theworkingsetof peer e and . is the
total numberof inputsymbols.

By thisdefinition,in ascenarioof slack
l
, thereare

l . distinctout-
put symbolsin the working setsof peersin ] . Clearly, whenthe
slackis lessthan ¡��f9�: , the setof peers] will be unableto re-
cover the file even if they usean exact reconciliationalgorithm,
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(c) Slack= ¡ p Ä
Figure7: Overheadof peer-to-peerreconciliation.

sincethe decodingoverheadaloneis 9h: . Whenthe slackis larger
than ¡��i9h: , andif peersareusinga reconciliationalgorithmwith
accuracy � , then they can expect to be able to retrieve the file if$^¡��j9�:?,+¹ l � . Our methodsprovide themostsignificantbenefits
over naive methodswhenthereis only a smallamountof slack;as
notedearlier, approximatereconciliationis not especiallydifficult
whentheslackis large.Weuseslackvaluesof ¡ p ¡ , ¡ p � , and ¡ p Ä for
comparisonbetweencompactscenarioswith little availableredun-
dancy andlooserscenarios.Whenvaryingslackhaslittle effect on
theresults,only theresultsfor a slackvalueof ¡ p ¡ areshown.

For simplicity, we assumethat each connectionhas the same
amountof availablebandwidth;our methodsapply irrespective of
this assumption.The receiving peer 	 for whom we measurethe
overheadalwaysstartswith § p �k. outputsymbolsfrom the server.
Theoutputsymbolsknown to thesendingpeersaredeterminedby
theslackof thescenarioandthecontainmentdefinedin Section4;
thiswill bediscussedin detail for eachparticularscenariobelow.

To evaluateeachtechnique,we measurethe overall overheadof
eachstrategy whereanoverheadof 9 meansthat $^¡��l9\,%. symbols
needto bereceivedon averageto recover a file of . input symbols.
In caseof a server sendingencodedcontentwithout aid from peers
with partialcontent,theoverheadis merelythedecodingoverhead,
i.e. 9{jm9�: . In otherscenarios,theremay be additionalreception
overheadarisingfrom duplicateor uselessreceivedencodingsym-
bols or recodingoverheadfrom uselessrecodedsymbols.The x-
axis of eachplot is the rangeof containmentof the sendingpeers
by thereceiving peer. Eachdatapoint is theaverageof ��§ simula-
tions.

6.3.1 Peer-to-PeerReconciliation

The simplestscenarioto consideris composedof two peerswith
partialcontentwhereonepeersendssymbolsto theother. Thissce-
nario is illustratedin Figure6(a),andis designedto illustratethe
feasibilityof ourapproachevenin theworstcasewhenserverswith
a completecopy of thefile areno longeravailableandreconcilia-
tion andrecovery is barelypossible.

For receiving peer 	 , sendingpeer � , with a file consistingof .
input symbolsandslack

l
,

. l j � �  �q�}� � � �=��� �  �S� � � p (1)

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4

O
ve

rh
ea

d

n

Initial Containment

Uninformed
Speculative
Reconciled

Figure8: Overheadof peer-augmenteddownloads,slack= ¡ p ¡

By thedefinitionof containment,-Qj � � � � � � �� ����� ,

� ����� j . l ��� �  �
¡���-

p
(2)

Thesetwo equationsthereforeuniquelydetermine� ���� , � ����� and� ����Q���w� asafunctionof theslackandthecontainment.The � ����� � � symbolsarethendistributedas follows: � �  ��� � � symbols
aredistributedto both 	 and � , � ������0� ���������� symbolsare
distributedto 	 , andtheremainderaredistributedto � .

Beforecontinuing,wenotethatoneadditionalconstraintis needed
to keep the scenariosrealistic, namely, neither 	 nor � alone
shouldbeableto recoverthefile (otherwise,notransferis necessary
or � cangeneratefreshsymbols).That is, � �� n �����L¹·$^¡��j9 : ,%. ,
where 9�: is the decodingoverhead.This givesan upperboundon
feasiblevaluesof - for a givenslack

l
, explainingthevariationbe-

tweenvalueson thex-axesof our plots.

Figure 7 shows the resultsof our experimentsfor this scenario.
In eachexperiment,uninformedcollaborationperformspoorly and
degradessignificantlyascontainmentincreases.This result is in-
tuitive andcanbepreciselyanalyzedusinganalysissimilar to that
of the well known CouponCollector’s problem[14]. Essentially,
the rateof uselesssymbolstransmittedincreaseswith the number
of symbolssharedbetweenpeers.Thedegreeof sharingincreases
both as the initial containmentincreasesand as the transferpro-
gresses.
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Figure9: Overheadcollaboratingwith multiple peersin parallel.

Speculativecollaborationis moreefficient thanuninformedcollab-
oration,but the overheadstill increasesslowly with containment.
In comparison,the overheadof reconciledcollaborationis virtu-
ally indistinguishablefrom plain encodedtransfersfrom a server
anddoesnot increasewith containment.Theextraoverheadof rec-
onciledcollaborationis purely from thecostof reconciliation(i.e.
transmittinga Bloom filter or approximatereconciliationtree)soit
is lessthana percentwhensending8 bits for every symbol(1400
bytes).

6.3.2 Peer-AugmentedDownloads

Thenext scenarioweconsiderconsistsof adownloadfrom aserver
with completecontent,supplementedby a perpendiculartransfer
from apeerasillustratedin Figure6(b). In contrastto theprevious
scenario,this scenariodemonstratestheutility of additionalband-
width in parallelwith anongoingdownloadfrom aserver. As in the
caseof peer-to-peerreconciliation,thedistribution of symbolsbe-
tweenpeersat thebeginningof thescenariois preciselydetermined
by theslackandcontainment.

The resultsof this scenarioareshown in Figure8 andaresimilar
regardlessof theslack.Theoverheadof uninformedcollaboration
is considerablylower than in the scenariosof Figure7, primarily
becausea larger fraction of the contentis sentdirectly via fresh
symbolsfrom theserver. Usingourmethods,speculativecollabora-
tionperformssimilarly touninformedcollaborationin thisscenario,
astherecodingmethodsusedarenot highly optimized– someim-
provementsarepossiblewith additionaleffort. In all cases,recon-
ciled collaborationstill hasoverheadjust slightly higherthanthat
of only receiving symbolsdirectly from the server, but the trans-
fer time is substantiallyreducedwhentheadditionalconnectionis
employed.

For this scenario,it is naturalto considerthe speedupthat is ob-
tainedby augmentingthedownloadwith anadditionalconnection.
Definingthespeedupto betheratiobetweenthetransfertimeusing
a singlesenderwith full content(andincurringno decodingover-
head)andthetransfertimewe achieve,we have:

speedupj numberof senders
¡�� overhead

n

sinceall connectionsareassumedto have equalbandwidthandare
fully utilized.Therefore,a reconciledtransferwith 0.025overhead
achievesaspeedupof 1.95,while anuninformedtransferwith 0.20
overheadachievesa moremodestspeedupof 1.67 over a vanilla
download.

6.3.3 Collaborating with Multiple Peers in Parallel

Finally, we considera peercollaboratingconcurrentlywith four
peers,all with partial content,as illustrated in Figure 6(c). This
scenariodemonstratesthat given appropriatereconciliationalgo-
rithms,onecanleveragebandwidthfrom peerswith partialcontent
with only a slight increasein overhead.

Whenencodingsymbolsareallocatedacrossmultiple peers,slack
andcontainmentno longeruniquelydeterminethe initial distribu-
tion of symbols.We employ the following allocationmethod.As
before,thereceiver initially hasexactly § p �k. symbols.Oneof these
symbolsis known to asendingpeerwith probability - . Theremain-
ing symbolsareknown to a sendingpeerwith probability o such
that pm �)q m � psrut j qwv&x L Ázy r q m � [ rm �!q vkx L Á>y r . Any of thesesymbolsnot known to
any sendingpeersis discardedandreplaced.This resultsin each
peerhaving an expected§ p �k. symbolsat the beginning of the ex-
periment

The resultsof this scenarioareshown in Figure9. As onewould
expect,uninformedcollaborationperformsextremely poorly. For
low valuesof containment,speculative collaborationperformsthe
sameas uninformedcollaboration,but dramaticallyimproves as
containmentincreases.We again recall that thedegreedistribution
wastunedto the accordingto the containment.In contrastto pre-
viousexperiments,reconciledcollaborationhasmuchhigherover-
headthanbefore.Thisarisesfrom correlationacrossmultiplepeers.
For example,sendingpeers{ and 
 mayidentify sharedsymbol �
asbeingin �}|��~�� and �}~E�~�� , respectively, andthenbothsend� to receiving peer	 . Whenasymbolis receivedmultiple times,it
directlycontributesto theoverhead.For similar reasons,theperfor-
manceof speculativecollaborationis alsodegraded,astherecoding
algorithmis optimizedonly for transfersbetweenpairsof peers.

Given the relatively poor performanceof reconciledcollaboration
whenthereis sharingbetweensendingpeers,we now considerthe
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Figure10: Overheadof collaboratingwith multiple peersin parallelandupdatingperiodically. Slack= ¡ p ¡ .

effects of periodicallyupdatingthe summaries,in contrastto the
previousexperiments,which performedfine-grainedreconciliation
only once,at the beginning of the scenario.We repeatthe exper-
imentsfor this scenariowith the containmentconstrainedto zero
(theworstcasefor reconciledcollaboration)andmodulatethefre-
quency of reconciliation.Figure10(a)shows theresultsof this ex-
periment.In this graph,theupdatefrequency ½ meansthatan up-
dateis performedafter receiving .q¾�½ symbols,i.e. a frequency of
20 implies that updatesaretriggeredafter every 5% of the down-
load progresses.The bottomcurve reflectsthe extra bandwidthof
traffic to thereceiving peer. Thetopcurveaddsthebandwidthcon-
sumedby updates,thus accountingfor the total amountof extra
communicationin both directions.For example,as ½ increases,
thebandwidthspenton reconciliationupdatesbecomessignificant,
andultimately would dominatethe bandwidthof the actualtrans-
fer. Whenoptimizing total bandwidthconsumption,we find thata
reasonablereconciliationfrequency is roughly ¡s§�� ��§ depending
on the slackof the scenario,meaningthat thereis an updateafter
every § p §��k.���§ p ¡s§c. symbolsthataretransferred.

Figure10(b)shows theresultsof usingtheseupdatesin thescenar-
ios of Figure9, i.e. speculative collaborationupdatesthemin-wise
summaryand reconciledcollaborationupdatesthe Bloom filters.
An updatefrequency of 10 is usedandbothspeculative andrecon-
ciledcollaborationshow dramaticimprovement.

7 Conclusions

Overlaynetworksoffer a powerful alternative to traditionalmech-
anismsfor contentdelivery, especiallyin termsof flexibility , scal-
ability anddeployability. In orderto derive the full benefitsof the
approach,somecareis neededto provide methodsfor represent-
ing andtransmittingthecontentin a mannerthat is asflexible and
scalableas the underlyingcapabilitiesof the delivery model.We
arguethat straightforwardapproachesat first appeareffective, but
ultimately suffer from similar scalingand coordinationproblems
that have underminedothermultipoint servicemodelsfor content
delivery.

In contrast,we arguethat a digital fountainapproachto encoding
the contentaffords a greatdeal of flexibility to end-systemsper-
forming largetransfers.Themaindrawbackof theapproachis that
the large spaceof possiblesymbolsin the systemmeansthat co-
ordinationacrossend-systemsis alsoneededhere,in this caseto
filter useful contentfrom redundantcontent.Our main contribu-
tionsfurnishefficient,conciserepresentationswhichsketchtherel-
evant stateat an end-systemin a handfulof packetsandthenpro-
vide appropriatealgorithmic tools to performwell underany cir-
cumstances.With thesemethodsin hand,informed and effective
collaborationbetweenend-systemscanbeachieved,with all of the
benefitsof usinganencodedcontentrepresentation.
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