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Authenticating a Message

We are interested in securing interactions with a
server via an work station using a mobile device.

Work Station

Request transac'V ‘ -

____;..__E Server
User \ /
Device
ACSAC2010 Securing Interactive Sessions Using Mobile Device Page 2 of 28

through Visual Channel and Visual Inspection



Outline

e Background and related methods
e Our method

e Design Challenges

* Proof of concept demonstration
* Conclusion and future work

ACSAC2010 Securing Interactive Sessions Using Mobile Device
through Visual Channel and Visual Inspection

Page 3 of 28



One Time Password

Work Station

Request transa%

assword
h 512953

User

CEE pduk

Server

/ 512953

Device

However, it does not verify the transaction
content, thus the work station is able to
modify the transaction.
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Related Work

e [Clarke2002] : Capture every pixel and verify
the pixels (or perform OCR and verify the
message) with a MAC barcode on the screen.
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Related Work

e [Sharp2006]: Blur the sensitive information in
the work station, display the region around
the mouse pointer in mobile device.

Hamie: Mrs S
Email; kale senithiSicme
Phaie Nuinhei: 07374 274817

Home Telephone: 01625 3067

nii] el adad iess:
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Our Scheme: Setting

Work Station

assword, ke
password P Y

Server
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Two Adversary Models

e Model 1: the mobile device is honest the
terminal is could be compromised, we want to
achieve confidentiality and authenticity;

e Model 2: both the mobile device and the
terminal could be compromised, but they
cannot collude, we want to achieve

authenticity.
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Model 1 (Mobile Device is Honest

1My Bank
m Pleaze select hd Logout
-
How do ...
Account Summary Select a topic v
Transaction Date |Reference No. |Description Amount
AT BJun-10 CIRD 51543058 |Gash Wihdrawa 00) ||
18-May-10 MST 24847813 |Cash Deposit Atm $700 00 S Y T
Q Enquiry 14-May-10 GIRO 24514421 |Credit Card Purchase  |[$77.00) —ﬁ e n S It IVe
11-May-10 EZT 51552115 |Fund Transfer $300.00
My Summsry 5-May-10 EZT 51553812 |Nets Cashcard Top Up [(330.00) H f H
Apply Online Resources 28-Apr-10 MST 23557542 |Internet Purchase ($29.00) I n O rl I I a tl O n to
25-Apr-10 EZT 51543858 |Purchase Nets ($30.00)
AT 12-Apr-10 INT 51542233 |Interest Credit $131.32 b d
My Credit/Debit Card 11—1"“\[3[’—1 0 EZT 51537815 |Fund Transfer $300.00 e p re S e n te
8-Apr-10 GIRO 24502452 |Credit Card Purchase  |($699.99)
LD 8-Apr-10 MST 23457244 |Intemet Purchase ($118.00) t t h
My Interest 4-Apr-10 GIRO 24454521 |Credit Card Purchase  |($721.50) O e u S e r-
24-Mar-10 GIRO 24395451 |Credit Card Purchase  |($71.50)
Help 18-Mar-10 EZT 51202457 |Nets Cashcard Top Up |($60.00)
Contact Us 14-Mar-10 MST 23457244 |Internet Purchase ($148.00)
12-Mar-10 GIRO 24321125 |Credit Card Purchase  |($321.95)
cle 11-Mar-10 EZT 51158412 |Fund Transfer $300.00
_.' _r./ ‘ i - 3 2
You have WON. a 55.'066'1-'9..bate on ﬁvéank.com! . L
v Click here for more infermation. ) — — Sasicns —
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Model 1 Solution

My Bank "
O S e (1)NON SENSitive
portions will be

displayed as they
are.

(2) Sensitive
information are
replaced by specially
designed 2D
barcodes.

Transaction Date | Reference No. | Description | Amount

My Account

My Summary

Apply Online Resources
My banking

My Credit/Debit Card
My Loan

My Interest

Help

Contact Us

Site

— .I'J:.-_-I = E'l
You have WON a 35 ODO rebate on m\.rElank com! L

w Click here for more information.
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Model 1 Solution

My Bank

Ny "I, e (1)User verifies the

Torssion e | Fefoece o | Dsopin__{ o order of the barcodes.
e (2) User moves the
mobile device over the
barcode.

(3) Mobile device
captures and verifies
the barcodes, and
displays the content.

# My Account

a T
O Enquiry
= My Summary
»  Apply Online Resources
My banking
My Credit/Debit Card

» My loan

» My Interest

> Help
» Contact Us

»  Site

e B .
You have WON a 55,000 rebate on myBank.com!
w Click here for more information.
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Model 2 (Both Could Cheat)

1My Bank
-
How do ...
Account Summary Select a topic w
Transaction Date |Reference No. |Description Amount
Py Accodnt B-Jun-10 CIRO 51543050 [Cash Witharawa 0] ||
18-May-10 MST 24847813 |Cash Deposit Atm $700 00 I f M
Q Enquiry 14-May-10 GIRO 24514421 |Credit Card Purchase  |[$77.00) —ﬁ n O rl I l atl O n
11-May-10 EZT 51552115 |Fund Transfer $300.00
My Summsry 5-May-10 EZT 51553812 |Nets Cashcard Top Up [(330.00) h . h .
Apply Online Resources 28-Apr-10 MST 23557542 |Internet Purchase ($29.00) W I C re q u I re S
25-Apr-10 EZT 51543858 |Purchase Nets ($30.00)
AT 12-Apr-10 INT 51542233 |Interest Credit $131.32 H
My Credit/Debit Card 11—!&\[3['—10 EZT 51537815 |Fund Transfer $300.00 p rote Ct I O n O n
8-Apr-10 GIRO 24502452 |Credit Card Purchase  |($699.99)
LD 8-Apr-10 MST 23457244 |Intemet Purchase ($118.00) t h t M t
My Interest 4-Apr-10 GIRO 24454521 |Credit Card Purchase  |($721.50) a u e n I C I y-
24-Mar-10 GIRO 24395451 |Credit Card Purchase  |($71.50)
Help 18-Mar-10 EZT 51202457 |Nets Cashcard Top Up |($60.00)
Contact Us 14-Mar-10 MST 23457244 |Internet Purchase ($148.00)
12-Mar-10 GIRO 24321125 |Credit Card Purchase  |($321.95)
cle 11-Mar-10 EZT 51158412 |Fund Transfer $300.00
s/ e |
You have WON. a 55.'066'1-'9..bate on ﬁvéank.com! ) L
v Click here for more infermation. ) — — Sasicns —
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{ My Bank

Model 2 Solution

m Please select

My Account

Enguiry

My Summary

Apply Online Resources
My banking

My Credit/Debit Card
My Loan

My Interest

Help

Contact Us

Site

ACSAC2010

Security and You | Logout

How do I ...
Select a topic

ITransactio .

n Date Reference No. + s [Description IAmount Th t t

5Jun-10 |GIRO 51543858 | ¥ - [Cash Withdrawal Atm_|($30.00) e ransac IOﬂ
18-May-10 MST 24847813 | * [Cash Deposit Atm $700.00 . . .

14-May-10 [GIRO 24514421 | ; ' Credit Card Purchase  |($77.00) f t

11-May-10 [EZT 51552115 % Fund Transfer $300.00 In Orm a |On IS

5-May-10 |EZT 51553812 " Nets Casheard TopUp _|($30.00) .

PE-Apr-10_MST 23557542 Intermet Purchase ($29.00) d | S p I aye d tOget h e r
125-Apr-10 |EZT 51543858 Purchase Nets ($30.00)

12-Apr-10_INT 51542233 Interest Credit $131.32 . .

11-Apr-10_[EZT 51537815 ;= Fund Transfer $300.00 | 43 W|th the|r ba rCOdeS.
B-Apr-10  [GIRO 24502452 | /=af : Credit Card Purchase  [($689.99)| -

B-Apr-10 [MST 23457244 | - +.% Intemet Purchase (5118.00) | -

W-Apr-10 [GIRO 24454521 | & #22E Dredit Card Purchase  [(8721.50) | =

D4Mar-10 [GIRO 24385451 = [Credit Card Purchase  |($71.50)

18-Mar-10 [EZT 51202457 |- 5 Nets Cashcard Top Up |($60.00) | 2%

14-Mar-10 MST 23457244 | = Internet Purchase ($148.00) :"'_

12-Mar-10_[GIRO 24321125 | 3555 Credit Card Purchase  ($321.95) |

11-Mar-10 [EZT 51158412 |  Fund Transfer $300.00 |

C (O =roUN) S ‘
== - & == =g . : 21
——te £ 1 : t4 =l B
You have WON a $5,000 Tebate on myBank.com!

Click here for more information. I

Securing Interactive Sessions Using Mobile Device Page 13 of 28

through Visual Channel and Visual Inspection



Model 2 Solution

- T - (1)User verifies the

L

How do 7.

sorder of the barcodes.

ITransactio e i . ... ! 2 U t h
nDate  ReferenceNo. |~ . Description lim__ I - ( ) Se r m Oves e
»  MyAccount 5-Jun-10  GIRO 51543858 | % T Cash Withdrawal Atr

mobile device over

:::. ICash Deposit Atm

18-May-10 MST 24847813 |+ L2
‘T (Credit Card Purchas LT B s

14-May-10 [GIRO 24514421 |

11-May-10 EZT 51552115 =+ |Fund Transfer
> e EMay-10_EZT51553812 | ¥ % Nets Cashcard Top | t h e b arco d e.
NP 128-Apr-10 ST 23557542 L *74 Intemet Purchase .
Apply Online Resources 5-Apr-10 [EZT 51543858 "+ Purchase Nets ($30.00) . .
My benking 12.Apr-10_INT 51542233  Interest Credit 5131.32 3 M O b | I e d evice
i i 1-Apr-10 EZT 51537815 e Fund Transfer $300.00
My Creci/Debit Card BAD-10 [GIRO 24502457 | raleie itk [ recit Card Purchase  |(8699.99) o
> MyLoan B-Apr-10  MST 23457244 ﬂ-:.' : Evin Intemet Purchase s118.00)] Ca ptu res a n d Ve rlfl eS
S Apr10  |GIRO 24454521 | & w2t [Oredil Card Purchase |(8721.50) | ™ itk
>  Mylnteres a ety - P
124-Mar-10 |GIRO 24395451 | ;i teiie [Credit Card Purchase  |(871.50) | SRS th b d d
> Help 18-Mar-10 [EZT 51202457 = Nets Cashcard Top Up |($60.00) | £ e a rco eS) a n
. N 14-Mar-10 ST 23457244 | =, Internet Purchase ($148.00) S
Contact Us " - .
12-Mar-10 |GIRO 24321125 | & (Credit Card Purchase _|(3321.95)] . d I th t t
~iA H H
Site 11-Mar-10 [EZT 51158412 | &7 i Fund Transfer $300.00 | ¥ IS p ays e CO n e n .

— = (4) User verifies the
i ‘ ! i transactions are

——

You have WON a $5,000 rebate on myBank.com!

: consistent in device
and work station.
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Rearrangement Attacks

{1 My Bank
A~
How do T ..,
Select a topic w

ITransactio
n Date Reference No. . [Description IAmount
My Account B-Jun-10  [GIRO 51543858 | ¥ - [Cash Withdrawal Atm _ [($30.00)
8 18-May-10 MST 24847813 |: :: ICash Deposit Atm $700.00
0 14-May-10 [GIRO 24514421 | ; (Credit Card Purchase  [(§77.00)
g Bty 11-May-10 EZT 51552115 = [Fund Transfer $300.00
My Summary B-May-10 [EZT 51553812 " Nets Cashcard Top Up_|($30.00)
: 128-Apr-10 MST 23557542 : lIntemet Purchase ($29.00)
Apply Online Resources D5-Ap—10 [EZT 51543858 * Purchase Nets ($30.00)

My banking 12-Apr-10 [NT 51542233
1M-Apr-10 EZT 51537815 |
B-Apr-10 [GIRO 24502452 | ;.
My Loan 8-Apr-10 VST 23457244 i}
H-Apr-10 [GIRO 24454521 |-

24-Mar-10 [GIRO 24395451 |

lotorrct/Bra Hu oy 040A 0%
Fund Transfer $300.00
2 Nets Cashcard TopUp  |($30.00)
.7 lIntemet Purchase ($29.00)
% Purchase Nets ($30.00)
i lInterest Credit $131.32

My Credit/Debit Card

My Interest

Help

Contact Us

Site

- i ]
You have WON a 55,000 rebate on myBank.com!
¥ Click here for more information.
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Sub-Region Authentication

e Capture and decode one small region at a time.
— It is subjected to rearrange/delete/duplicate attack

e Hardware limitation of mobile’s camera

— It cannot capture a whole screen with sufficient
precision.

e Sub-region authentication problem:

— how to authenticate the whole message using a
device that can only verify one small region at a time.
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Visual Inspection of Visual Cues

e |dea: bind the location information to the
appearance of the barcodes.

e Example:

I

Last block of

% t/ the line

v
3

L Ly
- _——amy T ey,
~

Ll *'
i Last block
( LI
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Our Design

2 bit message + 1 bit visual appearance + key -> 3 pixels

{00, 01, 10, 11} {W, B} [1..576] {uu 0 Om uu}
O O O |

={E' = =0 :-}

L-blocks

s

W
W e
B
B

Hy B (e
Iyl
Cf (W () m|D] O
HEEL ]
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Our Design

 The arrangement is derived from session key.
Hence, a malicious terminal who change a
Black L-block to White L-block has 3/4 chance
of introducing error.

 To change the visual appearance, the
adversary will need to change many L-blocks.
This will destroy the barcode with high
probability.
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Alternative 1

e Use camera as a channel to send everything,
then start browsing in mobile device.

(1) Less user-friendly
to browse with
small display.

(2) Not easy to extend

to cater dishonest 7 A ey
mobile device.
R (2 of 8 received)
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Alternative 2

e Store location information (e.g. row names,
column names) in the payload.

! Description Amount
FApr-10 Credit Card Purchase  |($699.99)

Z-Apr-10 |nternet Purchase ($118.00)
( 1) N Ot ed Sy to A 4-Apr-10 Credit Card Purchase  |(5721.50)
. ) 2-Mar-1¢redit Card Purchase  |($71.50)
15-Mar-1flets Cashcard Top Up |($60.00)
p reve nt d e | etl O n 14-tar-linternet Purchase ($146.00)
. . N 12-Mar-10redit Card Purchase  |($321.85)
a nd d u pI Icatlon 11-ar-18und Transfer
P W (7, P L "_ X!

attacks.
(2) Only applicable for
some table data.
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Send Message to Server

Work Station

-

‘= ] Transfer $5000
toBob? .z

1ot
LAy

Transfer S5000 tW
Enter 512959\ f
to transfer

S5000 to Bob.

L T

s
«  >erver

User

Approve

Device

ACSAC2010

Securing Interactive Sessions Using Mobile Device
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Comparison with Existing Work

* [tcan:
— authenticate transaction content,
— provide confidentiality when mobile is trusted.

* Itrequires:
— mobile device has camera and display.

e |tdoes NOT require:
— installation in work station;
— out-of-band channel;

— mobile device to be trusted when confidentiality is
not required.
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Proof-of-Concept Implementation

Programmed using Android API 1.6.
Tested on 3 phones: Acer Liquid, Motorola Milestone XT, HTC Legend;
Tested on 3 monitors:

e An 19 inch at TFT monitor in Dell model Optiplex 755;

e A13.3 inches display of a Toshiba portege M900 laptop;

e A15inch Dell CRT monitor.
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Performance

e Decoding rate: around 5 frames per second.
* Bit error rate:

QH “ H

M'I M2 M3 M'I M2 M3 M'I M2 M3
Monitors

A barcode of 50 by 50 can carry around 952
bits message, and is able to correct 8% errors.
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Proof-of-Concept Demo

e Proof-of-concept program running on Acer Liquid
model,

 the webpage is render in a Dell model “Optiplex 7557,
19 inch TFT monitor.

* Toimprove user experience,
we employ augmented
reality framework, instead
of requiring the user to
manually take pictures.
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Conclusions and Future works

 We designed a visual cue technique and show
that this technique can help securing interactions.

e QOur proof-of-concept implementation shows that
such system is feasible to run in mobile devices.

e QOur solution serves as an interesting example
where authentication is carried out by coupling
computer processing power and human
perceptual system.

 The visual cue technique could potentially have
other applications.
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Thank you!
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