
Matriculation #: Name:

Mid Term CS3235 September 19, 2002

Please finish your work on time. Don’t plead towards the end that you have the absolutely last scribble
to make. If you are caught cheating you will get an F in the course.

You must solve all questions in this booklet itself. You must return the booklet with your answer sheet.
It will be used for manually grading your test in case you want to get your exam regraded (only for a very
good reason). It will also be useful for checking for off-by-one errors made in recording your answers in
the optically readable answer sheet.

For questions that require you to code a number as the answer, use two rows to encode one decimal digit.
The first row to indicate the digits (1, 2, 3, 4, 5) and the second row to indicate the digits (6, 7, 8, 9, 0) in
that order. For example, to encode the decimal digit 7 using rows 5 and 6, mark the circle B in the sixth
row.

1. Encrypting the message “singapore” using a mono alphabetic substitution cipher created using the
keyword “secure” results in the ciphertext: (3 marks)

(a) PFKBSMLOR (b) ODJASLKNR (c) RHMFSONQB (d) QGLDSNMPA (e) None of the above

2. When the Miller-Rabin primality test fails for a number n, n is definitely composite. But if it succeeds
for n, n is not necessarily a prime. (1 mark)

(a) True (b) False (c) Can’t really tell (d) None of the above.

3. Is log n (1 mark)

(a) O(n) (b) O(n2) (c) O(2n) (d) all of the above (e) none of the above

4. Consider the equality (a + b)p ≡ ap + bp mod p. Is it (3 marks)
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(a) True (b) False (c) Depends on a, b, p (d) None of the above.

5. For n = 101, will the table 3 × x mod 101 (0 ≤ x < 101) generate a permutation of (0 . . . 100)? (2
marks)

(a) True (b) False (c) Can’t really tell without generating the whole table (d) Damn!

6. Approximately how many samples will one need to find a prime around 10000000000000000. That
is, if one were to randomly generate numbers close to 1016, how many might you need to run the
Miller-Rabin test on before you accept it as a probable prime. (2 marks)

(a) 5000000000000000 (b) 37 (c) 19 (d) Can’t really say.

7. What can be said about the DES initial permutation IP? (5 marks)

(a) DES would be substantially weakened without it (b) The strength of DES is equivalent to its
strength without the IP (c) Without IP the keyspace to be searched to mount a known plaintext
attack could be reduced substantially (d) It’s hard to say anything definitive.
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8. In DES, suppose that F (R,K) = 0, i.e., for any input the F function output 0. What function does
DES compute? (3 marks)

(a) Inverse (b) Identity (c) Some other permutation (d) None of the above.

9. In DES, how many bits in (L1, R1), i.e., the 64 bits of the result of the first round, are related to bit
1 in (L0, R0)? I.e., if the value of bit 1 in L0 changes, how many bits of (L1, R1) may be changed?
Assume key is the same in both cases. (2 marks)

(a) 1 (b) 2 (c) 4 (d) 32 (e) 64 (all bits in L1 and R1)

10. Suppose DES is modified so that the high order 44 key bits are set to 0 so that only the 20 low order
bits are used. What is the effective key length of this system? (3 marks)

(a) 20 (b) 18 (c) 17 (d) 15 (e) 12

11. What is φ(p2) where p is an odd prime? (5 marks)

(a) p(p− 1) (b) (p− 1)(p− 1) (c) There isn’t a closed form expression just involving p (d) p2 − 1
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12. For how many primes p is 17p + 1 a square? (5 marks)

(a) None (b) One (c) Two (d) Infinitely many (e) Can’t really tell.

13. Consider building a message digest function (similar to SHA) using DES. In particular, consider
using the CBC mode of DES. Let K be a fixed known encryption key and let IV denote a fixed
public initialization vector. The message could be padded appropriately using zeros to make it of
block length suitable for encrypting with DES.

To generate a hash, encrypt the (possibly padded) message in CBC mode of DES using key K and
initialization vector IV . Output the final block Cn of the resulting ciphertext as the message digest
of the message. What can be said about this setup: (10 marks)

(a) This hash scheme is not collision resistant. (b) This hash scheme is not preimage resistant. (c)
This hash scheme is not second preimage resistant. (d) All of the above. (e) a & b only.

14. What is 25792579 mod 19. Use answer rows 14–17 to indicate your answer. (5 marks)

(a) 3 (b) 7 (c) 12 (d) 10 (e) None of the above.
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15. For the RSA system in which n = 852337, e = 3, d = 566091, find the factors of n. Indicate the
smaller factor in the answer. Use answer rows 18–23 to indicate the number. (10 marks)
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