ﬁ Chapter 3 E

Lecture 3 - Preliminaries
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ﬁ Overheads and notes

You can find all sorts of stuff looking in

k&

http://www.comp.nus.edu.sg/~cs3235/2003-semesterl/
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ﬁ Question box E

If you have any questions, feel free to place them in the
question box...

Or stick your hand up...
Or...
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ﬁ_ Last session

e Finish context

e Math preliminaries

— XOR
— Logarithms
— Fields and groups
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Recap - exclusive-or E

Law XOR-1:
The cryptographer’s favorite function is Exclusive-Or.

Message A B C
m 01000001 01000010 01000011.
Key= k 00010011 01100101 00111001.
K(m)=m&k 01010010 00100111 01111010 .
K(m) R z
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ﬁ Exclusive-Or E

K(m) R ’ z
01010010 00100111 01111010.

Key=k 00010011 01100101 00111001.

m=K(m)®k 01000001 01000010 01000011.

Message A B (03

If the bit-stream for the key k is random, and not known to
an eavesdropper, then this is the most secure system. It is
known as a one-time-pad.
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4

P

Another diagram

Ki[P]

(Plaintext)

Ki

3

P
(Plaintext)

Ki

(Compare with previous representations).

CS3235 - Hugh Anderson’s notes.

Page number: 119

ﬁ Logarithms E

Law LOG-1:
The cryptographer’s favorite logarithm is log base 2.

U y = log, x is the same as bY =z
0 pllogs®) — 4

O Logarithm is inverse of exponential.
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4 Groups ) 4 Filds )

O Agroup is O A field has two operations
0 a set of group elements with O +, with elements forming a commutative group.
0 a binary operation O *, with elements\0 forming another group,
Law FIELD-1:

The cryptographer’s favorite field is the integers mod p,
denoted Zp, where p is a prime number.

Law GROUP-1:
The cryptographer’s favorite group is the integers mod n,
Zn.
Law FIELD-2:
The cryptographer’s other favorite field is GF(2").
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ﬁ This session E ﬁ This session E

e Math preliminaries e Math preliminaries
— Fermat’s little theorem — Fermat’s little theorem
— Euler — Euler
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ﬁ Fermat’s theorem E

Theorem (Fermat): If p is a prime and « is any non-
zero number less than p, then

a® 'modp =1
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ﬁ Fermat’s theorem, p = 13 E

P a al a2 a3 e ad b al a8 a9 10 o1l 12
13 2 2 4 8 3 6 12 11 9 5 10 7 1
13 3 3 9 1 1 1 1
13 4 4 3 12 9 10 1 1
13 5 5 12 8 1 1 1
13 6 6 10 8 9 2 12 7 3 5 4 11 1
13 7 7 10 5 9 11 12 6 3 8 4 2 1
13 8 8 12 5 1 1 1
13 9 9 3 1 1 1 1
13 10 10 9 12 3 4 1 1
13 11 11 4 5 3 7 12 2 9 8 10 6 1
13 12 12 1 1 1 1 1
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ﬁ Fermat’s theorem, p = 13 E

O Lengths of runs are always numbers that divide evenly
into 12

O A value of a for which the whole row is needed is called
a generator. 2, 6, 7, and 11 are generators.
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ﬁ An interesting observation.. E

Because a to a power mod p always starts repeating after
the power reaches p — 1, you can do this:

zmod (p—1

a®modp=a ) mod p.

Thus modulo p in the expression requires modulo p — 1 in
the exponent. For p = 13 as above, then

a2 mod 13 = ¢2°M0d12 116413 = 45 mod 13.
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Another example

result = 7'2' mod 13
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Another example

result=
62247027506732273704655645590797926890623986483292191309020787710924
86991072740587065198907810173838994978267934813009677708927826601313
55777365361484044783800851222817392261341421370762400507026834564501
61478881858016233581815507729190060733863810985820998417753776670372
86814739670120315712396914000184822340352355906455155667534102473964
53541377412583676260706359331048403293779053704648771069764131865422
62299505280557584280574185802694213299802280179325494560628948940739
34448228464915119714116869895958794732024285742690180232449402567101
05083114967356334295809219455711191131246974627173111242792554453321
16504914530077241996189357298508605206780120789880835525222341940514
58556732086842042388893209157040799864871901064991230860288657545878
54838031902109935110264503891544145872580747830622294066978047059698
08888224976779404912792017633095411318555938776800816778624695807909\
49705787192596277127796303487781814106147375370904627195995589087276
8469943 mod 13 = 5
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How did | work that out?

| used bc

An arbitrary precision calculator language
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Another example

result = 7' mod 13
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ﬁ Another example

result = 7'2' mod 13

71215 mod 12 mod 13
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ﬁ Another example

result = 712 mod 13
_ qrzismod 12 413

= 7 mod 13
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ﬁ Another example

result = 725 mod 13
— 1215 mod 12 104 13
= 7> mod 13
= 343 mod 13
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ﬁ Another example

result = 7' mod 13
— qrzismod 12 413
= 7 mod 13
= 343 mod 13
= 5
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ﬁ Summary E

We can do BIG NUMBER maths without calculating big
numbers.
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ﬁ This session E

e Math preliminaries

— Fermat’s little theorem
— Euler
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G| Euler [

The Swiss mathematician Leonhard Euler (1707-1783) dis-
covered a generalization of Fermat's Theorem which will
later be useful in the discussion of the RSA cryptosystem.
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ﬁ Euler’s theorem E

Theorem (Euler): If n is any positive integer and a is any
positive integer less than n with no divisors in common with
n, then

a®™modn =1,

where ¢(n) is the Euler phi function:

d(n)=n(1—-1/p1)...(1 —1/pm),

and pq, ..., pn, are all the prime numbers that divide evenly
into n, including = itself in case it is a prime.
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ﬁ Special case 1 E

O If nis a prime, then using the formula,

n—1

d(n) =n(l—1/n) = n( y=n-1

Fermat's result is a special case of Euler’s.

a®™ modn =a" *modn =1
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ﬁ Special case 2 E

O Another special case needed for RSA comes when the
modulus is a product of two primes: n = pq. Then

¢p(n) =n(1-1/p)(A1 -1/q) = (p—1)(g - 1)
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ﬁ Special case 2 E

aP= D@D modpg =1

e assuming a has no divisors in common with pq

e and p and ¢ are primes
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ﬁ Euler: n =15 and ¢(n) =8 E

al a2 s P ad a al 8 Y 210 o1 12 13 14
2 4 8 1 1 1
3 9 12 6 3 9 12 6 3 9 12 6 3 9
4 1 1 1 1 1 1 1
5 10 5 10 10 5 10 10 10 10
6 6 6 6 6 6 6 6 6 6 6 6 6 6
7 4 13 1 1 1
8 4 2 1 1 1
9 6 9 6 9 6 9 6 9 6 9 6 9 6
10 10 10 10 10 10 10 10 10 10 10 10 10 10
11 1 1 1 1 1 1 1
12 9 3 6 12 9 3 6 12 9 3 6 12 9
13 4 1 1 1
14 1 1 1 1 1 1 1

CS3235 - Hugh Anderson’s notes. Page number: 144




G| Table [}

Table illustrates Euler’s theorem for n = 15 = 3 - 5, with
$(15)=15-(1—-1/3)-(1-1/5)=(3-1)-(5-1) =8
Notice here that a 1 is reached when the power is 8, but

only for numbers with no divisors in common with 15.
For other base numbers, the value never gets to 1.
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G| Euler )

Arithmetic in the exponent is taken mod ¢(n), so that, if a
has no divisors in common with n,

a® mod ¢(n)

a®modn = mod n.

If n = 15 as above, then ¢(n) = 8, and if neither 3 nor 5
divides evenly into a, then ¢(n) = 8. Thus for example,

a2®mod 15 = ¢22M0d8 10415 = ¢* mod 15.
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ﬁ Before we leave Euler... E

We are interested in...

O Large prime numbers (p, q)
O Their product n = pq

O The Euler phi function ¢(n) = (p —1)(¢ — 1)
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ﬁ Before we leave Euler... E

O In a similar fashion to before we can do BIG number
arithmetic easily

0 Consider also the ease of multiplying, and difficulty of
factoring...
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ﬁ Before we leave Euler...

29*37="?
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ﬁ The Euclidean algorithm E

O Multiplicative inverse is not intuitive and requires some
theory to compute.

0 a~! can be computed efficiently using the extended Eu-
clidean algorithm

Law GCD-1:

The cryptographer’s first and oldest favorite algorithm is
the extended Euclidean algorithm, which computes the greatest
common divisor of two positive integers a and b and also sup-
plies integers x and y such that x+a + y*b = gcd(a, b).
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ﬁ Finding GCD

e For the gcd of 819 and 462,

— factor the numbers as:
* 819=3-3-7-13
* 462 =2-3.-7-11
—gedis21=3-7

3

But there is no efficient algorithm to factor integers.
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ﬁ The Euclidean algorithm E

1. Repeatedly divide the I ar ger one by the smal | er, and
2. Write l arger = smaller * quotient + remainder
3. Repeat using the two numbers “snal | er " and “r emai nder ”.

4. When you get a 0 renai nder, then you have the gcd of
the original two numbers.
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ﬁ Example E

819 = 462 1 + 357 (sepo)
462 = 357 1 + 105 (seny
357 = 105 3 + 42 (se2)
106 = 42 2 + 21  (sep3, s0GCD=21)
42 = 21 2 + 0 (sen9
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ﬁ The extended Euclidean algorithm E

Given the two positive integers 819 and 462, the extended
Euclidean algorithm finds unique integers a and b so that

a-819 +b- 462 = ged(819, 462) = 21

In this case,
(—9) - 819 4 16 - 462 = 21
(See notes...)

0 How does this give us a mechanism to calculate the mul-
tiplicative inverse of an element?
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ﬁ The extended Euclidean algorithm E

z*a+y*p=ged(z,y)
Now - if p is a prime, then gcd(z,y) = 1, and so
rxa+yxp=1

In the field Z,, this indicates that z * a = 1, and so z = a~".

The extended Euclidean algorithm has given us a mecha-
nism to calculate the multiplicative inverse of an element.
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ﬁ Fast integer exponentiation E

Law EXP-1:
Many cryptosystems in modern cryptography depend on
a fast algorithm to perform integer exponentiation.

Examples in notes... not so important, just nice to know it
can be done.
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ﬁ Back to primes E

For 2500 years mathematicians studied prime numbers just
because they were interesting, without any idea they would
have practical applications. Possible real-world uses:

1. Sometimes... a prime number of ball bearings arranged
in a bearing, to cut down on periodic wear (also gear
teeth).

2. Possibly... the 13 and 17-year periodic emergence of ci-
cadas may be due to coevolution with predators (that lost
and became extinct).
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ﬁ Since 1976 E

Now finally, in cryptography, prime numbers have come into
their own.

Law PRIME-1:
A source of large random prime integers is an essential
part of many current cryptosystems.
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ﬁ Checking for primes E

O It is hard to check that an integer is “certainly” prime,
but...

O Itis easy to check that an integer is “probably” prime.

O Tests to check if a number is probably prime are called
pseudo-prime tests.
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ﬁ Prime check E

0 Start with a property of a prime number, such as Fer-
mat's Theorem, mentioned in the previous chapter

O if pis a prime and a is any non-zero number less than p,
then a?~'modp = 1.

O If one can find a number ¢ for which Fermat's Theorem
does not hold, then the number p in the theorem is defi-
nitely not a prime.

O If the theorem holds, then p is called a pseudo-prime with
respect to a, and it might actually be a prime.
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ﬁ Prime check E

So the simplest possible pseudo-prime test would just take
a small value of a, say 2 or 3, and check if Fermat's Theorem
is true.

Simple Pseudo-prime Test: If a very large random
integer p (100 decimal digits or more) is not divisible
by a small prime, and if 3>~ mod p = 1, then the num-
ber is prime except for a vanishingly small probability,
which one can ignore.
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ﬁ Prime check - 1105,1729 E

0 One could just repeat the test for other integers besides
3 as the base, but unfortunately there are non-primes
(called Carmichael numbers) that satisfy Fermat’s the-
orem for all values of a even though they are not prime.

00 Chances of a mistake less than 104!, in practice use
better tests

Law PRIME-2:
Just one simple pseudo-prime test is enough to test that a
very large random integer is probably prime.
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ﬁ Summary of topics E

0 We can do BIG arithmetic in these fields
0 We can do fast exponentiation and modulo arithmetic

0 We can check for primes
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