ﬁ Chapter 5 E

Lecture 5 - Information
theory

CS3235 notes. Page number: 223

Q Tutorial 3 Q1: Intuition... E

Question: Longest time to transfer (i) 1000 random
characters (ii) 1000 A’ characters followed by a 'B’ (iii)
1000000 'A’ characters followed by a 'B’. (Look for size
of information...)

Comment: The entropy for the (i) should be as high as
possible, because the source is transmitting the MOST
amount of information, the least predictable data. For 7-
bit ASCII it will be 7 bits per symbol.

The entropy for the (i) and (iii) should be as low
as possible, as the information is almost completely
predictable.
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ﬁ Tutorial 3 Q1: Comments E

Comment: Since the source emits a fixed string, we can
argue that the entropy of the source is zero - it is
completely predictable.

But if the receiver is not aware of this, the first message
does contain some (a small amount) of information.

Note also: The difference in information between
1000 ' A characters followed by a 'B , and
1000000 ' A' characters followed by a ' B isverysmall,
despite the difference in size of the data.
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Q Tutorial 3 Q1: Maths... E

Question: Prove it...

Comment: The entropy for the first source is 7 bits per
symbol as discussed before, and so the 1000 characters
will need 7000 bits = 875 bytes.

Can encode the other two sources much more
compactly: 1000 ' A characters followed by a 'B is
much shorter than 7000 bits...
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ﬁ Tutorial 3 Q2: Intuition... E

Question: Estimate entropy..

Comment: The relative entropy for the (i) will be 1,
whereas the other two will be close to 0, or 0 (depending
on interpretation).
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Q Tutorial 3 Q3: Maths... E

Question: ... estimate the average size of a best encoded
128 character message. Relative entropy?

Comment: The entropy for the system is

1 1 6 24
H(X) —10g24+§10g28+ﬁlog216+

logo 96
4 4%24 082
L 3.3 025467
— =+ = .25 % 6.
27873

4.05 bits/symbol

Q

Fit 128 characters into 519 bits, or 65 bytes. Relative
entropy is 22 = 0.81.
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ﬁ Tutorial 3 Q3: Oh ... and... E

Comment: The characters ETAONSHRDL U are the
most common letters in written English (in that order),
and so English text does not have a high entropy (some
symbols are more likely than others). As a result of this
English text is easily compressible.
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Q Tutorial 3 Q4: Maths... E

Question: the import of the “necessary and sufficient
condition for perfect secrecy” in reading.

Comment: Perfect secrecy implies that by observing the
ciphered text, you can learn nothing about the original
message. The import of the necessary and sufficient
condition, is that for perfect secrecy, the key length #k
must be the same number of bits as the message #m.
This sort of key is commonly called a one-time-pad.

Modern cryptographic practice is not perfect secrecy - just
computationally difficult...
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An aside ...
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4
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The first worry...

E
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4

J’accuse! J'accuse!

[J Virusses, but also...

[1 Keyloggers, spy software in some products

[ Removal may lead to broken S/W (Kazaa)

E

[0 CoolWebSearch: slowdowns in IE when typing into
text boxes. The hijack installed a stylesheet that used a
flaw in Internet Explorer and allowed a .css stylesheet
file to execute Javascript code.
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A lot of processes?

i Close Program

(o Computer [Mot responding

imal.bmp - Paint
Esplorer

KD
Cdzlicenzemng
tznmegr

Cttazk

Ledplyer
YWcescomm b
Loadgm

lowatch LI

WA RMIMG: Pressing CTRL+ALT+DEL again will restart your
computer. vou will lose unzaved information in all programs
that are running.

End Tazk I Shut Down Cancel

E
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Look closely at processes...

File Wiew Process Help

(2R 8FEE X %2 "=t =8

Name * [0 5hew memowb,in@ | Thieads [ Type [ Full Path

EXPLORER.EXE 4294877157 8 [Nomal] 16 32-Bit C: 4w/ INDOWSVEXPLORER.EXE
FERMEL3Z.DLL 4279218283 13 [High) 9 32-Bit C: 4w/ INDOWSASYSTEMAKERMEL32DLL
MMTASK 4294863557 & [Nomal] 1 16-Bit C:4udINDOWSASYS TE Mimmtask tsk
MPREXE.EXE 4294966745 8 [Momal) 1 32-Bit C: 4w/ INDOWSASYSTEMAMMPRERE EXE
M5G5RY32 4294963273 8 [Momal] 1 16-Bit C: 4w INDOWSASYSTEMMMSGSRVIZ EXE
MSNMSGR EXE 4294778041 8 [Momal) 2 32-Bit C:5PROGRAM FILESSMSN MESSENGERNMS...
MSTaSK EXE 4294864693 8 [Momal] 2 J2-Bit C: 3l INDOWSASYSTEMAMMS TASK EXE
PRCVIEW E=E 4294738061 & [Nomal] 1 32-Bit D:AWIRUSREMOVALVPRCYIEW EXE
STARTER.EXE 4294897225 8 [Momal] 1 J2-Bit C:iwdINDOWSASTARTER. EXE

TASKMON ExE 4254887233 & [Nomal] 1 32-Bit C: 3wl INDOWSATASKMON . EXE
WLESCOMMEXE 4294795363 8 [Momal) 4 32-Bit C:5PROGRAM FILESSMICROSOFT ACTIVESY,
| 4254832333 & [Nomal] 2 32-Bit C:8udINDOWSEASYS TEMAWINYIDED EXE

WINYIDED.EXE
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[J This trojan is an IRC bot, controlled by a remote attacker
to use infected systems to initiate a Distributed Denial
of Service attack against others. When run, it copies its
components to the SYSTEM directory with the following

An exploit...DDoS Stinkbot

filenames:

0 SETUPINFEXE (Server component)
0 WINVIDEO.EXE (Flooding component)
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E
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ﬁ Using regedit... E

&' Registry Editor

Beqisty  Edit “iew Help
-3 FiIeEopy;I Mame | Data
({1 Fonts [Delault] [walue not zet]
=0 fontsize [ab] Ensanighiser "starter. ene’
B0 FS Temr  |[ab)Gene USE Monitor  "C:\WINDOWSASYSTEMAUSEMarit exe”
w0 1EM LoadPowerProfile "Rundll32 exe povrprof.dll LoadCurrentPwrS cheme'
=0 Installer‘ Sc:anF!egistry "EAWINDDWS scanregw. exe Jautorun'
Sg m:::ir;%c TaskMonitor UCAWINDOW S Staskmon. exe
F-00 ModuleL C: W IMD DWW S A S pstembwinyideo. exe -
&1 M5-D03
=3 Ms-DDsJ
-] Metwork
{27 Mevadm
F-L M
-] Palicies
a Fun
-] Run-  *
ol [ 3
|M_l,l ComputeryHKEY_LOCAL_MACHIMENS oftware Microsofty\Windows\Currenty'ersion’\R un i
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ﬁ Now - what about Ads? E

Hijack this: lists all installed browser add-on, buttons,
startup items and removes them.

CWshredder: removes CoolWebSearch
Spybot S&D: remove spyware

Ad-aware: Data-mining, aggressive advertising, Parasites,
Scumware, selected traditional Trojans, Dialers, Malware,
Browser hijackers, and tracking components...
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Hijack this

ijackThis - ¥1.97.7

Below are the results of the scan, Be careful what yvou delete, HijackThis cannot
determine what is bad and what merely customized by you, The best thing to do
is save a log file and show it to knowledgable Folks,

104 - HELMY, \Run: [TaskMonitor] CiWINDOWS taskmon, exe ;I
104 - HELMY, \Run: [LoadPowerProfile] Rundll3z.exe powrprof, dil, LoadCurrentPwr Scheme

104 - HELMY, \Run: [LoadQr] loadgm.exe

] - HELMY, ARun: [QuickTime Task] "C W INDOWS|SYSTEMGTTASK, EXE” -atbaattime

104 - HELMY, \Run: [Gene USE Monitor] COWINDOWSSYSTEMYISEMonit, exe

104 - HELMY, \Run: [OrbitUpdate] C:\Program FilestOrbitiupdate, exe

104 - HELMY, \Run: [Orbitview] C:iProgram Files\Orbitiview, exe J
104 - HELMY, \Run: [TkBellExe] "C:\Program FilesiCommon Files\Reali\Update_OBYrealsched.exe” -osboaot
4 - HELM,. . \Run: [k TH ST .EXE

104 - HELMY, S\Run: [winvideo] C:YWINDOWS) Systemiwinyideo, exe -i
104 - HELMY, \Run: [Welcome] CWINDOWS Welcome, exe (R

104 - HELMY, \RunServices: [LoadPowerProfile] Rundll32,exe powrprof,dil, LoadCurrentPwr Scheme

104 - HELMY, \RunServices: [SchedulingAgent] mstask, exe

104 - HECUY, \Run: [ACL Instant Messenger (TM)] C:iProgram Files\MetscapetCommunicatorProgram’ aIraim, e

7104 - HKCUL \Run: [RealJukeboxSystray] C:APROGRAM FILES\REALVREALIUKEBORITSYSTRAY . EXE j
—Scan & fiw stuff ——————— Other stuff —————————
Save log I Fix checked | Info... Config. .. |
Info on selected item. .. | Add checked to ignorelist |
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CWshredder

CwShredder - Coolwebsearch trojan remover

CwShredder +1.57.0 scan only report

Fleaze understand that a CwShredder 'Scan only' report
might not be sufficient to troubleshoot an infected system.
“ou can uze HijackT his for that:

hittp: / Ava. merijn. org/files Ahijack thiz. zip

hittp: A A, spuwareinto, comd ~meninfileshijackthis. zip

| »

Windows 98 (4.10.1998 )

Wwindows dir: C:hwWINDOWS

windows aystem dir; C:SwIHDOW Shaystem
AppData folder: C:AWINDOWS WApplication Data
Lsername:

Hosts file not prezent L
Found Cw'S. Control [if filesize iz over 50k file: C:A\WIMDOWS Yeontol,
Registry value: DefaultPrefix (should be http:/ /] [] http: /¢

Reqistry value: W™ Prefis [should be http: 4] [www] hittp: 24

Registiy walue: Mozaic Prefix [should be http: 4] [mozaic] http://

Registry walue: Home Prefix [should be hitp://] [home] hitp: £/

4] | _>|;I
Exit |
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Spybot - Search and Destroy

i Spybot - Search & Destroy [_ (O] x|
File Mode Language Help

= Spybot-5&D

= Print @) Help

Thiz iz the main zcan page of Spybot-5&D. Here pou scan your system ['Check
for problems" button] and fix any problems that were found [“'Fix selected
problems" button). Hint: if you haven't done so pet, we recommend you read the
tutorial [zee Help menu) to learm how to deal with the scan results.

Hide thiz information

Prablem Kind

|F|unning bot-check [1331/14284: Dialer_sx) i
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Search and Destroy

pybot - Search & De:
File Mode Language Help

[k } Thiz iz the main scan page of Sppbot-5&0. Here you scan your system ["Check.
— for problems" button] and fix any problems that were found ['Fix selected
\ problems" button]. Hint: if you haven't done so vet, we recommend pou read the

tutarial [zee Help menu) to learn how ta deal with the scan results.

Hide this infomation

FProblem Kind

GAIN Gator 2 entries
Alexa Related 1 entries
Bargain Buddy 1 entries
CnsMin 1 entries
Comet Cursors 2 entries
=1 ConlWWWS earch Smalld 3 enhies

|Hunning bat-check [10623/14284: GAIM.Gatar)
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6 Ad-aware Personal

AD-aware...

 Status

AF Sean now
£} sewatch

f,, Plug-ins
P Help

[_[Of %]

Performing system scan

Current operation

Scanning local registry

Objects scanned: 2092

L SOFTWAREWicrosoft®Windows\Currentyersion\Explorer\Browser Helper Obj

Summary

19 Running processes
1 Objects recognized
0 Objects ighored

1 New objects

0 Processes identified

1 Registry keys identified
0 Registry values identified
0 Files identified

0 Folders identified

Mow scanning, click "Abort" to stop.

H Abort

Ad-zoveare B Personal, Build 6181
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(6 Ad-aware 6.0 Personal

Ad-aware...

e  Status

A Scan now
£} mad-wvatch
94 Plug-ins
£ Help

= E3

Scanning results

Obj, Wendar Type Cateqgory Object C.
D ﬁ CometSyst RegHey Data Miner HHEY _LOCAL_MACHINE: Soft -
: ellniverse File: Data Miner c:wipdaterinstall_112.exe
| | WilnpUpE2 | File: [ Malware cidlo exe |
O searchve... e alviare Cowvindowsisystemnknowy.
L h Fil bl rving syatemiink
D j Laop File: Malware crwrindow s\application data,
D : Lop File: Mlalware c:wvindowshapplication data...
D j Winpup32 File: Malvware criwvindowsipup exe
™ wx2Betterl.. File Data Miner cwvindowspreinstt exe
ol
D j ellniverse File: Data hiner ciiprogram filestincredifindi...
I:| j Lycos Side...  File Misc cprogram fileslycosisidese. .
O j PossibleBr...  File hisc cwvindowsifavoritesilike m... It
I:| j Possible Br...  File Misc ciwvindows\favoritestlinkstik... |
1™ poesinle Ar File bz chadindnisifavoritestinnode E
25 itermns @ Quaranting J @Shnw logfile J = J

Add-avware 6 Personal, Build 6.181
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ﬁ And the end result? E

Hey - the computer is a whole lot faster!

but ... 1 month later ...
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ﬁ Back to slide 194 E
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ﬁ Algorithms

1. Pseudo-random number generation
2. Chinese remainder theorem
3. Extended Euclidean algorithm

4. Testing for primes

CS3235 notes.
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ﬁ Pseudo-random number generation E

[ Random numbers or sequences are useful.

[1 Generate a long key sequence for an xor-encrypted

message.

[1 Generate large primes at random

CS3235 notes.
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ﬁ Linear congruential method E

Generate the next number r,. 1, from r,, by calculating
Tn+1 = (ar, + ¢) modm

where a, m and ¢ are carefully chosen to generate a long
random sequence.
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Q Linear congruential method E

If we chose ¢ = 0, a = 16807 and m = 2147483647 = 231 —1,
then starting with rq = 1, we get the sequence

r1 = 16807ro mod 2147483647 = 16807

ro = 1680771 mod 2147483647 = 282475249
r3 = 168077y mod 2147483647 = 1622650073
rq4 = 1680773 mod 2147483647 = 984943658
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ﬁ Linear congruential weakness E

Record three successive values of the pseudo-random
number generator®, and solve the simultaneous equations:

Tnt1 = (ar, 4+ c¢)modm
Tnio = (arpeq1+c)modm
Tnis = (arpig+ c)modm

Should use technique not susceptible to this form of
analysis.

6Perhaps by knowing part of the plaintext...
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Q Chinese remainder theorem E

The following problem was posed by Sun Tse 2000 years
ago:

There are certain things whose number is unknown.
Repeatedly divided by 3, the remainder is 2; by 5 the
remainder is 3; and by 7 the remainder is 2. What will
be the number?

This is now known as an example of the Chinese Remainder
Theorem...
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ﬁ Chinese remainder theorem E

Theorem 4: Two simultaneous congruences n = n; mod mq
and n = mnsmodmy are only solvable when n; =
nsmod (ged(my, mo)). The solution is unique modulo
lem(my, mo).

Knowing the remainder of n when it's divided by 3 and the
remainder when it's divided by 5 allows you to determine the
remainder of n when it's divided by lem(5, 3) = 15.
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Q Chinese remainder theorem E
r = 2mod3 (1)

The original problem: z = 3mod5 (2)

r = 2mod7 (3)

From (1), we know that z = 3n + 2 for some n. Substituting
this in (2) gives 3n = 1mod5 . This reduces to a simpler
equation n = 2mod 5 which is equivalent to n = 5m + 2
for some m. Substituting this back into x = 3n + 2 gives us
x = 15m~+8. Substituting this in (3) gives 15m+8 = 2mod 7,
orm = 1mod?7,i.e. m = 70+ 1. From this we can see that
x = 1050+ 23. Note that 105 = lem(3, 5, 7) and the solutions
are 23,128, ....
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ﬁ Import of CRT E

Demonstrates to us that a number less than the product of
two primes can be uniquely identified by its residue modulo
those primes.

This is useful in the RSA cryptosystem to be investigated
later.

CS3235 notes. Page number: 255

Q Extended Euclidean algorithm E

Some theory to compute the multiplicative inverses.

To find the gcd of two numbers, using the prime factorization
of the numbers. For the gcd of 2394 and 154:

2394 = 2x3*x3%xT7%x19
154 = 2%7x11
c.ged(2394,154) = 2x7=14
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ﬁ Euclidean algorithm E

Unfortunately, it is not easy to find the prime factors of
integers. The gcd of two integers can however be found
by repeated application of division, using the Euclidean
algorithm.

[ You repeatedly divide the divisor by the remainder until
the remainder is O.

[ The gcd is the last non-zero remainder in this algorithm.
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Q Euclidean algorithm example E

dividend = quotient * divisor 4+ remainder
2394 = 15x154+ 84
154 = 1%x84+4 70
84 = 1x70+4+ 14
70 = 5x14
c.ged(2394,154) = 14
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ﬁ Extended Euclidean algorithm E

O If the ged(a,b) = r then there exist integers m and n so
that ma + nb = r.

[0 This algorithm finds these integers m and n and give us
a mechanism to calculate the multiplicative inverse of an
element x modulo p.
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Q Extended Euclidean algorithm E

1. We begin by dividing p by z, and as we carry out each
step i of the Euclidean algorithm discovering the quotient
¢;, we also calculate an extra number, z;. For the first two
steps zo = 0 and x; = 1.

2. For the following steps, we calculate z; = =z;,_o —
x;_1¢;—o mod p. The calculation is continued for one step
after the Euclidean algorithm finishes.

3. If the last non-zero remainder occurs at step k, then if
this remainder is 1, x has an inverse and it is x .
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ﬁ Extended Euclidean algorithm E

The inverse of 15 modulo 26, showing the method:

0: 26 = 1x15+11 zo=20

1: 15 = 1x11+4 r1 =1

2: 11 = 2x4+3 To=0—1x1mod26 = 25

3: 4 = 1x3+1 x3=1—25x1mod26 = 2

4. 3 = 3x140 x4 =250—2%x2mod26 = 21
x5 =2—21x1mod26 = 7

This indicates that the inverse of 15 is 7. We can verify this
by multiplying: 15 % 7mod 26 = 1.
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Q Primality testing E

Commonly use statistical testing methods to determine
primality.

Quick Quiz! Is 162, 259, 276, 829, 213, 363, 391, 578, 010, 288, 127
prime’?

After choosing a large random (odd) number p, we can
quickly see if p is divisible by 2, 3 and so on (say all primes
up to 1000). If our number p passes this, then we can
perform a statistical primality test.

"Note that this is only a 33 digit number, and we typically use prime numbers with
hundreds of digits.
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ﬁ Lehmann test E

1. Choose a random number w(for witness) less than p
2. If w®=1/2 %£ +1modp, p is not prime

3. If w®=1/2 = +1modp, the likelihood is less than 0.5
thatp is not prime

Repeat the test over and over, say n times. The likelihood
of a false positive will be less than 2% Other tests, such as
the Rabin-Miller test may converge more quickly.
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Q Primes is in P! E

[0 A group at the Indian Institute of Technology have
discovered the unexpected result that testing a number
for primality can be done in polynomial time, rather than
using probabilistic tests as just shown.

[0 This is unlikely to affect the effectiveness of public key
systems.

[0 The paper is only 7 pages long and is beautifully written.
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