= Chapter 9

Lecture 9 - More
encryption
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2 Warp factor 9...
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¥ Large and hitherto uncatalogued  J
life-form on the windscreen, Jim. §
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Tut 7, Q1: Hamming D

Question: Calculate extra bits needed for encoding a 64 bit
value, with two-bit error detection.

Answer: Want a hamming distance of 3, so

(n+1)2m < 27
64+1 < 2" —r
R 7
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Tut 7, Q2: Diffie-Hellman D

Question:  Give a worked example of Diffie-Hellman

Answer: Choose p = 1637, and g = 331. Alice chooses a
secret key a = 1433, and Ted chooses b = 977.

(a) Alice sends m, = ¢* mod p = 893.

(b) Ted sends m; = g® mod p = 749.

(c) Alice calculates mj mod p = 441.

(d) Ted calculates m® mod p = 441. Have a shared key.
(d) Bob has the difficult problem to calculate ¢*® mod p.
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L _ Tut 7, Q3: DES D

(a5
—.K
BN

[J Same sort of confusion and diffusion algorithm. One
round of 16, performed for each 64 bits of the input.

O (a,b) are 32-bit registers. The z operations are XOR.
Note b’ is one-way... K is part of the key
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Tut 7, Q3: Feistel F function D

«
Ny
| E(b) @8bity | | KO(48bits) |

LTERERRRRRREERER IIIIIIIIIIIIIIIIIIIIII "
Substitute S}
o % (32 bits)
(32 bits)
56-bit key K is split into 16 subkeys - each 48 bits. S-Box
and P-Boxes.
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= Tut7 Q4: Mono-alphabetic cipher D

RECURSI VEPROGRAMSVAYREQUI REL ARGENUMBERSCOFPROCEDURECAL L SANDST
ACKOPERATI ONSANDMANYSUCHRECURSI VEPROGRANMSEXHI Bl TEXPONENTI ALT
I MECOVPLEXI TYDUETOTHETI MESPENTRECAL CULATI NGALREADYCOVPUTEDSU
BPROBL EMSASARESUL TMETHODSWHI CHTRANSFORMAGH VENRECURSI VEPROGRA
MIOANI TERATI VEONEHAVEBEENI NTENSI VELYSTUDI EDVWEPROPOSEHEREANEW
FRAMEWORKFORTRANSFORM NGPROGRAMSBYREMOVI NGRECURSI ONTHEFRAVEW
ORKI NCLUDESAUNI FI EDMETHODOFDERI VI NGLOGARI THM CORDERPROGRAMSB
YSOLVI NGRECURRENCESDERI VEDFROMIMHEPROGRAMSOURCESOURPROT OT YPES
YSTEMAPTSR1I SANI NI TI ALI MPLEMENTATI ONOFTHEFRAVEVWORKAUTOVATI CA
LLYFI NDI NGSI MPLERCL OSEDFORMVERSI ONSOFACLASSOFRECURSI VEPROGRA
MSTHOUGHI NGENERALTHESOLUTI ONOFRECURRENCESI SEAS| ERI FTHEFUNCTI
ONSHAVEONL YASI NGLEPARAMETERVWESHOMAPRACT| CALTECHNI QUEFORSOLVI
NGTHOSEW THVULTI PLEPARAVETER

https://lwww-appn.comp.nus.edu.sg/"cs3235/mono.cgi
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Tut7 Q5: Poly-alphabetic cipher D

Answer: Running the ic.perl script using shifts of 1,2,3
yields:

Ofset k = 1: 660 characters, 26 match Estimated | C: 0. 0393
Ofset k = 2: 659 characters, 21 match Estimated I C. 0.0318
O fset k = 3: 658 characters, 23 match Estinmated | C. 0. 0349
O fset k = 4: 657 characters, 42 match Estimated | C: 0. 0639
O fset k = 5: 656 characters, 32 match Estinmated | C. 0.0487

Note the sudden jump when the offsetis 4, 8, 12 etc. This is
fairly good evidence of a Vigenere cipher with a key length
of 4. Note also the values...oc = 0.0385.
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Tut7 Q5: Poly-alphabetic cipher

8

BOBBYHURRI EDDOWNTHERCOADI NTHEDI RECTI ONOFTHECEDARSALWAYSHETRI E
DDESPERATEL YTORECAL LWHATHADOCCURREDDURI NGTHOSEBL ACKHOURSLAST
NI GHTANDTHI SMORNI NGBEFOREHEHADAWAKENEDI NTHEEMPTYHOUSENEARHI S
GRANDFATHERSHOVEAL L THATREMAI NEDWEREHI SSENSATI ONOFTRAVELI NASW
I FTVEHI CLEH SI MPRESSI ONOFSTANDI NG NTHEFORESTNEARTHECEDARSHI S
GLI MPSEOFTHEMASKEDFI GUREVHI CHHEHADCAL L EDHI SCONSCI ENCETHEECHO
I NHI SBRAI NOFADREAMLI KEVO CESAYI NGTAKEOFFYOURSHOESANDCARRYTHE
M NYOURHANDALWAYSDOTHATI TSTHEONL YSAFEWAYTHESEFACTSTHENAL ONEW
ERECLEARTOH MHEHADWANDEREDUNCONSCI QUSI NTHENEI GHBOURHOODHI SGR
ANDFATHERHADBEENSTRANGEL YMURDEREDTHEDETECTI VEWHOHADVETHI M NT
HEVI LLAGEPRACT| CALLYACCUSEDHI MOFTHEMJRDERANDHECOUL DNTREMVEMBE
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4.

Final lectures...

. Thursday Oct 20 - Protocols

. Thursday Oct 27 - Unix and NT

Thursday Nov 10 - final

What is the best solution to the missed lecture?

CS3235 notes.

8

. Thursday Nov 3 - Hari Raya and Hugh away - make up
necessary
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Uses of asymmetric encryption D

1. Generating encrypted passwords with 1-way functions
2. Checking integrity by appending digital signature
3. Checking the authenticity of a message.

4. Encrypting timestamps with messages to prevent replay
attacks.

5. Exchanging a key.
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Asymmetric encryption D

[1 Participants each have private and public keys

[J Keys cannot be derived from each other
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Asymmetric encryption

8

Alice (Encrypted) Bob
K P

(Plaintext) (Plaintext)
[ 1
K priv. !
' o
L_Pub

Alice uses Koub to encrypt Harry Bob createsa pair of K keys
the Freely givesaway Ky
hacker Keeps Ky, secret.

O K. is public key for Bob, K, is his private key.

[0 Only Bob can decrypt

CS3235 notes.
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Asymmetric authentication

8

Alicecreatesa pair of J keys Harry

Aliceuses Jyj, toencrypt the
hacker
.. OK. ..

Alice (Encrypted) Bob
p { > Jpriv [P] @ =
(Plaintext) (Plaintext)
[ 1 [V 1
! ‘]priv ! P K priv. !
""" J i J v
: JPUb : ‘ DUb I K pUb :

Bob decryptswith qub

O Jpriv IS private key for Alice, J,, is her public key.

[1 Only Alice could have encrypted message
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[0 Making sure of digital signatures. Hash function...

CS3235 notes.

Authentication and encryption

Barbara George

° Jpriv [hash(P)] @
L >

(Compare)
Hash function —Hash function
K P
p pub[ ] . @ .~ P

>

(Plaintext) (Plaintext)
[ ey Y A T l
L Jpriv Koy
L _Jpub L Kpub_ |
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This public key system relies on the difficult problem
of trying to find the complete factorization of a large
composite!# integer whose prime factors!® are not known.

RSA (Rivest, Shamir, Adelman) D

14An integer larger than 1 is called composite if it has at least one divisor larger than

1

15The Fundamental Theorem of Arithmetic states that any integer N (greater than

0) may be expressed uniquely as the product of prime numbers.

CS3235 notes.
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‘ RSA hacks D

Two RSA-encrypted messages have been cracked:

[0 The inventors of RSA published a 129-digits (430 bits)
RSA public key. In 1994, it was factored with 5000 MIPS-
years of computing time.

[0 A year later, a 384-bit PGP key was cracked. It needed
1300 MIPS-years to factor the key in three months.

Note that these efforts each only cracked a single RSA key.
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2 RSA coding algorithms D

Below are outlined the four processes needed for RSA
encryption:

1. Creating a public key
2. Creating a secret key
3. Encrypting messages

4. Decoding messages
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To create public key K, D

1. Select two different large primes P and ().

2. Assighz = (P —1)(Q — 1). (Does this ring a bell?)

3. Choose FE relative prime to x. (This must satisfy condition
for K, given later)

4. Assign N = P x ().

5. K, is N concatenated with E.

CS3235 notes.
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To create private (secret) key K, D

1. Choose D: Dx Emodz = 1.

(a) (i.e. multiplicative inverses)
(b) another way: DE = k(P —1)(Q —1)+1

2. K, is N concatenated with D.
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= To encode plain text m D

1. Pretend m is a number.

2. Calculate ¢ = m® mod N.
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To decode ¢ back to m D

1. Calculate m = ¢” mod N.

2. ...WHY?....
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= ..Why?... D

cDmodN = mEDmodN

_ ph(P-D@-DH o po

= maxmFEDE-D) modPQ

= m

0 mP~!'modP =1, SO (m(P_l))k(Q_l) modP =1

0 m® 'mod@ = 1, and so (tutorial) (m(P=1)*@=1) modPQ = 1.
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RSA code D

#!/usr/ bin/perl -sp0777i <X+d*| M.a™*| N9®] dsXx++l M N dsMD<j ] dsj
$/ =unpack(’ H', $_); $_=' echo 16di o\ USk" SK$/ SMEn\ ESNOp[ | N* 1
| K[ d29%Ba2/ dO$” | xp" | dc’ ; s/I\W/ g; $=pack(" H',/((..)*)$/)

and then

D echo "squeam sh ossifrage" | ./rsa.perl -k=10001 -n=1967cb529 > nsg.rsa

L /rsa perl -d -k=ac363601 -n=1967cb529 < nsQg.rsa
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New topic: Protocols... D

Host\i:omputer(s) Router computer(s)
[N N

| WEE= L\

Host computer(s)

o ) (=
= =

\ /
Host computer(s)

[J Lots of opportunity to snoop, modify, DoS, etc etc
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2 Routing and packets... D

ST

Routing info added

(to and from addresses,
size, type of m e,
sequence number

Little message

[0 Lots of opportunity to modify routing information, spoof
etc etc
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L Kerberos/Cerberus
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Kerberos

[J Network authentication protocol.

[ Strong authentication for client/server applications using
public key cryptography.

[ Kerberos is freely available in source form
[ Kerberos is also available in commercial products.

[1 Client can prove its identity to a server (and vice versa)
across an insecure network connection.
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Kerberos D

[ After a client and server have used Kerberos to
prove their identity, they can also encrypt all of their
communications to assure privacy and data integrity as
they go about their business.

[J Must have a Key Distribution Center (KDC)

[1 Kerberos uses Needham-Schroeder protocol.
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&8 Kerberos D

Client
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& Kerberos D

When a client first authenticates to Kerberos, she:

1. Talks to KDC, to get a Ticket Granting Ticket
2. Uses that to talk to the Ticket Granting Service

3. Uses the ticket, to interact with the server.

This way a user doesn’t have to reenter passwords every
time they wish to connect to a Kerberized service. If the
Ticket Granting Ticket is compromised, an attacker can only
masquerade as a user until the ticket expires.
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Kerberos protocol D

[1 Two sorts of credentials: tickets and authenticators.

[0 A ticket T, contains the client's name and network
address, the server's name, a timestamp and a session
key. This is encrypted with the server's secret key (so
that the client is unable to modify it).

[0 An authenticator A.; contains the client's name, a
timestamp and an optional extra session key. This is
encrypted with the session key shared between the client
and the server.
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L Kerberos protocol D

[0 Akey K, , is a session key shared by both z and y.

[0 When we encrypt a message M using the key K, , we
write it as {M } K .
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L Kerberos protocol D

Alice wants session key for communication with Bob:

[1 Alice sends message to Ted containing her identity, Ted’s TGS
identity, and one-time value (n) : {a, tgs, n}.

[] Ted responds with a key encrypted with Alice’s secret key (which
Ted knows), and a ticket encrypted with the TGS secret key:

{Katgs; N} Ka {Tatgs} Kigs:
Alice now has ticket and session key: {71, ¢gs} Ktgs, Ka tgs

[1 Alice can prove her identity to the TGS, as she has session key
K, 145, and Ticket Granting Ticket: {7175 g5} Kigs.
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L Kerberos protocol D

Later, Alice can ask the TGS for a specific service ticket:

[0 When Alice wants a ticket for a specific service (say with
Bob), she sends an authenticator along with the Ticket
Granting Ticket tothe TGS: {A, 4} Ko tgs {Ta,tgs } Kigs , b, 1.

[0 The TGS responds with a suitable key and a ticket:
{Ka,ban}Ka,tgs {Ta,b}Kb-

[1 Alice can now use an authenticator and ticket directly with
Bob: {Aa,b}Ka,b {Ta,b}Kb-
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Weaknesses D

Host security: Kerberos makes no provisions for host
security; it assumes that it is running on trusted hosts
with an untrusted network.

KDC compromises: Kerberos uses a principal’s password
(encryption key) as the fundamental proof of identity.

Salt: This is an additional input to the one-way hash
algorithm.
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Voting protocols D

A voting protocol is one in which

[I independent systems vote in a kind of election, and
[1 afterwards we can check that the vote was correct.
[1 Each voter is only allowed a single vote, and

[ the system should be corruption-proof.
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Voting protocols D

Example with Alice, Bob and Charles (!), who vote and then
encrypt and sign a series of messages using public-key
encryption. For example, if Alice votes v4, then she will
broadcast to all other voters the message

Ra(Rp(Ro(EA(EB(Ec(va))))))

where R4 is a random encoding function which adds a
random string to a message before encrypting it with A’s
public key, and E 4 is public key encryption with A’s public
key.

CS3235 notes. Page number: 435




= Voting protocols D

[0 Each voter then signs the message and decrypts one
level of the encryption.

[ At the end of the protocol, each voter has a complete
signed audit trail and is ensured of the validity of the vote.
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& Tossing a coin D

[1 Alice and Bob want to toss a coin

1 Alice calculates two primes p, ¢ and calculates N = pq,
sends NtoBob. N =35=5%7

[] If Bob can factorize the number, then Bob wins a coin
toss.

[0 Bob selects random z, and sends 22 mod N = y to Alice.
y = 312 mod 35 = 16
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= Tossing a coin D

Alice calculates the four square roots of 16:

[0 42 mbox 35 = 16
0 312 mbox 35 = 16
[0 242 mbox 35 = 16

[0 112 mbox 35 = 16

This is easy for Alice, as she knows the prime factors of V.
She then sends one of these back to Bob.
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Tossing a coin D

(] If Bob receives x or —z, then he learns nothing, but

[ if Bob receives either of the other values, he can add this
to z, and then find the GCD of the result with N:

GCD(24 +31,35) = GCD(55,35)
- 5

[1 Alice is unable to tell she has divulged the factor
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‘ Oblivious transfer D

[J In an oblivious transfer, randomness is used to convince
participants of the fairness of some transaction

[J In a coin-tossing example, Alice knows the prime factors
of a large number, and if Bob can factorize the number,
then Bob wins a coin toss.

[ A protocol allows Alice to either divulge one of the prime
factors to Bob, or not, with equal probability.

[1 Alice is unable to tell if she has divulged the factor, and
so the coin toss is fair.
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Contract signing D

[ Signing contracts can be difficult.

[ If one party signs the contract, the other may not. We
have one party bound by the contract, and the other not.

[ In addition, both may sign, and then one may say “I didn’t
sign any contract!” afterwards.
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= Contract signing D

Oblivious transfer used for contract-signing where

[J Up to a certain point neither party is bound
[1 After that point both parties are bound

[1 Either party can prove that the other party signed

Alice and Bob exchange signed messages, agreeing to be
bound by a contract with ever-increasing probability

CS3235 notes. Page number: 442

g O

Contract signing D

[J In the event of early termination of the contract, either
party can take the messages they have to an adjudicator,
who chooses a random probability value (42% say)
before looking at the messages.

[ If both messages are over 42% then both parties are
bound.

[ If less then both parties are free.
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