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Abstract. Peerto-peer(p2p)networkingtechnologiesiave gainedpopularityas
amechanisnfor usersto sharefiles without the needfor centralizedseners. A
p2p network provides a scalableand fault-tolerantmechanisnto locate nodes
arywhere on a network without maintaininga large amountof routing state.
This allows for avariety of applicationsbeyondsimplefile sharing Examplesn-
cludemulticastsystemsanorymouscommunicationsystemsandweb caches.
We suney securityissuegthatoccurin the underlyingp2p routing protocols,as
well asfairnessandtrustissuesthatoccurin file sharingandotherp2p applica-
tions.Wediscusshow techniques;angingfrom cryptographyto randomnetwork
probing,to economidncentives,canbeusedto addressheseproblems.

1 Introduction

Peerto-peersystemspeaginningwith Napstey Gnutella,and several otherrelatedsys-
tems,becamammenselypopularin the pastfew years primarily becausehey offered
a way for peopleto get musicwithout payingfor it. However, underthe hood,these
systemgepresena paradignmshift from the usualwebclient/sener model,wherethere
areno‘“seners;” every systemactsasa peer andby virtue of the hugenumberof peers,
objectscan be widely replicated,providing the opportunityfor high availability and
scalability despitethe lack of centralizednfrastructure.

Capitalizingon this trend, researcherbave definedstructuredpeerto-peer(p2p)
overlayssuchasCAN [1], Chord[2], Pastry[3] andTapestryj4] provideaself-organizing
substratdor large-scalg2p applicationsUnlike earliersystemsthesehave beensub-
jectto moreextensive analysisandmorecarefuldesignto guarantescalabilityandeffi-
ciengy. Also, ratherthanbeingdesignedpecificallyfor the purposeof sharingunlawful
music, thesesystemsprovide a powerful platformfor the constructionof a variety of
decentralizedservices,ncluding network storage contentdistribution, web caching,
searchingandindexing, andapplication-leel multicast.Structuredoverlaysallow ap-
plicationsto locate ary objectin a probabilistically bounded,small numberof net-
work hops,while requiringpernoderoutingtableswith only asmallnumberof entries.
Moreover, the systemsarescalablefault-tolerantandprovide effective load balancing.

Making thesesystemssecure”is a significantchallengg5, 6]. In generalary sys-
temnotdesignedo withstandanadwersaryis goingto be brokeneasilyby one,andp2p
systemsareno exception.If p2p systemsareto bewidely deployedon the Internet(at
least,for applicationsbeyondsharing“pirate” musicfiles), they mustberobustagainst
a conspirag of somenodes,actingin concert,to attackthe remainderof the nodes.
A maliciousnodemight give erroneousesponse$o a requestpoth at the application



level (returningfalsedatato a query perhapsn anattemptto censorthedata)or atthe
network level (returningfalseroutes,perhapsn an attemptto partition the network).
Attackersmight have anumberof othergoals,includingtraffic analysisagainssystems
thattry to provide anorymouscommunicationandcensorshiggainstsystemshattry
to provide high availability.

In additionto such“hard” attacks,someusersmay simply wish to gainmorefrom
the network thanthey give backto it. Suchdisparitiescould be expressedn termsof
disk spacgwhereanattacler wantsto storemoredataon p2pnodeshanis allowedon
the attacler's homenode),or in termsof bandwidth(wherean attacler refusesto use
its limited network bandwidthto transmita file, forcing therequesteto usesomeother
replica). While mary p2p applicationsare explicitly designedto spreadload across
nodes, hot-spots”canstill occur, particularlyif onenodeis responsibldor a particu-
larly populardocument.

Furthermorea numberof “trust” issuesoccurin p2p networks. As new p2p ap-
plicationsare designedthe codefor themmustbe deployed. In currentp2p systems,
the codeto implementthe p2p systemmustbetrustedto operatecorrectly;p2p seners
typically executewith full privilegesto accesghe network andharddisk. If arbitrary
usersareto createcodeto run on p2p systemsan architectureto safely executeun-
trustedcodemustbe deployed. Likewise, the databeing shared,tself, might not be
trustworthy. Popularity-basedankingsystemswill be necessaryo helpusersdiscover
documentshatthey desire.

Of course,mary otherissuesexist that could be classifiedas securityissuesthat
will notbeconsideredn this paper For example,onepressingproblemwith the Kazaa
systempftenusedto sharepiratedmusicandmaovies,is its useof bandwidth[7], which
hasled mary ISPsanduniversitiesto eitherthrottlethe bandwidthor banthesesystems
outright.Lik ewise,this paperonly considersecurityfor onehigh-level p2papplication:
sharingfiles. Therearenumeroustherpossibleapplicationghatcanbe built usingp2p
systemge.g.,event notificationsystemg8, 9]), which would have their own security
issues.

The remainderof this paperis a surwey of researchin theseareas.Section3 dis-
cussegorrectnessssuesin p2p routing. Section4 discussegorrectnesandfairness
issuesin p2p datastorageandfile sharing.Section5 discussesrustissues.Section6
presentselatedwork andSection7 hasconclusions.

2 Background, models and solution

In this section,we presentsomebackgroundon structuredp2p overlay protocolslike
CAN, Chord, Tapestryand Pastry Spacdimitations preventus from giving a detailed
overview of eachprotocol. Instead,we describean abstractmodel of structuredp2p
overlaynetworksthatwe useto keepthe discussiorindependenof ary particularpro-
tocol. For concretenessye alsogive anoverview of Pastryandpoint out relevantdif-
ferencedetweernit andtheotherprotocols.Next, we describenodelsandassumptions
usedlater in the paperabouthow nodesmight misbeha&e. Finally, we definesecure
routingandoutline our solution.



Throughouthis papermostof theanalysesndtechniquesrepresentedh termsof
this modelandshouldapplyto otherstructuredoverlaysexceptwhenotherwisenoted.
However, the securityand performanceof our techniquesvasfully evaluatedonly in
the context of Pastry;a full evaluationof the techniquesn other protocolsis future
work.

2.1 Routing overlay model

We defineanabstractmodelof astructuredo2proutingoverlay, designedo capturethe
key conceptzommonto overlayssuchasCAN, Chord, TapestryandPastry

In our model,participatingnodesareassignediniform randomidentifiers,nodel ds,
from alargeid space (e.g.,the setof 128-bitunsignedntegers).Application-specific
objectsare assigneduniqueidentifiers,called keys, selectedfrom the sameid space.
Eachkey is mappedby the overlay to a uniquelive node,calledthe key’s root. The
protocolroutesmessagewith agivenkey to its associatedoot.

To routemessagesfficiently, all nodesmaintaina routing table with thenodeldsof
several othernodesandtheir associatedP addressedvioreover, eachnodemaintains
aneighbor set, consistingof somenumberof nodeswith nodeldsnearesitself in the
id space.Sincenodeldassignments random,ary neighborset represents random
sampleof all participatingnodes.

For faulttoleranceapplicationobjectsarestoredat morethanonenodein theover
lay. A replica function mapsanobjects key to a setof replica keys, suchthatthe setof
replica roots associatedvith thereplicakeys representa randomsampleof participat-
ing nodesn theoverlay. Eachreplicaroot storesa copy of theobject.

Next, we discussexisting structuredp2p overlay protocolsand how they relateto
our abstracimodel.

2.2 Pastry

Pastrynodeldsareassignedandomlywith uniform distribution from a circular 128-bit
id spaceGivena 128-bitkey, Pastryroutesanassociatednessageéowardthelive node
whosenodeldis numerically closestto the key. Each Pastry node keepstrack of its
neighborsetandnotifiesapplicationsof changesn the set.
Node state: For the purposeof routing,nodeldsandkeys arethoughtof asa sequence
of digits in base2® (b is a configurationparametewith typical value 4). A nodes
routingtableis organizednto 128/2° rows and2° columns.The 2 entriesin row r of
theroutingtablecontainthe P addressesf nodesvhosenodeldssharethefirstr digits
with thegivennodes nodeld;ther 4+ 1th nodelddigit of the nodein columnc of row r
equalsc. Thecolumnin row r thatcorrespondso the valueof the r + 1th digit of the
local nodes nodeldremainsempty A routingtableentryis left emptyif no nodewith
theappropriatenodeldprefixis known. Figure1 depictsanexampleroutingtable.
Eachnodealsomaintainsa neighborset. Theneighborsetis the setof | nodeswith
nodeldsthat are numericallyclosestto a givennodes nodeld,with | /2 largerandl /2
smallernodeldsthanthe givennodesid. Thevalueof | is constanfor all nodesin the
overlay, with atypical valueof approximately| 8 x1og,,N], whereN is the numberof
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Fig. 1. Routingtableof a Pastrynodewith nodeld65alx, b = 4. Digits arein basel6,x represents
anarbitrarysufix.

expectedhodesn theoverlay Theleafsetensureseliablemessageeliveryandis used
to storereplicasof applicationobjects.

M essage routing: At eachroutingstep,anodeseekgo forwardthe messagé¢o anode
in the routingtablewhosenodeldshareswith the key a prefix thatis atleastonedigit

(or b bits) longerthanthe prefix thatthekey sharesvith thecurrentnodesid. If nosuch
nodecanbe found, the messagés forwardedto a nodewhosenodeldsharesa prefix
with the key aslong asthe currentnode,but is numericallycloserto the key thanthe
currentnodesid. If no appropriatenodeexistsin eitherthe routing table or neighbor
set,thenthecurrentnodeor its immediateneighboris the message'final destination.

Figure2 shows the pathof anexamplemessageAnalysisshavs thatthe expected
numberof routinghopsis slightly below log,sN, with a distribution thatis tight around
the mean.Moreover, simulationshavs thattheroutingis highly resilientto crashfail-
ures.

To achieve self-oiganization,Pastry nodesmust dynamicallymaintaintheir node
state,i.e., therouting tableandneighborset,in the presencef nodearrivalsandnode
failures.A newly arriving nodewith the new nodeldX caninitialize its stateby asking
ary existing PastrynodeA to routea specialmessageisingX asthekey. Themessage
is routedto the existing nodeZ with nodeldnumericallyclosestto X. X thenobtains
theneighborsetfrom Z andconstructsts routingtableby copying rows from the rout-
ing tablesof the nodesit encounteredn the original route from A to Z. Finally, X
announceds presencéo the initial membersof its neighborset,which in turn update
their own neighborsetsandrouting tables.Similarly, the overlay canadaptto abrupt
nodefailure by exchanginga small numberof message$O(log,,N)) amonga small
numberof nodes.
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Fig. 2. Routinga messagdrom node65alfc with key d46alc. The dotsdepictlive nodesin
Pastry’s circularnamespace.

2.3 CAN, Chord, Tapestry

Next, we briefly describeCAN, Chordand Tapestry with an emphasion the differ-
encegelative to Pastry

Tapestry is very similar to Pastry but differsin its approachto mappingkeys to
nodesandin how it manageseplication.In Tapestryneighboringnodesin the names-
paceare not aware of eachother Whena nodes routing table doesnot have an entry
for anodethatmatchesa key’s nth digit, the messagés forwardedto the nodewith the
next highervaluein thenth digit, modulo2°, foundin theroutingtable. This procedure,
calledsurrogate routing, mapskeys to a uniquelive nodeif thennoderoutingtablesare
consistentTapestrydoesnot have a directanalogto a neighborset,althoughone can
think of the lowestpopulatedevel of the Tapestryroutingtableasa neighborset. For
faulttolerance Tapestrysreplicafunctionproducesa setof randomkeys, yielding a set
of replicarootsat randompointsin theid space The expectednumberof routinghops
in Tapestryis [og,nN.

Chord usesa 160-bit circular id space.Unlike Pastry Chord forwardsmessages
only in clockwisedirectionin thecircularid spacelnsteadof the prefix-basedouting
tablein Pastry Chordnodesmaintaina routing table consistingof up to 160 pointers
to otherlive nodes(calleda “finger table”). Theith entryin the fingertable of noden
refersto thelive nodewith the smallesinodeldclockwisefrom n+ 21, Thefirst entry
pointsto n's successgrand subsequenéntriesrefer to nodesat repeatedlydoubling
distancedrom n. Eachnodein Chordalsomaintainspointersto its predecesscaindto
its n successori the nodeldspace(this successolist representshe neighborsetin
our model).Lik e Pastry Chord's replicafunction mapsan object’s key to the nodelds
in the neighborsetof thekey’sroot, i.e., replicasare storedin the neighborsetof the
key'srootfor faulttoleranceTheexpectechumberof routinghopsin Chordis %I ogzN.

CAN routesmessagem ad-dimensionabpacewhereeachnodemaintainsarout-
ing tablewith O(d) entriesandary nodecanbereachedn (d/4)(N/9) routinghopson



average Theentriesin anodesroutingtablereferto its neighbordn thed-dimensional
spaceCAN’s neighbortabledualsasboththeroutingtableandthe neighborsetin our
model.Like Tapestry CAN’s replicafunction producegandomkeys for storingrepli-
casat diverselocations.Unlike Pastry Tapestryand Chord, CAN’s routing table does
not grow with the network size,but the numberof routinghopsgrows fasterthanl ogN
in this case.

TapestryandPastryconstructheir overlayin a Internettopology-avaremannerto
reducerouting delaysand network utilization. In theseprotocols,routing tableentries
canbe chosenarbitrarily from an entire segmentof the nodeldspacewithout increas-
ing the expectednumberof routing hops.The protocolsexploit this by initializing the
routingtableto referto nodeshatarenearbyin the network topologyandhave the ap-
propriatenodeldprefix. This greatlyfacilitatesproximity routing[3]. However, it also
makesthesesystems/ulnerableto attackswherean attacler canexploit his locality to
thevictim.

The choiceof entriesin CAN’s and Chord's routing tablesis tightly constrained.
The CAN routing table entriesreferto specificneighboringnodesin eachdimension,
while the Chordfinger table entriesrefer to specificpointsin the nodeldspace This
makesproximity routingharderbut it protectsnodesrom attackshatexploit attacking
nodes’proximity to their victims.

2.4 System model

The systemrunson a setof N nodesthat form an overlay usingone of the protocols
describedn the previoussection.We assume boundf (0 < f < 1) onthefractionof
nodesthat may be faulty. Faultsaremodeledusinga constrained-collusioByzantine
failuremodel,i.e., faulty nodescanbehave arbitrarily andthey maynot all necessarily
be operatingasa singleconspirag. Thesetof faulty nodesis partitionedinto indepen-
dentcoalitions,which aredisjoint setswith sizeboundeddy cN (1/N < ¢ < f). When
c = f, all faulty nodesmay colludewith eachotherto causethe mostdamageto the
system We modelthe casewherefaulty nodesare groupedinto multiple independent
coalitionsby settingc < f. Membersof a coalition canwork togetherto corruptthe
overlay but are unavare of nodesin other coalitions.We studiedthe behavior of the
systemwith ¢ rangingfrom 1/N to f to modeldifferentfailure scenarios.

We assuméhatevery nodein thep2poverlayhasastaticlP addressat whichit can
be contactedIn this paper we ignore nodeswith dynamicallyassignedP addresses,
aswell asnodeshehindnetwork addressranslatiorboxesor firewalls. While p2pover-
lays canbe extendedto addresgheseconcernsthis paperfocuseson moretraditional
network hosts.

All nodescommunicatever normalinternetconnectionsWe distinguishbetween
two typesof communicationnetwork-level, wherenodescommunicatadirectly with-
out routing throughthe overlay, andoverlay-level, wheremessageareroutedthrough
the overlay usingone of the protocolsdiscussedn the previous section.We usecryp-
tographictechniqueso preventadwersariesrom observingor modifying network-level
communicationbetweenlegitimate nodes.An adwersaryhas completecontrol over
network-level communicatiorio andfrom nodeghatit controls. Thisgivesanadwersary
anopportunityto obsere andeitherdiscardor misroutetraffic throughfaulty nodesit



controls.If themessageareprotectedoy appropriateryptographythenmodifications
to themshouldbe detectedSomemessagesuchasroutingupdatesmay not be easily
amenableo theapplicationof cryptographidechniques.

3 Routingin p2p systems

Therouting primitivesimplementedy currentstructuredp2p overlaysprovide a best-
effort serviceto deliver a messageo a replicaroot associatedvith a given key. As
discussedbore, a maliciousoverlay nodehasampleopportunitiego corruptoverlay-
level communicationTherefore theseprimitivesarenot sufficient to constructsecure
applicationsFor example,wheninsertingan object,an applicationcannotensurethat
the replicasare placedon legitimate, diversereplicarootsas opposedo faulty nodes
thatimpersonateaeplicaroots. Evenif applicationsusecryptographicmethodsto au-
thenticateobjects,maliciousnodesmay still corrupt,delete,dery accesgo or supply
stalecopiesof all replicasof anobject.

To addresshis problem we mustcreatea securerouting primitive. The secure rout-
ing primitive ensures that when a non-faulty node sends a message to a key k, the
message reaches all non-faulty members in the set of replica roots R¢ with very high
probability. Ry is definedasthe setof nodesthat contains for eachmemberof the set
of replicakeys associateavith k, alive rootnodethatis responsibldor thatreplicakey.
In Pastry for instanceR is simply a setof live nodeswith nodeldshumericallyclosest
to the key. Securerouting ensureghat (1) the messagés eventuallydelivered,despite
nodesthatmay corrupt,drop or misroutethemessageand(2) themessagés delivered
to all legitimatereplicarootsfor the key, despitenodeshatmayattempto impersonate
areplicaroot.

Securagoutingcanbecombinedwith existing securitytechniqueso safelymaintain
statein a structuredp2p overlay: For instance sdlf-certifying data canbe storedon the
replicaroots, or a Byzantine-fult-tolerantreplicationalgorithm [10] can be usedto
maintainthe replicatedstate.Securerouting guaranteeshat the replicasare initially
placedon legitimatereplicaroots,andthat a lookup messageeaches replicaif one
exists. Similarly, securerouting can be usedto build other secureservices,suchas
maintainingfile metadatanduserquotasin a distributedstorageutility. The detailsof
suchservicesarebeyondthe scopeof this paper

Implementingthe securerouting primitive requiresthe solutionof threeproblems:
securelyassigningnodeldsto nodes,securelymaintainingthe routing tables,and se-
curelyforwardingmessagesSecurenodeldassignmenénsureghatanattacler cannot
choosethe value of nodeldsassignedo the nodesthat the attacler controls.Without
it, the attacler could arrangeto control all replicasof a givenobject,or to mediateall
traffic to andfrom avictim node.

Securerouting table maintenancensureghatthe fraction of faulty nodesthat ap-
pearin theroutingtablesof correctnodesdoesnot exceed,on average the fraction of
faulty nodesin the entireoverlay. Withoutit, anattacler could preventcorrectmessage
delivery, givenonly arelatively smallnumberof faulty nodesFinally, securemessage
forwardingensureshatatleastonecopy of amessagsentto akey reachegachcorrect



replicaroot for the key with high probability Thesetechniquesredescribedn greater
detailin Castroetal. [5], but areoutlinedhere.

3.1 Securenodeld assignment

In the original designof Pastry andin mary otherp2p systemsnodeldsare chosen
at randomfrom the spaceof all identifiers(i.e., for Pastry a randomlychosenl28-bit
number).The problemwith sucha systemis that a node might chooseits identifier
maliciously A coalition of maliciousnodesthatwishesto censora specificdocument
couldeasilyallocateitself acollectionof nodeldscloserto thatdocumentskey thanary
existing nodesin the system.This would allow the coalitionto control all the replica
rootsfor thatdocumentgiving themthe ability to censorthe documenfrom the net-
work. Lik ewise,a coalition could similarly choosenodeldsto maximizeits chance®f
appearingn a victim nodes routing tables.If all the outgoingroutesfrom a victim
pointto nodescontrolledby the coalition,thenall of the victim’s accesdo the overlay
network is mediatedandpossiblycensoredpy the coalition. It's necessarytherefore,
to guarante¢hatnodeldsareassignedandomly

The simplestdesignto performsecurenodeldassignmentss to have a centralized
authority that producescryptographicnodeldcertificates a straightforvard extension
to standarccryptographidechniquesratherthanbindingan e-mailaddresgo a public
key, thesecertificatesnsteacbind a nodeld,choserrandomlyby the sener, to a public
key generatedby theclientmachineTheseneris only consultedvhennewx nodegoin
andis otherwiseuninvolvedin the actionsof the p2p system.As such,sucha sener
would have noimpacton the scalabilityor reliability of the p2p overlay.

Regardlessto make sucha designwork, we mustconcernourseheswith Sybil at-
tacks[11], whereina hostilenodeor coalitionof nodesmighttry to getalargenumber
of nodeldsEvenif thosenodeldsarerandom,alargeenoughcollectionof themwould
still give the attaclersdisproportionateontrol over the network. The bestsolutionwe
currentlyhave to this problemis to moderatethe rate at which nodeldsare given out.
Possiblesolutionsinclude chaging money in returnfor certificatesor requiringsome
form of externalauthenticationWhile it may be possibleto usesomeform of crypto-
graphicpuzzles[12], thesestill allow attaclerswith large computationaresourcedo
getadisproportionateumberof nodelds.

An openproblemis assigningrandomnodeldswithout needinga centralizedau-
thority. We considerech numberof possibilities,including variationson cryptographic
puzzlesandmulti-party bit-commitmentschemesUnfortunately all suchschemesp-
pearto openthe possibility that an attacler can rejoin the network, repeatedlyand
eventuallygainanadwantage.

3.2 Robust routing primitives

Even with perfectnodeldassignmentwhen an attacler controlsa fraction f of the
nodesn the p2pnetwork, we would expectthateachentryin every routingtablewould
have a probability of f of pointingto a maliciousnode.If a desiredroute consumes
h hops,thenthe oddsof a completeroute being free of maliciousnodesis (1 — f)".
In practice,with Pastry if 50% of nodesare malicious,thenthe probability of a route



reachingthe correctdestinationrangesbetweenabout50% for overlay networks with
1000nodes.to about25% for overlay networks with 1000000nodes.Theseoddsas-
sume,however, that an adwersarycannotincreaseits probability of beingon a given
route.However, if the adversarycould take advantageof its locality to a givenvictim
nodeto getmoreentriesin thatnodes routingtable, thenthe adwersarycouldincrease
its oddsof controllingary givenroutethatusesthevictim node.

To prevent locality-basedattacks,we introduceda techniquecalled constrained
routing, which tradesoff locality vs. performanceWherePastry normally tries to fill
theroutingtablewith “local” nodeg(i.e., low lateng, high bandwidth)having the nec-
essannodeldsaconstrainedoutingtableinsistson having thecloseshodesjn nodeld
spaceto keys which have the necessarprefix andthe samesuffix asthe nodeitself.

Next, we would like to increasethe oddsof a messageeachingthe desiredreplica
roots beyond the (1 — )", describedabove. To do this, we can attemptmultiple, re-
dundantroutesfrom the sourceto the destinationIn Pastry we do this by sendingthe
messagérom thesourcenodeto all of its neighborsn thep2poverlay Becauseodelds
arerandomtheneighborshouldrepresenarandomgeographicalldiverse sampling
of thenodesin the p2poverlay. Fromthere,eachneighbomodeforwardsthe message
towardthetargetnode.If atleastoneof the neighborscanachiere a successfutoute,
thenthe messagés consideredgsuccessfullydelivered.Basedon modelingandcorrob-
oratedwith simulationswe have measuredhatthis operationcanbe successfulvith a
99.9% probability, aslongasf < 30%.

3.3 Ejecting misbehaving nodes

Our existing modelsandsimulationsshav Pastrycanroutesuccessfullywhenasmary
as 30% of the nodesin the p2p overlay network are malicious.However, it would be
preferableto have mechanismso actively remove maliciousnodeswhenthey arede-
tected.An interestingopenproblemis how to remove a maliciousnodefrom the over-
lay. While all p2p overlaysmusthave provisionsfor recoveringwhena nodefails, we
would likethesemechanism$o beinvocablewhena nodeis still alive andfunctioning.
When one nodeaccusesnotherof cheating,thereneedsto be someway thatit can
prove its accusationin orderto corvince othernodesto ejectthe maliciousnodefrom
thenetwork.

While sucha proof may be generatedat the applicationlayer (seethe discussion
in Section4.2),it’'s not clearhow sucha proof could be generatedht the routing layer.
If anodeis simply droppingmessagewith someprobability or is pretendinghat per
fectly valid nodesdo not exist, suchbehaior could alsobe explainedby failuresin the
underlyinglnternetfabric. Addressinghis, in generaljs aninterestingopenproblem.

4 Storage

In thefollowing, we describehow applicationscansecurelymaintainstatewhile min-
imizing the useof securerouting for performanceeasonsA commonapproacho re-
ducerelianceon securerouting, whenreadingan object,is to storeself-certifying data
in the overlay. For example,CFS[13] usesa cryptographichashof afile’s contentsas



the key during insertionandlookup of the file, and PAST [14] insertssignedcontent
into the overlay Thisallowstheclientto useinsecuremoreefficientroutingto retrieve

a copy of afile for reading.Whenthe client recevesa copy of thefile, it checksits

integrity. If the client fails to receve a copy of thefile or if the integrity checkfails,

thentheclient canusesecureroutingto retrieve a (hopefully) correctcopy or to verify

thatthefile is simply unavailablein theoverlay. Of courseijt is importantto usesecure
routingfor any objectinsertiondbecauseptherwiseall replicasof thenew versionmay

be storedon faulty nodes.

Self-certifyingdatais a usefulsolutiononly whenthe client knows a hashfor the
documentt’slooking for. Evenwith self-certifyingpathnameg15], or otherforms of
Merkle hashtreeq12] wheretheuserhasasecurenhashof thedocumenbeingrequested
beforeit is loaded,the usermusttrust the origin of that securehash.If the useris
usingsomekind of searchengine cryptographidechniqguesannotpreventundesirable
documentsappearingn the list of searchresults.And, no amountof cryptographic
integrity checkingcanpreventdenialof serviceattacks.

However, oncetheseproblemsareconsideredtheissueof incentives emegesasthe
predominanproblemfor multiple userssharingtheir disk spacewith oneanotherwWhy
shouldone computeruserallow her disk spaceand network bandwidthto be usedby
anotheruser somavhereelsedf possible shemight preferto contributenothingfor the
commongood,andconsumeothers’resourcesvithout payingthem.To preventsucha
tragedy of the commons, the systemmustbe designedo limit how muchremotespace
onecanconsumavithout providing a suitableamountof storagefor the useof others.

4.1 Quota Architectures

In the Farsitestudy[16], the authorsnotedthat harddrivesare oftenrelatively empty
As harddrivesgrow larger andlarger, this trendseemdikely to continue.If the goal
is to createa distributed storagesystemusingthis emptyspaceaninterestingfairness
issueoccurs A maliciousnodemightchooseo claimits storagas full, whenit actually
hasfreespaceOr, moregenerallyit mightwishto usemorestoraggrom remotenodes
thanit providesfor the useof othersin the p2p system.Our goalis to createa quota
systemthatguaranteesquitablesharingof theseresources.

As with nodeldassignmenta simplesolutionis to requirethe useof a universally
trustedquotaauthority However, in thenodeldassignmenproblem the nodeldauthor
ity needonly be consultedwhena new nodewishesto acquirea nodeld.Otherwise,
the nodeldauthority neednot be involved in the activity of the p2p network. With a
centralizedquotaauthority every requesto storea documentvould requirea queryto
the quotaauthority This would createa hugebottleneckasthe size of the p2p overlay
scaledup.

To distribute this authority the original designof PAST [14] hypothesizedhat a
smartcardwould be attachedo eachnodeof the network. The smartcardsvould be
responsibldor trackingeachnodes useof remoteresourcesandwould issuedigitally
signedtickets, allowing the local nodeto prove to a remotenodethatit was under
its quota.Of course,it may not be practicalto issuesmartcardgo millions of nodes.
Furthermoreif p2puserscancompromisahekey materialinsidetheirsmartcardshey
would gaineffectively unlimited storagewithin the p2poverlay.



An alternative architecturevould beto aska nodes neighbordo actasquota man-
agersonbehalfof thenode.Collectively, anodes neighborscanacttogethetto endorse
anodesrequesto storeadocumenin thesameway asthelocal smartcardnight. The
quotainformationwould bedistributedandreplicatedamongthe neighborsn precisely
the samewasasary otherdatain PAST. The main weaknessvith this schemds that
the quotamanagerslo not have ary particularincentive to participatein maintaining
the quotainformation. It would be cheapetto track nothingandalwaysendorsea re-
quest.ldeally, we would like to createa systemwherenodeshave a naturaleconomic
incentive to keeptrack of eachothers disk storageThis is aninstanceof a problemin
distributedalgorithmmechanisndesign[17].

4.2 Distributed Auditing

We canlook at disk spaceas a commodity and the sharingof disk spacein a p2p
overlay network asa bartereconomyof disk space Nodestradethe useof their local
storagefor the useof othernodes’remotestorage What mechanismganbe usedto
implementsuchan economy?\e are currently studyingthe use of auditing. In our
systemgeachnodepublishesanddigitally signs,two logs:thelocal list of filesthatthe
local nodeis storing on behalfof remotenodes,andthe remote list of files that other
nodesarestoringon behalfof thelocal node.Eachentryin thelogs containsthename
of theremotenoderesponsibleandthe size of the objectbeingstored.Also, the local
list containghe amountof free spaceavailableon thelocal node.

This now createsa nicely balancedsystem.If a node,A wishesto storea file on
B, thenB needonly readA’s logsto make surethat A is usinglessresourceshanit is
providing.

In generalwhenB is storinga file on behalfof A, B hasanincentive to audit A
to make surethat A is “paying” for its storagelf A doesnot list thefile in its remote
list, thenit’s not “paying” arnything to B; B shouldthereforefeel freeto deletethefile.
Likewise, A hasanincentie to auditB, to make surethatB is actuallystoringthefile,
versugjuietly droppingthefile andperhapselying ontheotherreplicasto maintainthe
file. If A queriesB for randomportionsof its file (while first alertingary otherreplicas
thatanauditis underway) andB cannotanswerthenA canremove B from its remote
list; theres noreasorfor A to payfor serviceit's not using.

But, whatif A wishesto lie to B, feedingit alog thatunderstategts remotestorage
usage?To addresghis, we needanorymouscommunicationLuckily, mary architec-
turesare availableto do this. In particular Crownds [18] mapsvery easilyonto a p2p
overlaynetwork. Solong asauditsaretimedrandomly whereA doesnotknow whether
thenodecheckingonit is B or perhapsomeothernodewith whichit's donebusiness,
thenA cannotcustomizets logsto presenitself in a betterlight to B. Or, if it did, the
signedog formsadigital “confession”of its misbeha&ior whencomparedvith thelogs
it sendgo othernodes.

Of particularinterest,oncewe’ve createdthis disk economyis that we now have
mechanismsuitablefor applyingpeerpressurel-ehrandGachte19] have shavn that
peopleare willing to spendmoney to ejectcheaterdrom an economy allowing the
economyto quickly reacha stablestate,free of cheatersThis auditingsystemallows
for nodedo “spend”disk spacesimply by increasinghe sizeof theremotelist, thereby



“paying” for somebodyto be ejected.Combiningthat with ary “confessions”from
misbeh&ing nodesandthe systemappeargo provide strongdisincentvesto cheaters.

Oneremainingissueis whatwe call “cheatingchains. It's possiblefor onenode
to pushits deficitsoff its own booksby conspiringwith othernodes A canclaimit is
storingalargefile onbehalfof B. Solong asB claimsit’s storingthefile on A, theaudit
logscheckout. If A andB areconspiringtogetherthenno actualfiles needbe stored.
Furthermorejmaginethat B claimsits storinga file on behalfof C, andC claimsit’s
storingafile on behalfof D. Again, whenthey’'re all conspiring,nobodyneedactually
storeary files, andthe only way somebodymight detectthat A were cheatingwould
be to audit A, thenB, thenC, andfinally D beforedetecting,perhapsthat D’s books
wereout of balance The bestsolutionwe have to this problemis for all nodesin the
p2poverlayto performrandom audits, choosingakey, atrandom andauditingthenode
with thecloseshodeld,comparinghatnodeslogsto thelogsof every nodewith which
it claimsit’s sharing.If every nodechoosesnothemodeatrandom,on aregularbasis,
thenevery nodewill be auditedwith a very high probability. Our currentsimulations
shav thatthe costof this auditingis quite reasonableconsumingan aggreyateband-
width of only 100-200bits/secondevenin large p2poverlays,althoughthis bandwidth
doesincreasawith the sizeof thelogs.

4.3 Other Formsof Fairness

This paperhasfocusedprimarily on fair sharingof disk space but there are mary
otheraspectdo fair sharing.In particular we would like to guarantedair sharingof
network bandwidth.In currentp2p networks, nodescaneasilyfind themseleshosting
a hugeamountof traffic on behalfof othernodes gvenwhile makingvery little useof
the network on their own behalf.With the Kazaasystem,in particular the bandwidth
generatedby somenodeshasbeenenoughto force mary universitiesto use traffic
shapingtechnologiego preventstudentmachinesrunningKazaa,from overwhelming
thecampuss limited bandwidthto the Internet.

Oneconcevable solutionwould requirethe useof micropaymentsystemsWhen
a userwishesto querythe p2p overlay, that would require spendinga token. When
the users machinerecevesa query it alsorecevesatokenthatit canuselater. If a
given machinehasmoretokensthanit needs perhapst would refuseto serviceary
queriesUnfortunatelyit’s not clearwhetherary currentmicropaymenschemescale
to supportsomary nodesnakingsomary smallqueriesof eachother While it mightbe
possibleto addthesebandwidthtokensontothe auditlogsdescribedabove, the costof
evaluatingwhetheratokenis valid could be significantlygreaterthansimply servicing
therequestvithout checkingthetoken’s validity.

Anotherissue assuminghetokenschemecanbe madeto work, would be suitably
redesignindile sharingto presere the availability of data.In effect, we would allow
nodesto deliberatelyfail to servicerequestshecausehey had no more needfor to-
kens.To compensatéor this, datawill needto be muchmorewidely replicatedthanin
traditionalp2poverlays.



5 Trustin p2p overlays

P2psystemgenerallyrequirea remarkableamountof trustfrom their participants A

node must trust that other nodesimplementthe sameprotocolsand will respectthe
goalsof the system.In previous sectionswe have discussechow mechanismganbe
developedto work arounda certainpercentof the nodesviolating the rules, but there
aremary otheraspectsvheretrustissuesarise.

Popularity Whendocumentsirerequestetbasednkeywords,ratherthancryptograph-
ically stronghashesjt becomespossiblefor an adwersaryto spoofthe results.The
recordingindustry, in particular hasapparentlybeendeploying “decoy” musicfilesin

p2pnetworksthathave the samenameasmusicfiles by popularartists.Thedecq files

have approximatelythe correctlength, but do not containthe desiredmusic. Similar

issueshave traditionally hurt searchengineswhereary pagewith a givensearchterm

insideit hadan equalchanceof appearinghighly on the searchresults.The bestso-

lution to the searchengineproblem,as usedby Googles PageRankechnology has
beento form a notion of popularity For Google,pageshatarelinkedfrom “popular”

pagesarethemselesmorepopular An interestingssueis how to addsucha notion of

popularityinto a p2pstoragesystemlt mightbepossibleto extendtheauditlogs,from

Sectiond.2,to allow nodego indicatethevalue,or lack thereof,of a givenfile. If users
canthenrankeachothersrankings this couldpotentiallyallow thecreationof asystem
comparableo Googles PageRank.

Code Fundamentallyp2p systemsequirethe userto install a programon their com-
puterthat will work with other p2p nodesto implementthe system.Sincemary ap-
plicationscan be built on a genericp2p substratean interestingissuebecomeshow
to distribute the codeto supportthesep2p applications.Usersshouldnot necessarily
trustarbitraryprogramsywritten by third parties to run ontheir systemRecentlysome
commercialp2p systemswere discoveredto redirectsalescommissionsrom online
purchaseso the p2p developers[20] and might alsosell the useof CPU cycleson a
users computerto third parties withoutthe usergettingany reimbursemenf{21]. Why
shoulda userarbitrarily grantsuchprivilegesto p2p code?n mary respectsthis same
problemoccurredwith active networks [22], except,in thosesystemsthe computa-
tional modelcouldberestricted23]. For p2psystemswhereapplicationscanperform
significantcomputationsand consumevastamountsof disk storage,it would appear
thata general-purposmobile codesecurityarchitecturg24] is necessary

6 Redated work

P2p systemshave beendesignedn the pastto addressnumeroussecurityconcerns,
providing anorymouscommunicationcensorshigesistanceandotherfeaturesMany
suchsystemsincludingonionrouting[25], Crowds[18], Publius[26], andTanglef{27],
fundamentallyassumea relatively small numberof nodesin the network, all well-
known to eachother To scaleto larger numbersof nodes,whereit is not possible
to maintaina canonicallist of the nodesin the network, additionalmechanismsre



necessarySomerecentp2p systemshave also beendevelopedto supportcensorship
resistanc¢28] andanorymity [29, 30].

Sit and Morris [6] presenta framework for performing security analysesof p2p
networks. Their adwersarialmodelallows for nodesto generatgacketswith arbitrary
contents but assumeshat nodescannotinterceptarbitrarytraffic. They then present
a taxonomyof possibleattacks.At therouting layer, they identify nodelookup, rout-
ing tablemaintenanceandnetwork partitioning/ virtualizationassecurityrisks. They
alsodiscussssuesn higherlevel protocols,suchasfile storagewherenodesmay not
necessarilymaintainthe necessarynvariants,suchasstoragereplication.Finally, they
discussvariousclasse®f denial-of-servicattacksjncludingrapidly joining andleav-
ing the network, or arrangingfor othernodesto sendbulk volumesof datato overload
avictim’s network connectior(i.e., distributeddenialof serviceattacks).

Dingledineet al. [31] and Douceur[11] discussaddressspoofingattacks.With a
large numberof potentiallymaliciousnodesin the systemandwithout a trustedcentral
authorityto certify nodeidentities,it becomesvery difficult to know whetheryou can
trust the claimedidentity of somebodywith whom you have never beforecommuni-
cated.Dingledineproposedo addresghis with variousschemesincluding the useof
micro-cashthatallow nodego build up reputations.

Bellovin [32] identifiesa numberof issueswvith NapsterandGnutella.He discusses
how difficult it might beto limit NapsterandGnutellausevia firewalls, andhow they
canleakinformationthatusersmight considerprivate,suchasthe searchqueriesthey
issueto the network. Bellovin also expressesoncernover Gnutellas “push” feature,
intendedto work aroundfirewalls, which might be usefulfor distributeddenial of ser
vice attacks He considerdNapsters centralizedarchitectureo be moresecureagainst
suchattacksalthoughit requiresall usersto trustthe centralsener.

7 Conclusions

This paperhassurweyed somesecurityissuesthat occurin peerto-peeroverlay net-
works, both at the network layer and at the applicationlayer We have shovn how
techniquegangingfrom cryptographythroughredundantouting to economicmeth-
odscanbe appliedto increasethe security fairness,andtrust for applicationson the
p2p network. Becauseof the diversity of how p2p systemsare used,therewill be a
correspondingliversity of securitysolutionsappliedto the problems.
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