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Abstract
Building semantic models that account for various kinds of indirect
reference has traditionally been a difficult problem. Indirect refer-
ence can appear in many guises, such as heap pointers, higher-order
functions, object references, and shared-memory mutexes.

We give a general method to construct models containing indi-
rect reference by presenting a “theory of indirection”. Ourmethod
can be applied in a wide variety of settings and uses only simple,
elementary mathematics. In addition to various forms of indirect
reference, the resulting models support powerful featuressuch as
impredicative quantification and equirecursion; moreoverthey are
compatible with the kind of powerful substructural accounting re-
quired to model (higher-order) separation logic. In contrast to pre-
vious work, our model is easy to apply to new settings and has a
simple axiomatization, which is complete in the sense that all mod-
els of it are isomorphic. Our proofs are machine-checked in Coq.

1. Introduction
A recurring problem in the semantics of programming languages is
finding semantic models for systems with indirect reference. Indi-
rection via pointers gives us mutable records; indirectionvia locks
can be used for shared storage; indirection via code pointers gives
us complex patterns of computation and recursion. Models for pro-
gram logics for these systems need to associate invariants (or asser-
tions, or types) with addresses in the store; and yet invariants are
predicates on the store. Tying this “knot” has been difficult, espe-
cially for program logics that support abstraction (impredicativity).

Consider general references (mutable references with recur-
sive types and impredicative quantification) in the polymorphic λ-
calculus. Here is a flawed semantic model of types for this calculus:

value ≡ loc of address + num of N + . . .
type ≡ (memtype × value) → T

memtype ≈ address ⇀ type
(1)

Values are a tagged disjoint union, with the tagloc indicating
a memory address.T is some notion of truth values (e.g., the
propositions of the metalogic or a boolean algebra) and a natural
interpretation of the typeA→ T is the characteristic function for a
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set ofA. We write≈ to mean “we wish we could define things this
way” andA ⇀ B to indicate a finite partial function fromA toB.

The typing judgment has the formψ ⊢ v : τ , whereψ is
a memory typing (memtype), v is a value, andτ is a type; the
semantic model for the judgment isτ (ψ, v). Memory typings are
partial functions from addresses to types. The motivation for this
attempt is that theref τ type can use the memory typing to show
that the reference’s location has typeτ :

ref τ ≡ λ(ψ, v). ∃a. v = loc(a) ∧ ψ(a) = τ.

That is, a valuev has typeref τ if it is an addressa, and according
to the memory typingψ, the memory cell at locationa has typeτ .

Unfortunately, this series of definitions is not well-founded:
type contains a contravariant occurrence ofmemtype, which in
turn contains an occurrence oftype. A standard diagonalization
proves that no solution to these equations exists in set theory.

A recent approach to tackle this problem is to employstratifi-
cation, yielding a well-founded definition of an appropriate seman-
tic model [AAV03, Ahm04, AMRV07]. A key strength of these
models is that they can express general (impredicative) quantified
types even though they are stratified. Unfortunately, thesemodels
have a disturbing tendency to “leak” into any proofs utilizing them,
making modularization difficult, obscuring their essential features,
needlessly limiting their power, and contributing to unpleasant te-
dium. Also, all of these models are specialized to the problem of
mutable references, and even for the expert it can be daunting to
modify the techniques to apply to other domains.

Hoboret al.applied these techniques to Hoare logics, develop-
ing a model for a concurrent separation logic (CSL) with first-class
locks and threads [HAZ08]. This model was extremely complexto
construct because the substructural accounting was woven through-
out the stratification. It was also complex to use, exposing more
than fifty partially overlapping axioms, some expressed directly on
the model and others with a modal substructural logic. Even then,
the axiom set was incomplete: from time to time the CSL sound-
ness proof required the statement and proof of additional properties
(which were provable from the model). Like the mutable reference
models, Hoboret al.’s model was a solution to a specific problem,
and could not be applied to other problems—not even to other con-
current separation logics.

We present a single solution,indirection theory, that can handle
these domains as well as numerous others. Our model is character-
ized by just two axioms, an order of magnitude better than thesim-
plest of the previous solutions. The axioms are equational,orthog-
onal, and complete, and have greater expressive power and cleaner
modularity. The modularity enables a graceful extension for sub-
structural accounting that does not need to thread the accounting
through the stratification. Moreover, the axioms provide greater in-
sight into the model by directly exposing the approximationat the
heart of the stratification technique.



As we show in§2, a key observation is that many domains can
be described by the pseudoequation:

K ≈ F ((K ×O) → T), (2)

whereF (X) is a covariant functor,O is some arbitrary set of
“other” data andK is the object that we wish to construct. The
earlier cardinality argument guarantees we cannot construct K (in
sets), but indirection theory lets us approximate it:

K � N × F ((K ×O) → T) (3)

HereX � Y means the “small” typeX is related to the “big” type
Y by two functions:squash : Y → X andunsquash : X → Y .
The squash function “packs” an elementy of the big typeY into
an element of the small typeX; where the structure ofy is too
complex to fit intoX, squash approximatesy but by necessity
loses information. Theunsquash function reverses the process,
“unpacking” an element of theX into an element ofY ; sinceY
is bigger thanX, unsquash is lossless.

The squash andunsquash functions form a section-retraction
pair, meaning thatsquash ◦ unsquash : X → X is the identity
function andunsquash ◦ squash : Y → Y is an approximation
function. This means thatX � Y is almost an isomorphism,
and informally one can readX � Y as “X is approximately Y”.
With equation (3), indirection theory says that left hand side of
pseudoequation (2) is approximately equal to a pair of a natural
number and the right hand side of pseudoequation (2).

Contributions.

§2 We show numerous examples containing indirect reference and
show how they can be characterized with a covariant functor.

§3 We present the two axioms of indirection theory.

§4 We show how to apply the axioms to two of the examples.

§5 We explore some implications of indirection theory.

§6 We induce an impredicative logic from indirection theory.

§7 We combine indirection theory and substructural accounting.

§8 We construct the model once and for all, avoiding the need for
application-specific models. The construction is simple enough
that we explain the details.

§9 We prove that the axioms of indirection theory completely
characterize our model (that is, all models are isomorphic).

Our proofs are completely machine-checked. The Coq imple-
mentation of the axioms of indirection theory from§3, the logics
and constructions from§6 and§7, the model construction from§8,
and the uniqueness proof from§9 are available at:

http://www.cs.princeton.edu/∼appel/indirection

2. Applications for indirection theory
Here we examine a selection of examples involving indirect refer-
ence. In each case intuition leads to an impossible model that we
can approximate with indirection theory. We do not explain the ex-
amples in great detail, and refer interested readers to the original
papers, which explain the full motivation and original models. In
each case, constructing the original model was a difficult task.

2.1 General references in theλ-calculus

Ahmedet al. constructed the first model of a type system for the
polymorphicλ-calculus with general references [AAV03]. Follow-
ing (1), we want a solution to the pseudoequation

memtype ≈ address ⇀ ((memtype × value) → T),

which falls neatly into the pattern of pseudoequation (2) with

F (X) ≡ address ⇀ X

O ≡ value.

By equation (3), indirection theory constructs the approximation

memtype � N × (address ⇀ ((memtype × value) → T)),

and by folding the definition oftype (from eqn. 1) we reach

memtype � N × (address ⇀ type).

This model is sufficient to define a powerful type system for the
polymorphicλ-calculus with mutable references. In§4.1, we will
show how to construct the typeref τ .

2.2 General references in von Neumann machines

Modeling a type system with general references for von Neumann
machines was solved first by Ahmed [Ahm04], and then later in
a more sophisticated way by Appelet al. [AMRV07]. The key is
that whereas in theλ-calculus types are based on sets of values, on
a von Neumann machine types are based on sets of register banks.
Here is the intuition for a von Neumann machine with 32-bit integer
memory addressing andm 32-bit integer registers:

rbank ≡ int32× m−2. . . ×int32
type ≡ (memtype × rbank) → T

memtype ≈ int32 ⇀ type.

The intuition is thus very similar to theλ-calculus case. We set

F (X) ≡ int32 ⇀ X

O ≡ rbank,

and indirection theory constructs the approximation

memtype � N × (int32 ⇀ type).

In theλ-calculus, the memory maps addresses to values, and values
are theO used in constructing the model for types. In the von
Neumann machine, the memory maps 32-bit integer addresses to
32-bit integer values; however,O is not a single 32-bit integer but
instead a register bank ofm 32-bit integers. This minor mismatch
makes the typeref τ slightly harder to define in the von Neumann
case, but does not cause any fundamental difficulties.

2.3 Object references

Hriţcu and Schwinghammer modeled general references in the
setting of Abadi and Cardelli’s object calculus [HS08]. Theobject
calculus setting introduces a number of new issues: object creation,
method updates, and bounded subtyping. To model the storageof
methods in the heap, Hriţcu and Schwinghammer would like to
build the following impossible model:

type ≡ (heaptype × value) → T

heaptype ≈ address ⇀ type.

Again applying our recipe, we chooseF andO as

F (X) ≡ address ⇀ X

O ≡ value,

which yields the approximate model

heaptype � N × (address ⇀ type).

Pleasingly, the normal complications of objects do not appear in
the construction of the semantic model. Objects, subtypingand
quantification are all dealt with on top of the same simple model
of memory/heap typings used for general references.
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2.4 Substructural state

Ahmedet al.used substructural state to model the uniqueness types
found in languages such as Clean, Cyclone, and TAL [AFM05].
Here the intuitive model has two changes:

quals ≡ {U,R,A,L}
type ≡ (memtype × quals × value) → T

memtype ≈ address ⇀ quals × type.

The quals indicate substructural restrictions:U indicates unre-
stricted data,R indicates relevant,A indicates affine, andL in-
dicates linear. This model differs from the previous two by putting
quals in both contravariant and covariant positions. We can set

F (X) ≡ address ⇀ (quals×X)
O ≡ quals × value,

and use indirection theory to construct the approximation

memtype � N × (address ⇀ (quals × type)).

2.5 Embedding semantic assertions in program syntax

Consider a Hoare logic for a language with function pointersand
an assertstatement. The predicatef : {P}{Q} means thatf is
the address of a function with preconditionP and postconditionQ.
The statementassert(P ) means that logical assertionP holds at
the current program point. Thisassertis much more powerful than
a traditional assert because it takes an assertion in thelogic instead
of a program expression;i.e., P need not be computable.1

There are two ways to represent assertionsP :

• A syntaxfor assertions, with an associated interpretation;

• A semanticpredicate of the metalogic (e.g., CiC).

We choose to use semantic assertions because they give additional
flexibility and save quite a bit of effort. With syntactic assertions,
the syntax of assertions must be fixed at the same time as the syntax
of the language. However, it is not until one is writing programs
(well after the syntax of the language is fixed) that one knows
which assertions will be required. With semantic assertions, one
can enrich the assertion language at any time by simply defining its
meaning in the metalogic. This “late binding” allows users of the
programming language to define entire type disciplines or program
logics, should they wish. Moreover, by using semantic assertions
we get to reuse the binding structure of the metalogicfor free,
which relieves us of the burden of encoding binding structure for
quantifiers using de Bruijn indices or some other technique.

In a conventional semantics of Hoare logic with function point-
ers,f : {P}{Q} is defined as “f is a function with bodyb such that
{P} b {Q}” [Sch06, AB07]. This means that assertions are predi-
cates over program syntax. This is simple if assertions are not also
embedded in syntax, but if they are then one desires the following:

predicate ≡ (program × memory × . . .) → T

syntax ≡ assertof predicate +
assignof ident × expr + . . .

program ≈ address ⇀ syntax.

Here the Hoare logic assertions (predicate) judge the program,
the memory, and other unspecified objects (e.g., local variables).
The program is used to check function-pointer assertions. Program
syntax is a tagged disjoint sum and includes theassertstatement
as well as numerous others (e.g., assignment, function call, loops).
Theprogram is a partial function from addresses to syntax. We set

F (X) ≡ address ⇀ (assertof X + . . .)
O ≡ memory × . . . ,

1 It is not that we intend to build a machine that can compute whether some
arbitrary assertionP holds; it’s that we can useP to reason statically about
the program, and then erase to an executable program.

and use indirection theory to construct the approximation

program � N × (address ⇀ syntax).

This model for assertions has not been presented previously;
the conventional presentation of embeddable assertions requires
syntactic predicates. Modifying the techniques of Ahmedet al.
[AAV03, Ahm04], Appel et al. [AMRV07], etc. to build a model
for this situation appears intimidating.

The reason directly stratifying over syntax seems difficultis not
an issue of theoretical power but rather one of proof engineering.
The stratification in those models needs to be built through program
syntax, which greatly increases the number of tedious details in the
construction. The key innovation that makes constructing the model
easy in our approach is the introduction of the functorF , which
abstracts away the boring “plumbing”.

2.6 Concurrent separation logic with first-class locks

Concurrent Separation Logic (CSL) is a novel way to reason about
concurrent programs [O’H07]. However, originally it had several
limitations, most importantly a lack of first-class locks (locks that
can be created/destroyed dynamically). Hoboret al. and Gotsman
et al. independently extended CSL to handle first-class locks as
well as a number of other features [HAZ08, GBC+07].

The key idea in CSL is that acquiring a lock allows a thread
access to additional resources (memory), and releasing a lock re-
linquishes said resources. The “shape” of the resources acquired or
relinquished is described by a predicate of separation logic. First-
class locks are challenging to model because the resource invariant
of one lock can describe the binding of a resource invariant to an-
other lock. The intuitive model for this contains a circularity:

res ≡ VAL of value + LK of (share × bool × pred)
pred ≡ (heap × locals) → T

heap ≈ address ⇀ res

Heaplets (heap) are partial functions mapping locations tore-
sources(res): either regular data (VAL) or locks (LK). Regular
data locations containvalues. Since multiple threads can each own
part of a lock, each lock is associated with ashare, which tracks
how muchof the lock is controlled. Locks also have a boolean,
which is true if this threadholds the lock; and a predicate (pred)
specifying the lock’s resource invariant. We set

F (X) ≡ address⇀(VAL of value+LKof (share×bool×X))
O ≡ locals,

and then can use indirection theory to construct the approximation

heap � N × (address ⇀ res).

This example is particularly interesting because the resource maps
play dual roles: not only do resource maps allow us to solve the
indirect reference problems arising from first-class locks, but they
also give us a way to define a separation logic. In§4.2 we will show
how to define the points-to and is-a-lock assertions, and in§6 and
§7 will develop the rest of a higher-order separation logic.

Inversion. In reasoning about resources one wants to do inversion
(case analysis) on theres type; in reasoning about syntax (§2.5),
one wants to do inversion onsyntax. Indirection theory supports
full inversion, unlike our previous models [HAZ08, Hob08].

2.7 Industrial-strength CSL model for Concurrent C minor

Indirection theory is not only mathematically elegant, butalso ca-
pable of constructing significantly more complicated models than
the previous examples. We have used indirection theory, without
modification, to build a model for a higher-order CSL for Concur-
rent C minor, a dialect of C with dynamic locks, function pointers,
first-class threads, pointer arithmetic, byte and word addressability,
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and sophisticated sequential control flow [Ler06, HAZ08, Hob08].
Required features included:

• First-class function pointer specifications that can relate func-
tion pre- and postconditions and arguments/return values.

• Language independence,i.e., assertions arenot predicates over
program syntax. This is (therefore) a different treatment of the
Hoare triple than sketched in§2.5; see [Hob08, Ch. 10].

• First-class locks (i.e., the resource invariant of a lock can refer
to other locks, function pointers, etc.).

• Impredicative universal and existential quantification (to enable
general polymorphic lock pointers, etc.).

• Equirecursive invariants (to describe list data structures, etc.).

• Semantic assertions embeddable in program syntax.

• Support for a stack pointer, and both local and global variables.

• Substructural accounting to model separating conjunction, us-
ing the sophisticated share models of Dockinset al. [DHA09].

• Byte addressability, along with a requirement that the fourbytes
of a word-sized lock must not get separated.

Thus, the model requires a significant superset of the features
provided by the models in§2.5 and§2.6. Hoboret al.developed the
first model that combined all these elements, but it was extremely
complicated [HAZ08]; later Hobor presented a partially simplified
model, which took dozens of pages to explain [Hob08]. Indirection
theory can define the model much more easily.

kind ≡ VAL + LK + FUN + CT + RES
pred ≡ (rmap × mem × locals × sp × gmap) → T

preds ≡ Σ(A : Type ). list (A → pred)
res ≡ NO + YES of (kind × share × preds)
wf rm : (address → res) → T ≡
λψ. ∀a, π, P. ψ(a) = YES(LK, π, P ) ⇒

`

(a mod 4 = 0) ∧
ψ(a+ 1) =ψ(a+ 2) =ψ(a+ 3) = YES(CT, π, (unit, nil))

´

rmap ≈ Σ(ψ : address → res). wf rm(ψ)

For further explanation see Hoboret al. [HAZ08, Hob08]. The
function wf rm enforces alignment for locks. The point is that
indirection theory handles this model just like previous examples:

rmap � N × (Σ(ψ : address → res). wf rm(ψ)).

Covariance of F . In each of these applications,F is covariant
(and the circular pseudoequation onK is contravariant). The point
is that it is possible to think of finding all the instances ofX
“inside” the data structure and performing some operation on each
of them. In§10 we discuss the extension to noncovariant functors.

These instances ofX inside the data structure are invariants
(e.g., type, pred) associated with addresses. To approximate an
instance ofF (X) (e.g.,memtype, heap), we must approximate
each internal instance ofX as well. A user of indirection theory
must provide a functorF along with a functionfmap that can
perform an operation on each instance ofX within anF (X).

3. Axiomatic characterization
Input. Suppose we are given a typeO (“other data”), a typeT
(“truth values”) with distinguished inhabitant⊥, and acovariant
functorF . That is, letType stand for the types of the metalogic;
then equipF : Type → Type with a functionfmap : (A→ B) →
F (A) → F (B) that satisfies the following two axioms:2

2 Readers familiar with category theory will see the obvious inspiration;
others will find that they do not need category theory to follow this paper.

fmap idA = idF(A) (4)

fmap f ◦ fmap g = fmap (f ◦ g) (5)

The functionfmap can be thought of as a generalization ofmap
from functional languages, which applies a function to all the ele-
ments in a list. Thus,fmap(g) should applyg to everyX within an
F (X). For example, here isfmap for the case of general references
in theλ-calculus from§2.1:

fmap ≡ λg. λψ. g ◦ ψ

Clearly equations (4) and (5) hold for thisfmap. The definition of
fmap is normally straightforward when the structure ofF is known.

Output. Indirection theory now provides provides the following:

K : Type (6)

pred ≡ K ×O → T (7)

squash : (N × F (pred)) → K (8)

unsquash : K → (N × F (pred)) (9)

The definitions ofK (also calledknot), squash, andunsquash are
abstract. Apredicate(pred) is a function in the metalogic from a
pair of a knotK and other dataO to truth values. As explained
previously,squash andunsquash are coercion functions between
the “small” type knot (K) and the “big” typeN × F (pred).

To coerce an object from the small type to the big one is lossless,
but to go from big to small requires approximation. Equations (10)
and (11) define the approximation used in indirection theory:

level : K → N ≡ fst ◦ unsquash (10)

approxn : pred → pred ≡

λp. λ(k, o).

(

p (k, o) level k < n

⊥ level k ≥ n.

(11)

The key idea is that knots havelevels. A knot with a higher level
is able to “store more information” than a knot with a lower level.
The way to determine the level of a knot is tounsquash it and
then take the first component (equation 10). Theapproxn function
(equation 11) does the actual approximation by “forgetting” how a
predicate behaves on knots with levels greater than or equalto n.
When an approximated predicate is passed a knot of too high level
it just returns the default value⊥; if the level is low enough then
the underlying original predicate is used.

The behavior ofsquash and unsquash are specified by the
following two axioms, which constitute all of indirection theory:

squash (unsquash k) = k (12)

unsquash (squash(n, x)) = (n, fmap approxn x). (13)

Equation (12) guarantees thatsquash andunsquash form a section-
retraction pair, and demonstrate thatunsquash is lossless. In con-
trast,squash is lossy; equation (13) precisely specifies where the
information is lost.When anF (pred) is squashed to leveln, all of
the predicates inside it are approximated to leveln.

The simplicity of the axioms is a major strength of indirection
theory.The axioms are parametric overF (X), whereas previous
models exposed numerous axioms specialized to their domains. For
example, Hoboret al.’s model for higher-order CSL for Concurrent
C minor (outlined in§2.7) had more than fifty axioms, all of which
follow from equations (12) and (13) onceF (X) is chosen. We view
this pleasing fact as evidence that the axiomatization is right. In§9
we prove something stronger: the axiomatization is categorical.

Corollaries. There are easy corollaries to the axiomatization of
squash and unsquash. First, equation (12) directly implies that
unsquash is injective and thatunsquash ◦ squash is idempotent.3

3 These two facts hold of any section-retraction pair.
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Second, any predicate (pred) “pulled out” of an unsquashed
knot has already been approximated to the level of the knot:

unsquash k = (n, F ) ⇒ F = fmap approxn F (14)

That is, whenever(n, F ) is the result of an unsquash thenF
is unaffected by approximating it to leveln. All the information
“above”n has already been lost, so throwing it away again has no
effect. The proof is straightforward from equations (12) and (13).

Third, a predicateP approximated to level n and then approxi-
mated again to level m is equal toP approximated tomin(n,m):

approxn◦ approxm = approxmin(n,m) (15)

Proof: directly from the definition ofapproxn in equation (11).
Fourth, if a knot of leveln is first unsquashed and then

resquashed to a different levelm, the predicates in the result have
been approximated to levelmin(m,n):

unsquash k = (n, F ) ⇒
unsquash(squash (m,F )) = (m,F ′) ⇒

F ′ = fmap approxmin(n,m) F

(16)

Proof: follows directly from equations (14), (13), (5), and(15).

Implementation. In §8 we give a model to prove the soundness
of indirection theory. We have implemented the soundness proof
as a module in Coq matching theInput andOutput signatures; as
Appendix A shows, the axiomatization is remarkably concise. Both
signatures are matched opaquely, guaranteeing clean modularity.

4. Using indirection theory
Indirection theory constructs models that support a numberof
powerful—but historically difficult to model—features. Many of
these features, such as impredicative quantification and equirecur-
sive predicates, do not depend on the structure ofF (X); in §6 we
will give models for these kinds of features. Here we examinemod-
eling features thatdo depend on the structure ofF (X), focusing
on two of the examples presented previously in§2. Applying these
ideas to otherF (X) is usually not difficult.

4.1 General references in theλ-Calculus

We return to the example of modeling a type system with general
references in the polymorphicλ-calculus from§2.1. Set

F (X) ≡ address ⇀ X

O ≡ value,

and indirection theory constructs the model

value ≡ loc of address + num of N + . . .
type ≡ (memtype × value) → T

memtype � N × (address ⇀ type).

Recall thatX � Y implies the existence of thesquash/unsquash
section-retraction pair. SubstitutingF (X) into equations (8) and
(9) demonstrates that in this modelsquash/unsquash have the types

squash : (N × (address ⇀ type)) → memtype

unsquash : memtype → (N × (address ⇀ type)).

Thussquash andunsquash provide easy access to the model.
The semantics of the typing judgmentk ⊢ v : τ , pronounced

“in the context of memory typingk, valuev has typeτ ,” is τ (k, v).
It is simple to use this model to define both the basictype nat as
well as the historically difficult to modeltype ref τ . A valuev has
typenat if the value is anum(n) for somen:

nat ≡ λ(k, v). ∃n. v = num(n). (17)

This is natural, and the definition ofref τ is only slightly harder.

The intuition is that a valuev has typeref τ if the value is an
addressa and according to the memory typingψ, the memory cell
at locationa has typeτ . That is,

ref τ
?
≡ λ(k, v). let (n, ψ) = unsquash k in

∃a. v = loc(a) ∧ ψ(a) = τ.
(18)

The only problem is that sinceψ(a) has been extracted from a
knot k of level n, by equation (14) we know thatψ(a) has been
approximated to leveln—that is,

ψ(a) = approxn ψ(a).

Comparingψ(a) to τ , which may not have been approximated, is
too strong. Instead we introduce the idea ofapproximate equality:

P =n Q ≡ approxn P = approxn Q. (19)

That is, two predicates (type in this model) are approximately equal
at leveln if they are equal on all knots of level less thann.

With approximate equality it is easy to fix equation 18:

ref τ ≡ λ(k, v). let (n, ψ) = unsquash k in
∃a. v = loc(a) ∧ ψ(a) =n τ

(20)

This definition forref τ is correct and can type general references
in the polymorphicλ-calculus.4 We will return to this example in
§5.1 to show how a memory and a memory typing are related.

4.2 Concurrent separation logic with first-class locks

Our second example is modeling the assertions of a Concurrent
Separation Logic with first-class locks from§2.6. We set

F (X) ≡ address⇀(VAL of value+LK of (share×bool×X))
O ≡ locals,

and indirection theory constructs the model

res ≡ VAL of value + LK of (share × bool × pred)
pred ≡ (heap × locals) → T

heap � N × (address ⇀ res).

Recall that ashareπ trackshow muchof a lock is owned since
multiple threads can each own part of the same lock. Here we will
define the assertions points-to “a 7→ v” and is-a-lock “a

π
 P ”.

The points-to assertion is standard; is-a-lock has a shareπ that
indicates how much of the lock is controlled and a predicateP that
is the lock’s resource invariant. Both of these assertions depend
on the structure ofF (X). In §7 we will show how to define the
separating conjunction and the rest of separation logic applicable
to any F(X) that forms aseparation algebra.

The intuition for points-to is that ifa points tov (a 7→ v), then
the heapletφ containsVAL(v) at locationa and nothing else:

a 7→ v ≡ λ(k, ρ). let (n, φ) = unsquash k in
φ(a) = VAL(v) ∧ domain(φ) = {a}.

(21)

Defining the is-a-lock assertion is equally straightforward if one
uses the notion of approximate equality given in equation (19):

a
π
 P ≡ λ(k, ρ). let (n, φ) = unsquash k in

∃P ′, b. φ(a) = LK(π, b, P ′)∧ domain(φ) = {a} ∧ P=nP
′.
(22)

That is, locationa is a lock with shareπ and resource invariantP
if the resource mapφ contains aLK(π, b, P ′) for some booleanb
and predicateP ′ at locationa, φ is empty everywhere else, andP
is approximately equal toP ′. We do not restrictb because is-a-lock
gives permission to (attempt to) lock the lock, but not to read the
lock value. This definition is sufficient to model first-classlocks.

4 A reader may worry that it would be easy to write the incorrectdefinition
(18) by mistake. However, in§5.3 we will define a restricted class of
hereditarypredicates (types) which reject (18) but allow (20).
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5. Aging the knot
We return to the example of general references in the polymorphic
λ-calculus from§2.1 and§4.1 to demonstrate some aspects of using
indirection theory. All of the definitions we give here except (23),
(24), and (28) are parametric overF (X) and therefore applicable to
any domain. It is usually not difficult to modify the domain-specific
definitions to otherF (X).

5.1 Applying an extracted predicate to its knot

One remaining question is how a memory typing is related to a
memory (function fromaddress → value). The intuition is that
the memory typingk is a valid typing of the memorym (written
k ⊢ m valid) if all the values inm have the type given byk:5

k ⊢ m valid
?
≡ let (n, ψ) = unsquash k in

∀a. k ⊢ m(a) : ψ(a).
(23)

Unfortunately this is not quite right. Notice thatψ(a) is being
applied tok—the very same knot from which it was extracted.
Corollary (14) impliesψ(a) has been approximated to leveln:

ψ(a) = approxn ψ(a)

Thus, in (23),k ⊢ m(a) : ψ(a) is always⊥. This is exactly
where we weaken the pseudomodels to achieve a sound definition:
predicates cannot say anything meaningful about the knot whence
they came. We must weaken (23) so thatk is valid if the types in it
describe the memoryafterk has been approximated further:

k ⊢ m valid ≡ let (n, ψ) = unsquash k in
∀a, n′. n > n′ ⇒ squash (n′, ψ) ⊢ m(a) : ψ(a)

(24)

By equation (16),squash (n′, ψ) is the same ask except the
predicates inside it have been further approximated to level n′.

We call the process of unsquashing a knot and then resquashing
it to a lower level, causing it to become more approximate,aging
the knot. Since we must do so whenever we wish to use a predicate
that we pull out of a knot, we have developed some useful auxiliary
definitions. Theage1 function reduces the level of aknot by first
unsquashing and then resquashing at one level lower, if possible:

age1 k ≡

(

Some (squash (n, x)) unsquash k = (n+1, x)

None unsquash k = (0, x).
(25)

A worldw is a pair of knotk and other datao. We define a relation
R over worlds that relatesk to its aged version and holdso constant:

(k, o) R (k′, o) ≡ age1 k = Some k
′
. (26)

Note thatR is noetherian6 because the level ofk′ is always de-
creasing towards0. Let R+ denote the irreflexive transitive closure
of R.7 Now define an operator “⊲” from predicate to predicate:8

⊲P ≡ λw. ∀w′. wR+w′ ⇒ P (w′). (27)

Pronounced “approximatelyP ”, ⊲P (w) means thatP holds on all
strictly more approximate worlds reachable fromw via R+.

We can use the⊲ operator to rephrase equation (24):

k ⊢ m valid ≡ let (n, ψ) = unsquash k in
∀a. k ⊢ m(a) : ⊲ψ(a)

(28)

5 Recall that the typing judgmentk ⊢ v : τ is modeled asτ(k, v).
6 That is, the world can only be aged a finite number of times.
7 Here we follow the strategy of Appelet al. [AMRV07]; what is new is that
we have explicitly builtR+ from the operations of indirection theory.
8 Until this point, we have not required any special structurefor T other than
the existence of a distinguished element⊥. To simplify the presentation,
from now on we will assume thatT = Prop, the propositions of the
metalogic, and that⊥ is the propositionFalse. One could choose some
otherT, e.g.any complete Heyting algebra.

Equation (28) is pleasing because it is quite close in form tothe
intuitive but flawed (23), with the added benefit of being correct.
The key to defining the correct (28) instead of the flawed (23) is to
remember a simple rule:to apply a predicateP to the knot from
which it was extracted, one must guardP with the⊲ operator.

5.2 Implications for the Operational Semantics.

We place memory typings in the operational semantics so that
they can be updated as computation progresses,e.g., to add a
new memory typing for a freshly-allocated memory cell. (These
memory typings can be erased from the operational semanticsto
make a “Curry style” untyped semantics [Hob08, Ch. 5].) When
proving the soundness of the type system,k ⊢ m valid becomes a
key induction hypothesis used to prove the soundness of memory
access. Since (28) is only useful when applied to strictly more
approximate worlds,any instruction that accesses memory must
age the world as part of the instruction’s operational semantics
or k ⊢ m valid will not be a useful induction hypothesis.

Since aging is noetherian, the operational semantics can only
take a finite number of steps before the initial knot is exhausted.
Since it is possible to construct an initial knot of arbitrary level n
(justsquash an initialF (X) to leveln), our model is sound for any
number of steps. Here our model is similar to the model of Appel
et al.and we refer interested readers there [AMRV07].

It is normally straightforward to define an operational semantics
in this manner; for example, in the operational semantics for the
concurrent separation logic with first-class locks discussed in§2.6,
aging occurs at synchronization points (e.g., lock, unlock).

5.3 Hereditary predicates

Let R∗ denote the reflexive, transitive closure ofR. Let P be a
predicate andw be a world such thatP (w). Suppose the opera-
tional semantics steps (0 or more times) to reachw′ (i.e., wR∗w′).
We say thatP is hereditary9 if P (w′)—that is, onceP holds onw
then it will hold on all further approximations ofw:

∀w,w′
. wR

∗
w

′ ⇒ P w ⇒ P w
′
. (29)

Just as with the⊲ operator, we can define an operator “�”:

�P ≡ λw. ∀w′
. wR

∗
w

′ ⇒ P (w′), (30)

which lets us rephrase (29) very concisely—P is hereditary iff

P = �P. (31)

Are all predicates hereditary? Unfortunately not: for example,
the flawed initial definition forref τ (18) is not. However, it is
easy to define new hereditary predicates using the logical operators
defined in§6. Moreover, the correct definitions for references (20),
points-to (21) and is-a-lock (22) are all hereditary. In addition,
applying the⊲ operator makes a predicate hereditary since

⊲P = � ⊲ P. (32)

Thustypes pulled out of a valid memory typing (28) are hereditary.

6. Modal/intuitionistic logic
We can use the theory of indirection to construct a possible-worlds
model of a modal logic in the style of Appelet al.’s “Very Modal
Model” (VMM) [AMRV07]. In fact, we do better: the VMM is
almost a Kripke semantics of intuitionistic logic, but lacks the
important condition that all the proposition symbols are hereditary.

To fix this problem, we construct the Kripke model for (proposi-
tional) intuitionistic logic, explicitly maintaining theinvariant that
predicates are hereditary. LetpredH be the subset of the predicates

9 Appel et al.called such predicates “necessary” [AMRV07].
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that are hereditary. We build a Kripke semantics for our logic in the
standard way, withW = K×O, and forcing|=: (W×predH) → T

is just reversed function application. Then we have:

w |= true ≡ ⊤

w |= false ≡ ⊥

w |= p ∧ q ≡ w |= p ∧ w |= q

w |= p ∨ q ≡ w |= p ∨ w |= q

w |= p⇒ q ≡ ∀w′
. wR

∗
w

′ ⇒ (w′ |= p) ⇒ (w′ |= q)

w |= ∀x : A. P (x) ≡ ∀x : A. w |= P (x)

w |= ∃x : A. P (x) ≡ ∃x : A. w |= P (x),

where the left-hand∧,∨,⇒,∀,∃ are the synthesized operators of
our logic, and the right-hand∧,∨,⇒,∀,∃ are operators of the
metalogic. It is straightforward to verify that these definitions are
hereditary. Note that we directly lift∀ and∃ from the metalogic,
which extends the logic into a higher-order logic. The metavariable
A is any type of the metalogic (e.g., A:Type in Coq), so the
quantification is fully impredicative:A = predH works just fine.

These definitions form the standard Kripke model of intuition-
istic logic, to which we add the modal operators⊲ and�. In com-
parison to the VMM, the� operator is now less important, as all
of our logical operators produce hereditary formulae from heredi-
tary subformulae; in contrast, the VMM’s implication operator did
not do so. However� is still useful for coercing an arbitrarypred
(which might not be hereditary) into apredH .

We define recursive predicates over contractive operators in the
style of the VMM [AMRV07]. We support full equirecursion and
so do not require dummy operational steps to pack and unpack
recursive data. This gives us the power to reason about traditionally
difficult low-level constructs such as compiled function closures.

7. Separation logic
Indirection theory, like previous models of impredicativeindirec-
tion, is used to reason about higher-order invariants on thecon-
tentsof state,e.g., mutable references, locks, objects, or function
pointers. On the other hand, Separation Logic is useful for reason-
ing about thealiasingandnoninterferenceof these resources. One
wants to use both kinds of reasoning simultaneously. Separation
Logic combines much more smoothly with indirection theory than
with previous models.

We proceed by extending the Kripke semantics of§6 to encom-
pass the the connectives of the logic of Bunched Implications (BI).
Our Kripke semantics is similar but not identical to those ofPym
[Pym02, Chapter 4] and Restall [Res00, Chapter 11].

We take inspiration from Calcagnoet al. [COY07], who define
structures they callseparation algebras(SA), which they use as se-
mantic models of separation logic. The main idea is that SAs define
a partial operation⊕ which combines two “disjoint” resources. The
operation⊕ is used to give semantics to the separating conjunction.

A separation algebra (SA) is a tuple〈A,⊕〉 whereA is a set (or
Type) and ⊕ = is a ternary relation onA satisfying:

x⊕ y = z1 ⇒ x⊕ y = z2 ⇒ z1 = z2 (33)

x1 ⊕ y = z ⇒ x2 ⊕ y = z ⇒ x1 = x2 (34)

x⊕ y = z ⇒ y ⊕ x = z (35)

x⊕ y = a ⇒ a⊕ z = b ⇒

∃c. y ⊕ z = c ∧ x⊕ c = b
(36)

∀x. ∃u. u⊕ x = x (37)

a⊕ b = c ⇒ c⊕ c = c ⇒ a⊕ a = a (38)
This definition of separation algebras is somewhat different from
Calcagnoet al.’s. First, our definition uses ternary relations rather

than partial binary operations. Second, Calcagnoet al. present a
more restrictive version of axiom (37):∃u. ∀x. u ⊕ x = x. Their
axiom requires that an SA have a unique unit, while axiom (37)
allows different elements of an SA to have different units. This
permits knots to be considered as SAs; each stratification level will
have its own unit. Third, Calcagnoet al.lack axiom (38); this axiom
is useful and well-justified, but is unrelated to indirection theory.
We refer the reader to our paper on separation algebras for further
discussion of the advantages of our definition [DHA09].

A bunched-implication indirection model. In §3, we presented
an input signature for indirection theory; one of the elements of this
signature is a covariant functorF (X) in the category of types with
total functions. Here we instead require thatF be a functor in the
category of separation algebras withjoin homomorphisms(defined
below). What this means is thatF is function between SAs and that
its associatedfmap function preserves the property of being a join
homomorphism. That is, iff is a join homomorphism, thenfmapf
is a join homomorphism as well.

Let 〈A,
A

⊕〉 and〈B,
B

⊕〉 be SAs. We say that a functionf : A→
B is a join homomorphismiff, for all x, y, z ∈ A

x
A

⊕ y = z ⇒ f(x)
B

⊕ f(y) = f(z). (39)

We equip the naturalsN with the trivial join relation,i
N

⊕ j = k
iff i = j = k. We require thatT be equipped with some join

relation, and that⊥ be an identity for that relation:⊥
T

⊕ ⊥ = ⊥.
We also require that the typeO of “other data” be equipped with
a join relation; if there is no “interesting” separation to be done on
O, then the trivial join relation will suffice.

Now we build an SA on “unsquashed” knots. We start by build-
ing the SA overK×O → T by defining the join relation pointwise:

p⊕ q = r iff ∀k o. p (k, o)
T

⊕ q (k, o) = r (k, o). (40)

Note that we do not need an SA overK yet for this definition. Next,
we get an SA onF (K × O → T) because we requiredF to be a
functor over SAs. Finally, we get an SA overN × F (K×O → T)
by joining componentwise (with the trivial SA onN). Verifying the
SA axioms for these constructions is straightforward [DHA09].

The SA on knots is defined by simply stating:

k1⊕k2 = k3 ⇔ unsquash k1⊕unsquash k2 = unsquash k3. (41)

Showing that this definition forms a valid SA is a little more in-
volved than the previous constructions. The SA axioms follow from
the fact thatsquash ◦ unsquash is the identity function (one of the
axioms of indirection theory) and the fact thatunsquash◦squash is
a join homomorphism. This follows becauseF preserves join ho-
momorphisms and becauseapproxn is a join homomorphism. We
can deduce thatapproxn is a join homomorphism from its defini-
tion and the fact that⊥ is an identity element.

The end result of this construction is that the separation algebra
on knots is determined by the separation algebra structure embed-
ded in the functorF . This allows the user to specify the interesting
part of the separation algebra as input.

An example. Consider the model for first-class locks from§2.6:

F (X) ≡ address⇀(VAL of value+LK of (share×bool×X))
O ≡ locals.

Given an SA overX, we want to define an SA overF (X). The
intuition here is that we want the partial functions to join pointwise
such that undefined locations join with any defined location,value
locations joinonlywith undefined locations, and lock locations join
provided that they are “consistent.”

Formally, we add an extra (pseudo)elementu to the right-hand
side of⇀ to represent unowned locations. Assume we have a join
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relation on shares (see [DHA09]). Define an SA on booleans:

b1
B

⊕ b2 = b3 iff (b1 && b2 = F) ∧ (b1 || b2 = b3).

The join relation of the RHS is the smallest relation such that:

u ⊕ a = a (a)

a⊕ u = a (b)

s1
S

⊕ s2 = s3 ⇒ b1
B

⊕ b2 = b3 ⇒ x1

X

⊕ x2 = x3

⇒ LK (s1, b1, x1) ⊕ LK (s2, b2, x2) = LK (s3, b3, x3).
(c)

Finally we define the SA over heaplets pointwise on the address:

f ⊕ g = h iff ∀ℓ. f(ℓ) ⊕ g(ℓ) = h(ℓ)

This model gives rise to an SA where heaplets must have dis-
joint value domains, but where separated heaplets may each have
some share of a lock. The SA over shares keeps track of lockvisibil-
ity (the ability to compete to acquire the lock) whereas the boolean
value keeps track of whether this thread holds the lock.

When defining an SA overO (the local variables), we can either
choose to use a trivial SA, or we can choose to define a similar
pointwise SA. The second choice leads to a “variables as resources”
[PBC06] style of separation logic, whereas the former choice leads
to a presentation where local variables are not separated.

SAs for other models can be built by using various combinations
of products, coproducts, and functions, etc. See Dockinset al. for
examples and explicit constructions of share models [DHA09].

Operators of separation logic. Using the separation algebra over
knots we are almost ready to state the Kripke semantics for BI. The
Kripke semantics is defined over pairsK × O, so we lift the SA
overK to pairs, componentwise.

w |= emp ≡ w ⊕ w = w

w |= p ∗ q ≡ ∃w1 w2. w1 ⊕ w2 = w ∧ w1 |= p ∧ w2 |= q

w |= p −−∗ q ≡ ∀w′
w1 w2. w R

∗
w

′ ⇒

w
′ ⊕ w1 = w2 ⇒ w1 |= p ⇒ w2 |= q

In order for these definitions to be valid, we must show that they
are hereditary. The fact that−−∗ is hereditary follows immediately
from the definition. In order to show thatemp and∗ are hereditary,
we require the following technical facts about knots:

∀k1 k2 k3 k′1. k1 ⊕ k2 = k3 ⇒ k1Rk
′
1 ⇒

∃k′2 k′3. k′1 ⊕ k′2 = k′3 ∧ k2Rk
′
2 ∧ k3Rk

′
3

(42)

∀k1 k2 k3 k′3. k1 ⊕ k2 = k3 ⇒ k3Rk
′
3 ⇒

∃k′1 k′2. k′1 ⊕ k′2 = k′3 ∧ k1Rk
′
1 ∧ k2Rk

′
2

(43)

These facts follow easily from the definition of the SA over
knots, the definition ofR, and the fact thatapproxn is a join homo-
morphism. Hereditarity foremp and∗ then follows by induction on
the transitivity ofR∗, using (42) and (43) in the base cases.

It is relatively easy to show that these definitions, together with
the definitions from§6, form a model of the logic of Bunched
Implications. This is most easily done by proving that the model
satisfies the axioms of a Hilbert system of BI [Pym02, Table 3.1].

8. Model construction
Here we construct a model for the axioms in§3. Indirection the-
ory is built in the Calculus of Inductive Constructions (CiC) with
the axiom of functional extensionality.10 Our model uses astep-
indexingtechnique originally developed by Ahmedet al. [AAV03],
but we have made many improvements and simplifications.

Indirection theory is so compact that the definition, construc-
tion, and soundness proofs require only 400 lines to implement
in Coq. The construction is parameterized overF (X), making it

directly applicable to all of the examples given in§2. Moreover,
the construction is more powerful than previous models; forexam-
ple, as explained in§2.6, indirection theory supports full inversion
while the previous models of Hoboret al.do not [HAZ08, Hob08].

Use of dependent types. The proofs are tricky to mechanize due
to the dependent types in the indexed-model construction. There are
no dependent types in theaxiomatization, so users of indirection
theory are not burdened with them. This means that indirection
theory can be used (although not, we conjecture, proved sound)
in metalogics without dependent types, such as the simple theory
of types (HOL). This is a significant strength of our approach.

Presentation. We elide the handling of the “other” dataO which
appears in the axiomatization. Adding it presents no fundamental
difficulties, but it clutters the explanation.

8.1 Tying the knot.

We wish to define a typeK that is similar to the pseudodefinition in
equation (2), reproduced here (withoutO):

K ≈ F (K → T).

We proceed by defining an approximation topred calledpredn, a
finitely stratified type constructor indexed by the naturaln:

predn ≡

(

unit n = 0

predn′ × (F (predn′) → T) n = n′ + 1.
(44)

For all n > 0, an elementP : predn is a pair whose second
componentP.2 is an approximation to the recursive pseudodefini-
tion (2) and whose first componentP.1 is a simpler approximation
P ′ : predn−1. A predn is thus a specialized sort of list where the
type of list members gets larger as the list gets longer.

A knot (K) hides the index with a dependent sum:

K ≡ Σ(n : N). F (predn). (45)

That is, a knot is a dependent pair of a naturaln and anF with
elements ofpredn inside. Define thelevelof a knotk as:

|k| = k.1 that is, |(n, f)| = n. (46)

A knot’s level gives how many layers of stratification it contains.
Now we can define the type of predicates (pred):

pred = K → T. (47)

A pred is an “infinitely stratified”predn that can judge a knot
containing any amount of stratification.

8.2 Stratification and unstratification.

We define a functionstratn : pred → predn that collapses an
infinitely stratifiedpred into a finitely stratifiedpredn:

stratn(P ) =

(

() n = 0
`

stratn′(P ), λf. P (n′, f)
´

n = n′ + 1.
(48)

Thestratn function constructs the list structure ofpredn by recur-
sively applyingP to knots of decreasing level, starting with knots
of leveln− 1 and continuing through knots of level0. The finitely
stratified typepredn is not big enough to store the behavior ofP
on knots of level≥ n, and so that information is thrown away.

The stratn function is a standard feature in step-indexing con-
structions [AAV03, AMRV07, Hob08]. A key innovation in our
new construction is the definition of a partial inverse tostratn.

10We have also developed an axiom-free version by working in the category
of setoids (whose objects are types equipped with an equivalence relation
and whose morphisms are equivalence-preserving functions). The proofs
are not much more difficult to carry out, just more difficult tostate.
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First we define a “floor” operator that given aP : predn+m con-
structs aP ′ : predn by stripping off the outerm approximations:

⌊P ⌋m
n ≡

(

P m = 0

⌊P.1⌋m′

n m = m′ + 1.
(49)

Now observe that for anya, b ∈ N,

b > a ⇔ ∃m. b = a+m+ 1. (50)

We now defineunstratn : predn → pred, which takes a finitely
stratifiedpredn and constructs an infinitely stratifiedpred from it.
We use (50) to take cases and apply (49) in a constructive way:

unstratn(P ) = λk.

(

(⌊P ⌋m
|k|+1.2) k.2 n = |k|+m+1

⊥ n ≤ |k|.
(51)

When given a knot of level< n, the unstratn function uses the
floor operator to “look up” how to behave. When applied to a knot
k of level≥ n, theunstratn function returns⊥ since thepredn P
does not contain any way to judgek.

8.3 Composingstratn and unstratn.

What happens when we composestratn and unstratn? We take
this in two parts. First we wish to show

stratn◦ unstratn = idpredn
(52)

whereidα is the identity function on typeα (i.e., idα ≡ λx : α. x).
Thus, (52) indicates thatstratn◦ unstratn is the identity function
onpredn. We begin with a technical lemma:

⌊P1⌋
m1

n = ⌊P2⌋
m2

n ⇒
(stratn◦ unstratn+m1

) P1 = (stratn◦ unstratn+m2
) P2.

(53)

That is, ifP1 : predn+m1
andP2 : predn+m2

are two finitely strat-
ified predicates that are equal in their firstn layers of stratification,
then they are equal after they have gone throughunstratn+j fol-
lowed bystratn. The proof is by induction onn. The base case is
trivial because there is only one unit; the inductive case follows by
simple reasoning and the induction hypothesis. The proof iscon-
ceptually simple, but handling the dependent types in Coq istricky.

Now we can prove (52), again by induction onn. Again the
base case is trivial. In the inductive case the claim followsfrom
(53) (withm1 = 0 andm2 = 1) and the induction hypothesis.

For unstratn◦ stratn, we cannot do as well sincestratn “for-
gets” information thatunstratn cannot recover. GiveT a flat partial
order by defining⊑ as the minimal relation such that:

x ⊑ x reflexivity (54)

⊥ ⊑ x pointedness (55)

It is clear that⊑ is antisymmetric. With⊑ we can state three cases:

(unstratn◦ stratn) P k ⊑ P k ∀ |k| (56)

P k ⊑ (unstratn◦ stratn) P k |k| < n (57)

(unstratn◦ stratn) P k ⊑ ⊥ |k| ≥ n (58)

To prove (56) and (57), we use induction onn; in both cases
the argument has a trivial base case and straightforward useof
the induction hypothesis. The third case (58) is even simpler and
follows directly from the definition ofunstratn (51). Since⊑ is
pointed and antisymmetric, (56), (57), and (58) imply:

(unstratn◦ stratn) P k =

(

P k |k| < n

⊥ |k| ≥ n.
(59)

8.4 Squashing and unsquashing.

Definesquash andunsquash to fmap stratn andunstratn:

squash(n, f) ≡ (n, fmap stratn f) (60)

unsquash(k) ≡ (|k|, fmap unstrat|k| k.2). (61)

Recall from§3 the definitions oflevel andapproxn (withoutO):

level ≡ fst ◦ unsquash (62)

approxn P k ≡

(

P k level k < n

⊥ level k ≥ n.
(63)

It follows immediately from (60) and (62) thatlevel k = |k|.
Applying this equality to (59) and (63) shows:

approxn = unstratn ◦ stratn. (64)

We now prove the two axioms of indirection theory. Proof of (12):

squash (unsquash k)
= squash (|k|, fmap unstrat|k| k.2) (61)
= (|k|, fmap strat|k| (fmap unstrat|k| k.2)) (60)
= (|k|, fmap (strat|k| ◦ unstrat|k|) k.2)) (5)
= (|k|, fmap idpred|k|

k.2) (52)
= (|k|, idF (pred|k|)

k.2) (4)
= k (46)

The second axiom (13) follows in a similar way:

unsquash (squash (n, f))
= unsquash (n, fmap stratn f) (60)
= (n, fmap unstratn (fmap stratn f)) (61)
= (n, fmap (unstratn ◦ stratn) f)) (5)
= (n, fmap approxn f) (64)

This completes the construction.

9. Uniqueness of the model
One remarkable property of the axiomatization given in§3 is that
it is categorical: the axioms determine the model uniquely up to
isomorphism. We prove this by constructing a bijection between
any two models and prove that the bijection preserves thesquash
andunsquash operations. For simplicity, we will elide the typeO.

Input. We assume that we have a single input (F , fmap). We then
take two (possibly different) constructionsA andB. To distinguish
the functions and properties defined on one construction from the
other, we will write,e.g., squashA or squashB.

Informal goal and core proof idea. Our goal is to construct an
isomorphismf : KA → KB . At first this seems quite easy:

f
?
≡ squashB ◦ unsquashA. (65)

That is, take akA : KA, unsquash it to get to a common form (of
typeN×F (pred)), and then squash it into an element of typeKB .
Unfortunately, this approach does not work sinceunsquashA pro-
duces an element of typeN × F (predA), while squashB requires
an element of typeN × F (predB). We cannot assume thatpredA

is compatible withpredB without begging the question, so (65) is
invalid. Part of what makes the problem tricky is that the types are
isomorphic but need not be equal, so we must build up significant
machinery to coerce the types from one construction to the other.

Formal goal. We want a pair of functionsf : KA → KB and
g : KB → KA. These functions will be inverses:

f ◦ g = idKB
(66)

g ◦ f = idKA
. (67)
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Thus,f and g are bijective. To be isomorphisms they must also
be homomorphisms (preservesquash andunsquash); for this we
introduce two derived functions,Φ : F (predA) → F (predB):

Φ ≡ fmap (λPB . PB ◦ g), (68)

andΓ : F (predB) → F (predA):

Γ ≡ fmap (λPA. PA ◦ f). (69)

Since f and g are inverses, andfmap distributes over function
composition (equation 5),Φ andΓ are inverses as well:

Φ ◦ Γ = idF (predB) (70)

Γ ◦ Φ = idF (predA). (71)

We can now state thatf andg are homomorphisms as follows:

f(squashA(n, ψA)) = squashB(n,Φ(ψA)) (72)

g(squashB(n, ψB)) = squashA(n,Γ(ψB)) (73)

unsquashB(f(kA)) = (n,Φ(ψA))
where (n, ψA) = unsquashA(kA)

(74)

unsquashA(g(kB)) = (n,Γ(ψB))
where (n, ψB) = unsquashB(kB).

(75)

This will complete the proof thatA andB are isomorphic.

Proof sketch. The formal details of the proof are quite technical;
here we give an informal outline. We have implemented our proof
in Coq and refer readers seeking more detail to the mechanization.

We constructf and g from a sequence of approximations
(f0, g0),. . . ,(fm, gm),. . . . A pair of functions(fi, gi) are inverses
and homomorphismson knots of level≤ i.

First we constructf0 andg0. By equation (14), all of the pred-
icates inside knots of level0 are approximated to level0—that is,
they are all constant functions returning⊥. We write⊥α to mean
the constant function from typeα to⊥ (i.e.,⊥α ≡ λa : α.⊥). The
functionsf0 andg0 simply swap⊥KA

with ⊥KB
and vise versa:11

f0(kA) ≡ let (n, ψA) = unsquashA kA in

squashB(n, [PA ⇒ ⊥KB
] ψA) (76)

g0(kB) ≡ let (n, ψB) = unsquashB kB in

squashA(n, [PB ⇒ ⊥KA
] ψB). (77)

Lemma. (f0, g0) is an isomorphism pair on knots of level0.
Next, given(fi, gi) we wish to construct the next pair in the

series(fi+1, gi+1). The trick is that due to the contravariance of
pred, fi+1 is built fromgi, andgi+1 is built fromfi:

f̂(γ)(kA) ≡ let (n, ψA) = unsquashA kA in

squashB(n, [PA ⇒ PA ◦ γ] ψA) (78)

ĝ(φ)(kB) ≡ let (n, ψB) = unsquashB kB in

squashA(n, [PB ⇒ PB ◦ φ] ψB). (79)

Lemma. If (f, g) is isomorphism pair for knots of level≤ i, then
(f̂(g), ĝ(f)) is an isomorphism pair for knots of level≤ i+ 1.

Now define the functionh that takesn and produces(fn, gn):

h(n) ≡

(

(f0, g0) n= 0

let (f ′, g′) = h(n′) in (f̂(g′), ĝ(f ′)) n=n′+1.
(80)

Theh function works by bouncing back and forth; note that even-
numberedfi havef0 as their base while odd-numberedfi haveg0.
Thegi are mirrored: evengi useg0 for a base while oddgi usef0.

11Keeping with our informal style, we will abuse notation by writing
[Pα ⇒ X] ψ to mean the substitution of the predicatespredα in ψ with
X. Formally this is writtenfmap (λPα. X) ψ. NotePα can appear inX.

Now we are ready to definef andg. The idea is that we will
look at the knotk that we have been given and use theh function
to construct anfi or gi of the appropriate level:

f(kA) ≡
`

(fst ◦ h ◦ levelA)(kA)
´

(kA) (81)

g(kB) ≡
`

(snd ◦ h ◦ levelB)(kB)
´

(kB). (82)

Theorem. (f ,g) is an isomorphic pair for knots of any level.

Implications. Categorical axiomatizations are sufficiently un-
common that we examine the implications. Most importantly,the
axioms of indirection theory given in§3 are in some sense com-
plete: they define a particular class of models in a definitiveway.
Moreover, there seems to be little point in developing alternatives
to the construction we presented in§8, at least in CiC. We view
these facts as powerful evidence that our axioms are the correct
way to characterize current step-indexing models.

10. Bivariant models
Recently, Ahmed has applied step-indexing in a new way to reason
about data abstraction [ADR09]. Our equationK � N × F ((K ×
O) → T) cannot characterize this application because the model
Ahmed used in that work has predicates appearing in negative
positions (the left side of arrows) as well as positive positions; that
is, the functor describing the model is not covariant.

We can extend the theory of indirection to handle such bivari-
ant functors relatively easily. The main change is that the functor
becomes abifunctor, and the mapping function becomes a bimap
where one of the mapped functions is used “backward”:

bimap : (A→ B) → (C → D) → F (A,D) → F (B,C)

bimap idA idB = idF (A,B)

bimap f s ◦ bimap g t = bimap (f ◦ g) (t ◦ s).

With this change to the input, we can produce a version of the
output from§3 whereF (pred) is replaced byF (pred, pred) and
fmap approxn is replaced bybimap approxn approxn.

11. Related work
11.1 Syntactic methods

There is a long history of using syntactic methods to handle indirec-
tion. Early papers on Hoare logic used syntactic representations of
program text to reason about function calls [CO78]. Syntactic ac-
counts of general references have been studied by Harper [Har94],
Harper and Stone [HS97], Wright and Felleisen [WF94], and oth-
ers. Crary developed TALT, a typed assembly language which had
indirection due to both data references and code pointers [Cra03].

The hallmark of the syntactic method, the source of both its
strengths and weaknesses, is that all the objects are definedinduc-
tively and proofs proceed by syntactic induction (on the syntax of
types, expressions, typing judgments, etc.). As a consequence, one
must fix the syntax of types or assertionsin advance. In essence,
one commits to a particular type discipline or program logic.

Such a commitment is not usually troublesome in a type system
for a high level language such as ML since the type structure
follows the term structure closely. However, in low level languages
such as typed assembly language, the type structure can be quite
dissassociated from the program syntax. For Hoare logics there is
not even a pretense of assertions being related to program syntax.
By fixing the syntax of types or assertions in advance, one limits the
possible uses of the logic—unless one builds a complete axiomatic
semantics (essentially a Gödelization of the metalogic).

To avoid the need for a general program logic, one can resort to
tricks to increase the expressivity of the type discipline.For exam-
ple, Crary uses a pseudoinstruction macro for compare followed by
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conditional jump in order to eliminate union types, since his typing
rules for the individual instructions are not general enough [Cra03].

In contrast, using semantic models for types or Hoare asser-
tions, one can perform a kind of “late binding” and extend the
type discipline (or program logic) without disturbing its soundness
proof. Furthermore, if one is careful to avoid direct references to
the syntax of programs in the semantic model, then the types (or
assertions) becomelanguage independent, which means they can
be applied equally well to any programming language that canbe
described in the semantic model. Consider a compiler, wherea pro-
gram may pass through many intermediate languages yet stilloper-
ate on the same memory model. In such a situation the portability
of program assertions is quite valuable; if one knows that a pro-
gram has preconditionP and postconditionQ before compilation,
then one can state that the compiled program still has precondition
P and postconditionQ without needing to reinterpretP orQ.

11.2 Domain theory

Domain theory is an alternate approach to creating semanticmod-
els of programming languages [GHK+03]. Domain theory is pri-
marily concerned with solvingrecursive domain equationsthat de-
scribe the desired form of the model. Using domain theory, one
can construct actual isomorphism solutions to equations such as
pseudoequation (2). Indeed, one can construct models usingdo-
main theory for applications where indirection theory doesnot ap-
pear well suited (e.g.models of the untypedλ-calculus). The price
one pays is that the solution is constructed in some categoryof do-
mains rather than in simple sets. This price manifests in multiple
ways, including cognitive complexity. Importantly, domain theory
does not seem to mesh well with mechanized proof. Mechanizing a
sufficient base of domain theory (e.g., Day’s construction in functor
categories [Lev02]) to tackle the sorts of problems presented here
appears nontrivial, and would likely be difficult to use.

In contrast, our construction fits directly into type theoryand it
mechanizes concisely. Indirection theory buildsapproximatesolu-
tions to (a class of) recursive domain equations without involving
the complicated machinery of domain theory. The price one pays
is the approximate nature of the model, but this price is mitigated
by the related technique of building a modal logic over the model.
Thus we claim that indirection theory is easier to understand, apply,
and mechanize than alternate approaches based on domain theory.

11.3 BI Hyperdoctrines

BI hyperdoctrines are category-theoretic models of higher-order
bunched implications [BBTS07]. BI hyperdoctrines provide: higher-
order logic, the standard BI connectives, recursive definitions, and
impredicative quantification. But the published BI-hyperdoctrine
model does not supportindirection, i.e. the kinds of settings in§2.
The techniques used for domain-theoretic models of indirection
could perhaps be applied to BI hyperdoctrines. Like the domain-
theoretic methods, methods based on advanced category theory are
complex and require a great deal of background in the field to un-
derstand. Mechanizing models based on BI hyperdoctrines would
require considerable effort to build up the required base theory.

11.4 Very Modal Model

Appel et al.’s “Very Modal Model” (VMM) provides a way to
simplify the handling of step-indexing models by building amodal
logic for reasoning about the indexes [AMRV07].

In our current paper we also simplify the application of step-
indexed models, so the techniques are superficially similar. How-
ever, although indirection theory was designed to dovetailwith the
VMM, they are in fact orthogonal and either system can be used
without the other. After Appelet al., both Benton and Tabareau
[BT09] and Ahmedet al. [ADR09] constructed modal models

without indirection theory. Indeed, it is possible and useful to build
a modal logic even when the setting does not have the contravariant
circularities that motivate the current work [BT09, DAB09]. More-
over, although we build a modal logic on top of indirection theory
in §6, one can easily work directly with the axioms.

In addition, the logic constructed in§6 is superior to the one
from Appel et al. because it properly recognizes and handles the
heredity condition. The naı̈ve interpretation of implication found
there does not preserve heredity. This leads to a less elegant reason-
ing because the operator� must be inserted in nonobvious places.
Neither do Appelet al. show how to incorporate the substructural
elements required for separation logic, which we do here.

Finally, the VMM suffers from the same flaw as other step-
indexing models: the construction is hardcoded to a particular do-
main and is difficult to adapt to other settings. Indirectiontheory is
simpler, more powerful, and applies to a wide variety of domains.

11.5 Concurrent separation logic

Both Hobor et al. [HAZ08] and Gotsmanet al. [GBC+07] de-
veloped formulations of a Concurrent Separation Logic withfirst-
class locks and threads. Both presentations use a semantic model of
propositions; however, they take very different paths to handle the
contravariant circularity involved in modeling lock invariants.

Hoboret al.use a purely semantic method that grew out of the
VMM, whereas Gotsmanet al. use a syntactic reification of the
logic to handle the contravariance issue. That is, Gotsmanet al.
associate each occurrence of a concurrent statement (e.g., lock ,
unlock , etc.) with a static handle (a “lock sort”) pointing into
a lookup table of resource invariants. This technique is displeasing
from a mathematical perspective: it is preferable to have a semantic
model that is independent of syntax. Significantly, the syntactic
reification weakens Gotsmanet al.’s model: for example, there is
no polymorphism over lock sorts, so it is impossible to specify the
simple function that takes an arbitrary lock and locks it:

Spec : ∀x, π,R. f : {x
π
 R}{R ∗ x

π
 R}

Body : f(x) = (lock x).

Instead, Gotsmanet al. would have to create one version of this
function for each lock sort and then somehow determine whichone
to call at a given program point. In contrast, indirection theory can
handle this case easily with impredicative quantification overR.

Finally, the models of Hoboret al.and Gotsmanet al.are diffi-
cult to understand. Hobor subsequently made some improvements
in mathematical modularity but the model was still much more
complex than the theory of indirection presented here [Hob08].
We hope that the formulation of indirection theory as a section-
retraction pair (squash-unsquash) makes life easier for the reader.

12. Conclusion
Indirection theory is a new approach to modeling impredicative in-
direction. It is immediately applicable to a wide variety ofsettings
and has an extremely simple, categorical axiomatization. Indirec-
tion theory embeds easily into type theory, and its axiomatization
embeds easily into the simple theory of types (HOL). Finally, it
is powerful: we have used indirection theory as the basis fora
machine-checked soundness proof for the Concurrent Separation
Logic for Concurrent C minor described in§2.7.
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A. Axiomatization in Coq
Module Type TYFUNCTOR.

Parameter F : Type→ Type.
Parameter fmap : forall A B, (A→ B) → F A → F B.
Implicit Arguments fmap [A B].

Axiom fmap id : forall A : Type , fmap (@id A) = @id (F A).
Axiom fmap comp : forall A B C (f:B→ C) (g:A→ B),

compose (fmap f) (fmap g) = fmap (compose f g).

Parameter T : Type.
Parameter Tbot : T.

Parameter other : Type.
End TY FUNCTOR.

Module Type KNOT.
Declare Module TF:TYFUNCTOR.
Import TF.

Parameter knot : Type.
Definition predicate := (knot * other)→ T.

Parameter squash : (nat * F predicate)→ knot.
Parameter unsquash : knot→ (nat * F predicate).

Definition level (x:knot) : nat := fst (unsquash x).
Definition approx (n:nat) (p:predicate) : predicate :=

fun w⇒ if le gt dec n (level (fst w)) then Tbot else p w.

Axiom squashunsquash :
forall x, squash (unsquash x) = x.

Axiom unsquashsquash :
forall n x′, unsquash (squash (n,x′)) = (n,fmap (approx n) x′).

End KNOT.

Module Knot (TF:TYFUNCTOR) : KNOT with Module TF:=TF.
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