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ABSTRACT
In  this  paper,  we  describe  the  techniques  used  for  protecting 
Windows NT and UNIX operating system.  For  each technique 
which these two operating system has adopt, we would evaluate 
them in terms of its strength and weaknesses.

Categories and Subject Descriptors
D.4.6 [Operating System]: Security and Protection

General Terms
Security

Keywords
Security,   UNIX,  Windows  NT,  Hashing,  EFS  (Encrypting 
Filesystem),  Steganographic  File  System  (StegFS),  DEP (Data 
Execution  Prevention),  Address  Space  Layout 
Randomization(ASLR),  Position  Independent  Executable(PIE), 
Execute Disable Bit (EDB), Access Control List, Permissions. 

1. INTRODUCTION
Operating System(OS) is the most important software program in 
the computer. OS helps  to  link the computer  software with its 
hardware to ensure that the computer can function the way it is 
suppose to be. We can look at Operating systems from 2 angles.  
One  is  viewing  it  as  a  system  that  efficiently  manages  the 
resources and second is to view it as an extended machine which 
provides more conveniences to the users.

Operating systems have a very long history and they have been 
heavily utilized in different types of  modern  multiprogramming 
systems  such  as  personal  computer  systems.  There  are  many 
different  modern operating systems that are currently in used in 
different  sectors. In  this  paper  we  would  focus  only  on  two, 
namely Windows NT and Unix. 

The first version of Windows NT (Windows NT 3.1) was released 
in  July  1993  [58]. It  was  designed  for  server  computers  and 
workstations.  Windows NT family  got  gradually  expanded and 
became the main operating system for many Microsoft’s personal 
computers [58]. Windows NT supported security measures such 
as  Access Control List,  Network protocols,  TCP/IP networking. 
Windows NT uses NTFS filesystem which supported: sparse file 
support,  disk  usage  quotas,  reparse  points,  distributed  link 
tracking and file-level encryption also known as Encryption File 
System (EFS) [58].

The  next  chart-topping  contestant  in  the  world  of 
multiprogramming systems is the Unix. It was all started in 1969 
at  AT&T  Bell  Laboratories  when  the  creators  of  Multics 
(Multiplexed  Information  and  Computing  System);  Ken 
Thompson, Dennis Ritchie and co-workers decided to develop a 
new operating system (after a huge failure of Multics) that would 
allow them to test out and play a game called ‘Space Travel’[50].

The  result  was  the  very  first  version  of  Unix  called  UNICS 
(UNiplexed Information and Computing Service) [51].

Unix was first written in low-level PDP-7 assembler language but 
in 1972, Unix was re-written in a high-level language C, which 
was also developed by Dennis Ritchie between 1969-1973 [57].

Throughout  the  years,  as  the  world  became  more  and  more 
dependent  on  computers,  there  was  a  need  to  protect  the 

confidentiality and integrity of valuable datas which are stored in 
those machines. It is up to the Operating System to protect and 
secure these data files and prevent them from getting stolen or 
modified by unauthorized users [51].

Fortunately  many  operating  system  developers  took  this  issue 
seriously and reacted by implementing various types of protection 
systems  and  security  schemes  and  integrated  them  with  the 
operating systems. The goals of these security systems are pretty 
simple.  Table  1  shows  the  different  goals  and  existing  threats 
which are causing these security systems to fail in achieving their 
goals.

As can be seen from the table  above,  from a security  point  of 
view, all operating systems have 4 general goals.

The first goal is about safe keeping the secret datas and preventing 
it from getting revealed and seen by other unauthorized users. At 
the least minimum, operating systems should provide services that 
allow  users  to  exercise  free-will  and  modify  the  permissions 
applied  to  these  secret  datas  according  to  their  own  decision. 
Second goal is to maintain the file integrity, that is to prevent file 
corruptions as a result of modifications. Third goal is to protect 
the system and prevent it from executing services that the system 
is not meant to do. Lastly, the fourth goal is to prevent malwares 
and  other  forms  of  viruses  from entering  into  the  system and 
eventually taking over it. 

Aforementioned threats still exist and modern operating systems 
implement  different  security  techniques  and  use  different 
strategies in dealing with those challenges. In this paper, we will 
be discussing about the techniques which the 2 operating system, 
Windows NT and Unix, has adopted to protect themselves from 
such  threats.  The  techniques  which  we  are  going  to  discuss 
include  user  authentication,  file  system  permissions,  file 
encryption system and lastly memory protection. We would also 
be evaluating each techniques used in terms of their strength and 
weaknesses. 

2. User Authentication 
User authentication is a process use to check if the user logging 
into the operating system is allowed to do so using the credentials 
which he/she has provided [42]. The main way which operating 
system performs  user  authentication  is  through  hashing  of  the 

Table 1: Security goals and threats [51]
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passwords and storing them and its username in a file. Hashing of 
password is a one way function which takes in the password input 
and turning it  into another string of text.  If the input password 
changes by 1 character, the string hashed would be very different. 
If  the  hacker  has  access  to  the  list  of  hashed  passwords  and 
username, it would be hard for him/her to get the password as it is 
hard to crack the hashed password and it would take a some time 
before he can get the correct password that matches the hashed 
password [5]. The next few sections would explore the techniques 
each  operating  system has  used  to  perform user  authentication 
before moving on to discussing the strength and weaknesses of 
those techniques.

2.1 Windows NT
In Windows NT, before a user is allowed to enter his username 
and  password,  he  would  need  to  provide  a  secure  attention 
sequence (SAS) – Ctrl + Alt + Delete [31]. When the user inputs 
the  username  and  password,  it  would  call  the  Local  Security 
Authority (LSA) to hash the password using NT LAN manager, a 
type  of  authentication  protocol,  which  uses  MD4  hashing 
algorithm [45].  LSA would call the Security Accounts Manager 
(SAM)  file,  where  all  hashed  passwords  and  its  username  are 
stored in. SAM, which is stored in C:\Windows\System32\config 
[46], can only be opened by a system account [7] when the system 
is  not  booted  up  [46].  SAM would  compare  the  login  hashed 
password  with  the   hashed  password  it  has  in  its  file.  If  they 
match, it would provide the user's Security Identifier (SID) [9]. 
SID contains all the user's id, all the groups which user is in and 
the privileges of the user [20].

2.2 Unix
Unix, on the other hand, hashes the password using 3 different 
fields. The first field is used to identify which hashing algorithm is 
used  –  MD5,  Blowfish,  Eksblowfish,  Sha-256,  Sha-512.  The 
second  field  consists  of  the  salt  value,  a  randomly  generated 
number.  And  the  last  field  consists  of  the  hash  value  of  the 
password  and  salt  value  [39].  This  hashed password  would be 
stored  in  file  under  /etc/passwd.  The  /etc/passwd  file  has  a 
standard format as seen in Figure 1 [22]. 

Each fields separated by a colon(:)

a. root : username

b. * : hashed password 

c. 0: user ID linked to username(uid)

d. 0: group ID which username is in(gid)

e. System Adminstrator: holds any data(gcos-field)

f.  /var/root : user's home directory(home-dir)

g. /bin/sh : program environment that user uses(login-
shell)

Strength & Weaknesses 
In  Windows  NT,  SAS  is  use  to  provide  a  protection  towards 
Windows  NT from  Trojan  Horse-type  programs  [35].  Trojan 
Horse-type programs are  programs which does  the opposite  of 
what it claims to do [36]. In this case, it introduces more virus 
instead  of  clearing  it  [2]  SAS  also  ensures  that  only  trusted 
sources are accessing the system and not an application trying to 
get the information regarding its users [11]. Information stored in 
SAM would be protected through the use of System Key. System 
Key helps to ensure that SAM is secure using strong encryption 
techniques [30].

In UNIX, the salt value it would help to strengthen the hashed 
password as the salt value generated is random [39]. This makes it 
hard  for  attackers  to  get  the  hashed  password  as  they  need  to 

guess the password and also the salt value before they can hash it 
to match the hashed password. 

3. File System 
File System controls how files are named, where they are stored to 
allow easy access to them when the user wants to access them 
[44]. In Windows NT, the file system which they adopt is known 
as New Technology File System(NTFS). In Unix, the file system 
is known as Unix File System. 

3.1 File System Permissions 
File  System Permissions are usually associated with directories 
and  files  in  the  operating  system.  With  permissions,  it  would 
ensure that only users who are authorized to access the files or 
folders can access them [27]. Permissions are usually linked to 
access control list(ACL) in the operating system. As every access 
control  list  allow  the  operating  system  to  know  who  has  the 
permission  to  access  the  file  or  folder  [41].  The  next  section 
would discuss  about  the permissions which  Windows NT and 
Unix adopt to protect the files stored in its system. 

3.1.1 Windows NT
NTFS  employs a set of common permissions which are shared 
among   files  and  directories.  These  permissions  include:  full 
control, modify, read and execute, read and lastly write [49] as 
seen in Figure 2. 

a) Full control: able to do anything to do the file.

b) Modify : able to edit files and folders.

c) Read  and  execute:  view the  contents  of  the  files  and 
folders, and run programs in the folder

d) Read: view contents of folder and open files and folders.

e) Write: create and edit files and folders

In Windows NT, authorization to files take place through the use 
of  Security  Reference  Monitor(SRM) [10].  SRM is  to  prevent 
unauthorized access of files and directories [62]. When the user 
successfully logs into Windows NT, a security access token (SAT) 
is created. SAT would consists of the SID which is found when 
the user has finished with user authentication [41]. When the users 
wants to access the file, it would take the SAT and ensure that it 
exists in the ACL of the system. If it exists, the user would by 
allowed to access the file/folder [19].

Figure 2: Windows NT - File Permissions

Figure 1: Unix /etc/passwd File
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3.1.2 UNIX 
In  Unix,  every  time  a  file  or  directory  is  being  access,  a 
verification of his identity is done [10] through the use of access 
control list. Unix file and directory is in the form as seen in Figure 
3. 

If the file is a directory, the first bit would be d, seen in the first 
image. Otherwise it would be -, seen in second image. The next 3 
bits is used to show the access which the user have. Followed by 
the next 3 bits is used to show the access which the group have. 
Then next 3 bits is used to show the access which others have 
[32].

If the file is a directory, r(read) would mean having access to read 
the contents of the directory. w(write)would mean being able to 
write  to  the directory. x(execute)  allowed to enter  to  directory. 
Otherwise,  r(read) would mean having access to read the contents 
of the file. w(write) would mean being able to write to the file. 
x(execute) allowed to execute the file as a program [32].

When the user logs into the system, a user ID is recorded together 
with the authorization [48] that the user can do to files in a file. 
When the user tries to access a file, its user ID is checked against 
the entries in the ACL. If there is a matching entry in the ACL 
with the user  ID,  the user  would be granted access  to  the file 
according to its permissions [8].

3.1.3 Strength & Weaknesses
In Windows NT, it uses a B-tree structure to access files in large 
folders  [17].  B-tree is  a way of keeping and managing files to 
reduce the time spent on searching for those files [43]. Windows 
NT's  SRM  protects  all  files  in  the  system  from  unauthorized 
access  and  modification  to  them.  For  example,  only  allowing 
users who can access the files to enter and add modifications to 
the files. 

In Unix, the default permissions given to a newly created file or 
folder is everyone is able to view the item to facilitate in sharing 
of the file/folder. However, this might cause a problem as there are 
certain  files  which  the  user  do  not  want  other  people  to  have 
access to view them [52].

3.2 File Encryption System
Current operating systems provide users a way to specify access 
policies  for  their  files  and  directories  which  is  also  known  as 
Discretional Access Control (DAC). For instance, while windows 
employs a common set of permissions which are shared among 
files  and  directories  according  to  owner's  specification,  Unix 
allows users to set read,  write,  execute permissions for groups, 
users  and  others.  Implementing  the  access  controls  mechanism 
alone cannot guarantee to maintain the confidentiality and security 
aspect  of the file systems because if  these datas are stolen,  the 
security  protection  of  these  files  may  be  compromised  [18]. 
Therefore, access controls are often coupled with file encryption 
systems to further improve security. Different operating systems 
implement  various  file  encryption  systems,  some of  which  are 
Cryptographic  File  System  (CFS)  for  Unix,  Transparent 
Cryptographic File System (TCFS) for Linux and Encryption File 
System (EFS) for Windows [15].

The following section discusses how Unix’s CFS and Window’s 
EFS are implemented as well as their effectiveness in protection 
the system.

3.2.1 Windows NT
Windows implements a type of file encryption system called the 
Encrypting  File  System(EFS).  According  to  the  Microsoft, 
"Encrypting File System (EFS) is a feature of Windows that you 

can use to store information on your hard disk in an encrypted 
format”[29].  It  uses  a  public-key  system  to  encrypt  the 
files/directories  on  NTFS  file  system  that  contains  important 
informations [18].

It was first introduced in version 3.0 of NTFS [56]  which is the 
default filesystem of Windows NT family[18].

EFS  is  a  filesystem-level  encryption  which  allows  users  to 
transparently [59] encrypt the files in order to protect confidential 
datas, thus preventing unethical hackers with physical access to 
the computer from stealing/gaining access into the files.

EFS uses randomly generated File Encryption Key (FEK) which 
is a symmetric key used in both encryption(using Data Encryption 
Standard  (DESX) which  is  the  enhanced  version  of  DES)  and 
decryption of a file [61]. The reason behind using symmetric key 
cipher  and  not  asymmetric  key  cipher  is  to  speed  up  the 
encryption and decryption process of large files and datas [25]. 
The FEK which is used in encrypting the file is in turn encrypted 
with a public key of a public key encryption pair [25]. In order to 
decrypt an encrypted file, firstly, the related private key of a public 
key encryption pair must be used to decrypt the encrypted FEK 
found  in  the  header  of  the  encrypted  file  [25].  Then  use  this 
decrypted FEK to decrypt  the file.  This  means that  in  order  to 
decrypt the file, the key pair must be available and this key pair is 
only accessible by user who has the user ID and password [25]. 

Figure 4 and 5 show how the Encrypting File System encrypt data 
files.

Figure 3: UNIX - File Permission

Figure 5: Generation of an Encrypted Data File[21]

Figure 4: Operation of Encryption File 
System [53]
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From the figures above we can see that EFS uses randomly 
generated File Encryption Key(FEK) which is a symmetric key 
used in both encryption(using Data Encryption Standard(DESX) 
which is the enhanced version of DES) and decryption of a file 
[61].The reason behind using symmetric key cipher and not 
asymmetric key cipher is to speed up the encryption and 
decryption process of large files and datas[25].The FEK which is 
used in encrypting the file is in turn encrypted with a public key of 
a public key encryption pair [25]. In order to decrypt an encrypted 
file, firstly, the related private key of a public key encryption pair 
must be used to decrypt the encrypted FEK found in the header of 
the encrypted file [25]. Then use this decrypted FEK to decrypt 
the file. This means that in order to decrypt the file, the key pair 
must be available and this key pair is only accessible by user who 
has the user ID and password [25].

We can  see  that  EFS  uses  both  symmetric  (using  one  key  to 
encrypt and decrypt the files) and asymmetric (two keys are used 
to protect the encryption key) cryptography[21].

3.2.2 UNIX 
Unix file system on the other hand, uses a different approach in 
protecting  the  user’s  files.  It  implements  a  system  known  as 
Steganographic  File  System  (StegFS)  where  the  datas  in  the 
protected  directory/file  are  not  only  encrypted  but  also  hidden 
from  the  unauthorized users  [37]  making  the  encrypted  datas 
(ciphertext) unretrievable and unaccessible by the adversary who 
do not own the password or access key to the file/directory even 
though  they  managed  to  get  full  access  into  software  and 
hardware[15].

StegFS is designed such that it does not only block unauthorized 
users from gaining access into the file, but also to prevent loss of 
datas and prevent file integrity from damaging [37]. It hides the 
files and directories by not storing their metadata (File details such 
as file size, location, timestamps, etc) in the central directory of 
the file system [37]. Instead they are encrypted and stored in a file 
header. This file header is then stored in a random memory block 
[37].

To get this random block number, StegFS provides a hash value 
which is computed using the access key and the file name and 
supplying them into the pseudorandom block number generator.It 
also checks whether a block is occupied by using bitmap. Once 
the file system found a free block, the file header will be stored 
there.  The  subsequent  data  blocks  for  the  file  are  allocated 
randomly into the free blocks [37]. The file header’s location and 
accessibility of the directory/file  are only made available to the 
authorized user who possesses the correct access key.

StegFS therefore guaranteed the confidentiality  and integrity of 
contents in all hidden files.

3.2.3 Strength & Weaknesses 
Windows’ EFS can protect the confidentiality of the user's files, 
documents and folders from an unauthorized intruders. However, 
since it involves chains of encryptions, if one important key is lost 
due to system failure or reinstallation, the user may no longer be 
able  to  access  these  EFS-encrypted  files  in  the  system  in  the 
future. For example, if the hash of user’s password is lost due to 
system failure, the user’s key which is required in decryption of 
the  key-pair  that  encrypts  the  FEK,  can  never  be  recovered 
resulting in permanent lost of encrypted datas [6].

While  EFS  only  provides  file  encryption,  Steganographic  file 
system on the other hand provides extra security measure. It does 
not only maintain the confidentiality of the file but also provides a 
property  of  concealment.  This  plausible  deniability  mechanism 
which  cannot  be  found  in  the  EFS  is  the  main  goal  of 
Steganographic file system[15]. According to Anderson, Needham 

and Shamir (1992), this mechanism aims to provide a "secure file 
system where the risk of users being forced to reveal their keys or 
other  private  data  is  diminished by allowing the users  to  deny 
believably  that  any  further  encrypted  data  is  located  on  the 
disk”[1].

Only a user with correct password can access these files whereas 
attacker who does not have these passwords would not be even 
able  to  tell  whether  the  files exits  or  not  even  if  they  have 
complete control of the hardware and software [15].

This  mechanism  is  therefore  mainly  to  counter  "rubber-hose" 
cryptanalysis, in which the attacker extract cryptographic secrets 
from the user by force/torture [54].

4. Memory Protection
It is very crucial for every operating system to protect memory 
from being maliciously used by the hackers through a well-known 
exploitation methods such as buffer overflow exploitation. In this 
section,  we  focus  how  different  operation  systems  protect  the 
system against buffer overflow. But before we can talk about how 
buffer  overflow  techniques  are  prevented  in  Windows  NT and 
Unix, we must first understand how a buffer overflow is exploited.

Cowan and coworkers (2013) state that the main objective of a 
buffer overflow attack is to exploit the function of system’s core 
processes by overwriting it with malicious codes and then taking 
control over that program, and eventually controlling the entire 
system [4]. In general, this implies that attackers must acquire the 
memory locations(memory addresses)  of  targeted functions and 
processes such as memory locations of the return EIP(Extended 
Instruction  Pointer)  address.  Once  the  attacker  get  hold  of  the 
memory address of important data structure and where the return 
addresses  are  stored,  overwrite  those  with  a  shellcode  pointer 
address which will eventually point to shellcode and spawn the 
shell.

The followings briefly describe the techniques involve in buffer 
overflow exploitation:

1. Locating input  shellcode address

In order for the program to jump to the specific target 
address (shellcode address in this case) and execute the 
shellcode,  the  adversary  must  include  an  address  that 
points  to  the  shellcode  (known  as  shellcode  memory 
address  pointer)  in  the  input  data  so  that  when  the 
program read  the  address,  it  will  jump  to  that  target 
address  and  subsequently  shellcode  will  be  executed 
[13]. We will further discuss on how modern operating 
systems prevent  attackers  from locating  the shellcode 
address in the section 4.1.

2. Overwriting Data Structure

Attacker  must  also overwrite  some important  parts  of 
data  structure  (such  as  heap,  stack,  etc)  where 
instruction  addresses  are  stored,  read  from and to  be 
jumped to.  For  example,  overwriting data structure is 
stack  where  return  EIP  address  is  stored.  This  EIP 
address  is  returned  whenever  a  function  finished 
executing. Therefore, if the attacker can overwrite this 
EIP address  with  shellcode  address,  the  program will 
effectively  jump  to  that  address  and  ultimately 
executing the shellcode [13]. Section 4.2 would  discuss 
how Windows NT and Unix defend against  the  this 
exploitation.

4.1 Protecting the Locating Input Shellcode 
Address – Address Space Layout 
Randomization (ASLR)
Address Space Layout Randomization (ASLR) is a technique used 
to  fortify  the  system  against  buffer  overflow  attacks,  such  as 

4



stack-based  exploitation  and  help prevent  shellcode  from being 
executed  by  randomizing  the  modules’  location  and  memory 
structures [12].

There  is  a  need  to  randomize  the  locations  of  modules and 
processes  because  most  core  processes  are  loaded  into  the 
same/predictable locations in the memory when the system starts 
up. Therefore, the attacker can input streams of data in an attempt 
to overwrite some  memory  instructions (e.g. return EIP address) 
which their memory address is already known to the attacker, with 
other instructions to jump to [3].

This implies that attacker must overwrite the system instructions 
with useful instructions which will  eventually lead the program 
execution to the memory address where the shellcode is. Without 
ASLR, the attacker knows where the shellcode is when he loaded 
it  into the system.  A good example would be  Linux 2.2.x.   In 
Linux 2.2.x, the stack of every progress starts at exactly the same 
address.  This  makes it  very easy for  the attacker  since he can 
predict where the shellcode resides in the stack when it is loaded 
into the system [3].

Therefore,  in order to prevent program execution from jumping 
to  a  target  specific  addresses  (i.e.  address  which  shellcode 
memory  address  pointer  is  pointing  to)  and  subsequently 
executing the malicious shellcode and spawning a shell, modern 
operating  systems  implement  ASLR,  where  in-memory  data 
structures, such as heap,  stack,  libraries and other modules which 
are  often  victims  of  buffer  overflow exploitation  are  randomly 
placed  in  memory. By randomizing  the  location  where  system 
executables  are  loaded  into  memory,  it  will  cause  exploit 
techniques to have a lesser chance in succeeding.

4.1.1 Windows NT
Older  versions of Windows do not implement ASLR hence the 
core  processes  of  those  systems  often  loaded  into  standard 
predictable memory locations.  It was only introduced in Windows 
Vista and subsequent  releases  of  Windows [24].  ASLR is  only 
enabled by default  for  certain applications in some versions of 
Windows which means it is Opt-in. It can be fully enabled (1) or 
disabled  (0)  by  editing  registry  entry  "HKLM\SYSTEM\ 
CurrentControlSet\Control\SessionManager\MemoryManagement
\MoveImages” [12].

4.1.2 UNIX
In  UNIX,  addresses  are  randomized  through  a  compilation 
scheme  called  Position  Independent  Executable(PIE)  and  only 
executables  compiled  as  PIE  are  positioned  randomly  in  the 
memory  by  the  ASLR.  These  machine  instruction  codes  are 
executable regardless of their location in the memory stack [33].

4.1.3 Strength & Weaknesses 
The  effectiveness  of  ASLR  in  protecting  the  system  against 
exploit attempts in which the attackers take advantage of known 
memory  locations  of  process  areas  (data,  heap,  libs,  text,  etc) 
largely depends on the entropy (the “randomness”) [14]. In other 
words, how randomly can the ASLR place these processes in the 
memory  data  structures,  such  that  it  reduces  the  possibility  of 
attackers guessing the right locations of the targeted core process. 
In  addition,  the  effectiveness  also  depends  on  the  Range  of 
entropy (the range of all possible values where each processes can 
be located). This range of entropy in turn hugely limited by the 
number of bits available for address randomization. Especially in 
32-bit  architectures,  there  are  only  16  bits  available  for 
randomization. Shacham and co workers  (2004) assert "… 16 bits 
of address randomization can be defeated by a brute force attack 
within minutes"[47]. We can see that,  though ASLR was to be 
implemented here, its effectiveness is very low because even brute 
force attack would only take a few minutes in finding the location 
of  the  target  process  in  the  memory  structure.  But  with  larger 
memory space, ASLR will be considerably effective as having a 
huge  range of entropy will discourage the attackers. Unix’s 32-

bits PaX’s ASLR faces such problem because it only offers 2^16 
possible  locations  for  the  executables[55].  In  Windows  8,  to 
increase the range of entropy, an additional opt-in feature called 
High Entropy ASLR (HEASLR) was added [60]. HEASLR makes 
use of 64 bit address space and assigns more bits to entropy hence 
drastically  increasing  the  number  of  memory  address  bits 
available for ASLR to randomize. Processes can opt in to either at 
compile time(\DYNAMICBASE) or at  load time (ForceASLR). 
[63].

Figures  6  and  7  show  how  the  memory  addresses  of  global 
variables, text segment, dlls, stack and heap upon execution of the 
program in different operating systems: 64-bit OS X(Unix) and 
Windows 8.

From the figure 6 above,  we can see that  only in  OS X(Unix) 
ASLR  randomizes  the  memory  address  of  the  modules. 
Approximately  20bits  of  memory  address  are  being  used  in 
randomization. However, in figure x.x.2,  the memory addresses 
remain constant. Windows 8 does not randomize memory address 
space by default since it uses Opt-In approach rather than Opt-
Out. This actually causes Windows security to be wide open to the 
attackers  who  just  need  one  part  of  memory  that  is  not 
randomized  to  exploit  a  buffer  overflow.  Nevertheless,  as 
mentioned above, ASLR can still be enabled for the whole system.
[13]

Secondly,  ASLR  is  only  effective  if  the  operating  system 
implements full-ASLR. It is widely known and accepted that even 
if there is one area (new plugins or third party extensions) which 
is not randomized, attacker can use that non-randomized area to 
bypass  ASLR  and  use  that  process  in  attacking  the  operating 
system.  This  has  been  a  main  recurring  problems in  Windows 
since third party softwares does not use ASLR. To counter that 
Windows introduces a feature named Force ASLR in Windows 8 
[34]. Its responsibility is to ensure all processes are randomized 
even  new non-ASLR plugins  and  extensions  are  forced  to  use 

Figure 6: [MAC OS X] Memory address of system modules 
and program variable upon execution

Figure 7: [Windows 8] Memory address of system modules 
and program variable upon execution
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ASLR. This ensures  all  processes are randomized.  Unix on the 
other hand, forces every process to use ASLR. However, it has its 
own  set  of  problem.  In  Unix,  for  a  particular  program  to  be 
compatible with ASLR, the executable has to be compiled as a 
Position Independent Executable (PIE). Executables that are non-
PIE will not benefit from ASLR protection. This means for Unix 
to fully randomized all of its processes, all executables have to be 
compiled as PIE. But compiling all executable as PIE will result 
in bad performance too. According to Payermathias (2012),  on 
32-bit  x86  architecture  where  there  are  limited  number  of 
registers, the increased security comes at a performance price of 
up to 26% [38].

Therefore, as we can see ASLR alone is not enough in protecting 
the system’s memory from all sorts of exploits and attacks. Most 
of  the  operating  systems  combine  ASLR with  Data  Execution 
Prevention in ensuring that the system is not vulnerable to exploits 
which we will explore in the next section.

4.2 Protecting Data Structure Overwrite – 
Data Execution Prevention (DEP)
DEP is  a  security  feature that  is  included in modern operating 
systems. It forces certain structures, areas of memory including 
the stack,  to be marked as "non-executable" or  “executable".  It 
only  allows  datas  in  the  area  of  memory  marked  with 
“executable”  to be executed by services,  programs and drivers, 
etc. An exception will be generated if the program tries to execute 
the code from the DEP-enabled memory page(i.e: non-executable 
memory area) and eventually program is terminated [28].

This  prevents  malicious  exploits  that  tried  to  inject  executable 
shellcode into the memory and run the malicious code.

4.2.1 Windows NT
DEP is already enabled in the default setting in Windows systems. 
The  user  may  also  choose  to  disable  DEP for  all  modules  or 
enable it for all modules and disallowing all users from switching 
it  off.  This  can  be  done  via  changing  the  value  of  the  flag 
/noexecute in the C:\boot.ini configuration file. The flag can take 
either of the following values [26]:

• OptIn—In this mode of operation DEP is enabled only 
for processes that explicitly opt-in to DEP. This is the 
default configuration for client operating systems such 
as Windows XP and Windows Vista.

• OptOut—In this mode of operation DEP is enabled by 
default for all processes except those that explicitly opt-
out of DEP. This is the default configuration for server 
operating  systems such as  Windows Server  2003 and 
Windows Server 2008.

• AlwaysOn—In this  mode of operation DEP is always 
enabled  for  all  processes  regardless  of  whether  the 
program is compatible with DEP or not.

• AlwaysOff—In this mode of operation DEP is always 
disabled for all processes.

DEP system in Windows is implemented in 2 ways: Hardware-
enforced DEP and Software-enforced DEP [16].

The main difference is that in Hardware-enforced DEP hardware 
processors are used in marking memory locations with an attribute 
whether  it  is  executable or non-executable and these hardwares 
can raise an exception when the program tries to execute from the 
memory page marked “non-executable”. Such hardwares are "no-
execute  page-protection  (NX)  processor"  and  the  "Execute 
Disable Bit (XD) feature”.

Software-enforced DEP completes the Hardware-enforced DEP as 
these  specially  designed  softwares  are  responsible  for  blocking 
and  preventing  execution  of  codes  that  exploit  the  exception-
handling mechanisms in Windows [16].

4.2.2 Unix
UNIX machines, in particular, MAC OS X with Intel processors 
implements DEP via its XD (eXecute Disable) bit also known as 
Execute Disable Bit  (EDB). It  is enabled by default.  User may 
verify  by  typing  the  following  in  the  terminal  "sysctl 
kern.nx”[34].

DEP is enabled for that particular system as shown in Figure 8. 
“0” if it is disabled. 

4.2.3 Strength & Weaknesses
DEP prevents attackers from direct execution of codes from non-
executable memory regions. The effectiveness of DEP depends on 
whether  the  attacker  can  exploit  the  codes  that  are  not  DEP-
enabled or whether the attacker can turn the inject codes into an 
executable  [23].  Therefore,  in  many  operating  system,  DEP 
without ASLR is considered quite useless because it is often very 
easy  for  attackers  to  exploit  on  the  codes  that  are  in  modules 
(DLLs  and  EXEs)  which  are  loaded  at  predictable  memory 
locations  in  the  address  space  of  a  process.  Such  exploitation 
technique  is  called  Return-oriented  programming  (ROP)  where 
attackers  look out  for  small  segments  of  codes known as  ROP 
gadgets which contains memory instructions followed by a return. 
Linking  these  short  instruction  code  segments  together  in  the 
stack  before  the  return  from  a  function  to  direct  program 
execution  to  targeted  memory  location  [40].  In  fact,  there  are 
many ways to  defeat DEP but the main idea behind bypassing 
DEP is to exploit the codes from loaded modules to invoke system 
functions such as VirtualProtect in order to turn attacker’s data 
into executable.

Hence, DEP prevents exploitation techniques to a certain extent 
but  not  strong  enough to  prevent  other  forms  of  exploitations. 
Hence, in many operating system, DEP is coupled with ASLR so 
that  system  can  prevent  stack  smashing  techniques  and  other 
buffer overflow exploitations.

5. Conclusion
In this paper we have compared the different techniques which 
Windows NT and Unix have adopted in ensuring that their system 
is secure. After comparing the differences between each operating 
system in terms of user authentication, file system permissions, 
file encryption system and lastly memory protection, we can see 
that  security  is  the  utmost  priority  for  many  os.  The  security 
techniques  which  this  paper  have  discuss  consist  a  small 
proportion of security measures. As operating system release new 
versions, new measures would be implemented to ensure that the 
operating system would be secure. 
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ABSTRACT 
Attacks on information technology (IT) infrastructure of 
organisations have become increasingly prevalent. Malicious 
attackers are using sophisticated techniques to cause damage. 
Thus, businesses should exercise precaution and care in ensuring 
that their IT infrastructure is secure from attacks. This paper 
examines popular operating systems under common attacks to 
determine which OS offers best security for computers used by 
businesses. The OS studied are Microsoft Windows, Mac OS, and 
Linux (UNIX) and the attacks considered are distributed denial of 
service (DDoS), buffer overflow, and side-channel attacks. 
Literature review on existing research was performed alongside 
independent tests on operating systems. A careful analysis and 
evaluation of our data shows that Windows OS offers the best 
defence under these attacks. Furthermore, the conclusion can be 
drawn that all computers are vulnerable to side-channel attacks 
regardless of the operating system used. Thus, a business needs to 
seamlessly integrate physical security and OS-based security to 
guard against malicious attacks. This study hopes to stimulate 
further investigations into attacks on computers.   

Categories and Subject Descriptors 
D.4.0 [Operating Systems]: Security, Windows, Linux, Macintosh 
General Terms 
Security 

Keywords 
Windows NT, Linux, UNIX, Macintosh, Operating System 
Security 

1.! INTRODUCTION 
Successful attacks on information technology infrastructure are 
detrimental to the revenues and reputation of a business. For 
example, the devastating cyber-attacks on Sony Pictures at the 
start of this year are estimated to have cost millions of dollars to 
the company [1]. As such, businesses should exercise due 

vigilance and caution when developing their information 
technology infrastructure. In this paper, we survey, analyse, and 
evaluate which operating system offers the best defence against 
various attacks. Thus, we consider which operating system is best 
suited for a start-up which seeks to secure itself against such 
attacks. 

In computing, an attack is “any kind of malicious activity that 
attempts to collect, disrupt, deny, degrade, or destroy information 
system resources or the information itself” [2]. We classify 
attacks by whether they require a malicious attacker to have 
physical access to the computer or whether they can be conducted 
remotely (see Figure 1).  

To assess the damage of each attack, we use the Confidentiality- 
Integrity-Availability (CIA) triad. Confidentiality is the capability 
of the computer system to protect secure information from 
unauthorised parties. Integrity is the ability of the computer 
system to ensure that only authorised personnel can modify the 
secure data in an unauthorised way. On the other hand, 
availability ensures that data is available to authorised personnel 
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Figure 1. Classification of Attacks 

Figure 2.  Confidentiality-Integrity-Availability Triad 
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at all times [3]. We compare which aspect of the CIA triad is 
compromised in each attack. 

 

 

 

  

   
A device runs on an operating system (OS) which manages both 
the hardware and the software and provides protection against 
unauthorised users. The most common operating systems are 
Microsoft Windows, Mac OS and Linux (a UNIX variant).  

Microsoft Windows is designed for hardware and software 
portability. It consists of a graphical operating system shell for the 
MS-DOS operating system and possesses processor-independence 
and multi-processing capabilities [4]. 

Mac OS, developed by Apple, is designed to provide a seamless 
interaction between the user and his computer.  It consists of an 
XNU Kernel, which is derived from FreeBSD (a UNIX-like OS) 
coexisting with the Darwin operating system at the lowest level 
and an Aqua interface at the top [5]. 

Linux refers to a family of free and open source operating system 
that is centred upon the Linux Kernel. Unlike Windows, it does 
not contain a graphical operating system shell. However, it 
supports pre-emptive multi-tasking and can be easily ported to 
other computer hardware [6].  

In this paper, we consider how the aforementioned operating 
systems respond to three main attacks. They are distributed denial 
of service, buffer overflow attacks, and side-channel attacks. 

2.! DISTRIBUTED DENIAL OF SERVICE 
2.1! Distributed Denial of Service 
Denial of Service (DOS) occurs when an attacker attempts to 
prevent legitimate users from accessing a service or information 
[7].  The attacker targets a victim with finite resources (e.g. 
bandwidth) and must be able to consume the resources faster than 
it can be replenished [8].  While attacks can occur from a single 
host network (denial of service), it is more common to create an 
attack by directing numerous malicious hosts to send an avalanche 
of packets to overwhelm the victim (distributed denial of service). 
Such attacks are popular as they are easy to conduct, effective, 
inexpensive and difficult to trace the attacker [8]. 

DDOS attacks can be classified by the protocol levels that are 
targeted.  In transport-level DDOS attacks, the attacker targets the 
network links between the server and the Internet or client and 
Internet by sending large volume of traffic to deplete bandwidth 
[9]. For example, Internet Control Message Protocol (ICMP) is an 
important protocol in the Internet Protocol Suite which is used to 
generate error messages to source IP address. It sends a ping to 
determine whether a particular host is accessible. When a machine 
receives an ICMP ping, it is forced to reply with an ICMP echo 
reply. An attacker could utilize this to send an avalanche of ping 
messages to the victim. The victim will then exhaust his time and 
network bandwidth replying to the pings, which leads to DDoS 
[8]. This type of attack is known as reflection-based flooding 
attacks. Other forms of attacks include protocol exploitation 
flooding attacks, and amplification-based flooding attack [9]. 

In application-level DDOS attacks, the attacker exhausts the 
server resources of the user and causes disruption to the services. 
He could target the system memory resource by crashing the 
software handling the network or he could seek to target the CPU 
of the system by sending complex queries that the CPU is unable 
to process [9]. For example, Domain Name Service (DNS) 
translates a domain name into a network address that connects to a 
host. While a request for a network address could be small, it 
yields a very large response. The attacker could spoof the return 
address to that of the victim and request the domain name servers 
for a lookup of an address. The replies returned by the servers 
overwhelm the victim’s machine and make it inaccessible [8]. 
Such an attack is known as DNS Amplification Attack. Other types 
of attacks include slow response attack, asymmetric attacks, and 
request flooding attack [9].   

A variety of attack tools, such as Trinoo, TFN, Stracheldacht, can 
be used to conduct an attack [10]. The attacker searches for 
vulnerable hosts on the network using various scanning 
techniques. He could use a worm, program that automatically 
propagates itself from one vulnerable machine to another, to 
spread his attack tools quickly.  The attacker now has an army 
which consists of the bot, which control the vulnerable machine, 
and botnet, which controls the network of machines [8]. 

2.2 Defence against DDOS 
In this section, we will consider how each operating system can 
defend itself against a DDOS attack. 

2.2.1. General Defence 
Some common defence against DDOS include limiting the 
number of used hosts and ports, disabling IP broadcast, installing 
latest patches, possessing a firewall and chaining IP addresses 
proactively within a pool of homogenous servers (IP hopping). 
Such measures can be take place across various operating systems 
to defend against attacks [8]. 

2.2.2 Filtering Techniques 
Devices can employ ingress filtering or egress filtering to filter 
out suspicious packets. For example, ingress filtering drops traffic 
with IP addresses that do not match a domain prefix connected to 
the ingress router. Egress filtering is an outbound filter, which 
ensures that only assigned or allocated IP address space leaves the 
network. While both methods prevent IP spoofing, they are 
limited against attacks from real IP addresses. Similarly, router-
based filtering system and capability-based methods can also be 
employed [8]. 

2.3! Response of Operating Systems to DDOS 
Attacks 
In this section, we compare the performance of the operating 
systems when they are subjected to the same DDOS attacks.  

2.3.1. Response of Windows and Mac OS 
against ARP Flood Attack  
A study at University of Texas compared how Windows 7 and 
Snow Leopard OS reacted to an ARP flood attack [11]. We see 
that processor utilization crashes to zero for the Snow Leopard 
soon after traffic is increased. This shows that Windows better 
protection against ARP flood attacks (see Figure 4).  
 

Figure 3. Popular Operating Systems 
Operating Systems 
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Figure 4. Processor Utilization of Windows and 
Mac OS against ARP Flood Attack 

 
2.2.2. Response of Windows and Mac OS against 
TCP-SYN Flood Attack 
The same study compared how Windows 7 and Snow Leopard OS 
compared when subjected to TCP-SYN flood attack. It found that 
Snow Leopard OS reached processor exhaustion levels while 
Windows rose to 40% and remained stable thereafter. Thus, 
Windows offers better protection against TCP-SYN flood attacks 
[11] (see Figure 5).  
 

  
Figure 5. Processor Utilisation of Windows and Mac OS 

against TCP-SYN Flood Attack 

2.2.3 Response of Windows and Linux against 
UDP Flood Attack   
Research studies conducted in New Zealand subjected Linux and 
Windows to UDP Flood Attack. It was found that both Linux and 
Widows offer similar CPU Utilization against attacks. However, 
Linux offers better stability when subjected to attack as it 
remained steady during the period of attack while Windows 
constantly fluctuated (see Figure 6) [12].  
   

Figure 6. Processor Utilization of Windows and Mac OS 
against UDP-Flood Attack 

2.2.4 Summary of results 
Broadly, the results show that Windows and Linux offers better 
performance compared to Mac OS. There are many factors for 
this. One possible reason is due to software flaws in Snow 
Leopard that prevent zalloc entries from being freed up and 
greater Windows control over half-connections [11]. Linux offers 
similar protect against DDOS. However, its relatively greater 
stability could be due to its open source nature which allows 
greater analysis of source code. 

2.3 Summary 
DDoS breaches the availability component of the CIA triad as it 
prevent computer systems from ensuring that information is 
available at all times.  

We recommend that those businesses consider purchasing Linux 
or Windows to guard against possible DDOS due to the better 
protection that they offer.  

3.! BUFFER OVERFLOW ATTACK 
3.1! Buffer Overflow Attacks 
Buffer overflow attacks refer to a class of attacks where a 
program extends beyond the buffer and overwrites adjacent 
memory locations. Buffer is the area of the memory allocated to a 
program to hold data. Buffer overflow can be classified into stack 
buffer overflow and heap buffer overflow. Stack refers to the 
unallocated area of memory where extra inputs are stored. 
Meanwhile, heap refers to the allocated memory space where 
dynamically created variables are stored. The attacker can 
manipulate stack buffer overflow and heap buffer overflow to 
execute malicious code [13].  

Programs execute with the use of stacks and heaps. These 
structures manage the way functions call one another and pass 
parameters. Typically, when a program starts to run, a contiguous 
section of memory is allocated to it. When a function call is made, 
a stack frame will be created and the system pushes various 
elements onto the stack. Subsequently, the arguments, variables 
and then the return pointer will be pushed onto the stack [14]. 
However, when an input with a size more than the allocated buffer 
is entered, the return address gets overwritten. The following C 
program illustrates uncontrolled stack overflow. Figure 7 shows 
the respective results obtained when different inputs are provided. 
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When the user inputs a string greater than 10 characters, the 
program overwrites all the bytes adjacent to the allocated buffer. 
A segmentation fault is caused when the program attempts to read 
the next instruction from the previous location of the return 
address. This is illustrated in the figure below.  

In a buffer overflow attack, the return address is often overwritten 
with malicious code which is executed when the program reads 
the memory [15]. 

3.2! Defence against Buffer Overflow Attack 
In this section, we will explore the various techniques that will 
allow us to prevent the buffer overflow attack.  

3.2.1! General Defence 
Buffer overflow attacks are often due to poor programming 
practices.  Better programming techniques can minimize areas for 
exploitation.  Programmers need to exercise caution when using 
languages such as C and C++ as they do not have default checking 
for overwriting of memory. Programmers can utilise bounds 
checking and proper functions and libraries to minimize such 
attacks. A list of string-safe functions can be found in Appendix B 
Table 1. 

3.2.2! Canaries 
Canaries are known values, which are inserted into the stack just 
before the return address. When the function returns, the value of 
the canary is verified. If the canary is found to be corrupted, 
which occurs in the case of a buffer overflow, we void the data. 
There are three types of canaries, namely terminator canaries, 
random canary and XOR canary. An example of a tool utilising 
canaries will be StackGuard, which is an extension to the GNU 
Compiler Collection (GCC) [16].  

3.2.3! Data Execution Prevention 
We can prevent the execution of data from certain areas of 
computer memory by marking some regions as executable and 
others as non-executable. This security mechanism is known as 
Data Execution Prevention (DEP) on the Windows platform and 

as Execute Disable (XD) on the Mac OS X and UNIX platforms. 
Hence, during a buffer overflow attack, which attempts to 
overwrite memory regions with executable instructions, the attack 
fails as the program immediately terminates [17].  

3.2.4! Address Space Layout Randomisation (ASLR) 
The objective of ASLR is to introduce randomisation to the 
allocation of memory addresses a process requires. This will 
increase the difficulty for an attacker seeking to exploit the 
program with a buffer overflow, as he is required to guess all the 
possible positions of the memory he wishes to attack. ASLR is 
most effective when higher entropy is available in the random 
memory space and when the variables or data stored in the various 
memory regions (as in Figure 8) are randomised on each run [14].  

3.3! ASLR Implementation across Various 
Operating Systems (OS) 
The following code sample (see Figure 9) will be used to analyse 
the effects on ASLR on each OS. 

 

Figure 9. Sample Code for ASLR Demo 

With reference to the code (Figure 8), the integer ‘number’ 
represents the stack, as local variables are stored in the stack. By 
allocating memory to “string literal”, we have allocated dynamic 
memory from the heap and we can take the memory of “string 
literal” to represent the heap it is coming from. The memory 
layout of the C program is present in Appendix B Figure 1 [18] 

3.3.1! Exploring ASLR on Windows 8 
ASLR is provided as an “opt-in” feature in Windows. Hence, 
executable files (.exe) and dynamic link libraries (.dll files) 
specify a Portable Executable (PE) header in the files [19]. 

 In Windows, together with the randomisation of the stacks and 
heaps, an OS structure, Process Environment Block (PEB) is also 
randomly selected by default for all executable files [20].  

Figure 10. ASLR Process on Windows 

Figure 7. Buffer Overflow Demo & Results. 

Figure 8. Sample Code for ASLR Demo 

Figure 8. Buffer Overflow Illustration 
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The following table summaries what variables and structures are 
reset per program execution and per system reboot [20]. 

Table 1. ASLR Reset of Parameters 

Per Program Execution Per System Reboot 

Stack location Location of program code 

Heap location Data segments 

PEB location BSS segments & libraries 

The offset and other parameters are generated pseudo-randomly.  

In the latest version of Windows 8, High Entropy ASLR 
(HEASLR) was introduced as a new ‘opt-in’ feature to allow 
processes to utilise the increased memory space from 64 bit 
systems. With this higher entropy, and possible randomisation 
from a one terabyte large address space, ASLR becomes more 
effective [21].  

Furthermore, ForceASLR was also introduced to force any 
process or DLL to load with ASLR options enabled. Thus, even 
with third party add-ons and extensions, the entire process will be 
randomised [21]. 

The results of running the code sample are present in Appendix B, 
Figure 3 (Windows 8) and Figure 4 (Windows Processor 
Explorer). 

3.3.2! Exploring ASLR on Mac OS 
Apple first implemented randomisation for the system libraries in 
OS X Lion 10.7. Mac OS X allocates random memory locations 
to the kernel, kernel extensions (kexts) and system frameworks at 
system boot [22]. In modern OS X, ASLR is enabled by default 
for all programs. 

The result of running the code sample is present in Appendix B, 
Figure 5. 

3.3.3! Exploring ASLR on LINUX 
On the Linux platform, it is necessary that programs are compiled 
with “-fPIE –pie” options to ensure that ASLR is utilised on a per-
process basis. Though this makes the Linux implementation more 
powerful, when compiled without the PIE option, executable 
programs are still left vulnerable to buffer overflow attacks. 

In a recent research paper, a new weakness in PIE compiled 
executables allowed for exploits on a vulnerable server, despite 
the maximum level of ASLR protection enabled [23]. Moreover, 
it was also shown that by obtaining the address of a program, it 
was possible to de-randomise ASLR on Linux. From a 
performance viewpoint, ASLR implementation on Linux has a 
large performance penalty of 5-10% on x86 machines with small 
number of registers [24].  

The result of running the code sample on Ubuntu (which belongs 
to the Linux family) is present in Appendix B, Figure 6 (without 
PIE options) and 7 (with PIE options). 

3.3.4! Summary and Comparison of ASLR across OS 
All the three OS offers similar implementation of ASLR. 
However, the Linux implementation of ASLR seems more 
exposed to vulnerabilities [25]. Since Windows and Mac OS load 
their libraries on a per boot basis and the executables are loaded 
based on the library positions, the vulnerability does not affect 
these OS. Moreover, if performance is considered, Mac OS and 
Windows offer better implementation of ASLR. 

3.4! Summary 
Buffer overflow attacks are one of the most serious attacks. The 
attack is capable of compromising all three aspects of the CIA 
triad: confidentiality, integrity and availability of information. 

To host web applications and business software, it requires great 
considerations on the type of system architecture. On comparing 
ASLR implementations, both Windows and Mac OS emerge to be 
better than Linux platforms from the security and performance 
perspectives. We are seeing very active development of ASLR on 
Windows machines with features such as ForceASLR and 
HEASLR. 

4.! SIDE-CHANNEL ATTACK 
4.1! Side-Channel Attack 
Side-channel attacks refer to a class of attacks where the attacker 
seeks to exploit the device through alternative channels other than 
the input and output. To do so, the attacker must be able to 
analyse and manipulate computations arising from the physical 
effects of a particular cryptographic operation [26].  

An attacker can use physical changes in the device to perpetrate 
his attacks. Power monitoring attacks utilise the power 
consumption of CPU to determine the key. Electromagnetic 
attacks rely on the electromagnetic wave emissions caused by 
changing currents. Thermal image attacks are possible if the 
attacker is able to determine the heating and cooling effects 
through capturing an infrared picture of CPU. Similarly, the 
attacker may use the timing of data movements that occur due to 
distinctive computation algorithm used for each encryption 
method and carry out timing attack. Alternatively, the attacker 
could seek to inject faults into the computations to gain 
information about the system. This is known as differential fault 
analysis. Other possible methods can also be used to attack a 
device [27].   

4.2! Defence against Side-channel Attacks 
Side-channel attacks do not differ across different operating 
systems. 
Firstly, side-channel signal leakage depends on how the hardware 
of the device computes the cryptographic algorithm. The 
identifiable physical signals allow the attacker to determine the 
instructions that were executed and the data which was processed 
[28]. This places greater dependence on the cryptographic 
algorithm and CPU microarchitecture used. 

On further research, we discovered the crucial role played by 
different cryptosystems in eliciting the side-channel attacks. For 
example, Advanced Encryption Standard (AES), a gold standard 
among encryption algorithms, produces significant timing 
variations with input-dependent RAM cache hits [29]. This has 
enabled security researchers to successfully extract complete keys 
for program using AES [30]. Furthermore, devices running El 
Gamal and RSA encryption could also be decrypted using the 
fluctuation of ground electric potential, independent of the 
operating system used [31]. 

4.2.1! Hardware countermeasures 
Hardware countermeasures can seek to improve CPU architecture 
to minimize the release of side-channel information. However, 
effective general commercial CPUs for PCs without timing 
characteristics are not readily available [30]. Other protection 
mechanisms include implementing special shielding such as 
Faraday cages for EM and insulation for electric potential [31]. 
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Nevertheless, it is neither realistic for PC users, nor possible to 
eliminate complete emissions in a cost-effective manner. 

4.2.2! Software countermeasures 
As leakage is hard to prevent, programmers can modify their code 
to render the leaked information useless and protect their secret 
data. This can be done through some form of randomization of the 
cipher text that transforms the data. This is implemented through 
blinding techniques by RSA software [29] and ciphertext 
randomization in GnuPG 1.4.16 and libgcrypt 1.6 [31]. Moreover, 
there are research showing possibilities of network-based side-
channel attacks which can only be prevented by software 
countermeasures [32]. Thus, it is important for general PC users to 
use software countermeasure to protect themselves. 

4.3! Summary 
Side-channel attack compromises all aspects of the CIA triad. 
Given that side-channel attacks are OS independent, there is no 
particular difference in the protection offered by the three OS.   

We recommend that the start-up implements software 
countermeasures to safeguard itself. We believe choosing a secure 
cryptosystem and regularly updating packages can reduce the 
possibility of side-channel attacks. 

5.! CONCLUSION 
In conclusion, we found that DDoS, buffer overflow attacks and 
side-channel attacks breach some or all aspects of the CIA triad 
for each of the OS. Each OS possesses its own strengths and 
vulnerabilities. Our research indicates that an emerging start-up 
business should consider Windows OS as it seems to offer the 
best defence against attacks. 
While we covered the three most prominent attacks, there are 
many more possible attacks on the three operating systems. 
Attackers are increasingly using more sophisticated attacks and 
previously unknown vulnerabilities are being discovered. We 
sincerely hope that businesses consider investing in securing their 
information technology infrastructure to prevent malicious attacks 
that companies such as Sony Pictures had to endure. The 
exploration of side-channel attacks also shows that together with 
OS and software based security, we definitely need to employ 
physical protection to prevent attacks. 
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Appendix A: Distributed Denial of Service 
 

The attacker can use attack tools such as Trinoo and TFN to perpetrate a DDoS attack. Broadly, a DDoS attack follows the same 
pattern.  

The first phase is recruitment, where the attacker seeks to build a network of computers that they then use to launch the attack. 
The attacker scans for vulnerable sites or hosts on the network. Network scanners, such as Nmap and Nessus, can be employed to 
find vulnerable networks. Once a vulnerable machine is found, payload software, which coordinates with the zombies to launch 
the actual attack, is installed in the machine. Furthermore, the attacker installs the attack tools on the compromised hosts of the 
attack network. The software that controls the vulnerable machine is called the bot and the resulting network of machines is 
called a botnet. The bot is the master and botnet is the slave and they form an army. 

Attackers can use different kinds of scanning techniques to find vulnerable machines. One common methodology is random 
scanning, where the vulnerable machine probes IP addresses randomly from the IP address space and checks their vulnerability. 
This method allows malicious code to spread quickly because scan seems to come from everywhere. Other forms of scanning 
include hit-list scanning, topological scanning, local subnet scanning, and permutation scanning.  

The attacker can build an attack network through worm, which is a program that automatically propagates from one vulnerable 
machine to another. One common method for propagation is the central source propagation.  In this mechanism, after the 
discovery of the vulnerable system that will become one of the zombies, instructions are given to a central source so that a copy 
of the attack toolkit is transferred from a central location to the newly compromised system. After the toolkit is transferred, an 
automatic installation of the attack tools takes place on this system, controlled by a scripting mechanism. The other forms of 
attack include back chaining Propagation and Autonomous Propagation. 
The next phase is to launch the attack. The attacker can either pre-schedule an attack by embedding it into the worm or send a 
command to the botnet to initiate the attack. The attacker may seek to crash the machine, “break” the machine, or overwhelm the 
machine [8].  
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Appendix B 
Buffer Overflow 
String Functions in C Programming Language 
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Both “strlcat” and “strlcpy” are size-bounded string copying and concatenation. These functions are much safer than both 
“strcpy” and “strncpy” as they consider not only the length of the buffer, but its full size. 
 
Both “snprintf” and “vsnprintf” functions in C ensure that the output is always null-terminated. 
 

The fgets function reads in at most one less than the number of characters specified by size from the indicates input stream. In the 
manual for the ‘gets’ function, it is mentioned that it “cannot be used securely” due to the lack of bounds checking and the 
“inability to determine the length of the next incoming line”. These properties of the function makes it extremely easy for an 
attacker to exploit the program through a buffer overflow attack. Instead, the “fgets” functions allows us to specify the expected 
size of the input and hence is much more secure. 
 

More information can be obtained with the use of the “man” command on UNIX terminals (on Mac OS X or Linux platforms). 
For example, “man strlcpy” will present detailed information on the function and its advantages from the security perspective 
[33] [34]. 

  

Unsafe String 
Functions 

Safer String Functions 

strcpy/strncpy strlcpy 
strcat strlcat 
sprintf snprintf 

vsprintf vsnprinf 
gets fgets 

Table 1. Safer String Functions in C. 
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Results of ASLR Implementation across Windows, Mac OS and Ubuntu (Linux) 
 
 
 

 

 

 

 

  

Figure 2. Sample Code for ASLR Demo 

Figure 3. ASLR Demo Results for Windows 8. 

Figure 1. Memory Layout 

Figure 4. ASLR Options in Windows Process Explorer 

20



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Figure 6. ASLR Demo Results for Ubuntu (Linux) without PIE option. 

Figure 5. ASLR Demo Results for Mac OS X Yosemite. 

Figure 7. ASLR Demo Results for Ubuntu (Linux) with PIE option. 
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Appendix C: Side-channel Attack  
Case study: ground electric potential attack  
In 2014, Genkin et al. demonstrated novel side-channel attacks on a software implementation of RSA and ElGamal, running on 
PCs. 

Their attack is based on the observation that the ground electric potential in many computers fluctuates in a computation-
dependent way. They measured the electric potential of the laptop’s chassis by touching it with: a plain wire, 80 cm long. The 
wire is pressed against the chassis by hand, or using an alligator clip. The part touched need to be conductive metal, which can be 
IO ports, typically have metal shielding which is connected to the chassis or PCB ground, and thus can be probed by the attacker. 
The wire’s potential is then measured through an amplifier, filters, and a digitizer. (This is just one way of measuring the ground 
electric potential. They demonstrated many other ways too). 

 
Figure 8: An Example of Ground Electric Potential Graph Obtained 
The information gained was then used for analysis and key extraction. 

 
Figure 9: Successful Key Extraction After Analysis 

The countermeasures provided are cipher text normalization and ciphertext randomization. However, one type of their attack is 
still unaffected. Mitigation in software, without a large overhead, remains an open problem. 
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ABSTRACT 
This paper seeks to investigate strategies to ensure cyber security 
for medical IT infrastructure and systems involving medical 
devices, in an entire system down to individual devices. This will 
be done by exploring what medical devices are, and what 
constitutes medical IT systems involving medical devices, so as to 
understand the potential cyber security vulnerabilities present in 
such systems. Subsequently, cyber security measures will be 
discussed in detail at multiple levels pertaining to cyber security of 
such systems, namely technical, user and organizational. A 
combination of cyber security measures at all three levels will thus 
form a holistic strategy in securing medical IT systems and devices. 
This paper is divided into three main sections – the introductory 
context surrounding medical IT systems and devices, potential and 
existing cyber security vulnerabilities in such systems and devices, 
and cyber security measures and strategies to secure such systems 
and devices.   

General Terms 
Medical Devices, Cyber security, Wireless communications, Wi-
Fi,  Internet of Things (IoT), System-on-Chip (SoC), Data Integrity, 
Bluetooth, Hardware, Validation, Sanitization, Cryptography, 
Access control, Authentication 

Keywords 
Medical Information Technology (IT) System with medical 
devices, Vulnerabilities, Healthcare organizations, Medical 
institutions, Cyber-attacks, Malicious intentions and actions, Fail-
safe. 

1. INTRODUCTION TO MEDICAL 
DEVICES AND INFORMATION SYSTEMS 
Technology has been increasingly used to create tools and systems 
to improve our lives. Particularly in the field of healthcare, 
electronic medical record systems are widely being implemented as 
part of the core of hospital or clinical Information Technology (IT) 
infrastructure, to automate workflows and processes to achieve the 
objective of reducing healthcare costs and medical errors, 
improving quality of care, and increasing workflow efficiency. 
These systems usually include database servers, accessible through 
either wired or wirelessly connected clients such as smartphones, 
tablets and personal computers (PCs) through a software or web-
based application. With the advance of more powerful, cost-
efficient and much smaller System-on-Chip (SoC) embedded 
technologies, come the development of smart devices that can be 
easily worn on or embedded within a patient’s body. These devices, 
known as medical devices, are able to connect with the above-
described system or infrastructure, and continuously sample and 
transmit real-time data usually via wireless connections, and this 
data is stored in the above-mentioned database as part of patients’ 

medical records. This report henceforth seeks to examine medical 
devices and the larger IT system/infrastructure that they 
communicate with, with the objective of understanding the 
potential security vulnerabilities of such systems in today’s world 
filled with cyber threats, and subsequently to discuss the security 
measures required to adequately secure such a system. 

1.1 Definitions 
A medical device is an instrument, apparatus, implant, in vitro 
reagent or other similar equipment used to diagnose, prevent or 
treat disease or other conditions [1]. Unlike a drug, a medical device 
does not use chemical means to perform its functions. More 
specifically, a medical device is any electrical device described 
above which is part of a larger network-connected system used in 
patient care in a hospital, private office, home or other healthcare 
setting, and which, due to its usage model, operating system, 
configuration and network communications, can be exposed to 
cyber threats [2]. This report examines both the medical devices, 
some of which are shown in the following subsection, as well as the 
larger IT system they are part of, as will be described in further 
detail in section 1.3. 

1.2 Examples of Medical Devices 
Medical devices are currently being revolutionized by wireless 
technology, particularly by Bluetooth which consumes low energy, 
and easily implemented as an ad-hoc network, and even more 
recently by Wi-Fi capabilities as part of the Internet-of-Things 
(IoT). By incorporating wireless technologies into medical 
products, many products that were once tethered to patients, 
positioned next to hospital beds and located at nurses' stations are 
now transportable. Patient mobility has increased, invasive 
monitoring has decreased, and real-time access to patient data is 
possible throughout the hospital [3]. 

The following images show some common medical devices which 
are currently in use today, as well as heavily researched on. 

Fig. 1 shows a wearable heartrate monitoring sensor (top), and an 
embedded pacemaker (bottom). The former measures and records 
a user’s heartrate in real-time by sensing a particular electrical 
characteristic of the body, and could potentially transmit it to a 
database wirelessly. It is usually worn on the body by means of 
straps. It consists of a sensor for the electrical characteristic, a low- 
power microcontroller, wireless capabilities (usually Bluetooth), 
and a rechargeable / non-rechargeable battery. The same goes for 
the pacemaker, except that it is embedded within a patient’s body 
to control abnormal heart rhythms. Other examples of sensors 
monitoring internal body functions include continuous glucose 
monitors which monitor users’ blood glucose levels through 
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Fig. 1: Heartrate Monitor,  Fig. 2: Gait Monitoring 

     Pacemaker        Sensor 

 
Fig. 3: NWR and IR Camera 

wearable devices of similar functionalities, and prompts users to 
take medication. 

Fig. 2 shows a wearable sensor used in monitoring one’s gait 
movement, and usually consists of tri-axis accelerometers, 
gyroscopes and even magnetometers, together with a low-power 
microcontroller, wireless capabilities (such as the blue Bluetooth 
chip shown) and a rechargeable battery. Such a sensor is able to 
determine the motion and orientation of the particular area of the 
body where it is attached, and together with data from a few other 
sensors attached to the limbs or chest or neck, the user’s full gait 
can be visualized. This is important in the diagnosis of diseases that 
exhibit motor symptoms, such as Parkinson’s disease. 

Fig. 3 is an example of an innovative approach by some researchers 
to diagnose severity of motor symptoms through visual means. The 
figure shows a Nintendo Wii Remote (NWR) and an Infra-red (IR) 
camera used as medical devices which connect wirelessly to a PC. 
The IR camera detects the movements of users holding the NWR 
performing on-screen tasks, and the IR sensor records and transmits 
positional data which is stored on the PC [4]. 

These medical devices described above all have one thing in 
common, that they are wireless devices, which presents a security 
vulnerability. An attacker could be listening remotely through the 
air, or gain wireless access into the device, and subsequently exploit 
loopholes in their firmware to control the hardware to behave 
unexpectedly. This will be further examined in Section 2. 

1.3 Overview of Medical Information System 
Architectures 
Fig. 4 on the following page describes a common and general 
architecture of medical IT systems implemented in medical / 
healthcare institutions. At the core of the system is a server or group 
/ hierarchy of servers that implements databases that store large 
amounts of patient records, as well as hosts various web 
applications that access the databases, process and display data in 
user-friendly formats such as graphs, charts and tables. The servers 

also implement access control for healthcare professionals 
requiring access to the data on the servers. Secondary to that are the 
client devices which can be smartphones, tablets and PCs. These 
provide user-friendly interfaces to access the server using the 
server-hosted web applications or native software applications, 
either through wired or wireless means. The final tier of devices are 
the medical devices as described in the previous subsections, which 
usually connects wirelessly to the client devices which act as an 
intermediate base station to store the transmitted data and relay it 
to the server either by wired or wireless. With the recent 
development of IoT technologies, now medical devices have the 
potential to communicate directly to the server to upload data by 
wireless, as long as there is an available access point. An example 
of such a technology is the Intel Edison, which is an SD card-sized 
chip with powerful processing capabilities integrated with Wi-Fi 
and Bluetooth capabilities [5], which can be used for medical 
devices. 

This system architecture as described above, again poses many 
security vulnerabilities, such as eavesdropping on wireless 
communications, and hijacking of communications which could 
potentially deny the services of the medical devices, and inject 
active content to both server and client devices. These will be 
discussed in further detail in the following section, Section 2. 

2. SECURITY VULNERABILITIES IN 
MEDICAL DEVICES AND INFORMATION 
SYSTEMS 
The system architecture as depicted in Fig. 4, being a medical 
system involving and affecting patients’ actual physical lives and 
well-being, presents its own unique and crucial security 
requirements, as opposed to systems used in business enterprises. 
Fig. 4 also points out the major aspects of the system that poses a 
potential vulnerability, in order of decreasing importance. 

2.1 Physical Electronic / Mobile Hardware 
The most crucial of all is the patient’s physical safety while the 
medical device hardware is on/in his body. Medical devices, as seen 
previously, are usually wireless devices for the purpose of ease-of-
use and mobility, but this provides an easy entry point into the 
device. An attacker who understands the communication protocol 
of the device can attempt to impersonate a client device and 
communicate with it using the same protocols. He might then be 
able to control the execution of programs on the device, and could 
even issue malicious commands or run malicious programs. These 
could cause the hardware to behave unexpectedly, even using its 
sensors to generate electrical signals to harm users. This is 
especially so for sensors that require physical contact to measure 
electrical characteristics from the body (i.e. heartrate sensor), and 
if there exists multiple of such sensors which could be made to 
force an electrical current through the body from one device to the 
other. Furthermore, medical devices that are worn or embedded 
usually consist of simple microcontrollers that operate on outdated 
or unsophisticated firmware which does not implement much 
security features, and pose maintenance problems in the long run 
[2, pp27-28]. This amplifies the security vulnerability of hardware 
access and control for medical devices. Mobile client hardware 
devices such as tablets also pose a security vulnerability, as once 
obtained physically, can be reprogrammed maliciously to infiltrate 
the rest of the system and compromise data confidentiality, or inject 
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malicious content that could lead to cross-site or cross-device 
attacks.  

2.2 Connection Stability 
Connection stability is another highly important factor in systems 
involving medical devices, and thus require much attention in terms 
of security to protect its vulnerability to attacks. Systems involving 
sensors that monitor blood sugar levels and remind patients to take 
medication, for example, require a constant feed of real-time data 
to be processed and uploaded to be viewed and monitored by 
healthcare professionals. If network communications, especially 
wireless traffic, becomes subject to too much network interference 
or hijacked by malicious attackers to block or transmit bogus data, 
healthcare professionals or users themselves are unable to keep an 
eye on potential symptoms or danger zones, and patients will then 
be left helpless if body symptoms get out of control, or in extreme 
cases like heart failure or seizures, with deadly consequences. 
Patients’ lives thus become dependent on the medical device’s 
connection to other client devices or the larger network, and thus 
the medical device’s connection stability becomes a vulnerability 
that must be secured. 

2.3 Data Integrity 
Integrity of stored patient data from medical devices follows from 
our discussion of connection stability above. Just as patients’ lives 
depend on connection stability, so they too can depend on the 
integrity of the sampled data from the medical device. Transmitted 
data from the medical device is usually processed and held 
temporarily within client devices until they can be uploaded to 
servers for permanent storage when a connection to the network is 
available. These data can then be remotely viewed through other 
client devices in almost real time. Healthcare professionals can then 
view these data in presentable formats (i.e. graphs, tables), analyze 
them to understand the nature, circumstances and severity of 
patients’ symptoms and subsequently design treatments for them, 
even monitor them closely to detect first signs of disastrous 
symptoms and call for early intervention, if necessary. Malicious 

attackers could disrupt 
this by pretending to be 
medical or client 
devices and exploit the 
access points of client 
devices or servers via 
wireless communicati-
ons, just as previously 
in the case of medical 
devices, or through the 
network. They can then 
transmit bogus data or 
cause data to be deleted 
from databases through 
injection attacks or 
malicious commands. 
This will ultimately 
deny healthcare 
professionals from 
having that watchful 
eye over their patients 

which serves as a form 
of protection over them, 

which can again result in disastrous consequences. Attackers could 
also possibly upload executable scripts or files as bogus data which 
is then stored, and subsequently retrieved and executed on other 
client devices which will then lead to cross-site or cross-device 
scripting, causing repercussions in other applications and systems 
as well. 

2.4 Wireless Communications 
Wireless communications are the most common forms of security 
vulnerabilities in any IT system. Attackers can eavesdrop very 
easily on wireless transmissions if they are in proximity, using 
software easily available online, like Wireshark, if communications 
are transmitted in clear. At the very least, they could steal 
confidential data from patients or healthcare professions, which 
might include account login details, passwords and personal data 
which could be used maliciously outside of the system, and at the 
extreme, they could hijack communications and cause all sorts of 
disruptions and failures with disastrous consequences, as 
mentioned in the entire section. In a medical IT system that 
involves many medical devices, this vulnerability is much more 
significant, because there are not just wireless communications 
between client devices and the core infrastructure, but also between 
client and medical devices as depicted in Fig. 4, sometimes even 
between medical devise themselves. The advancement of IoT 
technologies further increases wireless connectivity potential for 
devices, as now even low-level smart devices like medical devices 
have the potential to connect to core infrastructure directly through 
the network. In general, the more devices a system has, the more 
the disproportionate increase in security vulnerabilities due to 
wireless communications, and medical IT systems usually consist 
of many client or medical devices within just one system. To fully 
safeguard all possible communications would require a huge 
amount of effort to implement secure protocols for every single 
device in the system. 

Fig. 4: Medical IT System Architecture with Depicted Vulnerabilities 
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2.5 Summary 
Examining a general medical IT system with medical devices has 
revealed that even with a simple architecture, there are in fact many 
vulnerabilities to safeguard against potential attacks in order to 
create a fully-secured system on which even patients’ lives can 
depend on. A medical IT system utilizing medical devices has 
unique security requirements due to the context where it is used in. 
Whereas IT systems for business enterprises and organizations 
involve inconvenience at the least, and loss of financial property or 
personal data at most in times of system failure or security 
compromise, a medical IT system involves and affects patients’ 
physical lives which are very much dependent on the functional 
integrity of the system, from the actual hardware devices to data 
and communication integrity at the software level, which when any 
of these are compromised, could cause disastrous consequences to 
patients. Much effort must therefore be taken to secure a medical 
IT system with medical devices to build a hard fail-safe system. In 
light of what we have examined in this section, possible measures 
to secure such a system will be discussed in further detail in the 
following section. 

3. POSSIBLE SECURITY MEASURES TO 
SAFEGUARD AGAINST MALICIOUS 
ATTACKS 
With the many vulnerabilities to malicious activity identified 
earlier in a medical IT system with medical devices, 
implementation of measures to better secure the system 
infrastructure is a must, to prevent compromises and failures of the 
system which could directly affect the physical well-being of 
patients. To implement security for such systems existing in 
medical and healthcare institutions in today’s world with organized 
cyber-attacks growing exponentially in number as well as in 
complexity and subtlety [2, pp29], is more than just a matter limited 
to developing secure software or hardware at the technical level, 
although this is the most fundamental and essential level of security 
for any IT system. As medical devices and records might be 
required to be accessed by many different professionals in the same 
institution, management of access and flow of information at the 
user level is also required. In very large and complex healthcare 
institutions like hospitals where vast numbers of daily processes are 
carried out by huge numbers of employees, top-down policies are 
also required as part of social engineering at the organizational 
level to create and encourage a security-oriented environment 
where security is practiced. A combination of security measures 
implemented at all three levels mentioned above, will be able to 
safeguard medical IT systems with medical devices more 
completely by making them more robust and fail-safe. Let’s firstly 
examine the security measures that can be put in place at the 
technical level of the system. 

3.1 Technical Level Security 
Securing Physical Hardware – Physical hardware that will be 
frequently handled as part of the system, are the medical devices, 
as well as mobile client devices like tablets, as mentioned in section 
2. These can firstly affect patient’s physical health adversely if 
maliciously controlled, and secondly if acquired, can be used as 
platform for larger access to the core infrastructure (servers, other 
devices) and stored data to perform malicious activity. Therefore, 
any electronic medical device should be placed in fully insulated 

enclosures, and even tested and certified for the utmost physical 
safety assurance before being placed on/in patients’ bodies. 
Enclosures for medical devices should also be made impenetrable 
by brute force, and all programming interfaces for these, as well as 
mobile client devices like tablets locked through internal hardware 
or software implementations. This ensures the physical safety of 
medical devices, and that only allowed technical personal are able 
to access the internals of the physical devices, ensuring the integrity 
of the hardware and its internal firmware/software. Manufacturers 
of the medical devices can also consider electrically connecting the 
electronic hardware system to the enclosure in such a way that 
when any penetration of tampering is detected, stored programs and 
even the firmware itself will be erased, to prevent any confidential 
data or protocols to be revealed, so as to ensure a final level of fail-
safe protection in the case of the physical devices being obtained 
by unauthorized personnel. 

Least Privileges/Permissions – Embedded systems with enough 
computing power may run a basic operating system to manage 
processes concurrently, usually a modified version of Linux, such 
as Yocto [8] which is designed to meet real time embedded system 
requirements. Linux environments usually come with a root or 
admin user out-of-the-box, and this account can be used for all 
subsequent configurations of the system, including its own 
password, creating more users with their passwords and system 
access permissions, as well as running programs directly. This root 
or admin user account has unrestricted system access and 
permissions, and can be used to modify the system in any way 
possible. Medical devices running Linux or any other operating 
system should never directly run its functional programs on the 
root/admin user account or with root/admin system access 
permissions, but rather on another created user with just enough 
permissions enabled to complete its tasks, so as to prevent 
unnecessary access to critical operating system APIs or commands. 
This ensures that if a malicious user is externally interacting with 
the running program, he cannot use it to inject commands or code 
to maliciously control the operating system and hence the physical 
hardware to behave maliciously or unexpectedly. Root or admin 
user account passwords should also be changed regularly instead of 
leaving them as the issued defaults, and changed passwords should 
meet stringent security requirements (i.e. minimum number of 
characters, mix of upper and lower case alphabets together with 
symbol characters), so as to ensure a sufficient level of security of 
these critical accounts themselves, to prevent malicious access to 
these user accounts. Implementing least privileges/permissions 
thus ensure the integrity of the hardware of the physical 
medical/client devices and their running firmware/software. 

Input/output Validation and Sanitization – In Fig. 4 previously, 
we saw multiple tiers of devices communicating with each other, 
which involves inputs and outputs from each device. The servers 
receive data to be stored, and outputs these data when users access 
it through client devices. The client devices receive data from the 
medical devices and servers, and itself transmits medical device 
data to the servers. Medical devices may be controlled by input 
commands and outputs sampled data from its sensors. All of these 
devices could be platforms for malicious control via injection 
attacks, or cross-site/device attacks, all through communication 
flows. The risk of these can be mitigated by ensuring that data 
inputs and outputs are script/executable free on every device or 
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server by parsing them through software filters or purifiers, as well 
as implementing checks to ensure inputs and outputs are of 
expected data size and formats by enforcing input capacity 
limitations and using regular expressions for strings. Servers should 
also only enable data and files in their databases only for reading 
and writing with regard to any user actions at inputs or outputs, and 
not also for execution. These ensures that all inputs and outputs in 
the entire system are almost completely validated and sanitized to 
be harmless, which contributes to ensuring data integrity. 

Cryptography – With the amount of wireless communications that 
can occur between devices and servers as described in section 2.4 
and depicted in Fig. 4, encryption is the best means of ensuring 
confidentiality of communications throughout all medical and 
client devices and servers. Encryption schemes are usually 
implemented into standard wireless communication protocols 
today. For medical devices that usually utilize Bluetooth to 
communicate with their client devices, Bluetooth 4.0 (Low Energy) 
is available which not only ensures power efficiency in 
communications for low-power medical devices, but also provides 
the AES-CCM encryption standard. AES-CCM is a stream cipher 
that uses unique Initialization Vectors and counters to generate 
keystreams to encrypt transmission data in blocks of 128 bits 
according to the AES algorithm [6] which is currently the 
worldwide standard for encryption. For client devices and the next 
generation of medical devices that use IoT, the IEEE 802.11a-g 
standard Wi-Fi protocol is implemented into all Wi-Fi access points 
worldwide, which uses stream ciphers like Wired Equivalent 
Privacy (WEP) and Wi-Fi Protected Access (WPA) that works 
similar to the above-described for Bluetooth 4.0. In particular, the 
802.11i standard implements the most recent WPA2 scheme stream 
cipher according to AES [7]. Hence in a medical system with 
medical devices, every wireless device should be compliant with 
these standard wireless protocols, in order to take advantage of 
communications security provided by the encryption schemes of 
these protocols, thus ensuring the integrity of wireless 
communications. 

3.2 User Level Security 
Security measures at the user interface are just at crucial as 
technical security measures. As much as the medical IT system and 
medical devices are built using technology, they are still handled 
by physical people, from which malicious intents and actions 
originate. The IT system can be made as secure as possible between 
and within devices and servers, but if little is done to secure the 
interactions between the system and its users, malicious activity can 
still take place. This can be done through the following. 

User Access Control – Access to stored data and services on the 
servers can be managed by implementing password protected user 
accounts which must be logged into on every client device, where 
every accounts’ access permission settings for files, data and 
services are set and maintained through an administrator account. 
Every time a new user is created, all access permissions should be 
set to “denied” by default, and only enable those permissions that 
are required for a user with a certain security clearance or to 
perform his/her specified job, as deemed and confirmed by the 
organizational management. This concept is known as a whitelist, 
as opposed to a blacklist where everything is enabled by default and 
those not required are disabled which is likely to cause the overlook 

of many areas of the system that could be maliciously exploited. 
Access to medical and mobile client devices which are physical 
devices that can be passed from hand to hand, should be governed 
by strict standard operating procedures. For those used only within 
the facility, they should be locked away securely in central 
repositories where proper documentation of their movements, 
handling and taking over is implemented and enforces. For those 
requiring to be placed on loan for prolonged periods of time and 
brought out of the facility, the lockdown of hardware and software 
as mentioned in the previous sub-section comes into play, and their 
software can also be configured to send digital reports to the servers 
over the web if connections are available so that staff can keep track 
of them remotely. 

User Authentication Policies – User account password policies 
make up the bulk of these measures. Firstly, passwords for all 
accounts should not be stored in plaintext, but as hashes using 
public standard hashing algorithms. This ensures that if the 
database is compromised, exposure of sensitive information is 
limited. Secondly, default passwords issued should not be common 
default passwords already known publicly and easy to guess, and 
even then administrators should enforce rules that default 
passwords should be changed immediately or after a short 
stipulated period. Changing of every subsequent user-chosen 
password should also be enforced regularly (i.e. every few months). 
Also, depending on the sensitivity of data that is stored in the 
system, administrators may even consider a two-factor 
authentication, such as access cards or facial recognition on top of 
account usernames and passwords. These would ensure to a good 
extent that malicious users will not be able to access the system 
easily. 

3.3 Organizational Level Security 
Besides user technical robustness and fail-safes for medical IT 
systems and devices, additional measures can be taken at the top-
management level, organization-wide to put in place more general 
safety nets to further enhance system security and robustness. 
These include: 

Regular IT Maintenance Scheduling – Organizations would need 
to schedule maintenance sessions regularly every year to patch their 
existing software and firmware with updates that would introduce 
more security policies and measures at the technical level. It is 
usual for software and firmware creators to regularly provide 
patches and updates based on recently surfaced vulnerabilities and 
threats, hence crucial that these are implemented. These 
maintenance sessions should also include anti-virus software scans 
for entire IT infrastructures and all devices to detect any malicious 
programs, code or files already within the system or device, and 
remove these threats. Finally, backup of all data, especially those 
of patients, should be done to additional redundant infrastructure 
which the healthcare organization should be investing in. These 
backup infrastructure should also be kept separate from the existing 
running systems and even the network, so that it cannot be 
compromised as the final level of fail-safe should there be 
catastrophic failure of the original infrastructure. With these 
measures, regular IT maintenance thus acts as the final safety net 
of security for the entire IT infrastructure which could consist of 
multiple medical IT systems with their medical devices. 
Organizations however should not depend primarily on this for 
security, but should more importantly ensure consistently and 
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regularly that security measures at the technical and user levels are 
implemented and practiced first. 

Education, Incentives, Deterrence – Apart from generating 
sustainable profits, providing services or products to customers and 
ensuring security of internal systems and processes, organizations 
are also responsible for the work and social environment for its 
employees, which could positively or adversely affect the above-
mentioned aims of the organization. Considering IT security for 
healthcare organization down to each medical device, it is 
important that work and social environments encourage the 
understanding and practice of IT security while handling all sorts 
of medical and client devices with increasingly technologically 
complex systems, which has implications on patients under the 
organization’s care, mentioned earlier in section 2. The healthcare 
organization could thus conduct courses for their employees on 
practical IT security at the user level in a medical context where 
medical devices are increasingly being used. They could also invest 
in friendly poster campaigns put up on walls and along corridors to 
promote security practices and mindsets. Incentives in the form of 
monetary benefits or social benefits like off-in-lieu could be 
provided for employees known to promote and practice IT security 
in their departments. Deterrence in the form of undesirable 
consequences could be implemented as a last resort to discourage 
insecure practices. All these measures can be used by the 
organization to socially engineer and environment where IT 
security in medical contexts are valued, appreciated, and is 
favorable for practice. 

4. CONCLUSION 
To fully protect an IT system from all sorts of potential cyber-
attacks on every possible vulnerability is an enormous feat, as 
described in section 3. In the healthcare context where numerous 
wireless medical and mobile client devices can be involved which 
affects patients’ physical lives, the vulnerabilities existing and the 
measures needed to safely secure them increases vastly in number 
and become more complex. Securing the vulnerability of the 
various electronic hardware involved in such systems as identified 
in section 2, requires not just technically robust hardware, firmware 
and software, but also proper practices and operating procedures at 
the user and organizational level to ensure that devices do not fall 
into the wrong hands. Stored data integrity also does not only 
depend on technical measures to validate data and secure data 
transmissions over the air or network, but also robust authentication 
and access control policies at the user level, to ensure that 
legitimate user accounts and access privileges do not fall into the 
hands of malicious attackers. Security of medical devices and IT 
systems thus require implemented measures at multiple levels, 
because of the fact that malicious intents and actions do not 
originate within systems themselves, but from the human users and 
non-users of the systems. 

However, considering the practical realities that healthcare 
organizations operate in, where financial and time constraints exist, 
to completely protect one’s medical IT infrastructure and devices 
is impossible. Nevertheless, because of the reality of increasing 
organized cybercrime every year, healthcare organizations’ 

managements must seriously fork out the time and space to 
consider the cost of cyber-attacks and system compromise to their 
organizations, and how much resources they can afford, in view of 
this cost, to invest in securing their medical devices and IT 
infrastructure, so as to mitigate as much IT security risk as possible 
for themselves and their patients. 
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ABSTRACT 
In this paper, we will first explore the various Android attack 
surfaces. Following that, we will analyze the different techniques 
used to attack Android devices through the discussed attack 
surfaces. We will also mention some of the safeguards which are 
in place to counter such attacks. 

Categories and Subject Descriptors 
D.4.6 [Operating Systems]: Security and Protection  

General Terms 
Security 

Keywords 
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1. INTRODUCTION 
1.1 Background of Android 
Android was born in early November 2007. Android is a part of 
Google and it has become Google’s de-facto consumer operating 
system. It is capable of powering phones, tablets, Google Glass, 
Google TV, and many more devices. 

1.2 Android’s Impact on Society 
Android has been constantly evolving to meet the needs of the 
modern world. Although this may sound like a good thing, the 
fact that Android is so popular makes it one of the main targets for 
hackers. Android malware has increased by nearly 63 percent 
between 2012 and 2013, say a new report by ESET, which 
provides anti-virus software and Internet protection [14]. This 
elaborates the need for a greater understanding of the present 
situation whereby Android devices are being swamped by attacks 
using various means. We will discuss more about the various 
techniques used in the later sections of this paper. 

2. BACKGROUND 
2.1 Definition of an Attack 
On a computer network, users may direct actions against 
computer systems in an attempt to destroy, expose, alter, disable, 
steal, or gain unauthorized access to or make unauthorized use of 
an asset. These types of actions are known as attacks; and 
therefore the person carrying them out is called an attacker. In 
most cases, the attacker usually attempts to influence the 
confidentiality, integrity, or accessibility (CIA) of the target 
system. A successful attack usually occurs due to a specific 
weakness present within the target system. There are two key 

terms which are usually described when discussing attacks, attack 
vectors and attack surfaces. Despite the fact that they are closely 
linked, they are actually two separate components of any 
successful attack. 

2.2 Definition of an Attack Vector 
An attack vector is a path or means by which an attacker can gain 
access to a device or network server in order to carry out the 
attack [32]. 

2.3 Definition of an Attack Surface 
An attack surface on the other hand refers to all the possible areas 
of a system which can be attacked. These areas may or may not 
contain exploitable vulnerabilities. Any particular piece of code 
which can be manipulated by an attacker will be considered as an 
attack surface as well. An attack surface might be accessible by a 
number of attack vectors. 

2.4 Android Architecture 
 

 
Figure 1. Android OS Architecture [28] 

The Android operating system is made up of five software 
components: Applications, Application Framework, Libraries, 
Android Runtime and Linux Kernel. Each component provides 
different services as labelled in the diagram above. Linux Kernel 
is the bottom layer of the operating system, which is the heart of 
Android as Android is built on it. Libraries are java libraries that 
are specially built for Android. The Android Runtime component 
contains Dalvik Virtual Machine, which uses some functions of 
Linux to enable applications to run their own processes. Android 
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Framework is responsible for the basic functions of Android and 
interacts with applications directly. Last but not least, the 
Applications component is the first layer of the stack, which are 
created by developers [2]. 

3. ATTACK SURFACES 
Android devices expose a large and complex set of attack 
surfaces, they are classified into the following four groups based 
on the level of access required to reach each attack surface. 

3.1 Remote Attack Surfaces 
Remote attack surfaces are the largest and the most commonly 
attacked surface exposed by an Android device. As the name 
suggests, attacks can be carried out over a network without the 
need for the attacker to be physically located near to a victim. 
Such attacks are destructive because victims are being attacked 
without knowing who are attacking their devices. However, 
android devices expose very few direct remote attack surfaces 
because they are primarily designed to present and consume data. 
Most of the remote attack surfaces are accessible through client 
side attack surfaces [38]. 

3.2 Client-Side Attack Surfaces 
Many client applications on Android may sometimes interact with 
malicious servers or process malicious data because they do not 
suspect the servers they communicate with. Attackers begin to 
target vulnerabilities in client applications to gain access to client 
side attack surfaces. 

3.3 Physical Attack Surfaces 
Attacks that require direct physical access to the devices are said 
to lie within the physical attack surface [38]. Physical attacks are 
hard or almost impossible to defend against. Such attacks can 
have powerful impacts especially when they are done fast and 
without the knowledge of the victims. 

3.4 Local Attack Surfaces 
Local attack surfaces are exposed to codes that are already 
running on the device. Attackers aim to gain more control over 
the victims’ devices and eventually achieve privileged code 
execution in kernel space or under the root or system user. Such 
attack surfaces are rather dangerous because they allow attackers 
to run any command or code of their choice on the victims’ 
devices without their awareness or permission [38]. 

4. GAINING ACCESS TO THE TARGET 
DEVICE 

4.1 Via Remote Attack Surfaces 
4.1.1 Attacking through Network Stacks 
Android relies on Linux kernel for core system services such as 
memory management, process management and network stacks. 
The stack implements several protocols to maintain network state 
for the operating system. Attackers could yield remote arbitrary 
code execution in kernel space by exploiting stack-based buffer 
flows in the processing of IP packets [38]. 
 
 

 
Figure 2. Jump to the malicious code (attacker knows its address) 

[15] 

A stack has limited size, attackers can deliberately input a large 
amount of data into a buffer more than it can hold, and the 
malicious code will also be inserted at the same time. By doing so, 
an attacker can corrupt data and cause the program to terminate 
and crash. Then he uses the address of malicious code to 
overwrite the return address [15]. 

 
Figure 3. Execute malicious code (attacker does not know its 

address) [15] 

If the attacker does not know the exact address of the malicious 
code, he can add NOP operations behind and in front of the 
malicious code, thus the malicious code will always be executed 
as long as the address provided by the attacker is within the range 
of NOP [15]. Once the program crashes due to stack overflow, it 
will go to the return address to try to recover. Now he will be able 
to execute the malicious code inserted on the target device [31]. 
Such attacks require no user interactions to yield full access of the 
system. However, the attack surface may be exposed only to 
network adjacent attacks due to the adoption of firewalls and 
NAT. 

4.1.2 Attacking through Exposed Network Services 
Network services are reachable from the network, thus they are 
always in the risk of being attacked. Network services enable 
devices or applications to listen at various ports for connections 
on the network. By default, Android devices are not installed with 
any network services. Thus the number of exposed network 
services on a device depends on the software running on the 
device, and the applications installed by the users [38]. In most 
cases, attacks can be carried out without any user interaction. 
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Attackers can run port scans to find available ports as well as the 
services that might be running on those ports, then attackers can 
attack the vulnerable ones remotely. 
 

 
Figure 4. Port scanning using Nmap [19] 

Attackers are able to carry out port scanning using special tools, 
such as Nmap. Nmap is able to find open ports on a given range 
of IP addresses provided by the attacker. An open port indicates 
that some service is running on it. Attackers can then gain remote 
access to the device by exploiting the vulnerable services. 

4.1.3 Attacking through WAP Push Messages 
Most Android smartphones incorporate WAP (Wireless 
Application Protocol) Push to push WAP content across devices 
without the need for user interaction. This leaves mobile phones 
open to attacks when the default setting for WAP Push is set to 
always accept [10]. 

 
Figure 5. WAP Push Message setting 

There are two types of WAP Push Messages: 

1) Service Indication message is able to display a message with 
embedded URL on a device without revealing the sender’s 
number, thus it allows attackers to send malicious messages to 
users anonymously. However, it cannot force the user to open the 
link if the user does not click on it [10]. 

 
Figure 6. Example of WAP Push Message [11] 

2) Service Load message, in contrast, can force mobile phones to 
load the content without any user interaction. The target device 
will open the browser to display the content or download the 
content from the URL. This kind of messages can be used by 
attackers to fully compromise a device [10]. 

4.2 Via Client-Side Attack Surfaces 
4.2.1 Attacking against Web Browsers 
Attackers can carry out attacks against web browsers in mainly 
two ways: 
1) Non-Persistent Cross-Site Scripting Attacks 

 
Figure 7. Non-Persistent Cross-Site Scripting Attack [22] 

In such attacks, an attacker will craft a URL containing malicious 
strings to users through emails, social media or messages and then 
waits for them to fall into the trap and visit the links. Usually 
attackers would encode the ASCII character in the URL to 
hexadecimal form to make it not directly readable by humans. By 
doing so it increases the chance that users will visit the site 
because they cannot tell what the site is about just by looking at 
the URL. When users visit the link, the responses include the 
malicious strings inserted by the attacker, which will be executed 
by their browsers, and the victims’ cookies will be sent to the 
attacker’s server [18]. 
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2) Persistent Cross-Site Scripting Attacks 

 
Figure 8. Persistent Cross-Site Scripting Attack [23] 

Such attacks occur when an attacker inserts malicious strings 
using one of the website’s forms, and this data will be saved by 
the server into its database, which then permanently includes the 
malicious strings on pages returned to other users. The malicious 
scripts will be automatically executed when users visits the site. 
Attacks are done without tricking victims to click on certain links 
[12]. Once attackers exploit the XSS vulnerabilities successfully, 
they can obtain victims’ account credentials, gain control over 
their browsers or even spread web worms. 

4.2.2 Attacking through Ad Networks 
Advertising frameworks are embedded by many Android 
developers into their free applications as a source of revenue. The 
embedded code tracks ads so that developers can be paid. 
However, this code also serves as a path for malware to be 
installed on Android devices. Attackers could insert some 
malicious code such that once the app is installed on the target 
device, it will be connected to a rogue ad network. Malicious 
content pushed by the rogue ad network will be installed together 
when the user installs another application. It will ask for 
permission on behalf of the malware by appearing as part of the 
new application installation process. Once it is installed, the 
malware will obtain the ability to intercept and interrupt the 
receiving of text messages. Most importantly, the malware is able 
to send text messages to register users for premium-rate mobile 
services [9]. 

4.2.3 Attacking through Applications 
There are two ways in which an android user can install 
applications: 
1) Via Google Play Store 
Attackers can take advantage of the privileged and trusted role of 
Google Play to carry out attacks. Attackers are able to put 
malicious applications on Google Play. It is not so easy for users 
to identify malicious applications among the huge number of 
applications available on the store, thus they may end up 
installing applications from untrusted sources. Alternatively, 
attackers could gain access to a developer’s account and replace 
his applications with malicious code. The malicious applications 
can then be installed on the device where the original applications 
were installed [38]. 
 
 

2) Via Third Party Application Markets 

Android users are allowed to install applications from other 
sources besides the Google Play store. This gives rise to third-
party application markets which expose android users to greater 
risks. Attackers could decompile codes for existing popular 
applications, insert malicious codes and modify it, then publish on 
third-part markets.  
 
Once a user installs the malicious application on his device, the 
application executes directly on the device, granting arbitrary 
code execution to attackers and this allows them to compromise 
the target device [38]. 

4.2.4 Physical Adjacent Attacks 
Physical Adjacent attacks require an attacker to be within a certain 
proximity from his victim. Such attacks can be carried out through 
Wi-Fi, baseband, Bluetooth or NFC. 
1) Attacking through NFC (Near Field Communication) 

NFC is built upon Radio Frequency Identification technology and 
is designed for short range wireless communications [38]. NFC 
provides the following two typical services. First, the beaming 
mode allows a user to exchange data with another user, and it also 
allows a user to read/write information with a passive device. 
When beaming or reading files, some devices launch applications 
to open the contents automatically without the users’ permission. 
Attackers can exploit this vulnerability and send malicious files to 
victims to compromise their devices. 

Secondly, the Android device with NFC feature can be used as a 
contactless credit card. Attackers exploit these vulnerabilities to 
steal money from victim’s credit cards. An attacker first needs to 
publish his malicious application on the application market. After 
the victim has installed the application, the malware embedded in 
the application will send the attacker a message when it detects a 
contactless credit card near the victim’s mobile phone. An illegal 
monetary transaction instantly takes place when the attacker 
brings his phone near to a NFC ready PoS machine, provided that 
the victim’s mobile phone screen is unlocked [20]. 

2) Attacking against Baseband 

 
Figure 9. Attacking against Baseband using rogue base station 

[30] 

Attackers can employ a rogue BTS (Base Transceiver Station) 
near the targeted victim. Mobile devices automatically connects to 
the tower with the strongest signal strength. Attackers can then 
use a GSM jammer to jam the frequency of the legitimate BTS to 
appear as the strongest signal, thus tricking victims into 
connecting to their rogue BTS. There is no protection available 
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against rogue BTS as there is no mutual authentication provided 
by GSM [35].  

Attackers can attack anyone trying to connect to his rogue base 
station or choose to attack selected victims. Attackers can attack 
selectively only if he knows the victim’s IMSI, which is the 
unique number that identifies a SIM card. When several devices 
try to connect to the rogue base station, attackers will only 
approve the registration from the victims’ IMSIs and reject those 
from other IMSIs [27].  

Once the targeted victim has connected to the attacker’s base 
station, the attacker can carry out Man-In-The-Middle attacks on 
the victim’s traffic, by sending attack traffic or even installing 
spyware. 

4.3 Via Physical Attack Surfaces 
These are the 3 main physical attack surfaces exposed on Android 
devices. 

4.3.1 Disassembling Devices 
Attackers could attack against the hardware of targeted devices by 
disassembling the devices to gain access to more attack surfaces. 
This method requires attackers to be highly skilled or equipped 
with specialized hardware. Attackers could attack against exposed 
serial ports, which enables them to receive debug messages or 
even provides them shell access to the device. Another way is to 
attack the exposed JTAG debug ports, which leaves the firmware 
of the device vulnerable. Alternatively, attackers could simply 
remove the core CPU or the flash memory which will allow them 
to read the boot loader, boot configuration and full flash file-
system off the device. This is just the tip of the iceberg of what an 
attacker can achieve should they acquire a device. 

4.3.2 Universal Serial Bus (USB) 
Android devices usually rely on USB as the wired interface for 
interaction with other devices. The adaptability of Android 
devices leads to the susceptiveness of several components through 
the USB interface. The amount of attack surfaces exposed 
depends on how much accessibility is enabled on the device. The 
main idea would be for attackers to craft and inject malicious 
USB packets into the device. This would grant the attacker access 
to the device, and he/she would be able to change the modes and 
settings of the device. Different modes allow for different 
functions, and usually an attacker targets one function at a time. 
Some possible impacts include reading and writing data to the 
device, gaining priority access and even modifying portions of the 
device’s firmware. 

4.3.3 Android Debug Bridge (ADB) 
ADB is a versatile command line tool which is found on Android 
devices, and it serves the purposes of development and 
debugging. It allows users to communicate with the device 
through commands with special privileges. For older versions of 
Android, such as those before 4.2.2, no verification is needed 
before accessing the ADB shell. In some cases, ADB is exposed 
with no verification by default and there are no options available 
to disable this. This provides unrestricted access to the core of the 
device. A well-known attack which involves ADB is called “Juice 
Jacking”, and attackers were able to target victim’s devices 
through the facade of a charging station. Once the attacker is able 
to connect her device to the victim’s device, he/she is able to 

obtain sensitive data from the victim or introduce malicious 
software into their device. 

5. ESCALATING PRIVILEGES 

5.1 Via Local Attack Surfaces 
5.1.1 File System 
The fact that Android is a Linux-based system results in the 
exposure of several attack surfaces through access points in the 
file system. The main access points are the kernel-space and user-
space endpoints. Over at the kernel region, there are certain 
components which provide direct access to communicate with the 
kernel-space driver code. These components include device driver 
nodes and even special virtual file systems. User-space endpoints 
are usually located by scrutinizing the entries logged in a file 
system. With these endpoints, attackers are able to target the 
attack surfaces below them by exploiting file and directory entries 
with loosely restricted access levels. Each file system entry 
contains a few categories, the user and group that possess it and 
the amount of access granted to them. The amount of access 
determines whether the entry can be read, written, or executed. 
File system entries can be identified easily through the use of the 
opendir and stat system calls. File system entries with root 
privileges are usually targeted because some directories prevent 
low access users from listing their contents. After acquiring the 
necessary file system entries, attackers are potentially able to 
escalate their privileges. 

5.1.2 System Calls 
Besides entries in the file system, the Linux kernel is also exposed 
when it carries out system calls. Malicious software can be 
injected during such system calls, which forces the kernel to 
process the harmful data. Therefore, system call handler functions 
within the kernel are highly targeted. These functions can be 
located effortlessly through the use of a search function which 
targets the SYSCALL_DEFINE string found inside the source 
code of the kernel. 

 
Figure 10. Flow of system calls [17] 

5.1.3 Sockets 
Software which exist on Android utilizes many forms of sockets 
to achieve Android Interprocess Communication (IPC). These 
sockets are generated through the socket system call. A socket 
requires certain information to be specified, such as the domain, 
type, and protocol. The domain field is the most crucial as its 
value decides how the protocol parameter is expressed. The most 
popular socket domain used is the PF_UNIX domain, and several 
services use sockets within this domain to expose IPC 
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functionality. This in turn, reveals endpoints in the file system, 
because sockets of this type will show up when attackers 
scrutinize the entries in the file system. With the socket 
information in hand, attackers can now match processes to sockets 
using commands such as lsof or netstat with the -p option. 
Attackers will now have the ability to manipulate privileged 
processes, or they may target kernel-space code which is 
responsible for the many different types of sockets. Services and 
applications located within user-space are sources of exposed 
socket endpoints as well, which provides another access point for 
attackers. These are some of the ways by which attackers can 
achieve privilege escalation with the help of sockets. 

5.1.4 Binder 
The Binder driver is the core subsystem of the Android system 
architecture. It is used mainly for communication between 
application and system processes, and data sharing. The Binder 
driver can be found within the kernel source code and this 
exposes an attack surface through the /dev/binder character 
device. Despite the fact that native applications are unable to 
direct the driver to perform operations, it is still possible for 
attackers to execute a service through native code placed directly 
on top of Binder. Due to the vast functionality of Binder, attackers 
are able to target deeper attack surfaces to achieve privilege 
escalation. 

 
Figure 11. Binder driver configuration [21] 

5.1.5 Shared Memory 
Android has specially designed a shared memory mechanism 
known as Anonymous Shared Memory, which is ashmem for 
short. By identifying the open file descriptors within the /proc file 
system, you are able to locate which processes are 
communicating. Having shared memory used for IPC poses a 
threat to the device. According to the least common mechanism 
design principle, if the shared memory is corrupted or damaged, 
all the users which rely on it will be affected as well. Therefore, 
attackers usually target such shared memory facilities in order to 
branch out their attack. Processes which rely on these memory 
storages will be vulnerable to denial of service attacks or 
corrupted memory. Not only that, login credentials and any other 
sensitive data stored in the memory database can be accessed and 
manipulated by the attacker. 

6. GENERAL COUNTERMEASURES 
Given that there are numerous techniques used to attack android 
devices, we should be aware of the latest safeguards and tighten 

security on our android devices. Malware may seem like the 
biggest threat against Android devices, but unauthorized users 
who are able to get hold of your data are able to do more harm to 
your device. Therefore, the focus should be to protect physical 
access and encrypt sensitive information. There are a few methods 
available to protect and secure our android devices, which 
includes software mechanisms and human solutions.  
 
The simplest and easiest way of ensuring unauthorized users do 
not access your device would be to lock the device. This can be 
enforced using a pattern-code or even a PIN. In some cases, a 
fingerprint is required to authenticate the user. Apart from the 
lock screen, we should also secure our applications by having a 
separate PIN for downloads in Google Play. This restricts 
unapproved purchases by other users besides yourself. This also 
applies for all the data on the device, such as Google Accounts, 
application data and even download information. All these 
sensitive information can be fully encrypted with passwords to 
prevent intrusion. For most users, it should be a must to download 
a mobile security app. This is the perfect safeguard against 
Android malware which is on the rise. Some Android security 
applications are able to do much more, such as remote wipe, 
device tracking and even locking down the device.  
 
Now, we will move on to human solutions which are equally 
important. Do not save passwords for any application or service 
on the device. This prevents attackers from gaining easy entry into 
the application or service. As discussed previously in this paper, 
Wi-Fi networks are a source of attacks. We should avoid public 
Wi-Fi networks which are not secure as the data we are sending 
could be captured by attackers on the same network. Lastly, we 
should be vigilant regarding the way we utilize our device. This 
includes the way we check our emails, the websites and 
applications that we trust, and the constant updating of security 
protocols found in the device. 

7. CONCLUSION 
In this paper, we have looked at several ways that Android 
devices can be attacked, and discussed some of the 
countermeasures currently available to defend against them. By 
dissecting Android’s vast attack surfaces into smaller groups 
based on access complexities, we were able to analyse deeper into 
the individual attack surfaces. This provided us the opportunity to 
locate the flaws within the system and thereby allow us to 
formulate possible solutions for such weaknesses. There is a 
constant battle to cope with the growing number of android 
attacks. Our security measures should not be taken for granted, 
and they should always be up to date in order to protect our 
precious devices. As such, it is key for us to further explore the 
various attack surfaces which have not been discovered in order 
for us to stand a chance against future attacks which could be 
more severe. 
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ABSTRACT 
This paper investigates and explores existing strategies to secure 
medical systems and subsequently proposes possible preventive 
measures for existing major vulnerabilities. 

1. INTRODUCTION 
Medical devices have become the pivot points for the attackers 
within healthcare systems. They are visible points of vulnerability 
in the healthcare enterprise and the hardest area to remediate even 
when attacker compromise is identified. These persistent cyber-
attacks threaten overall hospital operations and the security of 
patient data. “Medical information can be worth 10 times as much 
as a credit card number,” reported Reuters. To steal such 
invaluable information, attackers use a variety of tactics that range 
from attacking an entire medical system (networks, databases and 
equipment) to targeting specific portions of the system. Patients' 
information is sensitive; hence putting appropriate organisational 
techniques as well as modern technology in place to secure health 
information is of paramount importance. Unfortunately, several 
obsolete and non-secure information security software and 
methods are still in routine use for communicating and storing 
sensitive health related information and this phenomenon is 
exacerbated by the fact that official requirements don't take into 
account some major vulnerabilities while releasing their 
guidelines for securing medical devices. 

2. CURRENT SECURITY 
REQUIREMENTS FOR MEDICAL 
DEVICES 
There are currently standards set by authorizing bodies to govern 
the security requirements for medical devices. Associations such 
as the FDA (Food and Drug Administration) attempt to bolster the 
security of medical devices. However, some experts warn that 
guidance is too littlei, too late. The standards can be quite 
ambiguous and non-holistic (in the sense that they focus a lot on 

the devices as individual entities, instead of viewing the devices 
as a part of an entire system that needs to be secured) and more 
importantly, standards are not evolving with the pace at which 
hackers and malicious users attempt to infiltrate hospital systems. 
  
In this report, current mechanisms that are employed to secure 
medical devices and healthcare systems will be explored. 
Subsequently, the report will be elucidating on 4 main existing 
vulnerabilities that need to be addressed by the industry to ensure 
their systems are more secure than they are right now. 

3. EXISTING MEASURES ADOPTED BY 
HOSPITALS AND MEDICAL FIRMS 
3.1 Barracuda Firewall 
Web application firewalls are security systems that protect the 
networks linking to medical databases from malicious software. 
They are currently implemented by hospitals to strengthen their 
medical database. An example of such a firewall would be the 
Barracuda Web Application Firewall. It adopts a three pronged 
defence mechanism to prohibit application infiltrations such as 
SQL injections and cross site scripts. Firstly, it masks error 
messages that are typical of websites to auto produce when 
malicious information is entered. This denies providing possible 
clues to the hacker of the nature of the database's next defence 
method, hence he would not be able to anticipate and generate the 
SQL statement required to counteract and bypass the next defence 
mechanism of the database system in place. 
 
Next, the firewall scrutinizes the user's input to filter out and 
eliminate harmful actions such as code injections, cookie 
tampering and DOS. This method attempts to prohibit malicious 
software such as cross site scripts that emerge from hyperlinks 
from accomplishing its intended function whereby these scripts 
are usually responsible for cookie theft which could lead to the 
divulgence of the username and password details of a medical 
staff, which are required to access the medical database. Thus this 
specific stage renders as a preventive measure that nullifies 
malicious software.  
 
Finally, the firewall analyses all information that has been 
requested by the user to go outbound, which means data that has 
been selected for transferral to another device or network from the 
medical database would be checked comprehensively to prevent 
sensitive information from being leaked. It is evident that this 

 

Permission to make digital or hard copies of all or part of this work for 
personal or classroom use is granted without fee provided that copies are 
not made or distributed for profit or commercial advantage and that 
copies bear this notice and the full citation on the first page. To copy 
otherwise, or republish, to post on servers or to redistribute to lists, 
requires prior specific permission and/or a fee. 
Conference’10, Month 1–2, 2010, City, State, Country. 
Copyright 2010 ACM 1-58113-000-0/00/0010 …$15.00. 
 

37



particular measure serves as a damage limitation step as the SQL 
injection or cross site script has already succeeded in achieving its 
purpose but it is unable to find a suitable means to escape from 
the database and thus derailing the hacker's efforts in attaining 
classified data.  

 
The Barracuda firewall has had mixed success in successfully 
blocking out application attacks. It has proved extremely 
proficient in hampering the activities of cross site scripts. It is 
remarkable that there have been no significant attacks on medical 
databases involving cross site scripting. However, this has not 
been the case for SQL injections, which have had far greater 
success in penetrating the firewall system. There have been two 
incidents in 2014 and 2015 where there have been mass scale 
attacks using SQL injections by hackers on a hospital and health 
insurance firm respectively. Each of these incidents has resulted in 
millions of patients' records to have been compromised to hackers 
and these incidents would be elaborated further on in the report.  
 
The vast contrast of the Barracuda firewall's prowess in 
eliminating cross site scripts while its ineptitude in stopping SQL 
injection attacks could boil down to the nature of each of these 
application attacks. Cross site scripts' success in executing their 
designated roles rely heavily on the lackadaisical attitude of the 
user. Only when the user unknowingly clicks on a suspicious 
hyperlink, then the script is able to spread onto the user's 
computer and start infecting. The firewall usually detects and 
highlights these doubtful links as potentially hazardous thus 
notifying the users to avoid them, thus eradicating the risk of 
cross site scripts. However, the success of the SQL injection 
solely depends on the adeptness of the hacker. More experienced 
and skilled hackers would most likely find ways to generate more 
advanced and intelligent SQL statements that can bypass the 
defence mechanisms of the Barracuda firewall system, therefore 
placing medical databases at peril. 

3.2 Endpoint Fingerprinting 
In network security, endpoint security refers to a methodology of 
protecting the corporate network when accessed via remote 
wireless devices. Each device with a remote connecting to the 
network generates a potential entry point for security threats. 
Endpoint security is designed to secure each endpoint on the 
network created by these devices. Currently endpoint 
fingerprinting is used to secure medical devices. It works by 
firstly gathering IP and MAC addresses from endpoint devices 
and then checking them against a list of approved addresses to 
endorse that each address is genuine and the corresponding device 
is authorized to access the network. IP and MAC addresses are 

monitored constantly to reduce the risk of unauthorized access. 
Any malicious activities are blocked by this security measure. 

 
The main advantage and efficiency of this measure is to identify 
the device and operating system without an isolated detection 
mechanism, dynamically and in real-time without requiring 
additional infrastructure, processes or network activity. 
Furthermore, it gives freedom to the user by intelligently blocking 
off personal data to intruders while still providing access to other 
functions of the medical device. The healthcare sector now faces 
immense pressure to implement effective BYOD strategy. This 
has caused an influx of about 15,000 devices and ensuring 
network safety of such devices by fingerprinting of the unique 
endpoint is a very suitable and viable method currently in place to 
keep off intruders. 
 
However, though this preventive measure has worked on many 
devices and it is successful to some extent. There are some 
constraints that come along with it. The whole idea of 
fingerprinting is to detect anomalies and to inform the user if an 
intrusion has happened. However many a times, this system may 
end up with “false positives”, where an alert might be triggered 
without any occurrence of a malicious activity. If the device is too 
sensitive, it will flood the operator with false security concerns 
and costly investigation. However, if it is not sensitive enough, it 
is susceptible to attackers hiding their malicious activity within 
baseline operation. Next, biometric devices are not fool-proof; 
once a biometric file is seized, the patient's biometric could be 
definitively compromised and risk of personal data or security of 
the medical device or implant is short-changed. An experiment 
conducted by, Tsutomu Matsumoto, a security researcher at 
Yokohama National University, has shown that using simple stuff 
like play-doh to create fingerprint moulds are good enough to 
hack up to 90 percent of the devices. Thus there is a need to 
implement a stronger method of security and authentication with 
the growing dependence on embedded medical devices. 

3.3 Anti-Virus 
Anti-Virus has been used in medical devices to ensure security.  
An antivirus program is an essential part of a multi-layered 
security strategy; it shields the device from most digital threats 
with negligible impact to the system performance. It works in the 
following methodology; checks the program first, comparing it to 
known viruses, worms, and other types of malware. After which it 
conducts “heuristic” checking, checking programs for types of 
unwanted activities that may specify a new, unknown virus. Anti-
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virus is able to keep away 90 percent of the virus proving it to be 
an efficient security measure. 

However, for an anti-virus to be fool-proof, it has to be 
continuously updated with the latest pieces of malware such that 
these malware can be caught by their programs. Upgrading these 
devices to improve security requires that the device manufacturer 
develop newer software or firmware versions integrating 
improved security features. Once a new version is available, the 
devices can be upgraded to provide heightened security. 
Unfortunately, the upgrade process is at times difficult, expensive 
or in the worst case scenarios impossible. For example, some 
devices cannot be upgraded without being returned to the factory 
outlet where it was manufactured. Others may no longer be 
supported by the manufacturer, or the company may no longer 
exist. Replacing such devices is often exorbitantly expensive, 
while newer devices with enhanced security features may not yet 
be in the market.  

Apart from the difficulty in updating it, another constraint it faces 
is that certain virus such as Polymorphic malware morphs and 
changes over time, thus making its detection by the software 
nearly impossible. The malicious code can change in a variety of 
ways to include how it is encrypted, compressed. The basic 
functions of the malware will be the same, for example if it is a 
password taker it will continue to function as such. However the 
detection of it causes a significant delay. Nevertheless, these 
delays in the medical field cause huge losses. These cause threats 
to medical devices as they become prone to malicious software. 

4. EXISTING VULNERABILITIES IN 
MEDICAL SYSTEMS AND DEVICES 
4.1 Replay Attacks 
Many medical devices prior to the FDA’s recent guidelines have 
placed very little emphasis on cyber security in their products. 
Many medical devices are still vulnerable to a number of basic 
attacks; an example of which is replay attacks. Replay attacks 
occur when a malicious user is able to intercept and copy the data 
being transmitted between two users and then replay the 
transmission to trick the receiver into unauthorized operations 
such as false identification or duplicate transactions. Even if the 
data being transmitted is encrypted, the attacker does not need to 
know the actual keys or passwords to perform this attack. As long 
as the attacker is able to discover what the transmission’s effect is, 
he can replay that transmission to reproduce that effect. Having 
already explored the vulnerability of no or poor encryption of the 
data transmissions of medical devices, they only aggravate the 
situation by further enabling malicious attacks on the devices. 
 
4.1.1 Examples of Replay Attacks on Medical 
Devices 
In 2011, Jerome Radcliffe decided to hack into his continuous 
glucose monitor (CGM) and insulin pump. He discovered that for 
his insulin pump he did not even require to perform a replay 
attack since he was able to discover the codes and message format 
online relatively easily. For the CGM, it was easy to transcribe 
many transmissions from the device in a short period of time and 
then replay them to the receiver.  And since it was known that the 
CGM transmitted data at a relatively high frequency of once every 

five minutes, garbage data could be sent to the receiver when the 
legitimate sensor was transmitting data. 
Another instance where such replay attacks were found to be 
possible is in implantable cardiac defibrillators (ICD). A GNU 
radio is sufficient to replay such transmissions and simple 
equipment such as oscilloscopes can be used to copy them. By 
replaying a 1.5 second auto-identification trace, the ICD’s model 
and serial number were obtained. It was found that no prior 
synchronisation was required for a successful attack as long as the 
transmission is done in radio silence. Further replays of 
transmissions would allow hackers to gain patient data and then 
change data and even the ICD’s response to cardiac events. 

4.1.2 Possible Countermeasures for Replay Attacks 
Encryption alone would fail to address such replay attacks. A 
possible way of addressing replay attacks is to include a 
timestamp or nonce in these transmissions. By including the 
timestamp, attackers are now unable to replay older messages but 
it is important to note that this method is very easily overcome. It 
has been shown that the clock in the ICD was also been able to be 
hacked with attackers being able to change the time. A nonce is a 
random or pseudo-random number which is included in 
transmissions so as to ensure that each transmission would be 
different from the previous one and this may help to prevent such 
attacks given that the developer has designed the system correctly. 
 
Another option that can be explored is to use shields, in the form 
of “friendly” radio jamming to proxy an ICD’s communications to 
an authorised reader. An added advantage of using a shield is that 
it can be easily paired up with an ICD that has already been 
implanted which would reduce the burden on designers to address 
vulnerabilities to replay attacks in devices which have not ended 
their lifecycles. 
 

4.2 Backdoor Vulnerability 
Attackers manoeuvre though healthcare systems' main networks 
by exploiting outdated and unpatched medical devices. They build 
backdoorsii into the systems through these internet-connected and 
unpatched devices. Then, they exploit the entire system of 
interconnected devices using the backdoor which was made 
available by one or a few unpatched devices. 
 
Once a backdoor is built on an unpatched and vulnerable device, 
it is used to laterally move (navigate) through the hospital 
network. Subsequently, this leads to the possibility of infection of 
one/few of the hospital's IT departments work stations. This 
security compromise then leads to data breach. Backdoors can be 
breached by worms, viruses and other computer malware. There 
have been previous incidences of use of Zeus Malware20 (which 
can both create back doors and act as a bot) and the presence of 
Citadel Malware21 being used to find additional passwords within 
a hospital system. Zbot, also known as Zeus, is a malware package 
that is readily available for sale and also traded in underground 
forums. The package contains a builder that can generate a bot 
executable and Web server files (PHP, images, SQL templates) 
for use as the command and control server. While Zbot is a 
common back door that allows full control by an unauthorized 
remote user, the primary function of Zbot is monetary gain— 
stealing online credentials such as FTP, email, online banking, 
and other online passwords. 
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4.2.1 Examples of Devices vulnerable to backdoor 
entry 
X-ray scanner, blood gas analysers and picture archive and 
communications systems (PACS) are especially vulnerable to 
backdoor attacks.  This is mainly because these equipment rarely 
are in need of replacement and also because replacing them can 
prove expensive. This causes them to have obsolete hardware that 
cannot be updated or patched with current medical software 
releases. 

 
4.2.2 Possible Counter-Measures 
4.2.2.1 Patch and monitor devices closely 
Hospital staff should review and update their contracts with 
medical device suppliers. Suppliers must include very specific 
language about the detection, remediation and refurbishment of 
the medical devices sold to the hospitals which are infected by 
malware. They must have a documented test process to determine 
if they are infected, and a documented standard process to 
remediate and rebuild them when malware and cyber attackers are 
using the devices. Devices must be patched regularly and if a 
device is unable to be patched, it should be replaced by the device 
suppliers to ensure minimal backdoor entry. These procedures are 
required because malware is constantly evolving and thus relevant 
patches must be regularly generated and applied in order to 
constantly secure a system.  
 
4.2.2.2 Application White-listing (AWL) 
AWL is especially crucial for medical devices where updating and 
patching of the software might be less frequent as compared to 
other devices. AWL will by default deny execution of any and 
every application which has not been previously approved as 
“known to be not malicious”. 

An example of an AWL is McAfee Embedded Control. It creates 
a dynamic white-list of “authorised code”.  After creating a white-

list, system is locked down and no program or code outside the 
authorised set can run 

4.3 Buffer Overflow Attacks 
Buffer overflow attacks are one of the most common sources of 
vulnerabilities in information security and medical devices are no 
exception. Buffer overflows occur as a result of improper use of 
languages in coding that result in the software being not 
“memory-safe”. Some of the more notorious enablers of this type 
of attacks are functions without bound checking, functions with 
null termination problems and user-created functions with pointer 
bugs. A malicious attacker is able to input data into a vulnerable 
system either via user input at the interface and is deliberately 
longer than the allocated end of a buffer in memory. This would 
cause it to overflow the buffer into the stack and overwrite 
whatever that was in there the stack, which often contains return 
addresses to programs and hence the attacker can insert malicious 
code which would be executed. Even when armed with inadequate 
knowledge about the software running on implantable and 
wearable medical devices (IWMD), attackers can exploit buffer 
overflow vulnerabilities to cause the devices to reveal sensitive 
information or change its settings. 
 
4.3.1 Examples of Buffer Overflow Attacks on 
Medical Devices 
Automated External Defibrillators (AEDs) have been identified as 
being vulnerable to buffer overflow attacks. AEDs are used for 
treating cardiac arrhythmias, by evaluating a patient’s heart 
rhythm and provide a shock if necessary to restore the patient’s 
heart rhythm to normal. The particular model that was identified 
came with a few software packages that were meant for 
programming device parameters like the shock value, collecting 
data such as post-cardiac arrest reports and updating the AED. 
AEDUpdate was the software package responsible for the updates 
and was found to be the source of the vulnerability. Typically, the 
software sends a packet over the communications (COM) port to 
the AED and receives a response. An attacker would be able to 
spoof the packets coming from the COM port such that he would 
be able to control the data that the software received from the 
AED, thus achieving arbitrary code execution.  The program 
expects to find no more than 8 zeros and does this by using 8-
num_zeros to calculate the size of the buffer to copy. Hence, if 
more than 8 zeros are entered, the size parameter underflows and 
copies 4.3 billion bytes of data into a 16 byte buffer resulting in 
the program throwing an exception. 
 
4.3.2 Possible Countermeasures for Buffer Overflow 
Attacks 
A possible countermeasure could be to use canaries, which can 
detect a buffer overflow before any malicious code can be 
executed. This involves placing a random integer value in memory 
just before the stack return pointer. In order to run malicious code, 
it is necessary to overwrite the return pointer which means that the 
canary value would have been overwritten as well. When this 
happens, an exception is raised which causes the program to emit 
an alert and immediately halt, thus making it hard for an attacker 
to perform a buffer overflow attack. An attacker has to gain 
control of the instruction pointer by some non-traditional means 
such as corrupting other stack variables. However, an attacker is 
still able to perform a Structured Exception Handling (SEH) 
exploit thus completely skipping the canary check. With respect to 
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the AED, this can be exploited by overwriting the exception 
handler with an attacker’s own exception handler and causing this 
exception to occur before the corrupted return address is checked, 
allowing the program flow to be redirected to perform arbitrary 
code. 
 
Another possible solution to address buffer overflow attacks is 
application whitelisting (AWL). AWL has been a technique used 
in the security world for a long time and is the opposite approach 
of using antiviruses, known as blacklisting. Blacklisting involves 
checking every new file to see if it is malicious and if so, it is not 
allowed to execute and carrying out any malicious code. In 
contrast, AWL will by default deny execution of any and every 
application which has not been previously approved as “known to 
be not malicious”. This “default deny” approach is more secure 
than antiviruses as it can prevent malicious code that it has not 
seen before, thereby preventing zero-day attacks. At times, 
antivirus blacklist databases might not have been updated and 
allow malicious code to run, especially on the day the code is 
created thus coining the name zero-day attack. This is especially 
so for medical devices where updating and patching of the 
software might be less frequent as compared to other devices. 
However, it is crucial to note that AWL must protect files on disk 
and more importantly the memory space of the device. Some 
AWL programs claim to whitelist files, but without memory 
protection, then it is simply an application inventory tool. 
 
A possible program to do this could be the McAfee Embedded 
Control which creates a dynamic whitelist of “authorised code”, 
after which the system is locked down and no program or code 
outside the authorised set can run. Memory protection prevents 
malicious hijacking from affecting running processes by 
immediately trapping, stopping and logging any unauthorised 
code injected. As such, this could be a possible countermeasure to 
buffer overflow attacks. 
 

4.4 SQL Injections 
The acronym SQL stands for Structured Query Language. This 
form of language is utilized in constructing statements to interact 
with databases which involve input of user supplied data so as to 
generate desired results in return. Therefore SQL statements are 
an essential aspect in managing and controlling user input driven 
databases. A web browser linking to a medical database is 
extremely reliant on user input where doctors, nurses or patients 
would be required to key in crucial data into the browser, thus 
highlighting SQL's prominence in the operation and functionality 
of these databases. 
 
SQL injections refer to SQL statements that are submitted to the 
database that could cause widespread harm. For example, in a 
search function initiated in a web browser of a particular hospital 
that is meant to search for information about a certain disease, a 
seasoned hacker could submit inappropriate SQL statements 
instead. These SQL statements could ultimately sabotage the 
actual function of the search function application by accessing the 
backend database directly instead of yielding appropriate results 
about information on a disease. This could lead to catastrophic 
consequences such as bypassing authentication and retrieving 
highly confidential information. 
 

4.4.1 Examples of SQL Injections on Medical 
Databases 
In August 2014, there was a rampant infiltration attack on the U.S 
hospital group Community Health Systems Inc.’s medical 
database. Hackers managed to insert malicious software into the 
company's database network which comprised of bots that 
performed SQL injection attacks and data extortion. Confidential 
information such as social security numbers, addresses and birth 
particulars of about 4.5 millions of patients were stolen. 
 
Besides, as recently as February 2015, a massive cyber-attack was 
launched to break into the medical database of Anthem, one of 
USA's largest health insurers, where the hackers gained access to 
a whopping 80 million clients' records worth of personal 
information. It is suspected by experts that these hackers resorted 
to SQL injections that violated the database server to obtain these 
highly classified data. 
 
Hackers have resorted to targeting medical databases as a prime 
avenue for them to execute their malicious assaults as it is 
apparent from these two incidents that hospitals and medical firms 
experience shortcomings in effectively blocking out SQL 
injections, thereby making them easy prey to SQL attacks. Besides 
another noteworthy reason would be the vast monetary incentives 
in store for the hackers if they successfully perform identity theft 
of patients. Medical records of patients are deemed highly 
lucrative, even more so than credit card credentials, as credit card 
credential of each victim is only valued at $4 to $5 while the 
medical records of each patient is worth $40 to $50 on the black 
market 
 
4.4.2 Possible Countermeasures for SQL Injections 
One solution which can be implemented to combat SQL injections 
would be segregating whole database networks, which comprises 
of different features such as web servers, database servers and 
SQL servers, physically and logically. 
Physical segregation of network refers to functions such as web 
server and database server to have separate infrastructure from the 
publicly available web environment. This is to ensure that even 
when a server has been penetrated, only that particular 
infrastructure housing that server would be affected and 
manipulated according to the whims of the hacker while the other 
functions of the network would remain operationally intact. 
Logical separation entails using private VLANs with port 
restriction to avoid communication with hosts on the same subnet. 
This means all these VLANs on the same subnet can only transmit 
signals to a single port that is deemed as superior as it is directly 
connected one level above these VLANs. This port is usually 
installed with extensive security measures such as a firewall thus 
the messages it receives and conveys would be malware free. This 
leads to safe communication of messages between the web server 
and database server thus enhancing the security of the medical 
database.  

 
If a network is not suitably segregated, an infiltrator who has 
gained a foothold into the network would be able to navigate 
through the entire scope of the network and obtain the 
information that he desires at will. Therefore, a properly 
segregated network would mean restricted access to a tiny bit of 
information thus impeding his progress and imposing a limit to 
the extent of penetration that has occurred in the database. 
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This solution is more proficient in combating the prevalent 
problems of SQL injections than relying on the Barracuda firewall 
software alone. The segregation of network comprises of a port 
situated on the upper layer which is connected to all the private 
LANs on the lower level subnet. This port is heavily guarded by 
software that offers protection such as firewall. Hence, the 
amalgamation of an intricate pathway for transmission of 
messages between private VLANs belonging to the same subnet, 
the isolation of the web browser and database browser due to 
physical segregation and the thorough analysis of commands 
conveyed to and fro the firewall protected port fortifies the whole 
network system tremendously. Hence, the security system 
encapsulating the medical database is enhanced greatly as 
opposed to the medical database solely relying on web application 
firewalls which provide only one line of defence against SQL 
injections. 

 

5. Conclusion 
It is estimated that around 220 million people have chronic 
diseases such as diabetes and blood pressure. Such a large and 
increasing patient population coupled with the rapid technological 
advancements in medical devices have led to the growth of the 
medical devices market globally. However, security of these 
medical devices and systems still remain an afterthought in the 
design process. In this paper, some of the existing measures and 
safeguards to ensure the security of these devices have been 
explored. Even with these measures, there are still many 
vulnerabilities in devices resulting in them being open to attacks 
such as replay attacks, buffer overflow attacks and SQL 
injections. This paper then goes on to propose some techniques or 
strategies that could be employed to counter these vulnerabilities. 
With such vulnerabilities and associated dangers lurking, medical 
device manufacturers should be made to consider security issues 
right from the start of the design stages and have plans for 
assessing specific security risk and recovering from security 
incidents. 
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i Some weaknesses and loopholes in standards as cited by information security experts include, "What is unique to healthcare environments 
are the number of IP-connected medical devices that typically have not been hardened to withstand threats -- at all. The FDA's guidance puts 
a focus on devices going forward, but it doesn't address the millions of IP-enabled devices currently in operation across healthcare networks 
globally." and "The FDA's recently released guidelines for medical device security focus largely on securing the device at the point of 
manufacture. Ask any IT administrator tasked with BYOD security, and they'll tell you device security isn't the answer," Ryan Kalember, chief 
product officer at WatchDox, told InformationWeek. "As with the BYOD challenge, it's not the device that's at risk; it's the data. Health data 
isn't going to stay on the device forever. To be useful, data must be accessed, analyzed, and reported. And data is far more vulnerable when 
it's in transit from the device to a web-based dashboard, for instance. For that reason, I do not think the FDA's approach will be adequate in 
protecting healthcare companies from security breaches." 
 
ii A back door is a means of access to a computer program which bypasses security mechanisms. 
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Abstract 
The paper describes the issues relating to the Public Key 

Infrastructure while identifying the key elements that play a role. 

It also addresses the possible attacks that may be launched on the 

infrastructure due to the various vulnerabilities. Existing solutions 

and possible recommendations are also made although they may 

not be exhaustive. 
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1. PKI implementation  
A public key infrastructure (PKI) in its simplest form consists of 

two parts, namely a private key and a public key, both of which 

use asymmetric encryption algorithms. Thus, if a key in a 

public/private key pair is used to encrypt data, only the 

corresponding key in the pair can decrypt it. This characteristic is 

used to implement PKIs to address security concerns such as 

authentication, integrity, confidentiality and non-repudiation by 

using various mechanisms and policies in their applications.  

 

Other data encryption methods like symmetric key encryption lack 

this ability to distribute their keys in a secure manner. Due to this 

added advantage, many companies like Microsoft use PKI to 

manage their keys and certificates by using encryption and digital 

signatures in their applications. There are several components of a 

PKI that must be implemented to appropriately manage these keys 

and certificates: public key certificates, certificate authority 

hierarchies, backing up of keys and certificates, a certificate 

repository, certificate revocation, support for non-repudiation of 

digital signatures, support for cross-certification and client-side 

software [1]. 

 

 

 

1.1 Secure Sockets Layer (SSL) protocol 
Secure Sockets Layer (SSL) is a security protocol which actually 

defines how the algorithms in PKI should be used. Usually, data 

from the web servers and the browsers is sent in plaintext and a 

malicious attacker would be able to eavesdrop and intercept all 

the data between the two parties. Hence, SSL helps in the 

establishment of an encrypted link between a server and a client. 

A secure website has also come to be associated with the lock 

icon and the green address bar by most users and URLs of SSL-

secured website begin with https instead of the insecure http. 

 

1.2 Public key certificates 
Public key certificates are used to authenticate and confirm the 

reliability of the computer or user with whom an end user or client 

is communicating with. It contains the user’s name in the form of 

a distinguished name (DN), public key of the user, the validity 

period of the certificate and operations for which the public key 

can be used. The integrity of a certificate can be determined by 

verifying the digital signature of the Certifying Authority (CA). 

 

1.3 Certificate hierarchy 
There are two different types of CAs and each of them have 

varying configuration options and dependencies to cater to 

different assurance levels and fulfill different hierarchical roles. 

They are: 

 

1) Root CA: The trust anchor of the PKI that is 

identified by an unsigned or self-signed root certificate 

[2]. It is at the top tier of a certification hierarchy and 

provides the highest assurance level to clients. 

 

2) Subordinate CAs: Certificate authorities that are not 

root CAs are known as subordinate CAs in a certificate 

hierarchy [2]. They can be intermediate or issuing CAs. 

 

These CAs can be used in a one tier, two tier and three 

tier hierarchy system. 

 

1.4 Certificate Repository & Revocation 
A certificate repository is a database of digital certificate 

information that is maintained by a CA. To ensure transparency, 

applications can be used to retrieve this information by users to 

find out if a certificate is valid, has expired or has been revoked. 

 

Application soft wares must also ensure that the certificate can 

still be trusted at the time of use [1]. Certificates that cannot be 

Authorization to make softcopies or printed copies of all or a piece of 

this work for individual or classroom utilization is allowed without 

charge given that duplicates bear this notification and the full reference 

on the first page. To duplicate generally, or republish, to present on 

servers or redistribute on records, requires particular authorization and/ 

or a fee. Copyright 2015. 
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trusted must be revoked by the CA and end users and client-side 

application software must be made known of the identity of these 

certificates. Some CAs, known as enterprise CAs, do this is by 

publishing secure certificate revocation lists (CRLs) into an 

Active directory system. CRLs contain the serial numbers of 

revoked certificates. This allows for client-side applications to 

check for certificates that have been revoked in a consistent and 

transparent way on behalf of their end-users. 

 

1.5 Support for non-repudiation of digital 

signatures 
Non-repudiation guarantees that any data received electronically 

has not been changed or manipulated in any way by the sender 

during transfer so that it can be trusted by the receiver. Digital 

signatures are used to prove that an individual or computer has 

carried out a specific activity at a particular time. 

 

To provide rudimentary support for non-repudiation, the client-

side software generates key pairs used for digital signatures. This 

is done in a manner that makes sure that the signing keys are not 

backed up and continue to remain under the user’s control all the 

time. 

 

1.6 Support for cross certification 
Cross-certification ensures that Certification Authority domains 

can maintain third-party trust relationships electronically. A cross-

certificate is a digital certificate issued by one Certificate 

Authority (CA) that is used to sign the public key for the root 

certificate of another Certificate Authority [3]. For example, large 

organizations that have functions and branches spread out across 

many geographic locations may require multiple CAs.  
 

1.7 Client side software 
Additionally, a PKI must have client-side software that operates in 

a consistent and transparent manner across applications such as 

email, web browsing and file/folder encryption. A consistent and 

user friendly client-side software reduces costs. Furthermore, 

client-side software must be able to support all the other 

components of a PKI. 
 

2. Vulnerabilities 

2.1 CAs 
A trusted certificate issued by a Certificate Authority (CA) is 

typically used to make secure connections to servers over the 

internet.  The clients seeking such certificates are usually banks or 

online retailers using e-commerce to authenticate their websites to 

reassure their users that their personal information or transactions 

are safe and secure against malicious attacks. The certificate’s 

owner and the users depending on that certificate place immense 

trust on the notion that the Certificate Authority are indeed who 

they say they are [4]. However, if the CA itself was attacked, then 

the integrity of the entire system would fall through since the CA 

actually plays a very critical role and it would be hard for anyone 

to trust the public key infrastructure. 

 

For instance, a malicious attacker could pose as the CA and issue 

several certificates to harmful sites, which would appear secure to 

the unsuspecting users. This is typically used for Man-in the-

middle attacks where the attacker is able to eavesdrop on the 

unencrypted data exchange.  

 

2.1.1  Case study 
The alarming fact is that this is entirely possible as shown by 

several case studies in recent times. As shown in Table 1, the year 

2011 was just appalling for the Certificate Authorities with major 

shareholders like DigiNotar and Comodo being attacked by 

several malicious attackers.  

 

Table 1. Incidents of Attacks on Major CAs [4] 

 
 

In the prominent DigiNotar attack, 531 bogus certificates were 

issued to various websites including Google and the CIA, which 

were immediately revoked upon the discovery of the breach [5]. 

As a result, DigiNotar eventually had to declare bankruptcy 

because of the massive losses and general mistrust in the public 

eye incurred due to the breach.  

 

2.1.2 Significance of Certificate Authorities in PKI 
The importance of the Certificate Authorities cannot be further 

stressed upon since they play an integral role in the PKI. Being 

the third party being trusted by both the server and the client, any 

attacker will be able to create havoc on the internet simply by 

posing as the CA. Furthermore, massive disruptions to the 

operations can be caused by issuing invalid certificates to 

malicious websites, which may cause users to reveal their 

confidential passwords and personal information unknowingly. 

 

2.2 Theft of Web certificates from third 

parties 
Another way that digital web certificates can be obtained by 

attackers is through collaborative third parties who need to have 

access to the CA’s private key. This includes proxies, load 

balancers, content delivery networks (CDNs) and even Web 

Application Firewall (WAF) solutions, which may be vulnerable 
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to being attacked by hackers. There are several ways a hacker can 

attack CDNs. 

 

A CDN is a network of distributed servers that use their 

geographic locations as a criterion for delivering web content to 

clients. When a client requests to view a webpage, a server node 

closest to them delivers the cached website content required 

quickly and reliably. CDNs are most commonly used by news 

websites, thus making them particularly vulnerable. A simple 

phishing attack could cause their news domain to be compromised 

and give attackers the ability to create their own messages to be 

sent to thousands of readers. In this way, many news media 

attacks have been carried out by the Syrian Electronic Army 

(SEA) by using third-party service providers. For example, in 

2013, they attacked news websites like Washington Post, CNN 

and Time. In this case, the attackers targeted CDNs such as 

Outbrain, a content delivery platform provider which was 

responsible for the content-sharing widget embedded at the 

bottom of these news websites [6]. 

 

2.3 Duplicate Public Key 
The Duplicate Public Key vulnerability arises from the fact that 

there can be an issue with random number generation of the 

public and the private key. Public Keys and Private Keys are 

essentially derived mathematically from two randomly chosen 

prime numbers (usually 1024 or 2048 bits).  

 

Let p = first prime number and q = second prime number, 

n = p x q, 

 

We then generate 2 more numbers from p and q, 

e = f (n) and d = g (e, n), where e is a function of n and d is a 

function of e and n 

 

The public key is given as a pair of integers (n and e) while the 

private key is given as d. Message would be encrypted using the 

public key (n and e) and be decrypted using the private key (d) 

[7].  

 

Usually it would take forever to crack these two prime numbers 

using brute force as both prime numbers are in the order of 1077(a 

very big number), however if the random number generator is 

weak, it might generate the same prime number for 2 separate sets 

of keys which the attackers may exploit.  

 

Let n = pq be the first set of keys and n’ = p`q’ be the second set 

of keys and say if p = p’, 

 

the attacker just have to compute the greatest common divisor of n 

and n’ to find out p, which is a factor of both n and n’  

(i.e. gcd (n, n’) = p). 

 

With p, the private key d can be calculated easily hence 

compromising the system. 

 

However to compute the GCD of each RSA key n against other 

key n’ would take an enormous amount of time. Therefore 

mathematician Daniel Bernstein came out with the idea of 

computing each key n against the product of all the other keys n’ 

that they have found (a 729 million digit number), thereby 

speeding up the computation significantly since after one large 

division the GCD problem would reduce to normal size [8].  

 

2.4 The Null character in SSL 

Implementation 
As mentioned above, the SSL protocol is critical in maintaining 

an encrypted network between a client and a server in a PKI. 

However, some loopholes are still being found in the way that 

SSL protocol is being implemented which threatens the secrecy or 

confidentiality of the connection from client to server. One such 

issue is the null character that can be used in a separate 

subdomain for the issuance of a legitimate certificate issued to the 

parent domain [9].  

 

For example, Charlie the malicious attacker could request for a 

legitimate certificate from the CA for his own domain such as 

villain.com but then he could request another one for the 

subdomain like dbs.com\0.villain.com. However the way that SSL 

is implemented in most browsers, they would be fooled into 

reading his certificate as the one that actually came from the 

authentic DBS website. Essentially these browsers simply stop 

reading the characters that follow the null character when they are 

checking the domain name. The users will also assume that the 

subdomain is the legitimate banking site and proceed to use it for 

their transactions. Hence Charlie would be able to make use of 

this vulnerability to perform man-in-the-middle attack since he is 

able to see the unencrypted data from the client and possibly 

obtain confidential information like banking details or login 

information. 

 

3.  Attacks 

3.1 Malware in PKI 
Often attackers use the prominent tool known as malware which 

makes use of executable code to target their intended victims. 

Malware typically has the capability to steal the digital certificates 

as well as the private key of the victim [4]. Typically, the 

Windows OS archives their digital certificates in a certificate 

store. The function PFXExportCertStoreEx in the program code 

helps in saving the information with a .pfx extension. The option 

of EXPORT_PRIVATE_KEYS in the latter function makes the 

.pfx file very useful to the malicious attacker. 

 

 

Figure 1. Coding example of Malware [4] to access certificate 

info 
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Using the example in figure 1, the attacker would be able to 

obtain certificates for the Certificate Authority, the Root as well as 

the Software Publisher. In addition, he can get also hold of the 

private key which he can then use to digitally sign any certificate 

for malicious websites that he creates or he could use it to sign the 

malware source code. Although the website or malware is 

malicious, the victim sees the website and malware to be perfectly 

safe and secure. 

 

3.2 Man-in-the-middle (MIM) attack 
In some the previous vulnerabilities, the man-in-the-middle 

(MIM) attack was briefly mentioned. Here is a more detailed and 

thorough explanation of techniques that the attacker can use to 

perform the MIM attack in the public key infrastructure (PKI). 

 

3.2.1 DNS spoofing in MIM 
The Domain Name System (DNS) is a distributed naming system 

used for translating domain names to a numerical IP address for 

each device which is used over the internet [10]. In short, 

whenever one types in a web address such as www.yahoo.com.sg, 

a DNS request to the DNS server is generated to identify which IP 

address it resolves to.  

 

Now, DNS spoofing is a common MIM technique which is used 

to supply false DNS information to a host [11]. For example, an 

unsuspecting victim attempts to browse  www.amazon.com at the 

IP address AAA.AA.AA.A but they are actually sent to a fake 

www.amazon.com residing at IP address BBB.BB.BB.B that has 

been created by the attacker in order to steal credentials and 

confidential information from unsuspecting users. The scenario is 

illustrated in Figure 2 and the unsuspecting victim is never 

actually connected to the authentic Amazon website.  

 

 
Figure 2. An illustration of DNS spoofing to trick the oblivious 

victim 

 

Usually the above scenario can only be used to attack insecure 

machines that are on an internal network. The attacker Charlie 

often makes use of the opportunity to reroute the traffic from such 

devices to exploit any useful data from the victim to his 

advantage. Such attacks are typically evident in ecommerce and 

online banking transactions where user send over their PINs or 

credit card information.  

 

3.2.2 SSL Hijacking in MIM 
SSL is the most common protocol used for ensuring secure 

connection in HTTPS over some network communication with the 

use of encryption [12]. Perhaps one may not even realize using 

the secure HTTPS in their daily lives especially in email or 

transactions in online banking. This is often necessary because 

without this technology, it would be possible to intercept 

passwords and usernames. Hence hijacking SSL actually poses a 

very potent risk against the public key infrastructure. 

 

A quick summary of how this is done is shown in Figure 3. It 

usually involves the attacker intercepting the traffic between the 

client and the server. The attacker then replaces the HTTPS secure 

URL to a non-secure HTTP using a tool such SSLstrip. The 

attacker then impersonates the client by supplying certificates to 

the server. The traffic provided back from the secure website is 

then communicated back to the client. The server will not notice 

any particular difference since there is expected SSL traffic from 

the attacker but an alert user might be able to notice the change to 

an insecure network since the incoming traffic would not be 

indicated as HTTPS in the browser [13]. 

 

 
Figure 3. Diagram shows how SSL hijacking can be used to 

bypass HTTPS communication [13] 

 

This SSL hijacking is also relevant to the null character 

vulnerability stated earlier which also helps in bypassing the 

secure network to the server. Hence the client is very much in 

danger in revealing his credentials over to the malicious attacker if 

he is not vigilant.  

 

3.3 Denial of Service/ Distributed Denial of 

service 
When initiating SSL communication, heavy computation is 

needed due to the encryption component in the protocol. As a 

result, attacker will focus on this vulnerability and initiate a 

Denial of Service (DoS) attack to cripple the website [14]. DoS 

attack is an attempt to temporarily or indefinitely interrupt or 

suspend services of a host connected to the internet by flooding it 

with useless traffic. This overload prevents the website from 

responding to legitimate traffic, or slow its response so 

significantly that it is rendered effectively unavailable. 

Sometimes, instead of launching a peer to peer DoS attack, a 

distributed DoS attack was launched instead. DDoS involves more 

than one, often thousands of unique IP’s, either from botnets or 

via various type of reflection attack, flooding the website [15].  

 

4. Existing Solutions and Future 

Recommendations 
Existing solutions to attacks of the PKI revolves around either 

making sure that the design of the PKI chain is secure at every of 

its element or that due care is exercised in order to ensure that 
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current solutions are used correctly and diligently. It is also 

important to note that more can be done in the case of mobile 

devices as the prevalence of high-end mobile devices means that 

users will extend their use beyond just light browsing of the 

Internet and more likely to connect themselves to open WIFI. 

 

4.1 Defensive Response Against DOS Attacks 
The usual defensive approach against DOS, which is aimed at 

blocking traffic that is identified as illegitimate and allowing those 

that is identified as legitimate through the use of attack detection, 

traffic classification and response tools. There are several existing 

tools that we may use to limit and control the attack. A simple rule 

could have been added to the Firewall to deny all incoming traffic 

from the attackers, based on protocols, ports or the originating IP 

address. However, this approach is not robust as blocking all 

traffic directed to certain port may also block the legitimate traffic 

from accessing the service [16].   

 

Most switches and routers have some rate-limiting (control the 

rate of traffic sent and received by a network interface controller) 

and access control list (ACL) capability. These functions can be 

manually set to prevent against DoS attack by controlling the 

incoming traffic to the website [16]. Lastly, there are also several 

softwares in the market that use intrusion prevention system (IPS) 

to guard against DoS attack. 

 

4.2 SSL Blacklist Project 
Maintained by abuse.ch, the goal of this project is to consolidate a 

list of “bad” SSL certificates associated with malwares or botnet 

activities identified by abuse.ch. It is essentially a list of SHA1 

fingerprint of the malicious SSL certificates which will be posted 

on their website for users to be aware of [17]. 

 
However, the effectiveness of the SSL Blacklist Project is limited 

to users who are already well aware of such security threats or by 

software companies who can readily make use of such 

information. For regular end users, learning of the SHA1 

fingerprint or the common name of the blacklisted SSL 

Certificates has no use whatsoever because one do not know what 

to do with these extensive information.   
 

4.3 Prevent Duplicate Public Key 
This problem can be minimized if a strong random seed of bit-

length twice the intended security level is used or if we employ a 

deterministic approach to choose q given p instead of choosing 

them independently [8]. 

 

4.4  Defenses Against Man In The Middle 

Attacks 
There are several ways both businesses and end users can protect 

themselves from man in the middle attacks. One of the ways for 

end users to stay safe is to be aware of when one is connected to 

securely or otherwise. This is indicated by the ‘green glow’ of the 

address bar when connected to secure connection. As mentioned 

previously, during the performing of a MIM attack, the attacker 

will replace the HTTPS secure URL (which come with a “green 

glow” and a lock icon) to a HTTP non secure URL. Hence, the 

absence of the green glow from the address bar might suggest that 

the connection between you and the server may have been 

compromised [18]. Secondly, users should refrain from 

connecting to open WIFI router as it could have already been 

monitored by attackers. However, that is easier said than done as 

the prevalence of open WIFI sources is crucial in providing 

(sometimes free) Internet access to people. A suggestion would be 

to use a browser plug-in like HTTPs Everywhere or Force TLS 

[19]. Such a plug-in will help to establish a secure connection 

whenever it is possible. Lastly, we should also take advantage of 

authentication credentials such as tokens and other form of two 

factor authentication for sensitive accounts [18]. 

 

5. Conclusion 
This paper gives a comprehensive overview of the basic structure 

and hierarchy of the different elements in the PKI. While the PKI 

continues to provide an authentic way for providing a safer 

platform of communication between the common man and the 

various types of online businesses and banking services, attackers 

are constantly finding loopholes in the infrastructure.  

 
These malicious attackers then exploit these vulnerabilities to take 

advantage of the situation and steal critical information from the 

users using that particular platform. Such vulnerabilities are also 

addressed in the paper which are seen create havoc in the 

computer security environment and cause massive devastation.  

Typically we managed to cover the vulnerability of the Certificate 

Authorities in 2011 which sent waves of disbelief in the world of 

computer security. Attackers can also attempt to steal digital 

certificates via the proxies and the CDNs to possible launch 

attacks on websites of the global media and news channels. The 

duplicate public key also poses a risk to the infrastructure since a 

pseudo random number generator for the keys provides little 

protection against an experienced attacker. Lastly the null 

character vulnerability in the SSL protocol is just a recent 

example of weak implementation in the security of the websites 

which supposedly to provide an encrypted connection but 

apparently attackers can easily bypass it. 

 
The paper also discusses the various types of attacks on the PKI 

which includes malware in the user’s computer, common types of 

Man-in-the-middle attacks like SSL hijacking and DNS spoofing 

and lastly DoS/DDoS attacks which are attempts to cripple and 

disrupt operations on major governmental websites. The paper 

then moves on to discuss the solutions and recommendations to 

prevent and mitigate such attacks. This typically involves more 

vigilance on the part of the user and defensive measures that 

should be implemented by the authorities, businesses and 

governments. 

 
Security is very much a complex issue particularly due to the fact 

that people are involved, which are often the weakest link in the 

infrastructure. Typically, users are not and should not be expected 

to know or recognize certificates. However, the lack of such 

knowledge means that some implementation of PKI are mere 

imitations of behaviour and therefore do not make systems any 

more secure.  
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ABSTRACT  
This paper provides an overview of the security framework of the 
android system followed by a classification of the different types 
of android attacks. We will discuss the different techniques used 
in each attack, and subsequently, provide a case study of an 
operating system (OS) attack that has occurred. 

General Terms  
Security 

Keywords 
Sandboxing, Permissions, Trojan, Buffer Overflow, Worms, User 
Interface readdressing, Weakened Integrity via Cryptography 

1. INTRODUCTION  
In recent years, smartphones have become an integral part of 
everyday life. People can do almost anything with the click of a 
finger, including instant messaging, online purchasing, gaming 
and banking.  However, with increased connectivity and 
convenience, threats of personal data lost are also on the rise. The 
Android Operating System (OS) which runs on 85% of mobile 
devices are prone to attacks, as shown below, 98% of attacks 
targeted at mobile devices occur on the Android OS. 
.  

 
Figure 1. Types of mobile phone platforms attacked 

 

2. ANDROID SECURITY FRAMEWORK 
2.1 Overview 
As Android becomes an increasingly prominent operating system 
used on mobile platforms, it is important for users to understand 
the security measures that were put in place and as well as 
potential vulnerabilities in its existing framework.  
 
The Android OS has a wide array of security mechanisms that 
interact with each other to make Android a secure system for its 
users. These measures fall under the first two categories of the 
Confidentiality-Integrity-Availability (CIA) security triad, of 
which the paper will briefly examine and discuss in the 
subsequent sections.  
 

 
Figure 2. Android’s Security Framework 

 
2.1.1 Confidentiality 
At its core, Android is a Linux-based operating system. A unique 
feature of Android’s operating system is the use of privilege 
separation where each application runs with a distinct system 
identity and is sandboxed from one another. Sandboxing ensures 
that an application is unable to access another application’s data 
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by executing them in isolation from each other. Each application 
only has the least privilege required to carry out a certain task. 
This prevents unnecessary information disclosure and reflects the 
principle of confidentiality; an application will not be able to 
access private information that is part of the other applications 
without explicit permissions by the user. These permissions (or 
access rights) are presented to users upon installation of the 
application and serve to let users make a conscious choice to 
control the accessibility an application has on the device.  
Sandboxing and permission granting attempts to ensure 
confidentiality by limiting information access to only authorized 
users; however, this is not always foolproof. More than often, 
android users view the process of accepting a list of permissions 
for an application a routine that they must go through rather than 
a security measure where they should be cautious about, and many 
may just ignore or simply skim through the list. This creates 
opportunities for malicious applications to request for additional 
permissions or access rights that may not be required, providing 
third parties the access to confidential information.  

Ironically, the strength of sandboxing and its permission model is 
in fact also its weakness as it shifts the responsibility of ensuring 
one’s safety to the users themselves. In turn, users may become 
the weakest link in the security framework that Android has 
carefully crafted over the years.  

2.1.2 Integrity  
Android needs to ensure that applications on a device originate 
from a legitimate source. It uses cryptographic public key signing 
to authenticate such sources. Android uses a platform key to sign 
pre-installed applications that come on a device. This signature is 
used to differentiate pre-installed applications from third party 
applications, which have fewer system privileges.  

Android also uses cryptographic signatures to verify the identities 
of applications on the Google Play Store. Applications developers 
create their own pair of public-private cryptographic keys and a 
certificate. As shown in figure 3, the private key is used to sign 
the certificate and the public key is used by Android to verify the 
certificate.  Each signature is unique because each private key 
used is unique. The hash of the public key is stored in the META-
INF directory, which is read by Android. When an application 
needs to be updated (figure 3), Android uses the signature to 
verify whether the application code has been altered and if the 
certificate is the same thereby maintaining the integrity of the 
source of the application. 

 

 

 

 

 

 

 

 

 

Figure 3. Verifying the cryptographic signature of an 
application 

In this section, we obtain a better understanding of the security 
framework Android has in place. However, all systems have their 
flaws and the existing framework may not be entirely secure as 
evidenced by some of the attacks that will be discussed in the later 
sections. 

3. OVERVIEW OF ANDROID ATTACKS  
In this paper, we have classified Android attacks into two groups, 
OS attacks and Application attacks. Application attacks are 
attacks or vulnerabilities that originate from downloaded 
applications, whereas, OS attacks are attacks or vulnerabilities 
that affect native Android interface. In this section, we will 
provide an overview of the different techniques of attacks under 
each category and their respective characteristics.   
Figure 4 below illustrates the classification of Android attacks 
under each category. 
 
 

 
 
Figure 4. Classification of Android Attacks 
 
 
3.1 Application Attacks 
3.1.1 Trojan 
Trojans are malwares that affect android devices and can carry out 
unauthorized harmful activities. Once a Trojan is installed on a 
user’s phone, it can potentially receive commands from a remote 
server, giving it unauthorized control over the phone. Trojans are 
currently being repackaged into legitimate applications and 
distributed on application markets. Android applications have 
manifest files that request permissions from users to restrict 
specific operations. Unlike worms, a Trojan always requires user 
interaction to be activated. An affected application will bypass 
security aspects of the original version and request extra system 
permissions in the manifest file. It will run an infected manifest 
file with extra permissions.  Hence, when an affected application 
is launched on the user’s phone, the Trojan runs in the 
background and carries out unauthorized activities that can 
compromise the user’s privacy without permission. Below is an 
example of android manifest file with different permissions. 

Upon updating the application … 

Upon uploading application to Google Play Store… 

Certificate E Upload signed 
certificate 

kpriv 

 

Retrieve signed 
certificate from 

downloaded 
application 

D Compare with 
update’s 

certificate 

kpub 
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Figure 5. The example of android permission declared by the 
author of the application in the manifest file. 
 
Through a Trojan, an attacker can constantly mine data from and 
deal serious damage to a device. Depending on the attacker’s 
preferences, the Trojan can work on its own or wait for a 
command from the remote server. An example of a server that a 
Trojan can receive commands from is Geinimi. Besides carrying 
out unauthorized activities, Trojans can also collect private 
information from the user’s phone, such as location coordinates 
and unique identifiers for the device (IMEI) and SIM card (IMSI). 
Within a short time, Trojans can attempt to connect to a remote 
server using embedded domain names within its code. Upon 
successful connection, Trojans will transmit the collected 
information to a remote server. In addition, the attacker can 
increase the stealth level of the Trojan. The data transmitted from 
Trojan can be encrypted and will be harder to detect from the user 
side. Therefore, even if the user knows that data is being 
transmitted to the remote server, the content of the data will 
remain unknown without the decryption key.  

 
Figure 6 .The above figure shows that the example of 
encrypted data which send out from the phone. It can be 
decrypted to following line. 
 
“PTID=33120001&IMEI=000000000000000&sdkver=10.7&SA
LESID=0006&IMSI=310260000000000&longitude=0.0&latitude
=0.0&DID=2001&autosdkver=10.7&CPID=3312” 
 

The encrypted strings make static analysis more difficult; instead 
of seeing the string “&msgType=” referenced in network 
communications code.  
 

3.1.2 Worm 
Worms are characterized by their self-replicating property; it 
differentiates itself from other attacks from the way it infects 
devices. Unlike other medium of attacks, the success of a worm 
attack relies on social engineering where victims are often tricked 
into revealing confidential information without realising. 

Common worm attacks occurs by convincing its victims to click 
on a link, usually through innocent looking emails or text 
messages that interest them.  By clicking on the link, the device is 
infected and the worm propagates and attempts to infect other 
devices by sending the same message to the contacts found in the 
infected device. The infected devices will possibly be subjected to 
spying; in serious cases, the malware might also register the 
victim’s number to premium services, causing them to lose their 
money.  Worm attacks can cause little to significant damage to a 
single user depending on what the worm does, which however, 
multiplies in proportion to the number of users who clicks on the 
link that is embedded in the message.  

An example of such attack is Samsapo, a worm-like malware that 
targets Russian android users. It can download malicious files to a 
phone, steal personal information and even block phone calls. 
Samsapo spreads by sending text messages asking, “Is this your 
photo” to the victim’s contacts in Russian, serving as a motivation 
to open the link which in reality, is a link that downloads the 
Samsapo APK file.  

3.1.3 User Interface (UI) Click Baiting 

This attack adjusts the looks and behavior of the UI (user 
interface) of the application and causes malicious operations. It 
originated from click jacking, a method, in which the attackers use 
on browsers to bait users into clicking on malicious links. The 
attackers have managed to port over this attack to android devices. 
The technique used for this attack is simple as well. First, there is 
a visible attacker's application in the form of a normal UI, or a 
notification message, which is displayed to the user in the 
foreground. Meanwhile, there is a target application in the 
background without the user’s knowledge. 

 

Figure 7. Illustration of UI baiting attack 
 
Figure 7 illustrates the UI baiting attack, where the malicious UI 
is running behind the original UI. When the user clicks on the UI, 
the malicious application will run as a background service. 
The attacker’s application can execute another application without 
authorization from or visibility to the user. All it requires is a 
touch gesture on the application’s button and it will be relayed to 
the underlying application. Thus, a dummy button can be created 
in the overlaying notification and placed over a button of the 
target application. Hence, a victim may make a touch gesture on 
the attacked application’s button without receiving any alert about 
what he or she has done. Through this technique, the attacker can 
perform attacks like premium phone calls, which can cost the user 
money. It can also install other applications in the background. It 
focuses on attacking the Android framework rather than the 
underlying operating system kernel. The overall idea behind this 
attack is to create a malicious operation that is similar to a normal 
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application. In summary, this has the potential to cause real 
mischief if the user is not be careful. 

3.2 Operating Systems Attacks (OS) 
3.2.1 Buffer Overflow 
Buffer Overflow attacks (aka Buffer Overrun) occur when a 
malicious program writes/reads data to a buffer while overrunning 
the buffer boundary and writing/reading from adjacent memory 
locations. This can cause programs to crash, give unwanted access 
to memory or overwrite data outside the buffer boundary.  

These attacks are problematic and pose a serious security breach. 
For example, Heartbleed, a vulnerability in OpenSSL, made 
headlines recently due to a possible buffer overflow attack. 
OpenSSL is used by the Android OS and some other applications 
which are susceptible to a ‘reverse-Heartbleed’ (i.e. attack 
originates from server).  

Usually, devices and servers use ‘HeartBeat’ to communicate with 
each other to make sure they are ‘alive’. A server would send data 
and the size of the data is sent back to the device. The device 
would then reply by sending the data back to the server, indicating 
it’s ‘alive’. An attack occurs when a malicious server sends data 
to the device but specifies a larger amount of data than what was 
actually sent. The device then replies by sending back the data it 
received as well as additional data from adjacent memory 
locations until the amount of data it sends matches the amount 
specified by the server. The server now gains additional 
information it previously did not have an access to. This 
information could contain confidential information.  

Buffer Overflow attacks are common but they are very easy to 
prevent. A developer can prevent such attacks by checking 
input/output size before writing/reading them to a buffer. It goes 
to show how important input/output validation is. The Heartbleed 
vulnerability was not discovered until two years after the source 
code was published, showing that even the most experienced 
programmers could overlook input/output validation. 

 
3.2.2 Weakened Integrity via weak cryptography 
Cryptographic attacks happen due to a security breach in the 
system by finding a weakness in the cipher or cryptographic 
protocol. Cryptography is strong when it is implemented correctly 
because it has to do with algorithms. Weak cryptography is a 
result of a poorly designed algorithm. These algorithms rely on 
encryption, digital signature, one-way hash function and message 
authentication algorithms. Even if one of them is threatened, it 
leads to a breach in security of the system and undermines the 
integrity of that system. An attack that arises as a result is Master 
Key Android Attack. 

This exploitation occurs in the well-known Android application 
system. Being classified as an Operating System (OS) attack as it 
cripples the functions of the operating system, the operating 
system ‘shuts down’ and can no longer perform normally. In 
master key exploitation, the Android installation packages are 
modified in such a way the OS fails to recognize the 
modifications. The integrity check done on APK files will still be 
possible which does not spot the malicious attack. 

Android applications are delivered as .APK extension files. 
META-INF is a subdirectory that contains checksums for the 
other files in the package. Android verifies its checksum using a 

Java unzipping library to parse the zip APK file. It extracts each 
file and matches it to the checksum listed in META-INF. 
However, the files can be easily modified using a bog-standard 
ZIP utility while passing the checksum checks. Fortunately, the 
modified APK is blocked by the Android Debug Bridge when it 
was installed. 

The problem arises when there are two different files in the APK 
package with the same name; one being correct while the other 
malfunctioned. The ZIP format does not preclude duplicated file 
names and hence, it is possible to create a utility with repeated file 
names. Also, Android’s cryptographic identifier validates the 
earliest version of the repeated file while the application installer 
extracts and installs the last of the repeated files.  This results in 
the malformed one being installed despite having undergone 
cryptographic tests. 

4. CASE STUDY 
4.1 About Android Master Key vulnerability 
Being classified as an OS attack, the Android Master Key 
vulnerability cripples the functions of the OS when a security 
check when installing the .APK zipped folder does not detect a 
glitch in the file. The attack has been prevalent since Android 1.6 
on devices like the HTC One and Samsung Galaxy S4.  

4.2 Why is it dangerous? 
This is especially dangerous because a number of smartphones 
run on an Android OS environment. Statistics show that 99 
percent of Android devices are vulnerable to this attack, which 
accounts to approximately 900 million devices. The attack is 
especially harmful because big corporations like banks have given 
Android devices additional privileges on their network. Even a 
simple installation of an application on the phone that has access 
to personal data will allow the attacker access to private personal 
data.  
 
4.3 Mechanics of the attack 
The problem arises when there are two different files in the APK 
package with the same name. One correct and the other, attacked. 
The ZIP format does not preclude duplicated file names and 
hence, it is possible to create a utility with repeated file names. 
Also, Android’s cryptographic identifier validates the earliest 
version of the repeated file while the application installer extracts 
and installs the last of the repeated files.  This results in the 
malformed one being installed despite having undergone 
cryptographic tests.  
 

 
 
Figure 8. A normal .apk file and a hacked .apk file\ 

54



4.4 Evaluation 
Although this attack has been spotted and fixed, there is no 
promise that attacks such as these will not happen again. The 
security of smartphones are far more complicated than computers 
with the use of smartcards. Hence, it is best to be wary of such 
attacks and protect smartphones by downloading apps directly 
from the Play Store only. Monitor the phone for any unusual 
activity such as applications opening without yourself navigating 
on the application and if services that you did not require are 
being installed on your phone. 

4.5 Mitigation 
This security flaw was notified to Google by San Francisco based 
Bluebox Security and has thus been patched and issued to the 
Android Open Source Project (ASOP). To protect users, it is best 
not to download apps outside of Google Play store and switch off 
the Unknown Sources Permission. Stay updated on the forums to 
be wary of any security attacks. Root the phone and install a 
ROM.  

5. CONCLUSION 
The Android Security Framework has many systems working 
together to make the Android OS more secure. However, as the 
complexity of a system increases, it is inevitable that a system 
becomes less secure. The Sandbox and permission system aims to 
restrict access. However, due to user complacency, Trojans like 
Geinimi gain more permission than needed. The public key 
cryptographic signing system is used to verify the source of an 
application; however, due to special conditions as in the case of 
the Master Key Exploit, it can be compromised.  
As mobile devices become more popular, it is no question that 
such attacks will become more prevalent. Even though the attacks 
discussed in the paper have been fixed, it does not necessarily 
mean that there will be fewer security flaws. Attackers are 
cunning and are always looking for new security flaws that can be 
exploited. It is up to developers to make sure their systems are 
secure and for users to be more cautious of the applications they 
download.  
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ABSTRACT 

Bitcoin, the digital cryptocurrency in the spotlight of today’s 
financial market, is not without its woes. The rapidly rising real 
world value of the Bitcoin has attracted attackers who seek to 
exploit the weaknesses in its design and implementation. In this 
paper, we investigate some security and privacy issues in the 
Bitcoin system, namely the 51% attack, double spending, and the 
anonymity of Bitcoin transactions. Synthesising past research 
findings and our experiments in simulated settings, we explore the 
effectiveness of these attacks and their corresponding 
countermeasures. An overview of Bitcoin security, from a  
theoretical standpoint to day-to-day applications, is the picture we 
aim to paint with our discussions. 

Categories and Subject Descriptors 
K.4.4 [Computers and Society]: Electronic Commerce – 
cybercash, digital cash, payment schemes, security.  

General Terms 
Management, Security, Human Factors, Theory, Legal Aspects, 
Verification, Economics 

Keywords 
Cryptocurrency, Bitcoin, Security, 51% Attack, Double Spending, 
Digital Signature, Block Chain, Privacy, Anonymity 

1. INTRODUCTION 
Numerous organisations and exchange networks worldwide have 
been incorporating Bitcoin, an electronic payment system, into 
their businesses. A reinventing force in the international financial 
scene, Bitcoin has amassed popularity since its initial introduction 
in 2008 by Satoshi Nakamoto (an alias). Nakamoto designed the 
Bitcoin in order to overcome the common shortcomings, such as 
reversible transaction and heavy charges, of transactions between 
two entities involving third-parties (e.g. a bank). With no issuing 
and regulating entity, the decentralised Bitcoin functions on 
cryptographic proof rather than trust in a third party, rendering 
frauds almost computationally impossible. [1] Further enhancing 
the protection against reversible transaction, the Bitcoin peer-to-
peer network offers transparency to the users on the sequence of all 
transactions. [2] 
Bitcoin’s seemingly watertight system, however, is not without its 
own set of vulnerabilities. Its decentralised nature, while avoiding 
fallibility of third parties, also subjects the system to a multitude of 
attacks targeting its fundamental concepts. For example, attacks on 
the concept of preventing double spending Bitcoin (i.e. the 
authorised transaction of the same coin to two different parties) has 
not only been proved theoretically possible through a 51% attack, 
[3] but has been proven feasible for attackers to conduct at low cost, 
especially with the burgeoning fast payment services. [2] 
Additionally, although the universally visible transaction records 

guards the system, they also enable potential tracing of Bitcoin 
users through their Bitcoin addresses. The anonymity that Bitcoin 
promises can be compromised as a result. In view of the above-
mentioned Bitcoin security issues, we will evaluate their feasibility 
and potential damage based on our trial attacks on a simulated 
Bitcoin network. To take the investigation further, we will also 
discuss the effectiveness of possible solutions to these issues as 
proposed by past research. 

2. BACKGROUND INFORMATION [4] 
The Bitcoin Network is based on the Bitcoin Protocol, which is a 
Peer-to-Peer (P2P) network that relies heavily on the concept of 
cryptography, utilizing both digital signatures and hashing to 
maintain the transparency and integrity of the currency and 
network. 
Bitcoin users are primarily identified through a Bitcoin address, 
maintained in what is more frequently known as a wallet. Bitcoin 
addresses can be generated independently by any user and users can 
“own” multiple Bitcoin addresses. These addresses are used to 
receive and send Bitcoins across the network. 
A Bitcoin address is essentially a 160-bit hash of the public key of 
a digital signature utilizing the Elliptic Curve Digital Signature 
Algorithm. The digital signature consists of two distinct parts – a 
private and public key. Bitcoin users typically manage the Bitcoin 
addresses that they own by utilizing a wallet software, which helps 
organize the collection of keys that are associated to each Bitcoin 
address. The public key, also known as the Bitcoin address or 
wallet, is used for sending and receiving Bitcoins and is shared on 
the network. The private key is used to digitally sign transactions 
that take place on that Bitcoin address, ensuring that the owner of 
the key is the person transacting with the wallet. [5] 
When a transaction takes place, a transaction record is created, 
containing the details of the transaction (e.g. inputs, outputs, and 
value). A transaction in the Bitcoin network includes the amount to 
be sent, the target Bitcoin Address and an optional transaction fee. 
Higher transaction fees incentivize miners to prioritize validation 
of the transaction. The transaction record is signed with the private 
key of the sender and the signed transaction is sent to the Bitcoin 
network. Once broadcast, the transaction record will be collected 
by Bitcoin miners into a block and eventually, added into a block 
chain after being validated by Bitcoin miners on the network.  
Miners on the Bitcoin network create blocks during the mining 
process. Blocks contain a collection of transactions that have taken 
place at a point in time and an answer to a mathematical puzzle that 
the mining process will solve. The mathematical puzzle involves 
finding a specific nonce that will produce a specific SHA-256 hash 
that meets a given set of requirements. The nonce is known as the 
proof-of-work. Miners on the network compete to validate 
transactions that they receive and solve the puzzle, in order to 
successfully publish the next block that meets the requirements. 
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The speed at which the miner attempts to solve the puzzle is known 
as the hash rate. Once the block has been successfully created, the 
proof-of-work is submitted to the network for validation by other 
miners and eventually added to the block chain. 
The Bitcoin is unique in that there is no central issuing and 
regulating authority [3] and all Bitcoins are generated from the 
mining process. New Bitcoins are generated and awarded to the 
miner that successfully created the block. However, there is also a 
pre-determined cap of 21 million Bitcoins. [1] As no new Bitcoins 
will be generated when the cap is hit, incentivize the mining process 
is incentivized by also giving the winning miner the transaction fees 
from the transactions that they verify. 
The block chain is a public ledger of all transactions that have 
taken place on the network. It can never be changed or removed 
once written, unless the block chain was forked or attacked. In its 
simplest form, the block chain is a chain of blocks produced from 
the mining process. Each block contains a SHA-256 hash of the 
previous block, creating a chain of blocks that are linked to each 
other. This makes it impossible for a block to be modified after it 
has been published on the block chain, since every block after that 
will also have to be modified to ensure its validity. [6] 
Once the block chain has been updated, every user in the network 
will receive a copy of it. This helps the sender and recipient 
confirm that the transaction has indeed taken place and is a valid 
one. Each subsequent block created on the network will increase 
the number of confirmations; the more confirmations there are on 
a particular block, the more difficult it is to defraud the Bitcoin 
system. [7] 

3. 51% ATTACK 
3.1 Introduction 
The 51% attack is a scenario where an attacker successfully gains 
control of more than 50% of the entire Bitcoin network's computing 
power and hence, can manipulate the network to their advantage at 
a 100% success rate. 
While the attack is named the 51% attack, it is worth noting that an 
attacker with substantial computing power can also manipulate the 
network, but at a lower success rate – an attacker with only 40% of 
the network computing power can manipulate the block chain with 
a 50% success rate. [8] While it is close to impossible and very 
costly for a single attacker to gain substantial computing power 
alone, the emergence of pooled mining has made this achievable. 
Pooled mining involves the formation of mining pools that gather 
miners to collectively increase their ability to solve a block. In order 
to do so, miners in pools share computing power or information 
with each other to reduce duplicate work.  
In a traditional pool, the pool operator hosts a server to which 
miners can connect to conduct mining. This increases the combined 
hash rate of the miners and raises the chances of finding the next 
block and receiving the reward. The mining rewards are distributed 
based on the proportion of valid solutions or shares that each miner 
found per block. The pool operator decides what transactions go 
into each block and how the rewards are to be distributed to the 
miners in the pool. Normally, the pool sends all rewards to itself 
and then pays miners out of the pool's funds periodically. 
Once the pool gains sufficient collective network power, the pool 
operator can perform certain attacks that allow them to manipulate 
the block chain, such as reversing their own transactions and 
preventing transactions from gaining confirmations. [9] 

 
Figure 1. Control of Pools in the Bitcoin network (June 2014) 

Pool operators have caused numerous debates in the Bitcoin 
community, especially when a particular pool approaches the 
threshold of having majority power. 
For example, the GHash.IO pool has managed to gain 42% of the 
computing power on the Bitcoin Network in January 2014 and 50% 
in June 2014. [10] Although GHash.IO’s users promptly responded 
by moving to other pools, the possibility to construct outsized pools 
is still present. [11] 
While the Bitcoin itself has not been successfully compromised by 
a 51% attack, other digital currencies based on the Bitcoin protocol 
(also called altcoins) have been affected by it. Feathercoin, one of 
the altcoins, has been successfully attacked with a 51% attack.  In 
the attack, attackers manipulated the block chain to cause around 
80 blocks worth of transactions to be discarded and made away with 
about 16,000 Feathercoins. [12]  

3.2 Attack Mechanism 
The 51% attack is performed by modifying and overriding the 
existing block chain to the attacker's advantage. As the block chain 
is a collective public ledger and depends on confirmed transactions 
by mining, a 51% attacker has a higher probability to generate a 
longer chain of confirmed transactions in a shorter time because of 
the computing power it has. 
In a collective public ledger, the longest possible chain would 
override any existing shorter chain of transactions. Consequently, 
this allows the attacker to reverse transactions and prevent any 
transactions from being confirmed by other miners since the 
attacker can generate blocks faster than the rest of the network. 
Having the capability to reverse and prevent transactions, this 
attack is also known as a type of double spending attack where a 
particular set of Bitcoins can be spent in more than one transaction.  

 
Figure 2. Reversing and Preventing Transactions 
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3.3 Attack Evaluation 
The 51% attack is difficult to conduct for a single attacker as it is 
very costly to take majority control of the network. The attacker has 
to increase the total hash rate to be higher than all of the network, 
which entails funding higher power costs, since more mining 
machines and computing power is necessary. Even in the case of 
pool operators, which have shown that they are capable of doing 
so, the likelihood of the 51% attack occurring is still low as a loss 
of trust in the system caused by the attack will jeopardise their own 
long-term interests in the value of the Bitcoin. Operators that have 
gained significant mining power, such as GHash.IO, have 
demonstrated willingness to decrease or transfer computing power 
in order to maintain the integrity of the network. [13] The Bitcoin 
community also actively polices the network to ensure that no 
particular operator is able to gain majority control. Hence, the 51% 
attack remains as a theoretical attack. 
In the event that an attacker was able to conduct a 51% attack, it 
will allow the attacker to reverse the attackers’ own transactions 
(i.e. double-spending), prevent mining and transactions from 
gaining confirmations. For example, an attacker can extort higher 
transaction fees by refusing to confirm transactions unless a higher 
transaction fee is attached to those transactions. In the long run, this 
attack becomes a complete denial-of-service attack where the pool 
can ignore blocks and transactions that are taking place. 
A Bitcoin test environment was used to demonstrate the abilities of 
a 51% attacker. In the test environment, we successfully illustrated 
the situation where confirmed transactions created by the minority 
of the network could be overridden by a longer block chain, thus 
creating the possibility of denying block confirmations and 
minority users from gaining Bitcoins. However, it was not possible 
to illustrate a double spending attack as the test environment is built 
to disallow using the same set of Bitcoins for more than one 
transaction (see section 4.4.1). 

3.4 Mitigation 
3.4.1 Decentralized Mining Pools 
One solution to the minimize chances of a 51% attack has been 
demonstrated in P2Pool, which is a pool unlike traditional and 
centralized pool mining servers that has a pool operator in control. 

 
Figure 3. Comparing Traditional Pools & Decentralized Pools 
The P2Pool prevents the risk of double spending attacks by 
removing the pool operator. Instead of joining a server hosted by a 
pool operator, miners are connected through a peer-to-peer 
network. Miners on the peer-to-peer network use shares to 
represent proof-of-work. Shares which miners found are put into a 
share chain in a similar way that Bitcoin blocks are put into a block 
chain. Miners in this pool's network follow the same set of 
protocols to create shares that other miners are willing to include in 
the share chain. The miners in P2Pool do not know the entire chain 

unlike Bitcoin; only the last 8640 shares are exposed to the 
network, which prevents an attacker from working on a chain 
secretly and then releasing it to override the existing chain. [14] 
P2Pool implements a reward payment system which only goes 
directly to a miner's wallet instead of the pool operator. [15] Having 
the benefit of decentralizing the reward payment, pool miners in 
P2Pool network behave like solo miners in the Bitcoin network. By 
adopting the P2Pool decentralizing system, Bitcoin will be able to 
prevent 51% attacks as the pool of miners gains their reward based 
on individual performance rather than through a pool operator.  

3.4.2 Increased Confirmations 
Furthermore, as the attacker has to wait for the transaction to be 
approved and accepted into the pool of confirmed transactions 
before carrying his double spending attack, another solution to 
mitigate double spending through a 51% attack would be to simply 
increase the number of confirmations before considering the 
transaction fully completed. One example is demonstrated when 
Feathercoin increased their confirmation requirements from 6 to 
100 when the 51% attack led to double spending attacks affected 
their digital currency network. 
This solution works since more confirmations will require the 
attacker to reverse more blocks. Thus the attacker requires a longer 
time and more computing power to overtake the public ledger. [16] 
Despite the simplicity of this solution, increasing the number of 
confirmations needed for a transaction to complete compromises 
the efficiency of the Bitcoin exchange system. More confirmations 
required for a transaction would exacerbate the delay between 
receiving a transaction and being able to spend it. The solution, 
albeit a deterrence against the 51% attack, may undermine the 
efficiency of Bitcoin exchanges and impede further development 
and adoption of the Bitcoin system. 

4. DOUBLE SPENDING 
4.1 Introduction 
Double spending is the practice of successfully spending the same 
set of Bitcoins in more than one transaction and having it sent to 
two different recipients. Typically, it involves an attacker sending 
two transactions with the same inputs, but different outputs – one 
to the intended recipient and another to an address that the attacker 
owns and eventually having one of these transactions invalidated. 
There are multiple ways to conduct a double spending attack. One 
of which is the 51% attack as discussed before, but this requires 
immense computing power and collusion to accomplish. 
A more feasible and inexpensive way to conduct a double spending 
attack is to focus on exploiting the way Bitcoin transactions take 
place in reality. While Nakamoto designed the Bitcoin to be 
resistant to double spending, the adoption of Bitcoin in day-to-day 
scenarios have caused the way transactions are conducted to differ 
from the way Nakamoto envisioned. This has caused the Bitcoin to 
be prone to attacks that result in double-spending. 
In the following sections, we explore how attackers are taking 
advantage of the transaction system to double spend their Bitcoins 
and possible ways to counter such fraudulent transactions. 

4.2 Attack Mechanism 
4.2.1 Race Attack 
A transaction on the Bitcoin network usually takes tens of minutes 
to complete, due to the number of confirmations the transaction 
needs to receive before it can be considered as “complete”. 
However, to wait for confirmations is not practical in services such 

59



 

 

as online content, cafe orders and fast food where there is the 
necessity for fast or immediate delivery of goods and services. 
Hence, the concept of Fast Payment system has been increasingly 
incorporated on a day-to-day basis, in order to process transactions 
in a matter of tens of seconds instead of minutes. [2] In this system, 
transactions to the vendors are accepted with less than the 
recommended number of, or even sometimes zero, confirmations. 
This lack of confirmations is further exacerbated by the fact that 
Bitcoin users commonly hold multiple wallet addresses, making 
post-purchase wallet verification rather unproductive. 
This lack of sufficient confirmations opens a window for the 
recipients of Bitcoins to be subject to a race attack by attackers. 
To perform such an attack, the attacker starts by sending two 
transactions with the same input to the vendor and a helper address 
he owns. The attack succeeds when the vendor accepts the 
transaction sent to him while majority of the nodes in the Bitcoin 
network accepts the other transaction. If so, the transaction to the 
attacker’s helper address will be confirmed and included in the 
block chain, invalidating the one to the vendor and denying the 
vendor of the payment. However, three conditions need to be 
concurrently met for the attack to be successful. 
Firstly, the attacker needs to assure the vendor that the transaction 
to the vendor has been broadcasted in the Bitcoin network. To 
double spend his Bitcoins, the attacker sends a fraudulent 
transaction to a helper address he owns. To evade the vendor’s 
detection of double spending, the attacker broadcasts the fraudulent 
transaction to the helper node with a short delay after sending the 
genuine one to the vendor. Consequently, the vendor receives the 
genuine transaction before the helper node does. 
Secondly, the fraudulent transaction gets confirmed in the block 
chain instead of that to the vendor. As both the vendor node and the 
helper node propagate the transactions received, these two 
transactions would compete in the network until one gets 
confirmed. Hence, the attacker needs to guarantee that his helper 
nodes broadcast the fraudulent transaction at a faster rate to 
increase the likelihood of confirmation. The double-spending 
attempt is then achieved when the block chain confirms and 
includes the fraudulent transaction because the vendor would not 
be able to redeem the Bitcoin transferred to him as a result.  
Thirdly, it is intuitive that the service acquired by the attacker takes 
less time than the vendor does to spot the double-spending attempt. 
By the time the vendor becomes aware of the misbehaviour, the 
attacker has left, making the cost of tracking him down exceed the 
value of the services. The attacker thus exits the situation without 
being detected and unpunished. 

4.2.2 Finney Attack 
The Finney attack requires a miner to be able to successfully mine 
and control the contents of the next block to be published on the 
block chain. The attacker secretly mines a block to include the 
fraudulent transaction (usually to another one of the attacker’s 
addresses) but does not broadcast it to the network. 
The attacker then sends another transaction to the victim with the 
same Bitcoins, who only checks its propagation in the network and 
subsequently accepts it without any confirmation. 
After the vendor accepts the transaction, the attacker broadcasts the 
secretly mined block containing the fraudulent transaction in the 
network, which will override the unconfirmed payment to the 
victim. Consequently, the double-spending through the Finney 
attack is successful. However, if the block containing the 

transaction to the victim gets published first, the attack will be 
unsuccessful. 

4.3 Attack Evaluation 
We attempted to perform a double spending attack based on the 
scenarios highlighted. However, it was not possible illustrate a 
double spending attack as the test environment is built to disallow 
using the same set of Bitcoins for more than one transaction (see 
section 4.4.1). 

4.3.1 Race Attack 
Karame et al. conducted experimental evaluation to gauge the 
probability of the attacker fulfilling the three necessary conditions. 
According to their findings, as the delay between the two 
transaction increases, more nodes in the network will receive the 
transaction to the vendor first. The success rate hence decreases as 
the delay becomes longer. However, the attacker could include 
more helper nodes to bring up the success rate of his attack. As long 
as the number of helpers in the network equals or exceeds the 
number of vendors, the attacker is very likely to spend his Bitcoin 
multiple times successfully. [2] Nonetheless, as the number of 
receiving vendors increases, detection of double-spending also 
becomes easier. 
From Karame et al.’s experiments and analysis, we can see that 
double spending in fast Bitcoin payments is a very viable attack 
without incurring much cost for the attackers. Moreover, as the 
value of the services and goods exchanged is generally small in 
fast-payment scenarios, the attackers are also advantaged by the 
difficulty and inconvenience for the victims to track them down 
afterwards. The incentives for double-spending during fast Bitcoin 
payments may seem small, but this attack, if prevalent in the future, 
would significantly hinder the adoption of Bitcoin in day-to-day 
transaction scenarios which often require fast payments. 

4.3.2 Finney Attack 
The nature of the Finney attack requires the attacker to successfully 
create a block with his fraudulent transaction in it and be able to 
publish it before the network is able to publish a block with his 
genuine transaction. The attacker runs the risk of the genuine 
transaction to the victim being confirmed in the network before he 
can release the secretly mined block. If the network confirms the 
genuine transaction first, the attack will fail, nullifying the 
attacker’s computing power spent on the mining. 
Hence, this opportunity cost makes it only worthwhile for the 
attacker to perform this attack on transactions promising larger 
returns. [17] The possible disturbance incurred by the Finney 
Attack is substantial to the Bitcoin because the targets of attacks are 
usually large sum transactions. 
Without effective countermeasures in place, the Finney attack has 
the potential to sabotage the reliability of the Bitcoin system by 
enabling the attackers to double spend large amount of Bitcoins. 

4.4  Mitigation 
Despite the damage and high likelihood of successful double-
spending, there have also been various countermeasures adopted or 
suggested by vendors and researchers.  

4.4.1 Security by Obscurity 
Most Bitcoin software that manage wallets and connect to the 
Bitcoin network are compiled by default to prevent double 
spending so as to reduce the risk of accidental double spending by 
its users. This is at best a minor hindrance, as it does not stop 
malicious attackers from recompiling the software to remove the 
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protection mechanism. Ultimately, the Bitcoin protocol still allows 
double-spending to occur. 

4.4.2 Confirmation Requirement 
As seen from the nature of double spending attacks, they are mostly 
made possible because the recipients do not wait for sufficient 
confirmations on transactions before accepting the transaction. [17] 
This goes against the design that Nakamoto suggested when he 
created the Bitcoin and the widely recommended number of at least 
six confirmations. [7] 
To avoid the Finney Attack, victims have sufficient incentive to 
delay the delivery of services and goods until the transaction has 
been confirmed due to the large amount involved in the transaction. 
As a result, the high opportunity cost to the attackers and the 
straightforward corresponding countermeasure for potential 
victims have significantly reduced the threat of the Finney attack, 
making it no longer a major security concern in the Bitcoin system. 

4.4.3 Using Observers 
Despite the fact that waiting for confirmations is a critical part to 
the validation process, it is not possible to wait for confirmations 
all the time as highlighted before. 
Hence, a viable technique to reduce the risk of double-spending is 
for vendors to use a few observer nodes. These observer nodes will 
inform the vendor when they receive a fraudulent transaction with 
the same input as the one the vendor has received so that the vendor 
is alerted before services and goods are delivered. However, if all 
neighbours of the observers receive the transaction to the vendor 
first, the double-spending attempt will remain undetected. For the 
solution to be effective, vendors need to have more than 3 observers 
connected to a large number of neighbours in the Bitcoin network. 
[2] The cost to the vendors to implement fast Bitcoin payments 
would significantly increase due to the maintenance expense for the 
observer nodes. Albeit a possibly viable mitigation, the cost 
incurred will very likely deter many vendors from adopting it. 

4.4.4 Forwarding Duplicate Transactions 
Karame et al. suggested a solution for peers in the network to 
forward double-spending attempts detected to their neighbours 
instead of simply ignoring the second transaction received as is in 
the current protocols. This solution would enable the vendors to 
detect double-spending attempts within a matter of seconds, as 
shown by Karame et al.’s experiments in the Bitcoin network. Due 
to the proposed changes to current protocols, this solution is not as 
easily implemented as those on the vendors’ side. If incorporated 
into the network protocols, forwarding double-spending attempts 
may cause a sharp increase in the number of transactions in the 
network traffic. Attackers may take advantage of this protocol to 
affect the performance of the Bitcoin network for other types of 
attack as well. Therefore, although a promising detection 
technique, forwarding double-spending attempts to neighbours has 
its shortcomings that need to be countered too. 

5. ANONYMITY 
5.1 Introduction 
The Bitcoin is widely viewed as an anonymous currency and 
network. This perception of the Bitcoin is furthered by the fact that 
there appears to be no directly personally identifiable information 
in any transaction, since Bitcoin transactions take place with only 
the Bitcoin address. 
In reality, the Bitcoin is actually far from anonymous, unlike cash. 
In utilizing Bitcoins, the user has to be very careful and make a 
conscious effort to keep his or her identity anonymous on the 

network as it is far too easy to accidentally reveal information about 
the user when using Bitcoins. Bitcoins are stored in wallets that are 
identified by unique addresses known as Bitcoin addresses. When 
performing a transaction on the network, the Bitcoin address of the 
wallet that the Bitcoins are being sent to is inherently revealed. “All 
Bitcoin transactions are public, traceable and permanently stored in 
the Bitcoin network” [18] on a block chain (or transaction ledger) 
for any user to review as part of the transparency process. Hence, 
once a Bitcoin address is used for a transaction, it is permanently 
revealed on the network and no longer private. 
The Bitcoin network is also a peer-to-peer (P2P) network that 
works across the Internet. This means that an attacker can intercept 
the transaction and log down IP Addresses for analysis. While the 
block chain does not store IP Addresses permanently, activities that 
the user performs with Bitcoins, such as the use of Exchange or E-
Wallet services, may cause the IP Address to be permanently 
associated with a particular Bitcoin Address. [8] 

5.2 Attack Mechanism 
The attack is not difficult to conduct as Bitcoin addresses are 
inherently revealed when they are used in a part of any transaction 
and are permanently stored in a transaction ledger (block chain) for 
anyone to review. The balance and all past transactions of a 
particular Bitcoin address is known to anybody that has knowledge 
of the address. 

5.2.1 Doxing 
Doxing [19] is the process of searching and cross-referencing 
personally identifiable information about a particular person on 
public websites or databases, such as Google and Facebook. As 
Bitcoin addresses are unique and only owned by a single user, the 
address is easily identified and traced in public databases. An 
attacker can perform doxing to acquire information about a Bitcoin 
address and thereafter, identify its owner. This typically involves 
searching for the Bitcoin address on Google to see if it is linked to 
any other websites, such as emails, forum posts and Bitcoin 
marketplaces. [20] 
Since all transactions are stored and are easily accessible on the 
block chain, an attacker just has to go through the process of tracing 
through every transaction that was related to a particular address or 
transaction and performing the doxing process on each address. The 
process of tracing through transactions is made easy through 
websites like biteasy.com or blockexplorer.com. 

 
Figure 4. Transaction History of a Bitcoin Address 

5.2.2 Network Analysis 
Bitcoin is a P2P network and does not have any built-in encryption 
for its communications. Messages pass through our Internet Service 
Provider or Network in plain text. An attacker with access to the 
network that the victim is connected to will be able to intercept and 
analyse this traffic and associate the IP Addresses with Bitcoin 
transactions generated from it. Although the Bitcoin network relays 
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all transactions performed by every user on the network, new 
transactions that belong to a victim can easily be differentiated from 
transactions that have already been propagated by other users on 
the network. This can be done by checking if there exists a record 
of this transaction on the rest of the network. 

5.3 Attack Evaluation 
An attack to compromise anonymity is easy to conduct considering 
that the unencrypted nature of the Bitcoin network and the fact that 
the transaction ledger is public and open to review for all. A user 
that has used a Bitcoin Exchange or purchased Bitcoins online will 
most likely have gone through a non-anonymous method that can 
lead to identification. 
The end-result of the attacks conducted by compromising 
anonymity may seem harmless. However, given an attacker with 
sufficient motivation (such as financial or political) to do so, having 
access to such information can open up the victim to further attacks 
or risk. 
For example, a financially motivated attacker that has knowledge 
of a Bitcoin Address with lots of Bitcoins in the wallet can work to 
find the IP Address of the user that owns the address. Subsequently, 
they can launch a targeted attack at the user’s computer and steal 
the Bitcoins located in the user’s wallet using weaknesses in other 
services hosted on the user’s computer. Since there is no central 
authority to ensure that Bitcoin transactions are approved and legal, 
the stolen Bitcoins are essentially irretrievable. A politically 
motivated attacker, such as a government, may opt to trace down 
Bitcoin users for persecution in the country, especially if the 
cryptocurrency is used in an unlawful manner. 

5.4 Mitigation 
Most methods to improve privacy when it comes to dealing with 
Bitcoins simply make it more inconvenient or more difficult to 
trace a particular user; there is no fool proof solution that makes 
Bitcoin completely anonymous given that it is inherently designed 
as a transparent payment network and users “have to reveal their 
identity in order to receive services or goods.” [18] 

5.4.1 Single Use Bitcoin Addresses 
The user’s privacy can be enhanced by utilizing new Bitcoin 
Address for every transaction performed on the network. This 
prevents address reuse [21], which compromises the security and 
privacy of current and future users related to a transaction. It is 
critical for the user to know that all Bitcoin transactions are public 
and once a wallet address is disclosed, all information about the 
wallet and transaction is public. 
When receiving payments, a new address can be generated to 
receive a payment from a third party. This allows the user to isolate 
different Bitcoin addresses that they own so that others cannot 
associate related addresses to the user. 
When sending payments, the use of a Change Address makes it 
difficult for other Bitcoin users to associate transactions and track 
payments. As Bitcoins stored in a wallet must be spent in its entirety 
and change is given, the change should be sent to a new address and 
not its original address. 

 
 

5.4.2 Bitcoin Mixing Services 
Bitcoin Mixing Services [22] are online services (e.g. bitmixer.io, 
bitlaunder.com) that help obfuscate the trail back to the original 
source by mixing different users’ money together and returning it 
to the user. However, this involves trusting a third party to not steal 
the Bitcoins and also, return a different set of Bitcoins from what 
the user has sent them. It is also critical to know that the history of 
the coins that have been transferred by the mixing of the coins will 
also be automatically associated to the user’s Bitcoin wallet. 
 

 
5.4.3 Encrypted VPN / Tor 
Users can use an anonymizing service such as an encrypted VPN 
or Tor to mask the real IP Address of the Bitcoin user. This helps 
obscure the traffic from a Bitcoin user to its original source. 
However, the effectiveness of masking the IP Address is highly 
dependent on the security of the VPN used or Tor Exit Node. 

6. CONCLUSION 
In our sketch of major security issues with the Bitcoin system, 
including the 51% attack, the double-spending exploit and erosion 
of anonymity, the tension between security and efficiency and the 
trade-offs between privacy and convenience become evident. 
The 51% attack, albeit largely theoretical and not advantageous for 
mining pools to conduct in the long run, is a corollary of Bitcoin’s 
decentralised nature. As for double-spending, the users distort the 
transaction protocols for convenience and immediacy, exposing 
built in protection mechanisms to considerable disruption. The 
transparent Bitcoin transaction records strengthens the system 
against frauds like double-spending. Nonetheless, the transparency 
enables the attackers to peep through the veil of anonymity that the 
Bitcoin address promises.  
While many remedies are available, they have not all been adopted 
by the network. Although security is essential to the Bitcoin system, 
the remedies that necessitate additional protocols often come at the 
cost of the economy of mechanism. [23] More protocols to fix 
existing security flaws could make the system excessively complex 
and possibly create other loopholes for attackers to exploit. This 
balance between economy of mechanism and improved security is 
kept in check as the Bitcoin system constantly evolves. The open 
design of the Bitcoin Protocol has made its source code accessible 
to the public, allowing it to be regularly reviewed and revised by 
the Bitcoin community to improve its protection mechanism, 
ensuring that it is resilient to new attacks. 
While the popularity of Bitcoin attracts the attackers’ interests, it 
also incentivises the Bitcoin community to enhance its security 
features while maintaining a reasonable economy of mechanism. A 
young digital cryptocurrency, Bitcoin still has much to contend 
with before fulfilling Nakamoto’s initial ambitions for it. 
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ABSTRACT 
This paper gives an overview of penetration testing, particularly 
network penetration testing. I will start by explaining about the 
definition of penetration testing and the motivation of doing it. 
The process of penetration testing in this paper is broken down 
into 5 phases. In each technical phase, emphasis is laid 
particularly on the different set of tools and their usage in order to 
achieve the goal of that phase. This paper aim to give an 
understanding of the flow of a penetration test. 

Categories and Subject Descriptors 
C.2.0 [Computer-Communication Networks]: General – 
security and protection.  

General Terms 
Security, Legal Aspects 

Keywords 
Hacking, cracking, white hat, black hat, grey hat, penetration test, 
reconnaissance, Operating System (OS), Domain Name System 
(DNS), Uniform Resource Locator (URL), Internet Protocol (IP) 
address, host, social engineering 

1. INTRODUCTION 
Before defining the meaning of penetration testing, it is useful to 
differentiate a number of terms that often cause confusion. 

Hacking is a term originally used to mean an unconventional way 
to solve a problem under a set of rules given in a situation. The 
term hacker was originally used in the late 1950s to refer to the 
group of inventive people in MIT’s Tech Model Railroad Club 
(TMRC) that make use of  old telephone equipment parts to build 
a complex system for the model railroad. The group then involved 
themselves in programming. They not only write programs that 
solve problems, but they write programs that solve problems in an 
efficient and elegant way. Hacking meant solving a problem in an 
unconventional way back then. Today, hacking is often confused 
with cracking, which is a term coined by the hackers to 
distinguish themselves from people who use computer technology 
to break into computer systems and do damage. But, as people are 
more familiar with the term hacking, it is often used instead of 
cracking. For the purpose of this paper, the term hacking is used 
to mean interacting with a system in an unconventional way. 

The terms “white hat”, “black hat”, and “grey hat” are also often 
inseparable from the topic of hacking. White hats, also called 
ethical hackers, refer to people that do hacking legally. On the 

other hand, black hats, or malicious attackers, refer to people that 
do hacking illegally. What separates the two of them is mainly the 
authorization and intention. White hats hack into a system with a 
prior permission from the owner of the system. Whereas black 
hats do not care about permission. White hats hack into a system 
to discover vulnerabilities and report them to the system owner to 
enhance security. Black hats hack into a system to exploit the 
vulnerabilities and are often driven by personal gains. Grey hats 
are people who fall in between white hats and black hats. 

Penetration testing can be defined as a legal and authorized 
attempt to locate and successfully exploit computer systems for 
the purpose of making those systems more secure [2]. The 
motivation behind conducting a penetration test is to hire an 
ethical hacker to simulate an attack to a system to discover 
vulnerabilities and fixing them before a real attack take place. 

The process of penetration testing comprises several phases. In 
this paper, the process is broken down into 5 phases as follow: (1) 
Pre-engagement, (2) Reconnaissance, (3) Scanning, (4) 
Exploitation, and (5) Reporting. 

2. PRE-ENGAGEMENT 
Before diving into any hacking activity, some ground rules must 
be established. This phase aims to plan and prepare the scope of 
the penetration test, the estimation of resources needed, rules of 
engagement, and so on. Because penetration testing poses risks to 
both client and penetration testers and may even violate the law, 
both parties need to sign a legal contract to avoid any issue in the 
future. 

2.1 Scope and Objective 
A clear objective ought to be established in order for the 
penetration test to succeed. The penetration testers should have a 
clear understanding of what is expected from the results of the 
penetration test. 
A scope defines the limits of the penetration test. The client might 
not want several sensitive networks to be tested or perhaps the 
client do not want to include social engineering in the test. 
Besides, some resources under the test might belong to third 
parties. As such, before testing these resources, some permission 
must be obtained from the third parties. 
A scope must be properly defined. Failing to do so will result in 
unsatisfied client, issues for the penetration testers, and can even 
lead to legal matters for the penetration testers. 
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2.2 Pricing and Duration of Penetration Test 
A pricing scheme ought to be established so that the penetration 
testers are not undercharged. If penetration testers are 
undercharged, they do not have any incentive to do good jobs. 
The start and end dates of the test must be specified to allow the 
project to have definite end [3]. 

2.3 Rules of Engagement 
Specifying the timing of the penetration test is vital. This is 
because the penetration test may slow down a network or even 
crash it in the worst case scenario. To ensure a normal business 
and everyday operations undisrupted, the timing during which the 
penetration test should be conducted must be specified. 
The risk of networks crashing have to be addressed. Some clients 
might not be comfortable with this risk, so in such case, the 
networks need to be excluded from the test. 
Whether the staffs of the client’s organization should be informed 
about the test ought to be discussed too. 
Penetration testers should spend adequate amount of time 
discussing the tests with the client before drawing up a testing 
plan [5]. 
A confidentiality agreement should be signed by the penetration 
testers to guarantee any information or data retrieved during the 
penetration test will be treated as confidential and will be returned 
or destroyed after the test [5]. 
 
Before any hacking activity is done, it is especially important to 
sign legal documents that protects the penetration testers from any 
legal actions should anything go wrong during the tests. Most 
activities in the test are considered illegal and therefore the legal 
documents are important for protecting the penetration testers 
from getting sued. 
After all the planning and preparation before engagement is done, 
the next phase is information gathering or reconnaissance. 

3. RECONNAISSANCE 
Reconnaissance, also known as information gathering, plays a 
vital part on the success of a penetration test. The goal of this 
phase is to gather as much information as possible, even the most 
seemingly trivial information. The more the attention devoted to 
this phase, the more efficient the penetration test will be. 
Reconnaissance can be differentiated into two types: (1) Active 
reconnaissance, and (2) Passive reconnaissance. 
Active reconnaissance involves interacting directly with the 
target. From the attacker viewpoint, this approach to 
reconnaissance is considerably risky because the target may 
record the attacker’s Internet Protocol (IP) address and log his 
activity. The attacker can be easily tracked down in doing active 
reconnaissance. 
Passive reconnaissance, on the other hand, is the opposite. The 
penetration testers try to obtain as much information as possible 
about the target’s network and systems without making a 
connection to the target’s network. This is possible because of the 
vast amount of information available today on the web. In passive 
reconnaissance, the target cannot know about the activity of the 
attacker. 

For the sake of the flow, this paper will first discuss about passive 
reconnaissance and then followed by active reconnaissance. 

3.1 Passive Reconnaissance 
3.1.1 Search Engine 
Google is a very powerful tool for obtaining information. If used 
efficiently, using Google alone can retrieve a lot of information. 
Google provide “directives” that can be added to search query. 
Using directives makes the search results more accurate and 
relevant. The directives has the following syntax: 

directive_name:parameter 

 

 
Figure 1. Google query without and with directives 

Figure 1.1 shows utilizing Google directives, the search results 
was drastically reduced. 

To obtain an even comprehensive information, other search 
engines such as Yahoo! and Bing should be employed as well 
since different search engines produces different results. 

3.1.2 The Harvester 
The Harvester is a great tool developed by Christian Martorella. 
This tool retrieves emails, subdomains, and hosts that are 
associated with the target from public sources like search engines. 
This tool tells what an attacker can see about the target’s 
organization. 

Following is an example of a command to execute theharvester: 

theharvester –d usu.ac.id –b google 

 -d is used to specify the target URL 
 -b is used to specify the public sources to search from 
 

 
Figure 2. The Harvester 

From the results, the hosts retrieved should be added to the target 
list. On top of that, the emails retrieved from The Harvester is a 
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piece of important information that can be utilized to create a list 
of potential network usernames. 
3.1.3 Whois 
Whois is an effective tool to reveals our target’s IP addresses, host 
names, the target’s Domain Name System (DNS) servers, and 
contact information. If there is a Referral Uniform Resource 
Locator (URL) field in the output, further information about 
administrative contact or technical contact can be found by 
searching further via the Referral URL. 
Following is an example of a command to execute whois: 

whois uph.edu 

 

Figure 3. Whois 

3.1.4 Netcraft 
Netcraft is a web-based tool to obtain information about 
subdomains of the target. Further information is obtainable by 
looking through the site report which discloses information such 
as IP address, DNS servers, Operating System (OS) of the web 
server, etc. This tool can be used at netcraft.com 

 
Figure 4. Netcraft [2] 

3.1.5 DNS Query 
Nslookup, which stands for “name server lookup”, is a tool to 
look up the DNS server for particular target. This tool can also be 
used to find the mail server of the target. 

 
Figure 5. Nslookup query for mail server [2] 

Host is a simple tool to translate host names to IP addresses and 
vice versa. 

3.1.6 Others 
Upon obtaining the list of employees of the target’s organization, 
the penetration testers should explore into the personal web sites 
of the employees if there is any. Social media such as Facebook, 
Twitter, Instagram, etc. are also great places to look for 
information from the employees about the target’s organization. 
The employees might mistakenly giving away information that 
they should not be giving on their social media accounts. 

Job postings is also another great medium to look for information. 
Job postings often reveal information about the technology being 
used by the target’s organization. 

There are many more ways to look for information. Experienced 
penetration testers are usually good at making use of different 
ways to find as much information about the target as possible. 

3.2 Active Reconnaissance 
Browsing the target’s site to find out information is considered 
active reconnaissance because it establishes a connection with the 
target. Finding information in the target’s site can be rewarding 
too for penetration testers. 

3.2.1 HTTrack 
HTTrack is a tool to copy websites to a local computer. Resources 
such as links and pictures will be downloaded from the website. 
Afterwards, the mirrored website can be investigated offline. 

3.2.2 Social Engineering 
Social engineering is a way to gain information by human 
interaction. It involves making use of human weaknesses to trick 
people into giving sensitive information. There are various social 
engineering techniques, such as impersonation, bribery, 
deception, etc. Acting as a confused client while calling a help 
desk to ask for information is an example of impersonation. 

3.2.3 Dumpster Diving 
Dumpster diving is the practice of combing through an 
organization’s refuse, which could provide sensitive information, 
as well as actual hardware and software [6]. It is sometimes an 
effective way of obtaining information, but in some countries it is 
considered illegal. 
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Figure 6. Dumpster diving [9] 

 

Of course these are not the only ways to conduct reconnaissance. 
There are many more ways which are not covered in this short 
paper. Public forums, newsgroup, and archival sites are some 
other great places to find information.  

4. SCANNING 
After a list of IP addresses that belong to the target and that are 
authorized to be attacked has been compiled, the next step is to 
find out which of the IP addresses are attackable. Attackable IP 
addresses are IP addresses with open ports and have known 
vulnerabilities. 

4.1 Ping 
The first thing to do in the scanning phase is to determine which 
hosts are alive. Ping command is used to send Echo Request 
packets across networks to identify whether the targeted host is 
alive. When the target receives a ping, it will automatically 
respond with an Echo Reply packet. However, sometimes a host 
do not respond to the echo request packets to prevent ping flood, 
a type of denial-of-service attack. It may also be the case that a 
host ignore echo request packets to avoid being perceived as alive 
to deceive attackers. 

Besides telling whether a host is active or not, ping also indicates 
the time taken for the packet to travel to the host and return. 

 
Figure 7. Ping 

Because pinging every potential host would be highly inefficient, 
a tool called fping was developed to conduct a ping sweep. A ping 
sweep is a series of pings sent to a range of IP addresses. Figure 8 
demonstrates an example of fping. The –a switch is to order the 
fping to output only active hosts. The –g switch is used to specify 

the range of IP addresses to sweep (in this case 143.95.83.170 to 
143.95.83.190). 

 
Figure 8. fping 

4.2 Traceroute 
When a packet is sent to a host, the packet does not travel directly 
to the host. Instead, there are some intermediate devices that helps 
direct the packet to the right destination. These intermediate 
devices are called routers. To trace the routes that a packet goes 
through to reach its destination, a tool named traceroute is used. 
The routes that relay the packet can be considered as interim 
targets. 

4.3 Port Scanning 
After a list of live targets has been identified, the next step is to do 
port scanning. The purpose of doing a port scan is to determine 
which ports of a host are open. An open port to an attacker is like 
an entryway to enter the system. 

Because port scanning often involve TCP connection, it is useful 
to describe how a TCP connection is established. When two hosts 
want to communicate via TCP, they go through a process called 
TCP three-way handshake. The first host initiates a connection by 
sending a SYN packet to the second host. The second host will 
then respond with a SYN-ACK packet. Finally, the first host will 
respond with an ACK packet to establish the connection. SYN 
and ACK is short for “Synchronize” and “Acknowledge” 
respectively. 

 
Figure 9. TCP three-way handshake [10] 

4.3.1 Nmap Ping Scan 
Because sometimes a host does not respond to pings, another tool 
is used to determine whether the host is alive. This tool is called 
nmap, which stands for “network mapper.” Nmap can be used to 
conduct a variety of scan, not only ping scan. To use the ping scan 
in nmap, the -sP switch is used. The –s switch determines 
what scan to be used, and P indicates that a ping scan is to be 
executed. 
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The results between normal ping and nmap ping scan differ 
because nmap ping scan not only send Echo Request packet to the 
target, but also TCP ACK packet. 

 
Figure 10. Unsuccessful ping request [4] 

 
Figure 11. Nmap ping scan [4] 

To conduct a ping scan across a range of IP addresses, simply 
append the last octet (byte) of the ending IP address onto the scan 
as follow: 

nmap –sP 192.168.1.1-255 

4.3.2 Nmap TCP Connect Scan 
The TCP connect scan is the most reliable scan to determine open 
ports because it attempts to complete the three-way handshake. 
This is unlike the default nmap stealth scan that does not complete 
the three-way handshake. However, because of that, this scan is 
also at a disadvantage because it is easier for intrusion detection 
systems (IDSes). To perform a TCP connect scan using nmap, the 
–sT switch is used. 

 
Figure 12. TCP Connect Scan 

4.3.3 Nmap Null Scan 
The TCP null scan works by exploiting the weakness of how a 
port should respond to packets with neither SYN nor ACK flag. 
When a closed port receives a packet that does not have a SYN, 
ACK, or RST flag set, the port should respond with an RST 
packet. If the port is open, the packet is ignored. 

Null scan is designed to avoid packets being dropped or ignored 
by firewall. Because firewalls usually filter packets that carry a 
SYN flag, the null scan is great for penetrating through the 
firewall and determine open ports. Usually the null scan is 

combined with a version scan to determine whether a port is open 
or filtered. 

The nmap null scan can be run with the –sN switch. 

4.4 System Identification 
4.4.1 OS Fingerprinting 
Knowing the OS running on a machine is important because it can 
be used to find the known vulnerabilities associated with that OS. 
Fortunately, nmap provides a –O switch that can be used to 
identify the OS of a host. Below is a figure showing additional 
output of the nmap scan with –O switch specified 

 
Figure 13. Nmap OS Scan 

4.4.2 Version Scanning 
Nmap provides a –sV switch to specify a version scan. When a 
version scan is indicated, nmap attempt to provide detailed 
information about the services running on the open ports. 

 
Figure 14. Nmap Version Scan 

4.5 Vulnerability Identification 
After identifying the open ports, services, and OS of the target, the 
next step is look for known vulnerabilities that can be exploited. 
Known vulnerabilities is often associated with outdated version of 
services or OSes and missing patches. 

A list of known vulnerabilities can be found manually at 
https://nvd.nist.gov/. Alternatively, vulnerability scanners can be 
used to scan the system for known vulnerabilities, such as Nessus. 

 

The end goal of the scanning phase is to find out known 
vulnerabilities that can be exploited. There are many more scans 
that nmap can perform, but is not discussed in this paper. In 
addition, there are many more port scanning tools apart from 
nmap. 
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When conducting port scanning, it is important to perform various 
scans, including UDP scan, which is not discussed in this paper. 
This is due to different scan produces different results. Each scan 
complement each other and validate the results of the previous 
scans. 

5. EXPLOITATION 
In this step, the penetration testers attempt to gain root-level 
access to the target by exploiting the known vulnerabilities found 
in the scanning phase. Root-level access grants the user the 
highest privilege on the system. 

5.1 Medusa 
Medusa is used to attempt a brute-force login into remote access 
services, such as SSH, Telnet, and FTP. This tool is most useful 
when dealing with services that do not employ a password 
throttling technique. It is also best done when paired with a list of 
potential login usernames that has been compiled during the 
reconnaissance phase. For instance, if when using theharvester, an 
email address hartantoteddy@yahoo.com was retrieved, 
the first part of the email before the ‘@’ symbol can be counted as 
a potential username. Combinations of the username such as 
teddyh, hartantot, or teddyhar should be included in the 
list as well to be used by Medusa. On top of that, default 
usernames should also be added to the list. 

To use Medusa, some information are needed such as the target IP 
address, a username or username list, a password dictionary, and 
the name of service to authenticate with. A password dictionary 
contains a list of potential passwords and can be obtained from 
the Internet. 

 
Figure 15. Medusa [2] 

Figure 15 shows an example of using medusa. The issued 
command is as follow: 

medusa –h 172.16.45.129 –u ownedb –P 

/pentest/passwords/wordlists/darkc0de.lst –M 

ssh 

In the above command, -h is used to specify the target IP address, 
-u is used to specify the username, -P is used to specify the path 
to the file containing a list of passwords, and –M is used to 
specify the service to authenticate with. The –u switch can be 
alternatively changed with –U to specify the path to a file 
containing a list of usernames. 

 

5.2 Metasploit 
Before explaining how metasploit is used, there are a few terms 
that have to be understood: 

1. An exploit is the means by which an attacker or 
penetration tester takes advantage of a flaw within a 
system [8]. 

2. A payload is code that will be executed in the target 
machine. A payload is delivered by the exploit. 

After known vulnerabilities are identified in the previous phase, 
the penetration testers will attempt to gain access into the system 
by making use of the security holes found during the scanning 
phase. 

The first step in metasploit is to choose the vulnerability to exploit 
based on its rank. From the list of known vulnerabilities, each 
exploit associated with the vulnerability should be searched in the 
metasploit environment. For instance, if there are 2 known 
vulnerabilities, namely missing Microsoft patches MS09-001 and 
MS08-067, the exploits associated with these vulnerabilities 
should be searched and compared. 

 
Figure 16. Exploit searching [2] 

Metasploit ranks the exploits based on their reliability and the rate 
of success in deploying the exploits. The rank hierarchy in 
metasploit successively from low to high is: manual, low, average, 
normal, good, great, and excellent. When the penetration testers 
have to choose between an exploit with rank ‘normal’ and an 
exploit with rank ‘great’ as seen in Figure 16, they will most 
likely choose the one with the rank ‘great’. 

After choosing the desired exploit, the next step is to choose the 
payload to be executed on the target machine. Not all payloads are 
created equal. A payload is usually chosen based on the situation 
that the penetration testers face. For instance, if the penetration 
testers need to bypass the firewall of a host, a reverse payload 
should be used instead of a bind payload. In a reverse payload, it 
is the target that makes a connection to the attacker instead of the 
other way around in a bind payload. One of the most powerful 
payload is the meterpreter, which gives the attackers a powerful 
command shell to interact with their target. Using meterpreter is 
harder to be detected compared with traditional shell as 
meterpreter provides extra features built to support penetration 
testing on top of common commands in typical shell.  It should be 
pointed out that the meterpreter runs on the privileges associated 
with the program that was exploited. If it is the “root” account 
then all is well. However, if it is an account with minimum 
privileges, then an escalation of privileges should be done. An 
escalation of privileges can be done in many ways, such as 
retrieving password hashes and cracking them, resetting 
passwords, or sniffing network traffic. In this paper, however, 
escalation of privileges is not covered. 
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Figure 17. Show payloads 

After choosing the payload, the next step is to set the required 
options associated with the payload, such as RHOST for target IP 
address and LHOST for the attacker’s IP address. 

After the options has been configured, the final step is to launch 
the exploit. Depending on the type of exploit, an attacker may 
need to launch the exploit more than once. 

 
Figure 18. Successful exploit [11] 

Figure 18 shows on a successful exploit using the meterpreter 
payload, the attacker is presented with a shell to interact with the 
target machine. 

Metasploit also provides databases to keep track of the 
penetration tests process. On top of that, metasploit allows 
experienced penetration testers to write custom payloads instead 
of just choosing built-in payloads. 

It should be noted that after the exploiting phase, there are 2 
phases that are not discussed in this paper. These phases are called 
“Maintaining Access” and “Covering Track.” After gaining access 
to the target’s system, usually an attacker will try to maintain that 
access by opening up a backdoor. A backdoor is a mechanism that 
allows the attacker to access the target system conveniently 
without re-exploiting the target. Meanwhile, “Covering Track” is 
a step done to destroy any evidence that the system has been 
compromised. The purpose of this step is to avoid suspicion from 
the victim. 

6. REPORTING 
To wrap up the penetration test, it need to be concluded with a 
well-written report. After all, the client hires penetration testers to 
find out about vulnerabilities in their system so that they can fix 

them. The report can be broken down into 2 major part: (1) The 
executive summary and (2) the technical report. 

6.1 The Executive Summary 
The executive summary should at least present the purpose of the 
penetration test, major findings during the test, the overall risk 
profile according to the chosen risk rating scale, and a 
recommendation of what is needed to resolve the risks identified. 
The executive summary should be brief and readable to any 
layman and therefore should contain minimum, if not no technical 
term at all. 

6.2 The Technical Report 
This part should present the technical details of the process of 
penetration tests. Every findings in every phase of the test should 
be included in this report. Major vulnerabilities that pose the 
greatest risks should be emphasized. Suggestions and mitigations 
should be also included for addressing the issues the penetration 
testers discovered during the test. 

This part should cover the ways the penetration testers went 
through to compromise the system and the impact of it to the 
client’s business. 

7. CONCLUSION 
This paper gives a general overview about penetration testing, 
with a particular focus on network penetration testing. The pre-
engagement phase is a crucial phase because it covers potential 
legal issues associated with penetration testing and the scope of 
the test. In the reconnaissance phase, the penetration testers 
attempt to gain as much information as possible about the target, 
which could be done in an active or a passive way. In the 
scanning phase, the objective is to discover services and ports that 
are open to attack, the OS of the target device and known 
vulnerabilities. In the exploitation phase, the known 
vulnerabilities are exploited to gain access to the system. Finally, 
in the reporting phase, a comprehensive report should be given to 
the client to conclude the penetration test. The report should have 
achieved the objective specified during the pre-engagement phase. 
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ABSTRACT
In this paper, we introduce some of the common attacks on web 
applications such as Gmail, Facebook and Twitter, which include 
both system and personal  attacks,  in  the recent  years.  We then 
discuss on how to prevent and handles these attacks. Lastly, we 
will explore on some potential future attacks that may happen to 
the individual users.   

Categories and Subject Descriptors
K.4.2[Social Issues]: Abuse and crime involving computers

K.6.5[Security and Protection]: Unauthorized acces

C.2.0[Computer-Communication  Networks,  General]:  Security 
and protection

General Terms
Security, Human factors, Reliability

Keywords
Denial  of Service (DOS),  Trojan,  Malware,  Attacks,  Facebook, 
Twitter, Gmail, Web applications.

1. INTRODUCTION

The presence of cyber attacks have become more prominent due 
to  the  presence  of  multiple  web  applications.  Not  only  these 
attacks are directed to the system or the company, they are also  
directed  to  individual  user.  For  the  past  few  years,  there  are 
multiple cases in which Gmail, Facebook and Twitter users had 
become victims of these cyber attacks.

There are different reasons on why the attackers decided to launch 
the attack to these web applications or their users:

a. Political reasons: examples are the attacks on USA army social 
media  (Twitter  and  Youtube)  by  ISIS,  attacks  on  US  private 
military company email services (Microsoft Outlook).

b. Economic reasons: examples are theft of personal data taken 
from social media or the victim's computer to be used for credit  

card usage, blackmailing the victim to pay them certain amount of 
money before they publizise it to the public, etc.

c. Socio-cultural reasons: examples are people who do it 
for  fun,  to  prove  to  the  companies  that  they are  able  to  break 
through  their  security  system,  or  to  make  a  reminder  to  the 
company that their security system must be improved (as in the 
case of Twitter, a few years ago).

To further understand what cyber attacks on web applications are 
about, we will list out some of the common cyber attacks that will 
be  discussed  more  in  the  next  sections.  Here  are  the  list  of 
techniques used for cyber attacks in the past few years:

(i) Denial-of-service and distributed denial-of-service

(ii)  Cross-Site Scripting

(iii) Malware 

(iv) Using keylogger

(v) Domino-effect technique

2. Techniques of Attacks
2.1 Denial-of-service and Distributed 
Denial-of-service (DOS and DDOS)

A  DoS  attack  is  a  technique  in  which  hackers  overwhelm  a 
website’s  servers  with  communication  requests,  causing  the 
website  to  be  significantly slow or  inaccessible  to  its  intended 
users.
The  attack  may  be  in  the  form  of:  resource  exhaustion  (e.g. 
consuming all network bandwidth, or server CPU time), limitation 
exploitation (e.g. locking a user out of their account by repeatedly 
attempting  to  log  into  it  with  invalid  credentials),  process 
disruption (e.g. crashing a process that serves user requests, via a 
bug in the software), data corruption (e.g. altering all user types to 
an  invalid  type,  making  it  impossible  for  them to  log  in),  or 
physical disruption (e.g. pulling out the power cable on a server). 
The  most  common  type  on  web  applications  is  resource 
exhaustion, which is what most people tend to refer to as a DoS 
attack.

The  world’s  most  popular  online  social  networks  Twitter  and 
Facebook, for example, had experienced a so-called DoS attack. 
For instance, back in early August 2009, Twitter users could not 
access the site for several hours while Facebook users experienced 
delays in logging in and posting to their profiles.

Since  servers  are  designed  to  cope  with  a  large  number  of 
concurrent users, and small DoS attacks, sending a huge number 
of  packets  from  one’s  home  network  is  unlikely  to  cause  a 
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significant reduction in availability or response speed of the target 
web application.  In  order  to  make the  attack more effective,  a 
distributed-denial-of-service  (DDoS)  attack  is  used.  Often  the 
attacker would  infect other  computers  with malware,  to  form a 
botnet, which is then used to perform DoS attacks. DDoS attacks 
allow traffic to  flow from legitimate (but  compromised)  source 
IPs, increasing the effectiveness of the attack and making it harder 
to block.

2.2 Cross-Site Scripting (XSS)

An XSS attack rewrites the structure of a web page or executes  
arbitrary JavaScript within the victim’s web browser. This occurs 
when a website takes some piece of information from the user –  
an e-mail address, a user ID, a comment to a blog post, a zip code, 
and so on – and displays the information in a Web page. If the 
website is not careful, then the meaning of the HTML document 
can be disrupted by a carefully crafted string.

Pop-up  windows  are  a  trite  example  of  XSS.  More  vicious 

payloads have been demonstrated to

•  Steal  cookies  so  attackers  can  impersonate  victims  without 

having to steal passwords

• Spoof login prompts to steal passwords (attackers like to cover 

all the angles)

• Capture keystrokes for banking, e-mail, and game websites

• Use the browser to port scan a local area network

• Surreptitiously reconfigure a home router to drop its firewall

• Automatically add random people to your social network

•  Lay the  groundwork  for  a  cross-site  request  forgery (CSRF) 

attack

Clever  use of  CSS (Cascading Style  Sheets,  which  control  the 

layout of a website for various media) can attain much of the same 

outcomes as a JavaScript-based attack. In 2006, MySpace suffered 

a  CSS-based  attack  that  tricked  victims  into  divulging  their 

passwords.

Sources of XSS attack may be:

 Uniform Resource Identifier Components (URI). Any 

portion of URI (directory names, file names, parameter 

name/value pairs) can be manipulated for XSS. The URI 

is dangerous even when it might be invalid, point to a 

non-existent page, or have no bearing on the Web site’s 

logic. If the Web site echoes the link in a page, then it 

has the potential to be exploited. 

 Form Fields.  The values of form fields such as login 

name,  e-mail  address,  credit-card  number  as  well  as 

those  that  users  are  not  expected  to  modify (such  as 

input  type=hidden  or  input  fields  with  the  disable  

attribute) can be trivially modified before it is submitted 

to the server. 

 Hypertext Transfer Protocol Request Headers. Every 

browser  includes  certain  Hypertext  Transfer  Protocol 

(HTTP) headers with each request. Everything from the 

browser can be spoofed or modified. Two of the most 

common headers used for successful injections are the 

User-Agent  and  Referer.  If  the  website  parses  and 

displays  any  HTTP  client  headers,  then  it  should 

sanitize them.

 User-Generated  Content.  Binary  contents  such  as 

images,  movies,  or  PDF  files  may  carry  embedded 

JavaScript or other code that could be executed within 

the  browser.  Content-sharing  sites  thrive  on  users 

uploading  new  items.  Attacks  delivered  via  these 

mechanisms may be less common, but they are no less 

of a threat. 

 JavaScript Object Notation (JSON). It is a method for 

representing arbitrary JavaScript data types as a string 

safe  for  HTTP communications.  A Web-based  e-mail 

site  might  use  JSON  to  retrieve  e-mail  messages  or 

contact  information.  In  2006,  Gmail  had  a  very 

interesting  Cross-Site  Request  Forgery  (CSRF)  attack 

identified in its JSON-based contact list handling. An e-

commerce  site  might  use  JSON  to  track  product 

information. Data may come into JSON from one of the 

previously  mentioned  vectors  (URI  parameters,  form 

fields, etc.). The peculiarities of passing content through 

JSON parsers and eval() functions bring a different set 

of  security  concerns  because  of  the  ease  with  which 

JavaScript  objections  and  functions  can  be  modified. 

The best approach to protecting sites that use JSON is to 

rely  on  JavaScript  development  frameworks.  These 

frameworks not only offer secure methods for handling 

untrusted content but they also have extensive unit tests 

and  security-conscious  developers  working  on  them. 

Well-tested code alone should be a compelling reason 

for adopting a framework rather than writing one from 

scratch.

 DOM Properties.  An interesting XSS delivery variant 

uses the DOM to modify itself in an unexpected manner. 

The attacker assigns the payload to some property of the 

DOM that will be read and echoed by a script within the 

same  Web  page.  A  nice  example  is  Bugzilla  bug 

272620.

Note:  The  countermeasures  for  XSS  injection,  via  DOM 

properties, require client-side validation. Normally, client-side 

validation is not emphasized as a countermeasure for any Web 

attack.  This is exceptional  because the attack occurs purely 

within the browser and cannot be influenced by any server-

side  defenses.  Modern  JavaScript  development  frameworks, 

when  used  correctly,  offer  relatively  safe  methods  for 

querying properties and updating the DOM. At the very least, 

frameworks provide a centralized code library that is easy to 

update when vulnerabilities are identified.
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XSS is easy to execute, but difficult to detect and prevent. XSS 

vulnerabilities have been reported since 1990s and a lot of sites 

such as Twitter, Facebook, and YouTube have been affected by 

XSS attacks. Successful attacks target data already in the victim’s 

browser  or  use  HTML and  JavaScript  to  force  the  browser  to 

perform an untoward action. HTML and JavaScript are working 

behind the scenes inside the browser every time you visit a Web 

page. Some measure of protection can be gained by maintaining 

an up-to-date browser. The major Web browser vendors continue 

to  add  in-browser  defenses against  the  most  common forms of 

XSS and other Web-based exploits. The primary line of defense 

lays within the Web sites themselves, which must filter, encode, 

and  display  content  properly  to  protect  visitors  from  being 

targeted with XSS.

2.3 Malware

Malware  is  a  group  of  malicious  code  which  includes  worms, 
viruses  and  Trojan  horses.  Malware  can  be  spread  through 
communication tools such as instant messages and websites. 

It is a malware which spreads through email or instant messages. 
Worms  may  affect  both  the  host  networks  as  well  as  host 
computers.  The presence of  worms will  result  in  the  excessive 
consumption  of  bandwidth  and  thus  overload  the  server. 
Furthermore,  some  worms  may  contain  ‘payload’  which  will 
reside in the host computers and while remains undetected, it can 
steal and delete data stored in the computer while at the same time 
spreading itself by sending emails or direct messages to the host’s  
contacts. These worms can also lead to phishing attack whereby 
the worm serves as   a link to a fake home screen of a particular 
website  onto  which  the  user  needs  to  provide  their  userId  and 
password. 

One  of  the  instances  which  involves  computer  worms  and 
phishing attack was the Twitter worms attack in 2009. The worms 
were spread via direct messages and for those unfortunate users 
who clicked the link in the message, they would be directed to 
fake  Twitter  home page  and  they were  required  to  enter  their 
userID and password. These users thus became the victim of this 
malicious attack. We might think that it sounds so ridiculous how 
those  victims  did  not  realize  that  the  home  page  was  fake, 
Twitter’s spokesperson acknowledged the similarity between the 
fake and the real  one.  Fortunately,  the cases had been handled 
pretty well by Twitter and the affected accounts had been cleared.

In March 2015, Facebook users were exposed to another form of 
worm belonging  to  the  Kilim  malware  family  which  recruited 
victim’s PC as zombie of a botnet. One of the specialties of this  
worm  is  that  it  spreads  itself  by  leveraging  multiple  cloud 
services. The worm started with a message sent by a friend asking 
whether  you wanted to  view the sex or  pornographic  scenes of 
this teenage girl. The link would then direct you to 3 redirected 
URLs and finally you would reach the malicious site. When you 
reached  the  malicious  site,  it  would  download  a  Trojan 
downloader  to  your  computer  which  then  downloaded  the 
Facebook worm itself. The figure above shows how the attack was 
done. Philip Lieberman, CEO of Lieberman Software, explained 
that there are some reasons why the hacker chose to spread the 
worm with multiple layers of redirecting. The reasons are:

1. To  overcome  link  integrity/trust  checks  used  by     
end-point protection (by hiding the start of the  
chain needed to stop the initial launch).

2. To overcome IP address trust verification by the  
end-point  (by  using  multiple  cloud  providers  in  the  
local geography).

In addition of those spammy emails or direct messages via Twitter 
and  Facebook,  those  malicious  codes  can  be  accidentally 
downloaded  to  the  computer  when  the  user  visit  untrusted 
websites that asked them to click the ‘Download’ or ‘Play’ button 
to  download  or  watch  video  respectively.  For  example,  simply 
type ‘how to hack Twitter account?’ on your Google search bar, 
and  there  will  be  long lists  of  websites  which  will  ask you  to 
download  specific  app  so  that  you  can  hack  whoever  Twitter 
accounts’ you want. However, on top of giving the user the ability 
to get access to his  friends’ accounts, these applications may also 
attack his own computer by auto-download Trojan horse or some 
other  viruses.  In  addition,  some applications actually download 
malicious code to user’s computer without letting him hack the 
Twitter  accounts  he  wishes  to  attack,  therefore,  instead  of 
attacking  his  friends,  he  attacks  himself.  One  of  the  common 
application  that  will  be  downloaded  to  the  user’s  computer  is 
keylogger, which will be explained in the next section. 
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2.4 Keylogger Usage

Keylogger  is  one type  of surveillance softwares that  is used to 
record every keystroke the user make on the computer and keep it 
in  a log file,  usually encrypted.  Some keylogger  programs will 
also  be  able  to  record  any  e-mail  addresses  the  user  use  and 
website URLs he visits. The log file containing the details of the 
keystroke is accessible to both the one who installed the keylogger 
to  the  computer  or  the  malicious  third  party.  This  software  is 
mostly common used in companies for the employers to ensure 
that employees use work computers for business purposes only. 
While it seems to be a good software to ‘spy’ on employees or  
friends, it does not mean that the user himself is protected from 
the attack. 

For example, in the case of those who are curious on how to hack 
their friends’ or spouses accounts, they will try to find application 
which can help them do this and Google, will be a helpful friend 
to  give  them the  list  of  those  applications.  Nevertheless  some 
applications  make  the  user  to  download  keylogger  to  his  own 
computer thus the user will know the password of those people 
whose accounts he want to hack once he ensures them to log in to 
their  accounts  using  his  computer.  Nevertheless,  we  must  not 
forget that apart from log file which can be read by the user, some 
malicious people who created the application might have designed 
the keylogger in such a way that a copy of log file will also be  
sent to them. That will be a big problem because it means, a man-
in-the-middle is now being involved and whatever the user of the 
computer types on that computer will be known to him.

Following  an  example  above,  here  are  some  of  the  possible 
methods that result in the installation of keylogger program in the 
computer:

1. By opening a file attached to an email.
2. Launching  a  file  from an  open  access  directory on  a 

Peer-to-Peer network.
3. Visiting  a  web  page  script  which  exploits  a  browser 

vulnerability. (Once the user visits an infected site, the 
program will automatically be launched).

4. Installed by a malicious program that is present on the 
victim machine, which is able to download and  
install other malware to the system. 

Unfortunately, while it is easier to detect the presence of viruses  
and  worms  in  the  computer,  it  is  more  difficult  to  detect 
keylogger. This is because it does not attack the system directly 
and its presence is very discrete. For now, one effective method to 
detect the presence of keylogger in your computer is by installing 
antivirus  softwares that  provide screening of known keyloggers 
from their databases. 

2.5 Domino-effect Technique

The last technique of attacking we are going to explain is the non-
conventional way of attacking. In 2009, Twitter did not realize the 
severity  of  the  cyber  attack  they  facing  even  when  the  
spokesperson conducted the press conference since they thought 
that  limited  personal  data  was  breached  when  only  one 
employee’s  account  was  being  hacked.  However,  they  were 
proven  wrong and  we  would  like to  give you  the  summary of 
methods that the attacker used bases on the interview conducted 
by Cubrilovic with the attacker himself.

Following  are  the  step-by-step  on  how  this  domino-effect 
technique was done:

(i) Thorough  research  on  personal  information  of 
Twitter’s  employers  simply  by  looking  for  their 
information in Google which result in data such as 
birth dates names of pets, and email addresses.

(ii) Find an employer  with Gmail account  and try to 
break the password by pretending that he forgot his 
password and used the password recovery tool by 
Gmail.

(iii) Gmail  indicated the email  for  password  recovery 
had been sent to the secondary email,  which was 
(lucky) for the attacker, a hotmail account that was 
expired.  He  registered  another  account  and  re-
requested the password  recovery at  Gmail.  Thus, 
he  was  able  to  access  the  employee’s  Gmail 
account by choosing a new password.

(iv) To prevent the Gmail account owner to realize that 
his account was hacked, the hacker found the last 
email  from Gmail  administrator  which  indicated 
the username and password of the user.

(v) Reset back the new password to the old password 
(that was known by the account user) and wait to 
check  that  the  user  was  still  able  to  access  his 
account.

(vi) Find out what services the user had signed up for 
based on the emails in his inbox and tried to hack 
those accounts as well using the same password as 
his Gmail. If that method did not work, he would 
use the ‘forgot my password’ or ‘secret question’ 
method  since  he  knew enough  about  the  user’s 
personal information.

(vii) With the method above, the attacker used the same 
password  to  access  employee’s  Twitter  email  on 
Google  Apps  which  led  him to  a  gold  mine  of 
sensitive  company  information  from  emails  and 
email attachments.

     (viii) Information from emails and email attachments    
    combined  with  additional  password  guesses  and  
        resets resulted in the attacker able to take control of  
        other Twitter employees personal and work emails.

         (ix) Using the same username/password combinations 
        to access AT&T, MobileMe, Amazon and iTunes. 
         iTunes gave him access to full credit card 
     information  in  clear  text  and  he had control  of  
         Twitter’s domain names at GoDaddy.

Suprisingly,  even  till  the  end  of  the  steps  above,  Twitter  had 
absolutely no idea they had been compromised. The case above 
may not  only affect  the  big  companies  which  we assume have 
better security now, since they are supposed to learn from each 
other’s mistakes, but it may affect ‘civilians’ as well. 

3. Preventive Measures

This segment  will  be  divided  into  2  parts  which  are:  measures 
taken  by the  company and  measures  that  can  be  taken  by the 
users. 
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3.1 Measures Taken by Company

3.1.1 JavaScript/CSS/HTML-based applications

Facebook opened up its site for third-party developers to host their 
JavaScript/CSS/HTML-based  applications  directly  on  the 
Facebook.  These applications would not  only be served from a 
Facebook domain but also be able to interact with users’ profiles 
and  friends.  Unrestrained  JavaScript  would  wreak havoc  across 
the  site.  So,  Facebook  JavaScript  (FBJS)  was  created  to 
encapsulate these potentially dangerous third-party applications in 
a  virtual  function  scope.  It  also  creates  a  JavaScript-like 
environment  with  reduced  functionality  so  that  the  hosted 
applications do not attack the site or each other.

3.1.2   Two-Step Verification

Gmail  provides  an  option  for  its  users  to  enable  its  2-step 
authentication  sign-in  method  to  better  protect  their  accounts. 
Upon enabling this functionality, the user would receive a single-
use code (nonce) from Gmail via his/her phone to be entered in 
addition to his/her personal password while signing in.

Facebook’s Login Approvals feature requires you to enter a code 

whenever you log-in from an unrecognized computer. The code 

will be sent to your mobile phone via SMS.

Yahoo!  offers  two-step  verification,  but  only  for  your  email. 
When using this feature, you will have to enter a code sent to your 
mobile  phone  via  SMS  or  enter  the  answer  to  your  account 
security  question  to  log  in.  Make  sure  your  account  security 
question is not easy to guess if you use this feature. 

3.1.3    Registry Lock

A registry  lock  is  a  mechanism under  which  any  requests  for 
changes to a domain name server have to be manually verified and 
authenticated  by  a  top-level  domain  owner  like  Verisign  and 
NeuStar,  which  operate  the  dotcom  and  dotbiz  domains 
respectively.  Domain  name  hijacking  occurs  when  an  attacker 
gains unauthorized access to registration data for a domain name, 
thereby  gaining  administrative  control  over  the  domain  that 
enables them to modify several elements of the domain, including 
the website to which the domain resolves.

3.2 Measures Taken by Users

3.2.1  No Link Please

It has been enforced repetitively by almost, if not all, the articles 
which  write  about  the  preventive  action  to  reduce  the  risk  of 
being attacked by hacker to not click on the link sent via emails 
or direct messages from unknown senders. Even when it is from 
our friends accounts, it is better to ensure that the sender IS really 
your  friend  and  not  his/her  computer  by trying  to  make small 
conversation before clicking on the link.  On top of those links 
sents through mails, we must be aware of those links that appear 

on  the  websites  such  as  the  fake  ‘download’  and  ‘PlayNow’ 
buttons.

3.2.2  No  Same  Email  Address  and  Password  for  All  Web 
Applications Registration

Making use of the same email  for  registration  of multiple  web 
applications  are highly not  recommended unless  you  are 100% 
sure that  nobody can  guess  your  password  for  that  email.  The 
reason is simple, once the hacker successfully breaks through your 
email password,  he basically has control  over all your accounts 
and may do unpleasant things for his own advantage. In addition, 
the action that the hacker may do once they have the control over 
your  accounts  may also  affect  those  people  surround  you,  for 
example:  spreading  viruses  through  to  your  email  and  social 
media  contacts,  stealing  your  family’s  personal  data,  or  even 
confidential information regarding your company. Do not let the 
domino technique wins over you. 

3.2.3 The Longer, The Tougher, The Better

The length and the complexity of the password DO matter when it 
comes to password guessing. The tougher it is for the hacker to 
brute  force  the  password,  the  better  it  is.   The  presence  of 
computer makes it easy for the hacker to try decode simple and 
short password within a very short period of time. The minimum 
length of better password is 14 but if you are able to remember 
longer and more complex password, it is always better. One thing 
to  help  you  remember  is  by  creating  your  own  formula,  for 
example  the  first  few  letters  will  be  the  application  name, 
followed by the birthdate of your family members and the last few 
will be the location you are in. 

3.2.4  Regularly Update the Password

It sounds troublesome to keep updating the password every few 
days. However this may be able to protect us from being hacked 
and loss of our important information. To make it easier, we can 
set a reminder in our phone. And for those who are out of ideas on 
what password they can use, they are able to follow the suggestion 
on 3.2.3 on how to make the password longer, tougher and better 
yet easy to remember. 

3.2.5  A Twitst on Security Question

Some network security professionals consider security question as 
a loophole on a web application since it is easier to answer those  
questions correctly rather than to guess the password.  Once the 
hacker knows the background information of the potential victim, 
it  will  be  easy  for  him to  answer  the  question.  Therefore  we 
suggest to purposely answer the security question wrongly which 
makes the hacker’s life more difficult to get the answer. Of course, 
given you can remember the wrong answer.

3.2.6  Be Aware of Spam / Suspicious Emails

Do take note for the spam and suspicious emails sent by unknown 
senders and mark them as Spam or block them altogether. 
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3.2.7  Trust Noone

The attacks that are spread through the conversation chats such as 
those in Facebook and Twitter or even through Gmail, are usually 
sent by our 'friends'.  Unless you are very sure that your friends 
need to  pass these links via email  and direct messages,  do not  
open the links. One thing that can be done is to double check with 
your  friend  through  another  media  for  example  SMS  or 
WhatsApp.

4. Possible Future Attacks

Based on the information we gathered from the last 2 sections, we 
would like to suggest some possible future attacks. These attacks 
are  mostly  directed  to  personal  users  instead  of  company,  
therefore, we hope that by knowing these possibilities, users will 
be more aware and act accordingly.

4.1   Linguistic style (eg Singlish) 
recognition

In the future, there may be robots or hacker who can find how to 
recognize the way specific people within the region communicate. 
For example: by using slang or Singlish. If the hacker can control 
this, he can make the conversation with the ‘victim’ more difficult 
to be detected and thus it is more likely to click on the link when 
they  send  it.  Nowadays,  those  worms  are  spread  with  proper 
English and with a very fake statement such as ‘Hey, I found your  
picture here xxxxxx (link)’. There may be possibility that in the 
future this will change to ‘Eh (victim’s name), I got your picture  
here (link)’ when he knows that the victim is within Singapore 
since  it  is  more  likely for  the  victim to  chat  in  Singlish  with  
his/her friends.

4.2  The request for viewing the link is based 
on the interest of the    victim

Nowadays, the advertisements we see on Facebook, Dailymotion, 
and Twitter are usually catered based on what we visited earlier, 
which means that they are able to recognize which products  or 
services interest us more. This idea of getting to know the victim 
before the attack may be useful for the future hacker. Instead of 
the  typical  statements  regarding  pornographic  scenes,  naughty, 
weird photos of someone to lure the victims to click the link, the 
attacker  can  use  different  statements  depend  on  the  victim’s 
interest. For example, if she likes to buy dresses online,  he can 
send  a  message  saying  ‘Hi,  I  am  Anna  (fake  name)  from 
Annabelle blog shop, do check our new established blog shop in 
this link’. That will increase the interest of the victim and click the 
link.

4.3 Using Hashtag

In  Instagram,  if  we put  hashtag in  the caption  of our  pictures, 
those who click on the hashtag will be able to view other people’s  
pictures  with  the  same  hashtag,  however  malicious  party  can 
actually ensure that a particular hashtag, ie: #bestmemory, to be 

malicious and thus whoever click on that hashtag, will be directed 
to a malicious website instead of the Instagram page which shows 
all the pictures with the same hashtag.  

5. Conclusion

Web  application  users  are  very  vulnerable  to  various  web 
application attacks and should always stay vigilant.  Despite the 
various  precautions  and  counter  measures  taken  by  the  web 
application companies, hackers are still able to find their way to 
attack in increasing sophistication.  Therefore,  security-conscious 
developers  have  to  continuously  enhance  their  skills  to  create 
relatively safe web applications for the users.
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1. INTRODUCTION 
PKI (Public Key Infrastructure) is a commonly employed scheme 
to allow secure communication over the Internet. It consists of a 
set of public and private key whereby the private key is only 
known to the key owner and the public key is known by everyone 
and listed with the CA (Certifying Authority).  

The main function of a PKI is to ensure confidentiality, integrity 
and authenticity. 

Confidentiality is ensured when messages are encrypted or 
decrypted with a set of private and public key. Since private key is 
only available to the specific individual, we can be sure that 
nobody else is able to decrypt the messages. Therefore, the 
encrypted message is confidential to only the sender and receiver. 
Inevitably, non-reputability is a result of confidentiality at work, 
since the set of keys are unique to an individual.  

Integrity of the message is ensured through the hashing of the 
original message. The encrypted message is decrypted, hashed 
and compared to the hashed message that is sent. The unique 
feature of hashing being a one way function results in the integrity 
of the message. 

CA plays an important role in ensuring authenticity. The CA is 
responsible in signing the certificates issued to certify that a 
certain public and private key belongs to an entity. Trust is placed 
upon a central authority to manage all the public keys available 
and making sure that the key repository is up to date. 

2. TYPES OF PUBLIC INFRASTRUCTURE 
Before going into the specific security concerns of the public key 
infrastructure, we would first need to define the scope and type of 

the infrastructure. In this section, we would be discussing the 2 
types of PKI, namely closed and open PKI. 

2.1. Closed PKI 
Closed PKI is a system that adopts its own proprietary certificates. 
All machines participating within this PKI model must have the 
proprietary software installed otherwise any transaction will not 
be trusted, hence invalid.  
The system administrator of a closed PKI system would 
personally issue digital certificates to trusted individuals where a 
contract is formed. As such, the likelihood of forgery of 
certificates are extremely low.  
The code base involved in a closed PKI is unknown to anyone 
outside the infrastructure. This secrecy provides a form of 
protection against attackers compared to an open PKI. However 
due to this secrecy, there is also no way to prove that a closed PKI 
system is absolutely safe unless professionals not participating in 
the closed PKI are employed to examine and prove that the 
system is foolproof. 
Any responsibilities such as maintenance of proprietary software 
as well as the confidentiality of certificates is handled by the 
administrator alone.  

2.2. Open PKI 
An open PKI, on the other hand, does not rely on a closed 
environment. Instead it revolves around trust placed in a third 
party Certificate Authority (CA); an indirect trust is established 
between 2 parties through a mutual trust relationship with a CA.  
The method used to encrypt and decrypt are known to the public 
and should have little to no compatibility issues with any kind of 
services integrated with the open PKI.  
Any maintenance and update of PKI software, as well as some 
responsibilities such as ensuring the security of a transaction, is 
handled by the CA.  
In the discussion below, we will be mostly discussing issues 
pertaining to an open PKI structure since a closed structure is 
difficult to examine in detail. 

3. ADVANTAGES AND DISADVANTAGES 
OF  PKI 

3.1. Advantages 
The primary advantage of using PKI is the convenience and 
security it provides. Being an asymmetric key system, private 
keys in PKI are never required to be transmitted, preventing 
interceptions by a middleman and reduces communication 
overhead. 

Another advantage of PKI is that signatures cannot be repudiated. 
Each user has their responsibility of ensuring that their private 
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keys are kept secret. Hence, all signatures that suggests that it is 
signed by a particular user cannot be denied, unlike in a secret-key 
system whereby a key being compromised might result in 
information forgery. 

3.2. Disadvantages  
A major disadvantage of using PKI is the slow speed of 
encrypting and decrypting data using an asymmetric scheme as 
calculations are extremely costly. However, in reality, 
applications often involve using an asymmetric scheme to 
transmit a session key and subsequently use the session key to 
communicate through a symmetric key system. This results in the 
best of both worlds as both speed and security are not 
compromised.  

4. SECURITY ISSUES 
4.1. Weak keys used for a PKI 
4.1.1. Default keys 
Default keys occur due to poor implementation on the part of 
manufacturers. Factory default keys are not replaced upon set up 
of the devices, resulting in all models of the hardware sharing the 
same private and public key. 

4.1.1.1. Case study  
In a recent article that was reported just a month ago, June 2015, a 
default SSH key that could be exploited has been found in within 
many Cisco security appliances. In accordance to the source, 
“Web Security Virtual Appliances, Email Security Virtual 
Appliances and Content Security Management Virtual 
Appliances” are all found with the vulnerability. The existence of 
the default key is used for maintenance purposes but could also be 
used by an attacker to get into the system with all the privileges of 
a root user.   

4.1.1.2. Preventive measures 
Ensure devices only allows key generation after it has made the 
user go through enough hands-on usage such that entropy 
collected is relatively high.  

4.1.2. Duplicate Keys 
Duplicate keys problem is similar to the default key problem in 
that both the private and public keys are the same for 2 systems 
found within a PKI. Generally, this occurs due to low entropy 
from poor implementation of random number generators.  

4.1.2.1. Case study  
As reported in a recent article by IDG News Service, February 
2015, hundreds of thousands of routers by Telefónica de España 
were found containing duplicate private and public keys. These 
routers with duplicated keys were mostly found in Spain, China 
and Taiwan. There are 2 possible claims on how duplicate keys 
were created across these routers. The first being that the 
manufacturers used the same OS image for the entire production 
line. The second claim is that the generation of key had such low 
entropy that the key pairs generated are not unique.    

4.1.3. Factorable keys 
Very much like duplicate keys, this problem happens when the 
RNG (Random Number Generator) has low entropy due to bad 
implementation. In this case, it is likely that the first prime was 
generated under low entropy. The second prime, however, was re-
seeded before generation, resulting in a single shared prime 
number.  

A commonly used public key cryptosystem is RSA. Assuming 
keys N1 and N2 were form from 2 primes each, a, b, c and d 
respectively. By running a greatest common divisor (GCD) of N1 
and N2, we will get 1 if a, b, c and d are different primes. 
However in the case of factorable primes; let b = c, then the 
GCD(N1, N2) will be c since both share the same prime c.  
Using the concept of GCD as provided above, an example of an 
attack on factorable public keys would be to compute the “greatest 
common divisor of all pairs of moduli from RSA public key”. A 
research done in 2012 showed that in computing the product of all 
the moduli, we could easily find the factors to a factorable key. 

4.1.3.1. How it is performed 
Instead of attempting all the pair combinations starting from 
GCD(N1, N2…Nm) to GCD(Nm, N1…N(m-1)), we first 
calculate the total product of all keys from N1 to Nm given m 
number of key pairs.  

𝑁(𝑡𝑜𝑡𝑎𝑙) = 𝑁1 × N2 × … Nm 
 
This step requires the most time to compute but it greatly reduces 
the amortized time complexity of finding the GCD of all key 
pairs. 

𝐺𝐶𝐷(𝑁1, 𝑁2 … 𝑁𝑚) = 𝐺𝐶𝐷 (𝑁1,
𝑁(𝑡𝑜𝑡𝑎𝑙)

𝑁1
%𝑁1) 

 
By multiplying 1 = N1/N1 on both side,  

𝐺𝐶𝐷(𝑁1, 𝑁2 … 𝑁𝑚) = 𝐺𝐶𝐷(𝑁1,
𝑁(𝑡𝑜𝑡𝑎𝑙)% 𝑁12

𝑁1
) 

 
Using this equation for all pairs of keys would compute all 
possible GCD pairs within a relatively reasonable amount of time. 
In a research done by researchers from Princeton’s Center for 
Information Technology Policy, this method was able to find the 
common factor and calculate the private key of approximately 
0.5% of the RSA keys used within their SSL data pool. 

4.1.3.2. Case study 
An analysis of 7.1 million 1024-bit RSA keys from hardware 
devices, such as routers and firewalls, were reported in August 
2011 where it is found that 27000 keys contained shared prime 
factors. A separate research article on the same study stated there 
was only one factorable key signed by a CA which had already 
expired by then. On top of that, signed certificates were found 
with weak keys with some duplicates from vulnerable devices and 
others from web owners who just cannot be bothered submitting a 
stronger one. 

4.1.3.3. Preventive measures 
Duplicate and factorable key problems could be solved by 
increasing the entropy of the RNG when generating fresh key 
pairs. This could be done by giving the users enough time to 
generate entropy before generating keys.  
One practical method within the industry is to issue a warning to 
the users when entropy is insufficient. Users trying to generate 
GPG or SSL keys will encounter such warnings informing them 
that there are insufficient random bytes. Users were then 
prompted to perform other actions such as typing on the keyboard, 
moving the mouse or simply inserting or ejecting discs.  
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4.2.Private key protection 
4.2.1. Different types of private key 
Typically, there are two different private keys provided to a user. 
One of which is used for encryption while the other is used to sign 
information. Both of them requires different forms of protection. 

The signing private key should never be backed up since it would 
provide an opportunity for attackers to obtain a copy and 
subsequently impersonate the user’s identity.  

However, it is a good idea to back up the encryption/decryption 
private key since it would prove to be useful when the key is 
accidentally deleted or corrupted. Additionally, the backed up 
copy should be encrypted with a strong password so as to regulate 
access. Otherwise, a new pair of public and private keys could be 
obtained from the CA. 

4.2.2. Preventive measures 
Some forms of protection you can provide to ensure that your 
private key remains secure mostly ensues the use of access control 
to your computer. Access controls include but does not limit to 
making sure that nobody else has access to your computer 
physically and having a strong password for your private key.  

In the case whereby any private key is compromised, the user 
should immediately revoke their respective keys with their CA so 
as to ensure that malicious hackers would not be able to 
impersonate them.  

Additionally, developers should separate the systems for signing 
certificates during test and signing during product release. This is 
to prevent accidental distribution of private keys during prerelease 
and to allow developers more freedom in testing for bugs with 
certificates signing using their own internal CA.  

4.3. Collision Attacks 
A collision occurs when 2 different message end up with the same 
hash value after going through the hashing function. Let 2 
different message be M1 and M2 where M1 ≠ M2. A collision 
attack finds M1 and M2 such that hash(M1) = hash(M2). 
Collision attack focuses on exploiting the collision within a hash 
table. An example would be using collision attacks on MD5, 
Message-Digest Algorithm 5, which was majorly utilized in PKI 
years ago in password verification or file distribution systems for 
instance.  

4.3.1. Few Types of Collision Attack 
There are multiple ways to perform a collision attack on hash 
functions and two common types will be explored. 

4.3.1.1. Chosen-prefix Attack 
The chosen prefix attack that was devised in 2007 was 
demonstrated by researchers using a sample of CA.  
The method requires the attacker to take 2 chosen prefixes P (not 
necessarily of the same length) and pad them with suffixes. Then 
either a 96-bit or 64-bit birthday bit strings are used where the 
string ends in the 512th-bit.  

 
Fig 1. Overview of Chosen Prefix Collision Attack 

 
Assuming the 96-bit birthday bit string was used, a birthday 
search of search space 296 is used to obtain the differential Initial 
Hash Vector (δIHV = (δa, δb, δc, δd)). IHV refers to the initial 
state before hashing begins. Near-collision blocks of 512-bits are 
then generated, bringing δIHV closer to (0, 0, 0, 0) resulting in a 
collision.  
 The MD5 was discovered to be particularly susceptible to these 
attacks in a research conducted in 2007. CAs that were part of the 
research were duly informed of the vulnerability of MD5. 

4.3.1.2. Identical-prefix Collision Attack 
This is another type of Collision attack where, as its name implies, 
requires identical prefixes to generate a collision in the hash table. 
2 messages are created with identical prefixes P and padded with 
suffixes S. Both messages require identical suffixes with the 
exception of 2 pairs of near-collision block bits. 

 
Fig 2. Overview of Identical-prefix Collision Attack 

 
As seen from Figure 2, block pair B1 and B2 were used, where B1 
!= B1’ and B2 != B2’. Identical-prefix collision works by creating 
a non-zero δIHV value using the first different B1 near-collision 
block pair. The second near-collision block pair then negates the 
δIHV value by the first block causing a δIHV value of zero. 
Research paper by Marc Stevens from 2011 outlined a possible 
attack on SHA-1 using identical-prefix collision attack with an 
efficiency of only 261 SHA-1 compressions.  

4.3.2. Preventive measures 
The only way to get around collision attacks is to prevent them 
from happening rather than fixing them when it happens. A new 
hash function, such as SHA-3, should be adopted and migrated 
into as soon as possible.  
Most CA have already switched to more secure hashing 
algorithms such as SHA-1. However, Jesse Walker, a programmer 
of the Skein hash algorithm, suggested that even SHA-1 is no 
longer safe in the near future as computers that could break SHA-
1 are becoming increasingly affordable.  
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While it would have been nice to come up with collision attack-
free hash functions in the future it is simply not feasible as of 
now. 

4.4.Trust Issues with CA 
4.4.1. Stolen certificates 
A glaring flaw in the PKI system is the assumption that all CA’s 
are trustworthy. Therefore in the event where the CA 
infrastructure is compromised, the security of PKI falls apart.  

4.4.1.1. Case Study 1: Bit9, February 8 2013 
Bit9 forgot to install security measures within several computers 
within their network which resulted in attacks from malicious 
third parties. The attackers managed to gain temporary access 
before making off with one of their code-signing certificates 
which were later misused to sign malware. So far only 3 of their 
customers were affected while their product has not been 
compromised.  

4.4.1.2. Case Study 2: National Informatics Centre of 
India, 2014 

Google Blog reported the existence of unauthorized digital 
certificates for multiple domains, including some from Google 
itself, on the 8th July 2014. The certificates in question however 
all came straight from a trusted intermediary, the National 
Informatics Center of India. Google reacted to the existence of 
bogus certificates by revoking the certificates in question however 
it was later discovered that the “NIC Issuance process was 
compromised” too. Google then decided to restrict the Indian 
Controller of Certifying Authority (Indian CCA) root certificate to 
only a few given domains to protect users. 

4.4.1.3. Consequences 
Stolen Certificates are extremely dangerous due to their ability to 
create a domino effect; Stolen Certificates could be used to sign 
malware which can be programmed to steal more certificates. 
Nothing much can be done on the average end-users’ part when 
legitimate stolen certificates are used. On the other hand, CA must 
increase alertness in their personal security such as the updating of 
every single device within their network. 

4.4.2. Negligence in issuance of certificates 
4.4.2.1. Case Study 1: DigiCert, 2013 
DigiCert issued a legitimate certificate to a ghost Brazilian 
company, “Buster Paper Comercial Ltda”, that does not actually 
exist. The certificate was then used to sign a malicious malware 
connecting to a third party Cloud server. What are stored within 
the cloud are Trojans larger than 10 MB which are then 
automatically downloaded and executed. That posed a large threat 
since many anti-virus software have issues detecting large files 
then.  

4.4.2.2. Case Study 2: TURKTRUST, 2013 
In August 2011, Turkish CA committed an error by issuing 
Intermediate CA certificates to organizations instead of normal 
SSL certificates. Two of which were issued, where one was then 
used to sign an unauthorized Google certificate 18 months later. 
The bogus certificate was tracked and led to TURKTRUST where 
they discovered the existence of the second intermediate 
certificate issued by accident. The 2 certificates were then 
promptly revoked.  
The negligence in issuance of the correct certificate type might be 
due to an oversight during a certificate production test in 2011. 
However another report from Reuters stated that this might have 

been a deliberate attempt by the public transit agency EGO to 
snoop their own employees’ usage of Google and mails.  

4.4.2.3. Consequences 
Negligence in handling out certificate has the potential to greatly 
undermine the trust end-users place on CAs. Unlike stolen 
certificates which could be reported upon systems breached, 
negligence in CA were often discovered only after an accident had 
occurred months later.  

4.4.3. Weak certificates issued  
4.4.3.1. Case Study: DigiCert Sdn 
Digicert Sdn. Bhd. issued 22 certificate of 512-bit RSA keys with 
to the Malaysian Government, only to have two of the certificates 
compromised and made to sign malwares in phishing attacks 
against another Asian CA. Not only were the keys weak, they 
were lacking in EKU (Extended Key Usage) and any revocation 
information. This means browsers are unable to find out what type 
of certificate they are. In addition, the certificates lack any means 
to be recalled in cases where the CA wants to revoke them. 
Entrust, parent CA of DigiCert Sdn. Bhd., had to remove the 
signing certificate of DigiCert Sdn. Bhd.  

4.4.3.2. Consequences 
Issuance of weak certificate is also due to the negligence on the 
part of the CA. An obvious solution would be to ensure CA 
double checks before the issuance of certificates. Another solution 
would be to collaborate with another CA. Different CA may let 
another double check before the handing over of certificates. This 
provides a second layer of check at the expense of the efficiency 
in the issuance of certificates.   

4.5.Updating of certificates 
4.5.1. Certificate Revocation List 
Initially, CRL (Certificate Revocation List) is used to tell if a 
private key certificate is still valid. As soon as a private key is 
compromised, the user should inform the CA and the CA will 
reissue a new certificate and add the existing certificate to the 
CRL. However, much effort is required to check through the 
entire CRL whenever there is a need to verify that a certificate is 
still valid. Moreover, CRLs are typically only updated every 5-14 
days and therefore will leave it vulnerable to misuse when it is 
outdated. What makes it worse is when a client is unable to obtain 
the CRL from the CA, the certificate is automatically assumed to 
be valid. With the above mentioned problems, OCSP (Online 
Certificate Status Protocol) is introduced. 

4.5.2. Online Certificate Status Protocol 
The main difference between the OCSP and CRL is that the client 
will send an OCSP request to the CA, along with the certificate 
serial number to be verified. Subsequently, the CA will check 
with the Validation Authority against its list for the status of the 
certificate and replies to the client. This solves the issue of CRL 
not being up to date. However, it introduces the network factor 
into the entire infrastructure and is susceptible to Man In the 
Middle attacks posing to be the CA server.  

5. CONCLUSION 
PKI is widely used by many ecommerce, banks and businesses to 
conduct transactions. It is no wonder it has faced security threats 
of all sort and continuously face scrutiny by research scientists 
and malicious hackers alike. The state of PKI remains largely 
secure after improvements such as better hashing algorithms, 
increasing entropy for key seeding and having real time 
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revocation lists. However, with computers becoming faster than 
ever before, generation of same prime factors for keys provide an 
insight for selective brute force attack to uncover the keys in a 
relatively short time frame. Moreover, randomization of seeds has 
always been a notable problem in Computer Science and resulted 
in a security threat in PKI. Despite all the security lapses with PKI 
over the years, it remains one of the best ways for secure 
transactions to take place.  
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ABSTRACT 
In this paper, we describe some significant information security 
issues of some major companies’ web applications in the past 4 
years and analyze techniques being used to attack them. 

1. INTRODUCTION 
Hacking incidents are increasing rapidly over the years, reaching 
an all-time high in 2014, where hackers have compromised over a 
billion personal data records [1]. Gone are the days when hacking 
web applications was a intricate skill known only to IT experts – 
Today, anyone who has access to the Internet can find information 
on all sorts of techniques to hack a website. 
Without a strong security system that is regularly kept up to date 
against the latest security threats, even large popular sites can be 
susceptible to being attacked. In the recent decade, there have 
been major attacks on large corporations that have caused millions 
of dollars in damages and huge inconveniences or even damages 
to the users of these popular websites. 
 
2. TYPES OF ATTACKS ON WEB 
APPLICATIONS 
Good information and system security requires a proactive and 
defensive approach, to be always on your toes against possible 
security threats and be prepared for any form of attacks. With that 
in mind, here are some common techniques and vulnerabilities 
that hackers today exploit in their attacks on web applications, 
and the possible ways to prevent or counter them: 
 

2.1 Injection Attacks 
Injection attacks can happen when a website fails to filter data that 
was entered via user input fields such as login forms and search 
boxes. When a user enters data into the input fields and submits 
them, the data is typically inserted into a command and sent to a 
database or server behind the site for executing. An attacker can 
exploit this by injecting malicious commands into the input, 
tricking the database into returning confidential data or granting 
the attacker unauthorized access. [2][3] 
For example, to carry out an SQL injection, the attacker can enter 
something like `OR 1=1 into an input field that asks for the ID of 
the user.  The SQL command executed will be SELECT * FROM 
users WHERE id = ‘’ OR 1=1. Since 1=1 is always true, the 
database will return the data from every user instead of only the 
intended user. [2] 
Prevention: Filter (sanitize) all input properly. 

 

2.2 Cross Site Scripting (XSS) 
Like injection attacks, cross site scripting attacks also involve 
failure to filter input properly. 
Sometimes, web applications will display user input on the 
webpage, such as a search query submitted by the user, or a 
greeting message posted by the user to the website. An attacker 
can include malicious JavaScript codes in the input, such that 
when another user loads the page, the user’s browser will execute 
the script when displaying the attacker’s input. This allows the 
attacker to hijack user session or redirect the user to malicious 
sites. [3][5] 
Prevention: Filter input by converting all HTML entities or tags 
to their escaped counterparts. 
 

2.3 Broken Authentication 
Hackers can take full advantage of a weak authentication system 
that do not sufficiently protect important data such as passwords, 
session IDs and cookies.  
Some possible pitfalls include revealing the session id in the URL, 
not properly encrypting passwords, and not using HTTPS or 
implementing session timeouts. This enables hackers to easily 
gain access to other people’s accounts or hijack another user’s 
session. [3] 
Prevention: Use a proper framework that implements a strong 
authentication system. 
 

2.4 Insecure Direct Object References 
This happens when a reference to an internal (private) object such 
as a directory or a database key is exposed to the user somehow, 
for example in the URL. If access control on these objects is not 
enforced, an attacker can make use of this reference to access and 
download any file or data that they want. [3][4] 

Prevention: Perform user authorization properly and consistently. 
Store data internally and avoid passing them directly to the client. 
 

2.5 Security Misconfiguration 
Web applications that are misconfigured often expose many 
loopholes that can be easily exploited. Some examples include 
having directory listing on the server enabled, revealing error 
handling information to users, running outdated software, or not 
changing default keys and passwords. [3][4] 
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Prevention: Have a good “build and deploy” process, which can 
run tests on deploy to prevent code from going out with security 
misconfigurations. 
 

2.6 Username enumeration 
This is basically the result of a bad security practice, where the 
web application specifically informs the user, via a displayed 
message, whether an entered username already exists on the 
system. [5] 
An attacker can exploit this by running a brute force dictionary 
attack through the application, trying out all the possible common 
usernames and collect a set of valid usernames based on the 
website’s responses. This information can then be used to attack 
the application through a brute force username/password attack. 
[6] 
Prevention: Display consistent error messages to prevent 
disclosure of valid usernames (eg. “Username and/or password is 
incorrect”). 
 

2.7 Distributed Denial Of Service (DDoS)  
DDoS happens when a server is interrupted or taken down by an 
attacker and made unavailable to its users. The attacker could then 
proceeds to compromise the website to their own advantage. 
A common way of carrying out a DDoS attack is to send a large 
amount of requests or packets to a website in a very small amount 
of time, flooding the server and causing it to use up all its 
resources, hence preventing any more packets from getting 
through. [2] 
Prevention: Rate limit the router to prevent the server from being 
overwhelmed. Monitor web traffic to identify sharp spikes that 
can be the start of a DDoS attack, or add filters to tell the router to 
drop packets from obvious sources of attack. [7] 
 

2.8 Social Engineering Attack 
In a social engineering attack, the attacker uses human interaction 
to trick the user into divulging private information such as 
passwords and credit card number. [2] A common example is 
phishing, where the attacker sends an email posing as a credible 
company, and requests the user to provide certain private 
credentials for ‘verification purposes’, directing the user to 
fraudulent webpage that mimics the real one. [8] 
Prevention: Users should be wary of such attacks and refrain 
from clicking suspicious links in emails.  
 

3. ANALYSIS OF MAJOR ATTACKS 
IN RECENT YEARS  
 

3.1 Example of attacks in 2011 
3.1.1 PlayStation Network 
Sony’s PlayStation Network (PSN) is an online entertainment 
platform offered by Sony for owners of Sony’s entertainment 
products such as the PlayStation 3. In April 2011, Sony Computer 
Entertainment had detected that there was unauthorized access to 

the PSN Servers and after reviewing the logs, decided to take 
servers offline. PSN was down for 23 days while Sony improved 
the network infrastructure and the security of the network. [9]. 
The attackers have obtained personal information such as the 
user’s address, user ID, passwords and possibly billing 
information such as credit card information all in plaintext. [10] 
 
Due to the fact that the personal information was being able to be 
obtained in plaintext, we know that Sony had stored the personal 
information such as passwords on their database instead of the 
hashes of the information. Sony had stated that it was possible 
that the attackers had managed to obtain the information from the 
database using an SQL injection. [11]. Using an SQL injection, 
the hackers could have gained information from the database of 
personal information that Sony maintains. 
 
Another possible explanation was that a group of hackers had 
successfully put modified custom firmware on a few PlayStation 3 
consoles. This gave the hackers access to developer features that 
Sony had not intended them to have such as the ability to change 
the servers the consoles had access to. The hackers could have 
accessed the server with the customer’s data which may have been 
unprotected due to Sony not expecting any people outside their 
employees to access. [18] 
 
To prevent such attacks, Sony should only store the hashes of the 
sensitive information such as passwords rather than the passwords 
itself. This will increase the difficulty for the hackers to gain the 
passwords or credit card information as the hacker will only be 
able to obtain the hash, which they will still need to decrypt to 
obtain the password. Sony should also have secured the servers 
and have more separation of privileges, where only select few 
consoles can access the servers with the user’s personal data. 
There should also have been more protection on the data servers 
such a password is needed in order to access the servers. 
 
3.2 Example of attacks in 2012 
3.2.1 Dropbox 
In August 2012, users from Dropbox, a popular online file storage 
service, were complaining about getting spam sent to their email 
accounts, many of which were created exclusively for their 
Dropbox account. [13] 
 
Investigation results revealed that hackers have stolen usernames 
and passwords from third party sites such as LinkedIn, eHarmony, 
and Last.fm, and were able to use the same usernames and 
passwords to gain access to some Dropbox accounts. [14] This 
shows an oversight on the user’s part for using the same login 
credentials on multiple websites, as this will allow hackers to gain 
access to all their accounts after they successfully attack and 
retrieve the data from just one of the websites.  
 
What was even worse was that one of the stolen passwords was 
being used to access an account belonging to a Dropbox 
employee. The account contains a document with a list of user 
email addresses, which allows the hackers to start spamming these 
addresses easily. [13] This is a good example of a failure to 
separate privileges – protected data such as email addresses used 

88



for logins should not be accessible with only a single password, 
and all the more should not be stored in a vulnerable place like an 
employee’s Dropbox account. 
This was not the first time that Dropbox has experienced a 
security lapse; In 2011, Dropbox inadvertently published a buggy 
code update that affected the authentication mechanism, leaving 
all user accounts unsecured and accessible with any password for 
four hours. [12] 
After the incidents, in an effort to increase its security measure, 
Dropbox have set up a new page to let users view all the active 
logins to their accounts. They have also started offering an 
optional two-step verification service, which requires users to 
login with a password and a temporary code sent to their phones. 
[13][13] 

 
3.2.2 Yahoo 
In July 2012, more than 450,000 user login credentials from the 
web portal Yahoo were downloaded in plaintext and posted on to 
a public website. The culprit, a hacker group called D33Ds 
Company, said they penetrated the Yahoo subdomain using what 
is known as a union-based SQL injection. [14][15][13] 
 
This intrusion technique targets poorly secured web applications 
that do not properly validate text submitted via user input fields. 
By injecting powerful database (SQL) commands into them, 
attackers can trick the database servers into returning large 
amounts of sensitive information. 
 
The attack showed how easy it was to acquire the vast cache of 
data, and just how insecure Yahoo's security was at that time. In 
fact, security experts found out that Yahoo did not encrypt their 
passwords and did not use a HTTPS Protocol, which left the 
website open to attacks. [16] 
 
The hacker group claimed that their intention was not to threaten, 
but to give Yahoo a wake-up call to improve their security, as 
there have already been many security holes exploited in Yahoo 
web servers that have caused far more damages. [14] In short, 
Yahoo is a classic example of a well-established website that 
failed badly in security. 
 

3.2.3 LinkedIn 
In June 2012, LinkedIn, a business-oriented social network, 
suffered a severe data breach where nearly 6.5 million user 
passwords were stolen. [20] 
  
The breach was first detected when a file containing the 6.5 
million encrypted passwords was published on a Russian hackers’ 
website. Although the passwords were encrypted, the hackers 
were able to quickly decrypt the passwords and publish them on 
the same day. [21] 
  
Cleanup effort for the incident cost LinkedIn around $1 million, 
and another $2-3 million in investigation work and security 
upgrades. [14] 
 

Experts criticize LinkedIn for using an insecure vanilla technique 
for encrypting, which allows hackers to quickly decrypt all 
passwords after they figure out the encryption formula. This could 
have been prevented if LinkedIn has adopted a better technique 
called “salting”, which means adding a secret salt to each 
password before hashing it.  This would have made it extremely 
tedious for the hackers to reverse the encryption process. [17][21] 

 
3.3 Example of attacks in 2013 
 

3.3.1 SnapChat 
Snapchat is a popular video and picture sharing platform that is 
used by over 100 million people in 2015. [22] In August 2013, 
Gibson Security had privately contacted Snapchat noting a few 
vulnerabilities in SnapChat. SnapChat had ignored the private 
warnings which made Gibson Security release their findings of the 
vulnerabilities in SnapChat in January 2014 and a website , 
www.SnapChatdb.info, posted information from more than 4.6 
million SnapChat accounts [23], which includes the name and 
phone number of the users of SnapChat.  
 
Gibson Security discovered that by reverse engineering the 
SnapChat APi, they were able to input possible phone numbers 
and the API would return the registered name. Gibson security 
were able to test 5000 numbers in a minute. Hence, it is very 
likely that the attackers at SnapChatDB had utilized the reverse 
engineered API made by Gibson Security and had tested the 
possible numbers and created the database of the phone numbers 
and details. 
 
The team at Gibson Security had discovered that they could use 
the hash of the token that is sent upon login and combining that 
with a timestamp to replicate the request token. They also 
discovered that SnapChat used a static token for logging in. With 
the ability to replicate the tokens, the attacker is able to send a 
query with a phone number to the servers and they will receive a 
reply where if there was a registered account with the phone 
number, it will provide the other details such as the user name. 
Gibson Security also discovered that there was no rate limiter to 
restrict the amount of requests being sent to the server and hence, 
were able to send in large amounts of potential phone numbers to 
the system to query. 
 
In Gibson Securities report, they also discovered that the images 
being sent using SnapChat were being encrypted with a constant 
64 bit encryption key which was being stored as a string 
accessible using the android app. This allowed a man in the 
middle to easily decrypt any messages being sent  [24] 
 
SnapChat should have been more security conscious and have 
prevented having such vulnerabilities. They could have added a 
rate limiter to restrict the number of queries, it would prevent 
attackers from being able to create a database of records. 
SnapChat should have also used a better encryption method. They 
could utilize an asymmetric encryption method whereby there 
would be no need to only use one key so the keys being used can 
be kept private. 
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3.4 Example of attacks in 2014 
3.4.1 Sony Pictures 
In November 2014, a Group known as Guardian of Peace, 
abbreviated as #GOP, had successfully attacked Sony Pictures 
Entertainment’s systems and managed to gain information and 
managed to leak confidential information such as emails, salaries 
of employees and copies of unreleased films which they 
subsequently leaked on file sharing sites. The intention of the 
attack was meant to stop Sony Pictures from showing the movie, 
The Interview, in cinemas.  
 
The attackers, presumably #GOP, were able to obtain over 26.1 
GB of data which they had uploaded on various file hosting 
sites.They had also managed to retrieve personal information from 
the servers of Sony Pictures. Researchers have determined that the 
main root of the attacks was a malware called WIPALL. It is 
unknown how the malware was introduced to Sony Picture’s 
servers but a likely reason was an inside attack where a few 
employees could have put the malware into Sony’s protected 
network. 
 
The malware acts as a backdoor into the network. It also disables 
the network’s security software and gain access to the network 
and hard disk storage on all computers that it infects. With the 
malware sitting in the network and computers, the attackers can 
set the malware to erase all data in the network and infected 
computers when the attackers has taken all the data they need and 
it will display a message on the computer after it erases all data.  
The WIPALL Malware was discovered to be most likely bought 
on the black market and customized to display the message by 
#GOP. It could have been put into the Sony picture servers for 
over a year before #GOP had activated the wiping functionality.  
 
Sony Pictures should have been more alert on the possibility of 
malware on its system. With organizations such as McAfee 
claiming that their security software could have prevented the 
execution of the malware, [25]  
 

3.4.2 eBay 
In May 2014, eBay suffered a breach that compromised their 
database, leaking user information such as names, passwords, 
physical addresses and phone numbers. eBay stated that all 145 
million of their users were affected by the attack, and requested all 
users to change their passwords. Going by the number of affected 
users, this represents one of the largest data breaches of all time. 
[26][27] 
 
According to eBay, the attack started after cyberattackers were 
able to compromise a small number of employee login credentials, 
giving them unauthorized access to eBay’s network. This 
highlights the importance of companies placing tighter controls on 
how user credentials are stored and protected, In this case, user 
credentials should not have become accessible by just obtaining 
the credentials of the employees. This could have been prevented 
by adding stronger layers of protection such as the addition of a 
secret key. [26] 

 

4. CONCLUSIONS 
 
There has been major attacks on large corporations in the last few 
years. No IT systems is perfect and hacker groups would take 
advantage of vulnerabilities in the systems of these corporations 
to get what they want. Data is extremely valuable for companies 
and the threat to leak or even sell the data to a third party is very 
dangerous for major corporations. It is hard to place a price on 
security as it only takes one weak link in the system for the 
security to fail but these large companies should learn from past 
lessons and be able to continuously improve and stay vigilant in 
order to minimize the chance of attacks. Security is ever evolving 
and even though it is impossible to be completely safe from 
attacks, large corporations with valuable sensitive data must be 
more vigilant and try to minimize weaknesses in order to 
safeguard the confidentiality of data. 
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ABSTRACT 
This paper analyses the application of electronic voting in real 
world scenario. A proposal of a secure electronic voting systems 
is also made to tackle the problems faced by the current systems. 

Categories and Subject Descriptors 
K.6.5 [Management of Computing and Information Systems]: 
Security and Protection  

General Terms 
Security, Reliability, Verification  

Keywords 
Authentication, Integrity, Confidentiality, Verifiability, Vote 
count server, Vote log server, Reverse engineering, Malware. 

1. INTRODUCTION 
Electronic voting systems were introduced in the 1960s, starting 
with the use of punched cards systems. Today, there are two types 
of electronic voting systems, supervised systems, which usually 
employs Direct-recording Electronic (DRE) and remote systems, 
in the form of online voting. The application of electronic voting 
has the potential to significantly improve efficiency of vote 
counts, and with sound implementation, increase voting 
accessibility and prevent frauds (Gloria Lin, 2007).  

The supervised setting requires the voter to be present at the 
polling station to cast his/her votes. The voting may be carried out 
with either a computer with a specific voting software or a DRE 
voting machines, where the machines are placed in the booth. 
Such voting system has been growing increasingly popular with 
more countries adopting the system and more manufacturer and 
software developers entering the market. Additionally, these 
machines can be equipped with headphones or other adaptive 
technologies to allow for greater accessibility. The use of 
electronics also eliminates invalid votes, cut costs on printing of 
paper ballots (Ofori-Dwumfuo, 2011), and solves the problem of 
paper ballots being used up. 

2. VOTING CRITERIA 
2.1 Authentication 
Authentication is the process of confirming the identity of voters, 
this is most often done by verifying the voter’s identity with his or 
her identity card. 

2.2 Integrity 
Integrity of the vote refers to the vote being unchanged up to the 
end of the election period. In ensuring this aspect, the system has 

to have security against external attempts to modify the data in the 
database or the transmission of votes. 

2.3 Confidentiality 
Voters’ confidentiality is attained when no vote is traceable to the 
voter’s identity, which means it should not be possible to find out 
whom the voter has voted for. In order to achieve confidentiality, 
the vote must not carry any information that can be used to reveal 
the identity of the voter. 

2.4 Verifiability 
Verifiability comes in two forms, individual and universal. 
Individual verifiability refers to the ability of a voter to confirm 
that his or her vote has been successfully cast. Universal 
verifiability comes in when the public is able to ascertain that the 
election was conducted correctly.  

3. CASE STUDY 
3.1 DRE voting system in Florida  
3.1.1 Background 
DRE voting records votes by means of a ballot system and stores 
its votes in a non-erasable memory. After voting, the DRE 
machines are brought to a common location where the vote counts 
stored in the memory are transferred to a central computer which 
counts the vote. 
 
American presidential candidate Al Gore who was leading George 
W. Bush by a considerable margin in the 2000 elections suddenly 
saw his lead margin drop as his vote count was reduced by 16000 
because of an addition of 545 votes in a single precinct, 
eventually giving George Bush a victory of 537 votes (Carr, 
2002). This incident exposed the vulnerability in the security of 
the DRE system. 
 
3.1.2 Workings and Operations of the DRE System 
DRE system employs a method where the voter presents his ID 
card containing his particulars for authentication. The voter then 
cast his vote by selecting the candidate on the touch screen of the 
DRE device in the voting booth. His vote is encrypted using a 
random public key (West, 2004). The device then prints a ballot 
receipt which contains a serial number and the encrypted vote. 
The receipt is digitally scanned and the information is transferred 
to the vote count board (Tim Padgett, 2007). The vote count 
board displays the serial number and the corresponding encrypted 
vote. 
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3.1.3 Advantages of the DRE system 
3.1.3.1 Authentication 
The voter presents his ID card for authentication before entering 
the voting booth. A voter ID is retrieved after the personal 
information in the card is verified. This makes it unlikely that 
impersonation can occur. 
 

3.1.3.2 Integrity 
The votes are saved in the memory of the DRE voting device, 
which is designed to store the votes accurately. The data is also 
inaccessible by unauthorised personnel to alter or modify the 
accuracy of the votes. 
 

3.1.3.3 Confidentiality 
The voting device is monitored regularly for any infiltrations and 
breach of security, ensuring that the voting device does not record 
the votes being cast or any other personal information about the 
voters. 
 
3.1.3.4 Verifiability  
Voter verifiability is enabled when the voter uses his receipt to 
check that his own vote is counted properly. He can do this by 
using the serial number in his receipt. 
Universal verifiability is also enabled as election officials are able 
to check that the votes casted corresponds to the election results.  
 
3.1.4 Criticisms of the DRE System 
Based on our analysis, the DRE system would be vulnerable to 
the following attacks. 

3.1.4.1 Black Box Nature of the System 
The internal operations and the security of the DRE system is 
based on a secret design. A decompiler could be used to extract 
the secret from source codes. It is easy to reverse engineer the 
security of the system. Also, Public key cryptography will be 
difficult to implement in such systems. 
 
3.1.4.2 Voter Verifiability Issues 
There is a possibility of an attack called a clash attack in which 
different voters are given the same receipt which contains the 
same serial number. This occurs when the voting machine is 
rigged and the vote counting board collaborate to change the 
votes recorded. Whenever the same receipt is printed, the vote in 
the vote count board is being manipulated. This inconsistency in 
the vote count is not detected easily. 
 
3.1.4.3 Simple Design of the System           
Simple design means there is no protection to prevent an attacker 
from injecting or altering data. Such system allows attackers for 
easy reverse engineering to rig the hardware of the system which 
makes it susceptible to physical tampering of votes. Also, when 
design is overly simple, cryptographic integrity and 
confidentiality is easily compromised. The attacker can then 
substitute the CPU that looks very similar to the one in the 
original system, which contains malicious software to count the 
votes inaccurately or to modify the votes. 

 
3.1.5 Countermeasures 
3.1.5.1 Challenge-Response Protocol 
Look-alike CPU substitution can be mitigated by implementing a 
challenge-response protocol. The original firmware in the original 
voting machine could contain a secret number that would act as a 
nonce. When testing for the originality of the voting machine, this 
nonce would act as a form of authentication. This means the 
voting machine and will return the values which should match the 
one known to the election inspection officials. This confirms that 
the machine is indeed original and has not been substituted. 
 
3.1.5.2 End-to-end Verifiable System 
To solve the problem of clash attacks, end-to-end verifiability 
system could be adopted.  It mentions that anyone can trust the 
votes to be counted correctly without having to be fully dependent 
on the computer and the election officials. As far as the integrity 
is concerned, this method works in the best interests of the DRE 
system as it exposes the vulnerabilities in the chain starting from 
the voter to the vote counting server. The point at which malicious 
code is inserted or the voting system is rigged can be easily traced 
back. The clash attack can also be prevented by printing out 
voting serial numbers in advance instead of allowing the DRE 
system to print it. 
 
3.1.5.3 Open Design and Public Key 
The voting system should be made more open to allow sharing of 
keys under public key cryptography. Public key cryptography can 
prevent leakage of information to the attacker, especially in the 
man-in-the middle attacks, and also provide digital signatures for 
authentication. Furthermore, public key cryptography does not 
require the voting system to keep a secret which is easily 
susceptible to reverse engineering by the attackers. In combating 
the effects of man-in-the middle attacks, the keys can be digitally 
signed by a certificate authority which certifies the identity of the 
keys. 
 
3.1.5.4 Access Control Mechanisms 
It is advisable to implement the least privilege access control. 
Giving minimum controls over the DRE system ensures just 
enough permissions are given to election officials at their 
designated areas to complete only their tasks without 
compromising on the functionality of the system. Instances on 
rigging the system, such as to count votes inaccurately or record 
the wrong number of votes, will thus be prevented. The least 
privilege access control method works best when coupled with 
role-based discretionary control. This method assigns specific 
roles to election officials and administrators based on their 
administrative privileges with minimal overlap of duties. Ideally, 
this combination will emphasize the officials to focus on their 
roles and deny any restricted access. 
 
3.2 Electronic Voting System in Estonia 
3.2.1 Background 
Several countries have experimented using different voting 
systems apart from the traditional ballot system for mainly 
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security purposes. Estonia has used this E-voting system of voting 
from computers placed in polling booths since 2005.  
 
3.2.2 Workings of the e-voting System 
During elections, the voter before entering his voting booth 
authenticates himself using his ID card that contains his 
personal information. Once the ID is verified with the 
central database, he is provided a voter ID and is allowed to 
enter the polling booth. Using the voter ID, he logs in to the 
voting system in the computer provided in the booth and 
casts his vote (Estonia, n.d.). 
 
3.2.3 Advantages of E-voting System 
3.2.3.1 Authentication 
The voter is well authenticated before he enters the polling booth. 
His personal information is thoroughly verified by the election 
officials with the central database. 
 
3.2.3.2 Confidentiality 
The voter cast his vote in full security. The security system in the 
computer, which is used to cast his vote, ensures that it does not 
record the voting choices entered by the voter since this will result 
in a breach of confidentiality. 
 
3.2.3.3 Verifiability 
The verification server keeps a copy of the vote up to the end of 
the voting period. Voters can ensure that the vote has been cast 
successfully by checking the vote log server. It is important that 
the voter ID and the votes stay in their hashed/encrypted form in 
the server and voters should be strictly allowed to check their 
votes only once and only until the end of the voting period.  
 
3.2.4 Criticisms of E-voting System 
Based on our analysis, the E-voting system would be vulnerable 
to the following attacks. 

3.2.4.1 Client Side Attack 
Though large servers in the voting area has up-to-date security 
standards and devices implemented, attackers can simply infect 
the vote log or vote counting server with vote stealing software. 
Various reasons could have perpetuated this security lapse. 
Election officials could have programmed the client software in an 
unsafe environment when a dishonest insider can load the 
software with malicious code while it is still in its early stages of 
development (Crang, 2014). 
 
There is also the possibility of a Trojan horse attack because 
despite the presence of the Trojan horse being detectable, its 
functionality is not fully revealed in the voting computer. During 
voting, the Trojan horse is able to carry out malicious activities 
which is unknown to anyone. Even though the voting computer 
might have an up-to-date anti-malware software, Trojan horse can 
also engineer as a backdoor function to its security standards 
which allows it to evade security mechanisms. 
 

3.2.4.2 Open Source Nature of Server Software 
Estonia’s government has released its server software as part of its 
transparency efforts. However, open source server software 
actually provides a false sense of security of the system. The 
general public will have to fully entrust the security of the system 
to the election committee who develops the software. The open 
source software will allow code reviewers to review the code. 
However, in some cases the reviewers will try to exploit the 
vulnerabilities without reporting the flaws. Attackers can reverse 
engineer and modify the source code to create a Trojan look-alike 
with a backdoor function. 
 
3.2.4.3 Injection Attacks 
The voting software at the voting booth can make its own SQL 
query. This leads to the possibility of injection attacks when the 
data input entered by the user is not valid but not sanitized 
properly. The data from the input can provide access to the entire 
voting database containing the voter's personal information and 
the voting information. The attackers can also try to modify and 
alter the database such as changing the number of votes. 
 
3.2.4.4 Server Side Attack 
Attackers infect the vote counting server with malware. The vote 
counting server is the only part of the system which has the ability 
to decrypt the votes. By successfully infiltrating into the system, 
the malware takes over the decrypting function. From here, it 
changes votes in a small, incremental manner that increases the 
vote for each voter one by one. It does this for large numbers of 
individual voters going through the tedious process of going 
through all the voters in the precinct. Another way is for them to 
massively alter the election results with the help of an insider from 
the election committee. 
 
3.2.4.5 Denial-Of-Service Attack 
An attacker can send many HTTP requests in a short time, which 
causes the vote storage server to overload, resulting in server 
failure, and inability to process any more incoming votes. Any 
legitimate votes that are cast after this would not get stored in the 
storage server leading to the loss of votes that are not counted in 
the final election results. The attacker can also constantly keep 
sending long URL queries to the database with the intention of 
keeping the database occupied in processing these queries.  The 
database will deny access to authorized users until the queries are 
cleared. The attacker will utilize this time period to alter the vote 
count in the database. 
 
In addition to the problems stated above, the potential attacks that 
are bound to disrupt the security of the voting system by targeting 
its confidentiality, authenticity and verifiability are aplenty. Hence 
it is vital to address these problems accordingly and draw up new 
solutions to combat these attacks. 
4. PROPOSAL 
This proposal seeks to provide a secure voting system based on 
the analysis of the case studies above by incorporating the 
advantages and avoiding the disadvantages of both systems. 

We propose a DRE system where voting is conducted in official 
polling stations using specialized voting machines with voting 
softwares, backed up by robust security features. 

95



4.1 Assumptions  
This proposal is based on some assumptions regarding the 
behavior of parties involved in the election. It is assumed that 
although certain events that might affect the election cannot be 
prevented, they will be insignificant to the result of the nationwide 
election, or beyond the scope of this proposal. 

4.1.1 Honesty of Highest-ranking Election Officials 
It has to be assumed that the high-ranking election officials, who 
will be entrusted with critical information and some degree of 
control over the voting system, are honest and will not act against 
the security of the election.  

4.1.2 Correct Implementation of Proposed Function 
Errors in the voting results may still occur due to reasons other 
than deliberate attacks, such as human errors and bugs in the 
system. 

4.1.3 Security of Personal Information 
It is realistically impossible to deal with extreme cases of security 
breach, such as an attacker possessing all the personal information 
of a victim required for authentication, thus effectively being able 
to impersonate as the victim. Therefore, this proposal assumes 
that the personal information for authentication are secure.  

4.2 Goals 
This proposal is constructed with certain goals to satisfy the 
conditions of a clean voting, as discussed in section 2. 

4.2.1 Confidentiality of Vote 
The information regarding which candidate a voter chose must not 
be known. While a voter ID is required to ensure that voters do 
not cheat by voting twice or more, it should be impossible to find 
out whom the voter has voted for. 

4.2.2 Security of Voting Environment 
It is important to ensure a highly secure channel for the 
transmission of the votes. Unauthorized individuals should not 
have access to any hardware used in the election, such that they 
are unable to eavesdrop on or affect the voting process. Therefore, 
using an intranet for connection between the voting machines and 
the database within a polling station, and minimizing the exposure 
to the internet would greatly improve the security of the system. 

4.2.3 Integrity of Vote Result 
In the event of a successful database infiltration, it should be 
made impossible, to make significant undetectable changes to the 
vote count. To achieve this, the data should be stored in several 
tables. Furthermore, anomalous changes to the data should not 
only be detected, but also corrected. This requires a means to 
revert to a previous accurate version, without compromising the 
regular vote updates. 

4.2.4 Authentication of Voter 
A critical vulnerability of electronic voting is the possibility of 
impersonation, which must be prevented. The system should be 
able to match the ID to the corresponding voter, while preventing 
any one else from discovering who the voter ID belongs to. 

4.3 Implementation  

4.3.1 Voting Instructions 
An official government letter containing the voting instructions 
are mailed to each voter. It does not contain any confidential 
information such as voter ID to minimize the harm in the case of 
letters being hijacked. The voter ID is to be retrieved using the 
biometric ID card at the polling station. 

4.3.2 Database 
Vote information will be stored in a database system, one installed 
in each polling station. The database will have three tables and 
periodically run three integrity checks. 

Following the principle of least common mechanism, the database 
tables will be stored in three separate physical databases, and 
there will be several different computers taking turns to run the 
integrity checks. 

Also, the tables will have different sanitization that follow the 
“white list” input validation concept, accepting only those queries 
in the format expected for the election. Only root accounts, whose 
passwords are known only to the highest-ranking election 
officials, can bypass this restriction in case of problems and for 
data compilation after election. 

4.3.2.1 Table 1: Votes 
The first table contains records of the individual vote entities, 
with columns serial number (INT) and candidate ID (CHAR). The 
serial number column should contain only unique values. 

Queries to this table must be sanitized so that only queries that 
add a new vote entity are allowed, following this syntax: 

INSERT INTO votes VALUES 
  ($serial_number, $candidate_ID); 

4.3.2.2 Table 2: Candidates 
The second table contains the columns candidate ID (CHAR) and 
the number of votes received by the respective candidate (INT). 

Queries to this table must be sanitized so that only queries that 
increment a candidate’s vote count by 1 are allowed, following 
this syntax: 

UPDATE candidates SET votes = votes + 1 
  WHERE candidate_ID = $candidate_ID; 

4.3.2.3 Table 3: Voters 
The third table records voter participation. It contains encrypted 
voter ID (CHAR) and the “voted” column that indicates whether 
the voter has submitted a vote (Boolean). 

Queries to this table must be sanitized so that only checking 
whether a voter has voted and setting the “voted” field of one 
voter to true are allowed, following this syntax: 

SELECT voted FROM voters 
 WHERE encrypted_voter_ID = $encrypted_voter_ID; 

UPDATE voters SET voted = TRUE 
 WHERE encrypted_voter_ID = $encrypted_voter_ID; 
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4.3.2.4 Integrity Check 
To defend against possible breach, there will be three integrity 
checks performed at certain short intervals (e.g. 1 minute) 
designed to detect discrepancies that may have been caused by an 
attack. They are designed to detect changes to the database caused 
by malicious queries that do satisfy the format requirement for 
each table. 
Also, votes will be collected for the same interval and uploaded in 
blocks only when the integrity check is successful, rather than 
immediately as each vote is received from a voting software. This 
is to ensure that the database is able to revert to the last correct 
version if an integrity error is detected, without sacrificing the 
ability to update votes that were submitted after the last update. 
The first check will compare the following information: 
COUNT(candidate_ID) from Table 1, against vote count of that 
candidate from Table 2. If this test fails, it is likely that someone 
incremented the vote count of a candidate in Table 2. 
The second check will compare the following information: 
COUNT(serial_number) from Table 1, SUM(votes) from Table 2, 
and COUNT(voted) from Table 3. If all three are not equal, it may 
indicate attacks such as forged votes or an attempt to ruin the 
election by stopping others from voting. 
The third check will retrieve all serial numbers stored in Table 1 
and all serial numbers that the local system has issued so far (see 
4.3.3.3) and compare them to find whether there is any 
discrepancy between the two lists. If there is any mismatch, it 
probably means there are forged votes. 
Once both integrity checks are successful, the database can 
proceed with updating the votes collected during the check 
interval. If any check fails, it indicates an unauthorized 
modification of the contents and the database will restore the last 
successful backup. The local system is then requested to construct 
queries for each vote collected after the last check, and send them 
to the database to update it. Then, the contents of the database 
will be stored in the local system for backup. This will repeat until 
the election ends. 

4.3.3 Polling station 
Voting is to be done in designated polling stations, using voting 
machines with official voting software installed. Each election site 
will house a local computer system which oversees the voting 
process, and is connected to the voting machines and local 
database over an intranet. For security against online threats, such 
as injection attacks or installation of malware, the local system 
does not have internet connection.  

4.3.3.1 Voter ID collection 
Voter ID collection is done at any polling station using the 
biometric card and ID number like in both systems in our case 
studies. The computer retrieves the voter ID from the central 
database and prints it to a small paper slip. The computer then 
updates the central database that the voter ID has been retrieved. 
The central database contains encrypted biometric information, 
the voter ID, and the “retrieved” Boolean column that indicates 
whether the voter ID has been retrieved. Queries to this table must 
be sanitized so that only checking the “retrieved” field, retrieving 
the voter ID using encrypted biometric information, and updating 
the “retrieved” field to true are allowed, similar to Table 3. 

This is a system added to prevent cheating by travelling to another 
station and voting again. This operation however does require 
internet connection. Therefore, to avoid compromising the 
security of the polling station intranet, the computer in charge of 
this operation should not be a part of the intranet. 

4.3.3.2 Voting Machine 
The voting machine used for voting is a DRE machine built to 
accept user authentication and vote choice, and transfer the data 
through intranet to the local system. 
It is designed such that all ports (e.g. USB ports and CD drive) are 
hidden, in order to prevent attackers from installing malware. 
Furthermore, all components of the voting machine, except for the 
screen and input device, are to be placed in a secured room 
separate from the polling booth. This prevents attackers from 
opening up the hardware and rig the machine. 
A mandatory access control that forbids all accounts including 
administrator accounts from installing any software on a voting 
computer is necessary to ensure that attackers cannot install 
malwares. The root account password, different for each machine, 
is to be accessible only to the highest-ranking election officials. 

4.3.3.3 Voting Software 
The voting software should be the only thing other than the core 
processes running on a voting machine, requiring administrator 
rights to exit or switch to another program. 

Logging in to participate in a vote will require the issued voter ID. 
When a voter attempts to log in, the software will make an inquiry 
to the local computer system to check Table 3 and confirm that 
this voter has not voted yet. This is to prevent double voting while 
maintaining voter confidentiality. 

Upon submission of a vote, the software will request the local 
system to issue a serial number to the vote. Each local system will 
be assigned a unique prefix for the serial number, thereby 
allowing different election sites to issue unique serial numbers 
without communicating between them. The list of issued serial 
numbers is stored in the memory, accessible only to root account. 

After this is complete, the software will encapsulate the encrypted 
voter ID, the vote serial number and the voting choice in a vote 
object, and transmit it to the local system. The local system will 
return a confirmation that this vote has been received and is 
awaiting addition to the database, upon which the software will 
notify the voter that his vote has been successfully cast. 

4.3.3.4 Local Computer System 
The intranet of each polling station will be controlled by a local 
computer system that is in charge of collecting vote object from 
voting machines and constructing queries to update the database. 
All devices comprising the local computer system (i.e. the central 
computer, the voting machines, the database and the computers 
that run the integrity checks) will have a unique private key each, 
stored secretly in the memory. The highest-ranking officials will 
maintain a list of all corresponding public keys for inspection. 

4.3.4 After Election 
After the election is completed, the local computer system at each 
polling site will be connected to the central database through 
internet. The contents of the database will then be encrypted using 
the public key of the central system and digitally signed by the 
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private key of the respective local computer system. This ensures 
a secure transmission of the voting result to the central database, 
even over an insecure channel. The central system will receive 
and compile all vote data, and announce the winning candidate. 

4.4 Challenges 
There are other possible attacks to the voting system which have 
to be considered and countered. These attacks may come from 
hackers, programmers, manufacturers, election officials, 
politicians, or a collusion of these groups. 

4.4.1 Attack on Local Computer System 
The use of intranet for the local system, and internet only at the 
end of the election offers significant defense against hacking. 
Attackers may still breach the intranet cables or routers, which can 
be detected by installing an Intrusion Detection System (IDS). 
The IDS monitors all traffic on the intranet, and detect packets 
sent or received by unauthorized devices. This prevents attacks 
such as hijacking a vote sent by a voting machine and modifying 
it before it reaches the database. 

4.4.2 Attack on Voting Software 
Attackers may attempt to use the voting software to inject 
malicious code to the database. This can be prevented by 
thoroughly ensuring that the format of any text input matches the 
expected format and does not contain malicious strings. 

4.4.3 Attack on Voting Machine 
Higher figures in the society such as politicians, possibly the 
candidates, may collude with the on-site election officials. They 
may substitute voting machines with identical fakes rigged to 
meet their interest, such as modifying votes to tilt in their favor. 
This is countered by having private keys assigned to all genuine 
voting machines which is kept secret to all unauthorized 
personnel. The higher-ranking election officials will conduct an 
inspection before the election, using the corresponding public 
keys to check whether a machine is genuine. 

4.4.4 Attack on Local Database 
Programmers who know the database structure may attack the 
database, possibly in collusion with election administrators who 
can grant access to the local computer system and administrator 
rights. Such attempts will be thwarted by the combination of 
query format restriction and integrity checks. 
First, queries to all database are strictly sanitized using the “white 
box” approach which accepts only valid formats from the voting 
software. This is a powerful layer of protection against massive 
changes, such as the modifying all votes for Candidate A to 
support Candidate B instead. 
Then, the integrity check closes the loophole. It is impossible to 
make queries which pass the input sanitization without resulting 
in discrepancies. Therefore, the combination of both security 
measures will ensure the integrity of vote results. 

4.4.5 Attack on Personal Information 
Despite the assumption in 4.1.3, the possibility of personal 
information being leaked and the biometric ID card being stolen 

cannot be fully ignored. Therefore, the retrieval of voter ID 
should include a manual process where the officer checks the 
biometric ID card and compares the voter’s face with the 
photograph on the ID card before issuing the voter ID. This would 
significantly reduce the possibility of impersonation. 
Even if attackers manage to impersonate in large scale, such as by 
colluding with the officer, it will be difficult to avoid detection. In 
such a case, the impersonated voters will report being unable to 
vote because the system claims they have already voted. 
Therefore, the assumption in 4.1.3 still holds.  
5. CONCLUSION 
Electronic election is being considered as a new form of election 
that is faster and more efficient, as well as more resistant to 
attacks. However, the currently existing electronic election 
systems have security weaknesses that can be exploited to rig the 
voting. Therefore, we have analyzed the electronic voting 
currently in use, and based on our findings, we constructed a 
proposal for a new, more secure electronic election. It utilizes 
safety measures such as intranet connection and integrity check in 
order to satisfy the criteria of a clean election. We believe that our 
proposed system has incorporated the strengths and avoided the 
weaknesses of the existing systems. 
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ABSTRACT 
This paper will provide an overview of the techniques used for 
protecting Windows NT and UNIX/MAC operating system. I will 
outline the instruction for each technique as well as the underlying 
security method used for each technique. In addition, I will also 
evaluate the strengths and weaknesses of each method.  

There have been many reports comparing Windows and UNIX 
security regarding kernel design and philosophy. I will not discuss 
them in this report. Instead, I will discuss the security features 
related to ordinary users and most common attacks. 

There are many UNIX based system, each of them have different 
security features and structures. To make the comparison simple, I 
will focus on MAC security instead of using general UNIX 
systems.  

To make the overview as clear as possible, I will discuss each 
security technique individually according to the method of 
possible attacks and security scenarios. 

There will be two large categories of attack: Local attack and 
remote attack. There will also be various sub categories under 
these two large categories depending on the purpose of attacks. 

Categories and Subject Descriptors 
D.4.6 [Operating Systems]: Security and Protection – Access 
controls, Authentication, Cryptographic controls, Information 
flow controls, Invasive software, Security kernels, Verification.  

General Terms 

Security 

Keywords 
Operating System, Windows NT, Macintosh, Security, Protection 

1. INTRODUCTION 
People who have used the older version of Windows NT such as 
Windows 2000 or Windows XP always have the impression that 
Windows NT operating systems can be easily attacked and they 
are always flooded by countless malwares. On the other side, 
Macintosh system users enjoy a relatively more “clean system”. 
However, in the professional areas, security experts have debated 
whether Microsoft or Apple offers superior security for more than 
two decades. Many experts believe Macs have more theoretical 
vulnerabilities than Windows NT but Macs are attacked far less 
frequently because of the smaller user group.  

I will discuss the security techniques used in both operating 
systems in this paper. The scope of discussion will mostly be 
restricted to everyday security function that majority of users 
involve instead of special security measures designed for military 

use or large enterprise. Older versions of Windows NT and 
Macintosh such as Windows XP or Mac OS in the PowerPC era 
will not be discussed as they are already outdated. The examples 
will be mostly from Windows 8.1/Windows 10 and Mac OS 10.9 
Mavericks/Mac OS 10.10 Yosemite. 

2. Local Attack 
Local attack means the attacker has already obtained the full 
control of the computer hardware. He can use the keyboard and 
all the ports. He can connect additional hardware components or 
disconnect any existing components to achieve his purpose.  
There are usually two categories of purposes of such kind of local 
attacks.  
The first is that the attacker intends to use this computer to do 
something. In this case, he needs to be able to turn on the 
computer and make it fully functional including read from and 
write to the hard drive.  
The second is that the attacker intends to get the important data 
inside the hard drive. In this case, he does not need to boot up the 
computer. He can just get the hard drive out and connect it to 
other computer for decryption. 

2.1 Attacker intends to use the computer 
Attacker can delete both system easily when the boot up process is 
insecure and boot from other devices such as USB drive and CS-
ROM are allowed.  

2.1.1 Windows 
Most Windows computer uses “The Unified Extensible Firmware 
Interface” (UEFI). It is designed to replace the “Basic Input/ 
Output System” (BIOS) firmware interface. It is a specification 
that defines a software interface between an operating system and 
platform firmware. UEFI can support remote diagnostics and 
repair of computers, even without another operating system. [1] 

 
Figure 1: UEFI boot process 
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The diagram shows the process of the boot for a computer using 
UEFI.  

The UEFI 2.2 specification adds a protocol known as secure boot, 
which can secure the boot process by preventing the loading of 
drivers or OS loaders that are not signed with an acceptable 
digital signature. When secure boot is enabled, it is initially 
placed in "setup" mode, which allows a public key known as the 
"Platform key" (PK) to be written to the firmware. Once the key is 
written, secure boot enters "User" mode, where only drivers and 
loaders signed with the platform key can be loaded by the 
firmware. Windows support secure boot since Windows 8. [2] 

UEFI firmware also offers the ability to set lower-level passwords. 
These passwords allow users to restrict booting from the computer, 
booting from removable devices, and changing UEFI settings 
without permission.  

 
Figure 2: UEFI password 

Unlike the old BIOS chip which stores the password in battery-
backed RAM, removing the battery will not restore the UEFI 
defaults.  

Usually, it stores the password in an external Non-Volatile 
Memory chip (NVRAM). However, it is possible to remove the 
NVM chip and read the password directly from the chip and it is 
also easy to just clear the NVM chip to restore the UEFI defaults 
to bypass the password. [3] 

If a user needs to protect his system using a UEFI password, he 
may need a system with a Trusted Platform Module (TPM) where 
the decryption key is stored or protected by the TPM. 

2.1.2 Macintosh 
Apple uses Extensible Firmware Interface (EFI) for its Macintosh 
computers. It is a designed by Intel and chosen by Apple to 
replace Open Firmware which was used on PowerPC architectures. 
It has a compatibility support module that provided a subset of 
traditional BIOS support with their Boot Camp product. [4] 

Unlike Windows Computer which uses UEFI, the EFI partition in 
Mac is not for booting. It is used as a staging area for firmware 
updates. The system can still boot after the EFI partition is deleted.  

An attacker can easily boot through recovery partition or another 
startup disk even if the system itself is encrypted. However, user 
can set a lower-level firmware password to prevent this too.  

 
Figure 3: Mac Firmware password 

When a firmware password is set, permission is required to enter 
startup manager. The function of resetting NVRAM by pressing 
Command-Option-P-R keys is also disabled.  

Unlike the old Open Firmware used on older generation of 
Macintosh computers, the password cannot be removed by tricks 
such as changing the amount of RAM mounted. The only method 
to bypass a (forgotten) password is to bring it to Apple.  

Apple also provides an application “Find My Mac”. User can 
locate, play sound, erase and lock their MacBook.  [5] 

 
Figure 4: Find my Mac 

When a Macintosh Computer is iCloud locked. A screen of this 
will be displayed at startup and it acts the same way as a firmware 
password. 

 
Figure 5: iCloud Lock 

2.1.3 Conclusion 
From this section, we can see both Macintosh and Windows 
provide the option of setting a lower-level firmware password to 
prevent the startup of the computer. However, the firmware 
password on Mac is more difficult to remove and Mac also 
provides the option of setting a lower-level password from remote. 

100



2.2 Attacker intends to obtain the data 
If an attacker needs to obtain the data inside the hard drive. He 
will most likely just dissemble the computer and connect the hard 
drive to another computer and this is when the data encryption 
play a role, but there are also other possibilities such as cold boot 
attack. 

2.2.1 Windows 
BitLocker is a full disk encryption feature included with the 
Ultimate and Enterprise editions of Windows Vista and Windows 
7, the Pro and Enterprise editions of Windows 8 and Windows 8.1, 
and Windows Server 2008 and later. It is designed to protect data 
by providing encryption for entire volumes. [6] 

By default it uses the AES encryption algorithm in cipher block 
chaining mode with a 128-bit or 256-bit key, and also the 
Elephant diffuser for additional disk encryption-specific security 
not provided by AES. 

 
Figure 6: Bitlocker 

There are three authentication mechanisms that can be used as 
building blocks to implement BitLocker encryption.  

a. Transparent operation mode: In this mode, the key used for 
disk encryption is sealed by the Trusted Platform Module 
(TPM) chip and will only be released to the OS loader code 
if the early boot files are unmodified. This mode is 
vulnerable to a cold boot attack since we assume the attacker 
has physical access to the computer.  

b. User authentication mode: This mode needs that the user 
provide some authentication to the pre-boot environment in 
the form of a pre-boot PIN. 

c. USB Key Mode: The user needs to insert a USB device that 
contains a startup key into the computer to be able to boot 
the protected OS. The USB key may be provided by a CCID 
device for reading a cryptographic smartcard.  

Using CCID provides additional benefits beyond just storing 
the key file on an external USB thumb drive. This is because 
the CCID protocol hides the private key using a 
cryptographic processor embedded in the smartcard, thus 
preventing the key file from being stolen on a compromised 
system by simply copying the key file from the USB drive 
and stealing it. 

 
Figure 7: Mode of Encryption 

The above is a diagram from Microsoft website regarding which 
mode of encryption to be used in a Windows computer. 

The encryption usually takes hours when initialized and it also 
takes hours to remove the encryption on an encrypted hard drive. 
In addition, it has an impact on the data transfer rate which cause 
around 30% loss in performance. [7] 

 

 
Figure 8: Loss in performance 

2.2.2 Macintosh 
FileVault is a method of using real-time encryption with volumes 
on Mac computers. It encrypts the entire OS X startup volume. [8] 
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Figure 9: FileVault 

FileVault uses the user's login password or iCloud password as 
the encryption pass phrase. It uses the AES-XTS mode of AES 
with 128 bit blocks and a 256 bit key to encrypt the disk. Only 
unlock-enabled users can start or unlock the drive. Once unlocked, 
other users may also use the computer until it is shut down. 

Similar to Windows Bitlocker, there will be a 20-30% 
performance penalty for reading from and writing into hard drive. 
However, this is only the performance when the Intel AES 
instruction set is present. In older CPUs, larger performance 
deterioration can be expected.  

2.2.3 Conclusion 
As we can see, there is very little difference between the 
underlying encryption method used for data encryption for 
Windows and Mac and they have very similar level of security.  

Windows offer more encryption modes for different scenarios. 
However, FileVault comes by default in OS X but users need to 
purchase a more expensive version of Windows to get BitLocker. 
In addition, all Mac computers after 2012 comes with Solid State 
drive where most Windows computer are still using hard disk 
drive. The loss in performance is more significant on most 
Windows computers.  

3. Remote Attack 
In a remote attack, the attacker has no physical access to the 
computer. There can be many possible purposes for the attack. 
The usual ones are getting the important data and taking the 
control of the computer.  
Most common method of attacking is to send a virus/malware 
through internet or through Plug and Play devices such as a 
thumb drive. In this section, I will discuss the measures by both 
system to distinguish malicious software and prevent the running 
of these software.  

3.1 Prevent Attack through Plug and Play 
devices 
Certain types of virus are specially designed to spread through 
plug and play devices. This has the benefit that no internet 
connection is required to attack the user’s computer. Many 
computers which contains confidential data are not connected to 
the outside internet.  

3.1.1 Windows 
Windows was infamous for its auto play function in the era of 
Windows XP. With the auto play function by default 

automatically on, any malware can run easily on the system by 
writing a simple autorun.inf file.  
After Windows vista, users can change the auto play settings by 
themselves. [9] 

 
Figure 10: AutoPlay Settings in Windows 

3.1.2 Macintosh 
Macintosh does not allow the auto run of applications. Only 
media CD and DVD can use the auto play function. It has much 
less risk to get infected by Plug and Play virus than Windows.   

3.2 Prevent Running of Malicious Software 
Besides auto run malware from Plug and Play devices, attackers 
usually send users malwares in the form of email attachments or 
using the name of other software the user intends to download. 
The attacker will trigger the user to click and open the malware. 
The system can stop the running of the malware by many 
measures including filtering the software and setting user 
privileges. 

3.2.1 Windows 
3.2.1.1 User Account Control 
Windows introduced User Account Control (UAC) in Windows 
Vista. It aims to improve the security of Windows NT by limiting 
application software to standard user privileges until an 
administrator authorizes and increase or elevation. In this way, 
trusted applications can access administrative privileges and 
malwares are restricted and prevented from harming the system. 
[10] 
During a fresh install of Windows NT, users are prompted to 
create a new account.  However, even though this account belongs 
to administrators group, by default it execute applications as a 
‘user’.  

 
Figure 11: Run as administrator 
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A user can only run an application as administrator when clicking 
the ‘Run as administrator’ option.  
When an application requested to run as an administrator. A 
prompt will appear. 

 
Figure 12: UAC prompt 

In addition, users can change the setting of UAC and choose the 
security level they need for their own computer.  

 
Figure 13: UAC settings 

3.2.1.2 Smartscreen Filter 

 
Figure 14: Windows Smartscreen Filter 

Windows Smartscreen Filter is a feature that help user distinguish 
malicious webpage or downloads. [11] 
It protects the user in three ways.  
a) It analyzes pages and determines if they have any 

characteristics that might be suspicious. 
b) It checks the sites against a dynamic list of reported phishing 

sites and malicious software site. If it finds a match, a 
warning sign will be displayed. 

c) It checks files that user download from the web against a list 
of reported malicious software sites and programs known to 
be unsafe. If it finds a match, the download will be blocked. 

3.2.2 Macintosh 
3.2.2.1 About the user privilege  
The user account named "root" is a special user in UNIX-style 
operating systems that has read and write privileges to all areas of 
the file system. 

In Macintosh, the root user is disabled by default and users are 
advised to use alternative such as sudo command.  

In addition, user needs administrator password to make any 
change to the system.  

 
Figure 15: Mac admin password 

3.2.2.2 Apple Gatekeeper 
Gatekeeper is a new feature in Mountain Lion that builds on OS 
X’s existing malware checks to help protect Mac from malware 
and misbehaving applications downloaded from the internet. [12] 

Apple have advised developers to put their applications in the 
Mac App store to ensure the safety and reliability. When there is 
any problem of the application, Apple can quickly remove it from 
the store. 

For applications that are not in the App Store, developers need to 
get a unique Developer ID from Apple and use it to digitally sign 
their apps. This allows Gatekeeper to block apps created by 
malware developers and verify that apps haven’t been tampered 
with since they were signed. 

 
Figure 16: Apple Gatekeeper 

Users are allowed to change the settings in the Security & Privacy. 

 
Figure 17: Apple Gatekeeper setting 
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3.2.3 Conclusion 
We can see both Windows NT and Macintosh restricts the use of 
administrator or root account. In addition, both system provides 
the feature of filtering out the malicious software. 

In addition, Macintosh is stricter about what kind of software can 
run in the system because of the requirement of Developer ID. 

However, recent research showed that Apple’s security can be 
compromised and administrator-level privileges can be easily 
gained in the OS X 10.10 by simple root-level privilege-escalation 
exploit. [13] 

3.3 What if the Malware is already running 
3.3.1 Kernel design 
Both Windows NT and Mac OS X use hybrid kernel. Hybrid 
kernel is basically a micro kernel that includes some additional 
code in kernel-space to increase performance. [14] 

 
Figure 18: Windows architecture 

For Windows NT, the emulation subsystems run in user-mode 
server processes, but most of the system components run in the 
same address space as the kernel. 

 
Figure 19: Mac OS X architecture 

XNU is the kernel that Apple acquired and developed for use in 
the OS X and IOS operating system. It contains features of both 
monolithic and microkernels, such as the message passing 
capability of microkernels that enables greater modularity and 
larger portions of the OS to benefit from protected memory, as 
well as retaining the speed of monolithic kernels for certain 
critical tasks. [15] 
Though a hybrid kernel design reduces the possible vulnerability 
inside the kernel and minimize the risk of a kernel level attack, it 
is harder to check the bugs inside the kernel and repair the 
security loopholes.  

3.3.2 Mandatory access control 
Mandatory Integrity Control (MIC) is a core security feature 
introduced since Windows Vista. It adds Integrity Levels (IL)-
based isolation to running processes. [16] 

The IL represents the level of trustworthiness of an object. This 
mechanism's goal is to use pre-existing integrity control policies 
and the involved objects' IL to selectively restrict the access 
permissions in contexts that are considered to be potentially less 
trustworthy, compared with other contexts running under the same 
user account that are more trusted. 
Objects with Access control lists, such as Named objects, 
including files, registry keys or even other processes and threads, 
have an entry in the System Access Control List governing access 
to them which defines the minimum integrity level of the process 
that can use the object.  
Windows makes sure that a process can write to or delete an 
object only when its integrity level is equal to or higher than the 
requested integrity level specified by the object.  
Mac OS X mandatory access control (MAC) framework is an 
implementation of the TrustedBSD mandatory access control 
framework. A limited high-level sandboxing interface is provided 
by the command-line function sandbox_init which sets the access 
restrictions of a process from that point on. [17] 

3.3.3 Memory Protection 
Memory protection is a way to control memory access rights on a 
computer.  
Address space layout randomization (ASLR) is a computer 
security technique involved in protection from buffer overflow 
attacks. In order to prevent an attacker from reliably jumping to, 
for example, a particular exploited function in memory, ASLR 
randomly arranges the address space positions of key data areas of 
a process, including the base of the executable and the positions 
of the stack, heap and libraries. [18] 

In Windows NT, ASLR is only enabled for executables and 
dynamic link libraries specifically linked to be ASLR-enabled. It 
is not enabled for other applications by default for compatibility. 

In OS X 10.8 and later, the entire system including the kernel as 
well as kexts and zones are randomly located during system boot.  

Besides ASLR, Windows NT and Mac OS X also use Data 
Execution Prevention (DEP). DEP protects against certain 
malicious exploits, especially attacks that store executable 
instructions in a data area via a buffer overflow. MAC OS X also 
disallows any attempts to execute code unless that portion of 
memory is explicitly marked as executable. [19] 

4. Conclusion 
I write this paper trying to find out the differences between 
Windows NT and UNIX/MAC security. To my surprise, although 
they are completely different operating systems, there seem to be a 
common philosophy in the design of all security measures. From 
the very basic of the operating system, the design of a hybrid 
kernel to the user level security technique such as malware filter, 
these two systems show great similarity. I realize unlike the other 
aspects of system such as UI and performance, security has great 
priority in the building of an operating system. We can see this by 
looking at how Apple and Microsoft only improve UI and 
performance in big releases but constantly sending users fixes of 
newly found security vulnerabilities. Due to its great importance, 
both company choose to play safe and use the best security 
solution so far and sacrificed their own style in operating system 
design. This accounts for the great similarity between Windows 
NT and UNIX/MAC security.     
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ABSTRACT 
In this paper, we explain the physical concepts behind quantum 
cryptography, and look at the common procedures used to 
exchange a theoretically “secure” encryption key. The instruments 
used to achieve this are also discussed, as well as the real world 
problems that undermine the security of quantum cryptographic 
applications. 
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General Terms 
Security, Theory. 

Keywords 
Quantum Cryptography, Quantum Mechanics, Quantum Key 
Distribution, Theory 

 

1. INTRODUCTION 
Quantum mechanics since its formalization in the 20th century has 
seen much practical applications. Current widespread applications 
including LASERs and semiconductor devices utilize quantum 
physics at the bulk level, i.e. the manifestation of quantum physics 
at the ensemble level (many particles/quanta). Quantum 
computing applications on the other hand makes use of single 
quanta as information carrying “bits” (qubits). Such applications 
are one of the novel few to utilize quantum physics at the single 
quantum level and are poised to make a great impact in the field 
of computing and communications.  

As such it is important for us to be aware of such applications and 
to be able to understand the working principles behind these 
applications. However, many web/news articles written by science 
journalists are oversimplified while scientific journal articles are 
usually too difficult/niche to understand. 

Quantum cryptography namely quantum key distribution utilizes 
the postulates of quantum mechanics which were traditionally 
viewed as problematic and restrictive in order to achieve a 
theoretically secure means of encryption.  

This paper will attempt to explain (in a easily digestible manner) 
the concepts and mechanisms behind the procedures used for 
quantum key distribution; after which we will look at the practical 
problems of quantum key distribution. 

 

2. PHYSICS INVOLVED 
To achieve a working understanding of quantum key distribution 
(QKD) we must first review the following concepts before going 
into the procedures used in QKD. 
 

2.1 Concept of polarised light 
Light refers to any form of electromagnetic radiation, which can 
be visualized as shown in figure 1.1 below. 
 

 
Figure 1.1. Electromagnetic wave. [1] 

 
The wave equations for the above are 

𝐸𝑧,𝑡������⃑ = 𝐸0𝑒𝑖(𝑘𝑧−𝜔𝑡)𝑥� 

𝐵𝑧,𝑡������⃑ = 𝐵0𝑒𝑖(𝑘𝑧−𝜔𝑡)𝑦� 

For those unfamiliar, the equation of the form 𝑒𝑖(𝑘𝑘−𝜔𝑡) is 
commonly known as the equation for a travelling plane wave. In 
the above example, the EM wave is said to be polarized in the 
horizontal 𝑥 − 𝑧 plane (by convention we choose the plane of 
oscillation of the electric field). 
By superposition of two polarized waves, we can obtain other 
linear polarizations (using waves with no phase difference) or 
elliptical polarizations (using waves with phase difference).  
For example, the superposition of two orthogonal EM waves with 
no phase difference, 𝐸�⃑ = 1

√2
�𝐸0𝑒𝑖(𝑘𝑧−𝜔𝑡)𝑥� + 𝐸0𝑒𝑖(𝑘𝑧−𝜔𝑡)𝑦�� 

results in a linearly polarized wave +45° from the 𝑥 − 𝑧 plane. 
Note that in figure 1.2 below, the two orthogonal magnetic fields 
is not drawn to avoid over-cluttering the diagram. 
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Figure 1.2. Linearly polarized wave (+𝟒𝟒°) 

 

2.2 Creating polarized light in QKD 
In QKD, the key is transmitted using polarized light through an 
optical medium such as optical fibers. Polarized light of up to 6 
different orientations (states) have been used to transfer the key. 
In practice, the light source used in quantum cryptography 
applications is a strongly attenuated pulsed diode laser. The light 
emitted by a diode laser is usually linearly polarized, in this case 
the polarization can be chosen by simply tilting the laser. 
Otherwise, a polarizer should be used at the output aperture of the 
laser to select the desired polarization as seen in figure 2 below. 

 
Figure 2. Polarizer attenuation [2] 

In the above figure, we also observe that linearly polarized light 
can be rotated by a polarizer, the resulting intensity of light is 
attenuated according to Malus’ Law. 

𝐼 = 𝐼0 cos2 𝜃 
Where 𝜃 is the angular difference in polarizations. This means 
that only a single polarizer is needed to test whether or not a laser 
is polarized, to find the angle of polarization of the laser, and to 
choose the final angle of polarization. 
For reasons to be discussed later, the laser is strongly attenuated to 
lower the possibility of more than 1 photon being emitted per 
pulse. The method of attenuation is not important as long as the 
resultant light remains linearly polarized (polarizer may be used 
once again). 
 

2.3 Transmitting polarized light in QKD 
In order to send all (up to 6 states) signals through the same 
optical fiber, this is done using a passive optical coupler. Note that 
the optical fiber’s reflective indices must be manufactured to 
optimize transmission of light of the laser’s frequency. 

 
Figure 3.1. Coupling signals [3] 

The passive optical coupler is just an optical fiber which splits 
into multiple individual fibers, there are slight nuances in the 
manufacturing of such components that affect the signal quality 
but we assume a lossless component is used. See figure 3.2 for a 
crudely constructed coupler. 

 
Figure 3.2. Passive optical coupler [4] 

 

2.4 Detecting polarized light in QKD 
The detectors used must be matched to the frequency of the lasers, 
and must have sufficient sensitivity to detect the low power 
signals received. This will be further discussed in the practical 
issues regarding QKD. 

2.5 Quantum Mechanics Postulates 
There are 6 (or 5 or 7 depending on your textbook) postulates[5] of 
quantum mechanics, however only two postulates are needed to 
understand QKD. 

• State vector:  
At given time 𝑡, the state of a quantum mechanical 
system is completely defined by a state vector1 |𝜑(𝑡)⟩. 
Any linear combination of state vectors is also a state 
vector describing another possible state of the system. 

𝛼|𝜑1⟩ + 𝛽|𝜑2⟩ = |𝜑⟩ 
 
 

1 This is written in Dirac’s “bra ket” notation, see Frank Rioux’s 
guide[6] to the “bra ket” notation. 
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• Measurement and state collapse: 
If the measurement of a physical quantity 𝑋 is 
performed at 𝑡0, when the system is in the state |𝜑⟩, and 
yields the result 𝑥𝑛, the state vector of the system 
immediately after the measurement is reduced to the 
eigenstate of 𝑋 associated with the value 𝑥𝑛. 

 
2.6 Polarising/non-polarizing beam splitters 
Used extensively in QKD, polarizing beam splitters (PBS) utilize 
one of two different phenomena to perform the same function. 

2.6.1. PBS (reflection) 

 
Figure 4.1. Brewster angle reflection [7] 

The Brewster’s angle 𝛽 is defined as the angle of refraction such 
that �𝜋

2
− 𝛽�is equal to the angle of reflection 𝐵. When this 

occurs, the reflected beam is completely polarized perpendicular 
to the plane of incidence i.e. in and out of the paper. The refracted 
beam is not completely polarized, it does however contain slightly 
more of the component polarized in the plane of incidence due to 
the reflection losses. (The exact amount transmitted 𝑇 and 
reflected 𝑅 can be found using the Fresnel equations, however 
𝑇 > 𝑅 usually holds true at Brewster’s angle) 
This presents us with 2 problems, the refracted beam is not 
completely polarized and the intensity of the reflected beam is a 
mere fraction of the total component polarized perpendicular to 
the plane of incidence. The solution is to use multiple layers of the 
material as shown in figure 4.2. 

 
Figure 4.2. Multilayered PBS 

It does require ∞ layers to tend towards an ideal PBS (two 
completely polarized beams with orthogonal polarizations). Using 
thin film technology, this may be attempted however there already 
exists a perfectly good alternative. 
 

2.6.2. PBS (birefringence) 
Birefringence refers to a material (usually crystalline) having two 
unique refractive indices along different crystallographic 
directions. This enables such materials to act as a PBS as light of 
different polarizations are refracted at different angles causing the 
beam to split. A commonly used birefringent material in optics is 

calcite, due to its large birefringence (difference in refractive 
indices). 

 
Figure 4.3. Wollaston prism sold by ThorLabs [8] 

A Wollaston prism shown in figure 4.3 above is made by using 
optical glue to combine 2 calcite prisms with their optical axis at 
an angular displacement such that unpolarized light passing 
through the cube will be split into two orthogonal polarized states. 
The angular divergence between the resultant beams is usually 
within 15° − 45°.  

 
Figure 4.4. Beam Splitting. 

As depicted above in figure 4.4(a), when polarized light of the 
same direction as one of the two optical axes passes through the 
Wollaston prism, only one beam containing that polarization will 
emerge. In figure 4.4(b), light with angular difference of 45° in 
polarization to the optical axes of the Wollaston prism will be 
split into two beams, each with half intensity as described by 
Malus’ law. However, the percentages shown in figure 4.4 do not 
represent intensity but probability. Classically, this is not counter-
intuitive as we may interpret the result of Malus’ law as half the 
photons going to both paths giving us two beams of half intensity. 
This is an example of the semi-classical models that we may use 
to understand quantum mechanics at the ensemble level. 
Recall sections 2.2 and 2.5, in QC we aim to send signals 
consisting of only one photon per pulse. If the case in figure 
4.4(b) occurs for a single photon, the photon cannot split in half 
and is said to exist in both paths with 50% probability (state 
vector postulate). However, if the photon was detected by a 
detector at the end of either path, this superposition state will 
collapse to the state corresponding to the path it was detected on. 
This results in a purely random detection rate (very useful in 
cryptography!). 
 

2.6.3. Non-polarizing beam splitter (NPBS) 
Ideal non-polarizing beam splitters simply split the beam in half 
without changing the polarization. In practice, the NPBS must be 
designed with the specific light frequency in mind and various 
techniques are used to ensure that the beam is split evenly in terms 
of intensity and polarization. For a single photon entering a 
NPBS, it is similar to the case in figure 4.4(b). 
 

3. BB84 PROTOCOL 
The BB84 protocol was first described by Bennett and Brassard in 
1984[9]. It is the most commonly cited method of quantum key 
distribution (QKD) and involves 4 polarization states and 2 non-
orthogonal bases. 
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3.1 States and bases 

 
Figure 5.1. Polarization states on Poincaré sphere. 

{𝟎°,𝟒𝟒°,𝟗𝟎°,𝟏𝟏𝟒°} clockwise from left 
 

 
Figure 5.2. Non-orthogonal bases. 

In the BB84 protocol, 4 polarization states (polarized laser pulses) 
corresponding to 2 bases (PBS) are chosen. Figure 5.1 shows all 
four states {0°, 45°, 90°, 135°}. The 2 bases, with diagonal (×) 
and vertical (+) optical axes are able to accurately distinguish 
between {45°, 135°} and {0°, 90°} respectively. We will see later 
on that when the diagonal/vertical states pass through the wrong 
filter orientation, information is lost. 

The pairs of diagonal and vertical states are arbitrarily assigned 
values of 0 and 1, and this choice must be known by both parties. 

3.2 Protocol 
3.2.1. Initiation of QKD 
In order to generate a key with Bob, Alice starts with an 
arbitrarily large binary number and an equally large random 
sequence of bases. Then Alice’s output is decided by selecting the 
state which corresponds to the bit value as well as the base 
selected at random (randomness will be discussed later). 

Table 1.1. Generating output. 

Bits 1 0 0 1 1 0 1 0 1 1 

Base           

 

State           

Using a quantum channel (optical fiber), Alice then transmits this 
string of states to Bob. We may think of each state (heavily 
attenuated laser pulse) sent as a single polarized photon being 
sent. Note that Alice does not actually use any physical bases 
(PBS) in her setup. 

3.2.2. Detection and Sifting 

 
Figure 5.3. BB84 diagram 

The next step is commonly phrased[9] as “Bob “choosing” a base 
at random.”. However, in practice this is not prudent as it is not 
only laborious and slow but Bob’s choice is not truly random. 
Instead, a NPBS is used to “make” the random choice (section 
2.6.3). Bob simply needs to record which detector beeps and then 
report the bases used to Alice over an open channel 
(electrical/optical). Alice then confirms which bases were 
correctly used so Bob can sift out the “erroneous” readings (When 
the wrong base is used, a random value of 1/0 is obtained).  

Table 1.2. Detection and sifting results. 

Beeps ×1 ×0 +0 ×1 +1 ×0 +1 +0 +1 ×1 

Sifted Y N Y Y Y Y N N Y N 

With the sifting results, Bob and Alice can then construct their 
secret key independently, which is 101101 in this case. 

Table 1.3. Alice's deduction. 

Bits 1 0 0 1 1 0 1 0 1 1 

Sifted Y N Y Y Y Y N N Y N 

Key 1  0 1 1 0   1  

Table 1.4. Bob's deduction. 

Beeps ×1 ×0 +0 ×1 +1 ×0 +1 +0 +1 ×1 

Sifted Y N Y Y Y Y N N Y N 

Key 1  0 1 1 0   1  

3.3 Analysis of security 
What makes this method of key distribution theoretically secure? 

3.3.1. Physical security 
Like any other form of cryptography, there is no inherent physical 
security as Eve can easily tap the signals (optical, electrical, and 
wireless) using a multitude of methods. This can be improved 
upon arbitrarily but to do so is ultimately costly and ineffective. 

3.3.2. Man-in-the-middle eavesdropping 
Assume that Eve has access to all data in the quantum and open 
channels. All data sent through the open channel is vulnerable, but 
Eve has no way of deducing the key with only knowledge of all 
bases used and which bases were correct. 
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With regards to the quantum channel, to go unnoticed Eve has to 
be able to detect the incoming photons and emit the exact photons 
to pull off a MITM attack. 

 
Figure 5.4. MITM attack. 

With no “photon-cloner”, Eve does not have prior knowledge of 
the bases which the photon states are in.  

• Therefore, Eve has a 50% chance of using the wrong 
base and passing the wrong state on to Bob. 

• Bob is now receiving a 50% erroneous signal due to 
Eve’s interference. As per usual, he also has a 50% 
chance of using the wrong base (which for the altered 
state is ironically the right base), resulting in another 
50% chance of obtaining the right state. 

The result being that Bob has a key that contains 0.53 = 12.5% 
errors when compared to Alice’s original binary number. To 
detect the presence of Eve, Alice and Bob can then compare a 
subset of their values over the open channel to verify if a MITM is 
present. Doing so is risky and requires a significant proportion of 
the key to be exposed and discarded in order to carry out the 
check. 

One strategy proposed[11] was to perform an addition on 
predetermined subsets of the key and to compare the parity 
(even/odd) of these subsets over the open channel. Each subset 
compared gives a 50% chance of detecting Eve, but by splitting 
the key into 𝑛 subsets, the chances of Eve going unnoticed 
becomes 1

2𝑛
. The merits to this approach is that addition of bits in 

a binary number followed by parity is a non-reversible process 
hence the bits used need not be discarded. 

Being able to detect MITM attacks ensures confidentiality and 
integrity of the encrypted data using the quantum distributed key. 

3.3.3. Avoiding detection with photon cloning? 
The above detection scheme requires that Eve cannot clone exact 
copies of the photons she intercepts and send the clones off to 
Bob. If this were possible, she could then wait for Alice and Bob 
to compare and reveal the sifting results and deduce the key. 
Wooters and Zurek'[12] show in a very short article that this is not 
possible. Their explanation requires knowledge of the formalism 
of quantum mechanics and is not intuitive. 
For an intuitive explanation, we will introduce another postulate 
of quantum mechanics:  

Every physically measurable quantity 𝐴 is described by an 
associated operator �̂� in the state space, this operator is known as 
an observable. 

When we measure an observable �̂�, we disturb the system and the 
state vector reduces to the eigenstate associated with the measured 
eigenvalue. We cannot further obtain a measurement of another 
observable 𝐵�  with arbitrarily large precision, unless the reduced 
state is also an eigenstate of 𝐵� . The only way for this to be true is 
if �̂� and 𝐵�  commute, �𝐴,� 𝐵�� = 0. In this case, we say �̂� and 𝐵�  are 
compatible observables. In the case of photon polarization, 
vertical and horizontal are compatible, 45° and 135° are also 
compatible. However, vertical and 45° are not compatible. 
Therefore we cannot measure both simultaneously with arbitrarily 
large precision and hence we cannot clone the exact photon. 
 
3.3.4. Man-in-the-middle spoofing 
BB84 on its own does not protect against spoofing as there is no 
authentication. Eve does not need to passively eavesdrop, instead 
she can intercept the original signal from Alice and reply as if she 
were Bob. She would also send Bob her own signal to initiate 
QKD. In the end, both Alice and Bob will set up two separate 
“secure” keys with Eve and she will be able to oversee the whole 
exchange or even alter messages before passing them on. 
 
3.3.5. Availability 
As mentioned previously, Eve cannot eavesdrop without being 
detected but she can perform denial of service (DOS) attacks 
simply by eavesdropping for prolonged periods forcing Alice and 
Bob to discard keys continually. 

4. PRACTICAL LIMITATIONS 
The theoretical security of quantum key distribution systems is 
undermined by additional failure modes introduced due to 
practical limitations of current equipment. 

4.1 Single photon detectors 
Detecting a single photon is not an easy feat, the most commonly 
used detectors are avalanche photodiodes (APD). An avalanche 
photodiode has a special surface geometry to enable high voltage 
reverse bias without surface breakdown. This large applied 
voltage leads to multiplication of the number of charge carriers 
through ionizing collisions (avalanche). The signal is thus 
amplified, making the APD a very sensitive device. 

However, in practice, APDs must be sufficiently cooled or 
heatsinked as it is prone to thermal noise which increases the error 
rate in QKD. This noise is known as dark counts, as the detector 
registers counts even when no photon is incident on it. Besides 
being prone to noise, the unique properties of APDs have also 
been exploited in order to undermine the security of QKD 
systems. Faked-state attacks[13] allow undetected MITM 
operation by exploiting the fact that by saturating Bob’s APDs 
with a high level of light, they no longer behave like APDs but 
like photodiodes. By further applying a strong light pulse on top 
of that, it tricks the blinded detector into thinking that it registers a 
photon. This gives the MITM full control over the bases that Bob 
uses. 

4.2 Single photon sources 
Faint laser pulses are not ideal sources of single photons, the 
photon number obeys Poisson distribution and a conventional 
mean photon number (per pulse) 𝜇 = 0.1 is used. 
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Since 𝜇 < 1, majority of the pulses are actually empty, this 
translates to a decrease in bit rate of that can be transmitted. It also 
decreases the signal to noise ratio when using APDs operated in 
gate mode (turn on when photon is expected). As the detector 
turns on during each pulse, the larger the ratio of empty pulses, 
the larger the chances of dark counts. 

However, if the single photon source consistently emits more than 
one photon at a time, this opens the system to photon number 
splitting attacks. Where Eve splits off and measures the excess 
photons without introducing errors and waits for Alice and Bob to 
announce the sifting results. If she was able to collect enough 
excess photons, she might be able to deduce the key. 

5. Conclusion 
BB84 is only one of the various quantum key distribution 
protocols available, however the physics and concepts behind 
most of the protocols remains largely the same. For QKD’s 
promise of theoretical “unconditional” security to come true, 
requires much more technical breakthroughs in scientific 
equipment. Computing has consistently found new and novel 
ways to apply quantum mechanics; hopefully quantum computing 
will go the way of the transistor and revolutionize the world. 
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ABSTRACT 
Information and system security has been not only threatened by 
direct hacking, but also indirect attack. In the report, we explore 
and investigate three different aspect of indirect attack, fault 
induction attack, side channel attack and imaging attack will be 
introduced, along with three specific techniques (Byte level fault 
injection, Phase shift attack and Thermal image tracing). The 
feature, methodology, effectiveness and difficulty of attack are 
evaluated. Also, we analysed some of the defense techniques to 
tackle above indirect attack methods.  
 

1. INTRODUCTION 
With the advancement of technology and the development of new 
hardware and devices, information and system security becomes 
even more critical as the vulnerabilities of the system becomes 
more exposed and prevalent with the rapid standardization of non-
proprietary software and hardware standards. Therefore, the 
software and hardware becomes more opened to direct and 
indirect attacks. 
 

The aim of our project is to 1) identify three types of indirect 
attacks 2) provide background knowledge of how each type of 
attack, 3) understand the methodology of the techniques used in 
each attack, 4) analyse the vulnerabilities and the effect on 
cryptosystem, 5) evaluate the difficulty and constraints of carrying 
out such attack and 6) conclude our research on indirect attack. 
 
At the end of this project, our goal is to: 1) Understand the 
mechanics and how each attack are performed and 2) Find out 
ways and possible counter-measures prevent or fix such an attack. 
. 

2. OVERVIEW  
Indirect attacks make use of the knowledge of the physical 
implementation of the cryptosystem by analyzing the structure of 
the source codes in order to provide attackers ‘inside information’ 
on the cryptosystem. The attacker then gains control and access to 
the system by influencing and affecting cryptosystem’s internal 
state. The methods of indirect attack includes 1) Fault Induction, 
2) Side Channel, 3) Thermal Imaging attacks. 
 

2.1 Fault Induction 
Fault Induction attacks are carried out by means of exploiting the 
glitches found in cryptosystem in order to reveal the actual 

implementations of cryptographic algorithms to obtain the 
cryptographic keys needed for decrypting the passwords. The 
process may involves utilizing external physical forces such as 
exposing the cryptosystem to microwaves, temperature or voltage 
manipulation to cause disruptions in processing the information 
which in turn outputs errors that can be detected within the 
cryptosystem. 
 

2.2 Side Channel 
Side channel attacks are attacks based on side channel information 
which can be retrieved from the encryption of the device during 
the encryption process. The side channel attacks analyse and make 
use of some or all of the possible information which includes 
power consumption, measurements of radiation, time it takes for 
an operation and does not make use of any plaintext or ciphertext 
information. 
 

2.3 Thermal Imaging 
Thermal-Imaging attack is the technique based on analysis of the 
infrared signal captured by thermal camera. Heat left on the 
hardware leaks information of touching, recording and other 
physical operations. Thermal camera takes the infrared (IR) image 
of the hardware, so that even without knowing security system 
algorithm, key information, such as password, may be traced 
physically.  
 

3. Technique 
In the next section, we will explore the three techniques that an 
attacker can carry out in order to perform the indirect direct. They 
are 1) Byte Level Fault Injection, 2) Phase Shift, 3) Thermal 
Camera Tracing. 
 

3.1 Byte Level Fault Injection 
The attacker flips a random bit of the cipher during key generation 
to obtain the corresponding faulty key in order to perform fault 
injection. This can be done by observing the key output changes 
by combining using XOR operation with an output without faults 
to display the possible errors shown in Fig 3.1.1 
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Figure 3.1.1 Fault generation diagram 
Once the fault position is determined, the attacker can easily 
uncover the secret key by analyzing the different pairs of original 
and faulty key generated using the algorithm by applying 
differential fault analysis technique. 
 

There is no definite way of protecting system from this kind of 
indirect attack. A higher-bit encryption method such as using 256-
bit may make it more difficult for attacker to obtain the passkey. 
 

3.2 Phase Shift  
A phase shift is a fault where only one of the components is 
clocked while the others are not and usually takes place 
throughout the operating life cycle of a device. The attacker can 
therefore observe the phase shift in data by looking at the output 
stream generated by both clock register and the data register. 
     
110101001001010 - clock register  
001010110101010100101010 - data register  
110100100101001 - output stream 
      
01010110101010100101010 - data register after phase shift  
000101101100011 - output stream 
      
110100100101001 - original output stream 
001011011000110 - faulted output stream 
       
 Fig 3.2.1 

By comparing each bits of both the original and the faulted output 
stream starting from the left, partial data can be recovered by 
simply observing the difference when both the bits coincides. In 
order to counter this attack, the software has to be written to run in 
a fixed constant amount of time and sensitive information should 
not be stored permanently in the register. 
 
 

3.3. Thermal Camera Tracing 

Thermal image tracing is an extremely convenient method to steal 
the password of credit or debit card. Hacking banking security 
system is difficult and requires professional skills. Nevertheless, 
thermal camera tracing method utilize the thermal mark left on the 
keyboard due to human body heat to observe the combination, 
even the sequence of the password, bypassing the whole complex 
network defense system. 

 

 
 

Figure 3.3.1  

From Figure 3.3.1 we may observe that the thermal camera 
captured the IR trace left by human fingers. Deeper and larger 
color zone indicates that the key was touched within a shorter 
time. With the assistance of thermal camera, both combination 
and order of banking card password can be detected easily. Plastic 
pin pad is especially vulnerable. The chance to find out correct 
password by taking thermal picture within 10s after keying in the 
pin is as high as 80%, and 60% within 45s.   

To prevent the attack, changing pin pad with material with lower 
specific heat capacity and better thermal conductivity is helpful. 
Heat left on the pin pad will transfer to surrounding area quickly, 
so that thermal image camera may not be able to trace the IR 
mark. In fact, many banks have replaced their plastic atm pin pad 
with metal pin pad.  

 

4. SUMMARY  
This section presents a tabular summary of the indirect attack that 
was introduced and the vulnerabilities that is exploited by the 
attack. 

Technique Type of Attack 

Byte Level Fault Injection Fault Attack 

Phase Shift Attack Side Channel  

Thermal Camera Tracing Imaging Attack 

 
Table 4.1 Summary of Attack 
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Technique Vulnerabilities 

Byte Level Fault Injection Wired/Wireless sRouters, 
Network hardwares 

Phase Shift Attack Data Register 

Thermal Camera Tracing ATM  

 
Table 4.2 Summary of Vulnerabilities 

 

 

5. EVALUATION 
A tabular comparison is made for the various technique by 
comparing the difficulty of performing the attack and the time 
taken it takes to perform an attack. 

 

Technique Difficulty 

Byte Level Fault Injection Easy to Medium 

Phase Shift Attack Easy 

Thermal Camera Tracing Easy 

 
Table 5.1 Difficulty Level 

 

Technique Time Taken 

Byte Level Fault Injection Depending on number of bits, 
up to O(n) 

Phase Shift Attack Few minutes 

Thermal Camera Tracing Few minutes 

 
Table 5.2 Time Taken 

 
 

The Byte Level Fault Injection allows the attacker to figure out 
the encrypted passkey by introducing faults to the cryptoalgorithm 
through connecting an external software or application. Even if a 
higher bit encryption eg. 256-bit in place of 128-bit is used does 
not necessary make it more difficult for the attacker to perform 
the attack but it does not ensures it is not breakable as the 
implementation of cryptoalgorithm is similar. This then opens to a 
full range of vulnerabilities to all physical devices encrypted with 
the same cryptoalgorithm as the attacker is able to gain full 
control and access to the entire network and all devices connected 
to it. This poses a serious threat to the anyone using the encrypted 
devices such as wired or wireless routers which affects home and 
business users since hackers can easily gain access to your 
information and able to use your computers to perform other 
malicious attack such as Denial of Service (DoS).  
difficult to perform due to the fact that the attacker has to find a 
way to obtain the computer in order to do decryption.   
 
 

Phase Shift Attack can be performed easily by connecting the 
register to a generator to clock the output stream when the 
computer is running. At the same time, the attack can be more 
difficult and may be unlikely for just anyone to perform the 
attacker as it requires a way to forcefully obtain the physical 
hardware from the person which usually involves illegal means 
such burglary or stealing. Thus it is less likely and less feasible for 
the attacker to perform this kind of attack as the risk of being 
detected is higher unless the computer contains a high amount of 
sensitive information which is critical for the attacker such as 
bank accounts etc. 
 
Thermal camera attack has become a widely used tool for 
criminals. For example, In China, banking card stealing causes 
hundreds of millions dollars lost every year, and keeps increasing. 
One thermal camera, which costs less than few thousand dollars 
and simple observation, is the only equipment and skill that 
required to conduct such crime. Every year, banks spend large 
amount of fund on building information security system, yet 
layman criminal can simply avoid touching all the complex 
technology and well-designed algorithm; they attack people 
instead. Replacing plastic pin pad with metal can effectively 
reduce the chance of tracing thermal mark, nevertheless, there is 
still lack of standard regulation in many countries. Banks in 
developing countries are especially less aware of the ATM safety. 
With indirect attack techniques, sometimes, those who know little 
about information technology can become even more lethal than 
hackers. The strength of a chain is determined by the weakest 
link. Executing such a low-level indirect attack skills, such as 
thermal camera attack, can cause failure of the entire delicate 
security system.  
 

6. CONCLUSION  
We have looked at some of the ways in which we can perform 
indirect attacks on a cryptosystem with either sufficient 
knowledge of the algorithms used or with the help of external 
physical tools and equipment. We have also understood that the 
difficulty of performing such an attack varies and is dependent on 
the amount of background knowledge acquired on the actual 
implementations of the system before we are able to employ 
methods to exploit the possible faults and glitches through 
intentional/unintentional means 

Even though we have also identified the counter-measures to the 
attack, it only provides a temporary fix and solution to the current 
situation but does not restrict tot the future and more probable 
unpredictable attack with the advance of technology.  
 

7. FUTURE WORKS  
We will look into more details on understanding the methodology 
of implementing the prevention and fixes to the indirect attack 
counter-measures to indirect attack and analyse the performance 
of the performing the counter-measures. 
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