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digital information lifecycle and a deep understanding of its social impact. An interdisciplinary strategy integrating insights

from technology, social sciences, and policy analysis is crucial to address these issues effectively. This article introduces a

three-tiered framework to scrutinize the lifecycle of GenAI-driven content from creation to consumption, emphasizing the

consumer perspective. We examine the dynamics of consumer behavior that drive interactions with MDM, pinpoints vulner-

abilities in the information dissemination process, and advocates for adaptive, evidence-based policies. Our interdisciplinary

methodology aims to bolster information integrity and fortify public trust, equipping digital societies to manage the com-

plexities of GenAI and proactively address the evolving challenges of digital misinformation. We conclude by discussing how

GenAI can be leveraged to combat MDM, thereby creating a reflective cycle of technological advancement and mitigation.

CCS Concepts: • Computing methodologies → Artificial intelligence; • Human-centered computing → Collabora-

tive and social computing; • Social and professional topics → Computing/technology policy;
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1 Introduction

In the era of digital ubiquity characterized by the widespread use of the social media platforms and mobile tech-
nology, the ways in which individuals create, consume, and disseminate information have undergone a profound
transformation. Today’s digital landscape demands immediate delivery of created content, with decisions and
opinions increasingly shaped by isolated consumption of algorithmically curated feeds. This shift from tradi-
tional expert curation in news dissemination to personalized, user-specific feeds exemplifies a radical change in
how information is created, tailored, and consumed, fostering an economy of digital consumerism dominated by
an often unregulated flow of information. This transformation has precipitated the digital information paradox:
an era where the ability to access created information is unparalleled in human history. Yet, trust in the accuracy
of consumed information is notably declining. Blending journalism, advertising, and entertainment complicates
the clarity of information creation and the criteria for its dissemination, obscuring the intentions behind con-
tent production. Consequently, the proliferation of dubious information has fueled a global crisis in the triad of
misinformation, disinformation, and mal-information (MDM): misinformation, involving the unintended
sharing of false data; disinformation, reflecting the deliberate spread of misleading content to further specific
agendas; and mal-information, designed to cause societal harm by disseminating harmful truths or falsehoods. In
response to these pervasive challenges in information creation, consumption, and dissemination, governments
worldwide are compelled to implement new regulations and adapt existing frameworks to manage the flow and
integrity of information better, although effective legislation remains a critical need on the horizon [8, 28].

Amid this landscape, the advent of Generative Artificial Intelligence (GenAI) threatens to exacerbate the
risks associated with MDM. GenAI models are capable of creating synthetic multimedia content that simulates
the characteristics and sensibilities of content featuring or created by humans, thereby introducing new dimen-
sions to the creation and spread of MDM [10]. Thousands of user-developed free software and web applications
now allow individuals to generate high-quality synthetic portraits and videos, also known as deepfakes [36], that
feature politicians, celebrities, and regular citizens saying and doing things that never happened, while others
allow the synthesis of coherent and persuasive text in support of any given topic. Consequently, three factors
make GenAI especially critical to study in the context of MDM. The ease of access to GenAI tools enables the
mass production of deepfakes and persuasive texts, raising three critical concerns. First, GenAI’s capacity for gen-
erating convincing fake content makes source attribution increasingly challenging. Second, the democratization
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of content creation tools lowers the barriers to generating and disseminating MDM, complicating efforts to dis-
tinguish genuine from fake sources. Third, the illusory truth effect associated with GenAI fosters a heightened
level of media skepticism, even toward reputable sources, eroding trust and societal cohesion [2]. Despite the
advancements in detecting and authenticating MDM, the responsibility has largely fallen on developers, with
less attention paid to the human aspects of information consumption and response.

It is imperative to adopt a systemic approach that not only addresses the technical creation and detection of
MDM but also its consumption and dissemination. A technical strategy should address the technical creation
and detection of MDM; yet, its consumption and dissemination still pose risks to stable societies [18]. Trust
remains a fundamental component in instilling digital resilience and combating the challenges MDM poses in
the digital era. Therefore, what is needed is an approach that leverages insights from multiple disciplines so that
even technical perspectives are sensitive to how digital misinformation is consumed and disseminated.

We discuss a three-tier consumer behavior model that seeks to identify how existing checks in the digital infor-
mation pipeline are bypassed in the creation of digital MDM, determine why the consumption and dissemination
of MDM takes place, and evaluate where proposed resilience strategies could mitigate existing vulnerabilities and
preempt future ones. This approach underscores the need for a holistic perspective encompassing computational
methods and insights into consumer motivations and reactions within the digital information ecosystem. We ar-
gue that these findings should guide the development of regulatory and governance frameworks, emphasizing
the critical role of trust in fostering digital resilience and countering the threats posed by MDM in the digital age.

To address the identified gaps in understanding the impact of GenAI on MDM and the effectiveness of existing
countermeasures, our proposed model addresses three specific research questions:

— How does GenAI facilitate bypassing established checks within the digital information pipeline, contribut-
ing to the spread of MDM?

— Why do consumers engage with and disseminate MDM, and what are the underlying motivations and
decision-making processes involved?

— Where can resilience strategies be most effectively implemented to mitigate the vulnerabilities exposed by
GenAI and prevent future escalations of MDM-related challenges?

Insights from our findings will guide the development of regulatory and governance frameworks that empha-
size the critical role of trust in fostering digital resilience and mitigating the threats MDM poses. By integrating
behavioral science, technology, and policy analysis, our research paves the way for creating effective strategies
that enhance the integrity of information and strengthen public trust. The framework will also set the stage for
future research that will adapt to and anticipate the evolving complexities of digital misinformation. Through
this ongoing exploration, we aim to contribute significantly to building a more digitally resilient society.

2 The Landscape of GenAI and Information Integrity

GenAI has made content creation accessible to a wider audience through interfaces that require minimal tech-
nical skill. The advantages of GenAI extend across various domains, enabling users to generate engaging con-
tent, synthesize information from diverse sources, and translate complex data into comprehensible summaries.
These capabilities lower the barriers to information access and creation, potentially narrowing the digital divide
and enriching public discourse in fields ranging from health and medicine to policy, agriculture, and education
[1, 45, 46, 71, 72].

However, the reliance on GenAI for content creation and synthesis also has its pitfalls. The output of GenAI
systems is contingent on their training data, which may not be representative or transparent, leading to the gen-
eration of content that can unintentionally mislead by presenting unverified or biased information as credible
[11, 13, 50]. This issue is compounded by the prevalence of MDM across digital platforms, where the challenge for
consumers increasingly lies in distinguishing AI-generated fabrications from authentic information. The sophisti-
cation of GenAI in mimicking human-like content amplifies this challenge, necessitating enhanced digital literacy
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and critical thinking skills among consumers to navigate the complex digital information landscape. It is there-
fore essential to consider the MDM implications of GenAI. For instance, while the ability of GenAI to create MDM
is unparalleled, so is its ability to tailor MDM to social media users and formats, thereby increasing its likelihood
of virulence, consumption, and amplification over time. GenAI allows for interactive chatbots that are tailored to
individual biases and preferences and are reportedly more persuasive than humans, based on a recent study [65].

Focusing on the MDM implications of the GenAI ecosystem for its consumers is increasingly imperative. There-
fore, our research objectives aim at first dissecting how GenAI contributes to the proliferation of MDM and then
exploring strategies for fostering resilience against such threats. Furthermore, given GenAI’s immediate implica-
tions for the end user, mitigating MDM in GenAI requires a holistic approach that spans the information lifecycle,
ensuring content integrity from creation to consumption and fostering a digital landscape resilient to the threats
posed by sophisticated AI-driven misinformation campaigns.

3 Consumer Interaction with MDM: A Three-Tiered Approach

Research on GenAI creation, consumption, and dissemination of MDM needs to translate across contexts, lan-
guages, and cultures. Policies to improve AI safety also need to be grounded in evidence-based analyses of
technology and user behavior. These considerations have spurred the creation of the Information Gyroscope

(iGyro) project—a consortium of marketing scientists, computer scientists, social scientists, lawyers, and poli-
cymakers all examining the multi-faceted paradigms of MDM within GenAI. It draws upon a diverse range of
disciplinary insights and real-world applications, epitomizing the kind of systemic, interdisciplinary research
approach that is essential for addressing the complex and evolving challenges of GenAI and MDM.

The iGyro project at the National University of Singapore is the first comprehensive approach to address
consumer interaction with MDM. Figure 1 shows the conceptual framework comprising three interconnected
research spheres, each enhancing resilience and trust in the digital information ecosystem. Our objectives and
approaches were developed in deep discussion with policy advisors, technical experts, civil servants, engineers,
researchers, social activists, and grassroots volunteers. This ongoing engagement with a broad spectrum of disci-
plines within the iGyro project is designed to continuously refine and enhance our understanding and responses
to the challenges posed by MDM. By integrating new disciplines and expanding our research questions, we aim
to keep our approach at the forefront of technological and societal developments, ensuring that our strategies
remain relevant and effective in rapid technological change. Furthermore, as the challenges in the digital infor-
mation ecosystem evolve, keeping up with the state of the art will facilitate the development of more effective,
context-sensitive solutions for digital resilience.

At the core of the iGyro framework is Sphere 1, which investigates the motivations and decision-making
processes governing how consumers seek, process, and share information. We employ behavioral economics
methods such as Bayes’ theorem and decision-theoretic modeling to gain insights into consumer behavior.

Sphere 2 is divided into three technology domains (TDs), each representing different stages of the digital
information pipeline. TD1 investigates the creation of MDM in text and visual media, focusing on vulnerabili-
ties that allow false information to appear legitimate. TD2 examines the dissemination of MDM, mainly how it
exploits consumer biases and belief systems. This includes the study of algorithms in recommender systems and
search engines based on consumers’ historical or social media behavior and their impact on opinion polariza-
tion and the formation of echo chambers. TD3 focuses on consuming digital information, particularly on social
media platforms. This domain explores how information is consumed and strategies to mitigate vulnerabilities,
emphasizing enhancing consumer reasoning and empowerment.

Finally, Sphere 3 studies the potential impact of mitigation strategies and interventions on human and commu-
nity behavior and considers the role of regulation or policy in deploying these strategies at a population level to
nudge consumer behavior. These research spheres build resilience and trust in the digital information lifecycle.

Compared to prior work, centers and labs focusing on one aspect of the MDM problem have reported exem-
plary work at studying the behavioral, detective, or policy aspects of MDM. However, to our knowledge, no

Digit. Gov. Res. Pract., Vol. 6, No. 1, Article 11. Publication date: February 2025.



Misinformation, Disinformation, and Generative AI • 11:5

Fig. 1. Conceptual framework of iGyro, showing the three research spheres of consumer behavior, digital information

lifecycle, and regulation and policy.

similar interdisciplinary effort spanning behavior, technology, social science, and policy exists anywhere else.
iGyro incorporates collaboration across institutions to further embody links among related research spheres.
For example, studies of belief formation led by Professor Juanjuan Zhang at the MIT Sloan School of Manage-
ment and Professor Heidi Larson at the London School of Hygiene & Tropical Medicine focus on information
engagement and sharing dynamics, and identifying the levers of trust and distrust. Studies of MDM detection are
the expertise of Professor Preslav Nakov at the Mohamed bin Zayed University of Artificial Intelligence, a key
collaborator and lead on the research and development of several fact-checking tools. We also note our collabora-
tion with Professor Martin De Jong from the Erasmus School of Law and Professor Jeannie Marie Paterson from
the University of Melbourne, in the space of AI and digital ethics and the examination of governance challenges
related to digital technology access across vulnerable groups.

4 Sphere 1: Understanding MDM Consumption

Understanding the interplay between consumer behavior and vulnerabilities in the digital information pipeline
is essential for fostering long-term resilience against MDM. The first part of the iGyro model is grounded in in
behavioral economics principles to analyze how consumers process and act upon information. Consumers navi-
gate the complex digital information landscape under conditions that deviate from the ideal of i.i.d. (independent
and identically distributed) information draws. Unlike the printed press, they make a complex set of choices, in-
cluding consumption and information sharing. Herein lies the necessity to consider information’s correlation,
duplication, and authenticity, recognizing that information consumption often involves encounters with modi-
fied, repeated, or false data. The implications of these non-i.i.d. scenarios on belief formation and information
sharing are profound, challenging the rational actor model traditionally assumed in information theory. There-
fore, we consider whether people need to adjust or under-adjust when information sources are not independent.
Prior research examined how correlated and fake information results in incorrect belief formation using labo-
ratory [20, 21] and observational experiments [60]. In these cases, we strive to understand how people account
and adjust for potential conflicts of interest or biases in information sources and determine whether information
sharing is affected by observing a conflict of interest. Many reputed information sources contain “both sides
of the story.” This has been a long-standing influence of integrity [16] that is regaining prominence with the
popularity of social media-based influencers and review-style information.
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In Sphere 1 of our consumer behavior model, we use the lens of consumer behavior to examine (1) how con-
sumer beliefs are shaped by the type and veracity of the information they receive and (2) how consumers account
for the possibility that the information they share might be false and that other people may propagate such incor-
rect information. In prior work, studies have addressed similar problem statements [37, 44] using observational
data to identify exogenous factors, such as online trust and social media fatigue. In contrast, our study allows us
to establish causal effects by examining information sharing using high-powered controlled experiments with
elicited beliefs about the veracity of information. Randomized trials yield more precise estimates of the effects
of the information setting, enabling the comparison of potential policy interventions.

First, our investigation focuses on the factors guiding information consumption preferences and the tradeoff
between information diversity and confirmation bias exhibited through information choices. Through cross-
national survey experiments, we address the first key question: Do people choose information from multiple
independent sources, or do they focus their search on confirming prior sources of information? Insights from
this analysis contribute to our understanding of the mechanisms fostering echo chambers and bias reinforcement
online. Empirical evidence motivating our work includes findings on social structures and reputation in expert
review systems [14], highlighting the intricacies of credibility and trust in digital platforms. As a major stepping
stone, we develop a novel interdisciplinary approach to experimentally estimate people’s willingness to share
information online, using elicitation methods from behavioral economics [4, 7].

A second project in this space explores the motivations underlying the decision to share information, even
when its accuracy is questionable. Through controlled experiments designed to elicit beliefs about information’s
truthfulness, we aim to bridge this gap, drawing on prior work by the team. For instance, in a prior randomized
field experiment, we reported insights into behavior modification in response to team dynamics and incentive
structures [41]. The study design will also build on the foundational work by Noussair and Seres [51] on the
efficiency of information sharing. Based on the insights from Ivanova-Stenzel and Seres [29] on information and
bounded consumer rationality, we propose further investigating how economic models can inform the under-
standing of information credibility assessment in digital environments.

In summary, through Sphere 1, we aim to establish a new framework for understanding MDM that integrates
economic incentives, such as financial and reputational gains from information sharing, and social structures,
such as community norms and network effects, to understand how consumers engage with misinformation.
This integrated approach will also help us craft effective and sustainable solutions to thwart MDM by addressing
individual behaviors and the economic and social dynamics that fuel the spread of false information.

5 Sphere 2: Understanding MDM Creation

Sphere 2 is the intermediary, technical sphere that tracks the trajectory of MDM through its creation, dissem-
ination, and consumption. It serves as a bridge between the behavioral insights from Sphere 1 with Sphere 3,
preparing the ground for regulatory and policy interventions. It operates at the intersection of MDM’s contrast
with authentic knowledge and thereby unearths factors influencing information authenticity, lays the ground-
work for detecting misrepresentations, and pioneers new algorithms for nuanced news classification and social
recommendations that enrich information diversity. Sphere 2’s contribution is integral, setting the stage for
advanced context mapping via knowledge graphs and enhancing multi-hop reasoning capabilities, all while cor-
relating information styles with users’ cognitive faculties. The following paragraphs describe the research scope
of Sphere 2, which closely follows the MDM lifecycle.

5.1 Detecting MDM

Our technical approach to MDM detection will integrate behavioral science to better understand consumer re-
sponses to detected misinformation. The first TD, TD1, of Sphere 2 focuses on detecting MDM, following two
core objectives: understanding the factors influencing the authenticity of information and developing a compre-
hensive framework for detecting misrepresentation. The generation of MDM and its detection can be thought
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of as inverses of each other, with progress in generation technology preceding detection technology. As such,
these twin aspects are pitted against each other in an adversarial, co-evolving relationship.

GenAI technologies initially sought to create believable single-modality media: text, images, or others that
could pass as natural sources. Subsequently, both legitimate red-teaming researchers and malignant actors har-
nessed such general-purpose generation technologies to create MDM, especially in high-impact domains such as
politics. As a foil, initial MDM detection technologies harnessed data mining perspectives using signals gleaned
from knowledge graphs, social communities, and accounting for temporal spread abound [38, 54, 75]. These
technologies examine telltale signs of MDM on these specific dimensions, often relying on sophisticated deep
learning models to increase efficacy [34, 49, 58, 77].

Modern MDM generation is hybridizing, where the veracity of one modality lends credibility to another. MDM
detection in iGyro handles (a) text fabrication (falsified headlines with authentic visual content) and (b) misrep-
resentation (truthful content headline but with irrelevant visual content), alongside (c) complete textual and
visual fabrication. Doctoring modalities only at critical points is also common. Our core approach detects such
“inconsistencies” which manifest at different levels: signals (e.g., cut & paste boundaries or compression differ-
ences), objects (e.g., object or sentence feature differences), and semantics (e.g., differences arising from mixing
of two different real-world events). Our approach addresses the text modalities of MDM in ways that leverage
decomposing claims into atomic, easily verified claims [55, 56]. For visual content, we examine the physical sig-
nal aspects of images and other visual media at the object level. At the same time, for videos, we exploit temporal
information, consistency, and constraints and develop image forensics and machine learning based methods to
tackle full-body fakes. In recent work, we have examined how synthetic speech for key words can replace an
original speech signal [64] and well as how voice authentication systems can be successfully compromised with
a single face image [33]. Claims that rely on multiple component facts can turn MDM by falsifying only one
part. We have also reported how critical parts of natural images can be replaced with parts from others “pasted
in” [82]. The characteristics of the detected misinformation will be applied to design stimuli for field experiments
to understand better how consumers engage with and form perceptions of MDM, as discussed in TD2.

Going forward, the interplay between these detections and consumer perceptions will feed into developing
more effective, consumer-informed technologies. We plan to develop a suite of techniques that use such signals,
analogous to ones in anti-virus software, to inform consumers of the risk that a given media source or item is
false or misleading. For instance, we have developed the FANG (FAke News Graph) system, which contextualizes
the social and publishing background of news items [49]. Our component work on QA Check addresses the text
modalities of MDM in ways that leverage decomposing claims into atomic, easily verified claims [55, 56]. We have
also developed Sniffer, a fact-checking system that combines InstructBLIP refinement and GPT-4 instruction
data to situate news items within a broader context [59]. Ultimately, these detection tools will be applied to
educate consumers about the authenticity of the information they encounter, thus bridging the gap between
technical detection and practical application. These efforts aim to empower consumers, thereby enhancing the
overall resilience of the information ecosystem.

5.2 How Consumers Engage with MDM

Our research in TD2 goes beyond algorithm development to include a strong focus on user experience and
societal impact. The upcoming experimental setups—ranging from dynamic content recommendation systems to
social diffusion models—are designed to test not only technological efficiency but also user engagement and trust.

TD2 focuses on how consumers engage with MDM, relating both to the characteristics of trustworthy news
and their association with consumer preferences to drive greater engagement and sharing behavior. The quest
to refine the flow of digital information and consequently diminish the impact of echo chambers mandates
the development of algorithms to improve the diversity of content consumed. Prior work on mitigating echo
chambers has examined comparing recommendation algorithms for their ability to supply a diversity of sources
and perspectives [23, 30, 62, 67]. However, some challenges still need to be addressed regarding the audit of
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recommendation algorithms, where most measures of feed quality treat each piece of information as a single
data point. In reality, news items can be understood as the sum of their parts [48]. Furthermore, a news-focused
approach is incongruent with typical consumer behavior, as many consumers obtain their news indirectly [12].
In reality, a minority of consumers are interested in the news [47] and are more likely to get information from
their network peers.

Under TD2, our first objective centers on creating sophisticated news recommendation algorithms driven by
fine-grained content labels and classification. Our project aims to progress beyond static recommendations to
dynamic, context-sensitive systems that learn and adapt to the changing information landscape in real time. In
prior work, we have reported on the importance of variety in news sources [23]. We have also examined the need
to diversity topical coverage [30]; yet, what remains is to test these observational findings through experiments
that can establish causality. For instance, in some treatments, we plan to harness algorithms that pair similar
headlines with substantively diverse content, thereby personalizing the degree of content variance. This strategy
employs reinforcement learning principles to balance the exploration of diverse content with the exploitation
of user engagement data, aiming to disrupt the echo chamber effect while respecting individual preferences. In
contrast, we will also run experiments that empower users with greater control over their information diet.

There is also a need to examine news consumption behavior on social media in ways that simulate the net-
worked experience of encountering and consuming news. Our second objective will incorporate graph-based
methodologies to model the social consumption of information. Treatments can comprise a consensus approach
where the aggregate and average properties of the news items requested in the network determine the likeli-
hood of news items being consumed. Alternatively, the social approach [22] can adopt a diffusion model similar
to classical epidemiology, where instead of predicting the probability that a virus will infect a person, it predicts
for each user the likelihood that they will consume a news item. Our research design is informed by the content
feed audits of Robertson et al. [61], which highlight algorithmic curation’s role in shaping public discourse. Our
ongoing efforts in this space involve exploring the effect of invitation mechanisms on information diffusion on
messaging platforms such as WeChat [83] and inferencing networks and influence using scalable continuous
time-diffusion methods, in scenarios where the whole graph is not readily available, such as in the social media
space [82].

In summary, the experiments of TD2 will develop new experimental web and mobile applications that inter-
face with news and social media to offer different informational and social experiences in news consumption
and measure their effects on individual knowledge and trust. These initiatives are crucial in advancing the de-
velopment of algorithms and policies that better cater to diverse consumer needs and preferences, ultimately
fostering more nuanced and effective strategies to counteract echo chambers and misinformation. By integrating
these technological innovations with insights from social psychology, such as influence and conformity theories,
and consumer behavior studies, such as decision-making processes and group dynamics, we aim to develop a
comprehensive understanding of information dynamics on digital platforms.

5.3 Perception of Authenticity and Trustworthiness

TD3 focuses on the consumption aspect of MDM, with the aim to meld technical innovations with insights
into human psychology to create tools that are as intuitive as they are accurate. The research projects herein
are motivated to understand how individuals process information that may conflict with their preconceptions,
recognizing the potential for cognitive dissonance, which may result in either a rejection of new information
or an entrenched polarization of views. Our approach transcends speculative research by actively integrating
findings such as the role of cognitive ability in false news appraisal [39] and cross-national studies on MDM
behavior [2, 5, 43, 81]. These insights will inform the development of applications that map content contextually
and enhance user resilience against MDM.

The first objective entails the design of a knowledge graph to contextualize digital content. In prior work, we
have developed tools to empower intuitive news search with knowledge graphs [80], which enrich the search
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context and link entities inter and intra-news documents. As part of TD3, the development of multi-hop reason-
ing algorithms and knowledge graphs will be complemented by empirical research into how these tools affect
user trust and information processing. TD3 will build on these findings by designing tools to train fact-checkers
and general users how to reason through information curated from various sources (e.g., [55]). We see these
efforts as necessary to build digital resilience. User-powered interfaces for reasoning can also play an important
role to safeguard fact-checking benchmarks against the ideological defaults and social biases evinced even in
credible news sources [73, 74] and in LLM-generated outputs [25, 42, 63].

The second objective is to develop algorithms for multi-hop reasoning that can trace the logical connections
across various pieces of information. Such algorithms are instrumental in detecting out-of-context misinforma-
tion by evaluating the coherence of narratives and their alignment with facts. This objective will leverage on our
prior work exploring context-aware outstanding fact mining from knowledge graphs [79], which helps relate a
target and context entity, thereby assisting users in making sense of new information. Sniffer’s current capa-
bilities of detecting text-image inconsistencies [59] will be enhanced by these algorithms to include reasoning
across multiple data points and providing explanations rooted in external knowledge.

The third objective explores how individual differences influence the perceived accuracy of online informa-
tion, which previous studies have demonstrated can vary widely across individuals [3]. To better understand
perceptions of information authenticity and trustworthiness, iGyro will conduct studies focusing on how trust
is developed through technological affordances and perceived through a consumer-focused lens. We plan to
build a deeper understanding of trust and MDM resilience mechanisms through large-scale surveys and experi-
ments that reveal how individuals encounter, compare, and contrast information. Based on survey insights, we
will run experiments that test the effectiveness of the previously developed information vignettes for different
demographic groups to disentangle the various effects of multiple simultaneously operating cues driving sense-
making behavior. Next, we will focus on tailoring these technologies to enhance user engagement and trust,
assessing their impact across different demographics to ensure inclusiveness and effectiveness.

In summary, TD3’s focus on the consumption of MDM aims to integrate technical innovations with insights
into human psychology to develop intuitive and accurate tools. This objective drives the creation of systems like
knowledge graphs and multi-hop reasoning algorithms that enhance the contextual understanding and evalu-
ation of digital content, thus empowering users in recognizing and avoiding misinformation. By incorporating
empirical research on how such tools influence user trust and information processing, we refine our approaches
to align with real-world user interactions and cognitive behaviors. Additionally, our studies on individual dif-
ferences in perception of information accuracy and trustworthiness will guide the development of more person-
alized and effective user engagement strategies. Through large-scale surveys and targeted experiments, iGyro
aims to map out varied consumer responses to information, tailoring technology to build resilience and trust
across diverse demographics. This comprehensive approach pushes forward our technical capabilities and en-
riches our understanding of misinformation’s social and psychological dynamics, propelling us toward a more
informed and resilient digital society.

6 Sphere 3: Regulation and Policy

In the iGyro project, Sphere 3 focuses on synthesizing the informational and behavioral insights developed
through research spheres 1 and 2 into three well-defined objectives: conducting a desk study to map global regu-
latory approaches, creating a framework for digital information resilience, and executing a responsive regulation
study of Singapore and four other Asian cities.

However, a few factors need to be considered when developing GenAI policies. First, regulating digital infor-
mation needs to keep evolving with the technologies it seeks to govern. Second, clarifying the available objec-
tives, tools, and levers is necessary. “Regulation” includes rules, standards, and less formal forms of supervised
self-regulation [6]. Policy interventions are still broader, including educational and social policies intended to
build consumer resilience. Third, it is necessary to consider the stakeholder’s scope of focus. On the one hand, it
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is interesting to compare whether and where government regulations apply to pieces of content, their creators,
their sharers, or the platforms where these exchanges occur. On the other hand, the role of platforms is increas-
ingly important in policies around GenAI, as we discuss in recent work [35]. Fourth and finally, the focus should
be on balance so that regulators can address the perceived harms of GenAI while not unduly limiting innovation
or driving it elsewhere. For the most part, however, the harm is in the information’s impact on other users and
society. In addition to punishing those who intend harm such as fraud, hate speech, or defamation, much atten-
tion has focused on the responsibility of platforms that host and facilitate access. Spreading malicious content
is already the subject of regulation in many jurisdictions. Although there is wariness about unnecessary limits
on freedom of speech, even in broadly libertarian jurisdictions like the United States, one cannot yell “Fire!” in a
crowded theatre. Key questions to resolve include whether the tools to generate content should be regulated. Our
societies do not usually restrict private activity—a hateful lie written in a diary is not a crime, for example; nor do
we punish word processing software for the threats typed on it. A notable exception is that many jurisdictions
make it an offense to create or possess child pornography, including synthetic images in which no actual child
was harmed, even if the photos are not shared.

The first objective of Sphere 3 is to conduct a comprehensive survey of the existing regulatory frameworks
from a global perspective. Previous findings have underscored the need for balance in regulation, avoiding undue
constraints on innovation while mitigating harms associated with GenAI. We will systematically examine the
landscape of digital regulation, contrasting varied approaches from the libertarian policies in the United States
to the more assertive measures adopted in countries like China. For instance, in the United States, this would
require a review of Section 230 of the 1996 Communications Decency Act, which absolves Internet platforms of
responsibility for the content posted on them. Australia released a draft bill in 2023 on combatting misinforma-
tion and disinformation [52] that has been hotly debated [61]—including its fair share of fake news. Around the
same time, the EU’s Digital Services Act [15] came into force, while Britain passed a new Online Safety Act [40].
All struggle with the problem of how to deal with “legal but harmful” content online. Australia’s bill would
have granted its media regulator more power to question platforms on their efforts to combat misinformation.
The backlash against GenAI’s perceived threats to free speech led the government to postpone its introduc-
tion to Parliament until later 2024, with promises to “improve the bill” [68] The EU legislation avoids defining
disinformation but limits measures on socially harmful (as opposed to “illegal”) [78] content to “very large on-
line platforms” and “very large online search engines”—in essence, big tech companies like Google and Meta.
Ofcom [53], the body tasked with enforcing the new UK law, states that it is “not responsible for removing on-
line content” but will help ensure that firms have effective systems to prevent harm. Such gentle measures may be
contrasted with China’s more robust approach, where over-inclusion often characterizes the “great firewall” [26].
Some years ago, Winnie the Pooh was briefly blocked [70] because of memes comparing him to President Xi
Jinping; earlier efforts to limit discussion of the “Jasmine Revolution” unfolding across the Arab world in 2011
led to a real-world impact on online sales of jasmine tea [19].

However, regulations by platforms to curtail MDM apply mainly to users, where correcting or shadowban-
ning them may be one way they address the problem, as we explored in prior work [31]. Limiting the speed with
which false information can be transmitted is another option, analogous to the circuit breakers that protect stock
exchanges from high-frequency trading algorithms sending prices spiraling. In India in 2018, WhatsApp began
limiting the ability to forward messages [57] after lynch mobs killed several people following rumors circulated
on the platform. A study based on data collected from India, Brazil, and Indonesia showed that such methods
can delay the spread of information [17] but are ineffective in blocking the propagation of disinformation cam-
paigns in public groups. Another platform-based approach is to be more transparent about the provenance of
information. Several now promise to label synthetic content, although the ease of creation makes this a chal-
lenging game of catch-up. Tellingly, the U.S. tech companies that agreed to voluntary watermarking [66] last
year limited those commitments to images and video, echoed in the Biden Administration’s October 2023 exec-
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utive order [27]. Synthetic text is nearly impossible to label consistently, and as it becomes easier for GenAI to
generate, multimedia, images, and video will likely go the same way.

The second objective of Sphere 3 is to develop a framework for digital information resilience. It motivates users
to take responsibility for what they consume and share. Concerns about the public’s information diet are as old
as democracy itself. Some months before the U.S. Constitution was drafted in 1787, Thomas Jefferson pondered
whether it would be better to have a government without newspapers or newspapers without a government [69].
“I should not hesitate a moment to prefer the latter,” he concluded, making clear that he meant that all citizens
should receive those papers and be capable of reading them. Those who grew up watching curated nightly news
or scanning a physical newspaper may be mystified by a generation that learns about current events from social
media feeds and the following video on TikTok.

The final objective of Sphere 3 is to take a pan-Asian perspective in exploring digital resilience approaches
to GenAI and MDM, focusing on Singapore and four other Asian cities. This responsive regulation study will
examine the effectiveness of local and regional regulations, drawing from a variety of cultural and legal contexts
to enhance our understanding of digital governance. Using the POFMA (Protection from Online Falsehoods
and Manipulation Act) in Singapore, for example, offers valuable lessons on the balance between regulatory
enforcement and maintaining public trust in digital spaces. Although Singapore was criticized [76] when it
adopted POFMA in 2019 [32], governments around the world are considering similar legislation to deal with the
problem of fake news [9, 24]. Therefore, drawing on the enactment and application of POFMA and other Asian
cities identified through the first objective, this study will yield insights into the relationship between regulation,
technological adoption, and societal norms, contributing to a more nuanced understanding of digital governance.
The value of the approach adopted in the iGyro project is that such regulatory debates are connected to the
technology that provides the medium for creation and dissemination and to the underlying consumer behavior
that drives and feeds it.

In summary, through the synthesis of evidence-based insights gained in Spheres 1 and 2—ranging from behav-
ioral analysis, such as understanding consumer decision-making processes and cognitive biases, to technologi-
cal assessments, such as evaluating the effectiveness of multi-hop reasoning algorithms—Sphere 3 will propose
tailored, actionable strategies that account for each region’s unique societal and technological landscapes. A
principles-based approach that emphasizes the human dynamic, such as focusing on trust-building and enhanc-
ing digital literacy, may also address a key challenge in regulation: delays in adoption relegate policymakers to
fighting battles in which the technology itself has become obsolete by the time of adoption. This comprehen-
sive approach will inform better regulatory frameworks and support the development of more resilient digital
environments that can adapt to the rapid evolution of misinformation threats and technological advancements.

7 Conclusion and Outlook

In a landscape where GenAI is reshaping the creation and the very fabric of digital information exchange, the
challenge for governments and regulatory bodies is to identify the aspects of GenAI that require oversight and
implement adaptive regulations that stay relevant amidst rapid technological advancements. Dynamic policies,
supported by a robust monitoring system for GenAI innovations and initiatives to enhance public understanding
of AI outputs, are crucial for engaging critically with AI-generated content. The iGyro initiative exemplifies a sys-
temic, interdisciplinary research approach that fosters an in-depth understanding of the interplay between tech-
nological advancements and societal impacts, thereby addressing digital misinformation challenges effectively.

The future of trustworthy GenAI demands a better understanding of its consumers; therefore, we are looking
to diversify the disciplines represented within the iGyro project, specifically exploring the psychological impli-
cations of synthetic media on individuals and societies. The iGyro project’s pan-South Asia goal also involves
developing international collaborations that include policy and technological discussions, and scholarship and
cultural exchange to understand and devise solutions tailored to different societal norms and values. Additionally,
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we will plan to establish partnerships with educational institutions to research and potentially integrate cur-
riculum on media literacy that reflects the latest findings from GenAI’s role in combating misinformation.

We portend that the journey to trustworthy GenAI will be challenging and tumultuous. The current focus
on copyright infringements around GenAI may overlook broader societal impacts, such as how GenAI alters
perception and interaction in our digital world. With the proliferation of synthetic media, methods like labeling
human-created content and watermarking images to help users identify their origins are becoming more feasible,
although user engagement in verifying such information remains low. For instance, “read before you share”
prompts, aimed at encouraging more thoughtful sharing of news, have improved conscious news sharing but
may not have reversed trends toward platform toxicity.

As we envision the evolving landscape of digital information, the role of GenAI can extend beyond current
applications. For instance, GenAI systems can actively participate in the remediation and correction of MDM
in real time, through informational, infrastructural, or algorithmic interventions. Exploring the development of
autonomous AI agents capable of detecting and interacting within digital ecosystems to restore informational
integrity is also a priority. The impact of GenAI on societal structures warrants deeper investigation, particu-
larly how synthetic media influences group dynamics and political discourse, and shapes collective behaviors
and societal norms. Additionally, as GenAI technologies permeate global markets, there is a compelling need
to establish cohesive standards and regulatory frameworks that address ethical, privacy, and transparency is-
sues. These efforts should aim to harmonize approaches to GenAI governance, ensuring equitable and ethical
utilization across different cultural and political landscapes.

These initiatives represent just a fraction of the potential pathways for leveraging GenAI to strengthen digital
ecosystems against MDM. By pushing the boundaries of current research and exploring these new domains, we
can harness GenAI’s capabilities more effectively, ensuring that advancements in AI contribute positively to
societal resilience and the integrity of our information environments.
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