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Abstract

Scalability remains a major challenge for Byzantine fault tol-
erance (BFT) systems, whose throughput is often limited by
sequential transaction processing at each node. Prior work
has attempted to address this challenge by full sharding or by
replacing total ordering with serializable concurrent execu-
tion, but these approaches introduce coordination overhead,
complex protocols, or weakened security and isolation guar-
antees. In this work, we propose BigBFT, a BFT transactional
store that scales by sharding the state but not the execution.
BigBFT keeps a single consensus protocol to order transac-
tions globally, while multiple node shards replicate state par-
titions and process state access in parallel. In this design, the
consensus protocol circumvents complicated concurrency
control in prior works. Unlike Basil and sharded blockchains,
BigBFT scales without weakening fault tolerance or absence
of Byzantine behavior. A preliminary prototype outperforms
a fully replicated BFT store, and we expect the advantage to
grow as the design is fully realized.
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1 Introduction

Byzantine fault tolerance (BFT) systems [2, 3, 12, 13, 28,
30, 34] provide consistent shared state across mutually un-
trusted parties. The ability to tolerate Byzantine faults makes
BFT systems a fundamental building block for applications
with strong fault tolerance requirements, such as distributed
ledgers, supply chain management, and collaborative ma-
chine learning. The seminal approach in BFT systems is the
replicated state machine (RSM) [26], which maintains a total
order of all operations through a consensus protocol [3] and
applies them deterministically to the shared state. However,
the RSM approach faces a scalability bottleneck, as the sys-
tem performance is bounded by the processing capacity of
a single node. To further scale performance, a BFT system
needs to distribute load across participating nodes; at the
same time, it must sustain high performance in the presence
of Byzantine faults [5] and various workload conditions.

Recent work has attempted to address this scalability chal-
lenge by sharding the state and operations [1, 9, 14, 16].
Sharding, however, introduces cross-shard communication
and coordination overhead and weakens security or isola-
tion guarantees. To further improve scalability, transactional
BFT stores propose to concurrently process non-conflicting
operations and serialize them via concurrency control in-
stead of totally ordered replication. Basil [30] applies a client-
coordinated optimistic concurrency control protocol and
achieved significantly higher throughput ceiling and lower
latency than sequential processing. However, Basil suffers
from high replication factors (5𝑓 + 1) and cryptographic
overhead, and its performance relies on unrealistic assump-
tions such as the absence of Byzantine behavior. A single
Byzantine client can reliably degrade system performance by
more than 20%, which largely defeats the purpose of BFT [5].
Basil’s fragile performance, together with the complexity of
its protocol, leads us to revisit the traditional RSM approach:
Can a system still benefit from a consistent total order while
executing transactions in parallel?

In this work, we propose a novel approach to scaling BFT
systems by sharding the state but not the execution. We ob-
serve that recent protocols [2, 7, 12, 28] can linearly scale
the throughput of BFT atomic broadcast with the number
of nodes while maintaining low latency. This shows that
totally ordering transactions is no longer the performance
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Figure 1: Comparison of different approaches to scaling

BFT systems. The shaded areas are replicated.

bottleneck. Moreover, previous work has shown that state ac-
cess accounts for more than 80% of total execution time [19].
Together, we hypothesize that substantial performance gains
are feasible when state access is sharded and parallelized,
while consensus and execution are not. Based on these in-
sights, we propose sharding the state data and balancing
state access load across node shards, while relying on a BFT
consensus protocol to totally order transactions globally. Our
design enables better scalability by decoupling state man-
agement from transaction execution, while introducing zero
additional coordination overhead. By retaining totally or-
dered execution, the approach avoids the fault tolerance and
workload dependency compromises in previous solutions.

We illustrate the different scaling approaches in figure 1.
Basil eliminates global consensus and relies on clients to
coordinate distributed transactions, so its node shards must
tolerate arbitrarily many Byzantine clients, which leads to
performance and security compromises. Instead, we show
that BFT systems can be scaled by removing distributed trans-
action coordination while preserving the consensus protocol
and replicated state partitions. Our approach provides bet-
ter fault tolerance, as the global BFT consensus isolates the
performance impact of Byzantine clients and servers. Our
main novelty is that the replicated state shards are concur-
rently accessed by all the servers without costly distributed
transaction coordination. The state shards are only accessed
internally by the servers. Because a majority of servers are
correct and replicate the same state access sequence, they can

be treated as a single logical client submitting transactions
per block execution. Consequently, the shards can remain a
simple data plane without handling concurrent transactions
or Byzantine clients.
Following this philosophy, we design BigBFT, a robust,

high-performance BFT transactional store that leverages to-
tal ordering and data sharding. BigBFT replicates each state
partition with dedicated node shards, each of which can
tolerate 𝑓 Byzantine faults among a total of 3𝑓 + 1 nodes.
This scheme is identical to that of Basil and prior sharded
blockchains, preserving the same statemaintenance complex-
ity. However, in BigBFT, nodes from all shards participate in
the same consensus protocol, which orders all transactions
before they are executed by all nodes. BigBFT can employ
any modern BFT consensus protocol to atomically broadcast
transaction blocks. The BigBFT nodes then execute blocks
similarly to Basil’s clients: they first fetch state data from the
corresponding shards, then execute transactions and buffer
updates locally, and finally submit state updates. The nodes
wait for 𝑓 + 1 matching state query responses to ensure the
integrity and freshness of the fetched data, while the shards
wait for 2𝑠 𝑓 + 1 matching updates before applying them to
the state, where 𝑠 is the number of shards. BigBFT’s design
lies between Basil and sharded blockchains in terms of modu-
larity. Compared with Basil’s monolithic approach, BigBFT is
moremodular because it onlymodifies the state management
layer of a blockchain to address the most critical scalabil-
ity bottleneck; compared with sharded blockchains, BigBFT
modifies the blockchain core directly, thereby avoiding the
performance and expressiveness pitfalls of full sharding.
We present the full design of BigBFT in this paper. We

plan to implement BigBFT and evaluate its performance
in comparison with Basil and sharded blockchains, and we
expect BigBFT to achieve comparable performance to Basil in
the ideal case and significantly outperform the other systems
in the presence of Byzantine faults or skewed state accesses.

2 Motivation

The goal of this work is to design a BFT transactional store
that can robustly scale throughput with the number of nodes
while maintaining low latency. In this section, we first define
the problem and then review prior scaling approaches and
their limitations.

2.1 Problem Definition

BFT transactional stores provide mutable shared key-value
state across mutually untrusted parties. They support trans-
actions that dynamically read and write multiple keys, where
the accessed keys are not known until execution. Performance-
wise, BigBFT favors transactions with predetermined access
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key sets. BFT stores ensure strict serializability, so transac-
tions appear to execute sequentially in a way that is con-
sistent with their real-time order from the clients’ perspec-
tive [15]. BigBFT provides a blockchain-style interface, where
clients submit transactions that call on-chain smart contracts
encapsulating multiple read and write operations, while it
also supports Basil-style client-executed transactions by in-
tegrating multi-version values into the state.
BigBFT can be scaled out by adding more node shards,

where each shard is a fault-tolerant group of nodes that
replicates a partition of the state data. Each shard can tolerate
𝑓 Byzantine faults among a total of 3𝑓 +1 nodes. BigBFT can
tolerate arbitrary Byzantine clients, while transactions are
only guaranteed to be committed on correct clients. BigBFT
can ensure strict serializability in asynchronous networks,
while its liveness depends on the synchrony assumptions of
the underlying consensus protocol. It can guarantee liveness
under asynchronous networks with asynchronous consensus
protocols such as Bullshark [28].

2.2 Previous Scalable BFT Store

In traditional distributed storage systems, state data is parti-
tioned, and transactions that access different partitions are
processed in parallel by different node shards [4, 6, 11, 27, 33].
However, in blockchain systems, every node must partici-
pate in state machine replication, maintain the full state, and
process all transactions in a consistent sequential order [26],
even when the transactions are independent and could be
processed concurrently. To similarly realize parallel transac-
tion execution, sharded blockchains run multiple consensus
instances in parallel, where each instance is operated by
a different group of nodes, called a committee, and is re-
sponsible for a different state partition. Transactions that
access different partitions are processed in parallel by differ-
ent committees, while cross-shard transactions are handled
by dedicated distributed transaction protocols. While shard-
ing can parallelize transaction processing across committees,
each committee still processes transactions sequentially, and
the number of concurrent transactions that can be processed
is limited by the number of shards even when all transac-
tions are independent. Moreover, as the number of shards
increases, cross-shard transactions become more common
and dominate performance, and the distributed transaction
protocols introduce significant overhead and complexity.
Basil [30] proposed strengthening traditional distributed

storage systems with Byzantine fault tolerance and theo-
retically allowing for unlimited parallelism in transaction
processing as the traditional systems. However, it relies on
complicated client-coordinated optimistic concurrency con-
trol protocols to resolve transaction dependencies and ensure

serializable execution, incurring various performance penal-
ties. Basil requires a 5𝑓 + 1 replication factor to prevent
Byzantine nodes from arbitrarily aborting transactions. To
scale out Basil with 𝑓 = 1, it needs at least 6 nodes compared
to 4 nodes in BigBFT, increasing the cost by 50%. Basil’s
throughput is also highly limited by its expensive crypto-
graphic overhead. Basil must sign a reply message for each
transaction with public key cryptography, which not only
means 10s of thousands of signatures per second to sign for
each node, but also assumes powerful clients that can verify
these signatures. Basil offers batched reply optimization, but
only up to 16 replies to avoid severe network amplification
to clients, while introducing additional accumulated authen-
tication overhead. On the other hand, BigBFT does not need
to sign client replies with public key cryptography, and all
publicly verifiable messages in BigBFT operate at block level
encapsulating arbitrary number of transactions and do not
incur wasted network bandwidth.

In addition to being suboptimal, Basil’s performance also
requires strong assumptions of the absence of Byzantine
nodes and clients, and low contention workloads. It is im-
practical for a BFT system to assume there is no Byzantine
behavior occurring [5]. Moreover, Basil finds it difficult to
support sophisticated database primitives such as range reads
with its client-driven transaction execution, and its follow-
up work [31] adapts server-side execution for this purpose,
a similar approach to BigBFT at a higher layer. In contrast,
BigBFT can always execute arbitrary business logic on the
server side, inherently as in blockchains, which makes it
easier to support database operations.

3 Design

BigBFT is a scalable key-value store that shards the key space
into multiple partitions, stores each partition on a separate
node shard, and tolerates Byzantine faults within each shard.
BigBFT can be dynamically reconfigured to add or remove
node shards. We omit the details of sharding scheme, recon-
figuration, and state migration for simplicity, since many
existing solutions are applicable given the consensus pro-
tocol employed by BigBFT. BigBFT provides an interface
similar to blockchains. Clients submit transactions that call
on-chain smart contracts, similar to stored procedures, ex-
ecuting which may read and write multiple keys. BigBFT
guarantees ACID properties. All transactions submitted by
correct clients will eventually be committed with atomic and
serializable execution, and all reads return the values of the
most recent writes to the corresponding keys.

3.1 Design Overview

BigBFT consists of three primary components: consensus,
stateless transaction execution, and sharded state storage.
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Every node in BigBFT is multiplexed across all three com-
ponents. The consensus component employs a BFT consen-
sus protocol to accept transactions from clients and to or-
der them globally. The consensus protocol in BigBFT is not
sharded: nodes across all shards participate in the same pro-
tocol. When shards join or leave BigBFT, the consensus
protocol is reconfigured to include additional or fewer nodes.
When there are 𝑠 shards, each with a disjoint set of 3𝑓 + 1
nodes where at most 𝑓 are Byzantine, the consensus protocol
is configured to tolerate 𝑠 𝑓 Byzantine faults among a total of
𝑠 (3𝑓 +1) nodes, which is feasible because common consensus
protocols can tolerate 𝑠 𝑓 Byzantine faults with at least 3𝑠 𝑓 +1
nodes. BigBFT can integrate any BFT consensus protocol as
the consensus component; those with scalable performance,
such as DAG-based protocols [28] and Autobahn [12], are
preferred to avoid introducing scalability bottlenecks. When
using these protocols, clients can submit transactions to any
node of any shard and commit transactions after receiving
𝑠 𝑓 + 1 matching confirmations from the nodes, ensuring at
least one confirmation from a correct node.
The consensus component sequentially delivers blocks

of transactions in a consistent order to the execution com-
ponent, which executes the transactions and confirms to
the clients after the writes are durably stored in the state
storage component. BigBFT adopts fully replicated execu-
tion: every node executes every transaction regardless of its
shard, achieved through stateless execution. When executing
a block, a node fetches the read values from the state storage
component and buffers the writes locally. Although general
transactions are supported, BigBFT favors transactions with
read sets known in advance, which enables batched fetching
of all transactions in the block and improves efficiency. The
node then posts the writes back to the state storage compo-
nent and confirms to the clients after the post completes.

3.2 State Storage and Access

The state storage component exposes fetch and post inter-
faces to the execution component. Like the node shards in
Basil and sharded blockchains, in BigBFT the state storage
component is sharded, and each shard is responsible for a
disjoint partition of the key space. Reads and writes are con-
sistently directed to the corresponding shards via consistent
hashing [17]. Each fetch and post operation is divided into
multiple network requests based on the accessed keys, and
requests are sent to the corresponding shards in parallel.
This parallelism is key to enabling concurrent state access
in BigBFT.
The state storage component handles fetch and post re-

quests on a per-block basis. For fetch requests, it simply
returns the current values of the requested keys. For post
requests, it waits for 2𝑠 𝑓 + 1 matching requests from distinct

nodes to ensure a quorum of correct nodes have posted, then
applies the writes to the state, acknowledges all requests,
and begins responding to fetch requests for the following
blocks. Because the consensus component is at the front, the
state storage component in BigBFT is much simpler than
Basil’s shard replicas, since it effectively serves only one
client: the execution component of the majority of correct
nodes. Therefore, it is designed as a simple data plane that
does not need to handle concurrent or faulty clients.

In parallel, to fetch values from a state storage shard, the
execution component sends fetch requests to all nodes in
the shard and waits for 𝑓 + 1 matching responses to ensure
at least one is from a correct node, thereby ensuring the
integrity and freshness of the fetched values. To post values
to a state storage shard, the execution component sends
post requests to all nodes in the shard and waits for 2𝑓 + 1
matching acknowledgments, ensuring that at least 𝑓 + 1
correct nodes have applied the writes and are ready to serve
fetch requests for the following blocks, which is necessary
for the liveness of subsequent fetches.

3.3 Correctness and Liveness Proof

We now sketch the correctness and liveness of BigBFT and
defer the formal proof to the full version of the paper. The
atomicity and durability of transactions are guaranteed by
the state machine replication mechanism, so we focus pri-
marily on consistency, serializable isolation, and liveness.
The key insight is that the fetch and post operations served
by the state storage component are always equivalent to
having a full state copy on each node, as in normal BFT state
machine replication, so the execution results are also equiv-
alent to normal BFT systems, which are known to guarantee
the desired properties. Specifically, fetch and post opera-
tions always complete, and fetch operations always return
the values of keys as they appear in the most recent posts
containing those keys.

As described earlier, both the execution and state storage
components wait for 𝑓 + 1 and 2𝑓 + 1 quorums of match-
ing messages, respectively. For each fetch request, the 𝑓 + 1
responding nodes must overlap with the 2𝑓 + 1 nodes that
acknowledged the post request from which the fetched value
originates, guaranteeing at least one correct node in the in-
tersection and thus ensuring the correctness of the fetched
value. For liveness, post requests require only 2𝑓 + 1 ac-
knowledgments, so 𝑓 Byzantine nodes cannot prevent them
from completing. Moreover, at least 𝑓 + 1 of those 2𝑓 + 1
acknowledgments must come from correct nodes, which will
eventually respond to subsequent fetch requests for values
in the posted updates, ensuring liveness of fetch operations.

We omit the discussion on garbage collection in this short
paper. Correct nodes that are slower than 2𝑠 𝑓 + 1 others may
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attempt to fetch a block after the state storage has already
overwritten the fetch values with subsequent post updates.
In this case, the state storage component can respond with a
certificate indicating that these nodes can safely skip execut-
ing the block, since at least 𝑠 𝑓 + 1 correct nodes must have
executed the block and confirmed to the clients, ensuring
the transactions committed.

3.4 Optimizations

Caching. When state access happens locally, caching is
widely deployed in multiple tiers of the system. In BigBFT,
while the state storage component can cache hot values
locally, the execution component still pays the network over-
head to access them. Thus, the execution component is de-
signed to cache recently accessed key-value pairs locally.
For workloads with highly skewed state access patterns, this
cache can significantly reduce the number of keys to fetch
for each block, bypassing the network for those accesses and
achieving better performance.

Pipelining. In the design described above, only one of the
execution and state storage components is active at a time:
the execution component is idle while waiting for post ac-
knowledgments, and the state storage component is idle
while waiting for execution. To further improve performance,
we propose pipelining the execution and state storage com-
ponents, while the consensus component is already pipelined
to both. While executing the current block, the execution
component can concurrently post the writes of the previ-
ous block and fetch values for the next block. At the same
time, the state storage component serves fetch requests for
the next block after the previous block’s updates are posted
instead of the current block’s. With this change, the state
storage component responds to fetch requests with a fixed
one-block staleness, so the execution component must main-
tain intermediate states between consecutive blocks to en-
sure execution correctness.

Trusted state access. Although logically separated, the three
components are co-located on the same nodes, and compo-
nents deployed on the same node share the same trusted
domain. We can leverage this trusted state storage compo-
nent to remove quorum collection for a node’s own shard.
When the execution component needs to fetch values from
its own shard, it can directly access the local state storage
component without sending network requests or waiting
for multiple matching responses. Similarly, when the state
storage component receives post requests from the execu-
tion component on the same node, it can directly apply the
writes without waiting for multiple matching requests.
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different workload skews.

4 Preliminary Results

We implement a prototype of BigBFT in Rust, with partial
synchrony version Bullshark [29] as the consensus compo-
nent and RocksDB [25] as storage. Here we present pre-
liminary results of BigBFT comparing to a fully replicated
baseline BFT store. We plan to conduct more comprehensive
evaluations in the full version of the paper, including com-
parisons with Basil and sharded blockchains, and measuring
more performance metrics such as latency and scalability
with more shards and nodes.

In our preliminary evaluation, we deploy BigBFT and
the baseline on 100 nodes. The state is a 100 GB key-value
store with 100 million keys. In the baseline, each node stores
the full state, while in BigBFT the state is sharded into 100
partitions, each replicated by a node shard of 7 nodes that
tolerates up to 2 Byzantine nodes. BigBFT assumes disjoint
node shards, so deploying this configuration as intended
would require 700 machines. Constrained by our testbed,
we instead colocate the 100 shards on the same 100 nodes,
with each node belonging to seven shards. This is not the
intended deployment model, but it exercises the same state
access paths and quorum sizes, so we expect it to be broadly
performance-equivalent for the fault-free workloads mea-
sured here.
In the evaluation, we run a read-only YCSB workload to

stress BigBFT under a high network fetch load, which is the
worst case for BigBFT. We also test different workload skews
to understand the impact of caching, ranging from uniform
(𝛼 = 0) and highly skewed (𝛼 = 1.24). The results are shown
in figure 2. Unsurprisingly, BigBFT constantly outperforms
the baseline in all scenarios with and without caching and
under both uniform and skewed workloads, because BigBFT
parallelizes state access and significantly reduces the num-
ber of overall disk access. In the baseline, every state access
translates to 100 disk accesses across the 100 nodes, while
in BigBFT only 7 nodes need to access the disk for it. Fur-
thermore, due to caching, the performance of both systems
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improves as the workload becomes more skewed. BigBFT
can achieve the throughput of 350k transactions per second
under a skewed workload, 1.14× that of the baseline.
Unfortunately, the current implementation of BigBFT is

not optimized and the performance scalability has not been
fully realized, so the performance improvement over fully
replicated baseline and previous works is not as significant as
we expect. In the future, we will apply the optimizations de-
scribed in §3 and expect to see the performance of BigBFT to
scale with the number of nodes and significantly outperform
the other systems.

5 Related Works

Sharded blockchains. SharPer [1], ByShard [14], GriDB [16]
and BlockchainDB [9] are sharded blockchains with a similar
security model to BigBFT. They propose to deploy multiple
consensus instances on different sets of nodes, each toler-
ating up to 𝑓 Byzantine faults. Other sharded blockchains,
such as Omniledger [18], RapidChain [36], andDang et al. [8],
adopt a different security model where the systems tolerate
a certain fraction of Byzantine nodes across the entire sys-
tem, and the node shards are formed via random sampling
at runtime. As discussed in §2, both categories of sharded
blockchains suffer from performance degradation due to
cross-shard transactions. Basil [30] discussed more short-
comings of sharded blockchains in detail.

BFT scalability. Many prior work have focused on scaling
BFT consensus protocols, including SBFT [13], HotStuff [34],
Tusk [7], Bullshark [28], Autobahn [12], and Mysticeti [2].
Some of them also adopt sharding techniques, such as Elas-
tico [22] and OHIE [35]. While these works significantly
improve the scalability of BFT consensus, the transaction
execution is still sequential and fully replicated, becoming
the bottleneck of the system.

Ordering, commutativity, and determinism. EPaxos [23]
and CURP [24] deliberately leave commutative operations
unordered, and in fail-stop replication this pays off, since
consensus dominates the cost and bypassing it saves round
trips. Basil takes the same step into the Byzantine setting: it
is the upward branch of figure 1, trading the global order for
client-coordinated concurrency control at the price of the
replication factor and cryptographic overhead discussed in
§2. BigBFT deliberately takes the downward branch instead,
because both sides of the tradeoff invert under Byzantine
faults. Ordering has become cheap: DAG-based BFT proto-
cols [2, 7, 12, 28] sustain a total order whose throughput
grows with the number of nodes. Forgoing it has become
expensive, since concurrency control must then stay correct
against arbitrarily misbehaving clients rather than merely

crashed ones. We therefore treat a total order not as an ob-
stacle to parallelism but as an enabler of it, in the spirit of
deterministic databases [21, 32], which fix a transaction order
up front so that partitions can execute against it indepen-
dently and still converge. BigBFT uses BFT consensus as
precisely such a deterministic concurrency control policy,
which is what lets the bottom row of figure 1 have every
server access every state shard concurrently with no coor-
dination: all correct nodes derive the identical state access
sequence from the ordered blocks, so no shard can diverge.

Blockchain execution engines. LVMT [19], COLE [37], Block-
STM [10] and ParallelEVM [20] improve the performance of
blockchain execution engines by optimize IO efficiency and
parallelizing execution. They improve the performance of
individual nodes and can be used together with BigBFT as
scalably performant BFT systems.

6 Conclusion

In this paper, we present BigBFT, a scalable BFT system
that practices a novel architecture design to achieve high
performance. BigBFT demonstrates that consensus protocols
can be regarded as efficient concurrency control mechanisms,
and sharded state access is the key to improve the scalability
of BFT systems. We will further optimize the implementation
of BigBFT and conduct more comprehensive evaluations in
the future.
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