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Abstract
Layer-4 load balancers are a popular solution to high tail laten-
cies but perform poorly under unpredictable skewed workloads
because they statically assign connections to servers. We present
Capybara, a new load balancer architecture that enables dynamic
rebalancing of established connections. Capybara divides load bal-
ancing responsibility into a fast L4 load balancer, a host-switch
co-designed connection migration protocol, and a transport inter-
face for application-level connection state migration. Capybara
leverages two trends – programmable switches and kernel-bypass
– to efficiently implement connection migration without disrup-
tion, while maintaining transparency to clients. Under realistic
workloads, Capybara achieves up to 149× lower tail latency and
more than 2× higher throughput for scale-out services compared
to state-of-the-art load balancing approaches.
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1 Introduction
Over the last decade, response times in cloud applications have
dramatically improved. Modern datacenter networks can deliver a
packet with single-digit microsecond latencies, and recent kernel-
bypassing network stacks [7, 27, 31, 41, 53] provide sub-microsecond
TCP processing. Yet predictable, 𝜇s-scale tail latency [12, 34, 48, 55]
remains elusive due to unpredictable workload skews, traffic bursts,
and dynamic resource contention.

The standard approach to building scalable services, as shown
in Figure 1, is to use a layer 4 load balancer to distribute incoming
connections among a pool of frontend servers. These application
servers rely on shared backend services that maintain all persis-
tent state, allowing any application server to handle requests from
any client. Layer-4 (L4) load balancers, provided by major cloud
providers [2, 3, 19], distribute incoming network traffic – usually
TCP – across frontend servers. This architecture ensures prompt
responses while no single server is a failure point or bottleneck.

Current L4 load balancers can pose a barrier to predictable per-
formance because they cannot rebalance skewed workloads. Once
the load balancer assigns a client connection to a server, it must
enforce per-connection consistency (PCC), which requires all packets
in the connection to arrive at the assigned server. PCC is neces-
sary for TCP because it is a stateful protocol that requires servers
to update control state on every packet. Even when any frontend
server can handle any client’s request – as it must, since if the TCP
connection is lost, the load balancer will likely reassign the client’s
next connection to another server – the semantics of existing L4
load balancers [5, 13, 33, 37, 39] prevent finer-grained load balanc-
ing. As we show later, this can lead to server load imbalance and
poor tail latency in the presence of skewed workloads.

There are alternative approaches that provide more flexible load
balancing. L7 frontend proxies [21, 36] can distribute load at request
granularity. However, they are not general because they only work
with specific applications, and can become a scalability bottleneck.
Prism [22] migrates connections from the proxy to backends along
with each request, allowing backends to respond directly to clients.
This mitigates but does not eliminate the bottleneck, because the
proxy still parses every request and the migration is slow. Switch-
based research systems [25, 28] direct requests to servers using
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Figure 1: The typical datacenter architecture places the L4
load balancer as a middlebox between the application servers
and clients. Capybara replaces the load balancer with a pro-
grammable switch and the server-side TCP stack with a
kernel-bypassing stack that supports low latency TCP mi-
gration. As a result, Capybara can improve tail latency by
dynamic load balancing while still supporting all TCP client
endpoints.

switch hardware, but only support UDP; TCP remains the dominant
datacenter protocol.

This paper addresses this problem with Capybara, a new load
balancer architecture. Capybara divides the load balancing respon-
sibilities into three components. First, a high-performance load
balancer switch resembling a traditional L4 load balancer that dis-
tributes new connections across servers. Second, a host network
stack that is co-designed with the switch to support 𝜇s-scale connec-
tion migration. Live migration enables dynamic load distribution
even for established connections. Lastly, a transport interface that
allows developers to define how application-level connection state
is migrated together with the TCP state for correct application
semantics.

The Capybara approach is compatible with two datacenter trends
– programmable network devices and kernel-bypass NICs – which
allows it to be used in high-performance, 𝜇s-scale environments.
The switch requires minimal additional logic in the data plane,
allowing it to be implemented either in a software middlebox
or a hardware-accelerated platform (we demonstrate it with a
Tofino [23] switch implementation). This accommodates the trend
towards hardware offload for load balancing [42, 52]. The switch
provides migration-aware packet routing and monitors server load
distribution for load-aware connection migrations. Capybara’s host
network stack implements a two-phase migration protocol, co-
designed with the switch data plane, to migrate connections with-
out dropping packets or breaking connections. This keepsmigration
transparent to clients and avoids tail latency spikes from retrans-
mission timeouts. By implementing connection state migration on
a state-of-the-art kernel-bypassing network stack used in produc-
tion at a major cloud provider [53], Capybara achieves 𝜇s-scale
migration overhead.
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Figure 2: Peak throughput of an HTTP server pool with an
existing L4 load balancer, Load-awareWeighted RoundRobin
(LWRR), under a p99 latency SLO of 100 𝜇s. Skewed work-
loads (Zipfian [43]) across 720 long-lived connections limit
server scalability, as existing L4 LBs cannot dynamically al-
leviate bottleneck servers. Setup details are in §8.

To evaluate Capybara’s performance and generality, we imple-
ment three use cases: 1) an HTTP server, representing a stateless,
scale-out application, 2) a read-only Redis [1] workload, represent-
ing a stateful, scale-out application with interchangeable replicas,
and 3) TLS, representing a general-purpose, higher-level network
protocol. Under realistic workloads for these applications, Capybara
achieves up to 149× lower p99 latency and more than 2× higher
throughput compared to state-of-the-art L4 load balancers. This is
enabled by Capybara’s efficient migration, which incurs less than
3 𝜇s of host CPU overhead and completes in under 15 𝜇s including
network round-trips.
Ethics statement. This work does not raise any ethical issues.

2 System Model and Design Goals
Capybara is a new load balancer architecture for stateful network
protocols. In this section, we define its design objectives, the system
model, and the guarantees provided by Capybara.

2.1 Motivation & Design Goals
To motivate the need for a new architecture, Figure 2 shows the
scalability of an HTTP server pool with existing L4 load balancers.
The connections are long-lived, so the LB can only distribute them
to servers at connection establishment time. With a uniform traffic
distribution, the throughput of HTTP servers increases linearly;
however, the skewed workloads do not scale well because some
servers become bottlenecks.

This limitation is fundamental to the L4 load balancer design,
where load balancing is done statically at connection setup. An
L7 load balancer allows dynamic load balancing at the request
level. However, the load balancer needs to process and understand
application-level semantics. The requirement raises two limitations:
(1) Each application requires a dedicated load balancer implemen-
tation, and (2) the implementation is not amenable to in-network
processing, missing the opportunity of efficient, scalable hardware
offloading.

To address these limitations of L4 and L7 load balancers, Capy-
bara has the following design requirements:
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Dynamic Load Balancing. Capybara should balance highly dy-
namic and skewed workloads even when connections are long-
lived.
Compatibility. Capybara should be compatible with existing data-
center applications. A single Capybara deployment can serve mul-
tiple applications simultaneously.
Amenable to In-Network Processing. The Capybara design
should be efficiently implemented on commodity programmable
network hardware, including P4-based reconfigurable switches.
Generality.Capybara shouldworkwith existing network protocols
over the wide-area internet. It should support TCP and other higher-
level protocols like TLS and HTTP.
Fault Tolerance. Capybara should not introduce any additional
failure points to L4/L7 load balancing. It should be able to recover
from both failures of the switch and various network failures (e.g.,
dropped packets).

2.2 System Model and Guarantees
Capybara is designed to run in a datacenter setting with a pool
of servers which communicate with clients either running in the
datacenter or over the wide-area. Clients and servers communicate
using a stateful protocol (i.e., TCP) with potentially more stateful
protocols layered on top (e.g., TLS and HTTP). Each load balancer
assigns client connections across the pool of interchangeable server
end hosts.

Capybara provides a connection-oriented transport layer pro-
tocol which is fully compatible with TCP. Clients establish con-
nections with the servers without a connection-terminating proxy.
Like existing L4 load balancers, Capybara provides PCC; however,
the PCC endpoint can change over the course of the connection.
For simplicity, we assume only one endpoint of the TCP connection
pair changes, which we generally refer to as the server. The server
endpoint is decoupled from the physical server, i.e., throughout the
lifetime of a Capybara connection, the physical server responsi-
ble for the server endpoint may change. This new form of PCC is
necessary to satisfy the dynamic load balancing requirement.

Because a connection can move between hosts, Capybara pro-
vides an additional endpoint disjointness guarantee: For a server
endpoint, each physical server is assigned a non-overlapping stream
segment. Connection packets within that segment are delivered to
the assigned physical server. The segments combined provide PCC
for the entire connection.

Requirements and application scope. Capybara assumes all
servers in the pool are interchangeable, i.e., any server can pro-
cess any client request. This targets a broad class of applications
with interchangeable frontends, including HTTP servers, proxies,
caches, and stateless frontends. Interchangeability does not require
read-only workloads or stateless applications. Mutating requests
are supported when persistent state is externalized or replicated. A
server may still hold application-level connection-local state, such
as a TLS session. Because such state must move with the connection,
Capybara requires some modifications to the application, unlike
a traditional L4 load balancer. Therefore, Capybara is an opt-in
extension to an L4 load balancer, with a clear division of respon-
sibility. The load balancer data plane stays application-agnostic
and only handles traffic distribution, while applications that opt
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Figure 3: Capybara consists of three main components: (1) a
programmable switch that provides migration-aware packet
redirection and pool monitoring, (2) a host network stack
that supports connection migration between servers (from
origin to target), and (3) a connection manager for migrating
application-level connection state.

in provide state-transfer callbacks for their connection-local state.
Applications that do not opt in can use an ordinary L4 load balancer
on the same infrastructure.

3 Design Overview
In this work, we propose a new load balancer architecture. To
achieve our design goals in §2.1, the architecture divides the re-
sponsibility of load balancing into three components:

In-network load balancer. Similar to traditional designs, the
load balancer in our architecture distributes new connections to
servers in the pool. It maintains a forwarding table for established
connections, ensuring PCC. The LB processes headers up to layer
4, is agnostic to application semantics, and can be implemented on
a programmable switch.

Load balancer-host co-designed connection migration. Our
architecture enables dynamic load balancing by live migrating con-
nections across servers. We design a migration module in the server
TCP stack, and use the on-path load balancer as a passive coor-
dinator for the migration. The load balancer enforces endpoint
disjointness by managing an atomic migration switch-over point.
The hosts and the load balancer also coordinate to implement a
migration policy for balancing load.

Application-level state migration. Application state tied to a
connection, such as HTTP and TLS sessions, needs to move along-
side the connection for proper application semantics. We push this
responsibility to the application developer, by exposing a migra-
tion API in our TCP stack. When migrating a connection, the stack
makes an upcall to transfer and restore the user-defined connection
state to the target.

3.1 System Overview and Components
Capybara is a concrete instance of our new load balancer archi-
tecture. Figure 3 shows the high-level system components. It co-
designs a programmable network data plane with a host networking
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stack. Similar to prior hardware-offloaded LBs [16, 33], Capybara
deploys a programmable switch reachable from all servers in the
service pool. The host networking stack is augmented with the TCP
migration modules. Each server in the pool runs an instance of the
application. Capybara identifies a server by its (IP, port) endpoint
address. Clients establish TCP connections either directly using
physical server addresses, or to a common service address which
Capybara translates to physical server addresses. Capybara can
migrate established TCP connections across servers for dynamic
load balancing. However, connection migration is completely trans-
parent to the clients. Capybara exposes a state migration API to
the applications, which serializes and deserializes application-level
connection state as part of the migration.

3.2 Switch Design
Capybara-Switch provides two key functionalities by leveraging
its on-path position between clients and servers. First, it supports
migration-aware packet redirection by maintaining amigration table
that tracks migrated connections in the service pool. For each mi-
grated connection, a table entry maps the client address to the cur-
rent target server address. For incoming request packets matching
an entry, the switch rewrites the destination to the target and for-
wards the packet. Second, a pool monitor enablesworkload-awaremi-
gration decisions by tracking workload distribution across servers.
It periodically counts request packets destined to each server and
coordinates with servers to trigger migrations that balance load
across the pool. We discuss details of these migration policies in §5.
All packet processing and monitoring are done in the switch data
plane, achieving line-rate performance.

3.3 Host Network Stack
The Capybara host architecture consists of a migration-enabled net-
work stack (TCP and TCPMig) and an application-level connection
manager. This section focuses on the network stack; we discuss the
application-level connection manager in §6.
TCPMig. The Capybara network stack adds a new TCPMig mod-
ule and integrates it with the TCP stack. The TCPMig stack in-
cludes a server monitor that tracks local workload state, such as
per-connection TCP queue lengths and traffic rates. It also imple-
ments a lightweight TCP migration protocol between two servers:
the origin, which migrates out a connection (C1 in Figure 3), and
the target, which migrates it in. The target’s TCPMig stack includes
a temporary buffer to store transient packets while the connection
state is in-flight (i.e., when neither server holds the state), prevent-
ing TCP RSTs which can break the connection. After migration
completes, the target’s TCP stack processes the buffered packets
and resumes normal operation of the connection. We discuss details
of the migration protocol in §4.
TCP. The TCP stack interacts with the TCPMig module via export
and import interfaces for state migration. When sending responses
on amigrated connection, the TCP stack rewrites the source address
to the original server address (or Capybara’s common service IP)
rather than its own, ensuring that migration remains transparent
to clients. This address rewriting could alternatively be performed
on the Capybara switch.

Origin Capybara-Switch Target

Origin: Initiate migration

Target: Allocate TCPMig buffer

Origin: Export connection state

Target: Import connection state

Phase 
1

Phase 
2

Switch: Update migration table 
& Start packet redirection

Switch: Select target serverPREPARE

PREPARE-ACK

CONN-STATE

CONN-STATE-ACK

Figure 4: Capybara two-phase migration protocol in action.

4 Migration Protocol
To achieve dynamic load balancing, Capybara needs to migrate a
connection at any point in its TCP stream. A key challenge in TCP
migration is preventing packets from being delivered to a server
that does not hold the connection state, as this triggers a TCP RST
(reset). Prism [22] addresses this by blocking the connection (i.e.,
dropping all incoming packets) during migration. Because Prism
only migrates at request boundaries, no request data is in flight
during migration, so blocking does not cause data loss. However,
Capybara needs tomigrate at any point in the streamwhere in-flight
packets may exist, so this blocking approach cannot be directly
applied.

To address this, Capybara uses a two-phase protocol. During
migration, the target temporarily buffers in-flight packets; once
the connection state is fully transferred, it processes the buffered
packets and resumes normal operation. This section describes the
two-phase protocol in detail and discusses how Capybara handles
various failure scenarios.

4.1 Two-Phase Migration Protocol
Figure 4 illustrates the protocol steps. Capybara migrates connec-
tions from an origin server to a target server, following a policy
discussed in §5. While a connection state is being transferred, nei-
ther server holds the state; in-flight packets must be buffered to
prevent TCP resets. To this end, Capybara employs a two-phase
protocol: the first phase prepares a buffer at the target and begins
redirecting packets, while the second phase transfers the connec-
tion state.

4.1.1 Phase 1: Prepare. The origin sends a PREPARE message to
the target; upon receiving it, the target’s TCPMig stack prepares
a buffer to hold incoming packets until the connection state ar-
rives. The target then responds with a PREPARE-ACK through the
switch. The switch first installs a migration table entry mapping the
client’s address to the target, then forwards the PREPARE-ACK to the
origin. From this point, subsequent requests from the connection
are redirected to the target and buffered until the connection state
arrives.
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4.1.2 Phase 2: State Transfer. Upon receiving PREPARE-ACK, no
new packets will arrive at the origin since the switch is already redi-
recting them to the target. The origin then exports the connection
state to the target as a CONN-STATE message, including all pending
packets in the TCP RX/TX queues and any session state from upper-
layer protocols (§6). Upon receiving CONN-STATE, the target imports
the connection state and processes any buffered packets. Then, the
target completes the migration by sending a CONN-STATE-ACK to
the origin, and resumes processing the connection. When sending
response packets, the target uses the connection’s original server
address as the source, making the migration transparent to the
client.

Our buffering solution effectively addresses the previous chal-
lenge. Clients can freely send packets during migration without
risking breaking connections. These packets will either be processed
by origin or be buffered by target and later be processed by target
after it has imported the connection state, depending on whether
they are sent before or after the switch receives PREPARE-ACK. Each
migrating connection has its own buffer, which grows dynamically
for packets arriving after redirection and before migration com-
pletes, and is bounded by the TCP window. In the end, Capybara is
capable of initiating migration at any packet of a TCP connection
and can efficiently migrate connections regardless of the sending
pattern of clients.

4.2 Failure Handling
Capybara is robust to various failure cases during the migration
protocol. We now elaborate on how Capybara handles each failure
scenario.
TCP packet drop. Capybara migration is transparent to clients.
TCP packet drops are handled in the same way as regular TCP—
through client timeout and retransmission. The migration protocol
properly handles redirection of retransmitted messages.
Migration protocol (TCPMig) packet drop. Capybara uses ac-
knowledgement timeout and retransmission for reliable packet
delivery during the migration protocol. Similar to TCP, we divide
state transfer into segments, and use sequence numbers for retrans-
mission and duplicate detection. Network congestion or packet loss
may delay a migration but does not affect its correctness, since the
connection state is delivered reliably and in-flight packets remain
buffered at the target until the state arrives.
Switch failure. Capybara provides the same fault tolerance guaran-
tees as existing L4 load balancers. When establishing a connection,
Capybara writes the flow-to-server mapping to a fault-tolerant data
store. Prior L4 load balancers also maintain this mapping reliably
for PCC. Capybara additionally updates the mapping in the data
store when migrating a TCP connection. The Capybara switch only
stores soft state. When the switch fails, we fail over to a backup
Capybara switch, and install the mapping table from the data store
to the switch. The design ensures transparent failure recovery, even
for migrated connections.
Host failure. Host failures before or after a migration are handled
in the same way as existing TCP protocols, i.e., connection termi-
nation. For host failures that happen during a migration, the client
receives no further acknowledgement; it will eventually timeout

and terminate the connection. The switch control plane periodi-
cally runs a liveness check and removes any stale entries from the
migration table.

5 Migration Policies
The previous section presented Capybara’s connection migration
protocol. This section introduces policies for utilizing migration to
effectively rebalance skewed workloads across servers. While we
present representative policies here and demonstrate their load bal-
ancing benefits in §8.1, Capybara can accommodate other policies
tailored to specific deployment requirements.

5.1 Proactive Migration
Proactive migration aims to keep workload consistently balanced
across servers. To this end, Capybara continuously monitors work-
load distribution across servers and triggers migrations as soon as
an imbalance is detected – even if no server is currently overloaded.
When tomigrate? During initialization, each server registers with
the Capybara-Switch. The PoolMonitor module in Capybara-Switch
tracks a per-server workload estimate measured in PPS, and pe-
riodically (e.g., every 1 ms) sends a LOAD-NOTIFICATION message
to each server, containing both the server’s own PPS and the total
PPS of the pool. Upon receiving this, each server computes the
average load, and if its local load exceeds the average by more than
a threshold, it migrates connections to shed the excess load.
Which connections to migrate? To reduce migration overhead,
Capybara aims to minimize the number of migrations. To this end,
the server monitor in Capybara-Stack tracks two connection-level
metrics: 1) packets per second (PPS) and 2) RX and TX queue lengths
(RQLEN and TQLEN). When the excess load is X PPS, the server selects
the minimum number of connections whose combined load closely
matches X PPS, prioritizing those with smaller TQLEN and RQLEN to
further reduce migration overhead.

5.2 Reactive Migration
In-network load monitoring can still miss factors that lead to server
hotspots, such as requests with dispersed service time, host resource
contention, and scheduling issues. To deal with such cases, we
implement a server-local policy that reacts quickly to sudden load
spikes.
When to migrate? The total RQLEN is an accurate indicator of
server workload [50], as growing queues signal insufficient capac-
ity and directly increase latency. When the total RQLEN exceeds
a threshold, the Capybara-Stack triggers migration to shed the
excess load.
Which connections to migrate? When a server needs to reduce
its receive queue by Y, it selects connections whose combined RQLEN
closely matches Y. Similar to the proactive policy, the selection
algorithm is optimized to minimize migration overhead.

5.3 Target Selection Policy
For each migration, Capybara needs to select a target server as the
destination. Leveraging the Capybara-Switch’s centralized view of
the pool, we implement two policies: round-robin, and load-aware,
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where the Pool Monitor selects the server with the lowest cur-
rent PPS. Alternatively, servers can share load information among
themselves and select targets directly.

6 Application Connection State
Capybara migrates TCP connections to rebalance workloads across
servers. We extend the runtime interface (e.g., accept()) so appli-
cations can accept migrated connections in the same way as newly
established ones, and we extend socket I/O operations to return a
custom status code indicating that a connection has migrated out.
These extensions preserve application backward compatibility.

Capybara preserves TCP byte-stream semantics, so applications
handle message boundaries (e.g., HTTP or RPC requests) exactly as
they would without migration. If a request is still arriving when mi-
gration occurs, the bytes not yet delivered to the application either
move with the TCP state or continue to arrive on the target. The
application may also buffer a partially received request and have
it serialized with the TCP state so that the target can reconstruct
the request before decoding it. More generally, applications often
keep state that is tightly coupled with a connection, such as TLS
session data. Such state needs to be moved alongside the TCP state
to avoid disrupting upper-layer semantics. This section presents
Capybara’s API for migrating application-level connection state.
We also show two concrete applications as use cases.

6.1 Manager Registration API
We expose a connection manager interface that maintains per-
connection state and facilitates migration to the application. The
connection manager exposes export and import upcalls and is reg-
istered at application startup via a Capybara API. Specifically, it han-
dles migrate-in and migrate-out events by 1) exporting application-
level state for a migrating-out connection as a serialized byte array
and, 2) importing serialized state for a migrating-in connection. A
practical approach is to implement protocols as serializable state ma-
chines, a technique widely used in existing protocol libraries [46].

When a connection migrates out, the origin stack upcalls into
the manager’s exportmethod to obtain serialized application-level
state. This state is transferred to the target together with the TCP
state in phase 2. The target stack then upcalls into the manager’s
import method with this state so the target can prepare the mi-
grated connection before accepting it (via the extended runtime
interface).

Capybara also supports nested application-level protocol stacks,
such as HTTPS (i.e., TLS atop HTTP). In this case, the connection
manager orchestrates all protocol layers, concatenates their states,
and returns a single byte array. This design keeps Capybara agnostic
to how upper-layer protocols are composed.

6.2 Use Cases
We use two concrete cases, HTTP and TLS, to demonstrate how
applications use the connection manager API. These two protocols
are also used in our evaluations. First, we implement a minimal
HTTP server framework that supports migration. The framework
buffers incoming request data, which may span multiple packets,
until a complete request is received. If migration occurs in the
middle of a request, this buffer is exported as the connection state.

If migration occurs after the request has been fully received and
delivered to the application, no HTTP state needs to be migrated,
and the migrating-in server delivers nothing to the application.

Second, we modify the TLS-related code in the Redis [1] code-
base. With the backward-compatible runtime extensions, unmodi-
fied Redis can serve client requests over plain TCP. However, Re-
dis performs a TLS handshake when accepting a TLS connection,
which would disrupt clients after migration. We develop a light-
weight connection manager for Redis based on TLSe [46], a TLS
implementation that supports serialization of connection state (i.e.,
TLSContext objects). Upon migrate-in upcalls, the manager ini-
tializes the TLSContext from the imported state and suppresses
the TLS handshake when the connection is accepted. Because the
serialized TLSContext captures the record-layer state, including
read/write sequence numbers and any partially received record,
Capybara can migrate a TLS connection at any point in the data
stream, not only at record boundaries. We show our code to port
Redis in §A.
Mid-stream migration. Migrating in the middle of a stream re-
quires the application to produce a consistent snapshot of its connection-
local state at the migration point. Because Capybara migrates the
TCP byte stream and is agnostic to application semantics, a connec-
tion may be interrupted at any packet boundary, so this snapshot
must be available at any point in the stream, not only at request
boundaries. Beyond a partially received request, migration may oc-
cur while the application is in some intermediate state, such as in the
middle of updating its connection-local state. In our prototype, the
application buffers data that does not yet form a complete request
so that the buffer migrates with the connection state and processing
resumes consistently on the target; Capybara could alternatively
expose an interface for the application to signal a consistent point
and migrate only then. This is a clean division of responsibility:
Capybara provides the migration mechanism and the state-transfer
interface, while the application provides a serializable represen-
tation of its connection-local state. The HTTP and TLS use cases
demonstrate this approach.

7 Capybara Implementation
Targeting 𝜇s-scale, high-performance datacenter services, we im-
plement Capybara using a kernel-bypass network stack and pro-
grammable switch hardware to achieve low-overhead and scalable
load balancing. We evaluate the performance benefits of different
implementation choices in §8.3.

Our implementation has two main components: the host stack
(Capybara-Stack) and the switch (Capybara-Switch). The host
stack is written in Rust (7,500 lines of code) and integrated into
Demikernel [53], a production-grade kernel-bypass library OS. De-
spite using a userspace stack, Capybara’s transport layer is fully
compatible with standard TCP, ensuring interoperability with un-
modified clients. The switch is implemented in P4 [9] (1,800 LoC)
and Python (500 LoC) for a Tofino-based [23] programmable switch.

Our host stack uses Demikernel as a representative kernel-bypass
TCP stack for development ease and memory safety, but Capybara
is not specific to Demikernel or single-threaded architecture. High-
performance multi-threaded servers typically separate state across
threads, avoiding shared state and eliminating inter-core locking
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Figure 5: Capybara switch data-plane design for migration-
aware packet redirection and monitoring of workload distri-
bution.

overhead [6, 14, 24, 40]. Capybara’s connection migration operates
within the existing per-thread concurrency model and does not
introduce additional locking requirements. For applications that
register connection managers (§6), upcalls to the application-level
managers occur while the application is blocked in the library OS.
Due to Demikernel’s single-threaded architecture, these upcalls
are never concurrent with application logic. For multi-threaded
applications requiring concurrent access to connection state, exist-
ing application-level locks already control such access; these locks
suffice to protect state during migration.

7.1 Switch Data Plane
Figure 5 shows the Capybara-Switch data-plane design. The switch
has two main components: migration table for packet redirection
and pool monitor. We implement both entirely in the data plane on
a Tofino-based programmable switch, achieving line-rate packet
processing.
Migration Table. The migration table maps each migrated con-
nection’s client address (key) to its current target address (value),
stored in SRAM registers. Each entry’s register index is computed
by hashing the key; collisions are handled using backup registers.
Following the two-phase protocol (§4.1), the switch creates an entry
upon receiving a PREPARE-ACK. For every incoming TCP packet
whose source address matches a key in the table, the switch rewrites
the destination address to the corresponding target and forwards
the packet. If a connection migrates multiple times, the entry is
updated with the latest target; when the connection returns to its
original server or terminates, the entry is deleted.
PoolMonitor.The PoolMonitormaintains a per-server PPS counter
in SRAM registers for workload monitoring. For each TCP packet
destined to a server (after any rewrite by the migration table),
the switch increments the corresponding counter. Then, using the
switch’s on-chip packet generator [47], the pool monitor periodi-
cally (e.g., every 1 ms) sends LOAD-NOTIFICATIONmessages to each
server with individual and total PPS values, records the server with
the minimum PPS, and resets the counters for the next period. Upon
receiving a PREPARE message, the pool monitor selects the target
based on the configured policy (§5.3) and forwards the message
accordingly.
Other Switch Platforms. While our prototype uses a Tofino-
based programmable switch, Capybara’s design can be implemented
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(20-core CPU Xeon Gold 6230)

1 machine 
(32-core CPU Xeon Gold 6236)

APS BF6064X-T 
(Barefoot Tofino-based) Network:

Mellanox ConnectX-5 100 GbE

Client 

Figure 6: Evaluation cluster setup.

on any switch that supports header rewriting and basic counter
statistics—including software switches, other data-plane programmable
switches, or fixed-function hardware switches. On fixed-function
switches, the migration table would use match-action tables up-
dated via the control plane, increasing migration latency due to
control-plane update costs [10]. Similarly, counter statistics would
only be accessible via the control plane, slowing the system’s reac-
tion to load changes. Software switches would additionally suffer
reduced throughput, as software-based packet processing scales
poorly compared to hardware (see §8.2.2).
Cloud-scale deployment. Capybara does not require servers to be
directly attached to a single switch; packets of a managed connec-
tion only need to traverse a common Capybara load-balancing data
plane. Capybara can thus fit into hardware-accelerated, cloud-scale
L4 load balancing architectures [18, 38], as long as they either main-
tain per-flow affinity or replicate and recover migration state, as
cluster-scale load balancers already do for their flowmappings [39].

8 Evaluation
We evaluate Capybara to answer the following questions:
(1) Does Capybara’s dynamic load balancing (LB) improve perfor-

mance over existing approaches (§8.1)?
(2) Does Capybara’s migration scale with respect to the number

of connections and servers, connection state size, migration
frequency, and switch resource utilization (§8.2)?

(3) How do Capybara’s design choices (e.g. kernel-bypass, lossless,
target selection policy) impact its performance (§8.3)?

(4) Can Capybara improve performance for other use cases (§8.4)?
We also evaluate the effort tomodify a real-world application (Redis)
for an upper-layer protocol (TLS) migration in Appendix A.
Experimental setup. Figure 6 illustrates our evaluation cluster
setup. It consists of three client machines, three server machines,
and one programmable switch, all connected via 100 GbE links. We
deploy up to 12 server instances (4 per machine), each pinned to a
dedicated CPU core. Our prototype is built on Demikernel, so each
instance is single-threaded, and instances on the same machine
share the IP and are distinguished by port; Capybara addresses
each as an independent (IP, port) endpoint. This per-core structure
is not a requirement of Capybara, but an artifact of Demikernel.
Capybara applies two complementary migration policies: proactive
and reactive (§5). The switch generates LOAD-NOTIFICATION mes-
sages every 1 ms with per-server and total PPS values. Migrations
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Figure 7: Skewed workloads increase LWRR’s p99 latency
due to long-lived connections pinned to initial servers, while
Capybara mitigates this through dynamic connection migra-
tion.

are triggered when a server’s load exceeds the pool average by more
than 10% (proactive) or when its total TCP receive queue length
exceeds 20 (reactive).
Evaluated applications. We evaluate Capybara using three appli-
cations. First, we run HTTP servers as a stateless scale-out service
with a default response size of 256 bytes. Second, we use Redis [1], a
widely deployed in-memory key-value store, with read-only work-
loads (1 million keys, 64-byte values) as a stateful scale-out ser-
vice with interchangeable replicas. Lastly, we evaluate TLS-enabled
servers to validate support for upper-layer protocol migration.
Workloads. We generate realistic workloads using concurrent
open-loop clients with inter-arrival times following a Poisson dis-
tribution [32, 44, 54]. The load distribution across connections fol-
lows either a uniform or skewed (Zipf [43]) distribution, modeling
realistic traffic patterns in large-scale datacenters.
Baseline. Following state-of-the-art load-aware LB [5, 17], we
compare Capybara against Load-aware Weighted Round Robin
(LWRR), which monitors per-server workload at the switch and
dynamically adjusts weights to assign new connections to less-
loaded servers. We also implemented other policies such as hash-
based [13], least-connection [35], and simple round robin [5], and
confirmed that LWRR outperforms all of them in our experiments.

8.1 Load Balancing Benefits
We evaluate Capybara’s LB benefits under various workload pat-
terns and deployment scenarios.

8.1.1 Skewed Workloads. To evaluate Capybara LB under skewed
workloads, we measure p99 latency of 4 servers at 60% utiliza-
tion. We use 100 long-lived and 900 short-lived connections (1:9
ratio [8, 26]). Figure 7 shows p99 latency for all flows and short
flows only, under load distributions across long-lived connections
ranging from uniform to Zipf (𝛼 = 0.9-1.2). Our baseline, LWRR, ef-
fectively maintains low p99 latency for short-lived flows by always
assigning new connections to less-loaded servers. However, since
long-lived connections remain pinned to their initially assigned
servers, skewed workloads cause load imbalance and push over-
all p99 latency over 7 ms. Unlike LWRR, Capybara dynamically
migrates connections to maintain balanced load, achieving 149×
lower p99 latency under skewed workloads. On the short-flow-only
workload, Capybara’s p99 latency stays within 1–2 𝜇s of LWRR,

the small gap reflecting the overhead of its load monitoring and
migration support. Capybara is not meant to beat LWRR on short
flows alone, since an L4 load balancer already balances these at
connection arrival. Capybara’s advantage instead comes from rebal-
ancing long-lived connections, which an L4 load balancer cannot
move once established.

8.1.2 Step Function Workload. To illustrate how Capybara reacts
to load imbalance in a controlled setting, we test a step function
workload with 2 servers and 100 long-lived connections. Figure 8
shows per-server and total workload over time (top row) and p99
latency (bottom row). Each server initially handles 20% load; the
load from connections on Server 0 then increases every 20 ms. With
LWRR, Server 0 becomes overloaded at only 60% global utilization
(after 40 ms), causing p99 latency to spike. Capybara addresses this
with two complementary migration policies. The reactive policy
(Capybara-Reactive) detects server-local overload (e.g., via queue
buildup) and promptly migrates connections, keeping p99 latency
below 1 ms despite fluctuations during migrations. The proactive
policy further reduces these fluctuations by migrating connections
as soon as imbalance is detected, even before any server becomes
overloaded. Using both policies, Capybara maintains stable p99
latency below 100 𝜇s even under near-100% global loads.

8.1.3 Redis Benchmark. We also evaluate Capybara with a real-
world application, Redis [1]. We run two Redis servers on Capybara
via a shim layer that provides standard POSIXAPIs. Clients generate
read-onlyworkloads with Zipf-1.2 distribution across 100 long-lived
connections. Figure 9 shows the top 10% tail latency CDF at 60%
utilization. LWRR suffers from p99 latency exceeding 8 ms, while
Capybara maintains it around 100 𝜇s (74× lower). We tested both
with and without TLS and observed equivalent latency benefits (see
Appendix A for TLS migration details).

8.1.4 Large Scale Deployments. To evaluate Capybara at larger
scale, we measure peak throughput with 12 servers, 720 long-lived
connections, and response sizes of 1–20 KB. Figure 10 compares
Capybara and LWRR under Zipf-1.2 workloads against the ideal
uniformly balanced case. LWRR achieves only 35–50% of the ideal
throughput, as the most heavily loaded server becomes a bottleneck.
In contrast, Capybara dynamically migrates connections away from
the overloaded server, mitigating the bottleneck and achieving
about 2× higher throughput than LWRR.

8.1.5 Layer 7. The preceding evaluations focused on Capybara’s
primary goal: dynamically rebalancing skewed workloads via con-
nection migration at L4. However, our design choices, hardware-
based LB and lossless migration, also benefit L7 LB. Figure 11 com-
pares the peak throughput of L7 LB solutions under both closed-
and open-loop client models. For fair comparison, all solutions are
implemented on the same DPDK-based network stack and pro-
grammable switch. Traditional L7 proxies relay all traffic through
the proxy server, creating a bottleneck that limits server utilization
and overall scalability. Prism [22] addresses this by migrating con-
nections to backend servers, allowing them to respond directly to
clients via the switch hardware. However, Prism assumes closed-
loop workloads where clients wait for a response at request bound-
aries without sending new requests, creating safe migration points
with no in-flight data. Under open-loop workloads where clients
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Figure 12: Connection scalability of Capybara.

issue concurrent requests, Prism drops in-flight requests during
every migration, rendering the service effectively unavailable. Like
Prism, Capybara-L7 is a frontend proxy that migrates connections
to backends, with migration triggered by the application at request
boundaries rather than by the policies of §5. Unlike Prism, however,
Capybara-L7 uses Capybara’s two-phase protocol to migrate con-
nections without dropping in-flight requests. It achieves high and
linearly scaling throughput for both closed- and open-loop clients.
The slightly lower throughput in the open-loop case compared
to closed-loop stems from the additional overhead of migrating
concurrent requests buffered within each connection.

8.2 Scalability
8.2.1 Number of Connections. We evaluate the scalability of Capy-
bara with a large number of concurrent connections.We use the wrk
HTTP benchmarking tool [51] on 72 client cores to generate 30%
load across 12 servers. Figure 12 shows throughput as a function
of the number of concurrent connections up to 200K—the upper
limit supported by the available client machines. The Demiker-
nel baseline, which uses conventional switch forwarding, shows
gradually decreasing throughput as the number of concurrent con-
nections increases, due to connection multiplexing overhead. With
Capybara-Switch, all connections are migrated from the initial
server endpoint, so every request traverses the migration table and
header-rewrite logic at the switch. Despite this additional logic,
throughput matches Demikernel, indicating that Capybara switch
introduces no datapath overhead. Lastly, we test Capybara with
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Figure 14: Total migration latency with varying connection
state sizes. Large states incur only a minor latency increase
for both TCP and TLS.

the server monitor updating per-connection statistics at maximum
frequency (once per I/O poll). Under this setting, throughput drops
more steeply beyond 80K connections due to the server monitor
overhead. This overhead can be reduced by lowering the update
frequency of the server monitor.

8.2.2 Number of Servers. Figure 13 shows Capybara’s scalability
with server count. Peak throughput scales linearly with the num-
ber of servers. As discussed in §7.1, one possible deployment op-
tion without programmable switches is a software-based Capybara
switch on an endhost server (Capybara-SW); however, its scalability
is constrained by the switch server’s capacity.

8.2.3 Connection State Size. Connection state size varies depend-
ing on factors such as TCP buffer size and upper-layer protocol
states. Figure 14 shows total migration latency with additional state
sizes from 0 to 128 KB, on top of the default 75-byte TCP state
(server overhead < 3 𝜇s, total latency < 15 𝜇s). Migration latency
increases with state size, yet Capybara keeps total latency under
60 𝜇s (including only 6 𝜇s server CPU overhead) even with a 128
KB TLS connection state. Note that server CPUs are available for
other processing during network transfers.

8.2.4 Migration Frequency. Figure 15 shows throughput impact
on a TCP connection repeatedly migrated between two servers at
varying frequencies. As response size increases, each migration
incurs greater overhead due to larger TCP buffer size. For responses
smaller than 16 KB, migration has negligible throughput impact,
even at frequencies as high as 1,000 migrations per second. Even
for larger responses (e.g., 64 KB), Capybara supports up to 100
migrations per second with minimal performance impact.
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Figure 15: Capybara migration incurs low overhead even at
high frequencies.

Table 1: Capybara’s switch resource utilization.

Stages Hash Bit Hash Unit SRAM

9 5.5% 16.7% 9.9%

Table 2: Connection state export/import latency. Capybara
enables faster migration than Linux via kernel bypass.

Avg. Operation Latency (𝜇s)

Export Import Total

TCP TLS TCP TLS TCP TCP+TLS

Linux 3.4 *
0.2 6.0 *

0.8 9.4 10.4
Capybara 0.1 0.2 0.3 1.3

* Requires system calls; Observed max. latency > 200 𝜇s.

8.2.5 Switch Resource Utilization. Table 1 reports the resource
utilization of our switch data plane implementation for tracking up
to 200K migrated connections. Hash resources are used to index
entries in the migration table, while SRAM stores the key-value
pairs of the migration table and pool monitor. Importantly, the
SRAM only stores minimal metadata per entry (specifically, the
client and target addresses, and PPS per server) without maintaining
any other connection state. This low resource overhead allows
Capybara to scale effectively with a large number of migrated
connections.

8.3 Microbenchmarks
We microbenchmark the benefits of Capybara’s design choices.

8.3.1 Kernel Bypass. Table 2 compares connection state export/im-
port latency between the Linux kernel-based approach (as in Prism [22])
and Capybara. Export saves the connection state and closes the
socket at the origin; import restores it into the target stack. Over
10,000 sampled migrations, the combined latency of export and
import averages about 1 𝜇s with Capybara, compared to 10 𝜇s with
Linux. TLS operations are handled in userspace and incur the same
latency in both cases. While Capybara could potentially integrate
with kernel-based stacks when ultra-low latency is not critical, this
approach has drawbacks. Linux’s multiple system calls result in
unstable latency, with maximum latencies exceeding 200 𝜇s in our
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benchmarks and potentially higher under heavy load. Moreover, im-
plementing the Capybara protocol in the kernel requires non-trivial
kernel modifications.

8.3.2 Buffered Migration. To prevent TCP RST during migration,
Prism [22] drops packets from migrating connections, while Capy-
bara buffers these packets at the target (§4). Figure 16 compares the
performance of Capybara (buffered migration) against Capybara-
Drop that drops packets during migration like Prism. We migrate
a connection between two servers every 1 ms while varying the
request rate. At lower request rates, the client takes longer to detect
and retransmit lost packets due to slower generation of the server’s
duplicate ACKs for subsequent requests [45], resulting in higher
p99 latency. At higher request rates, although packet loss is detected
more quickly, more packets are dropped during each migration,
reducing peak throughput. Consequently, Capybara achieves about
18% higher peak throughput and at least 86% lower p99 latency
than Capybara-Drop, demonstrating the performance benefit of
buffered migration.

8.3.3 Target Selection Policy. Figure 17 compares two target selec-
tion policies, round-robin and load-aware (§5), using four servers
and 100 long-lived connections. Although both policies maintain
good load balance, round-robin may occasionally select an already
overloaded server as the target, which the load-aware policy avoids
by considering per-serverworkload. As a result, load-aware achieves
p99 latency 141 × lower than LWRR and 2 × lower than round-
robin.
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Figure 18: Throughput over time during server maintenance
(starting at time 0). Capybara enables maintenance without
service downtime.

8.4 Server Maintenance Use Case
Scheduled server maintenance is a constant concern for scale-out
applications. With a large number of servers running, datacenter
operators continuously take servers down for updates, especially
in today’s security-conscious environments. When a Redis server
(or VM) goes down for maintenance (e.g., OS updates), existing
clients are disconnected and must reestablish connections, leading
to service downtime. After discussions with a large-scale cloud
provider that runs Redis as a service, we found that Capybara can
mitigate this. We set up an experiment with a primary and a backup
Redis server on separate machines, both with TLS enabled, and run
redis-benchmark to generate GET requests from 16 concurrent
connections. When the primary server shuts down, clients detect
the disconnection after the TCP retransmission timeout and recon-
nect to the backup. As shown in Figure 18, it takes about 200 ms
to fully recover throughput. With Capybara, we proactively mi-
grate connections from the primary to the backup before shutdown,
preserving throughput throughout the maintenance.

9 Related Work
Load balancing and connection handoff have a long history in
systems research. While Capybara proposes a new architecture
that addresses the limitations of existing load balancers, it builds
on previous work in both areas.
L4 load balancer. Layer-4 (L4) load balancers [5, 13, 15–17, 33, 37,
39] are widely deployed for TCP-based services. Providers advertise
a virtual IP (VIP) for each service and allocate a pool of servers with
direct IPs (DIPs). When a client initiates a TCP connection to the
VIP, the load balancer selects a server and rewrites the destination
to the corresponding DIP. For example, KnapsackLB [17] adapts
where new connections are placed based on performance. Once a
server is selected, per-connection consistency (PCC) requires all
subsequent packets of the connection to be routed to that server. As
a result, a connection cannot be moved after its initial placement,
leaving load imbalances due to workload skew across connections
unresolved (see Figure 2).
L7 load balancer. Frontend proxies like Nginx [36] andHAProxy [21]
perform per-request load balancing. The proxy maintains TCP con-
nections with both clients and backend servers, forwarding each
request to a selected backend and relaying the response. This en-
ables effective load balancing even under skewed and dynamic
workloads. However, since all traffic passes through the proxy, it
becomes a scalability bottleneck.
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Connection handoff. Prism [22] uses the Linux TCP_REPAIR [11]
feature and programmable switches to migrate TCP connections
from a frontend proxy to backend servers at request granularity,
allowing direct server return (DSR). XO [29] enables the same DSR
without relying on programmable switches, performing the redi-
rection in the commodity Linux network stack instead. QDSR [49]
applies a similar approach to QUIC, where the frontend splits a con-
nection into independent streams and distributes them across multi-
ple backends. These approaches offload response traffic to the back-
ends and relieve the frontend bottleneck of L7 load balancers. How-
ever, because the load balancer needs to interpret application-level
semantics, it requires a dedicated implementation for each applica-
tion and cannot benefit from the efficient, scalable offloading that
in-network hardware provides. On the other hand, HA/TCP [20]
provides TCP server failover and migration through state synchro-
nization between servers, but its migration protocol is much simpler
than Capybara’s, because it does not support address changes and
all connections must move together due to network-level failover.
Capybara instead enables per-connection migration to any server
in the pool by handling the address change in the switch, while
keeping it transparent to the client.
Content-based routing. To achieve scalability, prior work [25, 28,
30] proposes using programmable switches that parse message pay-
loads tomake per-request routing decisions. These systems leverage
the Tbps processing capability of switches to provide strong load
balancing for high-throughput, 𝜇s-scale applications. However, they
are limited to connectionless UDP transport, as implementing a
complete TCP stack on resource-constrained switches is impracti-
cal, while TCP remains the dominant protocol in datacenters [4].

10 Conclusion
Existing L4 load balancers struggle with skewed workloads be-
cause they statically assign connections to servers. Capybara ad-
dresses this limitation with a new load balancing architecture that
enables connection migration for dynamic load balancing. By co-
designing a programmable switch with a kernel-bypass host net-
work stack, Capybara achieves 𝜇s-scale migration overhead while
keeping migration transparent to clients. Under realistic workloads,
Capybara achieves up to 149× lower tail latency and more than
2× higher throughput compared to state-of-the-art load balancing
approaches.
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A Porting Applications

struct ContextEntry { // global state for TLS contexts
int fd;
struct TLSContext *context;

};
// context maintenance routines
struct ContextEntry *allocate_entry () { /* ... */ }
struct ContextEntry *find_entry(int fd) { /* ... */ }
void clear_entry(struct ContextEntry *) { /* ... */ }

// Redis callback that requires modification to integrate
migration

static connection *connCreateAcceptedSocket(int fd, void *priv) {
// Redis create and initialize connection; this is unmodified
connection *conn = connCreateSocket ();
...
// modification starts here
struct ContextEntry *entry = NULL;
if (entry = find_entry(fd)) {

// existing entry found for accepted connection; this
connection is being migrated in

return conn;
}
// otherwise , this is a new connection
entry = allocate_entry ();
entry ->fd = fd; // context is initialized elsewhere
return conn;

}

// for migrated connections , this is called before
connCreateAcceptedSocket

void migrate_in(int fd, const uint8_t *data , size_t data_len) {
struct TLSContext *context = tls_import_context(data , data_len

);
struct ContextEntry *entry = allocate_entry ();
entry ->fd = fd;
entry ->context = context;

}

void *migrate_out(int fd) {
struct ContextEntry *entry = find_entry(fd);
struct TLSContext *context = entry ->context;
clear_entry(entry);
return context;

}

struct connection_manager_ffi capybara_connection_manager = {
.migrate_in = migrate_in ,
.migrate_out = migrate_out ,
// omit serialization implementations
.serialized_size = /* ... */,
.serialize = /* ... */,

};

Listing 1: Required modifications to Redis for TLS migration
with elaborated comments. The total LoC required is less
than 50.

In this section, we evaluate the experience of porting applications
that utilize upper-layer protocols. As discussed in the paper, Capy-
bara applications register connection manager function tables that
Capybara uses to obtain and provide upper-layer protocol states. An
application must provide four callback functions: (1) migrate_in,
which is called to install the session state for a migrated-in connec-
tion; (2) migrate_out, which cleans up for a migrated-out connec-
tion and returns session state; (3) serialized_size, which returns
the buffer size needed to contain the serialized session state; and (4)
serialize, which does the actual serialization of the state into the
provided buffer. We found that porting applications to use Capybara
was quite straightforward. For the Redis server, our modifications
to support migrating Redis connections with TLS resulted in fewer
than 50 lines of code changed; Listing 1 shows a simplified snippet
of the code changes.
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