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Abstract

Efficiently aggregating trained neural networks from local clients into a global
model on a server is a widely researched topic in federated learning. Recently, mo-
tivated by diminishing privacy concerns, mitigating potential attacks, and reducing
communication overhead, one-shot federated learning (i.e., limiting client-server
communication into a single round) has gained popularity among researchers.
However, the one-shot aggregation performances are sensitively affected by the
non-identical training data distribution, which exhibits high statistical heterogeneity
in some real-world scenarios. To address this issue, we propose a novel one-shot ag-
gregation method with layer-wise posterior aggregation, named FedLPA. FedLPA
aggregates local models to obtain a more accurate global model without requiring
extra auxiliary datasets or exposing any private label information, e.g., label distri-
butions. To effectively capture the statistics maintained in the biased local datasets
in the practical non-IID scenario, we efficiently infer the posteriors of each layer
in each local model using layer-wise Laplace approximation and aggregate them
to train the global parameters. Extensive experimental results demonstrate that
FedLPA significantly improves learning performance over state-of-the-art methods
across several metrics.

1 Introduction

Data privacy issues in Deep Learning [[1}, 12} 3} 14, (5,16} [7] have grown to be a major global concern [8§].
To safeguard data privacy, the conventional federated learning algorithm will use the aggregation
methods and follow the data management rules of different institutions, which implies that the
distribution of data exhibits variations among clients [8]]. In the domain of machine learning,
federated learning (FL) [9} [10} [L1]] has emerged as a prominent paradigm. The fundamental tenet
of federated learning revolves around sharing machine learning models derived from decentralized
data repositories, as opposed to divulging user raw data. This approach effectively preserves the
confidentiality of individual data.

The standard federated learning framework, FedAvg [9} [12]], applies local model training. These
local models are then aggregated into a global model through parameter averaging. Existing FL.
algorithms, however, require many communication rounds to effectively train a global model, leading
to substantial communication overhead, increased privacy concerns, and higher demand for fault
tolerance throughout the rounds. One-shot FL, which reduces client-server communication into a
single round as explored by prior work [[13}[14}15], is a promising yet challenging scheme to address
these issues. One-shot FL proves particularly practical in scenarios where iterative communication is
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not feasible. Moreover, a reduction in communication rounds translates to fewer opportunities for
any potential eavesdropping attacks.

While one-shot FL shows promises, existing approaches often grapple with challenges such as
inadequate handling of high statistical heterogeneity information [[16} [17]] or non-independent and
non-identically distributed (non-IID) data [[18}|19]. Moreover, some prior methods rely on an auxiliary
public dataset to achieve satisfactory performance in one-shot FL [13|[14], or even on pre-trained
large models [20], which may not be practical [21]] in some sensitive scenarios. Additionally, some
approaches, such as those [22} 19, 23| [15]]), might expose private label information to both local and
global models, e.g., the client label distribution, potentially violating General Data Protection Regu-
lation (GDPR) rules. Furthermore, some prior methods [[14, |18} [24] require substantial computing
resources for dataset distillation, model distillation, or even training a generator capable of generating
synthetic data for second-stage training on the server side, making them less practical.

Besides, the performance of one-shot FL often falls short when dealing with non-IID data. Non-1ID
data biases global updates, reducing the accuracy of the global model and slowing down convergence.
In extreme non-IID cases, clients may be required to address distinct classes solely on their side. Sev-
eral approaches to federated learning are proposed in multi-round settings to tackle this heterogeneity
among clients. In the work [25]], it allows each client to use a personalized model instead of a shared
global model. With the personalized approach, a multi-round framework benefits from joint training
while allowing each client to keep its unique model. However, one-shot aggregation on a local model
is far from being resolved to address the concern of non-i.i.d data distributions.

In this paper, we introduce a novel one-shot aggregation approach to address these issues, named
FedLPA (Federated Learning with Layer-wise Posterior Aggregation). FedLPA infers the posteriors
of each layer in each local model using the empirical Fisher information matrix obtained by layer-wise
Laplace Approximation. Laplace Approximations are widely used to compute the empirical Fisher
information matrix for neural networks, conveying the data statistics in non-i.i.d settings. However,
computing empirical Fisher information matrices of multiple local clients and aggregating their Fisher
information matrices remains an ongoing challenge [17]]. To mitigate it, FedLPA aggregates the
posteriors of local models using the accurately computed block-diagonal empirical Fisher information
matrices to measure the parameter space. This matrix captures essential parameter correlations and
distinguishes itself from prior methods by being non-diagonal and non-low-rank, thereby conveying
the statistics of biased local datasets. After that, the global model parameters are aggregated without
any need for server-side knowledge distillation [26].

Our extensive experiments verify the efficiency and effectiveness of FedLPA, highlighting that
FedLPA markedly enhances the test accuracy when compared to existing one-shot FL baseline
approaches across various datasets. Our main contributions are summarized as follows:

* To the best of our knowledge, we are the first to propose an effective one-shot federated
learning approach that trains global models using block-diagonal empirical Fisher infor-
mation matrices. Our approach is data-free without any need for any auxiliary dataset
and label information and significantly improves system performance, including negligible
communication cost and moderate computing overhead.

* We are the first to train global model parameters via constructing a multi-variate linear
objective function and optimizing its quadratic form, which allows us to formulate and solve
the problem in a convex form efficiently, which has a linear convergence rate, ensuring good
performance.

* We conduct extensive experiments to illustrate the effectiveness of FedLPA. Our approach
consistently outperforms the baselines, showcasing substantial improvement across various
settings and datasets. Even in some extreme scenarios where label skew is severe, e.g.,
each client has only one class, we achieve satisfactory results while other existing one-shot
federated learning algorithms struggle.

2 Background and related works

2.1 Federated learning on non-iid data

Previous work FedAvg [9] first introduced the concept of FL and presented the algorithm, which



achieved competitive performance on i.i.d data, in comparison to several centralized techniques.
However, it was observed in previous works [27, 28] that the convergence rate and ultimate accuracy
of FedAvg on non-IID data distributions were significantly reduced, compared to the results observed
with homogeneous data distributions.

Several methods have been developed to enhance performance in federated learning against non-IID
data distributions. The SCAFFOLD method [29] leveraged control variates to reduce objective
inconsistency in local updates. It estimated the drift of directions in local optimization and global
optimization and incorporated this drift into local training to align the local optimization direction
with the global optimization. FedNova [30] addressed objective inconsistency while maintaining
rapid error convergence through a normalized averaging method. It scaled and normalized the local
updates of each client based on the number of local optimization steps. FedProx [31]] enhanced
the local training process by introducing a global prior in the form of an L2 regularization term
within the local objective function. Researchers introduced PFNM [32} 33]], a Bayesian probabilistic
framework specifically tailored for multilayer perceptrons. PFNM employed a Beta-Bernoulli process
(BBP) [34]] to aggregate local models, quantifying the degree of alignment between global and
local parameters. The framework [17] proposed utilized a multivariate Gaussian product method
to construct a global posterior by aggregating local posteriors estimated using an online Laplace
approximation. FedPA [16] also applied the Gaussian product method but employed stochastic
gradient Markov chain Monte Carlo for approximate inference of local posteriors. DAFL (Data-
Free Learning) [35] introduced an innovative framework based on generative adversarial networks.
ADI [36] utilized an image synthesis method that leveraged the image distribution to train deep neural
networks without real data. The pFedHN method [37] incorporated HyperNetworks [38] to address
federated learning applications.

However, all of these methods encountered challenges in the one-shot federated learning setting, as
they required aggregating the model by multiple rounds and might be inaccurate due to the omission
of critical information, such as posterior joint probabilities between different parameters.

2.2 One-shot federated learning

One-shot Federated Learning (FL) is an emerging and promising research direction characterized by
its minimal communication cost. In the first study on one-shot FL [13]], the approach involved the
aggregation of local models, forming an ensemble to construct the final global model. Subsequently,
knowledge distillation using public data was applied in the following step. FedKT [14] brought
forward the concept of consistent voting to fortify the ensemble. Recent research endeavors [19, [24]]
proposed data-free knowledge distillation schemes tailored for one-shot FL. These methods adopted
the basic ensemble distillation framework as FedDF [26]. XorMixFL [22] introduced the use of
exclusive OR operation (XOR) for encoding and decoding samples in data sharing. It is important to
note that XorMixFL assumed the possession of labeled samples from a global class by all clients
and the server, which might not align with practical real-world scenarios. A noteworthy innovation
of DENSE [24]] was its utilization of a generator to create synthetic datasets on the server side,
circumventing the need for a public dataset in the distillation process. Co-Boosting [39] improves the
ensemble when doing the distillation to improve the performance. FedOV [15]] delved into addressing
comprehensive label skew cases. FEDCVAE [23]] confronted this challenge by transmitting all label
distributions from clients to servers. These schemes [22| |14} [19} 24} 23| [15]] exposed some client-side
private information, leading to additional communication overhead and potential privacy leakage,
e.g., FEDCVAE [23] needed all the client label distribution to be transmitted to the server side and
FedOV [15] needed the clients to know the labels which were unknown. Instead, MA-Echo [40]
adopted a unique approach by emphasizing the addition of norms among layer-wide parameters
during the aggregation of local models. The project [41] focused on the theoretic analysis of the error
in its approximation method. However, their method grappled with limited experiments and lacked
detailed explanations of the approach. FedDISC [20]], on the other hand, relied on the pre-trained
model CLIP from OpenAl, where their reliance might not always align with practicality or suitability
for diverse scenarios.

While some of these techniques are orthogonal to FedLPA and can be integrated with it, it is worth
noting that none of the previously mentioned algorithms possess the capability to train global model
parameters using empirical Fisher information matrices on extensive experiment settings. Some



of them [13,[14] may require additional information, and may potentially entail the risk of label
distribution leakages.

3 Methodology

3.1 Objective formulation

Generally, federated learning is de ned as an optimization prob&49,(30,/42] for maximizing a
global objective functior-( ) which is a mixture of local objective functioi& ( ; Dg):

X
F( )= Fx( ;D) 1)
k=1
where = [vec(W 1);:::;vec(W );:::;vec(W )] is the parameter vector of global model and

W | is the weight and bias of layéifor a L -layers neural network)y is the local dataset-th client.
Fx( ; Dy) is the expectation of the local objective function, which is proportional to the logarithm of
likelihoodlogp(Dxj ).

Previous works[16, (17] give a common formula of the global posterior which consists of local
posteriorgp( jDg) under variational inference formulation.

. % . * .
p( D)/ p(Dkj )/ p( JDx) )
k=1 k=1
maxF( )= X iDid E [logp(sj )] max% ( jDk) 3)
iDj s2D 1109 P(S) pt 1D«

k=1 k=1
As we know, the objective function is the expectation of the likelihood, and the sum of the logarithms
is equal to the logarithms of the product as [Hq. 3. Therefore, globally variational inference using Eq.
[2is equivalent to optimization for Efj] 1. Correspondingly, we have:

maxFy( ;Dx) maxp( jDg) 4)

Following the same training pattern of federated learning, each client infers the local posterior
p( jDk) by using the local datas&t. As a result, the server obtains the global postgs{oijD) by
aggregating local posteriors using [Eg. 2.

However, both the global and local posterior are usually intractable because modern neural networks
are usually non-linear and have a large number of parameters. Therefore, it is necessary to design an
ef cient and accurate aggregation method for one-shot federated learning.

3.2 Approximating posteriors

Although the posterior is usually intractable, the posterior can be approximated as a Gaussian
distribution by performing a Taylor expansion on the logarithm of the postérior [43]:

logp( jD) logp( jD) %( )" H( ) (®)

where is the optimal parameter vectdt, = Esyp [H] is the average Hessian of the negative
log posterior over a datasbt It is reasonable to approximate global and local posteriors as multi-
variates Gaussian distributions with expectations ~ and x = ;co-variances = H *and
— 1
k= H, " [44].

p( jD) N (; )p( iDk) N (x; «) (6)

As aresult, if given local expectation, and local co-variance i, the global posterior is determined
by Eq.[2 as below:

= kl K> l= kl (7)



Modern algorithms45, 46] allow the local training process to obtain an optimal, regarded as the
expectation g in the above equations. Howevety is intractable to compute due to a large number
of parameters in modern neural networks. An ef cient method is to approxifatesing the
empirical Fisher information matrix [47].

3.3 Inferring the local layer-wise posteriors with the block-diagonal empirical Fisher
information matrices

A empirical FishefF is de ned as l))(elow:

F= r logp(sj )r logp(sj )~ (8)
s2D
wherep(sj ) is the likelihood on data poirs. It is an approximate of the Fisher information matrix,
the empirical Fisher information matrix is equivalent to the expectation of the Hessian of the negative
log posterior if assuming(sj ) is identical for eacls 2 D .

Therefore, the local co-variance, can be approximated by the empirical FisRgr[48, 49].

WOFk+ | 9)

The works p0, 51, 17] ignore co-relations between different parameters and only consider the
self-relations of parameters as computing all co-relations is impossible. Thus, their methods are
inaccurate. Detailed discussions and the novelty compared to previous works are in Appendix B.

In order to capture co-relations between different parameters ef ciently, previous witké3

estimate a block empirical Fisher information matfixnstead of assuming parameters are inde-
pendent and approximating the co-variance by the diagonal of the empirical Fisher. As pointed out,
co-relations inner a layer are much more signi cant than othé8s52, 53], while computing the
co-relations between different layers brings slight improvement but much more compufsidi3][
Therefore, assuming parameters are layer-independent is a good trade-off. As a result, the approxi-
mated layer-wise empirical Fisher is block-diagonal. For ldyar clientk, its empirical FisheF

is one of the diagonal blocks in the whole empirical Fisher for the local model and is factored into
two small matrices as below,

k\l th\ = Ak|i Bk|p i (10)
where is the Kronecker produchy, = E &, ,&; | + | “landBy, = E By, ot il I
are two expectation factor matrices over the data samplesis the activations andy, is the

gradient of the pre-activations of laykon clientk, is the hyperparameter and is a factor

minimizing approximation error ifry, [46, 49, 55]. Ay, andBy, are symmetric positive de nite
matrices [45, 46].

We use , to denote the parameter vector of layandM y, = vec ( ,) is the vectorized optimal
weight matrix of layet on clientk. Thus, the resulting local layer-wise posterior approximation is

k| N ( k|;Fk|l)'

3.4 Estimating the global expectation

Given the local posteriors, the global expectation could be aggregated by Eq. 7. With Eq. 13, the
layer's global expectation, consists of Kronecker products:

X X
= K kT (Ak| Bk|) ki
Kk k
11
« (11)
= | vecBxkMKA)= | zZv = 1z
K k

P
wherez, = E zy, andzy, = vec(By, M Ay,) is a immediate notations for simpli cation. For
the global expectation, we have= z. The corresponding global co-variance is an inverse of the



sum of Kronecker products:
X
1=( Ax Bi)* (12)
k

As shown in Eqg. 11, obtaining the global expectatiqrrequires calculating the inverse of las
Eqg. 12, which is unacceptable and the details are in Appendix C. Thus, we propose our method to
directly train the parameters of the global model on the server side.

3.5 Train the parameters of the global model

We useE[A] denotesp E(A k), E[B] denotesp E(Bk), E[A B] denotesp E(Ak By).
Previous works46, 49] approximate the expectation of Kronecker products by a Kronecker product of
expectationE€[A B] E[A] E[B]with anassumption oAy, andBy, are independent, which

is called Expectation Approximation (EA). However, it may lead to a biased global expectation. The
details are discussed in Appendix D. Instead, we could construct a linear objective after aggregating
the approximation of local posteriors via using block-diagonal empirical Fisher information matrices.
We denotedM as the matrix formula of = vec(M ), and the optimal solution df( )is =

vec(M ). We construcf () as a multi-variates linear objective function. Wherr is optimal
solution,f ( ) = o, whereo is a vector with all zero. Note that

X
f()= ' z=  vecBKMA ) z
k
=vec(E BMA ) z

(13)

To obtain the optimal solution, we minimize the following problem to obtain an approximate solution
M of M: )
1 X
M =min > vecBKMA ) z (14)
M
k 2

The above equation is a quadratic objective, and it can be solved by modern optimization tools
ef ciently and conveniently. Since the main objective of the above problem is both convex and
Lipschitz smooth w.r.vec(M ), we can use the gradient descent method to solve it with a linear
convergence rate. Here, we use automatic differentiation to calculate the gradieMw.r.t.

Algorithm 1 FedLPA Global Aggregation

1. Input: clientsk, layersL 8. Server executes:
2: Initialize global weightW | of layerl =  9: for =1, P Ldo
s K

1,...,L 10: A| k Akl
3: clients executes: 11- B P B
P . | k Pk
4: Initialize local model K
5: for k=1, ..., Kdo 12: - Z, k BuMi Ak
training model
7: end for 4. W, M,
15: end for

3.6 Overall FedLPA algorithm and discussions

In summary, the proposed algorithm FedLPA follows the same paradigm as the standard one-shot
federated learning framework. In FedLPA, the clients locally train their models t¥geand
calculate the local co-variance over its training dataset using the layer-wise Laplace approximation to
computeA ; B. Subsequently, each client transmits their Igkgal B ; M  to the server. Following
Algorithm 1, the server aggregates these contributions to obtain the global expectation, as described
in Eq. 7, then trains the global model parameters, as outlined in Eq. 14. Thus, the transmitted data



between the clients and the server is sokely; B ; M  without any extra auxiliary dataset and label
information.

Note that FedLPA can be directly adopted in most common scenarios. For the special case that the
neural model has enormous single-layer weight parameters, how to extend our proposed FedLPA is
discussed in Appendix E.

3.7 t-SNE observation and discussions

To quickly demonstrate the effectiveness of FedLPA, we show the t-SNE visualization of our FedLPA
global model on the MNIST dataset as an example with a biased training data setting among 10 local
clients. The experiment details, t-SNE visualizations of the local models and the global models of
other algorithms and discussions are in Appendix G.1. As shown in Figure 1, FedLPA generates the
global model which can clearly distinguish these classes, meanwhile, the classes are separate.

3.8 Privacy Discussions

FedLPA is intuitively compatible with existing privacy-

preserving techniques, such as differential privacy (DP)

[56, 57], secure multiparty computation (SMG§, 59,

and homomorphic encryption (HES(, 61, 62]. In Ap-

pendix F.1, we propose a naive DP-FedLPA with two dif-

ferent mechanisms to show the compatibility with differ-

ential privacy. Meanwhile, we mention that our proposed

FedLPA has the same privacy-preserving level as the con-

ventional federated learning algorithms (i.e, FedAvg, Fed-

Prox, FedNova and Dense). Compared with FedAvg, we

have conducted a detailed analysis from a privacy attack

perspective to show that our proposed FedLAP exhibits

a security level consistent with FedAvg against several

types of privacy attacks, where the details are shown in

Appendix F.3. Note that the main focus of FedLPA is

to improve the learning performance on the one-shot Figure 1: t-SNE visualization for our
settings, thus, we leave the integration with other privagsedLPA global model.
preserving technigues beyond DP as an open problem.

4 Experiments

4.1 Experiments settings

Datasets. We conduct experiments on MNISBJ], Fashion-MNIST §4], CIFAR-10 [65], and

SVHN [66] datasets. In most of the previous works and the most popular benchmark, the majority

of their experiments use these datasets and these models. We choose these datasets and models to
do the majority of our experiments following these established methods and benchmarks to fairly
compare our method with the baselines. We use the data partitioning methods for non-IID settings of
the benchmark to simulate different label skews. Speci cally, we try two different kinds of partition:

1) #C =k: each client only has data froknclasses. We rst assigk random class IDs for each client.

Next, we randomly and equally divide samples of each class to their assigned clignts;2y( ):

for each class, we sample from Dirichlet distributipnand distributepy;; portion of clask samples

to clientj . In this case, smaller denotes worse skews.

Here's a brief overview of these datasets. MNIST Dataset: The MNIST dataset comprises binary
images of handwritten digits. It consists of 60,000 28x28 training images and 10,000 testing images.
FMNIST Dataset: Similar to MNIST, the FMNIST dataset also contains 60,000 28x28 training
images and 10,000 testing images. SVHN Dataset: The SVHN dataset includes 73,257 32x32 color
training images and 10,000 testing images. CIFAR-10 Dataset: CIFAR-10 consists of 60,000 32x32
color images distributed across ten classes, with each class containing 6,000 images. The input
dimensions for MNIST, FMNIST, SVHN, and CIFAR-10 are 784, 784, 3,072, and 3,072, respectively.

Yhttps://github.com/Xtra-Computing/NIID-Bench



Table 1: Comparison with various FL algorithms in one round.

Dataset Partition FedLPA FedNova SCAFFOLD FedAvg FedProx DENSE
=0.01 21.20 0.67 10.13 0.00 15.97 0.12 18.17 0.15 13.37 0.19 15.23 0.14
=0.05 54.27 0.38 18.67 0.41 18.67 0.41 18.67 0.41 22.03 0.14 47.77 0.20
=0.1 55.33 0.06 30.47 0.59 31.40 0.25 30.93 0.58 31.00 0.52 52.93 0.67
=0.3 68.20 0.04 49.40 0.26 46.00 0.02 45.17 0.05 44.30 0.08 64.27 0.08
FMNIST =0.5 73.33 0.06 57.03 0.28 56.03 0.28 59.10 0.63 58.10 0.47 72.87 0.13
=1.0 76.03 0.05 63.63 0.33 66.10 0.02 62.13 0.43 63.10 0.29 72.97 0.01
#C=1 13.20 0.02 10.37 0.00 10.40 0.00 10.37 0.00 13.03 0.18 10.00 0.00
#C=2 46.13 0.15 21.00 0.10 23.53 0.22 23.20 0.08 19.97 0.10 38.90 0.45
#C=3 57.90 0.06 27.47 0.02 27.37 0.36 29.20 0.03 23.93 0.33 53.40 0.07
=0.01 16.17 0.00 11.57 0.02 11.47 0.01 11.53 0.05 10.47 0.00 12.30 0.03
=0.05 18.37 0.00 10.30 0.00 10.73 0.01 10.23 0.00 10.97 0.02 17.87 0.31
=0.1 19.97 0.02 12.30 0.04 10.87 0.01 12.83 0.06 11.97 0.04 19.93 0.07
=0.3 26.60 0.01 11.77 0.02 10.93 0.01 10.53 0.00 10.97 0.00 25.57 0.84
CIFAR-10 =0.5 24.20 0.02 11.07 0.00 11.77 0.02 10.97 0.00 11.33 0.00 20.17 0.73
=1.0 29.33 0.00 12.00 0.00 13.00 0.00 13.23 0.00 13.63 0.01 28.23 0.34
#C=1 10.70 0.01 10.50 0.00 10.27 0.00 10.23 0.00 10.37 0.01 10.00 0.00
#C=2 16.40 0.00 10.07 0.00 12.03 0.08 10.07 0.00 10.03 0.00 14.13 0.22
#C=3 18.97 0.01 11.30 0.01 11.00 0.01 11.53 0.01 10.77 0.00 14.77 0.11
=0.01 39.17 1.16 13.53 0.20 8.87 0.01 9.37 0.00 9.33 0.00 15.80 0.24
=0.05 70.07 0.05 31.60 0.71 41.07 0.46 38.57 0.28 32.23 0.18 57.83 1.55
=0.1 77.43 0.14 48.07 0.28 47.73 0.22 48.63 0.15 47.40 0.00 70.33 0.02
=0.3 85.77 0.02 67.6 0.40 67.07 0.15 66.17 0.21 63.40 0.41 84.50 0.01
MNIST =0.5 88.73 0.07 79.27 0.08 78.57 0.29 77.37 0.07 79.60 0.24 86.33 0.36
=1.0 93.37 0.08 84.93 0.18 85.33 0.15 85.10 0.13 86.50 0.16 91.43 0.02
#C=1 11.43 0.01 10.27 0.02 10.10 0.01 10.10 0.01 10.13 0.01 9.93 0.00
#C=2 69.63 0.29 20.90 0.49 25.23 1.08 16.47 0.23 14.30 0.34 52.73 0.46
#C=3 77.13 0.24 29.53 1.65 31.83 2.45 33.13 2.60 29.00 2.05 58.90 0.31
=0.01 19.20 0.00 13.73 0.14 9.83 0.00 12.13 0.04 11.43 0.12 17.33 0.28
=0.05 22.93 0.38 14.90 0.43 15.77 0.14 16.60 0.23 15.90 0.12 21.47 0.20
=0.1 39.77 0.69 25.97 0.13 25.70 0.08 22.17 0.02 24.50 0.06 19.43 0.45
=0.3 52.23 0.26 34.40 0.28 34.03 0.06 33.93 0.26 34.70 0.20 47.13+7.14
SVHN =0.5 54.27 0.02 38.53 0.07 40.07 0.13 38.53 0.15 36.93 0.09 53.70 0.07
=1.0 67.80 0.01 55.60 0.08 54.03 0.14 55.97 0.04 55.23 0.12 54.40+9.43
#C=1 19.60 0.00 10.43 0.00 13.73 0.18 13.77 0.17 18.27 0.03 7.70 0.03
#C=2 47.03 4.63 12.90 0.27 24.47 0.08 20.17 0.04 17.47 0.13 37.67 0.76
#C=3 48.00 0.22 20.87 0.12 28.37 0.09 27.60 0.03 24.93 0.10 47.43 0.40

Training Details. By default, we follow FedAvg 12] and other existing studie$7?, 68, 15] to

use a simple CNN with 5 layers in our experiments. The experiments with more complex neural
network structures are in Appendix G.8. We set the batch size to 64, the learning rate to 0.001, and
the = 0:001for FedLPA. By default, we set 10 clients and run 200 local epochs for each client. For
the various settings of the number of clients and local epochs, we refer to Section 4.3 and Section 4.5.
For results with error bars, we run three experiments with 5 different random seeds. Note that all
methods were evaluated under fair comparison settings. Due to the page limit, representative results
are represented in the main paper. Refer to Appendix G for more experimental details and additional
results.

Baselines. To ensure fair comparisons, we neglect the comparison with methods that require to
download auxiliary models or datasets, such as FedB FedKT [14] and FedGenZ1], or even
pretrained large model, like FedDISE(. FedOV [15 and FEDCAVE R3] entail sharing more
client-side label information or transmitting client label information to the server, which could
jeopardize label privacy and are beyond the scope of this study. XorMizfLnjay not be practical,

as we mentioned before. FedFishét][is not publicly available. FedDF2f], DAFL [35] and

ADI [ 36] are compared with the state-of-the-art data-free method DEREECo-Boosting B9
requires too many computational resoufcés conclusion, we include one-shot FL algorithms as
baselines including FedAvd §], FedProx B1], FedNova B0}, SCAFFOLD [29] and DENSE 24].

All the methods are fairly compared, and our implementation is available and the experiment details
can be viewed in Appendix G.11.

4.2 An overall comparison

We compare the accuracy between FedLPA and the other baselines as shown in Table 1, the data in
the green shadow shows the best results. FedLPA can achieve the best performance in all the dataset
and partition settings. In extreme cases such asf 0:01; 0:05g, #C = 1, #C = 2, FedLPA exhibits a

signi cant performance advantage over the baseline algorithms. This demonstrates our framework's
ability to effectively aggregate valuable information from local clients for global weight training.

2The experiments with more models, FedOV and Co-Boosting, are in Appendix G.5.



Table 2: Experimental results of varying number of clients on FMNIST dataset.

# of Clients Partition FedLPA FedNova SCAFFOLD FedAvg FedProx DENSE
=0.01 33.57 0.38 10.00 0.00 13.13 0.24 13.23 0.21 13.93 0.08 10.30 0.00
=0.05 47.30 0.74 21.30 0.08 20.53 0.56 21.20 0.64 19.40 0.46 46.13 0.36
=0.1 57.37 0.05 31.50 0.29 29.23 0.60 32.43 0.99 28.80 1.26 57.20 0.12
=0.3 71.30 0.03 53.87 0.33 50.63 0.10 52.83 0.08 52.13 0.40 71.17 0.04

20 Clients =0.5 74.07 0.00 62.83 0.03 58.60 0.08 60.17 0.03 59.47 0.06 74.10 0.04
=1.0 76.07 0.01 68.63 0.08 69.13 0.12 68.33 0.08 69.33 0.10 75.47 0.04
#C=1 21.50 0.30 10.00 0.00 10.00 0.00 10.00 0.00 10.33 0.00 10.00 0.00
#C=2 59.17 0.45 19.23 0.23 19.47 0.49 18.53 0.46 13.53 0.26 33.07 0.27
#C=3 66.37 0.01 27.30 0.20 28.07 0.35 25.93 0.27 24.63 0.26 52.23 0.79
=0:01 15.91 0.01 10.00 0.00 10.00 0.00 10.00 0.00 10.27 0.00 10.00 0.00
=0.05 28.43 0.80 15.50 0.43 17.77 0.25 17.37 0.24 18.10 0.01 25.03 0.47
=0.1 57.03 0.00 34.33 0.04 30.17 0.03 28.90 0.05 31.00 0.27 55.83 0.49
=0.3 66.70 0.23 46.70 0.12 43.97 0.02 45.40 0.12 45.07 0.11 59.23 1.90

50 Clients =05 71.13 0.00 57.93 0.40 52.93 0.22 53.67 0.26 53.80 0.20 69.57 0.02
=1.0 71.07 0.04 60.00 0.20 57.67 0.22 56.30 0.45 56.90 0.41 70.33 0.03
#C=1 15.93 0.02 10.00 0.00 10.00 0.00 10.00 0.00 10.27 0.00 10.00 0.00
#C=2 49.60 0.37 18.03 0.11 17.20 0.00 20.50 0.26 15.70 0.03 4457 0.92
#C=3 65.50 0.05 38.03 0.99 40.53 1.41 40.97 1.51 38.93 1.34 56.10 0.38

In summary, the state-of-the-art DENSE could be comparable with FedLPA when the skew level is
small. However, with the increment of skewness, FedLPA shows signi cantly superior results.

4.3 Scalability

We assess the scalability of FedLPA by varying the number of clients. In this section, we show results
on FMNIST in Table 2. From the table, we can observe that FedLPA still almost always achieves the
best accuracy when increasing the number of clients. Notably, there is a slight exception highlighted
in red, where DENSE outperforms us when we h20elients and = 0:5, this may be attributed to

the dataset being less biased and the DENSE only getting a marginal 0.03% higher test accuracy. Our
method is generally much more robust in all kinds of settings.

Table 3: Experiments with different proportions of data samples.

Data sample proportion Accuracy( =0.1) | Accuracy( =0.3) | Accuracy( =0.5)
100% 55.33 0.06 68.20 0.04 73.33 0.06
80% 53.88 1.14 65.47 0.02 73.17 0.05
60% 53.15 0.82 64.80 0.71 72.40 0.29
40% 53.20 0.21 64.10 0.40 70.02 0.17
20% 45.71 0.13 62.15 0.03 68.54 2.02

4.4 Experiments with different proportions of data samples

We have added the experiments with our method on the same experiment setting with 10 clients. We
conducted experiments on FMNIST datasets witld.1, 0.3 and 0.5. The performance changes w.r.t

the number of data samples are shown in Table 3. We could see that our method FedLPA could yield
satisfactory results even with only 20% data samples under multiple settings.

4.5 Ablation study

The hyper-parameter of our approach javhich controls variances of a priori normal distribution

and guarantee&  andB are positive semi-de nite. In this part, we show results on FMNIST. All

other Laplace Approximations are sensitive to the hyper-paramédiased on their experimental

results, Table 4 shows that our approach is relatively robust. Based on our numerical results, we set
= 0:001by default for our method FedLPA.

We also conduct the experiments when the local epochs are 10,20,50,100. More experiments are
available in Appendix G.2, which shows that our methods outperform all the baselines in all kinds of
scenarios without requiring extensive tuning.

4.6 Communication and computation overhead

We conduct experiments on CIFAR-10 on a single 2080Ti GPU to estimate the overall communication
and computation overhead. We set the number of clients is 10. Table 5 shows the numerical results on



Table 4: Experimental results of different Table 5: Communication and computation

hyper-parameter on FMNIST dataset. overhead evaluation.

value of 0.01 0.001 0.0001 Overall Overall
=0.01 18.63 0.78 | 21.20 0.67 | 22.50 1.84 Computation (mins)| Communication (MB)
=0.05 54.33 0.54 | 54.27 0.38 | 53.30 0.01 FedLPA 65 4.98
=0.1 56.83 0.19 | 55.33 0.06 | 54.60 0.15 FedNova 50 2.47
=0.3 66.83 0.02 | 68.20 0.04 | 67.53 0.03 SCAFFOLD 50 4.94
=0.5 73.20 0.03 | 73.33 0.06 | 72.17 0.04 FedAvg 50 2.47
=1.0 76.53 0.02 | 76.03 0.05 | 73.47 0.19 FedProx 75 2.47
#C=1 12.73 0.01 | 13.20 0.02 | 14.17 0.02 DENSE 400 2.47
#C=2 45.20 0.21 | 46.13 0.15 | 44.80 0.03
#C=3 58.97 0.07 | 57.90 0.06 | 55.60 0.06

FedLPA and baselines. Details of the overhead evaluation are referred to Appendix G.6 and G.7. Our
observations reveal that FedLPA is slightly slower than FedNova, SCAFFOLD, FedAvg, and FedProx,
while much faster than DENSE. FedLPA also has signi cantly improved the one-shot learning
performance of the above four approaches. Similarly, FedLPA performs moderately incremental
communication overhead while outperforming other baseline approaches on learning performance, as
one-shot FL introduces heavy computation overhead while communication overhead is usually small.
It is noteworthy that FedLPA strikes a favorable balance between computation and communication
overhead, making it the most promising approach for one-shot FL.

4.7 Extension to multiple rounds

We conduct experiments on MNIST with 10 clients
and data partitioningy - Dir( = 0:5). The results
are shown in Figure 2. As DENSE could not support
multiple rounds, we compare our methods with Fe-
dAvg, FedNova, SCAFFOLD, and FedProx. FedLPA
achieves the highest accuracy in the rst round, denot-
ing the strongest learning capabilities in a one-shot
setting. With the increment in the number of rounds,
the performances of FedLPA increase slower than the
other baseline approaches. This gure shows that the
joint approach (ours (one round) then FedAvg) that
utilizes FedLPA in the rst round and then adopts
other baseline methods may be most promising to
save communication and computation resources

in . .
the multiple-round federated learning scenario. #lgure 2. Extension to multiple rounds on

MNIST dataset.
4.8 Supplementary experiments

Experiments for privacy concerns, experiments on

different local epoch numbers, experiments in extreme settings (the number of clients€6001),
experiments with more methods, experiments with more complex network structures, experiments
with more complex datasets, ablation experiments analyzing the number of approximation iterations
of FedLPA can be found in Appendix.

5 Conclusions

In this work, we design a novel one-shot FL algorithm FedLPA to better model the global parameters
in effective one-shot federated learning. We propose a method that could aggregate the local clients
in a layer-wise manner with their posterior approximation via block-diagonal empirical Fisher
information matrices, which could effectively capture the accurate statistics of a locally biased dataset.
Overall, FedLPA stands out as the most practical and ef cient framework that conducts data-free
one-shot FL, particularly well-suited for high data heterogeneity in various settings, considering it
signi cantly outperforms other baselines with extensive experiments. Our FedLPA is available in
https://github.com/lebronlambert/FedLPA_NeurlPS2024.
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A The FedLPA algorithm

The proposed algorithm follows the same paradigm as the standard one-shot federated learning
framework. Each client follows the local training procedure as shown in the paper. The global
aggregation is illustrated in Algorithm 1.

With the Algorithms, let us assume the dimensionality list of each layer in a fully connected neural
network is (Bo, S1, S2, .-, SI,...,SL ]), which means the size of the weight, of layerl iss; 1Xs;.
Consequently, the size &y, for this layer would bes; ;1xs; 1, and the size 0B, would bes)xs;.

The size ofFy, is (5| 1XS))X(SI 1XS|).

Then, we give a concrete example to show the dimensions of different matrices using a fully-
connected neural network model with architecture 784-256-64-10 as in Appendix G. Then, the
My, is 784x256+256,M y, is 256x64+64,M \, is 64x10+10. TheA, is 785x785,A,

is 257x257,A, is 65x65. TheBy, is 256x256,By, is 64x64,By, is 10x10. Then the

Fk, is (785x785)x(256x256)Fk, is (257x257)x(64x64)F, is (65x65)x(10x10). Thd is
(785x785+257x257+65x65)x(256x256+64x64+10x10).

However, in fact, we do not need to combine the , By, , Fy, into Ay, By, Fk. In this paper, we
utilize the diagonal block property to compute each block in our method.

B Comparison with the previous methods

To the best of our knowledge, we are the rst to consider the posterior inference problem in the
one-shot scenario. Note that the approddj fequires a lengthy burn-in period before conducting
posterior inference, for instance, 400 rounds, and it updates global model parameters by modifying
the covariance-aggregated local models. It means that the algoritBinmgcessarily requires
multiple iterations and cannot be used in a one-shot scenario. In contrast, our method FedLPA only
requires immediate variational inference after training the local model, ensuring higher exibility and
ef ciency in the one-shot scenario.

Besides, in the algorithiip], obtaining statistical information to compute local covariances is of
low rank. In reality, it fails to acquire the posterior of the aggregated model and cannot perform
variational inference on the aggregated model. However, our method yields full-rank covariances,
and after employing an expectation approximation method for variational inference on the aggregated
model, we can achieve a usable global posterior.

In both the domain of natural gradient optimization [48, 70, 16] and modeling output uncertainty in
variational inferencefl], using the Fisher approximation of the Hessian does not involve the issue

of inverting covariance. However, in the context of federated learning, when performing variational
inference on the aggregated model, the necessity of inverting covariance becomes unavoidable. To
address this problem, we propose a novel algorithm that constructs a quadratic objective function.
During aggregation, this algorithm directly trains the aggregated model using local covariances and
expectations, thereby circumventing the need for inversion operations.

Note that the previous methodsl] 17] adopt the same core approach that utilizes the online Laplace
approximation to obtain diagonal Fisher for model aggregation, in which they conduct experiments
on different datasets and published on different venues. We mainly analyze our approach with
the comparison of DiagonalFishelrq. DiagonalFisher assumes independence among parameters,
neglecting inter-parameter correlations, resulting in inaccurate posterior approximations. However,
strong correlations exist among parameters within each layer, such as matching patterns in convo-
lutional kernels within convolutional networks. This is a crucial factor that cannot be overlooked;
otherwise, aggregation of the posterior would result in lower posterior regions, as compared to our
method. In complex environments, employing diagonal Fisher for aggregation would prove to be
entirely ineffective, whereas our method effectively leverages inter-parameter correlations at each
layer, rendering it more robust. To demonstrate, we present results comparing aggregation using
diagonal Fisher and our method. We have added experiments using the settings of our paper and an
MLP model (784-256-64-10) on the FMNIST dataset with ve random seeds for one-shot FL, the
client number is 10, and the=0.01. The results are in Table 6.

In the table, “Initial" denotes whether the client models were initialized using the same parameter
values or independently.
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Table 6: Experiments with DiagonalFisher using MLP.
Initial FedAvg FedProx SCAFFOLD DiagonalFisher FedLPA

Same 42.35 0.16 24.80 0.10 42.10 0.15 56.34 0.34 76.63 0.04
Different 10.00 0.00 24.12 0.02 10.16 0.70 10.51 0.11 73.73 0.07

When “Initial" is set to “Same", all client models are trained on their respective datasets using
identical parameter values for initialization. Consequently, there exists a strong correlation among the
local models. Additionally, in this scenario, model aggregation is equivalent to aggregating updates
of local models. Although DiagonalFisher performs reasonably well under this condition, our method
demonstrates superior performance, exhibiting a 20.29% increase in global test accuracy.

When “Initial" is set to "Different", the models on different clients start training with distinct parameter
values. Due to the high heterogeneity of local datasets, there is minimal correlation among local
models. In this extreme scenario, DiagonalFisher completely fails, while our method maintains an
accuracy of 73.73%, showcasing remarkable robustness.

It is essential to consider the indispensability of parameter correlations, which is why we com-
pute correlations among parameters within layers to ensure the robustness and accuracy of model
aggregation.

Now, we discuss some related works which directly utilize K-FAC to approximate the Fisher matrix
and make a comparison with our proposed approach FedLPA. The wi&k&) 71] have provided

us with signi cant inspiration. However, methods like K-FAC do not require computing the inverse
of covariance. Nevertheless, in the context of federated learning, the necessity of inverting covariance
becomes unavoidable during variational inference on the aggregated model.

Methods like K-FAC assume direct independence among data samples to utilize expectation approx-
imation. They obtain the inverse of Fisher from individual samples and then directly compute the
expectation, thereby avoiding inverse operations. However, the expectation approximation inevitably
leads to biased results during model aggregation. Detailed analysis can be found in Appendix D.

To address this issue, we propose a novel algorithm that constructs a quadratic objective function.
During aggregation, this algorithm directly trains the aggregated model using local covariances and

expectations, eliminating the need for inversion operations. This aims to minimize aggregation biases

as much as possible.

Here, we provide a comparative analysis of different methods.

FedAvg and FedProx minimize the Kullback-Leibler (KL) divergence between the local and global
posteriors: ; 1 = min . KL ( E p( jDk))jp( jD) . SCAFFOLD computes the bias

term, and FedNova computes the correction term. None of these four methods consider the corre-
lations between parameters. DENSE and FedQOV, on the other hand, employ distillation methods,
attempting to extract the distribution of non-iid data among clients through distillation. However, this
itself leads to information loss due to dimensionality reduction and introduces additional variance of
data.

Although the work 72 also uses the distributed Bayesian inference, however, it focuses on the
dataset feature and could not be applied to train the global model parameters.

In conclusion, the reason our approach performs better in this scenario stems from our improved
approximation of the global posterior. This approach signi es our novelty in addressing these
challenges.

B.1 The ef ciency of FedLPA

Although the number of uploaded bits increased per round of FedLPA, it resulted in a signi cant
improvement in the nal outcome. Additionally, the increase in transmitted bits enhanced the
robustness of the aggregation method. Moreover, as indicated in Table 5 of the paper, we observe
only a marginal increase in the amount of communication required.

A fully-connected neural network model with architecture 784-256-64-10784&s256 + 256 +
256 64+64+64 10+10 = 217930 oating point numbers, which is 6973760 bits or around 0.831
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Table 7: Experiments with DiagonalFisher considering ef ciency.
“Initial" Method FedLPA (Global Test Acc/ MB) | DiagonalFisher (Global Test Acc / MB)
“Same" 76.63/(2.272*10) = 3.37 56.34/(1.662*10) = 3.39
“Different” 73.73/(2.272*10) = 3.25 10.51/(1.662*10) = 0.63

MB. For one communication from a client to the server, our approach needs to upload additional
A andBy, which have785 785 + 256 256 + 257 257 +64 64 +65 65+ 10 10 = 756231
oating point numbers. NoteA  andBy are symmetric matrices, so we only need to upload the
upper triangular part oA andB, which is around 756231/2 = 378115.5 oating point numbers
and 1.442 MB. Therefore, our approach costs 2.272 MB for the directed communication, which is
only 1.367 times than DiagonalFisher while DiagonalFisher costs 0.831*2 = 1.662 MB. We show
the following Table 7 based on the previous experiment results. When “Initial" is set to “Same", the
ef ciency of every bit is almost the same. When “Initial" is set to “Different", the ef ciency of every

bit for our method is much higher than the DiagonalFisher.

C Detailed discussion for the time complexity of Eq. 12

A fully-connected neural network model with architecture 784-256-64-10 as an example is shown
in Appendix K. We use this example to further explain this question. The siag pfs 785x785

and the size oBy, are both 256x256. Then, we need to compute the inverse of the matrix
(785x785)x(256x256), which is huge. The time complexity of calculating the inverse of a ma-
trix is O(n®) (n is the dimension of the matrix), which is very slow. The accuracy of calculating it is
decided by the condition number of the huge matrig [74, 75, 76]. That's why calculating Eq. 12

is unacceptable, considering the time complexity, the size of the huge matrix and the accuracy.

Further, for example, in the machine learning eld, to accelerate the training of the neural network,
they use the Newton method. However, using this method, they need to compute the inverse of the
Hessian matrix, which is also huge and unacceptable. That is why they introduce the &&AC|[

KFRA [55] and KFLR [55] methods to avoid computing the inverse of the huge Hessian matrix.

In this paper, we avoid computing the inverse of the huge matrix via our method, and the time
complexity is linear.

D Expectation approximation (EA)

Previous works46, 49] approximate the expectation of Kronecker products by a Kronecker product
of expectation£[A B] E[A] E[B]with an assumption oAy, andBy, are independent,
which is called Expectation Approximation (EA).

It is a simple and effective method to approximate the expectation of Kronecker products. As a result,
the global co-variance is approximated by:

X( 1 X( 1 1 1

( Ak|) ( Bk|) :A| B| (15)
p “p “

whereA | = E Ay, andB, = E B, . DenotingZ, as matrix formula ok, = vec(Z,), then

can be computed ef ciently as below:

= 1z (At B, Yz =vec(B, A Y (16)

However, Eq. 16 leads to a biased global expectation. The EA needs the independence assumption,
butA, andBy, are weakly related in back-propagation. Besides, even if they are independent, Eq.
16 still suffers from approximation error because the clients' nurkbés nite and always a small

number but statistical independence can only be demonstrated when the sampling humber is large
enough. Eq. 17 shows the approximation error directly:

(A1+A2) (B1+B)=A; Bi+A; B
+A1 Bz+ A2 B]_ (17)
6 Ay Bi+A>, B>
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E Extend FedLPA to the models with enormous single layer weight
parameters

This implies a Fisher matrix with a large dimension and it signi cantly increases communication costs.

In such cases, the most intuitive approach is to explore the possibility of dimensionality reduction
for its Fisher matrix. A promising approach to enhance the ef ciency of our method may employ
some low-rank factorization technique&’]. As described44], the main idea involves perform-

ing an eigendecomposition on the Kronecker fact@g}, [while preserving only the eigenvectors
corresponding to the top k largest eigenvalues. As a result, this approach drastically reduces space
complexity, enabling communication costs to be compared favorably with diagonal Fisher matrices.

F Privacay discussion of FedLPA

In the FedLPAA ¢ is computed via the activations whil is computed via the linear pre-activations

of the layer. We note tha& ¢, Bk, andM ¢ do not carry any label information, thus the transmission

of Ak, Bk, andM i will not leak any label privacy. As a comparison, FedCAVE, which transmits
client label information to the server, requires training in label distribution to do the distillation.
Several papers/B, 80] have noti ed that label privacy, e.g., the concern of label distribution leakage
and raw label leakage, is sensitive in federated learning. We believe that it has also been a concern in
the one-shot FL scenario.

Besides, our t-SNE illustration in Fig 1 shows the classi cation capability on the global model,
which can separate the classes. However, our gures of the t-SNE illustrations on local models
in Appendix G.1 show that for the data belonging to the same class, their t-SNE illustrations are
erratically distributed on different local nodes. For instance, for node 2, its training data only has 3
classes while most of the training data locates in class 5. However, it is hard for the server to infer that
label distribution since the t-SNE illustration both on node 2 and other nodes also seems irregular.

Ak, Bk, andM g are a function of data that may contain privacy-sensitive information of the local
training data. However, in this case, our privacy-preserving level is similar to FedAvg, which means
that FedLPA has the same privacy-preserving level as the conventional federated learning algorithms
(i.e, FedAvg, FedProx, FedNova, and Dense), which are all vulnerable to some privacy attacks (e.g,
membership inferencé8]] or reconstruction attack8p]). Our approach FedLPA provides more
information than FedAvg, However, the additional information we provide is the mean of each sample

in each dimension, the mean of squares of each sample in each dimension, and the mean of square
gradients. These solely marginally enrich the attack capability of several reconstruction attacks.

FedLPA is intuitively compatible with existing privacy-preserving techniques, such as differential
privacy (DP) b6, 57], secure multiparty computation (SMG§, 59], and homomorphic encryption

(HE) [60, 61, 62]. In Appendix F.1, we propose a naive DP-FedLPA with two different mechanisms

to show the compatibility with differential privacy. In Appendix F.2, using iDLG atte®®,[we

show that our proposed FedLPA has the same privacy-preserving level as the conventional federated
learning algorithms (i.e, FedAvg, FedProx, FedNova and Dense). Compared with FedAvg, we have
conducted a detailed analysis from a privacy attack perspective to show that our proposed FedLAP
exhibits a security level consistent with FedAvg against several types of privacy attacks, where the
details are shown in Appendix F.3. Note that the main focus of FedLPA is to improve the learning
performance on the one-shot FL settings, thus, we leave the integration with other privacy-preserving
techniques beyond DP as an open problem.

F.1 Experiments with differential privacy

We rstlist the de nitions and techniques for differential privacgd. ( -DP) For > 0, arandomized
functionf provides -differential privacy if, for any datasef®; D °that have only one single record
different, for any possible outp@,

Pr[f(D)20] e Pr[f(D%2 0] (18)

Supposé is a function and; D ®have only one record different. The sensitivityfols de ned as
f = rg%xokf (D) f(DYk, (29)
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Table 8: Experiments with Differential Privacy using two mechanisms.

Partitions FedAvg DP-FedLPA (mechanism 1)) DP-FedLPA (mechanism 2)
=0.1 31.90 0.58 50.01 0.07 57.15 1.23
8 =0.3 44.37 0.05 68.30 0.41 66.21 0.14
=0.5 57.92 0.63 71.17 0.27 73.50 0.06
=0.1 28.17 0.16 48.51 0.07 55.87 0.88
5 =0.3 43.91 0.05 67.34 0.92 66.02 0.71
=0.5 57.14 0.63 70.89 0.80 73.44 0.20
=0.1 27.85 0.79 48.39 0.07 54.31 0.44
3 =0.3 42.80 0.05 65.08 0.45 65.22 0.46
=0.5 54.80 0.63 70.28 1.30 72.19 0.62

Table 9: Experiments with Differential Privacy for Round Numbers.
8 5 3
0.1 11 11 12
0.3 11 9 8
0.5 8 8 7

Here one record different means a database has one more record than another. We utilize the Laplace
mechanism [84] to achieve the DP.

Laplace Mechanism: For functidn: D! RY, function:

F(D)=f(D)+ Lap(0; f=) (20)

provides -DP, whereLap(0; f= ) is sampled from Laplace distribution.

Following the differential privacy (DP) mechanisn&b] 85, 57, 86] to protect privacy, we conduct

the two mechanisms of DP-FedLPA: (1) adding Laplace random noise to the training data samples,
(2) adding Laplace random noise to the parameters to be transmitted. DP is a rigorous and popular
privacy metric, which guarantees that the output does not change with a high probability even though
an input data record changes. Speci cally, since the sensitivity of the data sample distribution after the
normalization is 1, we add Laplacian noises witkk 1. We set = f 3; 5; 8g that provides modest
privacy guarantees since normally2 (1;10) is viewed as a suitable choice. We have added the
experiments using the same experiment setting in the paper with ve random seeds and 10 clients on
the FMNIST dataset. Results are shown in Table 8. DP-FedLPA under both mechanisms outperforms
FedAvg, which shows that it is compatible with combining our proposed FedLPA with DP to enhance
privacy protection levels. Note that the smallgs, the larger noises we add. We nd that when the

gets smaller, the performance drops simultaneously, while the privacy protection level is increased.

Besides, we have added the experiments using the same experiment setting to show the round results
of how many rounds DP-FedAvg needs to achieve the same test performance with the rst mechanism.
The results in Table 9 show that DP-FedAvg needs about 10 rounds of communication to achieve the
same test performance, compared to our one-round FedLPA. Combined with our previous results
in Table 5 and Table 8, our FedLPA could save the communication and computation overhead and
combine with the DP method to mitigate the potential privacy leakage. Based on the above settings,
DP-FedAvg needs at least 3x communication overhead and 5x computation overhead. While DP-
FedAvg needs multiple rounds to get similar accuracy, DP-FedAvg maybe vulnerable to more privacy
attack methods due to the multiple queries, such as curvature-based privacy attacks.

F.2 Experiments with iDLG attack

We also add experiments with IDLG attack 82 following the link
(https://github.com/PatrickZH/Improved-Deep-Leakage-from-Gradients/blob/master/iDLG.py).
We did the experiments with the setting of the paj@:[in each single experiment, the client is
trained with one random picked image in FMNIST, then we use the iDLG attack to recover the image
based on the model from FedAvg and FedLPA. We randomly selected 500 training examples to
collect 500 MSEs between the recovered and the original image. The larger the MSE is, the better

21



Table 10: iDLG attack results of FedLPA and FedAvg.
Percentile | 12.5 25.0 37.5 50.0 62.5 75.0 87.5 100.0
FedLPA 0.60 | 1.00 | 1.10 | 1.39 2.75 50.71 40736.88 | >=1e9
FedAvg 0.09 | 016 | 0.71 | 156 | 26.24 | 950.89 | 54307.91 | >=1e9

the privacy-preserving level for the method. Due to the rebuttal limitation, we cannot show the gure
for the cumulative distribution function considering the MSE of the iDLG attack. We provide the
results in Table 10 to show MSE considering the percentile for these 500 experiments.

Based on the Table, we could see that from 12.5 to 50.0 percentile, regarding the privacy-preserving
aspect, FedLPA behaves better than FedAvg on these samples. However, from 50.0 to 87.5 percentile,
FedAvg behaves better than FedLPA on such samples. Thus, no clear evidence exists of which one
performs better when referring to the privacy level. Considering the overall 500 data samples, we
roughly concluded that FedLPA and FedAvg share a similar privacy level.

F.3 Concrete examples of privacy attack

For privacy attacks, we start by assuming the simplest scenario where each client has only one sample,
and the model comprises a single layer, such as a multi-layer perceptron.

Lety = W X, (x isn+1 dimensional, with the last dimension being a unit valueyl3, Df (y)=Dx
(wheref is the loss function). In this casa, = xx T;B = gg'.

In this single-sample scenario, an attacker can directly obtéiom the last column oA . With
x andW , the attacker can acquire the model's output. Furthermore, utilizing the Logs, dtfsd
possible to get the label information.

FedAvg would also be vulnerable to a reconstruction attack in this scenario, allowing the attacker to
obtain sample and label information.

When each client has two samples x, 2 Dataset), then:A =1=2 x; X] +1=2 X, XJ;B =

1=2 g; g +1=2 @ g%. The last columrt of A equalsl=2x, +1=2x,. The diagonal elements

d of A equall=2x3 +1=2x3. In the case of these two samples, an attacker can utilize the information
from A andB to get the two samples; andx,. Using the same methodology, they can also obtain
01 andg, . Consequently, the attacker can reverse-engineer the labels as well.

FedAvg could also potentially succumb to a reconstruction attack in this scenario, providing the
attacker with sample and label information, although the obtained information might be more
ambiguous.

When each client has three or more sample2(Dataset), A = Eyspataset (X X');B =
Ex2pataset (@ g"). In this situation, the last colummof A, ¢ = Eyx2patset (X) represents the
average of the sample dataset, depicting the projection of the data distribution in the sample space on
various coordinate axes. Furthermore, the diagonal elemeM$Bf, paaset (X X)) offer the
attacker statistical information about this local dataset.

Generally, solely using the statistical information of these datasets cannot reconstruct the entire dataset.
Similarly, it's not possible to obtain gradients for the output of each sample, thereby preventing the
reconstruction of individual sample labels. The results obtained by asangW to gather statistical

label information are unreliable.

Additionally, for structures such as CNNs and RNNs/LSTMs, the dif culty of attacks increases due to
weight sharing. For CNNs, since convolutional kernels only accept local samples as input, information
in A encompasses statistical information from all localities of the samples. For RNNs/LSTMs,
information inA includes statistics of each word vector in a sentence. These network structures make
it possible for attackers to fail even in single-sample scenarios. For MLPs, the information contained
in the intermediate layeh is almost equivalent to the information encoded in the parameters of
the BN (Batch Normalization) layer. The mean output of the Batch Normalization (BN) layer is
equivalent to the last column &, whereas the variances differ between the BN layer Aafsd
diagonal but both contain statistical information related to squared values.
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It's worth noting that the parameters acquired by the BN layer using the sliding-window average
method are also frequently used during the computatioh ahdB, as mentioned in the pap&s{].

FedAvg provides model parameter values, the average of gradients, and BN layer parameters.
Compared to FedAvg, the additional information we offer is actually limited to: the mean of each
sample in each dimension, the mean of squares of each sample in each dimension, and the mean of
square gradients. Utilizing this information, attacking becomes highly challenging when the number
of samples exceeds three. Although we don't rule out the possibility of successful methods in practice
due to the data's own correlations, the limitations are signi cant based on our analysis, and our
security level is quite close to that of FedAvg.

We discuss two common attacks here. Inferring class representatives:

i) Model inversion attacksg7] exploit the con dence information provided by machine learning
applications or services. Our method does not provide con dence information, nor does it compute
the information required for it. Therefore, our method's defense level against these attacks aligns
with FedAvg's defense level.

i) Attacks using GANs to construct class representati8@8kitilize the client-uploaded model as

a discriminator and its output as labels to train a generator to generate similar data. The additional
statistical information we provide might be used to constrain the distribution of inputs for GANs,
speci cally their mean values. Since the statistical information of the dataset may contain some
common features among samples, it might potentially aid in speeding up the convergence of training
GANSs but may not signi cantly enhance the accuracy of generated data after GAN optimization.
It's worth noting that if the BN layer parameters uploaded by FedAvg could be used to constrain the
statistical information of GANs' inputs, they would be equivalent to the information provided by our
method.

Additionally, these attack methods against FedAvg only yield favorable results when class members
are similar, meaning the dataset has clear common features that allow the constructed representatives
to resemble the training data. When class members are dissimilar, these shared features tend to be
confounded, rendering the constraints imposed by the sample mean ineffective, hence not enhancing
the effectiveness of GANSs attacks.

In summary, our method exhibits a security level consistent with FedAvg against these types of
attacks. Even in cases where the BN layer is not required, our method's security is similar to that of
FedAvg.

Membership inference attacks against aggregate stati8fic8§] and Membership inference attacks
against ML models§9, 90, 91, 92, 93, 94] aim to infer whether a sample belongs to the training
dataset using appropriate prior distributions and statistical data. These attack methods impose speci ¢
requirements on the dataset. In such attack scenarios, whether the sample mean information our
method can provide is exploitable by the attacker depends on whether this information can reveal the
inherent distribution correlations within the dataset. However, for high-dimensional complex data,
sample mean information often falls short in achieving this.

The inference attack towards client model is a complex topic. Other inference attack methods and
defense mechanisms against them fall outside this paper's scope. It is an interesting topic to explore
more robust measures to prevent such breaches in future works.

Therefore, in the case of these attacks we mentioned, our method exhibits the same level of security
as FedAvg (since FedAvg requires uploading statistically equivalent information within the BN layer).
For scenarios without a BN layer, whether our method reduces security depends on the characteristics
of the dataset itself. Real-world data is often high-dimensional and complex, making successful
attacks challenging.

G Additional experiments

G.1 t-SNE visualization
We conduct experiments using MNIST dataset with\alue of 0.05, training 10 local clients over

200 local epochs with random seed 0. In this biased local dataset setting, local clients could only
distinguish a subset of the classes, as illustrated in Figure 3.
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