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Abstract

The training process of a machine learning (ML) model may be subject to adversarial
attacks from an attacker who attempts to undermine the test performance of the ML
model by perturbing the training minibatches, and thus needs to be protected by a
defender. Such a problem setting is referred to as training-time adversarial ML. We
formulate it as a two-player game and propose a principled Recursive Reasoning-based
Training-Time adversarial ML (R2T2) framework to model this game. R2T2 models
the reasoning process between the attacker and the defender and captures their bounded
reasoning capabilities (due to bounded computational resources) through the recursive
reasoning formalism. In particular, we associate a deeper level of recursive reasoning
with the use of a higher-order gradient to derive the attack (defense) strategy, which
naturally improves its performance while requiring greater computational resources.
Interestingly, our R2T2 framework encompasses a variety of existing adversarial ML
methods which correspond to attackers (defenders) with different recursive reasoning
capabilities. We show how an R2T2 attacker (defender) can utilize our proposed nested
projected gradient descent-based method to approximate the optimal attack (defense)
strategy at an arbitrary level of reasoning. R2T2 can empirically achieve state-of-the-
art attack and defense performances on benchmark image datasets.
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1. Introduction

The widespread use of machine learning (ML) models has inevitably raised con-
cerns about the security and safety of their application in the real world, which has
galvanized the recent popularity of adversarial ML. In particular, the training process
of an ML model may be subject to adversarial attacks whose objective is to fool the
ML model into performing well during training yet inadequately during deployment.
Therefore, a defense mechanism is needed to ensure the reliability of the ML model.

An important motivating scenario is an online learning system in which the model
learning performed by a central server requires training data that are sent in mini-
batches from some data source(s). This is an increasingly prevalent setting in modern
ML where large amounts of data are available [1} 2]. Due to memory constraints, the
data is usually gathered and stored locally, and then transmitted to the central server
for model update. This system is susceptible to attacks from (a) an adversarial data
provider who sends out poisonous minibatch data or (b) a malicious hacker who can
access and modify the transmitted data. These attackers usually attempt to compromise
the test-time performance of the trained ML model on clean data samples. As a coun-
termeasure, the central server can invoke a defender to correct the received data before
using them for model update.

Formally, we refer to this problem setting as training-time adversarial ML which
can be formulated as a two-player game between the training-time attacker and training-
time defender. In such a game, it is usually too complicated to solve for a Nash equilib-
rium and hence not realistic for both players to employ Nash equilibrium strategiesp_-]
Nevertheless, an interesting research question remains to be answered: How should the
attacker (defender) choose its strategy to achieve more effective attacks (defenses) and
thus gain an advantage in the game?

Unfortunately, most works on adversarial ML have (a) focused on test-time attack-

'The work of [3] studies Nash Equilibrium strategies under the assumption of a binary classifier and

locally linear decision boundaries.
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s/defenses and (b) studied either attacks or defenses solely. Test-time aftacks [4] and
defenses [5] are well-studied. However, as we will show in our experiments, they do
not transfer well to training-time attacks and defenses. The work of [6] has proposed
learning an auto-encoder-like network to generate training-time attacks without con-
sidering defenses. To our best knowledge, a detailed study of training-time defenses is
still lacking.

In training-time adversarial ML, the training of the ML model (referred to as the
target ML modelhereafter) is affected by the strategies of both the attacker and de-
fender. So, for the attacker to gain an advantage in the game, it has to reason about the
defender's strategy. Similarly, to derive a more effective defense strategy, the defender
can adopt a reasoning process that accounts for the attacker's potential strategy and
belief about the defender. This gives rise to teeursive reasoningrocess which is
captured by thdevel K (LK) model from behavioral game theory for explaining the
behavior of humans [7, 8, 9, 10]. In the LK model, every player (person) reasons at
a particular level: A leveD player selects a null strategy while a lekel- 1 player
best-responds to the leve{- 1) behavior of the opponent.

A person with a more sophisticated strategic thinking is capable of a deeper level
of reasoning and usually performs better in a game. Similarly, in the game of training-
time adversarial ML, a computational agent (attacker/defender) with access to more
computational resources is expected to be able to nd a better attack/defense strategy.
In behavioral game theory, a person's reasoning level is determined by her cognitive
capability, otherwise known agnitive limit[11, 12, 13]. This naturally brings up a
guestion: How should we characterize the cognitive limit of a computational agent with
bounded computational resources and thus determine its reasoning level? In this work,
we associate the cognitive limit and hence reasoning level of an attacker/defender with
thehighest order of gradierthat can be computed by the player. This association turns
out to be natural and elegant since having access to more gradient information is likely
to improve its performance and the cost of computing a gradient grows exponentially
in its order.

This paper presents the rst principldkecursive Reasoning-based Training-Time

adversarial ML(R2T2) framework (Sec. 4) to model training-time adversarial ML as
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a2-player game. Interestingly, our R2T2 framework encompasses a variety of existing
adversarial ML methods which correspond to attackers (defenders) with different recur-
sive reasoning capabilities. We show how an R2T2 attacker (defender) can utilize our
proposed nested projected gradient descent-based method to approximate the optimal
attack (defense) strategy at an arbitrary level of reasoning (Sec. 4.4). We empirically
demonstrate that R2T2 can achieve state-of-the-art attack and defense performances on
benchmark image datasets (Sec. 6) and, for the rst time, provide principled guidelines

to protect the training of an ML model against training-time attacks.

2. Related Work

Most works on adversarial ML have focused tst-time attack$4, 14, 15, 16]
where the attacker tries to fool an already trained ML model into an incorrect prediction
by perturbing the test input. Several works aim at defending against such test-time at-
tacks through data sanitization by correcting the perturbed test input [17, 18, 19]. Note
that all these works have studied either attacks or defenses solely. Their straightforward
application to training-time attacks/defenses do not yield satisfactory performances, as
demonstrated in our experiments (Sec. 6).

Another line of work callecdadversarial training[5] has attempted to perform test-
time defense by including a training-time attacker during the training of the ML model.
As a result, these attacks during training can act as a “vaccine” to ensure that the result-
ing model is robust against similar test-time attacks [4, 5, 15, 20, 21, 22]. In adversarial
training, the attacker is playing against a le@&tull-strategy defender under our R2T2
framework (Sec. 3.1).

Some other works have studied the training of an ML model uddtaset poison-
ing, that is, by modifying the training séeforethe training starts and only allowing
a few data points to be changed [23, 24]. In comparison, we assume that the attacker
can access and modify the minibatch ddtsing model training. The dataset poison-
ing method of [25] makes use of in uence function and can be considered a variant
of our level? attack strategy (Sec. 4.3). A number of works have been proposed to

defend against a dataset poisoning attack based on outlier removal [26, 27, 28], but
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they do not t into our setting where an attack can corrupt all inputs of a minibatch.
Some of the works on poisoning attacks and defences [28, 29, 30] have formulated a
Stackelberg game between the attacker and the defender, and then proposed solutions
based on bilevel optimization. In comparison, our work can also be viewed as a Stack-
elberg game where the attacker is the leader and the defender is the follower. Then, our
optimal strategies correspond tsab-game perfect Nash equilibrif@PNE).

The works onbackdoor attackg31, 32] have tried injecting a backdoor into a
model during training to produce wrong predictions if a speci ¢ trigger is added to an
input at test time. Such attacks, which require the test set to be chosen/manipulated to
be backdoored tasks, do not t into our setting that does not allow modifying the test
set. Backdoor defenses like backdoor removal [33] are ineffective in our setting where
an attack does not inject any backdoor.

The work of [34] has proposed to use recursive reasoning in multi-agent Bayesian
optimization but did not associate the level of recursive reasoning with any speci c in-
formation (e.g., order of gradient in our case). This work has illustrated its application
to test-time attacks, while we focus on training-time adversarial ML here.

Most relevant to our work is that of [6] learning an auto-encoder-like network to
generate training-time attacks, which essentially amounts to learning a variant of our
level-1 attack strategy (Sec. 4.2). We show in Sec. 4.5 how our R2T2 framework en-
compasses a variety of existing adversarial ML methods which correspond to attacker-

s/defenders with different reasoning levels.

3. Background and Notations

Attack Strategy. Suppose that the target ML model is to be trained for a totdl of
iterations. In each training iteratidr= 0;1;:::;T 1, the attacker can intercept the
minibatch dateD; transmitted to the ML modél. Let DY denote thenputs of the

minibatchD,. An attack strategy is a function mapping each input 2 DX to a

2|t is thus implicitly assumed that both players do not have access to the entire training dataset.
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Figure 1: The illustration of the interaction between the attacker and the defender.

perturbation ;(x;) that is added back te; to yield the perturbed input:

X?, Xt + ak t(Xt) (1)

s.t.k {(X¢y)k 1 which can be satis ed using a function, denoteddfy), that outputs

the unit vector (x;) of its unnormalized perturbatioh.

It is realistic to assume the use ofemantic checkdo perform a sanity check on
the data prior to model training. For example, in image classi cation tasks, a human
checker can sample training minibatches to be inspected directly, which helps to ensure
that the quality of the training data is not compromised. To bypass such a semantic
checker, the attacker needs its perturbed image input to be visually indistinguishable to
the human eye, which amounts to setting a smgall Otherwise, a simple sanity check
from the semantic checker can uncover the existence of the attacker and calls an end to
the model training.

Now, suppose that the semantic checker has not detected any anomaly. Then, the
model should (only) beware of attacks that have a bounded perturbation indistinguish-

able to the human eye.

SLet k k denote thel, norm which is chosen to simplify the theoretical analysis. Some previous
works [4, 5] use the.1 norm instead:k t(xt)ks 1 can be easily adapted frokn (xt)k 1 by

replacinge( ) with the sign function.
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We would also like to point out that having full control of training data (i.e., chang-
ing an entire batch of data instead of changing a few datapoints) is a realistic assump-
tion: Recent works have studied a more practical scenario of attacking real-time data
streaming [6, 35, 36] where the model is updated on user feedback or newly captured
images. In this case, the attacker can interact with the training process and dynami-
cally perturb every data batch according to the model states. The attackers from these
works may have different objective functions from ours, but all of them at least have
the above-mentioned abilities. In fact, some attackers have adopted even stronger as-
sumptions: For example, the work of [35] assumes the attacker exactly knows all future
mini-batch data.

Defense Strategyln training iteratiort, the defender receives the corrupted minibatch
data containing perturbed input§'s from the attacker and cannot access its original
inputsx,'s.2 A defense strategy; is a function mapping each perturbed ingfltto a

transformation ((x?) that is added back t to yield the transformed input:
X% XPF det 1(X¢) 2

stk ((x)k 1.3 Finally, x®is used by the target ML model on the central server
to perform the model update for the current training iteratiorn (1) and (2), ax
and g are pre-de ned, xed scale constants determined by external factors. As an
example, an attacker needs its perturbed image input to be visually indistinguishable
to the human eye in order to bypass the semantic checker. On the other hand, the
defender knows that the training data, which have bypassed the semantic checker, can
only carry bounded perturbations and thus will limit its own transformation by a small
def 1O prevent over tting. Sec. 6.1 provides a further discussion. For simplicity, we
assume , gk = defin our theoretical analysis.

We assume both players know that the target ML model is trained using the widely
usedstochastic gradient desce(GD) method which is an iterativist-order opti-

mization schem@. In training iterationt, the model parameters are updated via

4In practice, using a momentum-based optimizer can better ensure training convergence (Appendix
A1.1).
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SGD using the minibatch; with step size :

tHl =t r : xi20 ¥ L (x99 3)
where the loss functioh (x) denotes the loss incurred on inpuby using the ML
model with parameters to predict the ground-truth labglx) and is assumed to be
smooth (i.e., in nitely differentiable) w.r.t. andx. We focus onwhite-box attacks
andwhite-box defensesthat is, in each training iteration both players know the
current parameters of the target ML model. Nevertheless, the attacker can realize
black-box attacks by training a local surrogate model which follows the common
practice in black-box attacks [37]. On the other hand, since the defender is with the
central server, we assume that it always performs white-box defenses. More details
of generalization to black-box attacks are provided in Sec. 4.6 and we also provide
experimental results in Sec. 6.
Utility Functions of the Players. Following the work of [6], we assume that the goal of
the training-time attacker is to misguide the model into performing poorly on the clean
data samples during test time, given that the model training converges. Meanwhile,
the training-time defender tries to guide the model into converging properly in the
presence of the attacker to ensure a good test-time performance. We fonos-on
targetedattacks, that is, the attacker's objective is to cause an incorrect prediction.
This is in contrast tdargetedattacks in which the attacker intends to misguide the
model into producing a speci ¢ output label. Nevertheless, the extension to targeted
attacks is provided in Sec. 6.4 with experimental results.

The game between the non-targeted attacker and the defender can be formulated
as a zero-surextensive-form gamehich consists of a number of repetitions of some
base gamesas illustrated in Fig. 1. Every base game corresponds to one iteration of
the model training, in which both players modify the minibatch data once. Given that
the test set is not known, the attacker tries to maximize the following utility (empirical
risk) which the defender attempts to minimize and is a sum of base game ultilities over

T iterations:

P P
;r:()l LJt s.t. LJt ’ 72D \>/<al L t+1 (Z) L 1(2) (4)
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whereDf,(a, denotes théputsof the validation seb,,. To understand (4} is thein-
crementn the validation loss in iterationwhile its sum ovef iterations is equivalent

to the nal validation loss after training is completed. Unfortunately, directly solving
this extensive-form game in (4) is infeasible mainly due to the following two reasons:

(a) The strategy spaces are in nite. (b) In iteratipboth players may not have access

use of existing approaches (such as counterfactual regret minimization and backward
induction) to solve this extensive-form game. Therefore, we adopt a more practical
solution by disentangling the game across different iterations. That is, we assume that
in every iteratiort, both players greedily optimize the base game utilities

To simplify notations, we assume each minibatch to be of size onéDf‘es fx.g
(our analysis can be trivially generalized to each minibatch being of size more than one,
as shown in Appendix B.4). Note that in iteratign is known andJ; depends o
through (.1 following the model update (3). Therefore, we denote it as a function of
x% Uy (x%9. The greedy approach solves the following base game in itergtighich

is also zero-sum:

Attacker:  max  (x,):k (xok 1 U(X9; ©)
5

Defender: max ,(xo;k ((xk 1 U t(x{9:

Note that the game between the attacker and the defender is essentially a Stackelberg
game where the attacker is the leader and the defender is the follower. Computing the
optimal strategy of a particular player in (5) is equivalent to nding a sub-game perfect
Nash equilibrium (SPNB.

To avoid confusion, we emphasize that the training set is where the minibatch is
sampled from and perturbed, the validation set is clean and public, and the test set is
clean and unknown to both players. In our experiments, we evaluate their performance

using the test accuracy. To allow both players to evaluate their utilities, we assume

5Note that in our framework, the calculation of the optimal strategy is under the recursive reasoning
formalism. For example, a lev@l-attacker's optimal strategy will form a SPNE with a levetiefender's

optimal strategy subject to the constraint on the reasoning level of each player.
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that a public validation sdd,, is available to both players. However, in practice, the
attacker can evaluate its utility evenDf, is unknown, i.e., simply by replacinQ,

with the knownD; which is sampled from the same data distribution®[®}. contrast,

the known validation sed,; is required by the defender since it does not have access
to the clean minibatches. This is in the same spirit as the works on adversarial de-
fense with data sanitization [17, 18, 19] which assume that the defender has clean data
for training the de-noising models. These defense methods reform the perturbed in-
puts towards the distribution of clean inputs using an auto-encoder [{@}jational
auto-encodel(VAE) [17], or agenerative adversarial networfGAN) [19]. In con-

trast, instead of naively reforming the perturbed inputs using a de-noising model, our
defender aims at directly reducing the validation loss in a principled way. Empirical
evaluations show that our defender can potentially outperform perfect reconstruction
(Sec. 6.3).

3.1. Connections with Adversarial Training

In adversarial training, the attacker is playing against a |&{mlHl-strategy de-
fender under our R2T2 framework. In general, most adversarial training methods [4,
20, 38, 15, 39, 21, 22] share the following utility function of the attacker to be maxi-

mized:

Attacker:  max (xk ((xok: 1lL (X)) L (X)]

whose utility function is different fron;(x%9 (5) in our framework. A key differ-

ence with adversarial training is that their utility function neglects the effect of training
(i.e., no {41 involved). This approximation is justi ed in their setting since test-time
attacks, which they are defending against, occur only on the trained “static model”.
Therefore, in every base game of adversarial training, the attacker simulates such a

test-time attack to the particular model instance in that base game.

6Such details and experimental results are in Appendix A.2.4.
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4. Recursive Reasoning-based Training-Time Adversarial ML (R2T2)

This section introduces the R2T2 framework which makes use déttet K (LK)
model to solve the game shown in (5) through recursive reasoning. In this framework,
a levelQ player plays a null strategy and a ledel- 1 player chooses its strategy by
best-responding to the levgk- 1) opponent. We associate the cognitive limit and
hence the reasoning level of the attacker or defender with the highest order of gradient

that can be computed by the player:

Assumption 1 (Cognitive limit). A levelk player can calculate and utilize at most
the k-th-order gradients of the target ML model when deriving its strategy (i.e., the
player can only calculate mixed partial®r °L (x) wherea;b k), and assumes alll
higher-thank-th-order gradientsd > k or b > k) to beO.

Under Assumption 1, we can formally de ne the LK model for the R2T2 frame-

work and illustrate it in Fig. 2:

De nition 1 (LK). Alevelk 1 player best-responds to the levél-( 1) opponent
by solving(5) using thek®th-order gradients of the target ML model for & k.

This notion of cognitive limit preserves the inherent relationship in the LK model
between the required computational resources and performanck:inkseases, the
performance of the leveék-strategy is likely to improve. However, this requires greater
computational resources to derive the lekedtrategy since the cost of computing the
k-th-order gradient grows exponentially kn As an analogy, second-order optimiza-
tion techniques usually have a better convergence guarantee than rst-order ones but
require more computations. Such a relationship will be explored in our experiments
in Sec. 6.3. Note that although a leveplayer best-responds to the le@&l- 1) op-
ponent's strategy, the player can perform effectively (a) even if the opponent does not
reason at levek 1 but a lower level or (b) when the opponent does not follow our
recursive reasoning framework and instead adopts some existing attack/defense base-
lines, as demonstrated in our experiments (Sec. 6). In the subsections to follow, let
the levelk attack (1) and defense (2) strategies be denoted by) and {(x?), re-

11
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Figure 2: lllustration of how a levet-= 0; 1; 2 attack strategy is computed under the LK model for R2T2

framework.

spectively. Similarly, let their optimal strategies be denoted{byx;) and { (x9),

respectively.

4.1. R2T2 Leved (Null) Strategies

A level-0 player asserts that the model parameters are not updated;(hes )
since all gradients ar@ due to Assumption 1 (i.er, L ,(x%y = 0). So, both players
think their utilities areconstants Without loss of generality, we assume that both
players play the null strategies? (x;) , 0and 2 (x?) , 0 which correspond to
no attack/defense. In fact, the lev@ktrategies can be arbitrary and do not affect the
functional form of the higher levét- 1 strategies under our R2T2 framework, as

proven in Appendix B.1.

4.2. R2T2 Level-Strategies

Theorem 1(R2T2 Level-1 strategieg. The optimal levelt attack and defense strate-

gies aré
)= e xU(x): (D)= e(r xU(x)) (6)
wheree( ) outputs the unit vector of its input and .
U= BT e L
()

B , [rxr L ()] :

“Unless otherwise stated, the gradient of a scalar and the vectors are all column vectors.

12



Its proofis in Appendix B.1. Theorem 1 suggests that the optimal [egtlategies
20 follow from linearizing the utility functions, as implied by the linearized loss function
under Assumption 1. Thdeep confuséDC) strategy [6] can be interpreted as a variant
of our leveld attack strategy. Speci cally, it trains an auto-encoder to learn an averaged
L overt =0;:::;T 1 (i.e., over the trajectory of model training), which makes
their attack strategy independenttdf An advantage of their method is that their
25 Strategy can be computed using the auto-encoder without explicit gradient calculation.
Its downside is that every triabQO0trials in total) of the auto-encoder training requires
a full trajectory of model training which includés iterations of gradient calculation
and is hence time-consuming.
Some well-known adversarial training methods can be interpreted asllattlek
x0 Strategies: (afast gradient sign metho@FGSM) perturbing inputs with rst-order
gradient-based attacks [4], and (b) adversarial transformation network leatnimigh

rst-order information [40].

4.3. R2T2 Leve? Strategies

P
Level-2 players are capable of computing the Hesstan , 220 %, T 2L (2

25 W.ILL .

Theorem 2(R2T2 Level-2 strategieg. The optimal leveR attack and defense strate-

gies as approached® are

" #!
H 2 — Xt P .
I!m0 f(x)= e B’ rL.(z H.,rL (X)) ;
’ . 22D X, "
i 2 (0 x) P 0
lim §(x{)=e B r L.(z2 H ,r L (X{)
Ho 22D X

8DC also differs from R2T2 by assuming access to the entire training set and not a known validation set
Dval-

13
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Its proof (Appendix B.2) utilizes the idea that since the search space has a bounded
L, norm and a leveR player assumes tHeth-order gradients to b@é for all k 3
(Assumption 1), nding the optimal leve?-strategy of a player can be framed as a
constrained quadratic programming problem and is tractablepgroache$.

Interestingly, the In uence Function-based dataset poisoning attack [25] can be
interpreted as a special case of our le@elttack when the Hessiard |, is positive
de nite, as discussed below.
Optimal Contraction (OC) & Connections with In uence Function Attacks (IF).
A further insight on our leveR strategy can be drawn when the Hesdihn is positive
de nite. In this casepptimal defender's parameters , argmin P 22D %, L (2)
exist s.t. the defender achieves minimum validation loss since nowy, x L (2) is
a convex polynomial of .° So, instead of optimizing the base game utility (5), the
defender can choose to directly minimizeg..; ?k in each iteratiort to make the
parameters of the target ML model move close fo In the ideal case wher¢’ is
reached (i.ek 1 ?k = 0), the defender achieves maximum extensive-form game
utility (4).

In reality, the defender may not want to naively set; = ? because in such
a case, the model cannot utilize any information from the training data, which is an
undesirable behavior. So, a realistic assumption is that the defender would only utilize
the optimal parameters as a soft constraint by restricting from getting too far
away (from the optimal parameters for the validation set). In this sense, the defender is
said to perform th@ptimal contraction defensstrategy. Conversely, the attacker who
knows the existence of the optimal parameters would try to deviate from it. This gives
rise to theoptimal contraction attaclstrategy; we have abused the use of “optimal
contraction” here for simplicity as the attacker would in fact try its best to undo the

contraction, as revealed below:

Corollary 1 (Optimal contraction (OC) attack and defensd. Suppose thal | is

positive de nite. The OC strategf’“(x;) , argmax .y ,(x)k 1K t+1  kofa

9Due to cognitive limit, a leveR player visualizes the loss function as a second-order polynomial.

14
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level2 attacker and the OC strategyP“(x;) , argmin )k (xok 1K1 'K

of a level2 defender as approached are, respectively,
" #!

i P
lim Cxt)= e B H ! rL.( r L. (x) ;
z2D %, 4

P
lim 9%x)=e B* H ! r L. r L, (x)
10 t t

z2D X

val

Its proof is in Appendix B.2. Interestingly, the IF strategy [25] also assumes a

positive de nite Hessian and adopts a similar attack strategy as OC:

IF X h 1 P I .

rx), e BN H T pxr L(2) (8)
Proven to be suitable for data poisoning, IF can also be used directly for training-time
attacks. By comparing (8) with Corollary 1, IF can be viewed as an approximation
of OC by ignoring the BX:r L, (xt) = ( =2)r ykr L ,(x¢)k? term. Mathemat-
ically, this term tends to reform the input to increase the norm of model gradients
kr L  (x¢)k?. This is indeed observed in our experiments and we discover that the
addition of this term can potentially further intervene in the training, thus resulting in
slightly better attacks.

However, OC and IF are restrictive in two aspects: (a) They require the existence
of ? and access to its tractable expression, which is only guaranteed with & level-
assumption and a positive de nite Hessian. (b) Even with access to a tractable expres-
sion of 7, OC and IF may not stay away from in the long run because the defender
(i.e., if it reasons at levét 1) or the model training itself may reperform the con-
traction, thus potentially decreasikg;+1 ’k overt even though the attacker tries
to maximize it. So, our level-attack strategy in Theorem 2 is more general since it
does not require the existence of (or any knowledge ab3uthn extensive empirical
comparison in Sec. 6.2 shows that our le2elttack strategy is indeed more effective.
During implementation, we follow the work of [25] and approximate the Hessian via
conjugate gradients. A few adversarial training methods [38, 39] can be classi ed as

second-order attack strategies (albeit based on a different utility function (Sec. 3.1)

15
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and without accounting for defense) and approximate the calculation of the Hessian by

power iterations.

4.4, R2T2 Levek 2 Strategies

Deriving the optimal levek 2 strategies requires nding the optimumiof 2-
th-order polynomials with constraints, which is generally intractable. Calculating the
optimal higher-level strategy tractably may not be of practical interest since it involves
the computation of higher-order gradients, which is time-consuming for modern deep
learning models due to huge number of parameters. So, we resort to approximation
methods to solve for leved- 2 strategies. Some previous works can be viewed as
heuristics to approximate higher-level test-time attackpiojected gradient descent
(PGD) [20, 15] that do not account for defenses.

In this subsection, we propose different training-time PGDs to approximate the
optimal levelk 2 attack and defense strategies under our R2T2 framework. We
show that the convergence of our PGDs can be guaranteed under convexity and other
mild conditions and the number of PGD steps required to approximate the optimal

levelk 2 strategy to a constant accuracy is exponentiétl.in

Remark 1 (Attacker's nested PGONPGD)). The following NPGD approximates the
optimal levelk 2 attack strategy ¥ at inputx; with ii] and starts from PGD step
i =0 with o] = [0 = 0:
pa = PrOj g (k=) U X 9)
i+ = Proj i (x 1=)r xUt(Xﬁ(ll])
wherexp;, Xe+ [, X0%q; o Xfay * 1k de nesthe step size to approximate
£, Projx), e(x) min(kxk; 1) is a projection to ensurk .y KK .k 1,1

andr U (x) is given in(7).

19For image inputs in our real-world experiments, we also ensure that the pixel values are within the valid

range at all time.
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Remark 2 (Defender's PGD). The following PGD approximates the optimal level-
k  2defense strategyf at inputx? with [;; and starts from PGD step= 0 with
o] = O
i+ = Proj o (k=)r xUt(X?i(])) (10)

wherex?9

0
[ Xt + [i]-

By comparing (9) and (10), it can be observed that the attacker follows a more
complicated PGD because in each iteratipthe attacker adds its perturbations rst
and hence does not observe how the defense strategy (which adapts to the attacks)
transforms the perturbed inputs in the same iteration. This then requires the attacker to

1)

additionally know the leve(k 1) defense strategyt(k to perform PGD, which

cannot be computed analytically in practice. So, it utilizes our proposed NPGD which
approximatest(k b

(i.e., second PGD step of (9)).

with ;; by recursively reasoning about the defender's behavior

Theorem 3(Convergence of defender's PGIR Suppose thdtk (x) is a convex func-
tion ofx. Then, there exists a constavits.t. by setting the step sizg , 1=[M 2k?(1+

2M )k 2], the defender's PGIP10) has the following convergence guarantee in PGD
stepi:

U xP+ o UexP+ £ 2 2=( i):

Furthermore, ifU;(x) is  strongly convex, then

i1 f(x) exp( i)

Its proof is in Appendix B.3 and builds upon that for the convergence guarantee

D is accurate, then the attacker's

of PGD [41]. If the attacker's approximation ofk
NPGD enjoys a similar guarantee as the defender's PGD (Appendix B.3). A key
ingredient for deriving Theorem 3 is Assumption 1 which turns out to constrain the
smoothness of the loss function at a particular reasoning level. Note that the convexity

assumptions are not guaranteed in practice. However, they are only adopted for the
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purpose of the theoretical analysis and thus not strictly required in practice for our
PGD to deliver an effective performance.

Setting the step size and number of PGD stepsThe convergence guarantee indi-
cates that a desired accuracy can be achieved with a step size, ofl=[M 2k?(1 +

2M )X 2]ini = O(k?(1+2M )¥) PGD steps wherM is a small constant that can

be estimated heuristically (Appendix B.3.2). In our experiments, we thus approximate
the optimal levek attack and defense strategies, respectively, through (9) and (10) by
heuristically estimatingyl and setting the number of PGD steps according to Appendix
B.3.2. When ;, 1, performingl step of the attacker's NPGD and defender's PGD
exactly recovers the levdlstrategies in Theorem 1. Both the attacker's NPGD and the
defender's PGD can be computed for all the inputs of the minibatch in parallel using

modern deep learning libraries.

4.5. Unifying Existing Adversarial ML Methods under our R2T2 Framework

Table 1 shows how our R2T2 framework can unify various existing adversarial ML
methods and classify them as attackers or defenders with different reasoning levels, as
discussed in the previous subsections.

We would like to clarify that our Assumption 1 states that a ldv@layer would
regard the higher-orderXk ) gradients to be zero. In this case, when a player is us-
ing (at most) the&k-th order gradient, we characterize it as a levgllayer, even if its
k-th order gradient is being approximated (e.g., by multiple evaluations of the level
(k. 1)-th order gradient). This aligns with our fundamental idea/perspective dis-
cussed in the paragraph after De nition 1: The characterization of the reasoning level
(hence, cognitive limit) is determined by the required computational resources. That
is, computing levek gradients (even if approximated) will inevitably incur a greater
computational cost than computing le&l- 1) gradients. As an example, in some of
our experiments, a levél-adversary uses conjugate gradient to approximate the Hes-
sian, which is a realistic experimental setup since the CNN model has a large number of
parameters. Alternatively, we can choose to compute the exact Hessian if the available
computational resources permit. However, note that both the Hessian approximation

via conjugate gradient or the exact Hessian calculation incur a greater computational
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cost than computing the-st order gradient.

Table 1: Unifying existing adversarial ML methods under our R2T2 framework which classi es them as
attackers or defenders with different reasoning levels. Lkygle., last row) means that the method is not
restricted to a speci c reasoning level. The methods marked with * can be easily adapted to the setting
of training-time adversarial ML considered in our work here, while the methods marked withlicitly

consider adversarial defense.

Reasoning| Reasoning ]
) Perturbation - .
Level of Level of | Adversarial ML Method Original Paradigm
Constraint
Attacker | Defender
1 0 DC [6]* L1 Training-time attack
0 FGSM [4] Ly Test-time attack
0 ATN [40] Any Test-time attack
k defense-GAN [19]y Any Test-time defense
2 0 IF [25]* Lo Data poisoning
VAT [39],
0 S-0[38], L» Adversarial training
CRT [21]
FGSM-PGD [20], ) -
k 0 Ly Adversarial training
FGSM-PGD [15]
k R2T2 (Ours) Lo Training-time attack/defensge

4.6. Generalization to Black-Box Attack Scenario

We examine a different scenario where the model parameters and the model ar-
chitecture are not known to the attacker. Attacks under such a scenario are known as
black-box attacksTo realize black-box attacks, we assume the attacker possesses the
entire training datasét. This is a common assumption so that the attacker can train a

local model to reason about the training process [6].

and meanwhile the attacker performs our lekathite-box attacks on the local model

11The training dataset that the attacker possesses does not need to be the same as the training data used for

actual model training, but is assumed to be from the same underlying distribution.
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during training. The whole process lasts until the attack performance (i.e., validation
loss) on the local model converges and the nal perturbatiaiix) on every inpuk in

the training dataset is recorded down. During the game, when a minibatch (i.e., selected
from the same dataset that the attacker possesses) is being transmitted to the central
server, the attacker identi es each inpytin the minibatch and adds a corresponding
perturbation X,(x,) based on its record; if the training uses a different training dataset
from the dataset that the attacker possessegaischot in the record, then the attacker

can compute the perturbation using our white-box attack strategy by setting 2.

On the other hand, since the defender is on the central server, we assume the defender
always knows the true model parameter. Thus the defender always conducts white-box

defenses.

5. A Synthetic Experiment

Figure 3: Behaviors of level-and level2 players when the original updated model parameters (i.e.,
not subject to attack/defense) (a) undershoots and (b) overshoots the optimal paramé®rshows mean

test loss afteBO training iterations.

We rst use a synthetic experiment to show that by reasoning at a higher level, a
player is able to nd a better strategy by behaving more intelligently. We consider
the game of a linear regression task with the ground truth mpdel = > x and
squared error loss function ,(x) = k 7 x > xk2. In iterationt, the attacker
intends to increask .1 k to prevent the model from learning the optimal pa-

rameters ; meanwhile, the defender attempts to decrease it. In this experiment, the
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optimal leveld and level? strategies can be computed tractaBlyT he results reveal
that when the original updated model parameters (i.e., not subject to attack/de-
fense) undershoots (Fig. 3a), both levelt and level? attackers (defenders) behave
correctly since both attackers (defenders) learn to meme away from (towards) .
However, in the more challenging scenario whera overshoots (Fig. 3b), only
the level2 attacker (defender) is able to increase (decrease) the distance between
and , while the levell attacker (defender) fails, as explained in Appendix A.2.1.
Interestingly, in this experiment, Nash equilibrium is attained from I@vehwards,
i.e., every optimal levek 2 strategy is the Nash equilibrium strategy (Appendix
A.2.1). Fig. 3c reveals the bene t of reasoning at a higher level. Fig. 3c also shows that
when the opponent’s level is xed & reasoning at a higher level (nstead ofl) still
brings bene t, although the gain diminishes (i.e., proceeding from I&vel2 offers

less marginal bene t than from progressing leQdb 1).

6. Real-world Experiments and Discussion

We perform real-world experiments on MNIST, CIFARK100, and a sub-sampled

2-class ImageNet datas&Q00images of siz256 256 3 each) ofowl andjelly-

sh. Allinputs are images whose pixel values lie witliih 1]. For MNIST, CIFAR-L0,

and ImageNet, we setto be3, 2, 4,2 minibatch size to b&00, 400, 100; target ML
model to beconvolutional neural network€CNN) with around0:1M, 1M, and 1M
parameters, respectively. We sfil00images from the training data of MNIST and
CIFAR, and250images from the ImageNet to serve as the validation set for each task.
For other methods under comparison, we normalize their perturbations (transforma-
tions) to enforce the bounddd, norm constraint. Appendix A.1l gives more details

on the network architectures, hyperparameter settings, among others.

12\More details, including the tractable expressions of the optimal attack/defense strategies, are provided

in Appendix A.2.1.
13An image perturbation/transformation scaled by= 3;2;4 for MNIST, CIFAR, and Imagenet

has an equivalent bounddd, norm as that under the boundéd norm constraint scaled by =
0:107; 0:036; 0:009, respectively.
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Figure 4: (a) Learning curves for various attacks on MNIST against [@ggfender, and test accuracy for
our leveld attack on MNIST with varying o against (b) leveb and (c) levell defendersLoweraccuracy

re ects betterattack. Error bars indicate standard deviations &#ems.

6.1. R2T2 Level-Strategies

R2T2 Level-1 Attack. We compare the performance of our ledekttack against

that of other attack methods including test-time attack/adversarial training baselines of
FGSM-PGD [15], CW [14], and YOPO [16], and the training-time attack baselines
of DC [6] and EvoShift [42]. EvoShift is a non-gradient-based attack which uses an
evolutionary algorithm to optimize the pixel patterns (i.e., one for each class to be
added to the training images), so the targeted ML model may learn to classify purely
based on the injected pixel patterns. For FGSM-PGD, we perfoGD steps in
total. For CW, we follow its original implementation (with, constraint and hinge
loss on logits). For YOPO, we implement YOPS=B. For EvoShift, we adopt the
original setting of [42] to modifys pixels per image and perform the evolution of its
perturbation jointly with the model training.

The baselines (except DC and EvoShift) are not designed for training-time attack
and thus do not attack well even if against a null-strategy defender (Table 2). EvoShift
does not perform as well as that in the original paper [42], likely due to the small

atk value or every pixel value falling within a valid range betwe®to 1 (i.e., 0

255in the unnormalized image). We have found that if the valid pixel range is not
enforced, then EvoShift (against no defense) can substantially reduce the test accuracy
to be close to a random guess aftgg is increased to a larger magnitude. Our level-

attack outperforms the other attacks and decreases the test accuracy considerably in
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Figure 5: (a) Learning curves for various defenses on MNIST against leatthcker, and test accuracy for
our leveld defense on MNIST with varying (b)4er and (c) size of validation set known to the defender.

Higher accuracy re ectbetterdefense performance. Error bars indicate standard deviation$ ouss.

most cases (Table 2 and Fig. 4a), except when against ourleefender on MNIST.
Results on CIFARLO (Table 2) show that our black-box levélattacks (Sec. 4.6) can
potentially outperform our white-box attacks, which agrees with recent discoveries
on test-time attacks [22] that black-box attacks can sometimes be more effective. In
Fig. 4a, note that DC achieves better attack performance in the early iteratiéfis (
epochs) because its attacker is pre-trained using the entire training dataset before the
game starts. Figs. 4b and 4c show thgt should not be too small for the attacker to
deliver effective attacks and a levkldefense will require 4 to be increased for the
attacker to achieve similar attack effectiveness.
R2T2 Level-1 Defense. Under levell attack, we compare the performance of our
level-1 defense with the other defend&such as defense-VAE [17], defense-GAN [19],
and defense-CVAE where we replace the VAE lppaditional VAECVAE). The gen-
erative models of those baselines (implemented with CNN) are trained on the known
validation set. The GAN is carefully tuned to avoid mode collapse.

The results are shown in Fig. 5a. Our ledalefense strategy is proven to be effec-
tive and largely outperforms existing methods, and it is also effective when defending
against the other attack methods (Table 2). Fig. 5b shows ¢hathould be in a scale

similar to , to achieve good defense performance, and further increaginghay

14Results on non-gradient-based defense strategies are reported in Appendix A.2.3.
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result in slight over tting to the validation set. Fig. 5¢ shows that when a much smaller
validation set is used, over tting to the validation set can also be observed.

In addition, we further examine the defense setting where the defender is allowed to
directly train on the validation set. In contrast, the above-mentioned defense methods
are only allowed to utilize the validation set to bootstrap a defense model. We assume
training on the validation set to happen constantly (i.e., every epoch) during training on
the perturbed training data. We implement the state-of-the-art baseline of FixAug [43]
in the RobustBench leaderboard for “CIFARwith L, norm of0:5”.%° FixAug com-
prises a generative denoising model (i.e., similar to defense-GAN or defense-CVAE
introduced earlier) and a data augmentation method. When applied to training-time
defense, we have adopted the best reported setting which is a combination of the de-
fense model of DDPM [44] and the data augmentation method of CutMix [45]. The
denoising model of DDPM is learned with the validation set and used as the defense
strategy to denoise the perturbed training détalo migrate to our setting, we set
the hyperparameters carefully (i.&.,= 500 and ; increases linearly frome * to

2.~dim(x)) according to the fact that the perturbation in our training data is known to
bel ,-bounded. The reverse process (i.e., generative model) is a wide residual network
which is the same backbone architecture used in the original paper [44] but smaller in
size ( 1=10o0f the number of parameters) because we are only training on the valida-
tion set of size&00Q The other hyperparameter settings are the same as that in [44].

CutMix is the only data augmentation method used when the ML model is trained
on the validation set. We have additionally compared the performance of the above
baseline with that of a combination of our levietlefense strategy and CutMix. CutMix
is applied either only on the training set or on both the training and validation sets when
we additionally train on the validation set. The combination ratio is heuristically set by
following that in the original paper [45]. The results are presented in Table 3.

The ablation studies in Table 3 show that the state-of-the-art data augmentation

15The RobustBench leaderboard ishétps://robustbench.github.io
18Note that we did not use DDPM to generate augmented data when the ML model is also trained on the

validation set because we want a fair comparison between DDPM and oufldeénse.
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method of CutMix for improving test-time robustness only yields limited performance
improvement when only applied on the perturbed training data. This observation is in
accordance with the performance of another state-of-the-art baseline of Crop Ensemble
in Appendix A.2.3. The unsatisfactory performance improvement is probably due to
the fact that the images are already perturbed and those transformations/augmentations
are not likely to remove the effects of the malicious perturbation.

However, when the defender additionally trains on the augmented validation set,
the defense performance is clearly improved. As an example, for MNIST, it can bring
about over20% of accuracy improvement for DDPM. This is possibly due to our val-
idation set size being not negligible (i.e., aroul¥ 0 of the training set). Note that
the performance of DDPM against levelttacker on MNIST (i.e.27:9%) is better
than most generative-based defense models (see Fig. 5a) but not as good as our care-
fully designed defense-CVAE which is trained with conditional information, which is
expected since the training of DDPM does not utilize the conditional information.

Table 3 also shows that our leveldefense strategy outperforms DDPM, and the
best defense performances are obtained via the combination of oud ldeé&nse and
CutMix (on both training and validation sets). Moreover, these best performances are
better than that of models trained solely on the validation set (with data augmentation),
which achieve91:2% and 51:8% accuracy for MNIST and CIFARQ, respectively.

This reveals the effectiveness of our defense strategy which can exploit the perturbed

training data for achieving an improvement compared with trivially not using it at all.

6.2. Experiments on LevelAttacks: R2T2 Level; OC, and IF

We examine three attacks discussed in Sec. 4.3: our R2T2 level-2 attack (Theo-
rem 2), its variant called OC, and IF [25]. We rst attack the training of a binary
logistic regression classi er on a subsampled MNIST dataset of digits. 7. This
is a proof-of-concept experiment where the Hessian of the model is guaranteed to be
positive de nite. We then attack the training of a CNNXclass) where the Hessian is
not guaranteed to be positive de nite.

It can be observed from Fig. 6 that IF and OC perform nearly identically for binary

classi cation but differently for CNN. As analyzed in Sec. 4.3, IF ignores the “gradient
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Table 3: Mean test accurac%j on MNIST and CIFAR10. The data augmentation method of CutMix is

applied either on the training set or on both training and validation sets. For both MNIST and QIAR-

the size of the validation set £)00.

MNIST CIFAR-10
Attacker Level-l | Level4 | Level-l | Level4

Defender

DDPM 27.9 19.9 19.8 14.4
DDPM + CutMix (training set) 33.7 254 20.8 15.3
DDPM + CutMix (training &validation setg 58.6 46.4 37.6 31.0
Level-1 93.6 92.1 55.3 48.6
Level-1 + CutMix (training set) 94.2 92.3 55.4 51.0
Level-1 + CutMix (training & validation setg 95.3 92.9 56.7 54.5

Figure 6: Test accuracy of (a) binary classi er and (b) CNN classi erJdifferent level2 attack methods,

and (c) gradientnorm , ,o . kL , (x)k2 for CNN classi er. The error bars indicate standard deviations

over10runs.

increment” term( =2)r ykr L ,(x)k3 and thus results in a smaller gradient norm in

the CNN experiment (Fig. 6c¢), which potentially explains why IF is outperformed by

OcC.

R2T2 level-2 attack outperforms OC and IF as we expected (Sec. 4.3). Though

the performance improvement is already noticeable in binary classi cation, our R2T2

level-2 attack outperforms OC and IF by an even larger margin in CNN, potentially

because our R2T2 level-2 attack is not subject to the constraint of a positive de nite

Hessian, as explained in Sec. 4.3.

27



525

530

535

540

545

6.3. R2T2 Levek Strategies

We investigate further using CIFAROand ImageNet. We approximate the optimal
levelk attack and defense strategies, respectively, through (9) and (10) by heuristically
setting the number of PGD steps according to Appendix B.3.2. From Fig. 7a, inspec-
tion of a speci c column or row reveals that reasoning at a higher level can still bring
bene t even if against a xed-level opponent. From Fig. 7b, it is more evident that
in such a game, the marginal bene t of reasoning at a higher level quickly diminishes
as a player's reasoning level goes beydng.g., levell defender can improve over
level 0 by 28% accuracy but leved defender can only improve over levgby 1%).
Meanwhile, Fig. 7b also shows that the time needed to compute a higher-level strategy
increases signi cantly with the level, which is in accordance with our theoretical anal-
ysis in Sec. 4.4. This implies that in practice, a player can only gain limited marginal
bene t by executing signi cantly more steps of NPGD/PGD.

From the rst row of Fig. 7c, we can observe that even if against a null-strategy
attacker, a levek 1 defender improves test accuracy over a null-strategy defender,
thus implying that our defense mechanism can potentially outperform perfect recon-
struction (i.e., leveD attacker vs. leve® defender). This is indeed true as the de-
fense alone can make the training process robust and improvement in the test accuracy
can be due to the defender utilizing the clean validation set as an “augmentation” to
the training data. Such a phenomenon is not always obvious on simple datasets like
MNIST (Table 2) or CIFAR10 (Fig. 7a), but is also observed in the more complex
dataset CIFARL0O (Table 2). The rst row of Fig. 7d shows that the defense some-
times negates the attack's perturbation (in our visualization, green is the negation of
purple), while the second row shows that the defense is sometimes more abstract to in-
terpret. More visualizations are provided in Appendix A.2. The relationship between
test accuracy and time needed to compute the strategies for ImageNet and MNIST, and
a table of test accuracy for MNIST are also provided in Appendix A.2, both of which

show similar trends to the above.
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Figure 7: (a) Mean test accuracy) on CIFAR-10. (b) Graph of mean accuracy improvement (over null
strategy) vs. time needed to compute the strategies given a minibatch of QIFAR) Mean test accuracy

for 2-class ImageNet. (d) From left to right are visualizations of the original sampled images from ImageNet,
perturbations from level- attacks, and transformations from levietiefenses, respectively (color rescaled

for viewing).

6.4. Generalization to Targeted Attacks

We also investigate the case when the attackearigeted The rst scenario is
the conversion attackvhere the attacker intends to misguide the classi er model into
outputting a targeted label during test time. The attacker's utility function can be rep-

resented aB) and the base game becomes

Attacker: max ?(x% ;
(K L (xOk 1 W (xi)

Defender: U (x99 :

max
t(x9):k ((xPk 1
b h i

whereU? , .5 x L? . (2) L °(2) andL? (z) is the loss incurred if the pre-

diction of z is not the targeted label. Note that we assume that the defender is not
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targeted and just wants to improve the test performance, hence adopting the same util-
ity function as (5).

For the results in Table 4, we evaluate the performance of the attack by the con-
version rate, that is, how many test predictions (whose ground-truth is not the targeted
label) are successfully turned into the targeted label. Interestingly, it can be observed
that the conversion attack on MNIST is not very successful but is relatively success-
ful on CIFAR-10, and the levelt defender (even though it has a indiscriminate utility

function) can drastically reduce the success rate of the conversion attack.

Table 4: Mean attack conversion ra®)( 1 standard deviation (i.e., overruns) for targeted conversion

attacks against levél-and levell defenders. The higher the better.

MNIST CIFAR-10
Defender
Level-0 Level-1 LevelO Level-1
Attacker
Level-1 23.7 9.6 28 23| 78.1 3.0 15.7 9.7

Another targeted attack scenario is thasion attackvhere the attacker's goal is
to guide the model intootoutputting a correct targeted label during test time. So now,
L?t (2) is the loss incurred if the prediction af whose ground truth is the targeted
label, is correct.

For the results in Table 5, we evaluate the performance of the attack by the evasion
rate, that is, how many test predictions (whose ground truth is the targeted label) are
successfully turned into another label. Again, it can be observed that the evasion attack
on CIFAR-10is much more successful than on MNIST, possibly because it is easier to
train well with MNIST to yield a more robust model against such attacks, and the level-

1 defender (even though it has a indiscriminate utility function) can largely reduce the

success rate of the evasion attack.

7. Conclusion

This paper describes the R2T2 framework which allows us to derive competitive

levelk attack and defense strategies for the game of training-time adversarial ML.
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Table 5: Mean attack evasion raté) 1 standard deviation (i.e., ovBruns) for targeted evasion attacks

against leveB and leveld defenders. The higher the better.

MNIST CIFAR-10
Defender
Level-O Level-1 LevelO Level-1
Attacker
Level-1 375 12.0 14.410.3|98.1 0.8 20.4 13.4

We empirically demonstrate that such strategies can achieve state-of-the-art perfor-
mances on various benchmark image datasets. For our future work, we will investigate
non-myopic approaches to solve this extensive-form game by considering a few steps

lookahead.
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Appendix A. Supplementary Information and More Experimental Results

Appendix A.1l. Additional Information for Experiments
Appendix A.1.1. Stabilizing Training with Momentum

As discovered by [6], a naive implementation of training-time attacks may keep
the model training from convergence: In two consecutive iterations, the perturbations
added by the attacker can be signi cantly different, which may cause dramatic dif-
ferences in the modi ed data distributions, thus rendering the model training dif cult.
This is undesirable since the attacker's goal is to fool the target ML model into per-
forming badly during test time while ensuring its convergence during training.

In order to tackle this instability during training (i.e., sometimes also observed in
our experiments), we adoptaomentum-basedariant of the attack strategy that keeps
track of the attacker's own modi cation history of an inpytas { ;(x¢). The history
starts from ;' = 0 and is updated when the attacker performs attacks; if an input is
not in DY , then the history of this input will not be updated in iterattoriThen, the

momentum-based variant of the optimal lekedttack strategy is
Exo=Proj )@ ) £ ()

where 2 [0;1] is set to0:95 in our experiments. We have observed in our exper-
iments that with this momentum-based attack strategy, model training is signi cantly
stabilized and thus always converges. Meanwhile, the defender does not follow such
a momentum-based stratefyMoreover, we have also observed that replacing SGD
with more advanced momentum-based optimization techniques (e.g., Adam [46]) also
improves the stability of training. The experiments are thus conducted with Adam

optimizers.

Appendix A.1.2. Network Architectures and Training Settings
For MNIST, the target model is eonvolutional neural networkCNN) with two

convolutional layers (016 and64 channels) and a fully-connected layer €@fhidden

1"The defender cannot follow such a momentum-based strategy because the attacks are adaptive in

the defender cannot identify the same data inputs.
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units). For CIFARA0, the target model is a CNN with three convolutional layers (of
128 128 and512channels) along with an average pooling lay&r (3) and a fully-
connected layer (d?56 hidden units). For ImageNet, the target model is a CNN with
four convolutional layers (04, 64, 64, and512channels and corresponding strides of
4, 3, 2, 1) along with an average pooling layet ( 7) and a fully-connected layer (of
128hidden units).

For defense-GAN, defense-VAE, and defense-CVAE, the decoders/generative mod-
els are CNNs o® layers (0f32 and16 channels). The encoders are CNNRdayers
(of 16 and32 channels). The dimensions of the latent variables in these models are
set to be20. We have implemented a defence-CVAE baseline because this improved
baseline will not only use the information of clean inputs, but also use the information
of the labels of the inputs, which is also given in the known public validatioDggt
The implementation of DC uses an auto-encoder architecture which is the same as the
auto-decoder of the defense-VAE.

In Sec. 6.2, the subsampled MNIST dataset of difjitss. 7 contains40 training
examples and00 validation examples. The binary logistic regression classi er con-
tains only a single linear layer. The CNN has two convolutional layerd §and 16
channels) and a fully-connected layer (WRBBR hidden units). We use such a small
CNN because the calculation of Hessian is time-consuming if the target ML model has
a large number of parameters.

The learning rate i9:0008 for the Adam optimizer. The batch size 560 for
MNIST, 400for CIFAR-10, and100for 2-class ImageNet. The test performances are
recorded afte.20 epochs for MNIST240 epochs for CIFARLO, and40 epochs for

ImageNet. The non-linearity used is ReLU.

Appendix A.2. More Experimental Results
Appendix A.2.1. More Analysis of Synthetic Experiment
From Theorem 1, the optimal R2T2 levklattack and defense strategies can be
computed tractably as follows:
tx)=e¢ 8¢ 0)2kzk?x; = €( X¢) ;

L (x9)=¢ 8¢ 1)°kzk®x? = e(x?) :
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From Theorem 2, the optimal R2T2 lev2kttack and defense strategies can be com-

puted tractably asapproache$:
lim Z2(x)=¢ 8¢ 0)%kzk?(1 2 kxk®)xy =€ (1 2 kx(k¥)x; ;
lim 2(x)=e8( )%kzk?(1 2 kxX&*)x? = e (1 2 kxXk?)x?

Note that a perturbation along will increase the model update step while a perturba-
tion along x; will decrease the model update step sikcg1 tk 1k x%%2, The
difference from the level- players is that a level-player is aware of the case that a
very large learning rate will cause the training to wiggle around the optimal parameter
value. To see this, observe that an additional term appears in the2lstetegies:

(1 2 kx%?). If 1 < 2 kx%?, then this term will reverse the direction of the per-
turbation. This condition corresponds exactly to the situation where the SGD step will
“overshoot” the optimal parameters (Fig. 3b). So, the level-strategy differs from

the leveld strategy in that the leve2-defense strategy will correctly reduce such over-

shooting while the level attack strategy will correctly encourage it.
Nash Equilibrium. Since
U= (+2 ( Okx%%2 z z

is a polynomial okx?%k,

lim 2(x)=¢e 8¢ )2kzk?(1 2 kxk®)xq

lim 2 (x9)=¢ 8 ( )°kzk*(1 2 kxk?)x?
Also, as approache®, x? = x;. Then, from the above, we know tHah | o 2 (x?) =
e((1 2 kx%?)x9) = e((1 2 kx¢k?)x;) is independent of the attack strategy; the
special case of; = 0 is omitted from discussion since it leads to the same outcome.
Therefore, as approache®, the optimal strategies of both players are independent
of their opponents' strategies. Thus, the above optimal strategies form a Nash equi-
librium. Note that the Nash equilibrium strategies are equal to the optimal 2evel-

strategies, which indicates that Nash equilibrium is attained in the case of &level-

attacker against a lev@ldefender; nevertheless, only level- 3 players are able to
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recognize such a Nash equilibrium when they nd that their l€kel- 1) opponents
are also playing Nash equilibrium strategies. Such a Nash equilibrium implies that all
levelk (k  2) strategies equal to the levRIstrategies.
With regards to the experimental settings, we set0:2and = 0:1, and sample
minibatch inputx; (of minibatch sizel) uniformly from the interval(0; 2]. We set
=20 and o = 10. We consider a single xed poir = 50 as (the input of) the

validation set.

Appendix A.2.2. Visualization of Training-Time Adversarial Examples

Fig. A.8 shows the visualization. The way we visualize a perturbation (possibly
with negative value in it) is to normalize it {0; 1] by the scale of difference between
its minimum and maximum pixel values.

On MNIST, it can be observed that the defender tends to perform defenses by re-
moving attacker's perturbations (e.g., rst two rows of Fig. A.8a) or mending the at-
tacker's removals (e.g., digi8"in the last row of Fig. A.8a). On CIFARL0, the attacks
and defenses, although still effective, are harder to interpret as they are abstract and
result in visually indistinguishable adversarial examples/perturbed infwatsd trans-
formed inputx?°(Fig. A.8b). On2-class ImageNet, although the attacks and defenses
result in indistinguishable adversarial examples/perturbed indugnd transformed
inputsx{ it can be observed that the defender tends to perform defenses by offsetting
the adversarial attacks as the color contrasts between the attacker's perturbations and
the defender's transformations in the rst three rows of Fig. A.8c (respectively, purple

vs. green, skyblue vs. red, blue vs. orange) correspond to negations of pixel values.

Appendix A.2.3. Non-Gradient-Based Defense and Obfuscated Gradient Defense

We additionally evaluate our R2T2 attack strategy against a non-gradient-based
defense strategy like image transformation. Note from [47] that under a white-box test-
time setting, even the most powerful image transformation (i.e., Crop Ensemble) may
not perform well against gradient-based attacks. Results in Table A.6 show that based
on the same experimental setting in Set; our leveldl attack strategy performs well

against the non-gradient-based Crop Ensemble defense (i.e., same cropping procedure
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Figure A.8: From left to right are, respectively, visualizations of the original sampled inxageerturba-
tions tl (xt) from level-l attacks, adversarial examples/perturbed inpﬂmransformationstl (x?) from
level-1 defenses, and nally the transformed inpm%’for model training on (a) MNIST, (b) CIFARQ, and

(c) ImageNet (color rescaled for viewing).
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