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Abstract

This paper studies the problem of approximately unlearning a Bayesian model
from a small subset of the training data to be erased. We frame this problem as one
of minimizing the Kullback-Leibler divergence between the approximate posterior
belief of model parameters after directly unlearning from erased data vs. the exact
posterior belief from retraining with remaining data. Using the variational inference
(VI) framework, we show that it is equivalent to minimizing an evidence upper
bound which trades off between fully unlearning from erased data vs. not entirely
forgetting the posterior belief given the full data (i.e., including the remaining data);
the latter prevents catastrophic unlearning that can render the model useless. In
model training with VI, only an approximate (instead of exact) posterior belief
given the full data can be obtained, which makes unlearning even more challenging.
We propose two novel tricks to tackle this challenge. We empirically demonstrate
our unlearning methods on Bayesian models such as sparse Gaussian process and
logistic regression using synthetic and real-world datasets.

1 Introduction

Our interactions with machine learning (ML) applications have surged in recent years such that
large quantities of users’ data are now deeply ingrained into the ML models being trained for these
applications. This greatly complicates the regulation of access to each user’s data or implementation
of personal data ownership, which are enforced by the General Data Protection Regulation in the
European Union [24]. In particular, if a user would like to exercise her right to be forgotten [24] (e.g.,
when quitting an ML application), then it would be desirable to have the trained ML model “unlearn”
from her data. Such a problem of machine unlearning [4] extends to the practical scenario where a
small subset of data previously used for training is later identified as malicious (e.g., anomalies) [4} 9]
and the trained ML model can perform well once again if it can unlearn from the malicious data.

A naive alternative to machine unlearning is to simply retrain an ML model from scratch with the data
remaining after erasing that to be unlearned from. In practice, this is prohibitively expensive in terms
of time and space costs since the remaining data is often large such as in the above scenarios. How
then can a trained ML model directly and efficiently unlearn from a small subset of data to be erased to
become (a) exactly and if not, (b) approximately close to that from retraining with the large remaining
data? Unfortunately, (a) exact unlearning is only possible for selected ML models (e.g., naive Bayes
classifier, linear regression, k-means clustering, and item-item collaborative filtering [4} [12} 30]]).
This motivates the need to consider (b) approximate unlearning as it is applicable to a broader family
of ML models like neural networks [9,|13]] but, depending on its choice of loss function, may suffer
from catastrophic unlearningﬂ that can render the model useless. For example, to mitigate this issue,
the works of [9} [13]] have to “patch up” their loss functions by additionally bounding the loss incurred

'A trained ML model is said to experience catastrophic unlearning from the erased data when its resulting
performance is considerably worse than that from retraining with the remaining data.
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by erased data with a rectified linear unit and injecting a regularization term to retain information of
the remaining data, respectively. This begs the question whether there exists a loss function that can
directly quantify the approximation gap and naturally prevent catastrophic unlearning.

Our work here addresses the above question by focusing on the family of Bayesian models. Specif-
ically, our proposed loss function measures the Kullback-Leibler (KL) divergence between the
approximate posterior belief of model parameters by directly unlearning from erased data vs. the
exact posterior belief from retraining with remaining data. Using the variational inference (VI)
framework, we show that minimizing this KL divergence is equivalent to minimizing (instead of
maximizing) a counterpart of the evidence lower bound called the evidence upper bound (EUBO)
(Sec.[3.2). Interestingly, the EUBO lends itself to a natural interpretation of a trade-off between fully
unlearning from erased data vs. not entirely forgetting the posterior belief given the full data (i.e.,
including the remaining data); the latter prevents catastrophic unlearning induced by the former.

Often, in model training, only an approximate (instead of exact) posterior belief of model parameters
given the full data can be learned, say, also using VI. This makes unlearning even more challenging.
To tackle this challenge, we analyse two sources of inaccuracy in the approximate posterior belief
learned using VI, which lay the groundwork for proposing our first trick of an adjusted likelihood of
erased data (Sec.[3.3.1): Our key idea is to curb unlearning in the region of model parameters with
low approximate posterior belief where both sources of inaccuracy primarily occur. Additionally, to
avoid the risk of incorrectly tuning the adjusted likelihood, we propose another trick of reverse KL
(Sec.[3.3.2) which is naturally more protected from such inaccuracy without needing the adjusted
likelihood. Nonetheless, our adjusted likelihood is general enough to be applied to reverse KL.

VI is a popular approximate Bayesian inference framework due to its scalability to massive
datasets [15} 18] and its ability to model complex posterior beliefs using generative adversarial
networks [33]] and normalizing flows [21}, [29]]. Our work in this paper exploits VI to broaden the
family of ML models that can be unlearned, which we empirically demonstrate using synthetic
and real-world datasets on several Bayesian models such as sparse Gaussian process and logistic
regression with the approximate posterior belief modeled by a normalizing flow (Sec. ).

2 Variational Inference (VI)

In this section, we revisit the VI framework [2]] for learning an approximate posterior belief of the
parameters of a Bayesian model. Given a prior belief p( ) of the unknown model parameters
and a set D of training data, an approximate posterior belieng( jD)  p( jD) is being optimized
by minimizing the KL divergence KL[¢( jD) k p( jD)] , ¢( jD) log(¢( jD)/p( jD))d or,
equivalently, maximizing the evidence lower bound (ELBO) L [2]:

z

L, ¢(JD)logp(Dj )d  KL[g( jD)kp( )]. (D

Such an equivalence follows directly from L = logp(D) KL[g( jD) k p( jD)] where the log-
marginal likelihood log p(D) is independent of ¢( jD). Since KL[¢( jD) k p( jD)] 0, the ELBO
L is a lower bound of log p(D). The ELBO L in (T)) can be interpreted as a trade-off between attaining
a higher likelihood of D (first term) vs. not entirely forgetting the prior belief p( ) (second term).

When the ELBO L cannot be evaluated in closed form, it can be maximized using stochastic
gradient ascent (SGA) by approximating the expectation in
Z

L = Eq¢ ipyllogp(Dj ) +1log(p( )/q( D)1= q( jD) (logp(Dj ) +log(p( )/q( jD))) d

with stochastic sampling in each iteration of SGA. The approximate posterior belief ¢( jD) can
be represented by a simple distribution (e.g., in the exponential family) for computational ease or
a complex distribution (e.g., using generative neural networks) for expressive power. Note that
when the distribution of ¢( jD) is modeled by a generative neural network whose density cannot be
evaluated, the ELBO can be maximized with adversarial training by alternating between estimating
the log-density ratio log(p( )/¢( jD)) and maximizing the ELBO [33]]. On the other hand, when
the distribution of ¢( jD) is modeled by a normalizing flow (e.g., inverse autoregressive flow (1AF)
[21]) whose density can be computed, the ELBO can be maximized with SGA.



3 Bayesian Unlearning

3.1 Exact Bayesian Unlearning

Let the (ull) training dataD be partitioned into a small subsBt of data to beerasedand a
(large) seD; of remainingdata, i.e.D = D, [ D ¢ andD; \ D = ;. The problem ofxact
Bayesian unlearningnvolves recovering the exact posterior belpf jD,) of model parameters

given remaining dat®, from that given full dateD (i.e., p( jD) assumed to be available) by
directly unlearning from erased ddda. Note thatp( jD;) can also be obtained from retraining with
remaining datd, , which is computationally costly, as discussed in $gc. 1. By using Bayes' rule and
assuming conditional independence betwberandD, given

p( iDr) = p( JD) p(DejDr)=p(Dej ) /' p( jD)=p(Dej ) : @)

When the model parametersare discrete-valuegy jD,) can be obtained frorf) directly. The use
of a conjugate prior also makes unlearning relatively simple. We will investigate the more interesting
case of a non-conjugate prior in the rest of $éc. 3.

3.2 Approximate Bayesian Unlearning with Exact Posterior Beliefp( jD)

The problem ofapproximate Bayesian unlearnirdiffers from that of exact Bayesian unlearning
(Sec) in that only the approximate posterior bedigf jD,) (instead of the exact on# jD,))

can be recovered by directly unlearning from erased DateSince existing unlearning methods often
use their model predictions to construct their loss functi@nd.[12,[14], we have initially considered
doing likewise (albeit in the Bayesian context) by de ningghe loss function as the KL divergence
between the approximate predigtive distributmtyjDr) ,  p(yj ) qu( jDr) d vs. the exact
predictive distributiom(yjD;) = p(yj ) p( jD;) d where the observation(i.e., drawn from

a model with parameters) is conditionally independent @, given . However, it may not be
possible to evaluate these predictive distributions in closed form, hence making the optimization
of this loss function computationally dif cult. Fortunately, such a loss function can be bounded
from above by the KL divergence between posterior belig{s jD;) vs.p( jD;), as proven in

AppendixA:
Proposition 1. KL[q, (yiDr) k p(yiDr)] ~ KL[a( jDr) kp( jD:)] f

Propositior] || reveals that reducid.[q,( jD;) k p( jD;)] decrease&L[q,(yjD) k p(yjD:)],

thus motivating its use as the loss function instead. In particular, it follows immediately from our
result below (i.e., proven in Appen(@ B) that minimiziKdr[q, ( jD,) k p( jD,)] is equivalent to
minimizinga counterpart of the ELBO called tleeidence upper boun@&UBO) U:

Proposition 2. De ne the EUBOU as
Z

U, &( JDr) logp(Dej )d + KL[qu( jDr) kp( jD)]: 3

Then,U = log p(DejDr) + KL[au( jDr) kp( jDr)] logp(DejDr) such thap(DejDy ) is inde-
pendent ofy, ( jD;).

From Propositiofi [2, minimizing EUB@8) is equivalent to minimizindL [a,( jD;) k p( jD)]
which is precisely achieved using VI (i.e., by maximizing ELET)) from retraining with remaining
dataD, . This is illustrated in Fid.|1la where unlearning fréa by minimizing EUBO maximizes
ELBO w.r.t. Dy ; in Fig.[Ib, retraining wittD, by maximizing ELBO minimizes EUBO w.r.De.

The EUBOU (3) can be interpreted as a trade-off between fully unlearning from erase@gdata

(rst term) vs. not entirely forgetting the exact posterior bef¢f jD) given the full dateD (i.e.,
including the remaining dafa; ) (second term). The latter can be viewed as a regularization term
to prevent catastrophic unlearnin@.e., potentially induced by the former) thaaturally results

from minimizing our loss functioiKL[g,( jD,) k p( jD;)], which differs from the works ofg, 13]
needing to “patch up” their loss functions (Sec. 1). Generative models can be used to model the
approximate posterior beligf,( jD;) in the EUBOU (3) in the same way as that in the ELBO(1).

2Similarly, KL[p(yjD) k au (yiD+)] KL[p( jD:) k au( jD:)] holds.



(a) Unlearning fronD, by minimizing EUBO | (b) Retraining withD,; by maximizing ELBO
Figure 1: Plots of EUBO and ELBO when (a) unlearning frbmand (b) retraining wittD, .

Figure 2: Plot ofg( jD) learned using VI. Gray shaded region corresponds to valuesufere
q( jD) max oq( D). Vertical blue strips on horizontal axis sh@®@0samples of  ¢( jD).

3.3 Approximate Bayesian Unlearning with Approximate Posterior Beliefgq( jD)

Often, in model training, only an approximate posterior bélggf jD) (instead of the exaqi( jD)

in Sec. 3.2) of model parametergiven full dataD can be learned, say, using VI by maximizing
the ELBO (Sec. 2). Our proposed unlearning methods are parsimonious in requirira( gily

and erased dafa, to be available, which makes unlearning even more challenging since there is no
further information aboup( jD) nor the difference betwees( jD) vs.g( jD). So, we estimate the

unknownp( jD;) (2) with

p( jDr) /' o( jD)=p(Dej ) 4
and minimize the KL divergence between the approximate posterior belief recovered by directly
unlearning from erased dafa vs.p( jD;) (4) instead. We will discuss two novel tricks below to
alleviate the undesirable consequence of up{ngD, ) instead of the unknowp( jD;) (2).

3.3.1 EUBO with Adjusted Likelihood

Let the loss functioiKL [, ( jD;) k p( jD,)] be minimized w.r.t. the approximate posterior belief
& ( jD;) that is recovered by directly unlearning from erased @xataSimilar to Proposition 2,
& ( jDr) can be optimged by minimizing the following EUBO:

8, &(jDr)logp(Dej )d + KL[en( jDr) ko jD)] (®)

which follows from simply replacing the unknowp{ jD) in U (3) with g( jD). We discuss the
difference betweep( jD) vs.qg( jD) in the remark below:

Remark 1. We analyze two possible sources of inaccuracg(irjD) that is learned using VI by
minimizing the loss functiolKL[q( jD) k p( jD)] (Sec. 2). Firstlyg( jD) often underestimates the
variance ofp( jD): Thoughg( jD) tends to be close td at values of wherep( jD) is close ta0,
the reverse is not enforcetl][(see, for example, Fig. 2). Sq( jD) can differ fromp( jD) at values
of whereq( D) is close td0. Secondly, ifg( jD) is learned through stochastic optimization of
the ELBO (i.e., with stochastic samples of ¢( jD) in each iteration of SGA), then it is unlikely
that the ELBO is maximized using samples ofvith smallg( jD) (Fig. 2). Thus, both sources of
inaccuracy primarily occur at values ofwith smallg( jD). Though it can also be inaccurate at
values of with largeq( jD), such an inaccuracy can be reduced by represeqgfin®) with a
complex distribution (Sec. 2).

Remark 1 motivates us to curb unlearning at values with smallq( jD) by proposing our rst
novel trick of an adjusted likelihood of the erased data:

p(Dej ) ifg( jD) > max oq( 9D);
1 otherwise (i.e., shaded area in Fig,; 2)

Paci(Dej 5 ) (6)

3Wwith a slight abuse of notation, we lat jD) be the approximate posterior belief that maximizes the ELBO
L (1) (Sec. 2) from Sec. 3.3 onwards.



Figure 3: Plot of approximate posterior beliefs with varyingbtained by minimizing (a) EUBO
(i,e.,eu( jDr; )) and (b) reverse KL (i.eg;( jD; )); horizontal axis denotes= . In (a), a
huge probability mass &, ( jD,; =0) is at large values of beyond the plotting area and the top
of the plot ofey, ( jD;; =10 29) is cut off due to lack of space.

forany where 2 [0;1]controls the magnitude of a threshold under whi€hjD) is considered
small. To understand the effect of let pagi( jDr; ) / o( jD)=padi(Dej ; ). i.€., by replacing
P(Dej ) in (4) with pagi(Dej ; ). Then, using (6),

q( jD)=p(Dej ) ifq( jD) > max oq( ID);

Paa( IDrs )/ q( jD) otherwise (i.e., shaded area in Fig. 2) .

()
According to(7), unlearning is therefore focused at values afith suf ciently largeq( D) (i.e.,
q( jD) > max oqg( 9YD)). Let the loss functionKL [e;( jD;; ) K Pagi( jDr; )] be minimized
w.r.t. the approximate posterior beligf( jD,; ) that is recovered by directly unlearning from
erased dat®e. Simil%r to (5),&u( jDy; ) can be optimized by minimizing the following EUBO:

Ga( ). &( jDr; ) logpag(Dej ; ) d + KL[e( jDr; ) ka( jD)] (8)

which follows from replacingd(Dej ) in (5) with pagi(Dej ; ). Note thatey( jD,; ) can be
represented by a simple distribution (e.g., Gaussian) or a complex one (e.g., generative neural
network, 1AF). We initializeg, ( jD,; ) atg( jD) for achieving empirically faster convergence.

When =0, 8,( =0) reduces tdd (5), i.e., EUBO is minimized without the adjusted likelihood.

As aresultg, ( jD,; =0)=-( jD,). As increases, unlearning is focused on a smaller and
smaller region of with suf ciently largeq( jD). When reached, no unlearning is performed
sincepagi( jDr; =1)= g( jD), which results ireg, ( jD,; =1)= g( jD) minimizing the loss

function KL[ey ( jDr; =1) Kpag( jDr; =1)].

Example 1. To visualize the effect of varying one¢, ( jD;; ), we consider learning the shapeof

a Gamma distribution with a known rate (i.e.z ): D are20samples of the Gamma distribution,
D are the smalledi samples irD, and the (non-conjugate) prior belief and approximate posterior
beliefs of are all Gaussians. Fig. 3a shows the approximate posterior bglief,; ) with
varying aswellagg( jD) andg( jD,) learned using VI. As explained abowg,( jD,; =1)=

g( jD). When =0:00% ¢ ( jDr; =0:001)is close tog( jD,). However, as decreases t0,

& ( jDr; ) moves away frong( jD).

The optimizedy, ( jD; ) suffers from the same issue of underestimating the variangg #3)
learned using VI (see Remark 1), especially wheends to0 (e.g., see, ( jD,; =10 9)in
Fig. 3a). Though this issue can be mitigated by tuning the adjusted likelihoo¢6), we may not
want to risk facing the consequence of picking a value tfat is too small. So, in Sec. 3.3.2, we
will propose another novel trick that is not inconvenienced by this issue.

3.3.2 Reverse KL

Let the loss function be the reverse KL divergemde[p( jD;) k & /( jD;)] that is minimized

w.r.t. the approximate posterior beligf( jD,) recovered by directly unlearning from erased data

De. In contrast to the optimizes, ( jD; ) from minimizing EUBO(8), the optimizedy, ( jD,)

from minimizing the reverse KL divergence overestimates (instead of underestimates) the variance
of p( jD;) [1]: If p( jD;) is close t0, theng, ( jD,) is not necessarily close t From(4), the
reverse KL divergence can be expressed as follows:

KL[p( jD/) ke ( jDr)]= Co  CiEq jp) [(log & ( jDr))=p(Dej )] 9)



whereCy andC; are constants independentepf{ jD,). So, the reverse KL divergen¢®) can be
minimized by maximizing=q( jp)[(log & ( jDr))=p(Dej )] with stochastic gradient asce(®GA).

We also initializegy, ( jD;) atg( jD) for achieving empirically faster convergence. Since stochastic
optimization is performed with samples of ¢g( jD) in each iteration of SGA, it is unlikely that
the reverse KL divergend®) is minimized using samples ofwith smallg( jD). This naturally
curbs unlearning at values ofwith smallg( jD), as motivated by Remark 1. On the other hand,
it is still possible to employ the same trick of adjusted likelihood (Sec. 3.3.1) by minimizing the
reverse KL divergencKL [pagi( jDr; ) keu( jD; )] asthe loss function or, equivalently, maximiz-
ing Eq( jp)[(log & ( iDr; ))=pagi(De] ; )] wherepagi(Dej ; ) andpag( jDr; ) are previously

de ned in (6) and (7), respectively. The role otere is the same as that in (8).

To illustrate the difference between minimizing the reverse KL divergérand EUBO(8),

Fig. 3b shows the approximate posterior belgf§ jD,; ) with varying . It can be observed that

&( jDr; =1)= g( jD) (i.e., no unlearning). In contrast to minimizing EUBO (Fig. 3a), as
decreases t0, &,( jD; ) does not deviate that much frogf jD,), even when =0 (i.e., the
reverse KL divergence is minimized without the adjusted likelihood). This is because the optimized
& ( jDr; ) is naturally more protected from both sources of inaccuracy (Remark 1), as explained
above. Hence, we do not have to be as concerned about picking a small valustoth is also
consistently observed in our experiments (Sec. 4).

4 Experiments and Discussion

This section empirically demonstrates our unlearning methods on Bayesian models such as sparse
Gaussian process and logistic regression using synthetic and real-world datasets. Further experimental
results on Bayesian linear regression and with a bimodal posterior belief are reported in Appendices C
and D, respectively. In our experiments, each dataset comprises pairs of iapdtits corresponding
output/observatiog, . We use RMSProp as the SGA algorithm with a learning rafeof'. To assess
the performance of our unlearning methods (i.e., by directly unlearning from erasddatee
consider the difference between their induced predictive distributions vs. that obtained using VI from
retraining with remaining datB, , as motivated from Sec. 3.2. To do this, we ugggormance
metric that measures the KL divergence between the approximate predictive distributions

Z

& (YxJDr) , P(Yxj )& ( jDr; )d  or e&(yxiDr), p(yxj ) &( iDr; )d

vs.q(yxJDr) , Rp(yxj )q( jDr)d whereg,( jDy; ) andg( jDr; ) are optimized by, respec-
tively, minimizing EUBO(8) andreverse KL(rKL) divergence(9) while requiring onlyg( jD) and
erased datB (Sec. 3.3), and( jD,) is learned using VI (Sec. 2). The above predictive distributions
are computed via sampling witD0samples of . For tractability reasons, we evaluate the above
performance metric over nite input domains, speci cally, over thabDigandD, , which allows

us to assess the performance of our unlearning methods on both the erased and remaining data,
i.e., whether they can fully unlearn froBy yet not forget nor catastrophically unlearn fram,
respectively. For example, the performance of our EUBO-based unlearning methdal.aseshown

as an average (with standard deviation) of the KL divergences betsy€gnD,) vs. q(yxjDr)

over all(x;yx) 2 De. We also plot an average (with standard deviation) of the KL divergences
betweern(yxjD) vs.q(yxjD:) overD, andD, asbaselineqi.e., representing no unlearning), which

is expected to be larger than that of our unlearning methods (i.e., if performing well) and labeled as
full in the plots below.

4.1 Sparse Gaussian Process (GP) Classi cation with Synthetic Moon Dataset

This experiment is about unlearning a binary classi er that is previously trained with the synthetic
moon dataset (Fig. 4a). The probability of inpuR R? being in the “blue' class (i.eyx =1 and
denoted by blue dots in Fig. 4a) is de nedB<(1 + exp(fy)) wheref is a latent function modeled

by a sparse GP2[], which is elaborated in Appendix E. The parameters the sparse GP consist

of 20 inducing variables; the approximate posterior beliefs @re thus multivariate Gaussians
(with full covariance matrices), as shown in Appendix E. By comparing Figs. 4b and 4c, it can be
observed that after erasiy, (i.e., mainly in “yellow' class)g(yx = 1jD;) increases at 2 De.

Figs. 4d and 4e show results of the performance of our EUBO- and rKL-based unlearning methods



(a) Dataset  (byi(yx =1jD) (c)a(yx = 1jDr) (d) Dr () De

f =105 () =10° () =0 |(@) =10°5 () =10 ° K =0

Figure 4. Plots of (a) synthetic moon dataset with erased datgcrosses) and remaining data
D, (dots), and of predictive distributions obtained using VI from (b) training with full datnd
(c) retraining withD,. Graphs of averaged KL divergence vsachieved by EUBO, rKL, and
g( jD) (i.e., baseline labeled &gll) over (d)D, and (e)De. Plots of predictive distributions (f-h)
& (yx =1jD;) and (i-k) & (yx = 1jD) induced, respectively, by EUBO and rKL for varying

overD, andD. with varying , respectively When =10 ° EUBO performs reasonably well
(compare Figs. 4g vs. 4c) as its averaged KL divergence is smaller than tiajf) (i.e., baseline
labeled adull). When = 0, EUBO performs poorly (compare Figs. 4h vs. 4c) as its averaged
KL divergence is much larger than thatqif jD), as shown in Figs. 4d and 4e. This agrees with
our discussion of the issue with picking too small a value &r EUBO at the end of Sec. 3.3.1.

In particular, catastrophic unlearning is observed as the input region cont8igifig., mainly in
“yellow' class) has a high probability in “blue' class after unlearning in Fig. 4h. On the other hand,
when =0, rKL performs well (compare Figs. 4k vs. 4c) as its KL divergence is much smaller than
that ofg( jD), as seen in Figs. 4d and 4e. This agrees with our discussion at the end of Sec. 3.3.2
that rKL can work well without needing the adjusted likelihood.

One may question how the performance of our unlearning methods would vary when erasing a
large quantity of data or with different distributions of erased data (e.g., erasing the data randomly
vs. deliberately erasing all data in a given class). To address this question, we have discovered that a
key factor in uencing their unlearning performance in these scenarios is the difference between the
posterior beliefs of model parametergiiven remaining dat®, vs. that given full dat®, especially

at values of with smallg( jD) since unlearning in such a region is curbed by the adjusted likelihood
and reverse KL. In practice, we expect such a difference not to be large due to the small quantity
of erased data and redundancy in real-world datasets. We will present the details of this study in
Appendix F due to lack of space by considering how mbDghreduces the entropy of givenD; .

4.2 Logistic Regression with Banknote Authentication Dataset

The banknote authentication datasid] [of sizejDj = 1372 is partitioned into erased data of size
jDej = 412 and remaining data of siZB,j = 960. Each inputx comprises features extracted
from an image of a banknote and its corresponding binary lgbeldicates whether the banknote
is genuine or forged. We use a logistic regression model syithrameters that is trained with this
dataset. The prior beliefs of the model parameters are independent Gab&s€aa0).

Unlike the previous experiment, the erased datdhere is randomly selected and hence does not
reduce the entropy of model parameteigivenD, much, as explained in Appendix F; a discussion on
erasing informative data (such as that in Sec. 4.1) is in Appendix F. As a result, Figs. 5a and 5b show
a very small averaged KL divergence of ab@Qt 3 betweer(yxjD) vs.q(yxjD:) (i.e., baselines)
overD, andD..* Figs. 5a and 5b also show that our unlearning methods do not perform well when
using multivariate Gaussians to model the approximate posterior beliefshile rKL still gives

a usefulg, ( jDr; ) achieving an averaged KL divergence close to thajfofD), EUBO gives a
useless, ( jDr; ) incurring a large averaged KL divergence wheis small. On the other hand,

“Note that the log plots can only properly display the upper con dence intervalstéindard deviation
(shaded area) and hence do not show the lower con dence interval.



(2) Dy (b) De (c) Dy (d) De
Figure 5: Graphs of averaged KL divergence vachieved by EUBO, rKL, and( jD) (i.e., baseline
labeled adull) overD, andD. for the banknote authentication dataset with the approximate posterior
beliefs of model parameters represented by (a-b) multivariate Gaussians and (c-d) normalizing ows.

when more complex models like normalizing ows with the MADE architect@€ pre used to
represent the approximate posterior beliefs, EUBO and rKL can unlearn well (Figs. 5¢ and 5d).

4.3 Logistic Regression with Fashion MNIST Dataset

The fashion MNIST dataset of sifej = 60000 (28 28images of fashion items ihO classes)

is partitioned into erased data of sipgj = 10000 and remaining data of sizB,j = 50000. The

classi cation model is a neural network wighfully-connected hidden layers a8 128 64 hidden
neurons and a softmax layer to output fleclass probabilities. The model can be interpreted as one

of logistic regression 064 features generated from the hidden laye6éheurons. Since modeling

all weights of the neural network as random variables can be costly, we modéSfhyeights in

the transformation of thé4 features to the inputs of the softmax layer. The other weights remain
constant during unlearning and retraining. The prior beliefs of the network weighi (@e.0).

The approximate posterior beliefs are modeled with independent Gaussians. Though a large part of
the network is xed and we use simple models to represent the approximate posterior beliefs, we
show that unlearning is still fairly effective.

As discussed in Sec. 4.1, 4.2, and Appendix F, the random selection of erasBd dathredundancy
in D lead to a small averaged KL divergence of about betweenq(yxjD) vs. g(yxjD:) (i.e.,
baselines) oveD, andD. (Figs. 6a and 6b) despite choosing a relatively laRg. Figs. 6a and 6b
show that when 10 °, EUBO and rKL achieve averaged KL divergences comparable to that
of g( jD) (i.e., baseline labeled dsll), hence making their unlearning insigni cahtlowever, at

= 0, the unlearning performance of rKL improves by achieving a smaller averaged KL divergence
than that ofg( jD), while EUBO's performance deteriorates. Their performance can be further
improved by using more complex models to represent their approximate posterior beliefs like that
in Sec. 4.2, albeit high-dimensional. Figs. 6¢ and 6d show the class probabilities for two images
evaluated at the mean of the approximate posterior beliefs witl® . We observe that rKL induces
the highest class probability for the same class as that ¢D, ). The class probabilities for other
images are shown in Appendix G. The two images are taken from a separatd 86006fest images
(i.e., different fromD) where rKL with = 0 yields the same predictions g6 jD,) andq( jD) in,
respectively99:34%and99:22% of the test images, the latter of which are contained in the former.

4.4 Sparse Gaussian Process (GP) Regression with Airline Dataset

This section illustrates the scalability of unlearning to the massive airline datasefahillion

ights [ 15]. Training a sparse GP model with this massive dataset is made possible through stochastic

VI[15). Let X, denote the set &0 inducing inputs in the sparse GP model digd be a vector of

corresponding latent function values (i.e., inducing variables). The posterior p@lieffx ,jD) is

approximated ag(fp;fx,jD) , a(fx,iD) p(fojfx,) wherefp , (fx)x2p . Let the setsXp and

Xp, denote inp%ts in the full and erased data, respectively. Then, the ELBO can be decomposed to
X

L= a(fx, D) p(fxjfx,)log p(yxifx) df« dfx,  KL[q(fx, D) k p(fx, )] (10)

X2X p

where p(fxjfx,)logp(yxjfx) df x can be evaluated in closed forii]. To unlearn such a trained
model fromDeéjDej = 100K here), the EUBO (8) can be expressed in a similar way as the ELBO:
X

Gaai( )= & (fx, IDr; )P(fxjfx, ) 109 Padi(yxifx; ) dfx dfx,*+ KL[6u(fx,Dr; )ka(fx,jD)]

x2X De



(a) Dy (c) Class probabilities for a “shirt' image

(b) De (d) Class probabilities for a “T-shirt' image

Figure 6: Graphs of averaged KL divergence vachieved by EUBO, rKL, and( jD) (i.e., baseline
labeled adull) over (a)D; and (b)De. (c-d) Plots of class probabilities for two images in the fashion
MNIST dataset obtained usirgf jD), q( jD,), optimizedey, ( jD,; =0) andey( jDr; =0).

Table 1: KL divergence achieved by EUBO (top row) and rKL (bottom row) with varyirigr
airline dataset.

10 1 10 3 10 %0 0

KL[6k(fx,jDr; ) Ka(fx,jDr)] 219449 194300 138496 262971
KL[e& (fx,Dr; ) ka(fx,jD:)] 41842 36712 54345 45511

wherepagi(yxifx; ) = p(yxifx) if a(fx;fx,iD) > maxq, d(fx;fx,iD), andpag(yxifx; ) =1
otherwise. EUBO can be minimized using stochastic gradient descent with random subsets (i.e.,
mini-batches of siz&0K) of D¢ in each iteration. For rKL, we use the entlDg in each iteration.
Sinceey (fx, iDr; ). & (fx,JDr; ). andq(fx,jD,) in (I0) [11] are all multivariate Gaussians, we

can directly evaluate the performance of EUBO and rKL with varyirtgrough their respective

KL[e& (fx,jDr; ) kd(fx, jDr)] andKL [&; (fx, jDr; ) kq(fx, jD)] which, according to Tab@ 1,are
smaller tharkKL [g(fx, jD) k q(fx, jDr)] of value4344009 (i.e., baseline representing no unlearning),
hence demonstrating reasonable unlearning performance.

5 Conclusion

This paper describes novel unlearning methods for approximately unlearning a Bayesian model from
a small subset of training data to be erased. Our unlearning methods are parsimonious in requiring
only the approximate posterior belief of model parameters given the full data (i.e., obtained in model
training with VI) and erased data to be available. This makes unlearning even more challenging due to
two sources of inaccuracy in the approximate posterior belief. We introduce novel tricks of adjusted
likelihood and reverse KL to curb unlearning in the region of model parameters with low approximate
posterior belief where both sources of inaccuracy primarily occur. Empirical evaluations on synthetic
and real-world datasets show that our proposed methods (especially reverse KL without adjusted
likelihood) can effectively unlearn Bayesian models such as sparse GP and logistic regression from
erased data. In practice, for the approximate posterior beliefs recovered by unlearning from erased
data using our proposed methods, they can be immediately used in ML applications and continue to
be improved at the same time by retraining with the remaining data at the expense of parsimony. In
our future work, we will apply our our proposed methods to unlearning more sophisticated Bayesian
models like the entire family of sparse GP mod&ls] 7, 8, 16, 17, 18, 19, 20, 22, 23, 25, 31, 32, 34])

and deep GP models [33].



Broader Impact

As discussed in our introduction (Sec. 1), a direct contribution of our work to the society in this
information age is to the implementationdrsonal data ownershifi.e., enforced by the General

Data Protection Regulation in the European Uni@d]) by studying the problem of machine
unlearning for Bayesian models. Such an implementation can boost the con dence of users about
sharing their data with an application/organization when they know that the trace of their data can
be reduced/erased, as requested. As a result, organizations/applications can gather more useful data
from users to enhance their service back to the users and hence to the society.

Our unlearning work can also contribute to the defense against data poisoning attacks (i.e., injecting
malicious training data). Instead of retraining the tampered machine learning model from scratch to
recover the quality of a service, unlearning the model from the detected malicious data may incur
much less time, which improves the user experience and reduces the cost due to the service disruption.

In contrast, the ability to unlearn machine learning models may also open the door to new adversarial
activities. For example, in the context of data sharing, multiple parties share their data to train a
common machine learning model. An unethical party can deliberately share a low-quality dataset
instead of its high-quality one. After obtaining the model trained on datasets from all parties (including
the low-quality dataset), the unethical party can unlearn the low-quality dataset and continue to train
the model with its high-quality dataset. By doing this, the unethical party achieves a better model
than other parties in the collaboration. Therefore, the possibility of machine unlearning should be
considered in the design of different data sharing frameworks.
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A Proof of Proposition 1

We rst follow the proof of the log-sum inequality to prove the following inequality:

Qu(yiDy) a( jDr) d
p(yjDy) p( jDy)

R
whereq, (YiDr) , Eq,( jp)[P(Yi )1= a( iDr) p(yi ) d andp(yiDr) . Ep( jo,)[p(yi )] =
p( iDr) p(yj ) d .

Qu(yjDy) log au( jDr) p(yj ) log (11)

Proof. De ne the functionf (t) , tlogt which is convex. Then,

Z
, , Qu( jDr)

gJ( jDr) p(yj ) log o( iDy)
_ : : u( jDy)
= p( jDr)plyj )f o( D)

PC D) plyi ) ¢ @(iDr)

Ei)( oy [P(yi )] p( jDr)
P( jDy) p(yj ) @u( JjDr)
Ep( o) [P(Y] )] p( JDr)
Plyi ) & iDr)
Ep( jo.y[plyi )l

Eq ¢ o) [PlY] )]

Ep o) [P(y] )]

Ea, ( i) [P(Y] )]

Ep o) [P(y] )]

% (YiDr)

p(yiDr)

where the inequality is due to Jensen's inequality. O

Epc o) [p(yj )]

Ep( oo[p(yi )] f

Ep( ioo)[pCyi )] f

Ep( o[p(yi )] f

= Eq,( jp,)[p(yj )] log

% (yjDy) log

Then, integrating both sides of (11) w.x4t.

z zZ7Z
, G (YiDr) , . Qu( jDr)
;) log 2=/ ) log > =" § d
i} Qu(yiDy) log o(yiD’) dy , a( jD )ZIO(YJ ) log o( iDy)
. u(yiDy) . . au( jDr)
r l - d r I " d
i} G (yjDr) log o(yiD’) y & ( iDy) p(yj ) dy log o( iDy)
: G (YiDr) : ( jDr)
;) log 22220 Nlog 212
Qu(yiDy) log o(yiD’) dy u( jDr)log o( iD})

KL [0 (yiDr) kp(yiDr)]  KL[au( jDr) kp( jDr)] :

B Proof of Proposition 2

From (2),

P(Dej ) p( D)
p( D)
G ( JD¢) p(Dej ) p( jD¢)
q( iDr) p( jD)
A ( jDr) o u( jDr) .
p( iD) p( iDy)

logp(DejDy) = log

=log

=log p(Dej ) +log
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Then, taking an expectation of both sides wg{. jD),

o | Z (D) g D))
logp(DejDr) = i GQ( jDr)logp(Dej )d +  au( JDr)|OgW G ( JDr)|09md
= Qu( JDr) logp(Dej ) d + KL[au( jDr) kp( jD)]  KL[au( jDr) kp( jDr)]
=U KL[a( jDr) kp( jDr)]:
Therefore,

U =log p(DejDr) + KL[au( jDr) kp( jDr)]  logp(DejDr)
since KUaq, ( jD¢) kp( jD;)] 0. So,U is an upper bound dbg p(DejD:).

C Bayesian Linear Regression

We perform unlearning of a simple Bayesian linear regression myggdet: ax® + bx? + cx+ d +
wherea=2,b= 3,c=1,andd = 0 are the model parametersand the noiseis N (0;0:05%).

Though the exact posterior belief ofis known to be a multivariate Gaussian, we choose to use a
low-rank approximation (i.e., multivariate Gaussian with a diagonal covariance matrice) and represent
the approximate posterior beliefs of the model parameters with independent Gaussians so that the
approximation is not exact.

Fig. 7a shows the remaining ddba and erased dafa.. Note that the erased ddia is informative
to the approximate posterior beliefs of the model parametasD, are clustered. So, the difference
between the samples drawn from predictive distributigiys D) (Fig. 7b) vs.q(yxjD:) (Fig. 7c) is
large.

Table 2: KL divergences achieved by EUBO (left column) and rKL (right column) with varyifay
synthetic linear regression dataset.

KL[&( jDr; ) kq( jDr)]  KL[g( jDr; ) ka( jDr)]

0:5 0:1143 01012
01 0:0899 00600
0:0 26668 00158

From Table 2, the KL divergences achieved by EUBO and rKL with0:1; 0:5 are smaller than
KL[q( jD) kqg( jD,)] of value0:1170(i.e., baseline representing no unlearning), hence demonstrat-
ing reasonable unlearning performance. When0, EUBO suffers from catastrophic unlearning,

but rKL does not. The KL divergences in Table 2 also agree with the plots of samples drawn from the
predictive distributions induced by EUBO and rKL in Fig. 7 by comparing with the samples drawn
from the predictive distribution obtained using VI from retraining with in Fig. 7c.

D Bimodal Posterior Belief

Let the posterior belief of model parametegiven full dataD be a Gaussian mixture (i.e., a bimodal
distribution):

p( jD), 05 (;0;1)+0:5 ( ;21) (12)
where ( ;; 2)is a Gaussian p.d.f. with meanand variance 2. We deliberately choose the
likelihood of the erased dafa, to be

: (;21)
P(Dej ), 1+ (.01 (13)
so that the posterior belief ofgiven the remaining dafa, is a Gaussian:
. p( iD)
D)/ — = ;0,1 14
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(a) Dataset (b) Samples frogfyxjD) (c) Samples frong(yyjD;)

(d) EUBOwith =0:5 (e) EUBOwith =0:1 () EUBO with =0

(g) rKLwith =0:5 (h) rKL with  =0:1 () rKLwith =0

Figure 7: Plots of (a) synthetic linear regression dataset with erase®ddtaosses) and remaining
dataD, (dots), and samples from predictive distributions obtained using VI from (b) training with
full dataD and (c) retraining wittD, . Plots of samples from predictive distributions (X yxjDr)

and (g-i)&; (YxjD) induced, respectively, by EUBO and rKL with varying

where the proportionality is due to (2).

We assume to only have access to the likelihood of the erased dat@);the exact posterior beliefs

of given the full datg12) and that given the remaining dgtk4) are not available. Instead, we have
access to an approximate posterior bedjefiD) given the full data obtained using VI by minimizing

KL[g( jD) k p( jD)] or, equivalently, maximizing the ELBO (Section 2):

q( jD)= ( ;1:004 1:39C%) : (15)

Given the likelihoodo(Dej ) of the erased data if13) and the approximate posterior belggf D)
given the full data (15), unlearning froB is performed using EUBO and rKL to obtain

6u( jDr; =0)= ( ;0:0601:000%) and e&( jD;; =0)= ( ;0:0621:018) ;

respectively. Hence, both EUBO and rKL perform reasonably well since their respgdtiy® ;
0) ande, ( jDr; =0) arecloset@( jD,)= ( ;0;1) (14)whenp( jD) is a bimodal distribution.

E Gaussian Process (GP) Classi cation with Synthetic Moon Dataset:
Additional Details and Experimental Results

This section discusses the sparse GP model that is used in the classi cation of the synthetic moon
dataset in Sec. 4.1. Lgk 2 f 0;1g be the class label of 2 X R?;y, = 1 denotes the “blue'
class plotted as blue dots in Fig. 4a. The probability,ofs de ned as follows:

. 1
plyx = 1jfx), T+exp(fy)
exp(fx) (16)
p(yx =0jfy), m
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(@ xp ®) Zp © xpp, (d) Zp,
Figure 8: Plots of approximate posterior beliefs (agff)k jD) and (c-d)g(f«xjDy).

wheref  is modeled using a GR§], that is, every nite subset dff , gx2x follows a multivariate

Gaussian distribution. A GP is fully speci ed by itgior mean (i.e., assumed to Bew.l.0.g.)

and covariancé,, o , cov(x;x9, the latter of which can be de ned by the widely-used squared

exponential covariance functidgc o, 2exp( 0:5k ( x  x9k3) where = diad 1; 2]and ?

are the length-scale and signal variance hyperparameters, respectively. In this experiment, we set
1=1:56, ,=1:35and ? =4:74.

We employ a sparse GP model, namely, tierministic training conditiona(DTC) [27] ap-
proximation of the GP model with a s&t, of 20 inducing inputs These inducing inputs are
randomly selected froX and remain the same (and xed) for both model training and unlearn-
ing. Given the latent function values (i.e., also knowniratucing variable}fx, , (fx)3.x,

at these inducing inputs, the posterior belief of the latent function Vgl a new inpuk is a
Gaussiam(fxjfx,) = N (kxx, Ky 'y, fxo Koo Kuoxy Kl Kxux) Wherekyx, , (Kuco)xoax , »

qux = k;Xu s andK XuXy = ( kxx O)X;onx v

Usingp(fxjfx,) andq(fx,jD) , N( x,; x,),itcan be derived that the approximate posterior
belief q(fxjD) of fy given full dataD is also a Gaussian with the following respectpa@sterior
mean and variance:

xjD kquKxjxu Xu 1 (17)
f]‘D ’ kxx kXXuKXqu quX + kXXuKXqu XUK)(:L)(LI quX . (18)

The approximate posterior beligff xjD, ) of fx from retraining with remaining data, using VI
(speci cally, usingq(fx, jD)) can be derived in the same way as thag@f jD).

The parametersx,, x, of the approximate posterior beligffx, jD) is optimized by maximizing
the ELBO with stochastic gradient ascent (let fx, in (1) in Sec. 2):

Et., qix, i) [09p(Djfx,) logq(fx,jD) +log p(fx, )]
wherep(Djfx, ) is computed using (16), (17) and (18).

Fig. 8 visualizeg)(fxjD) (Figs. 8a and 8b) anq(f«jD,) (Figs. 8c and 8d) whose corresponding
predictive distributionsgj(yx = 1jD) andq(yx = 1jD,) are shown in Figs. 4b and 4c, respectively.
On the other hand, Figs. 9 and 10 visualize the approximate posterior bgli€fsD.; ) and

& (f«jDr; ) induced, respectively, by EUBO and rKL whose corresponding predictive distributions
& (Yx = 1jD;) andg,(yx = 1jD,) are shown in Figs. 4f-k. Similar to the comparison between
predictive distributiong, (yx = 1jD;) vs.q(yx = 1jD;) in Sec. 4.1, it can be observed that
the approximate posterior beligf(f«jD,;; = 10 °) induced by EUBO is similar tq(fjD;)
obtained using VI from retraining witB, (compare Figs. 9c vs. 8c and Figs. 9d vs. 8d). However,
& (fxjDr; =0) induced by EUBO differs frong(f « jD) obtained using VI from retraining with

D, (compare Figs. 9e vs. 8c and Figs. 9f vs. 8d). On the other hand, both the approximate posterior
beliefsey, (fxjD,; =10 °)andey(fxjD;; =0) induced by rKL are similar tg(f «jD, ) obtained
using VI from retraining wittD, (compare Fig. 10 vs. Figs. 8c-d).

F A Note on Erasing Informative Data

In this section, we study the performance of our unlearning methods when erasing a large quantity
of data or with different distributions of erased data (i.e., erasing the data randomly vs. deliberately
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(a) Mean ofgy (fxjD;; =10 5) (b) Variance o, (f«jD,; =10 5)

(c) Mean ofe, (f«jD,; =10 °) (d) Variance o, (fxjD,; =10 °)

(e) Mean ofg, (fxjD;; =0) (f) Variance ofg, (fxjD;; =0)
Figure 9: Plots of approximate posterior bekgf{f«jD,; ) induced by EUBO for varying .

(@) Mean ofg, (fxjD,; =10 %) (b) Variance of (fxjD,; =10 %)

(c) Mean ofg, (fxjD,; =10 °) (d) Variance of (fxjD,; =10 9)

(e) Mean ofgy, (f«xjD,; =0) (f) Variance ofe, (fxjDr; =0)
Figure 10: Plots of approximate posterior bebgff «jD; ) induced by rKL for varying .
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erasing all data in a given class). Let us consider the experiment in Sec. 4.1 on the sparse GP model
(i.e., the model parametersin (1) in Sec. 2 are inducing variablég, ) in the classi cation of the
synthetic moon dataset as it allows us to easily visualize both the approximate posterior beliefs of
the latent functiorfy and the predictive distributions of the output/observatipn A key factor
in uencing the performance of our unlearning methods in the above-mentioned scenarios is the
difference between the approximate posterior belief of model paranigtegiven remaining data
D, vs. that given full dat®. We quantify such a difference by how much the erasedDateeduces
the entropy of model parameters/inducing varialbjesgiven remaining dat®; :

Z z

I, H(fx,iDr) H(fx, D)= a(fx, jDr)log a(fx, jDr) dfx, +  d(fx,jD)log o(fx, jD) dfx, :
(19)

Note thatl (19)is not the same as the mutual information (i.e., information gain) betiygeand

Yoo (¥x)(xy,)20 . 9ivenDr, whichis equal tdd (fx, iDr)  Epry,,jo ) [H (fx, iDr:yp.)] with

an expensive-to-evaluate expectation term. Furthermore, the outputs/obserygti@rs known

from D.. These therefore prompt us to chods€l9) as the measure of how much the erased data

D, reduces the entropy of model parameters/inducing varidp|egiven remaining dat®; .

We investigate! different scenarios in the order of increasing

1. Randomly selecteB. (I =0:27): The erased data of sifigj = 20 are randomly selected
from D. Hence, they are not necessarily near the decision boundaripd.dges not reduce
the entropy of model parameters/inducing varialhlesgivenD, much;

2. Partially “yellow' D (I = 1:59): The erased data of sifie.j = 30 are labeled with the
“yellow' class and comprise inpukswith the largest possible rst componexg. Such a
choice ensures that the erased data group together to cover a part of the decision boundary,
as shown in Fig. 11d;

3. Largely “yellow' De (I = 2:06): The erased data of sizp.j = 40 are labeled with the
yellow class and comprise inputswith the largest possible rst componexg. As the
guantity of the erased dakx, increases from30(i.e., partially "yellow'D¢) to 40, D covers
a larger part of the decision boundary (compare Figs. 11g vs. 11d); and

4. Fully “yellow' D¢ (I = 3:86): The erased data of siZB.j = 50 comprise all data in
the yellow class. In this casB, reduces the entropy of the model parameters/inducing
variablesfx, givenD, the most when compared to the ab&@sscenarios.

As| increases, the difference between the approximate posterior belief given remaining data

D, vs. that given full dat® increases. Though it is dif cult to visualize such a difference directly,
Proposition 1 tells us that this difference can be alternatively understood by comparing the predictive
distributionsq(yx = 1jD) in Table 3 vsg(yx = 1jD) in Fig. 4b.

Fig. 11 shows results of averaged KL divergences (i.e., performance metric described in Sec. 4)
achieved by EUBO, rKL, and(fx,jD) overD, andD. for the 4 scenarios above. Table 3 also
analyzes the performance of our unlearning methods qualitatively by plotting the means of the
approximate posterior belieég (fxjD,; ) ande (f«jD;; ) induced, respectively, by EUBO and

rkKL with the corresponding predictive distributiogs(yx = 1jD,) ande, (yx = 1jD;), together with

the mean of the approximate posterior betjéffy jD, ) with the corresponding predictive distribution

d(yx = 1jD,) obtained using VI from retraining with remaining ddda. The following observations

result:

Fig. 11 shows that ds increases across tlescenarios, the averaged KL divergence between
d(yxjD) vs.d(yxjD,) overD, andD¢ (i.e., baseline labeled &gll) generally increases.

In the scenario of randomly selectBd (i.e.,| is small), we expect the difference between
the predictive distributiong(yxjD) vs. d(yxjD) overD, andDe to be small, which is
re ected in the very small averaged KL divergences of alib002and0:004 achieved by
q(fx,jD) (i.e., baseline labeled dsll) in Figs. 11b and 11c, respectively. It can also be
observed that though EUBO and rKL with2 f 10 5;10 °g achieve smaller averaged
KL divergences than that af(fx,jD) (i.e., baseline), EUBO's averaged KL divergence
increases beyond than that of the baseline wher0, but remains very small. As a result,
the rst row in Table 3 shows that when= 10 ® or =0, the predictive distributions
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& (yx = 1jD;) andey (yx = 1jD,) induced, respectively, by EUBO and rKL are similar
toq(yx =1jD,) obtained using VI from retraining witB, . Hence, we can conclude that
both EUBO and rKL perform reasonably well in this scenario, even wherd.

In the scenarios of partially and largely “yello, | is much larger than that in the scenario

of randomly selecte®.. So, we expect an increase in the difference between the predictive
distributionsq(yxjD) vs.q(yxjD;) overD; andDe. It can be observed from Figs. 11e-f
and 11h-i that when = 0, EUBO performs poorly as its averaged KL divergence is larger
than that ofg(fx, jD) (i.e., baseline labeled &sll), while rKL performs well as its averaged

KL divergence is much smaller than that of the baseline. On the other hand, whao °,

both EUBO and rKL perform well, which can also be observed from the second and third
rows of Table 3. These plots also show that while the predictive distribugilyg = 1jD,)
induced by rkL with = 10 ° are not as similar tg(yx = 1jD,) aseu(yx = 1jD;)
induced by EUBO with =10 °, the performance of rKL with = 0 is more robust.

In the scenario of fully “yellowDe (i.e.,| is largest), the difference between the predictive
distributionsq(yxjD) vs. q(yxjD) over D, andDg is larger than that in the abow&
scenarios. Except for EUBO with = 0, the predictive distributionsy, (yxjD,) and

& (YxjDr) induced, respectively, by EUBO and rKL are closeqfgx D) thanq(yxjD) as

they achieve smaller averaged KL divergences than thg{ef jD ), as shown in Figs. 11k-I.
However, the fourth row of Table 3 shows that both EUBO and rKL do not perform that well.
Nevertheless, it can be observed that when0, the predictive distributiomy, (yx = 1jD;)
induced by rKL is still usable while (yx = 1jD,) induced by EUBO is useless.

To summarize, when only an approximate posterior bejiefD) of model parameters = fx,

given full dataD (i.e., obtained in model training with V1) is available, both EUBO and rKL can
perform well if the difference between the approximate posterior belief of model parameters given
remaining datd, vs. that given full dat® is suf ciently small. In practice, this is expected due to

the small quantity of erased data and redundancy in real-world datasets. In the case where the erased
data is highly informative, the approximate posterior bedigf jD,; = 0) induced by rKL remains

usable by being close i jD) and hence sacri cing its unlearning performance. On the other hand,
EUBO may suffer from poor unlearning performance whaa too small.

The above remark highlights the limitation of our unlearning methods when the erasdéai.data
informative and only the approximate posterior betjefiD) is available. Such a limitation is due

to the lack of information about the difference between the exact posterior pgligf) vs. the
approximate on¢( jD) (Sec. 3.3), which motivates future investigation into maintaining additional
information about this difference during the model training with VI to improve the unlearning
performance. In practice, an ML application may require an unlearning method to be time-ef cient in
order to satisfy the constraint on the response time to a user's request for her data to be erased while
not rendering the model useless (e.g., due to catastrophic unlearning). After processing the user's
request, the ML application can continue to improve the approximate posterior belief recovered by
unlearning from erased data (i.e., using our proposed EUBO or rKL) by retraining with the remaining
data at the expense of parsimony (i.e., in terms of time and space costs).

One may wonder how our unlearning methods can handle multiple users' request arriving sequentially
over time. To avoid approximation errors from accumulating, we can adopt the approacly of
unlearning by aggregating all the (past and new) users' erased daf2catod performing unlearning

(i.e., using onlyg( jD) andDe¢) as and when necessary. As expected, our unlearning methods can
perform well, provided that the aggregated erased Dateemains suf ciently small or contains
enough redundancy.

G Logistic Regression with Fashion MNIST Dataset: Additional
Experimental Results

In this section, we will present the following:

Additional visualizations of the class probabilities for imageBinevaluated at the mean of
the approximate posterior beliefs obtained using EUBO and rKL withO in Fig. 13, and
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| =0:27

(a) Randomly selecteld, (b) D, (c) D¢

| =1:59
(d) Partially “yellow' D¢ (e) Dy (f) De

| =2:06
(g) Largely “yellow'De (h) D, () De

| =3:86
(j) Fully “yellow' D¢ (k) D, () De

Figure 11: Plots of (a,d,g,j) synthetic moon dataset with erasedafarosses) and remaining
dataD, (dots) in4 different scenarios. Graphs of averaged KL divergence ashieved by EUBO,
reverse KL(rKL), and g( jD) (i.e., baseline labeled dsll) over D, andDg in the following 4
scenarios: (b-c) randomly selectBd, (e-f) partially “yellow' D¢, (h-i) largely “yellow' D¢, and (k-I)
fully “yellow' De.
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Table 3: Plots of the mean of approximate posterior befief jD, ) with the corresponding predictive
distributionq(yx = 1jD;) obtained using VI from retraining with remaining dd&da, and also the
means of approximate posterior beligfgf«jD,; ) ande, (f«jD,; ) induced, respectively, by
EUBO and rKL with the corresponding predictive distributian$yx = 1jD,) ande, (yx = 1jD;)
for 2 [10 °;0]. Thel-st, 2-nd, 3-rd, and4-th rows correspond to the followirg respective
scenarios: randomly selected, partially “yellow' De, largely “yellow' D¢, and fully “yellow' De.

Dataset Retrained EUBO rkL

Mean ,jp, d(yx =1jDr) Mean  eu(yx =1jDy) Mean  &(yx =1jDy)
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(a) Dy (b) De (c) D (d) De

Figure 12: Graphs of averaged KL divergence vachieved by EUBO, rKL, and( jD) (i.e.,

baseline labeled dsll) overD, andD, for the fashion MNIST dataset. The approximate posterior
beliefs of the model parameters/weights are represented by (a-b) independent Gaussians (i.e., diagonal
covariance matrices) and (c-d) multivariate Gaussians (i.e., full covariance matrices).

Comparison of the unlearning performance obtained using approximate posterior beliefs
modeled with independent Gaussians (i.e., diagonal covariance matrices) vs. that modeled
with multivariate Gaussians (i.e., full covariance matrices).

Fig. 13 shows the class probabilities for the imageB jirevaluated at the mean of the approximate
posterior beliefs with = 0. Figs. 13a-d and 13g show that rKL induces the highest class probability
for the same class as thatgif jD,). In Figs. 13e-f and 13h, the class probabilities obtained using
optimizedg, ( jD,;; = 0) resemble that obtained usinf jD), though the probability of the correct
class is reduced due to unlearning.

Fig. 12 shows the averaged KL divergences of EUBO, rKL, @nhdD) where the approximate
posterior beliefs are modeled with independent Gaussians (i.e., diagonal covariance matrices) in
Figs. 12a-b and multivariate Gaussians (i.e., full covariance matrices) in Figs. 12c¢c-d. It can be
observed that the averaged KL divergences betvgégrjD) vs. q(yxjD,) overD, andDg (i.e.,
baselines labeled dsll) decrease when multivariate Gaussians with full covariance matrices are
used to model the approximate posterior beliefs instead (compare the baselines laligled as

Figs. 12c-d vs. that in Figs. 12a-b). Furthermore, in such a case, the unlearning performance of both
EUBO and rKL improve as their averaged KL divergences are not as large (relative to the baselines)
as that using independent Gaussians.
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