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Abstract—It is accepted that digital watermarking is quite For example, an image changing from one format to another
relevant in medical imaging. However, due to the special nature without losing visual content should be deemed authentic in
of clinical practice, it is often required that watermarking do 1y limedia authentication, whereas this turns out to be hard to

not introduce irreversible distortions to medical images. Elec- hi b Vi ic dat thentication that M
tronic clinical atlas has such a need of “lossless” watermarking. achieve by applying generic data authentication that uses Mes-

We present two tailored reversible watermarking schemes for Sage Authentication Code (MAC) or digital signature [5]. As
clinical atlas by exploiting its inherent characteristics. We have a result, multimedia authentication is normally accomplished
implemented the schemes and our experimental results look very py digital watermarking [6], [7]. Digital watermarking can

promising. be classified intaopyright watermarkingand authentication
Index Terms—Electronic Clinical Atlas, Authentication, Re- watermarking based on the purposes it is intended for. We
versible Watermarking, Security. note watermarking can also be used to establish a channel
for carrying, e.g., meta-data (e.g., [8], [9], [10]). In a strict
. INTRODUCTION sense, this application of watermarking belongs to the area

EFFICIENT maintenance of medical data in electronif?r:c steganfgi:gphy ‘:‘('nrcz t?e objerc'uve IS rto hide rlrr11ed|cal r?a;?
format is crucial in enhancing the quality and efficacxv a host image lor data SEcrecy purposes. copyrig
atermarking, the inserted mark, upon extraction, asserts own-

of healthcare provision through efficient information sharing. " ™. : . : :
However, alor?g with the b(gnefits is the growing Conce%{shlp of the underlying data. To achieve this end, copyright

about the security of digital medical information. In a broagatggn;iiark:';?nomvue:{ bl?] rggrl:tsrng i]l?tthz]r?til:nast?c::\e?/v:t::;;?;EOt
sense, security issues pertaining to digital medical data G y ) ' 9

. . . ) is designed to prove the integrity and authenticity of the
categorized into the following aspects [1], [2] underlying data. Authentication watermarking can be further

1 Conf@d_entia!ity individual privacy of patients as well 4Sclassified intohard authenticationand soft authentication
]E)hysplans implies that rlnedlcal datla mus; be protectz,éi?]. Hard authentication detects and rejects any modification
r(_)rr? Inappropriate hd'SC osu;re. (()jny aut Or'zﬁd duse the multimedia content except for lossless compression
with appropriate rights are offered access to the data,§ format conversion with equivalent visual content, while

2) Autglen?c(:janon autr;enpcart]lon (lfe"?‘f*?"gX in [1], [2]) of soft authentication allows faxdmissiblecontent modifications
me !cal .ita can be further classitie m;o_ (1) integrity; hije  rejects malicious manipulations. The lack of a clear
medical in Qr.matlon must be assureq of its IntactneSgjgtinction between admissible and malicious operations is one
(2) authentlcny:_ credibility must be given to the USEr3s the main challenges for soft authentication.
that the underlying data are up to what they are claimed gy - aythentication watermarking represents a viable

to b'T.b'I' i dical d b q solution to authentication of medical images in our context.
3) Ava(;.? ||ty.llrr£)<|a Ica h ata ITU_St de guaranteed 10 b note that medical practice is very strict with the manage-
readily available to the authorized uses. ment of medical data for the clinical, ethical and legislative

Medical imaging constitutes an important part of digitaleasons [1], [12]. Thus in many cases it is often desirable
medical data. Clearly, the attacks that threaten digital medigght watermarking itself does not introduce any distortion
information as a whole (see e.g., [3], [4]) would also apply t& the medical images for the purpose of data authentica-
medical images. In this paper, we are interested in exploriggn. For example, images used for court proof or for data
the authentication aspect of medical images. archiving are strictly forbidden to be altered. However, it

Multimedia authentication inherits many characteristics ¢ \well known that normally, watermarking including hard
generic data authentication using cryptographic primitivegythentication watermarking introduces perpetual distortions
such as integrity verification, authenticity verification angy the original data. This suggests that most of the existing
nonrepudiation [5]. However, multimedia authentication hagythentication watermarking techniques are not satisfactory
its own unique features that make the techniques for genefd¢ medical imaging. To authenticate medical images, a wa-
data authentication not suffice and sometimes undesirall§marking scheme must possessersibility - the ability to

Part of the work has been published in IEEE. International Conference grcover the exact original content from a watermarked image.
Acoustics, Speech, and Signal Processing, 2003. Watermarking working in such a reversible way is referred to
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as reversible (lossless, invertible, distortion-free, erasible, etthi exact original content from the watermarked data. Regular
watermarking [13], [14], [15], [16], [17], [18] in the literature. watermarking does not possess such an ability. This calls
Reversible watermarking is regarded as a special form foir a special type of authentication watermarking, reversible
hard authentication [11]. In this paper, we develop reversibleatermarking, which allows for the recovery of the original
watermarking schemes that are tailored for authentication ddita from the watermarked data. The fundamental principle of
electronic clinical atlas [19], [20], [21], a particular type ofreversible watermarking is demonstrated in Figure 1. Note that
medical images in palette format. Our motivations of studyintpe “recovery” process is where reversible watermarking dif-
reversible watermarking for electronic clinical atlas are (1) thiers from regular authentication watermarking. By “recovery”,
is in conformance with the strict medical practice in generaleversible watermarking can completely remove the introduced
(2) The atlas, in combination with other medical imaginglistortion and reconstruct the exact content of the original data,
modalities, has a wide spectrum of applications in functionptovided that the watermarked image is authentic.
neurosurgery, brain mapping, neuroeducation, and so on (see

e.g., [20], [21], [22]). Usability of these applications, many of k 1‘, Authentication
which run in an online interactive mode, is determined largely l v

by the accuracy of the underlying atlas and the brain data.# Enbedding |- 1| Extraction Recovery &
This highlights the need for the authentication of the atlas

by reversible watermarking; (3) as we shall discuss shortly, 4 X e
the atlas has some unique features, which make the existing MAC Conparison 7
reversible watermarking schemes inadequate.

The remainder of this paper is organized as follows. In
Section Il, we provide a brief background on multimedi&ig. 1. Flow chart for reversible watermarking.
authentication, and review related work on reversible water-
marking and authentication of medical images, respectively. In
Section Ill, we propose two tailored reversible watermarkin
schemes for authentication of electronic clinical atlas,
exploiting the very nature of the atlas. We present experimentalReversibility of digital watermarking has been explored for
results in Section IV and Section V concludes the paper. quite some time [24], [25], and progress within recent years
proved its viability for authentication multimedia. The first
known reversible watermarking scheme was due to [14], and
the method in [13] that followed employed the same idea of
A. Background modulo addition to extend the classic patchwork algorithm.

Authentication of generic data has been well studied iHowever, the embedding capacity of these methods is limited
cryptography [5], where either a Message Authentication Coded annoying artifacts may be caused in the underlying
(MAC) or a digital signature is computed on and appendéchages. For these reasons, they are not very satisfactory for
to a message [5]. The MAC or the signature is treated pgactical use. To overcome these limitations, Fridrathal.
accessory data, semantically distinguishable from the messfifg, [16], [17] developed an elegant method for achieving
itself. Though the generic approach does not in any way affegetersible watermarking which works as following: a bit plane
the fidelity of the data to be authenticated, it has some intringltat can be randomized without causing noticeable artifacts is
limitations when applied for authentication of multimedidosslessly compressed, so that the original bit streanms
content: (1) a malicious intruder can easily separate amdortened td3’ and the newly created space|df| — | B’| bits
ruin the ancillary authentication payload, thereby disablinig used to accommodate the authentication payleadhen
the authentication functionality; (2) the tagged payload tke original bit plane is replaced b#’||h for the purpose
susceptible to normal file format conversion, so much so thait watermarking, wheré¢| denotes concatenation. During the
even a simple re-save operation will render it useless; and &ljthentication verificationB’ is decompressed to obtaif,
the generic data authentication technique lacks the propertywdfich is in turn used to recover the original bit plane for
localization, i. e., the ability to determine the locations whetfie reconstruction of the original image. Practical schemes
modifications were made. for virtually any commonly used file format including raw,

These limitations can be overcome using authenticatiomcompressed formats (BMP), lossy or transform formats
watermarking which embeds a watermark payload into myB3PEG), and palette formats (GIF, PNG) were presented in
timedia data, so that the payload is semantically combingdr]. As we will see later however, the methods for palette
with the data. The ability to localize tampering or determin®rmat used by Fridrictet al. cannot be used to reversibly
the severity of tampering is another highly desirable featuveatermark electronic clinical atlas due to the unique features
of authentication watermarking [11], [13], [23]. Moreover, deef atlas. Fridrichet al's method is a general approach, whereas
pending on the integrity criteria, authentication watermarkintyis not always optimal in certain aspects such as embedding
authenticates multimedia content in such a flexible way theapacity and image quality preservation.
hard authentication rejects every alteration while soft authenti-Reversible watermarking proposed in [18], [26], [27] often
cation passes admissible operations. A stronger requiremenpiavide higher embedding capacity. In particular, the method
some scenarios e.g., in military or healthcare, is the recoveryinf[18] creates extra space for the authentication payload by

. Reversible Watermarking

Il. BACKGROUND AND RELATED WORK



IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY IN BIOMEDICINE 3

virtue of Difference Expansion, in conjunction with Generaleorresponding RGB components, e.g., Figure 2(a); the other
ized Least Significant Bit Embedding. In contrast, the scherpart is theimage datg(file body) that represent each pixel by a

in [26] adopts a totally different method to achieve reversibitolor index, e.g., Figure 2(b). In Figure 2, the atlas containing
ity, that is, circular interpretation of bijective transformationsa palette as shown in 2(a) and the image data as in 2(b) actually
Compression on the original data is avoided in [18], [26tepresents pixel values as shown in 2(c). It is clear that some
An added feature of [26] is that the watermarked content can
endure certain lossy processing, and virtually none of the othindex

Red

Green Blue

H 04 01 Red White Red Gree
meth0d§ hQS thIS pr(?perty. . . 0 255 0 0 11 4 4 Gren Groon White White
Localization is quite useful in some circumstances. The; 0 285 225 3413 Black White Green Black
. . : H 0040 Red Red White Red
method in [28] is the only kn_own reversible watermarking ; 0 0 o 1011 White Red  Creen Green
scheme that provides localization. 1 255 255 255
5 255 255 0 (b) Image data (c) Pixels

C. Authentication of Medical Images

(a) Palette

The demand for authentication of medical images is enar- ) ) )
. . .. Fig. 2. Semantic content of an atlas file. (a) The palette. (b) The image data.
mous, due to the increasing needs of data exchange Witiirpe pixel values.
medical community and with external parties such as research

institutes. The work in [29] highlighted the perspective Ofegular embedding operations such as LSB modification of
applying generic data authentication techniques such as Ofis image data is not appropriate for watermarking electronic
way hash function and digital signature for the authenticatigfinical atlas, because the image data of an atlas are color
of medical images, while [12] demonstrated the applicabilifygices rather than RGB values, so indices of similar values

of digital signature in medical imaging.

may refer to quite different colors.

imaging for reversible watermarking and integrity control hasiectronic clinical atlas.

been extensively discussed [1]. The work of [30] was based
on the fact that a medical image is normally allowed to be
separated into Regions of Interest (ROIs) and Regions of Non-
Interest (RONIs); the ROIs must be strictly preserved while the
RONIs can be allowed for some modifications; consequently,
the authentication payload of ROIs is inserted into the RONIs.
A possible weakness of this method is that if an adversary can
identify the RONIS, then the embedded authentication payload
can be totally erased, thereby disabling the authentication
functionality. The work in [31] made improvements over [30]
by repeatedly inserting the payload closely around the ROIs.
Moreover, the payload can be used to repair the ROIs in the
case of minor alterations to the ROIs. A watermarking scheme
for DICOM format images was proposed in [32] to guarantee
the genuine link between a delivered image with the root part'
of its header. Specifically, the authentication payload on the
information of the referring physician is inserted in the image
content by a watermarking scheme.

IlIl. TAILORED REVERSIBLE WATERMARKING SCHEMES
FORELECTRONIC CLINICAL ATLAS

o Ul. Most of the atlases are not “natural” images as

opposed to the “natural” images that are commonly seen
in daily life. A “natural” image normally presents smooth
scene. In contrast, every structure in an atlas is of pure
color (e.g., structures in the atlas in Figure 8 (left) are
homochromous), so that (1) the boundary along two
adjoining structures is clear-cut; (2) any alteration within
a structure by a different color would appear definitely
noticeable.

U2. An atlas normally does not use up 256 colors, which
is the upper bound that most palette images assume. On
average, 30-100 colors are used to label the structures in
an atlas.

U3. While the content of an atlas should be strictly
protected, the palette of it can be permuted provided
that the content (piexels) of the atlas is not affected. For
example, the following scenario should be allowed: in
Figure 2(a), the entries of (0, 255, 0) and (0, 0, 255) are
permuted in the palette, and 1's in the image data (Figure
2(b)) are changed to 2's and 2’s are changed to 1's. This
does not change the actual pixels.

In this section, we first give a brief introduction to electronic | principle, we can exploit the existing reversible water-

cIinica_I a_ltlas, disc_ussing its uniqueness and explaining W'fWarking schemes that were designed for palette images to

Fhe existing rgver3|ble watermarking schemes are not eﬁect il the task of reversibly watermarking electronic clinical

in watermarking the atlases. We then propose two tallorga as. Unfortunately, the only known such schemes that were

schemes to solve the problem. proposed by Fridrichet al. in [17] actually turn out to be

unable to meet the needs due to the very nature of the atlases

A. An Introduction to Electronic Clinical Atlas as listed earlier. To see this, we check respectively the two
Electronic clinical atlas in palette format [19], [20], [21] iscases distinguished in [17] with electronic clinical atlas as

a special type of medical images: each structure containedfafiows.

an atlas is filled completely with a single color. Figure 8 (leftCase 1Palette with fewer than 256 distinct colorShe basic

shows a typical atlas with dimension of 70820. idea is to make at least two entries in the palette for color
The image file of an atlas semantically includes two partg:, a most frequently occurring color in the image to be

one is thepalette(file header) that lists color indices and theiwatermarked. Ifc already has two or more entries, nothing
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needs to be done. Otherwise, simply allocating an empty entryor the purpose of watermarking, we are faced to find the
for ¢ in the palette. This is feasible as the palette is not usedht embedding channel and the way to insert the authenti-
up. We then suppose the indices of two entriescah the cation payload in an atlas, while without causing perceptible
palette arei and j, respectively. Then 0 is associated with artifacts. We observe that when a boundary point of a ho-
and 1 is associated with In embedding, the image is scannea@nochromous structure revises its color to its neighboring color,
in a defined pattern, e.g., row by row. When a pixel with coldhe effect caused is visually unnoticeable. On the contrary, if
¢ is encountered, its color index is changed iba bit 0 isto a point within a homochromous structure changes its color
be embedded and changed jtmtherwise. In extraction, the to even a similar color, the difference would be quite clear.
image is scanned in the same pattern, and the embedded bihdoyivated by this, we shall exploit the boundary points of the
stream is obtained depending on the indi¢eg of color c. homochromous structures for embedding. Meanwhile, to avoid
Embedding in this way does not alter the pixels at all, so mgenerating accumulative artifacts, the points to be revised for
further reconstruction is needed. watermarking should be uniformly diffused over the whole set

Due to U2, theoretically it seems this scheme can be used boundary points across an atlas. Moreover, we shall follow
for electronic atlas. However, in practice it is not the case bEridrich et al's general methodology for achieving reversibility
cause this method requires adding an entry for a most frequésde Section 1l). We next elaborate our ideas on these issues,
color ¢. This is not allowed since further processing of thand they are building blocks of the actual scheme.
atlases, e.g., automatic extraction of the structure boundaries in) Basic ideas:For ease of understanding, we take Figure
an atlas [22] would be interfered: in this processing, structur8sas an example, which represents virtually all possible cases
represented by different color indices would be recognized how structures bordering one another along a row. In
as different. While the palette of an atlas can tolerate sorparticular, along rowi, (1) structureA stands alone without
manipulations as suggested W8, we should avoid causing neighbors; (2) two structure8; and B, border each other; (3)
interference to other uses of the atlas and we are interestedre than two structures in turn border each other (three struc-
in the watermarking schemes that are compatible with tiere C;, C5 andC5 are used in the figure, and generalization to
existing processing algorithms. the scenario of more than three structures is straightforward).
Case 2Full palette with 256 distinct colordn case the palette
is exhausted by 256 distinct colors, two colers(index isq)
and¢; (index is j) are chosen, such that; — ¢;| is small.
Then 0 is associated with and 1 is associated withi. In
embedding, the image is scanned in a defined manner. If a
pixel with ¢; or ¢; is encountered, its color index is changed=
to ¢ if 0 is to be embedded and changed jtmtherwise. In
extraction, the image is scanned in the same pattern and the
embedded binary stream is obtained depending on the indices
i, j of color ¢; andc¢;. It is easy to see that this scheme is
also applicable to the first case, provided that an appropriate =, 2 P i
pair of similar colors is found.

Clearly, this method is a good tool for watermarking “naturig. 3. lllustration of embedding
ral” palette images. However, as suggestedJih electronic
clinical atlas cannot be assumed “natural”’, so a color pd@imbedding channel
with minor difference does not always exist. Furthermore, evenAlong a row (rowi in Figure 3), we in turn pick up; in
such a desired color pair is found, color flipping within &4, p, in By, p3 in C; andp, in C3 aschannelling pointgor
homochromous structure would be readily detectable. embedding, and the corresponding structudesB;, C; and

We have shown the reasons why the reversible waters asembedding structuredlote thatevery otherstructures in
marking schemes for palette images in [17] cannot be usesch group of neighboring structures are chosen as embedding
for watermarking electronic clinical atlas. In the next twatructures. In our exampled, B;, C; and C3 are chosen
subsections, we shall propose two reversible watermarking embedding structures, whilB,, C, are not embedding
schemes that are tailored for electronic clinical atlas, and tbguctures. As we shall see shortly, this is crucial in preventing
proposed schemes circumvent all these limitations. The fifgterference in encoding between two neighboring structures if
scheme is designed exclusively for the atlases that compriglerwise every structure is chosen as embedding structures.
homochromous structures, and the second scheme canThe embedding channel for embedding then comprises the

applied to any atlas, be it “natural” or not. channelling points collected by scanning all rows across an
_ _ _ entire atlas.
B. Our First Reversible Watermarking Scheme Encoding primitive

Intuitively, the main reason for Fridrickt al's method in For an embedding structure, we associate 0 to the even
case 2 fails in our scenario lies in the fact that the structureamber of points the structure has along a row, and 1 to the
contained in an atlas are homochromous. We thus tailor aaatd number of points. For example, along rown Figure 3,
first scheme exclusively for the atlases with homochromosguctureA has 6 points3, has 4 points(; has 5 points and
structures, and this scheme is an extended version of [33].C5 has 4 points, so the pafh — p2, — p3 — p4 is encoded



IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY IN BIOMEDICINE

as 0010.

Embedding method

the original pointp,. From the watermarked atlas, we know
the current code op) along rowi is 1. Once we are given

The insertion of a bit-stream into the embedding channeltise original code 0, sincé # 1, we change the color of the
equivalent to encoding it along the channel. Rules on how lgft neighboring point ofp} to be the color ofy} in order to
embed a bit at a channelling poiptare specified in Table I. recover the structurd. Likewise, other embedding structures

Bit to be | Number of points| Action taken
embedded
0 Odd Change color
Even No action
1 Odd No action
Even Change color
TABLE |

RULES FOR EMBEDDING

are recovered to their original content following the same
rationale. Note that if the current code = the original code,
the current channelling point is the original one, eg.,in

our example.

With these ideas, we are ready to give our reversible
watermarking scheme.

2) The schemeSimilar to a common authentication wa-
termarking scheme, ours consists of two parts: embedding
algorithm and authentication algorithm.

The basic steps of the embedding algorithm are demon-

In Table I, let the channelling point eand the embedding
structure thap lies in beStruct, “Number of points” denotes

strated in Figure 4.

the number of point$truct has along the row that traverses

Randomize Compute authentication

embedding channel

Determine
channelling points

p. By “No action”, we do nothing t@; by “Change color”, we
revise the color op to its left neighboring color. We include
the case that the left neighboring color is the background color
as long asStruct has no neighboring structure along the row.

To make it clearer, let us see an example of inserting a bit-
stream by executing the above rule. Suppose 1001 is to &
embedded along the path determinedpby— ps — p3 — p4
in Figure 3, the embedding is shown in Table II.

payload _‘

.

4. Flow chart for embedding algorithm.

Determine

. _— i
embedding path Data embedding

In particular, the embedding algorithm works as follows:

Embedding algorithm

Channelling | Bit to be | Number of Action
point embedded points [a]
p1 1 6 (Even) Change color
D2 0 4 (Even) No action
D3 0 5 (Odd) Change color
P4 1 4 (Even) Change color
TABLE I
AN EXAMPLE OF EMBEDDING. [b]

According to Table Il,p; is changed to be the background
color; p» keeps unchangegs; is changed to be the background
color; p,4 revises its color to be the color df,.

The reason for choosing every other structures in a group
of neighboring structures is now clear: otherwise, adjoining
structures might mutually spoil each other's embedding.
Recovering method

We are faced with recovering the original channelling points
by given the original coded stream. The original coded stream
can be obtained because we assume Fridrtcils methodol-
ogy for reversibility in our scheme. It must be noted that the
set of channelling points gathered from an watermarked atlas
might be different from the original one due to watermarking.
This can be easily seen from the above example of embedding
1001 along rowi. In particular, the channelling points of,

C1, C5 will change to be the respective right neighboring]
point of p1, ps, ps, and we denote them ag;, pi, pi,
respectively. This is however in no way preventing us from
reconstructing the original structures. Let us continue with
the above example: for structurd, we know the current
channelling poin); is actually the right neighboring point of

Scan the atlas M row by row in a fixed pattern, e.g., from
top to bottom. Along each row, pick up the channelling p-
oints p; by the method described in embedding channel.

An ordered set is eventually formed by these poi-

nts S = {p1,p2, -+ pn}, where N is the total number of
the channelling points that are picked up.

Reorder S with a secret key k1 by the following program.

j=N

fromi:=1to N

begin
tdx = H (i, k1) mod j
S[i] = Slidx]

S =8 — {S[idx]} and shift left each of
the items after idz in S
j=j—1
end
§=8
i, 7, 9dx and S are temporary variables in the program.
Note that the reordering of S serves to evenly diffuse the
positions that embedding is to occur. Otherwise, accumu-
lative effect is possible if we embed row by row. In additi-
on, this randomization reduces the likelihood that an att-
acker can figure out the exact embedding path, thereby
increasing security.
Compute the authentication payload as h = H(M, k2),
where we let M denote the pixels (RGB values ) of the
atlas, H(.) is a cryptographic one-way hash function, e.g.,
MD5 or SHA1 [5] and ko is another secret authentication
key. Note that different keys are used to rule out possible
correlation.



IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY IN BIOMEDICINE

[d] In a gradual way, encode the path along the ordered poin-
ts in S into a bitstream B by the encoding primitive. In

the meantime, run an adaptive lossless arithmetic compre-
ssion algorithm C(.) to compress B as B = C(B). Check
the difference between B and B. Once there is enough sp-
ace to accommodate the authenticating payload, stop the
compression algorithm. In particular, let S; = {p1, p2, - - -
,pj} be the path of j steps along & and B; correspond to
the bit-stream by encoding the path of S, the following
program achieves the above process:
while (|Bi| — [C(By)]) < |h]
t=14+1

7 is a fixed value when the above program halts.

[e] Embed h||C(B;) into the path of S; by the embedding
method, where H denotes concatenation.

The basic steps of the authentication algorithm are shov(sjg

in Figure 5.

Determine Randomize Extract authentication
channelling points embedding channel payload _‘

Recover original Data
L —

Atlas authentication

Fig. 5. Flow chart for authentication algorithm.

enhancements over this aspect. The basic idea is to insert an
extra piece of authentication data of some areas in an atlas
that are not affected by watermarking. We can determine such
areas before watermarking occurs, because the length of the
authentication data suffices help us decide the channelling
points that will be affected by watermarking (see step [d]
of the embedding algorithm). With such an extra piece of
authentication data inserted, in step [d] of the authentication
algorithm, we first extract this authentication data together
with #/, then use this authentication data to determine whether
the not-to-be-affected areas has been tampered with. If no
tamper is found, we proceed to recover the original image,
otherwise, we simply reject. This improvement is of particular
importance when data tamper indeed occurred, since in such
cases there is no need and in fact, it is not possible to
reconstruct the original content.
It is clear that the embedding capacity of this scheme is
termined by the total number of channelling points as well
as the effectiveness of the lossless arithmetic compression
algorithm. Once the total number of channelling points is
fixed, more compression effectiveness of the compression
algorithm means larger embedding capacity.

We now examine security of this scheme. Specifically,
without knowing the secret authentication kéy and ko,
an adversary is faced with forging an arbitrary atl&as”
(with respect to a watermarked!’) in an attempt to pass
the authentication. It is equivalent to the case that given a
fixed hash valueh, the value of H(M", ky) happens to be

In particular, the authentication algorithm works as follows; Evidently, the probability for this id /2| = 2-128 when

Authentication algorithm

[a] Scan the watermarked atlas M’ row by row in the same
fixed pattern as in the embedding algorithm, and generate
an ordered set S = {p],ph, -+ Py} of channelling points
as in the embedding algorithm.

[b] Reorder S with the secret key k1 as in the embedding al-
gorithm.

[c] In a gradual way, encode the path along S into a bit stre-
am B, and decompress B to be B by running the lossless
arithmetic decompression algorithm D(.) that corresponds
to C(.). Stop the algorithm D(.) once |B — B| > |h],
where |h/| is the bit length of H(.). Let S, B; be defined
as in the embedding algorithm, the following program achi-
eves the above process:

while (|D(B,)] — |Bil) < |h|
i=14+1
1 is a fixed value when the program halts.

[d] Sequentially get |h| bits from the position ¢ afterwards
along S as the authentication payload h’. Next, use the
bit-stream B; = D(B;) to reconstruct the original atlas
by the recovering method.

[e] Compare h' with H(M, ks), where M is the pixels of the
recovered atlas. If b = H (M, ks), then the recovered atl-
as is authentic, otherwise it has been tampered with.

|h| = |H(.)| = 128, according to theollision freeproperty of
the cryptographic one-way hash function. As a final note, we
point out the compression algorithm does not affect security
of the watermarking scheme.

C. Our Second Reversible Watermarking Scheme

Our second scheme is applicable to any atlas in palette
format, including those with homochromous structures. We
develop this scheme by extending the zero-distortion method
proposed in [34] to attain increased computational efficiency
while without compromising its actual security. This second
scheme does embedding by merely manipulating the palette
of an atlas, thereby causing no distortion to the image pixels.
The main difference between our scheme with Fridettals
method in case 1 is that our scheme only involves permutation
of the entries in the palette, whereas Fridrithals scheme
involves adding a new entry in the palette. Consequently, our
scheme can be used for any palette image, whereas Frigrich
al’'s scheme can only be applied to images with palette having
fewer than 256 distinct colors.

1) The schemeThe basic idea of our scheme is to arrange
the palette according to the authentication payload of the
atlas, such that a correlation between the palette and the
image content is established. In authentication, the image
is authentic if the correlation still holds. In particular, the

3) Discussions:In this scheme, we try to recover the origscheme works as follows.
inal image without first considering whether the watermarked
atlas had ever been tampered with. We can actually make som&mbedding algorithm
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[a] Suppose there are IV colors in the palette of the atlas M

to be watermarked, and each color has the form (R, G, B).

Sort these colors into a Virtual list Vlist according to the
values of R.256% + G.256 + B.

[b] Compute the authentication payload for M as h = H (M,
k), where we let M denote the pixels (RGB values) of the
atlas. Partition h into [ segments of equal length as h = hg

hi...h;_1, where each h; satisfies 0 < h; < N. Note that

the length of h; should be determined as |h;| = m for some
m that satisfies 27 < N < 2™+l The intuition for this is

that we want m (i.e., the length of each h;) is as large as
possible while the value of each h; is less than V.

[c] Rearrange the palette of M by the following steps. (1) Mo-
ve the hi color in V1ist to the 0! entry in the palette. (2)

Move the hﬁh (1 <7 < 1) by the following program.
j=1
fromi:=1tol—1
begin
if hl ¢ {h(],
begin

move the h?h color in V1ist to the 5" position

in the palette
j=j+1
end
end

1, J are temporary variables in the program. (3) Sequentially
move the rest colors in VIist to the remaining entries after

the first 7 entries in the palette (J is a fixed value when
step (2) halts).

Note that step (2) is the tricky part of the rearrangement
process. The basic idea is that we simply ignore h; if h; is
equal to any proceding h,,, where 0 < n < 7. See the exa-
mple in Figure 6, supposing h is partitioned into 6 segme-
nts. Since hg and hy refer to the same color in Viist (hg
= hy), so hy4 is ignored and the entry that corresponds to
h4 in the palette is occupied by the color referred to by
hs (the Y color in Vlist).

[d] Change the image data according to the new palette. For
example, when a color in the ith entry in the original pal-
ette is moved to the jth entry in the new palette, all ¢ in
the image data need to be modified to be j.

Viist

Palette (0, 0, 128)
olo, 255, 255 Hash values
1] ©, o0, 128 \ ho (0, 255, 0)
\ -
2255, 128, Ofe— | —
3| (0, 255, 0) frs
x-d (0, 255, 255)
4] (255, 0, 0) [* I
5| (0, 128, O
(2 0, 0)
(255, 128, 0)

Fig. 6. Rearrangement of the firstolors

,hi—1} /* h; has not ever occurred */

Authentication algorithm

[a] Suppose there are N colors in the palette of the watermar-
ked atlas M. Sort these colors into a virtual list V List as
in the embedding algorithm.

[b] Compute the authentication payload for the atlas as b’ =
H(M', k), where we let M denote the pixels of the atlas.
Partition A’ into [ segments of equal length as b’ = h{hj...
h;_l as in the embedding algorithm

[c] Sequentially authenticate h;, 0 < ¢ <[ — 1, by the followi-

ng program. Suppose PC} is the color in the ith entry in t-
he palette and C; is the color in Vst referred to by hl:

if PCy # Cy
return INVALID
j=1
fromi:=1tol—1
begin
if bl ¢ {hy,...,h;_1} /* hl has not ever occurred */
begin
if PC’]‘ %+ C;
return INVALID
j=7+1
end
end

return AUTHENTIC
1, j are temporary variables. Note that in this program, M’

is deemed authentic only when all b, 7 € [0,1) pass the tes-

79
ting. In this authentication procedure, ) will be ignored if

it is equal to any preceding h.,, where n € [0, 1)

2) Discussions:Our extension to the method in [34] (Wu’'s
method for short) lies mainly in the following: tHesegments
of the authentication payload in Wu's method must be
distinct to one another. As a result, Wu's method may need
to repeatedly feed a distinct random seed to the one-way
hash function in computing the authentication payload until
a suitablehash value is found. By contrast, theegments of
h in our scheme are not necessarily distinct, so we achieve
higher computational efficiency. In addition, we do not need
to remember the seed during data authentication.

In the sequel, we assuni@” < N < 2m*! where N
is the number of colors in the palette of an atlas. Clearly,
m < 8. Applicability of this scheme to electronic clinical atlas
is discussed as follows. As each segmignis used as a color
index in our scheme, to guarantees that< N andh; is as
large as possibléh;| should be equal ten. As a result, the
total number of segments that the hash valuis partitioned
is [ = |h|/m. Moreover, clearlyi should be less than or equal
to N, that is,l < N = |h|/m < N = |h|/m < 2™. Assume
|h| = 128, thenm > 5. This suggests that for an atlas to be
watermarkable, it has to have at least 32 colors in the palette.

Next, we shall examine the actual security of our scheme
scheme. In particular, we aim to determine the upper bound for
the probability of successful forgeries by an adversary without
knowing the secret authentication kgy That is, we want to
answer the following questiorgiven an watermarked atlas
M, in what probability can an arbitrarily forged\” (M #
M) by the adversary pass the authentication process¥ve
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just discussed, it should hold that< m < 8 and2™ < N < the probability that an arbitrary bogus atlas by an adversary
2m+l where N is the number of colors in the palette of am€makes the authentication algorithm return AUTHENTIC can-
atlas. Therefore, an 128-bit hash value would be accordingigt excee®~"2.
partitioned intol segments, wherg6 <[ < 26.

We start with a simple example by assumihg= 4.
Consequentlyh = H(M’, k) would be partitioned intdh =
hohihahs, whereM' denote the pixels of a watermarked atlas \ye implemented and conducted extensive experiments on

M’ and k is the secret authentication key. Without l0ss of,r nroposed two schemes. Experiments were done on a PC
generality, i“pel?seod: hjv so upon watermarking the first yith G CPU and 512M RAM. Source codes were written in
4 entries (", 1%, 277, 3"%) in the palette ofM’ would be \jicrosoft C++. The hash functiodif(.) in our schemes was

the colors referred to bjio, i, hs, hs, respectively, wherés  insiantiated by MD5 [5] which offers 128-bit hash values.

refers to the random color that occupies #é entry. This
can be shown in Figure 7a. According to the authentication
algorithm, a forgedM” would be deemed authentic as longy. Experiments with the First Scheme

ash/ = H(M" k) satisfies any of the 4 cases shown in Figure ) ) :
7b: (1) each of segmerit], h/, and 1, of 1’ is the same as In the experiments with the first scheme, we used truncated

ho; (2) each of segmentt, and 1, is the same as eithér, hash values of 64 bits. From the earlier security discussions,
or hy; (3) segmenty, is the san%le as either df,, h; and We know this achieves a confidence factor 0%, which

hs: (4) h' = hohihshs. In total, there would be 9 possibleis a sufficiently small probability for forgery. For lossless

values for#/ that could pass the authentication. SpecificallfOmPression, we used the LZW compression algorithm [35],
Q) b’ = hohohoho; (2) B = hohihoho, h' = hohihohi which works well when the streams to be compressed have

W = hohihiho, B = hohihihy: () B = hohyhsho, repeated patterns. In addition, in the experiments we authen-

IV. EXPERIMENTAL RESULTS

W = hohihshy, ' = hohyhshs: (4) B = hohyhshs. ticate the set of boundary points of structures' contained in an
atlas. The reasons are (1) in our current applications [22], we
(o} utilized the boundary points rather than the entire content of
—TT an atlas itself; (2) the set of boundary points is a compact
A
(” representation of the corresponding atlas, and the integrity of
(s, n} the boundary points of an atlas is equivalent to the integrity of

@ -- Y the atlas, since every change of the atlas pixels will be reflected

in the set of boundary points gathered by the algorithms in
— [22]; (3) this is expected to accelerate the computation of
« @ - # authentication payload, because less data are feed to the hash
function, although this acceleration is theoretically minor. We
W 5 leverage on the algorithms proposed in [22] to extract the
boundary points of atlases. Figure 8 shows an atlas and the
set of boundary points within it.

Fig. 7. All possible cases of forgery

29052 Y2

We proceed to generalize the above simple example to the (o ;// ¢ !
general case of any value bfThat is, given the first entries \{/' I q ‘ \\(/ \
of the palette that correspondho= hohy - - - hi_1, we discuss 3 A i‘“ I\
what values:’ can take so as to pass the authentication. Gener- w5 cA P 3L
alizing the cases in Figure 7b, we know thattaking value as CANAS
h' = hohy - - - hi—1h}---h;_, for a particulari could succeed 12\
in the authentication, where eadty € {ho,h1, -, hi-1}.

The number of possible values &f in such a case can beFig. 8. An atlas (left) and the boundaries of all structures (right)
computed as'~?. Considering all cases af(1 <i <[ — 1),
we then get the total number of values tliatcan take as  From the experiments, it is estimated that on average, 3000-
Num = Y '21i0=9 41 = 32t i~ The probabilityPr 4000 channelling points could be found in an atlas, and
of an adversary forging an arbitrary atlad” that could be most of the atlases are watermarkable by our first scheme.
deemed authentic is thudr = Jum. Figure 9 shows an example of our experimental results: 9a is
Apparently, Pr increases withVum as |h| fixes. We are the original atlas, 9b shows the positions where embedding
now going to determine the upper bound Bf in the case occurs and 9c shows the corresponding watermarked atlas. It
of watermarking electronic clinical atlas. Clearly whiea 26 can be seen from 9b that the revised points had been well
(16 < I < 26), Num takes the biggest value aSum = diffused, which is due to the output randomness of the hash
S22 i(26-1) < 956 Hence Pr = fum < 256 /2128 — 2=72_ function used in the reordering of the channelling points. Since
We then have the following claim to answer the questioembedding occurs upon the boundary points of structures, so
raised earlierin the absence of the secret authentication keyp apparent distinction is seen between 9a and 9c.
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