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> Natural object of study
> Necessary for cryptography

> Potential use in algorithm design



Plan

Introduce problems

Present average-case reduction
Summarise

Present Proof of Work

77

Profit.
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—{ Theorem
JAin time n't* : Pryr [A(x) = f(x)] 2 )
4
3B in time n'te+o() that decides OV
—{ Corollary
OV takes (1) = f takes n*~°(") on average
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—{ Theorem [Wil16]

There is an MA proof system for proving (f(x) = y) that has:
» perfect completeness and negligible soundness.
> prover complexity O(n?).

> verifier complexity O(n).
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Compute f(x) = z
and MA proof 7

z, T
Verify using 7
that f(x) = z

() O(n)

Pr [Prover can run in n*~¢ and convince Verifier] < —;

(See [DN92] for generic constructions and applications.)
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Average-case complexity of OV, 3SUM, etc.

v

Fine-grained cryptography

» Some prior work under other assumptions [Mer78, Has87, BG108, DVV16, ...].

» Fine-grained OWFs from SETH?
» Beat Merkle’s key agreement under these assumptions?

v

Average-case algorithms

> Design algorithms to evaluate polynomials that work on average.

v

Better reductions

» Is it actually possible to do better than guessing at random?
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k-SAT and SETH

k
1

(xivVaV...)A (- VXV.oo) A o A(...V.oVey)

Best known worst-case algorithm [PPSZ05]: O(2(1-¢/k)n)

Strong Exponential Time Hypothesis (SETH) [IPZ98]

Ve Tk: k-SAT takes Q(2(1=9)7) time.
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An Efficient MA Protocol for f [Wil16]
(U,V)eF¥ z €T,

O1,...,0q :Fp = TFp
Vi e [n] : ¢g(i) = Uy
deg(de) < n—1

Z Z H — ujpvjr) = Z {Z H (1- ¢e(i)vjz)] = Z r(1)

i€[n] je[n] £€(d] i€[n] | je[n] £eld] i€[n]

> Proof: Coefficients of r. (Interpolation — O(n?))
> Verification:

» Check r at random point. (Computation of ¢ and correct value — O(n))
» Compute r(i) for i € [n] and sum to get (U, V). (Batch evaluation — O(n))
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