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Timing Hazards Are Ubiquitous!

[entropy_src] Timing issues in FW_OV "Insert Entropy" feature

martinlueker opened on Fes 2

Each completion queue contains 2-cycle burst valid signal #78

Commit f5d408d

atraber committed on Nov 19, 2015

Add an instr_valid_id signal to completely decouple the)

hopefully fixes the exception controller

P master - O pulpissimo-v6.1.1 *++ pulpino-v1.0.0

— —
Hesith bests. The COCr Arcund The Rardware Health tests Rues pulins 10 SvAnNce SHe Bala e 15310, The sale_we o turn

1ss0es pulses 10 SHAS 1o

oS the finad meisage oDy parss Model, and 50 the eafisal 1o 10 comtrof the timing of
dats losds Measmiiie the Ioading of the SHAS message i controlied by the general fow of Gata, eiher from the BNG or

WOV _WR_BATA reghibet

The tieming of the SMAY Jrocess” command Iy outide of frmmanes control. The maia s could even Jend & “Jrocess”

COMUMAnd before FW inserts ony entrogy. Meanwhile, 0ng bursts of FW writes 0ouls result in dropped data

Probdem 2
Even 5 bypass mode. the maln stage swah SNl which controds the saflaal fife & only asserted If there 5 3 passing
health check. This violstes requicement 4 above

Probdem §
There i 00 wiry 1or frmware 1o koo when It is Safe 10 wiile Fu OV W DATA 10 peevent dropped data

Clarification of valid-ready handshake dependency #7145

flegert opened on Feb 7, 2024
The manual states:
4.9 Handshake dependencles
The valid signal of a transaction shall not be dependent on the corresponding ready signa
Note: The use of the words depend and dependent relate to logical relationships,
However, as | understand it, in some way each valid signal has to be logically dependent on the ready signal. For example, a

coprocessor generating a result transaction would set result_valid = 1, keep it high until CPU sets result_ready = 1, and then
resets result_valid = 0 in the following cycle i no further instruction Is processed at the moment.

Maybe it would help to define what “logically dependent™ exactly means in this context?
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What do we want in the abstraction?
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Timing Safety Expressiveness

Meaningful and unchanging Cycle-level timing control
values across multiple cycles

Dynamic timing

Automatically enforced by the
compiler during design phase

Distinct register/wire abstractions
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Timing-safe

Expressive

Practical:
practical overhead (4.50% area, 3.75% power);
interoperable with other HDLs;

used in our projects
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Values % / /
Lifetime: cycles 1 -3 |
set r := 1'b1 >>
Vs I[ let x = *r let v = *r;
dprint "Value of v is %d" (v);

H t 1
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oo 1 X X X| v What is "abstract time"?
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Event Graph: Reasoning about Abstract Time *

‘ event: abstract clock cycle | define events relative to others
B %
#3 #0 #0 #l ?#2

J J

2 1 2 3 Ly Pogere 1h
cycle 3 (t1; t2) >> .. if x {,eycle 1.}

else { cycle 2 }
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send ep.req (x) let x = recv ep.req
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/ Explicit communication intent

/ Synchronisation primitive
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chan ch {
left req : (request@#1),
right resp : (logic[16]@#1)

}
proc Top() {
chan ep_1 -- ep_r : ch;
spawn adder(ep_1);
loop {
send ep_r.req(request::{ a = 16'd3425; b = 16'd123 }) >>
let res = recv ep_r.resp >>
dprint "result = %d" (res);
cycle 1 >>
dfinish
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right resp : (logic[16]@#1)

}
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loop<{
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let x = *r;

send ep.req (x)

Until when should |
avoid changing this Until when can |
register content? use this value?
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How to describe time in a contract? chan ch {

left req : (request@#1),

Message passing right resp : (logic[l6]@#3)

t+k  lep e }
How about dynamic lifetimes?
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Observation: Multiple message types share the same channel

N e

Agreed on: t + m (first m after t)

chan ch { chan ch {

left req : (request@#1), ‘ left req : (request@#1),

right resp : (logic[16]@#3) right resp : (logic[16

} }

@req
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Sync mode: two-way handshake not always needed
Recursive: easy pipelining

External proc: interfacing with foreign modules

Find them in paper or documentation
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chan ch {
left req : (request@#1),
right resp : (logic[16]@req)

send ep_r.req(...) >>

let res = recv ep_r.resp >>
dprint "result = %d" (res);
cycle 1 >>

send ep_r.req(...) >>
dprint "result = %d" (res);
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chan ch { e
left req : (request@#1), ep_r.req

right resp : (logic[16]@req)

~~

; send ep_r.req(...) >> | ep_r.resp
let res = recv ep_r.resp >> e
3 dprint "result = %d" (res);
3 cycle 1 >> | #1
2send ep_r.req(...) >> o
dprint "result = %d" (res);
ep_r.req
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3t .. 3
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4
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chan ch {

left req : (request@#1

@req)

right resp : (logic[16]
}1
. send ep r.req(...) >>
let res = recv ep_r.resp|>>
3dprint "result = %d" (res);
3 cycle 1 >>
2 send ep_r.req(...) >>
dprint "result = %d" [(res]);
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Type Checking on Event Graph: Example *

chan ch {

left req : (request@#1

@req)

right resp : (logic[16]
}1
. send ep r.req(...) >>
let res = recv ep_r.resp|>>
3dprint "result = %d" (res);
3 cycle 1 >>
2 send ep_r.req(...) >>
dprint "result = %d" [(res]);

ep_r.req

ep_r.resp

> gy
[IRN

ep_r.req

°ﬂ

Lifetime of res

e3 — e3+req

Use of res at e5 requires:
e5 be within the lifetime

A

Implementation of the other
module not needed
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Evaluation Result (Anvil vs SystemVerilog) *

. Area (um* Power (mW ‘max (MHz, +50 Latency (cycles
Hardware Designs Baseline ( Ax:vil Baseline ( Anl'il l{asel(ine Anvi)l Baseline 1 z)zerhzad
FIFO Buffer (SV) 690 674 (-2%) | 1.434 1.403 (—2%) | 4062 4156 | dyn 0
Spill Register (SV) 165 171 (3%) | 0.459 0.469 (2%) | 5187 5375 | dyn 0
Passthrough Stream FIFO (SV) 679 679 (0%) 1.239 1.264 (2%) | 4093 3625 1 0
CVAG6 Translation Lookaside Buffer (SV) | 5561 5611 (0%) | 5.813 5.835(0%) | 2468 2406 | dyn 0
CVAG6 Page Table Walker (SV) 499 561 (12%) | 0.649 0.676 (4%) | 3531 3281 dyn 0
AES Cipher Core (SV) 9096 9090 (0%) 0.793 0.972 (22%) | 781 1229 dyn 0
AXI Lite Demux Router (SV) 1318 1469 (11%) | 1.351 1.385 (2%) | 2437 2125 | dyn 0
AXI Lite Mux Router (SV) 1448 1633 (12%) | 1.336 1.324 (0%) | 2406 2187 | dyn 0
Average overhead compared with SystemVerilog baselines: Area = 4.50%, Power = 3.75%
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Average overhead compared with SystemVerilog baselines: Area = 4.50%, Power = 3.759
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Comparison with SystemVerilog designs:
e No additional cycle-level latency overhead
® Average overhead: area 4.50%, power 3.75%
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Filament (Nigam et al., 2023): timeline types, specialized for pipelines with static timing
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. Area (um®) Power (mW) fmax (MHz, +50) Latency (cycles)
Hiacdware Desigos Baseline Anvil Baseline Anvil Baseline | Anvil | Baseline | Overhead
Pipelined ALU (Filament) 498 404 (-18%) | 0.606 0.626 (3%) 3062 4675 1 0
Systolic Array (Filament) 2509 2425 (-3%) | 2.493 2.764 (10%) | 2400 2862 1 0
Average overhead compared with Filament baselines: Area = —10.5%, Power = 6.5%
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Filament (Nigam et al., 2023): timeline types, specialized for pipelines with static timing
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. Area (um®) Power (mW) fmax (MHz, +50) Latency (cycles)
Hiacdware Desigos Baseline Anvil Baseline Anvil Baseline | Anvil | Baseline | Overhead
Pipelined ALU (Filament) 498 404 (-18%) | 0.606 0.626 (3%) 3062 4675 1 0
Systolic Array (Filament) 2509 2425 (-3%) | 2.493 2.764 (10%) | 2400 2862 1 0
Average overhead compared with Filament baselines: Area = —10.5%, Power = 6.5%

Comparison with Filament designs:
e No additional cycle-level latency overhead
® Average overhead: area -10.50%, power 6.5%
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