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Virtual Memory Access Control
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Alternative: Hardware Capabilities
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Hardware Capabilities Remove Ambient Authority
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Hardware Capabilities Provide Context Independence
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Problem: Compatibility
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Prior attempts sacrifice benefits of capabilities
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Goal: Bridge capability-aware and capability-oblivious software

Without sacrificing the strengths of capability-based isolation?
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G1: unmodified capability-oblivious software stack

G2: capability-based isolation in kernel- and user-space without trusting privileged software

G3: capability-based memory sharing between capability-aware and capability-oblivious software



Prior Work Falls Short
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Core Idea: Caplification
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Memory Access in Caplification
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Mixing Domains

12

PL2 PL2

PL1

PL0

Pure-cap domain Legacy domain

PT

MPDS



Challenges
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Exception and Interrupt Handling
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Who should handle 
exceptions and interrupts 
when the domains do not 
trust one another?

Exceptions:
- Generated due to execution of current 

domain
- Targeting current domain
- Unsafe to deliver to other domains

SGX controlled channels (AsiaCCS 2016)
SmashEx (CCS 2021)
Ahoi attacks

- USENIX 2024
- S&P 2024
- AsiaCCS 2025

Interrupts:
- Events external to CPU cores
- Targeting CPU core / whole system
- Unsafe to deliver to any application 

domain



Local vs Global Delivery of Exceptions and Interrupts
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Privileged States
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Domain Switching
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Domain Switching

18

Asynchronous

Synchronous
call

return

return

Dom A Dom IH

Dom A Dom B

No control over when 
this happens 
→ hardware must save 
and scrub full context

Can decide when call 
happens 
→ no need for 
hardware to save/scrub 
context?

C-effective registers: mie, mip, …

Swap full context

Swap C-effective registers



Caplifive
Caplification of Capstone on RISC-V
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Capstone supports flexible security needs
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CAPSTONE

Minimal set of properties
P1: Exclusive Access

P2: Revocable Delegation

P3: Extensible Hierarchy

P4: Secure Domain Switching

Spatial Memory Safety

Temporal Memory Safety

Concurrent Thread Safety

Intra-process Sandboxing

Process Sandboxing

Virtualization

Red-Green Secure Worlds

Nested / App Virtualization
Capstone (USENIX '23)



RISC-V-based Internal Structure
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Caplified MPDS: PMP (Physical Memory Protection)

RISC-V: open; open-source SW & HW ecosystem
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0~64 entries
(paddr bounds, perms)

ISA documentation



Software Stack
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Hardware Implementation

23

Purpose Requirement Strategy

Platform for experimenting 
with software stacks

Performance Functional simulator
– QEMU

Evaluating overhead of 
hardware design

Cycle-level 
accuracy

RTL implementation
– CVA6

Implementation serves more than one purpose

CapliFive-QEMU

CapliFive-RTL



Evaluations
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Evaluation Questions
EQ1: Overhead of individual operations
EQ2: Performance of applications compared with VMAC baselines

Baselines
PMP: PMP-based isolation similar to Keystone
No-isolation: run everything in M-mode without isolation

Microbenchmarks (EQ1)

CapliFive-RTL simulated with Verilator

Macrobenchmarks (EQ2)

Profiling through CapliFive-QEMU



Evaluation Results
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Microbenchmarks Macrobenchmarks

Most operations: similar overhead
Data sharing: less costly on CapliFive than on PMP
Interrupts: more costly on CapliFive than on PMP

Comparable performance
CapliFive reduces overhead of data sharing by up to 98%



Conclusion
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Goal: bridging capability-aware and capability-oblivious software
         without sacrificing the strengths of capability-based isolation

G1: unmodified capability-oblivious software stack

G2: capability-based isolation in kernel- and user-space without trusting privileged software

G3: capability-based memory sharing between capability-aware and capability-oblivious software

Caplification: 
- Converting MPDS in existing ISAs to be capability-based
- Ensuring all memory accesses are ultimately capability-based 
- Providing capability-oblivious internal structures

CapliFive: Caplifying Capstone on RISC-V

ISA documentationCode artifactsThank you!


