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Timing Hazards in Hardware Designs
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Timing Hazards

Expectation Reality

Value keeps the 
same across cycles

Value changes halfway

Value is meaningful Value carries garbage

Protocol Reality



Timing Hazards Are Ubiquitous!
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How to prevent timing hazards?



Post-design Verification is Difficult
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SystemVerilog 
assertions

Design phase Verification phase

Assertion violations Long feedback loop

Burden maintaining 
implementation-specific 

specifications
State explosion



Root Cause: Lacking Abstractions
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Expectation Hardware description languages

x

cycles cycles

x

y

z

…

fx(r1) fx(r2) fx(r3)

fy(r1) fy(r2) fy(r3)

fz(r1) fz(r2) fz(r3)

x x

I now 
define this 
value, 
calling it x

Now I want 
to use x 
again

fx(r0)

fy(r0)

fz(r0)

fx(r4)

fy(r4)

fz(r4)

Meaningful?
Still the 
same value?

What do we want in the abstraction?



Timing Safety is what we want
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cycles

Trace: A0 A1 A2 A3 A4

action ∈ Ai
● ValCreate(v, R)
● ValUse(v)
● RegMut(r)

Timing safety:

∀ v i, ValUse(v) ∈ A(i) → 
  ∃ R j, j ≤ i ⋀ ValCreate(v, R) ⋀ ∄ k r, j ≤ k ≤ i ⋀ r ∈ R ⋀ RegMut(r) ∈ R

ValUse(v)ValCreate(v, R)

no RegMut(r)



Prior Work: Timing Safety – Expressiveness Dilemma

SystemVerilog

Expressive for low-level control Timing-safe

????

Chisel

VHDL

SpinalHDL

HardCaml

MyHDL

High-level synthesis

Filament

PDL
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Similar abstractions

Cycle timing & wires 
abstracted away

High-level constructs 
targeting specific designs

Single-cycle intent

Timeline types, only 
static timing

Spade

BSV

Clash

Spatial
Assassyn

XLS

ASSIST



Question: Best of both worlds?
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Timing Safety Expressiveness

Meaningful and unchanging 
values across multiple cycles

Automatically enforced by the 
compiler during design phase

Cycle-level timing control

Distinct register/wire abstractions

Dynamic timing



Anvil: Type System for Timing Safety
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Expressive
Practical: 
  practical overhead (4.50% area, 3.75% power); 
  interoperable with other HDLs;
  used in our projects

Type 
checks

Timing-safe



Core Idea behind Anvil: Lifetime and Loan Time
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Values

Registers

Lifetime: cycles 1 – 3

Loan time: cycles 1 – 3

let x = *r

Cycle 1 2 3 4

Use x

Assign 
to r

loan

set r := 1'b1 >>
let v = *r;
dprint "Value of v is %d" (v);
set r := 1'b0 >>
dprint "Value of v is %d" (v);
dfinish

What is "abstract time"?



if x { cycle 1 } 
else { cycle 2 }

Event Graph: Reasoning about Abstract Time
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event: abstract clock cycle define events relative to others

1

#3

2

cycle 31 2

1

(t1; t2) >> …

3

2

1 2 3

#0 #0

1

2 3

B B

#1 #2

4 5

6

1 2 4

3 5 6

J J



Synchronous Message Passing Communication
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channel

endpoint endpoint

send ep.req (x) let x = recv ep.req

Explicit communication intent Synchronisation primitive

1

ep.req

2



Example: Message Passing
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chan ch {
   left req : (request@#1),
   right resp : (logic[16]@#1)
}
proc Top() {
   chan ep_l -- ep_r : ch;
   spawn adder(ep_l);
   loop {
       send ep_r.req(request::{ a = 16'd3425; b = 16'd123 }) >>
       let res = recv ep_r.resp >>
       dprint "result = %d" (res);
       cycle 1 >>
       dfinish
   }
}



Challenge: Lifetime across Modules
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Until when can I use 
this value?

Until when should I 
avoid changing this 
register content?

let x = *r;
send ep.req (x) let x = recv ep.req



Lifetime Contracts
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How to describe time in a contract?

Message passing

t + k

chan ch {

   left req : (request@#1),

   right resp : (logic[16]@#3)

}

How about dynamic lifetimes?



Dynamic Lifetime Contracts
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chan ch {
   left req : (request@#1),
   right resp : (logic[16]@#3)
}

Observation: Multiple message types share the same channel

Agreed on: t + m (first m after t)

chan ch {
   left req : (request@#1),
   right resp : (logic[16]@req)
}



More Interesting Constructs in Anvil
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Sync mode: two-way handshake not always needed

Recursive: easy pipelining

External proc: interfacing with foreign modules

Find them in paper or documentation



Type Checking on Event Graph: Example
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chan ch {
   left req : (request@#1),
   right resp : (logic[16]@req)
}
   send ep_r.req(...) >>
   let res = recv ep_r.resp >>
   dprint "result = %d" (res);
   cycle 1 >>
   send ep_r.req(...) >>
   dprint "result = %d" (res);
   ...

1

ep_r.req

2

ep_r.resp

3

#1

4

ep_r.req

5

1

2

3

3

4

5

Lifetime of res

—? ?e3 e3 + req

Use of res at e5 requires:
e5 be within the lifetime

Implementation of the other 
module not needed



Anvil Compiler: Event Graph as IR
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Parsing & 
elaboration

Optimisation

Synthesizable 
SystemVerilogEvent graph

CodeGen

Type 
checks



Evaluation Questions
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Safety
Timing hazard prevention?

Expressiveness
Expressing cycle-level behaviour of 
real-world designs?

Practicality
Practical overhead in generated hardware?

Formalisation
Soundness proof:
  P type checks ⇒ P is timing-safe

Experiments



8 open-source
SystemVerilog designs

Evaluation Methodology
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Manual 
re-implementation

Cycle-accurate 
simulation

Cycle-accurate 
simulation

power & area comparison

Synthesis Synthesis

Data structure
Cryptographic accelerator
Bus router
Memory management unit

Diverse, Dynamic timing



Evaluation Result (Anvil vs SystemVerilog)
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Comparison with SystemVerilog designs:
● No additional cycle-level latency overhead
● Average overhead: area 4.50%, power 3.75% 



Comparison with Filament
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Filament (Nigam et al., 2023): timeline types, specialized for pipelines with static timing

Comparison with Filament designs:
● No additional cycle-level latency overhead
● Average overhead: area -10.50%, power 6.5% 



Anvil

Conclusion
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Anvil Playground

Expressiveness Timing safety

Lifetime, loan time
message passing
static and dynamic contracts

Practical
  practical overhead (4.50% area, 3.75% power)



Backup
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SystemVerilog Assertions
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always_ff @(posedge clk_i) begin
   if (state_q == ST0 || state_q == ST1) begin
       assert(data == $past(data));
   end
   state_q <= state_d;
end

Implementation-specific

State explosion

2^N states with N-bit registers

Bounded model checking:
  No soundness guarantee

data_d = data_q;
if (data_ack_i) begin
   data_d = 
     cnt > 32'h100000 ? 1'b1 : 1'b0;
end



Post-design Verification vs Anvil
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Synchronisation Mode (1)
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By default, no static knowledge about when send/recv take place
⇒ two-way handshake necessary in implementation

Sync modes encode static knowledge

Sender Receiver Handshake signals

dyn dyn valid, ack

static dyn ack

dyn static valid

static static (none)

default



Synchronisation Mode (2)
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chan ch {
   left req : (request@#1),
   right resp : (logic[16]@req) @#req+1 - @#req+1
}

Example:



Recursive
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loop {...}: looping back when end is reached start

end

recursive {...}: looping back (in a new thread) 
before end is reached start

end



Recursive for Pipelined Designs
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recursive {
   let req = recv m >>
   (
   // process request
   );
   (cycle 1 >> recurse)
}



External Processes
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Interoperability with foreign modules

Extern proc

foreign module

proc fifo_extern (ep : left fifo_ch<logic[32]>)
 extern("fifo") {
   clk_i  ("clk_i");
   rst_ni ("rst_ni");
   ep.push("data_i":"push_i":);
   ep.pop(:"pop_i":);
   ep.data_o("data_o": :);
   ep.full(:"full_o":);
   ep.empty(:"empty_o":);
}



Event Graph Optimizations
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Type Checking Details
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Boils down to soundly determining if e1 + k1 ≤
G

 e2 + k2

Is LHS always no later than RHS?

⇒ estimate maxdist(e2 → e1)
● message passing pred of e1 but not of e2 ⇒ ∞
● otherwise, enumerate last common event



Code Generation to SystemVerilog

35

Channel messages
foo_valid
foo_ack
foo_data

depends on sync mode

Event graph FSM with states
counter
syncstate
scorer

#N
send/recv
later

event_current signal indicates if each 
event is active in the current cycle



Formalisation Sketch
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Term Open logs Closed logs

Event graph

compose
compose 
semanticssemantics

typing

type checks

timing-safe

Open logs:
- ValCreate(v, R)
- ValUse(v)
- RegMut(r)
- ValSend(m, v, p)
- ValRecv(m, v, p)

concretise

timing-safe preservation

Timing safety generalised



Future Work
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● More expressive lifetimes and contracts
● More optimised code generation
● Support for multiple clock domains
● Support for multi-party channels
● Higher-level safety/correctness properties, e.g., deadlock freedom
● Support for asynchronous events, e.g., flush
● Escape hatch
● …


