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Motivation: Patchwork of Security Extensions Base Capability-based Model Is Insufficient

Example: P1 (Exclusive Access) cannot be achieved
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Security Challenges
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Memory safety issues remain dominant

We closely study the root cause trends of vulnerabilities & search for patterns
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Patchwork of Security Extensions Capabilities could do more (Watson et al., 2024)

« “Continuing to refine our understanding of memory safety”
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Spatial Memory Safety

« “Pushing beyond memory safety to ... software compartmentalization... for malicious programmers”

Temporal Memory Safety « “Exploring potential opportunities to compose ... memory- and type-safe ... languages, such as Rust”

Concurrent Thread Safety

Intra-process Sandboxing

Process Sandboxing

Capability-based Model in CAPSTONE
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Problem: Compose Security Extensions?

+ Memory sharing
(Yu et al., 2022)

+ Exception handling
(Cui et al., 2021)
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Arbitrary code execution
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Nestable Two-Way Domain Isolation

Expressive Program Safety

Red-Green Secure Worlds

2-3 orders of magnitude overhead
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Desired Properties in CAPSTONE
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Starting Point: Hardware Capabilities

« A Hardware Capability is a (pointer, metadata) tuple
» Created or modified only by querying the hardware

» Sufficient and necessary to access the corresponding memory

» Has the associated permissions embedded in it and is enforced by hardware

Documentation

« Capability machines existed in ‘80s, but had challenges scaling securely CAPSTONE
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